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ABSTRACT
In this paper, we do a literature review on electronic health records (EHR) and patient involvement. It seems that patients are not included as much as one would presume. After our analysis of both literature and ethical nature, we suggest that research on why this is so and whether they should be included needs to be done.
Categories and Subject Descriptors
K.4.1 [Computers and Society]: Public Policy Issues – ethics, regulation, computer-related health issues. 
K.6.4 [System Management]: Centralization/decentralization Quality assurance
K.7.m [The Computing Profession / Miscellaneous]: Ethics
General Terms
Design, Human Factors,
Keywords
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1. INTRODUCTION

The aim of our paper is to set a ground for the discussion about the different aspects of empowering the patient in the electronic health record project (later referred as EHR project). We will approach this topic by studying how patients have been previously involved in EHR projects according to researchers who have studied these projects. Thus, systematic literature review was chosen as appropriate research method for this study. The research question for our systematic literature review is “how patients have participated in design, development, and implementation of their EHR projects according to scientific articles”.

Electronic health record (later referred as EHR) is a term which is infrequently and diversely defined and it is often used as synonym for electronic medical record (later referred as EMR). Although equivalence between EHR and EMR has been challenged, terms are still being used as synonyms. (see e.g. [1, 2]) For example International Organization for Standardization (ISO) defines EHR as repository of digital patient data, in which data is securely stored and exchanged and it is accessible by multiple authorised users [3]. They count EMR as one type of EHR, but for example Garets and Davies [1] claim that EHR is a subset of EMR.

In this paper we have chosen to use the term EHR to describe systems that contain personal health information that are used to sustain health of individuals or as part of medical care.  Thus, for example personal health records, which are optional for patients but can be used in health care or be directly connected to EHRs [4] are in our scope. EHRs are typically created around patients, but often used by caregivers to stay up-to-date with patient information and progress.
Patients are not only targets or information sources for EHRs, but also users and stakeholders in them. This needs to be kept in mind both when designing and when using EHRs, although, EHRs are often thought as tools for doctors.
This article continues with an ethical discussion about the reasons of taking patients into account during EHR project. Then we present some examples of EHR projects which have involved patients in one way or another. Lastly, we present our preliminary study and discuss its results.
2. Patient involvement in EHR Projects
2.1 Why patient should be involved in EHR Project?
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Patients are important stakeholders for EHR projects, because they are both targets and participants of the EHR [2]. As citizens, they have a right to access their electronic health record in many countries. For example, this right exists in the countries of European Union since 2015 [5]. Accessing the information within EHR would give patients a possibility to view their medical history and to trace the changes in their health [6] which would enable them to do independent health care choices and to participate in the decision-making regarding their medical treatment [7].

From ethical perspective, justification for requirement that patients are considered as core stakeholder of EHR projects can be derived from e.g. the following different ethical premises.

First, the phenomenological and hermeneutical approach to health, healthcare and healthcare information systems requires that healthcare responds to the personal needs of the patients [8, 9]. Those needs are based on individual experiences of patients and thus patients must be heard and be taken into account when developing EHR’s which are the core tools of modern healthcare.

Secondly, the justification can be derived from the Four Principles of medical ethics – beneficence, non-maleficence, autonomy and justice – which are the common basis for medical ethics [10]; even though there are critiques towards it, e.g. Lee [11] states that Four principles it is actually based on common moralism or even moral relativism not on moral objectivism like B&C claims [11] and there also exist different ethical codes for healthcare and medicine e.g. WMA Declaration of Helsinki
. However, if autonomy and justice are seen as core principles it is an odd situation that the patient – who is the prime target and real source for the existence of healthcare – is bypassed when designing the tools for healthcare. Thus it seems that if autonomy and justice exits they are buried under paternalism and technical determinism.

2.2 How patient can be involved in EHR Project?
This section demonstrates through two examples, how patients can participate in EHR projects. First example is from Finland and it was conducted in collaboration between research institution, public organization and private company. The second example is a project which was funded by European Union.

Work Informatics research group in the University of Turku collaborated with the city of Turku and private software vendor to design a web-based portal for EHR system which were used by the local health centres and citizens of city of Turku. This project followed citizen-centric approach in defining functionalities for the system. In practice, this meant that the project gathered information about the patients need and wishes for using web based portal for EHR system. For gathering this information, cardiac patients were chosen as a target group. Most of them were contacted through invitations, which were posted to them alongside confirmation letter for the reservation to the doctor’s appointment to the health centre. 34 cardiac patients wanted to participate to the study and 33 of them could be interviewed at least once during the project. [12.]
The first semi-structured interviews included questions about the participant’s background, opinions about current state of digital health services within the city of Turku and wishes for new kinds of digital health services. In addition to interviews, participants were asked to fulfil three surveys about their personal background, quality of life and technological abilities. The interview results were used to develop a new web portal for the EHR systems of the local health centres. This portal was developed by the co-operating software vendor. After the first version of the portal was ready, the participants were invited to test it to the facilities of the software vendor and 17 participants joined the testing. Usually few participants tested it at the same time. Project researchers followed the testing and helped the participant when necessary. After the testing period, each participant was individually interviewed about their experiences of the portal and their ideas for further development. These interviews were semi-structured and they were conducted either on the testing day or few days later. After analysing gathered data, project researchers created a design for a portal which allows citizen to see certain pieces of their health information restored to the EHR system of the local health centres. Such information included reservations to doctor’s appointments, past and ongoing medication, and results for laboratory results. [12.]
European Union aimed to facilitate the interconnectedness of national EHRs by launching a project called epSOS. The aim of this project was that EU citizen’s health records, such as medical subscriptions in an EU country could be accessed from another EU country. Citizens were invited to join the project for evaluating its outcomes. Every time a citizen had received epSOS service (for example a visit to pharmacy) they were given an evaluation form to be fulfilled. The evaluation form was a paper questionnaire which was instructed to submit to the service provider who forwarded it to epSOS project team for further analysis. [13.]
3. Preliminary study about the patient involvement in EHR Projects
3.1 Research method

In this section, we will present our preliminary study about the patient involvement in EHR projects which is conducted in the form of systematic literature review. The research questions for our systematic literature review are the following:

· How is the patient discussed in academic studies on EHR projects?

· How the patient has been taken into account in EHR projects reported by academic studies?
In order the find suitable articles for our analysis, we aimed to do an algorithm which would return academic articles about EHR projects. Because different authors refer to EHR with different terms [1, 2], we decided that our search would include all the synonyms of EHR identified by our research group. In addition to EHR or its synonyms, our algorithm includes terms which refer to project or certain project phases. We also included terms which refer to patients, because we aimed to find articles which discuss patient related issues in the context of electronic health record project. The final version of our search algorithm is presented below:

("Patient record*" OR "Electronic medical record*" OR "Hospital Information System*" OR "Electronic health record*" OR "Patient information system*") AND (project* OR design* OR develop* OR implement*) AND (customer* OR patient*)
To test our search algorithm and our analyses method, we have restricted our literature search to one database called ABI/Inform Complete and to time span of two and half years between 1st of January 2013 and 22nd of May 2015. Additionally we limited our search to scholarly articles which can be published either in academic journals or scientific conferences. With these limitations, our search algorithm returned 1090 articles.
Five authors acted as reviewers and were randomly assigned articles to review. Each article was analysed by two independent authors. Most often, the analyses were made based on the title or the abstract of the article, but the full paper was accessed when the decision could not been made otherwise. The aim of the analysis was to classify the articles to one of the following categories:
1. irrelevant article

2. article relates to health information systems but does not discuss EHR projects 

3. article discusses EHR projects

4. article discusses patients’ involvement in EHR projects

If the article belonged to the first or the second category, it was not relevant in answering the research questions. If the article belonged to third or fourth category, it was included in the further analysis. Editorial notes, commentaries, book reviews and interviews were excluded from further analysis alongside those articles which could not be accessed in entirety or which were not written in English.
Our initial analysis found 82 articles which discuss EHR projects. Of these, 43 discuss patients’ involvement in EHR projects from one viewpoint or another. In the case of 33 articles, the decision was made based on the full paper and 49 papers were assessed based on their abstract.  In the case of 10 articles, the decision could not be made because the full paper could not be accessed. In the following sections, we discuss the results of the preliminary analysis of these 82 articles in our data set.

3.2 Results

3.2.1 Interconnectedness between electronic health records and personal health records

According to previous studies [1, 2, 3], academics have not yet agreed on the definition of EHR. However, EHR is often defined as an information system which possesses health information about the patients and which is mainly controlled by the employees of the health care provider (see e.g. [3]). Such a definition distinct EHR from personal health record (later referred as PHR), because PHR is often defined as an information system which restores health information about the patient and which is controlled by the patient (see e.g. [14]).
Our study started by accepting these definitions and we chose to limit our systematic literature review to EHR projects. However, we have found articles which indicate that differences between EHR and PHR may become more indistinct in future. Some of these articles highlight the importance of giving patients more control over their health information which is restored in EHRs. For example, Kellerman and Spencer [15] think that patients should have possibility to view, download, and transmit their health information from EHRs. Ingram ad Arikan [16] call for more open and responsible manner of collecting, sharing, and using personal health data for electronic health records. Thus, citizens could oversee the choices made in relation to their personal health data and they could feel that they control it.
Some other articles concentrate on the growing interconnectedness between electronic health records and personal health records. For example, Baird and Ragdu [4] found that personal health records are more likely to succeed if they are connected with electronic health records. One example of such a personal health record is the information system, which was developed for cancer patients for self-reporting their symptoms [17]. Another example is a standalone information system, which is integrated with an electronic patient record used within Norwegian hospital. With this information system, patients can for example schedule their appointments with medical personal, communicate with medical personnel, record their diet, and review their discharge letters.
In relation to these findings, we have decided to expand our inclusion criteria regarding this study. Alongside those articles, which discuss EHR, we have decided to accept articles, which discuss personal health records if these records are connected with EHR.
3.2.2 How are patients represented in the articles about EHR projects?

Alshameri et al. [6] analyse the development and the current state of EMRs. According to them, EMRs shred out important aspects of the patient because their development did not begin with the essential elements of paper based medical records. They argue that patients and physicians have had least impact in development of EMRs, although, they are the ones interacting and using EMRs the most. Thus, current EMRs do not support enough the interaction between patients and physicians. Alshameri et al. [6] recommend that EMRs should include the complete story which patients have told to the physicians about their health and which physicians have used in their diagnosis. This story is essential for patients if they wish to see their development and possible changes in their health. This story is also used by physicians for making informed diagnosis and prognosis. In addition, institutions need this story for legal purposes.

Boonstra, Versluis and Vos [18] have studied the complexity and typical problems of EHR implementation through systematic literature review. Their systematic review identified only one patient related issue which should be considered during EHR implementation. This issue is patient privacy and confidentiality. Because only this one issue was reported, we assume that Boonstra et al. [18] revealed that EHR implementation are rarely studied from patient’s perspective. However, this finding was not mentioned by Boonstra et al. [18] and they do not comment, how patients should be taken into account during EHR implementation.

Pazos, Gorkhali, and DelAguila [19] mention that patients can benefit from implementation of EHR to a hospital. According to them, EHR could reduce the time spend in clinical procedures within hospitals, which would lead to lower fees for patients. Despite of these claims, Pazos, Gorkhali, and DelAguila [19] did not measure the impact of EHR implementation neither to the time spent in clinical procedures nor in the costs of care to patients. Their statistical analysis of EHR implementation in hospitals concentrated on the budget for EHR implementation, the amount of technical staff within hospital, the amount of training offered for medical and administrative staff, and to extent of managerial support for EHR implementation.

Rozenkranz, Eckhardt, Kühne, and Rosenkranz [20] recognise that patients can become actively involved in their healthcare through eHealth solutions, which include integrated EHRs. Their systematic literature review on health information-related applications and services aimed to analyse patients’ role in these applications and services. They found that growing number of applications and services is meant to be used by patients and they assume that future research will concentrate on studying integrated applications which in hold life-long record of patient’s health information. However, Rozenkranz et al. [20] do not describe how patients did involve in those development projects which were described within the articles in their data set.
Huang and Chang [21] have studied three hospitals which have offered different kind of eHealth services for their patients. One of these hospitals provided their patients an online access to their medical records. The design of this service was inspired by the customer research conducted among the patients of the hospital in question. Otherwise, Huang and Chang [21] do not describe, how patients have been involved in designing, developing and implementing the eHealth services introduced in their article.
3.2.3 How patients have been involved in EHR project?
We found some articles which described in great detail, how patients have been involved in their information system projects. One of these projects was conducted by Leeds Psychosocial Oncology and Clinical Practice Research Group and it is called eRapid – an information system which allows patient to self-report the symptoms and side effects of their cancer and which is integrated with an electronic patient record. This system was designed, developed and implemented in co-operation with research advisory group which constitutes of 14 patient advocates. These patient advocates were chose to the group because they had or they have had cancer. They have volunteered to the group because they had seen its advertisements or because they have participated to some prior study conducted by the research group. [17.]
Grisot, Hanset and Thorseng [22] describe how patient-centred information system was gradually developed within one Norwegian hospital. In the beginning this information system was only used for communication purposes between patients and the personnel within the hospital in question. Later on this information system was integrated with the EHR within the hospital in question. In addition, its usage spread to other health care units as well.

While this information system was developed, patients’ involvement in it grew. In the beginning, the developers only discussed with patients about their experiences. After receiving more funding for the development of this information system, developers organized user workshops for interested patients, who were contacted through patients’ association. In the last phase of the project, the developers and the Diabetes Association co-designed new services for patients with diabetes [22].
4. DISCUSSION
4.1 Ethical analysis of patients’ involvement in EHR projects

Our preliminary study found only few examples of EHR projects which have involved patients in one way or another in the design, development or implementation phase of the project. Thus it seems that the patients’ opinions are not in utmost importance while developing EHR systems – or at least when reporting about them.

EHR should be considered to be a system which promotes the health and wellbeing of the patient. Thus the system should be created with these values in mind because the system should reflect to the ethical values it is meant to promote – and vice versa [23].

It is also a tool used by the medical personnel to do their work – promote the aforementioned health and wellbeing [24]. Thus the design for this particular job should be done efficiently and effectively – by the designer to the professionals – by keeping the requirements of the users in the centre.

The system none the less is not only a tool for the medical professionals to use when treating the patients but also a tool for the patients to maintain and understand their health and wellbeing [24]. As the patients are experts of their own wellbeing [12] all the available information should be easily accessed and understood by them as well and – if the option is available – they should be able to use and insert information to the system with ease.
The main difference here is the amount of patient involvement in the health and wellbeing process. When the patient is only a target (and not a user as in former example) in the system use, we cannot discuss about user-centric design while developing EHR. Therefore we should have a new term – e.g. target-centric design – to discuss about this grey area of information system development.
A way to approach target-centric design is either through an ombudsman [25] or through a patient advocacy organisation. Patient advocacy organisations are problematic because they typically approach the issue from a perspective of patients suffering from a specific illness. This – by definition – limits their point of view to access to EHRs by the patients. The ombudsmen however approach the issue from a perspective of patients who can have a wide range of conditions and thus would be better representatives for target-centric design than patient advocacy organisations’ representatives.

None the less where possible the best representatives for the patients’ need for their health and wellbeing are the patients. The patients should be made clear how, when and why they are being treated and typically have the last word on whether or not the treatment is given. When relating the EHR as a tool for the treatment the patients are merely ever given the understanding on how their treatment is done in accordance to the system – the tool – used to treat them and their consent is merely asked for the use of their private information. However if this is made more open so that the patients have even the possibility to understand how the system works they may have the possibility to give their informed consent on the matter.
As shown previously, given the small amount of scientific research we found on the EHRs developed with the patients it is still unclear if a large enough representative group can be selected and how it should be selected when the design process request help in the design and use of the EHR, but according to the former, it seems unethical not to do that research.
4.2 Limitations and future research

In this article, we have presented our preliminary study about patients’ involvement in EHR projects. Although, our study has significant limitations, such as narrow amount of literature sources and the time span of two and half years, it has served as an important test case for our research group.
While testing the search terms for our systematic literature review, we noticed that there is a huge amount of literature which relates to EHR in some way or another even if we limited our search to ABI/Inform Complete. Thus, we decided to use the additional limitation offered by the search engine of the database which enabled us to restrict our search only to scholarly articles. We also decided to abandon all abbreviations from our search terms because they had multiple interpretations. Even with these limitations our original search returned more than 8000 articles. Thus, we decided to use shorter time span which would return us approximately 1000 articles, because this was considered as feasible amount of articles to review by our research group within the given time span of six months.

After reviewing all the articles in our data set, we have come up with essential ideas for elaborating our systematic literature review for future research purposes. Firstly, we need to expand our search to larger time span of five to ten years and to multiple databases, such as MEDLINE, Academic Search Premier, Business Source Premier, Health Technology Assessment Database, and IEEE Explore. To accomplish this, we need to find a way to do our searchers more precise. In our current data set more than 70 % of articles are totally irrelevant for our search which means that they neither discuss the use nor the development of EHRs (or related information systems). Most often these articles are from the field of medicine. These articles were found with our search algorithm, either because EHR might have been used as a tool for conducting the study in question or because EHR was mentioned in the list of references. In future, we plan to restrict our search to title, to abstract and to keywords in order to reduce the amount of irrelevant articles returned by the search. On the other hand, the problem of such limitations is that those articles, which do not use search terms in title, in abstract or in keywords, cannot be found with our search algorithm. Thus, we aim to reanalyse the titles, the abstracts and the keywords of the 75 relevant articles within our dataset in order to find those terms which should be included in our search algorithm.

5. CONCLUSION

In this article, we have described our preliminary study about the patients’ participation in EHR projects. In the beginning of our article, we ethically analysed different reasons for which patients should be taken into account during EHR projects. Then we introduced examples of the different ways in which academics have previously discussed patients’ role in EHR projects. We noticed that some academic articles recognise patients as stakeholder group of EHR projects where as other do not. There are also some articles in which patients are recognized as possible beneficiaries of EHR implementation, although the impacts of EHR implementation toward patients are not studied. 

We also presented few examples of involving patients in EHR projects. These examples served as a starting point for our ethical analysis of patients’ involvement in EHR projects. The conclusion of our analysis was, that best representatives for the patients’ needs are the patients themselves. The patients should have possibility to understand how their treatment is done in accordance with EHR, thus, they would be able to give their informed consent for using their private information as part of the EHR.
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