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Abstract
According to criminological research, online environments create new possibilities 
for criminal activity and deviant behavior. Problematic social media use (PSMU) 
is a habitual pattern of excessive use of social media platforms. Past research has 
suggested that PSMU predicts risky online behavior and negative life outcomes, but 
the relationship between PSMU and cybercrime victimization is not properly under-
stood. In this study, we use the framework of routine activity theory (RAT) and life-
style-exposure theory (LET) to examine the relationship between PSMU and cyber-
crime victimization. We analyze how PSMU is linked to cybercrime victimization 
experiences. We explore how PSMU predicts cybercrime victimization, especially 
under those risky circumstances that generally increase the probability of victimi-
zation. Our data come from nationally representative surveys, collected in Finland 
in 2017 and 2019. The results of the between-subjects tests show that problematic 
PSMU correlates relatively strongly with cybercrime victimization. Within-subjects 
analysis shows that increased PSMU increases the risk of victimization. Overall, the 
findings indicate that, along with various confounding factors, PSMU has a nota-
ble cumulative effect on victimization. The article concludes with a short summary 
and discussion of the possible avenues for future research on PSMU and cybercrime 
victimization.
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Introduction

In criminology, digital environments are generally understood as social spaces which 
open new possibilities for criminal activity and crime victimization (Yar, 2005). Over 
the past decade, social media platforms have established themselves as the basic digital 
infrastructure that governs daily interactions. The rapid and vast adaptation of social 
media technologies has produced concern about the possible negative effects, but the 
association between social media use and decreased wellbeing measures appears to be 
rather weak (Appel et al., 2020; Kross et al., 2020). Accordingly, researchers have pro-
posed that the outcomes of social media use depend on the way platforms are used, and 
that the negative outcomes are concentrated among those who experience excessive 
social media use (Kross et al., 2020; Wheatley & Buglass, 2019). Whereas an exten-
sive body of research has focused either on cybercrime victimization or on problematic 
social media use, few studies have focused explicitly on the link between problematic 
use and victimization experiences (e.g., Craig et al., 2020; Longobardi et al., 2020).

As per earlier research, the notion of problematic use is linked to excessive and 
uncontrollable social media usage, which is characterized by compulsive and routinized 
thoughts and behavior (e.g., Kuss & Griffiths, 2017). The most frequently used social sci-
entific and criminological accounts of risk factors of victimization are based on routine activ-
ity theory (RAT) (Cohen & Felson, 1979) and lifestyle-exposure theory (LET) (Hindelang 
et al., 1978). Although RAT and LET were originally developed to understand how rou-
tines and lifestyle patterns may lead to victimization in physical spaces, they have been 
applied in online environments (e.g., Milani et al., 2020; Räsänen et al., 2016).

As theoretical frameworks, RAT and LET presume that lifestyles and routine activi-
ties are embedded in social contexts, which makes it possible to understand behaviors 
and processes that lead to victimization. The excessive use of social media platforms 
increases the time spent in digital environments, which, according to lifestyle and rou-
tine activities theories, tends to increase the likelihood of ending up in dangerous situa-
tions. Therefore, we presume that problematic use is a particularly dangerous pattern of 
use, which may increase the risk of cybercrime victimization.

In this study, we employ the key elements of RAT and LET to focus on the relation-
ship between problematic social media use and cybercrime victimization. Our data come 
from high quality, two-wave longitudinal population surveys, which were collected in 
Finland in 2017 and 2019. First, we examine the cross-sectional relationship between 
problematic use and victimization experiences at Wave 1, considering the indirect effect 
of confounding factors. Second, we test for longitudinal effects by investigating whether 
increased problematic use predicts an increase in victimization experiences at Wave 2.

Literature Review

Problematic Social Media Use

Over the last few years, the literature on the psychological, cultural, and social 
effects of social media has proliferated. Prior research on the topic presents 
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a nuanced view of social media and its consequences (Kross et  al., 2020). For 
instance, several studies have demonstrated that social media use may produce 
positive outcomes, such as increased life satisfaction, social trust, and political 
participation (Kim & Kim, 2017; Valenzuela et  al., 2009). The positive effects 
are typically explained to follow from use that satisfy individuals’ socioemotional 
needs, such as sharing emotions and receiving social support on social media 
platforms (Pang, 2018; Verduyn et al., 2017).

However, another line of research associates social media use with several nega-
tive effects, including higher stress levels, increased anxiety and lower self-esteem 
(Kross et al., 2020). Negative outcomes, such as depression (Shensa et al., 2017), 
decreased subjective well-being (Wheatley & Buglass, 2019) and increased loneli-
ness (Meshi et al., 2020), are also commonly described in the research literature. 
The most common mechanisms that are used to explain negative outcomes of social 
media use are social comparison and fear of missing out (Kross et  al., 2020). In 
general, it appears that the type of use that does not facilitate interpersonal connec-
tion is more detrimental to users’ health and well-being (Clark et al., 2018).

Even though the earlier research on the subject has produced somewhat contradictory 
results, the researchers generally agree that certain groups of users are at more risk of 
experiencing negative outcomes of social media use. More specifically, the researchers 
have pointed out that there is a group of individuals who have difficulty controlling the 
quantity and intensity of their use of social media platforms (Kuss & Griffiths, 2017). 
Consequently, new concepts, such as problematic social media use (Bányai et al., 2017) 
and social networking addiction (Griffiths et  al., 2014) have been developed to assess 
excessive use. In this research, we utilize the concept of problematic social media use 
(PSMU), which is applied broadly in the literature. In contrast to evidence of social media 
use in general, PSMU consistently predicts negative outcomes in several domains of 
life, including decreased subjective well-being (Kross et al., 2013; Wheatley & Buglass, 
2019), depression (Hussain & Griffiths, 2018), and loneliness (Marttila et al., 2021).

To our knowledge, few studies have focused explicitly on the relationship 
between PSMU and cybercrime victimization. One cross-national study of young 
people found that PSMU is consistently and strongly associated with cyberbully-
ing victimization across countries (Craig et al., 2020) and another one of Span-
ish adolescents returned similar results (Martínez-Ferrer et  al., 2018). Another 
study of Italian adolescents found that an individual’s number of followers 
on Instagram was positively associated with experiences of cybervictimiza-
tion (Longobardi et  al., 2020). A clear limitation of the earlier studies is that 
they focused on adolescents and often dealt with cyberbullying or harassment. 
Therefore, the results are not straightforwardly generalizable to adult populations 
or to other forms of cybercrime victimization. Despite this, there are certain basic 
assumptions about cybercrime victimization that must be considered.

Cybercrime Victimization, Routine Activity, and Lifestyle‑Exposure Theories

In criminology, the notion of cybercrime is used to refer to a variety of illegal activ-
ities that are performed in online networks and platforms through computers and 
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other devices (Yar & Steinmetz, 2019). As a concept, cybercrime is employed in 
different levels of analysis and used to describe a plethora of criminal phenomena, 
ranging from individual-level victimization to large-scale, society-wide operations 
(Donalds & Osei-Bryson, 2019). In this study, we define cybercrime as illegal activ-
ity and harm to others conducted online, and we focus on self-reported experiences 
of cybercrime victimization. Therefore, we do not address whether respondents 
reported an actual crime victimization to the authorities.

In Finland and other European countries, the most common types of cybercrime 
include slander, hacking, malware, online fraud, and cyberbullying (see Europol, 
2019; Meško, 2018). Providing exact estimates of cybercrime victims has been a 
challenge for previous criminological research, but 1 to 15 percent of the European 
population is estimated to have experienced some sort of cybercrime victimization 
(Reep-van den Bergh & Junger, 2018). Similarly, it is difficult to give a precise esti-
mate of the prevalence of social media-related criminal activity. However, as a grow-
ing proportion of digital interactions are mediated by social media platforms, we can 
expect that cybercrime victimization on social media is also increasing. According 
to previous research, identity theft (Reyns et al., 2011), cyberbullying (Lowry et al., 
2016), hate speech (Räsänen et al., 2016), and stalking (Marcum et al., 2017) are all 
regularly implemented on social media. Most of the preceding studies have focused 
on cybervictimization of teenagers and young adults, which are considered the most 
vulnerable population segments (e.g., Hawdon et al., 2017; Keipi et al., 2016).

One of the most frequently used conceptual frameworks to explain victimization 
is routine activity theory (RAT) (Cohen & Felson, 1979). RAT claims that the eve-
ryday routines of social actors place individuals at risk for victimization by exposing 
them to dangerous people, places, and situations. The theory posits that a crime is 
more likely to occur when a motivated offender, a suitable target, and a lack of capa-
ble guardians converge in space and time (Cohen & Felson, 1979). RAT is similar 
to lifestyle-exposure theory (LET), which aims to understand the ways in which life-
style patterns in the social context allow different forms of victimization (Hindelang 
et al., 1978).

In this study, we build our approach on combining RAT and LET in order to 
examine risk-enhancing behaviors and characteristics fostered by online environ-
ment. Together, these theories take the existence of motivated offenders for granted 
and therefore do not attempt to explain their involvement in crime. Instead, we con-
centrate on how routine activities and lifestyle patterns, together with the absence of 
a capable guardian, affect the probability of victimization.

Numerous studies have investigated the applicability of LET and RAT for cyber-
crime victimization (e.g., Holt & Bosser, 2008, 2014; Leukfeldt & Yar, 2016; Näsi 
et al., 2017; Vakhitova et al., 2016, 2019; Yar, 2005). The results indicate that dif-
ferent theoretical concepts are operationalizable to online environments to varying 
degrees, and that some operationalizations are more helpful than others (Näsi et al., 
2017). For example, the concept of risk exposure is considered to be compatible 
with online victimization, even though earlier studies have shown a high level of 
variation in how the risk exposure is measured (Vakhitova et al., 2016). By contrast, 
target attractiveness and lack of guardianship are generally considered to be more 
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difficult to operationalize in the context of technology-mediated victimization (Leukfeldt 
& Yar, 2016).

In the next section, we will take a closer look at how the key theoretical concepts 
LET and RAT have been operationalized in earlier studies on cybervictimization. 
Here, we focus solely on factors that we can address empirically with our data. Each 
of these have successfully been applied to online environments in prior studies (e.g., 
Hawdon et al., 2017; Keipi et al., 2016).

Confounding Elements of Lifestyle and Routine Activities Theories 
and Cybercrime Victimization

Exposure to Risk  The first contextual component of RAT/LET addresses the general 
likelihood of experiencing risk situations. Risk exposure has typically been meas-
ured by the amount of time spent online or the quantity of different online activi-
ties – the hours spent online, the number of online accounts, the use of social media 
services (Hawdon et al., 2017; Vakhitova et al., 2019). The studies that have tested 
the association have returned mixed results, and it seems that simply the time spent 
online does not predict increased victimization (e.g., Ngo & Paternoster, 2011; 
Reyns et al., 2011). On the other hand, the use of social media platforms (Bossler 
et al., 2012; Räsänen et al., 2016) and the number of accounts in social networks are 
associated with increased victimization (Reyns et al., 2011).

Regarding the association between the risk of exposure and victimization experi-
ences, previous research has suggested that specific online activities may increase 
the likelihood of cybervictimization. For example, interaction with other users 
is associated with increased victimization experiences, whereas passive use may 
protect from cybervictimization (Holt & Bossler, 2008; Ngo & Paternoster, 2011; 
Vakhitova et al., 2019). In addition, we assume that especially active social media 
use, such as connecting with new people, is a risk factor and should be taken into 
account by measuring the proximity to offenders in social media.

Proximity to Offenders  The second contextual component of RAT/LET is closeness 
to the possible perpetrators. Previously, proximity to offenders was typically meas-
ured by the amount of self-disclosure in online environments, such as the number of 
followers on social media platforms (Vakhitova et al., 2019). Again, earlier studies 
have returned inconsistent results, and the proximity to offenders has mixed effects 
on the risk victimization. For example, the number of online friends does not predict 
increased risk of cybercrime victimization (Näsi et al., 2017; Räsänen et al., 2016; 
Reyns et al., 2011). By contrast, a high number of social media followers (Longobardi 
et al., 2020) and online self-disclosures are associated with higher risk of victimization 
(Vakhitova et al., 2019).

As in the case of risk exposure, different operationalizations of proximity to 
offenders may predict victimization more strongly than others. For instance, com-
pared to interacting with friends and family, contacting strangers online may be 
much riskier (Vakhitova et al., 2016). Earlier studies support this notion, and allow-
ing strangers to acquire sensitive information about oneself, as well as frequent 
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contact with strangers on social media, predict increased risk for cybervictimization 
(Craig et al., 2020; Reyns et al., 2011). Also, compulsive online behavior is asso-
ciated with a higher probability of meeting strangers online (Gámez-Guadix et al., 
2016), and we assume that PSMU use may be associated with victimization indi-
rectly through contacting strangers.

Target Attractiveness  The third contextual element of RAT/LET considers the fact 
that victimization is more likely among those who share certain individual and 
behavioral traits. Such traits can be seen to increase attractiveness to offenders and 
thereby increase the likelihood of experiencing risk situations. Earlier studies on 
cybercrime victimization have utilized a wide selection of measures to operational-
ize target attractiveness, including gender and ethnic background (Näsi et al., 2017), 
browsing risky content (Räsänen et  al., 2016), financial status (Leukfeldt & Yar, 
2016) or relationship status, and sexual orientation (Reyns et al., 2011).

In general, these operationalizations do not seem to predict victimization reli-
ably or effectively. Despite this, we suggest that certain operationalizations of target 
attractiveness may be valuable. Past research on the different uses of social media 
has suggested that provocative language or expressions of ideological points of view 
can increase victimization. More specifically, political activity is a typical behavio-
ral trait that tends to provoke reactions in online discussions (e.g., Lutz & Hoffmann, 
2017). In studies of cybervictimization, online political activity is associated with 
increased victimization (Vakhitova et  al., 2019). Recent studies have also empha-
sized how social media have brought up and even increased political polarization 
(van Dijk & Hacker, 2018).

In Finland, the main division has been drawn between the supporters of the popu-
list right-wing party, the Finns, and the supporters of the Green League and the Left 
Alliance (Koiranen et al., 2020). However, it is noteworthy that Finland has a multi-
party system based on socioeconomic cleavages represented by traditional parties, 
such as the Social Democratic Party of Finland, the National Coalition Party, and 
the Center Party (Koivula et  al., 2020). Indeed, previous research has shown that 
there is relatively little affective polarization in Finland (Wagner, 2021). Therefore, 
in the Finnish context it is unlikely that individuals would experience large-scale 
victimization based on their party preference.

Lack of Guardianship  The fourth element of RAT/LET assesses the role of social 
and physical guardianship against harmful activity. The lack of guardianship is 
assumed to increase victimization, and conversely, the presence of capable guardian-
ship to decrease the likelihood victimization (Yar, 2005). In studies of online activi-
ties and routines, different measures of guardianship have rarely acted as predictors 
of victimization experiences (Leukfeldt & Yar, 2016; Vakhitova et al., 2016).

Regarding social guardianship, measures such as respondents’ digital skills and 
online risk awareness have been used, but with non-significant results (Leukfeldt 
& Yar, 2016). On the other hand, past research has indicated that victims of cyber 
abuse in general are less social than non-victims, which indicates that social net-
works may protect users from abuse online (Vakhitova et al., 2019). Also, younger 
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users, females, and users with low educational qualifications are assumed to have 
weaker social guardianship against victimization and therefore are in more vulner-
able positions (e.g., Keipi et al., 2016; Pratt & Turanovic, 2016).

In terms of physical guardianship, several technical measures, such as the use of 
firewalls and virus scanners, have been utilized in past research (Leukfeldt & Yar, 
2016). In a general sense, technical security tools function as external settings in 
online interactions, similar to light, which may increase the identifiability of the 
aggressor in darkness. Preceding studies, however, have found no significant con-
nection between technical guardianship and victimization (Vakhitova et al., 2016). 
Consequently, we decided not to address technical guardianship in this study.

Based on the preceding research findings discussed above, we stated the follow-
ing two hypotheses:

•	 H1: Increased PSMU associates with increased cybercrime victimization.
•	 H2: The association between PSMU and cybercrime victimization is confounded 

by factors assessing exposure to risk, proximity to offenders, target attractive-
ness, and lack of guardianship.

Research Design

Our aim was to analyze how problematic use of social media is linked to cyber-
crime victimization experiences. According to RAT and LET, cybercrime victimiza-
tion relates to how individuals’ lifestyles expose them to circumstances that increase 
the probability of victimization (Hindelang et al., 1978) and how individuals behave 
in different risky environments (Engström, 2020). Our main premise is that PSMU 
exposes users more frequently to environments that increase the likelihood of vic-
timization experiences.

We constructed our research in two separate stages on the basis of the two-wave 
panel setting. In the first stage, we approached the relationship between PSMU and 
cybercrime victimization cross-sectionally by using a large and representative sam-
ple of the Finnish population aged 18–74. We also analyzed the extent to which the 
relationship between PSMU and cybercrime victimization was related to the con-
founders. In the second stage of analysis, we paid more attention to longitudinal 
effects and tested for the panel effects, examining changes in cybercrime victimiza-
tion in relation to changes in PSMU.

Participants

We utilized two-wave panel data that were derived from the first and second rounds 
of the Digital Age in Finland survey. The cross-sectional study was based on the 
first round of the survey, organized in December 2017, for a total of 3,724 Finns. In 
this sample, two-thirds of the respondents were randomly sampled from the Finn-
ish population register, and one-third were supplemented from a demographically 
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balanced online respondent pool organized by Taloustutkimus Inc. We analyzed 
social media users (N = 2,991), who accounted for 77% of the original data. The data 
over-represented older citizens, which is why post-stratifying weights were applied 
to correspond with the official population distribution of Finns aged 18–74 (Sivonen 
et al., 2019).

To form a longitudinal setting, respondents were asked whether they were willing 
to participate in the survey a second time about a year after the first data collection. 
A total of 1,708 participants expressed willingness to participate in the follow-up 
survey that was conducted 15 months after the first round, in March 2019. A total 
of 1,134 people participated in the follow-up survey, comprising a response rate of 
67% in the second round.

The question form was essentially the same for both rounds of data collection.
The final two-wave data used in the second-stage of analysis mirrored on popula-

tion characteristics in terms of gender (males 50.8%) and age (M = 49.9, SD = 16.2) 
structures. However, data were unrepresentative in terms of education and employ-
ment status when compared to the Finnish population: tertiary level education was 
achieved by 44.5% of participants and only 50.5% of respondents were employed. 
The data report published online shows a more detailed description of the data col-
lection and its representativeness (Sivonen et al., 2019).

Measures

Our dependent variable measured whether the participants had been a target of 
cybercrime. Cybercrime was measured with five dichotomous questions inquiring 
whether the respondent had personally: 1) been targeted by threat or attack on social 
media, 2) been falsely accused online, 3) been targeted with hateful or degrading 
material on the Internet, 4) experienced sexual harassment on social media, and 
5) been subjected to account stealing.1 In the first round, 159 respondents (14.0%) 
responded that they had been the victim of cybercrime. In the second round, the 
number of victimization experiences increased by about 6 percentage points, as 71 
respondents had experienced victimization during the observation period.

Our main independent variable was problematic social media use (PSMU). 
Initially, participants’ problematic and excessive social media usage was meas-
ured through an adaptation of the Compulsive Internet Use Scale (CIUS), which 
consists of 14 items ratable on a 5-point Likert scale (Meerkerk et al., 2009). Our 
measure included five items on a 4-point scale scored from 1 (never) to 4 (daily) 
based on how often respondents: 1) “Have difficulties with stopping social media 
use,” 2)”’Have been told by others you should use social media less,” 3) “Have left 

1  1) Have you been targeted by threat or attack on social media?
  2) Have you been falsely accused online?
  3) Have you been targeted with hateful or degrading material on the Internet?
  4) Have you experienced sexual harassment social media?
  5) Has your online account been stolen or a new account made with your name without your permis-
sion?
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important work, school or family related things undone due to social media use,” 4) 
“Use social media to alleviate feeling bad or stress,” and 5) “Plan social media use 
beforehand.”

For our analysis, all five items were used to create a new three-level variable to 
assess respondents’ PSMU at different intensity levels. If the respondent was expe-
riencing daily or weekly at least one of the signs of problematic use daily, PSMU 
was coded as at least weekly. Second, if the respondent was experiencing less than 
weekly at least one of the signs of problematic use, PSMU was coded as occasion-
ally. Finally, if the respondent was not experiencing any signs of problematic use, 
PSMU was coded to none.

To find reliable estimates for the effects of PSMU, we controlled for general 
social media use, including respondents’ activity on social networking sites and 
instant messenger applications. We combined two items to create a new four-level 
variable to measure respondents’ social media use (SMU). If a respondent reported 
using either social media platforms (e.g., Facebook, Twitter), instant messengers 
(e.g., WhatsApp, Facebook Messenger) or both many hours per day, we coded their 
activity as high. We coded activity as medium, if respondents reported using social 
media daily. Third, we coded activity as low for those respondents who reported 
using social media only on a weekly basis. Finally, we considered activity as very 
low if respondents reported using platforms or instant messengers less than weekly.

Confounding variables were related to participants’ target attractiveness, proxim-
ity to offenders, and potential guardianship factors.

Target attractiveness was measured by online political activity. Following pre-
vious studies (Koiranen et al., 2020; Koivula et al., 2019), we formed the variable 
based on four single items: following political discussions, participating in politi-
cal discussions, sharing political content, and creating political content. Participants’ 
activity was initially determined by means of a 5-point scale (1 = Never, 2 = Some-
times, 3 = Weekly, 4 = Daily, and 5 = Many times per day). For analysis purposes, we 
first separated “politically inactive” users, who reported never using social media 
for political activities. Second, we coded as “followers” participants who only fol-
lowed but never participated in the political discussions in social media. Third, we 
classified as “occasional participants” those who at least sometimes participated in 
political activities on social media. Finally, those participants who at least weekly 
used social media to participate in political activities were classified as “active 
participants.”

Proximity to offenders was considered by analyzing contacting strangers on social 
media. Initially, the question asked the extent to which respondents were in contact 
with strangers on social media, evaluated with a 5-point interval scale, from 1 (Not at 
all) to 5 (Very much). For the analysis, we merged response options 1 and 2 to form 
value 1, and 4 and 5 to form 3. Consequently, we used a three-level variable to meas-
ure respondents’ tendency to contact strangers on social media, in which 1 = Low, 
2 = Medium, and 3 = High intensity.

Lack of guardianship was measured by gender, age, education, and main activ-
ity. Respondent’s gender (1 = Male, 2 = Female), age (in years), level of education, and 
main activity were measured. While these variables could also be placed under target 
attractiveness, we placed them here. This is because background characteristics the 
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variables measure are often invisible in online environments and exist only in terms of 
expressed behavior (e.g., Keipi et al., 2016). For statistical analysis, we classified edu-
cation and main activity into binary variables. Education was measured with a binary 
variable that implied whether the respondent had achieved at least tertiary level educa-
tion or not. The dichotomization can be justified by relatively high educational levels 
in Finland, where tertiary education is often considered as cut-off point between edu-
cated and non-educated citizens (Leinsalu et  al., 2020). Main activity was measured 
with a binary variable that differentiated unemployed respondents from others (work-
ing, retirees, and full-time students). Regarding the lack of guardianship, unemployed 
people are less likely to relate to informal peer-networks occurring at workplaces or 
educational establishments, a phenomenon that also takes place in many senior citi-
zens’ activities. Descriptive statistics for all measurements are provided in (Table 1).

Analytic techniques

The analyses were performed in two different stages with STATA 16. In the cross-
sectional approach we analyzed the direct and indirect associations between PSMU 
and cybercrime victimization. We reported average marginal effects and their standard 
errors with statistical significances (Table 2.). The main effect of PSMU was illustrated 
in Fig. 1 by utilizing a user-written coefplot package (Jann, 2014).

When establishing the indirect effects, we used the KHB-method developed by 
Karlson et al. (2012) and employed the khb command in Stata (Kohler et al., 2011). 
The KHB method decomposes the total effect of an independent variable into direct and 
indirect via a confounding / mediating variable (Karlson et al., 2012). Based on decom-
position analysis, we reported logit coefficients for the total effect, direct effects, and 
indirect effects with statistical significances and confounding percentages (Table 3.).

In the second stage, we analyzed the panel effects. We used hybrid mixed models to 
distinguish two time-varying factors: between-person effects and within-person effects, 
and predicted changes in cybercrime victimization with respect to changes in prob-
lematic social media use. We also tested how the relationship between cybercrime vic-
timization and other time-varying variables changed over the observation period. The 
hybrid models were performed by using the xthybrid command (Schunck & Perales, 
2017).

Findings

The results for our first hypothesis are presented in Fig.  1. The likelihood of 
becoming a victim of cybercrime increased significantly as PSMU increased. 
Respondents who reported problematic use on a daily basis experienced cyber-
crime with a probability of more than 40%. The probability of becoming a victim 
was also high, 30%, if problematic use occurred weekly.

The models predicting cybercrime victimization are shown in Table 2. In the 
first model (M1), PSMU significantly predicted the risk of victimization if a 
participant reported even occasional problematic use (AME 0.06; p < 0.001). If 
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the respondent reported problematic use weekly (AME 0.17; p < 0.001) or daily 
(AME 0.33; p < 0.001), his or her probability of becoming a victim was signifi-
cantly higher.

The next three models (M2-M4) were constructed on the basis of variables meas-
uring risk exposure, proximity to offenders, and target attractiveness. The second 
model (M2) indicates that highly intensive social media use (AME 0.19, p < 0.001) 
was related to cybercrime victimization. The third (M3) model presents that those 
who reported low intensity of meeting strangers online had lower probability of 
being victims (AME -0.11, p < 0.001) and those who reported high intensity had 
higher probability (AME 0.12, p < 0.05). Finally, the fourth (M4) model suggests 
that political activity was related to victimization: those who reported participating 
occasionally (AME 0.07, p < 0.01) and actively (AME 0.14, p < 0.001) had higher 
probability of being a victim.

Table 1   Descriptive statistics for the applied variables

Variables Wave 1 Wave 2

n M SD n M SD

Cybercrime victimization 2,991 1,134
No 0.83 0.38 0.80 0.40
Yes 0.17 0.38 0.20 0.40
Problematic social media use (PSMU) 2,701 953
Never 0.39 0.49 0.37 0.48
Less than weekly 0.33 0.47 0.33 0.47
Weekly 0.20 0.40 0.23 0.42
Daily 0.08 0.27 0.07 0.26
Social media use (SMU) 2,991 1,028
Very low (ref.) 0.08 0.27 0.05 0.22
Low 0.16 0.37 0.15 0.36
Medium 0.63 0.48 0.66 0.47
High 0.13 0.33 0.14 0.35
Contacting strangers online 2,954 1,130
Low tendency 0.82 0.38 0.47 0.50
Medium tendency (ref.) 0.13 0.33 0.36 0.48
High tendency 0.05 0.22 0.16 0.37
Online political activity 2,690 0.27 0.44 870 0.24 0.43
Inactive (ref.) 0.30 0.46 0.22 0.42
Follower 0.33 0.47 0.40 0.49
Occasional participant 0.10 0.30 0.14 0.35
Active participant
Age 2,985 48.85 15.94 1,123 49.85 16.15
Male 2,980 0.48 0.50 1,128 0.50 0.50
Tertiary level education 2,926 0.38 0.49 1,104 0.45 0.50
Unemployed 2,991 0.07 0.24 1,134 0.06 0.23
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Table 2   The likelihood of cybercrime victimization according to confounding and control variables. 
Average marginal effects (AME) with standard errors estimated from the logit models

Standard errors in parentheses
*** p < 0.001, **p < 0.01, *p < 0.05

Variables M1 M2 M3 M4 M5

Problematic social media use (PSMU)
Never (ref.)
Less than weekly 0.06*** 0.05* 0.04* 0.03 0.01

(0.02) (0.02) (0.02) (0.02) (0.02)
Weekly 0.17*** 0.14*** 0.11*** 0.09*** 0.05*

(0.02) (0.02) (0.02) (0.02) (0.02)
Daily 0.33*** 0.26*** 0.23*** 0.21*** 0.14***

(0.04) (0.04) (0.04) (0.04) (0.04)
Social media use (SMU)
Very low (ref.)
Low 0.01 0 -0.01 0

(0.04) (0.04) (0.05) (0.05)
Medium 0.08* 0.07 0.05 0.02

(0.04) (0.04) (0.05) (0.05)
High 0.19*** 0.15*** 0.13** 0.05

(0.04) (0.04) (0.05) (0.05)
Contacting strangers online
Medium tendency (ref.)
Low tendency -0.11*** -0.08** -0.07*

(0.03) (0.03) (0.02)
High tendency 0.12* 0.11* 0.10*

(0.05) (0.05) (0.05)
Online political activity
Inactive (ref.)
Follower 0 0

(0.02) (0.02)
Occasional participant 0.07** 0.07**

(0.02) (0.02)
Active participant 0.14*** 0.19***

(0.04) (0.04)
Age -0.01***

(0.001)
Male -0.04**

(0.01)
Tertiary 0.001

(0.03)
Unemployed 0.03

(0.03)
Observations 2701 2701 2678 2652 2596
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Next, we evaluated how different guardianship factors were related to victimi-
zation. The fifth model (M5) indicates that age, gender, and economic activity 
were identified as significant protective factors. According to the results, older 
(AME -0.01, p < 0.001) and male (AME -0.04, p < 0.001) participants were less 
likely to be targets of cybercrime. Interestingly, higher education or unemploy-
ment was not related to victimization. Finally, the fifth model also suggests that 
the effect of PSMU remained significant even after controlling for confounding 
and control variables.

We decomposed the fifth model to determine how different confounding and 
control variables affected the relationship between PSMU and victimization. The 
results of the decomposition analysis are shown in Table 3. First, the factors sig-
nificantly influenced the association between PSMU and victimization (B = 0.38, 
p < 0.001), which means that the confounding percentage of background factors 
was 58.7%. However, the total effect of PSMU remained significant (B = 0.27, 

Fig. 1   Likelihood of cybercrime 
victimization according to the 
level of problematic social 
media use. Predicted prob-
abilities with 95% confidence 
intervals

Table 3   The decomposition of effect of PSMU on online victimization with respect to confounding fac-
tors. The logit coefficients estimated using the KHB method

The effect of PSMU B SE p

Direct 0.65 0.06  < 0.001
Total 0.27 0.06  < 0.001
Indirect 0.38 0.03  < 0.001
The indirect effect of PSMU via: Confounding %
SMU 0.03 0.02 7.04
Contacting strangers 0.07 0.01 17.97
Political activity 0.12 0.02 31.16
Age 0.14 0.02 36.13
Male 0.02 0.01 4.21
Tertiary 0.00 0.00 -0.1
Unemployed 0.01 0.01 1.55

874 American Journal of Criminal Justice  (2021) 46:862–881

1 3



p < 0.001). Age was the most significant factor in the association between PSMU 
and victimization (B = 0.14; p < 0.001), explaining 36% of the total confound-
ing percentage. Political activity was also a major contributing factor (B = 0.12, 
p < 0.001) that explained 31.2% of the total confounding percentage. The analysis 
also revealed that meeting strangers online significantly confounded the relation-
ship between PSMU and victimization (B = 0.7, p < 0.001).

In the second stage, we examined the longitudinal effects of PSMU on cybercrime 
victimization using panel data from Finnish social media users. We focused on the 
factors varying in short term, that is why we also analyzed the temporal effects of 
SMU, contacting strangers online, and online political activity on victimization. The 
demographic factors that did not change over time or for which temporal variability 
did not vary across clusters (such as age) were not considered in the second stage.

Table  4 shows the hybrid models predicting each variable separately. The 
within-effects revealed that increased PSMU increased individuals’ probability 
of being victimized during the observation period (B = 0.77, p = 0.02). Moreover, 
the between-effects of PSMU was significant (B = 2.00, p < 0.001), indicating that 
increased PSMU was related to individuals’ higher propensity to be victimized over 
the observation period.

We could not find significant within-subject effects in terms of other factors. 
However, the between-effects indicated that SMU (B = 2.00, p < 0.001), low intensity 
of meeting strangers online (B = -3.27, p < 0.001), and online political participation 
(B = 2.08, p < 0.001) distinguished the likelihood of individuals being victimized.

Discussion

Over the last decade, social media has revolutionized the way people communi-
cate and share information. As the everyday lives of individuals are increasingly 
mediated by social media technologies, some users may experience problems with 

Table 4   Unadjusted logit 
coefficients of cybercrime 
victimization according to 
PSMU and confounding 
variables from hybrid 
generalized mixed models

Each variable modelled separately

B SE p

Within-subject effects
PSMU 0.77 0.34 0.02
SMU 0.22 0.66 0.74
Meeting strangers online (Low intensity) 0.58 0.67 0.39
Meeting strangers online (High intensity) -0.48 0.62 0.44
Online political activity (participation) 0.75 1.23 0.54
Between-subject effects
PSMU 2.00 0.37  < .0001
SMU 2.00 0.45  < .0001
Contacting strangers online (Low tendency) -3.27 0.66  < .0001
Contacting strangers online (High tendency) 0.85 0.92 0.36
Online political activity (participation) 2.08 0.59  < .0001

875American Journal of Criminal Justice  (2021) 46:862–881

1 3



excessive use. In prior studies, problematic use has been associated with many nega-
tive life outcomes, ranging from psychological disorders to economic consequences.

The main objective of this study was to determine whether PSMU is also linked 
to increased cybercrime victimization. First, we examined how PSMU associates 
with cybercrime victimization and hypothesized that increased PSMU associates 
with increased cybercrime victimization (H1). Our findings from the cross-sectional 
study indicated that PSMU is a notable predictor of victimization. In fact, daily 
reported problematic use increased the likelihood of cybercrime victimization by 
more than 30 percentage points. More specifically, the analysis showed that more 
than 40% of users who reported experiencing problematic use daily reported being 
victims of cybercrime, while those who never experienced problematic use had a 
probability of victimization of slightly over 10%.

We also examined how PSMU captures other risk factors contributing to cyber-
crime victimization. Here, we hypothesized that the association between PSMU 
and cybercrime victimization is mediated by exposure to risk, proximity to offend-
ers, target attractiveness, and lack of guardianship (H2). The decomposition analy-
sis indicated that confounding factors explained over 50 percent of the total effect 
of PSMU. A more detailed analysis showed that the association between PSMU 
and cybercrime victimization was related to respondents’ young age, online politi-
cal activity, activity to meet strangers online, and intensity of general social media 
use. This means that PSMU and victimization are linked to similar factors related to 
routine activities and lifestyle that increase the target’s attractiveness, proximity to 
offenders and lack of guardianship. Notably, the effect of PSMU remained signifi-
cant even after controlling for the confounding factors.

In the longitudinal analysis, we confirmed the first hypothesis and found that 
increased PSMU was associated with increased cybercrime victimization in both 
within- and between-subject analyses. The result indicated a clear link between 
problematic use and cybercrime experiences during the observation period: as 
problematic use increases, so does the individual’s likelihood of becoming a vic-
tim of cybercrime. At the same time, according to the between-subject analysis, 
it also appears that cybercrime experiences are generally more likely to increase 
for those who experience more problematic use. Interestingly, we could not find 
within-subject effects in terms of other factors. This means, for example, that 
individuals’ increased encounters with strangers or increased online political 
activity were not directly reflected in the likelihood of becoming a victim dur-
ing the observation period. The between-subject analyses, however, indicated that 
an individual’s increased propensity to be victimized is related to higher level of 
social media activity, intensity of meeting strangers online, and online political 
activity over time.

Our findings are consistent with those of preceding research pointing to the fact 
that cybervictimization is indeed a notable threat, especially to those already in vul-
nerable circumstances (Keipi et al., 2016). The probabilities of cybercrime risk vary 
in online interactional spaces, depending on the absence and presence of certain key 
components suggested in our theoretical framework. Despite the seriousness of our 
findings, recent statistics indicate that cybercrime victimization is still relatively rare 
in Finland. In 2020, seven percent of Finnish Internet users had experienced online 
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harassment, and 13 percent reported experiencing unwelcome advances during the 
previous three months (OSF, 2020). However, both forms of cybercrime victimi-
zation are clearly more prevalent among younger people and those who use social 
media frequently.

Cybercrime is becoming an increasingly critical threat as social media use continues 
to spread throughout segments of the population. Certain online activities and routinized 
behaviors can be considered to be particularly risky and to increase the probability of cyber-
crime victimization. In our study, we have identified problematic social media use as a 
specific behavioral pattern or lifestyle that predicts increased risk of becoming a victim of 
cybercrime.

Although the overall approach of our study was straightforward, the original the-
oretical concepts are ambiguously defined and alternative meanings have been given 
to them. It follows that the empirical operationalization of the concepts was not in 
line with some studies looking at the premises of RAT and LET framework. Indeed, 
different empirical measures have been employed to address the basic elements 
associating with risks of victimization (e.g., Hawdon et al., 2017; Pratt & Turanovic, 
2016). In our investigation, we focused on selected online activities and key socio-
demographic background factors.

Similarly, we need to be cautious when discussing the implications of our find-
ings. First, our study deals with one country alone, which means that the findings 
cannot be generalized beyond Finland or beyond the timeline 2017 to 2019. This 
means that our findings may not be applicable to the highly specific time of the 
COVID-19 pandemic when online activities have become more versatile than ever 
before. In addition, although our sample was originally drawn from the national 
census database, some response bias probably exists in the final samples. Future 
research should use longitudinal data that better represent, for example, different 
socio-economic groups. We also acknowledge that we did not control for the effect 
of offline social relations on the probability of cybercrime risk. Despite these limita-
tions, we believe our study has significance for contemporary cybercrime research.

Our study shows that PSMU heightens the risk of cybercrime victimization. Needless to 
say, future research should continue to identify specific activities that comprise “dangerous” 
lifestyles online, which may vary from one population group to another. In online settings, 
there are a variety of situations and circumstances that are applicable to different forms of 
cybercrime. For instance, lack of basic online skills regarding cybersecurity can work like 
PSMU.

In general, our findings contribute to the assumption that online and offline vic-
timization should not necessarily be considered distinct phenomena. Therefore, our 
theoretical framework, based on RAT and LET, seems highly justified. Our obser-
vations contribute to an increasing body of research that demonstrates how routine 
activities and lifestyle patterns of individuals can be applied to crimes committed in 
the physical world, as well as to crimes occurring in cyberspace.
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