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ABSTRACT

The field of network security has been going through a significant evolution dur-
ing recent years. Services that used to be run locally by organizations, such as
email servers and office solutions, have largely been transformed into cloud ser-
vices. In addition, the amount of remote work has increased considerably, mostly
due to the COVID-19 pandemic which forced network users to become remote al-
most overnight. The separation of good and bad network traffic has become increas-
ingly difficult, and the appearance of false positive and false negative security events
is unacceptably frequent. Network security solutions are forced to produce innova-
tive approaches for providing reliable protection for their users.

This thesis focuses on the concept of improving the traffic inspection process of
a network security solution with endpoint awareness. There are three main contri-
butions in this thesis. The first contribution is in providing a comprehensive under-
standing of how a network security solution can gain endpoint awareness. A patent
is included in the thesis, introducing a novel, concrete way of gaining further aware-
ness of the endpoint based on the information stored in the extensions included in
the handshake process of an encrypted TLS connection. This method has already
been implemented into the Forcepoint Network Security Platform and has proven to
be a valuable addition to the product. In addition, a study is performed on existing
methods of gaining endpoint awareness where both active and passive methods are
examined, as well as the state-of-the-art in different network security solutions. The
second contribution is in introducing well rationalized improvements for the existing
hash fingerprinting algorithms. An update is proposed for these algorithms where
the pre-hash string is used as the fingerprint instead of taking the final hash value.
Experiments are performed using machine learning on the pre-hash strings for end-
point awareness, showing promising results. The third contribution is in defining two
concrete methodologies for implementing endpoint awareness into a network secu-
rity solution. The efficacy of the second methodology, entitled JAPPI, is evaluated
in a larger-scale experiment. The model performed exceptionally well, with 99.5%
coverage, demonstrating that it provides an excellent means for introducing endpoint
awareness into the inspection process of a network security solution.

KEYWORDS: Network security, Intrusion prevention, Traffic identification, Ma-
chine learning
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THVISTELMA

Verkkotietoturva-alan kehitys on ollut 1ahivuosina merkittdvaa. Aiemmin paikallisina
asennuksina toteutetut palvelut, kuten sdhkdpostipalvelimet ja toimisto-ohjelmistot,
ovat pidosin siirtyneet pilvipalveluiksi. Etidtyon miédrd on kasvanut merkittdvésti
COVID-19-pandemian myotd, joka pakotti tyontekijat etdtyohon 1dhes yhdessi yossa.
Toivotun ja ei-toivotun verkkoliikenteen erottamisesta on tullut yhd vaikeampaa,
ja védrien positiivisen ja vidrien negatiivisten tunnistusten suurta miirdd ei voida
hyviksyd. On vilttdmatontd keksid uusia ja innovatiivisia lahestymistapoja luotetta-
van tietoturvan tarjoamiseksi verkkotietoturvatuotteiden kéyttdjille.

Tama viitoskirjatutkimus keskittyy liikenteen tarkastelun tehostamiseen lisddmal-
la verkkotietoturvalaitteeseen tietoisuus péitelaitteistosta. Tutkimuksella on kolme
paidtulosta. Ensimmdiisend tuloksena esitellddn kokonaisvaltainen ymmairrys siité,
miten paitelaitteistotietoisuus voidaan saavuttaa verkkotietoturvalaitteessa. Viitos-
kirja esittelee patentoidun, uudenlaisen ja selkeédn keinon saada lisitietoja péételait-
teistosta hyodyntden TLS-protokollalla salatun verkkoliikenteen kéttelyvaiheeseen
siséllytettyjd tarkennuksia. Tdmai tekniikka on jo toteutettu Forcepoint Network Se-
curity Platform- ohjelmistoon, jossa sen on todettu tuovan merkittdvii lisdarvoa.
Viitoskirjassa tutkitaan olemassa olevia keinoja péételaitteistotietoisuuden saavut-
tamiseksi, kdydédédn ldpi sekd aktiivisia ettd passiivisia tekniikoita ja tutustutaan vii-
meisintéd tekniikkaa edustavissa verkkotietoturvalaitteissa kidytdssi oleviin toteutuk-
siin. Toisena tuloksena esitetdén parannuksia olemassa oleviin hajautustunnisteal-
goritmeihin. Keskeinen parannusehdotus on esihajautusmerkkijonon (engl. pre-
hash string) kdytto tunnisteena lopullisen hajautustunnisteen sijaan. Koneoppimisen
soveltamisesta esihajautusmerkkijonoon paitelaitteistotietoisuuden saavuttamiseksi
saadaan lupaavia tuloksia. Kolmantena tuloksena miiritellddn kaksi konkreettista
metodologiaa piitelaitteistotietoisuuden toteuttamiseksi verkkotietoturvalaitteeseen.
Niistd jalkimmainen JAPPI-metodologia suoriutui laajamittaisessa kokeessa erino-
maisesti saavuttaen 99,5% kattavuuden. Tamé osoittaa sen tarjoavan oivallisen kei-
non tuoda pidtelaitteistotietoisuus verkkotietoturvalaitteen liikenteentarkastelupro-
sessin.

ASIASANAT: Verkkotietoturva, Hyokkdyksen esto, Liikenteen tunnistaminen, Ko-
neoppiminen
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1 Introduction

A network connection between two endpoints is established when two devices, such
as personal computers, server devices, smartphones or even home appliances, are
connected to the same network, and one of them decides to communicate with the
other. The endpoint initiating the network connection, referred to as the client, typ-
ically either wants to receive information that the other endpoint, the server, has, or
wishes to report some information to the other endpoint. A simple example is a per-
sonal computer used for browsing the web: the personal computer works as a client
and establishes a network connection with a remote server which hosts the contents
for a particular website.

More specifically, the network connection is initiated by, and on the other side
received by, a specific endpoint application. An endpoint application is a software
component installed on the endpoint. There are numerous different types of endpoint
applications. Some are used actively by the user of the endpoint. Such endpoint ap-
plications include, for example, web browsers used for browsing web sites, email
applications used for sending and receiving email, and chat applications. Other end-
point applications work in the background and may even be a part of the operating
system itself. These background applications are often responsible for actions such
as looking for updates, performing other timed tasks, and sending telemetry about
the device. A simplistic visualization showing a personal computer as an endpoint, a
web browser as an endpoint application and a network connection accessing the web

Endpoint

application

Network

Network
connection

Web

Figure 1. A simplified visualization of the concepts of endpoint, endpoint application and a
network connection.



Jenny Heino

is shown in figure 1.

Information security is typically implemented in a way that separates endpoint
security and network level security from each other. An endpoint can have anti-
malware software running along with a local firewall which controls what traffic can
enter and leave the device. A network security solution resides between the endpoint
and external resources, where it sees the network traffic leaving and entering the
endpoints. It can detect and stop network level attacks before they enter the endpoint,
control where and what kind of traffic is permitted, and form a big picture about the
protected network. It is generally an accepted fact that these two remain separate
with no awareness of the other. Their functionality is based on the fact that they
work blindly in their own context.

This approach has its advantages. It offers an onion like security structure. If one
layer does not function properly, the other layers continue to work without interrup-
tion. If, for example, a laptop gets compromised when it is taken out of the office
into an unsafe public network, a network security solution can still identify the traf-
fic initiated by the installed malware and alert the administrator. Alternatively, if the
network security solution is unable to identify a new type of an attack, an endpoint
where all applications are up to date with the latest security patches may be safe from
the attack which targets an older, vulnerable version of an application.

Despite this, the detachment of these security solutions makes the functionality
of a singular security solution weaker. Without the additional context received from
the other layer, the overall image of an event is left incomplete. Due to this, one
security solution can never provide maximal security.

Without any awareness of the endpoints of a network connection, a network secu-
rity solution must make security decisions in a generic way that applies to all traffic.
In many instances this approach works well enough. When a virus is being down-
loaded, it often does not matter what the source or the target is - the download should
be blocked. Similarly, if an untrusted entity tries to access a restricted resource, it
does not matter what endpoint application was used for initiating the connection - it
should not be let through no matter what. But there are cases when a better aware-
ness of the endpoints can help a network security solution to make a more informed
decision.

The purpose of a network security solution is to identify and deny malicious net-
work activities while letting all normal network activities proceed undisturbed. To
achieve this, a network security solution typically has a set of pre-determined detec-
tion logic patterns, or fingerprints, configured. These fingerprints can vary greatly
depending on the network security solution and the traffic being processed. They
can be something as simple as a string match, or a complex combination of pat-
terns ranging over several network connections. As the network security solution
processes network traffic, it applies these fingerprints on the traffic, and if the traffic
matches to a fingerprint, a security event is produced.

2
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In many cases, however, it is not trivial to see if a pattern in a network connec-
tion is benign or if it is intended for malicious purposes. An attacker does usually
not leave clear indicators in the traffic of its malicious intent - they will instead try
to make the traffic look as innocent as possible. A network security solution often
needs to balance between two negatives: accidentally terminating an innocent net-
work connection, which causes disturbances to benign traffic, or letting something
malicious potentially go through undetected.

A security event which is produced from network traffic is considered a false
positive event if the traffic is not what the original fingerprint was intended to catch.
A typical example of this is when a network security device observes a traffic pattern
which it assumes to be an attempted attack and blocks the connection, when in fact
the traffic was not malicious. False positive events are usually caused by the fact that
some attacks are difficult or even impossible to identify reliably, and the fingerprints
used by the network security device are thus left incomplete.

A false negative event happens when something that should have been identified
and blocked is, instead, let through. An example of a false negative event is when
a network security solution has fingerprints for a specific type of an attack, but the
attack traffic differs from these fingerprints enough to get past the network security
solution. Similarly as with a false positive events, a false negative event is typically
caused by the fact that a fingerprint which reliably detects all attack variants is often
difficult, or sometimes impossible, to create.

There are cases where an attack is very simple, and so is creating a fingerprint
for it. In such cases false positive and false negative events are practically nonex-
istent. But many attack types are not as clear. An example is when a vulnerability
in an endpoint application is triggered by specific URL parameters, for example a
negative value for a specific parameter. Identification of an attack seems easy - block
any requests where this specific parameter has a negative value. But a URL param-
eter with the same name might be used by other endpoint applications as well, and
negative values might be normal for them. Thus, blocking all negative values for
this parameter could cause false positives when the traffic is not targeted against the
vulnerable endpoint application.

Some attacks can also be more complex, requiring multiple steps to succeed,
and a fingerprint intended for identifying such an attack can be complicated and
require that several different detection patterns are matched from the traffic for a
security event to be produced. Sometimes this can lead to a situation where a benign
connection happens to contain patterns that match to the fingerprint without it being
an indication of an attack, and a false positive security event is produced. And vice
versa, sometimes the fingerprint can be lacking and miss some crucial steps of the
attack, thus failing to produce a security event when it sees an actual attack.

One approach to reducing false positive security events and improving the accu-
racy of a network security solution is to gain additional metadata about the connec-
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tion. This can include methods such as verifying the reputation of the destination IP
address, or with some network protocols, the reputation of the URL. If the destina-
tion is known to be a trustworthy server, a network security solution can make the
decision not to produce security events that are considered less accurate. Similarly, if
the destination is considered unknown or suspicious, a network security solution can
decide to take a stricter approach and produce even the less reliable security events.
In case of an encrypted connection, a network security solution can assess the signer
of the security certificate. If the signer is considered trustworthy, the network secu-
rity solution can again decide to leave the less accurate security events out, while
security events produced from a connection which has been signed by an untrusted
signer can be produced even when they are considered less accurate.

An interesting piece of additional metadata that a network security solution can
benefit from when considering whether to produce a less accurate security event or
not is metadata about the endpoints of the connection. When a network security
solution observes an anomaly in a network connection where it is unsure if the con-
nection is an attack or not, this kind of additional metadata about the endpoint may
provide the needed step for deciding if the connection should be discarded or not. As
an example, a network security solution may observe a network connection which
demonstrates patterns based on which it might be an attack against Internet Explorer
8, an old version of a web browser only implemented for the Windows operating
system. If the protected endpoint is known to be a device with the macOS operating
system, it is unlikely that it will be in any danger. In this case the network security
solution may decide to let the traffic pass. If the protected endpoint was known to
have an out-of-date Windows 7 operating system, the network security solution may
decide to terminate the connection.

But what about when the potential vulnerability is in an application that could be
installed on the operating system that the protected endpoint has, but it is not known
to the network security solution whether it has been installed there or not? If the
potential attack would be against an old version of the Chrome browser but the pro-
tected endpoint does not have any version of Chrome installed, there is no point for
the network security solution to produce less reliable security events against attacks
on Chrome. But if it does have the Chrome browser installed, and the installed ver-
sion even happens to be vulnerable against the attack, the network security solution
should raise its alert level and even less reliable security events for attacks against
Chrome should be produced.

One solution for this would be for the network security solution to have aware-
ness of the exact endpoint applications of a network connection. In the above ex-
ample, the network security solution would not have to guess whether the protected
endpoint might have the vulnerable endpoint application installed or not. It can in-
stead see which endpoint application is in the receiving end of the traffic and base its
decision on that information, letting the connection through if the receiving applica-
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Vulnerable...?

Vulnerable!

Figure 2. A simplified visualization demonstrating two network security use cases. In both use
cases an endpoint application accesses a remote server through a network security solution, and
the server responds with a potentially malicious response. In the first use case the network
security solution does not have endpoint awareness, but in the second one it does. In the second
use case the network security solution can make the decision to terminate the connection with
high confidence, due to being able to verify whether the receiving endpoint application is
vulnerable against the potential attack or not.

tion is something completely different, or producing a security event and terminating
the connection if it happens to be the vulnerable endpoint application. Figure 2 shows
a simplistic visualization of two use cases. An endpoint application is accessing a re-
mote server over a network connection where the first network security solution does
not know if the endpoint application is vulnerable for the potential attack, whereas
the second network security solution has endpoint awareness and knows that the
endpoint application would be vulnerable against the potential attack. The server
responds with a reply which matches to a fingerprint in the network security solution
indicating a potential attack. In the first use case the network security solution needs
to make its decision without further information and to potentially create a false pos-
itive security event or let an actual attack through. In the second use case the network
security solution has more confidence to make the decision whether to terminate the
connection or not as it can verify if the receiving endpoint application is vulnerable
to the potential attack.

This level of endpoint awareness brings many other advantages for a network se-
curity solution as well. For one, it offers the ability to enforce access policies based
on the endpoint application. This means that it is possible to determine which end-
point applications are permitted to access which resources, and anything not specif-
ically permitted can be dropped. One benefit from this level of granularity can be
seen when considering a device, such as a work laptop, that can be carried away
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from the protected network by the user and then brought back infected with a ma-
licious software component. When the access policy has been configured to only
permit network connections from a specific set of trusted endpoint applications, the
malicious software component is unable to spread to the rest of the network or do any
other damage inside the protected network. An alert about the attempts can be sent
to the network administrator who will then be able to confiscate the infected device.

Another advantage can be observed when the network security solution is used
for maintaining a Zero Trust architecture. In a typical Zero Trust architecture the
identity of the user is verified, after which the device will be given access to suitable
resources. But what if, after the authentication, the restricted resource is also being
accessed by an unknown endpoint application on the same device? Something ma-
licious might have found its way on the endpoint, and once the proper access rights
have been confirmed it also has access to the restricted resource. If the network se-
curity solution has endpoint awareness as described above, it can also restrict access
to restricted resources based on the endpoint application. For example, a database
containing personal information about employees should only be accessed by HR
personnel using the proper software component. Anything else trying to access the
resource should be dropped, and an alert should be sent to the network administrator
about the event.

Awareness of the endpoint can on a high level be gained through two means. The
first is using an active method. An active method indicates that some level of inter-
action is required between the network security solution and the protected endpoint
to receive information about the endpoint. This might include active scanning of
the endpoint, maintaining a Configuration Management Database or CMDB where
information is stored about the endpoint, or even installing an external component
on the endpoint which reports information about the endpoint directly to the net-
work security solution. Active methods can provide the most accurate picture about
the endpoint for a network security solution, especially if the endpoint reports very
granular information, such as the endpoint application initiating each new network
connection. But they also require that the endpoint is cooperative or maintained by
the administrators of the network. In many protected networks this level of control
on every protected device is not achievable.

The second means of gaining endpoint awareness is through passive methods. A
passive method is something that can be performed without any interaction with the
protected endpoint, only by observing network traffic. Passive methods can be less
reliable than active methods, as the patterns in the network traffic may be dynamic,
or they might change after an update to an endpoint application. They are, however,
more useful in a general sense, as they can be applied on any network traffic, not
only on the endpoints that can be controlled by the administrator.

With passive methods a question of privacy often surfaces. If a network secu-
rity solution is able for example to deduce the endpoint applications that have been
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installed on an endpoint purely based on the network traffic, sometimes even as pre-
cisely as identifying the exact versions of the applications, then this same ability is
available to any other entity who is able to observe the network traffic as well. It
could be a malicious actor who is looking for targets with a vulnerable version of a
particular endpoint application, or it could be a software publisher looking for targets
to advertise their competing endpoint application for. In any case, the privacy of the
endpoint, and the privacy of the user, is breached.

There are ways in which protocol and software designers are trying to battle
against this issue. An extension, called Encrypted Client Hello or ECH, has been
proposed for the TLS protocol [1]. The purpose of this extension is to encrypt sen-
sitive fields present in the Client Hello message, such as the Server Name Indication
extension or SN/, or the Application Layer Protocol Negotiation list or ALPN. In ad-
dition, the Google Chrome web browser has introduced a feature to randomize the
order in which the extensions in a Client Hello message are presented [2], which
renders some passive fingerprinting mechanisms useless.

While these improvements enhance the privacy of the user, they hinder the work
of a network security solution attempting to provide better security for an endpoint.
This aspect of these improvements is rarely if ever mentioned when justifying them.
Nevertheless, a network security solution should not prevent enhancements that in-
crease privacy. Instead, a network security solution could be at a unique spot to
increase user privacy when considering passive methods. It would be possible for a
network security solution to utilise the information gained from passive methods to
increase security but obfuscate that same information when sending the traffic for-
ward. This would increase the privacy of the user while maintaining the ability to
provide more accurate security features.

The research presented in this thesis introduces a novel method of gaining end-
point awareness in a network security solution. To achieve this, various approaches
are explored. As part of the research, a study is performed to assess existing methods
and existing implementations in network security solutions, based on which an ini-
tial methodology for integrating endpoint awareness into a network security solution
is proposed. After identifying certain deficiencies in the methods used for gaining
endpoint awareness, further research is conducted. Based on the new findings made,
a new methodology, named JAPPI, is introduced. The efficacy of JAPPI is evaluated
in two large networks where it is found to be highly efficient. The results are also
compared to ones from our previous methodology, and the improvements introduced
in JAPPI are immense.

1.1 Motivation and Objectives

The core of the research, gaining an understanding or awareness of the protected
endpoint in a network security solution, rises from a concrete real-life need. Each

7



Jenny Heino

-
How can a network
security solution gain
endpoint awareness?

In what ways could the
deficiencies in existing
methods for gaining
endpoint awareness be

addressed?
&

/How should endpoint
awareness without
active endpoint
integration be
implemented in a
network security

\ solution?

Figure 3. Structure of the research in this dissertation

false positive security event which hinders normal network flow brings a negative
user experience to anyone behind a network security solution or responsible for
maintaining one. Even worse are false negative security events that let something
malicious through. The consequences of a false negative security event range from
mild inconvenience, such as from an adware, to the compromise of the entire net-
work. Minimizing the risk for each false positive or false negative security event is a
core purpose for a network security solution and any new approach can be extremely
valuable. Awareness of the protected endpoint, especially the endpoint application,
can provide a network security solution with crucial metadata which helps in making
the correct inspection decision for each network connection.

The objective of this dissertation was twofold in essence: firstly, to identify re-
liable and accurate methods for a network security solution of gaining awareness of
the endpoint application initiating a given network connection, and secondly, to find
optimal ways of integrating the suitable methods into the traffic inspection process of
a network security solution. The emphasis was on identification methods that could
be used purely on network traffic, without a requirement for endpoint integration or
active interaction on all protected endpoints.

1.2 Research Questions

To approach the objectives of our research, the following 3 research questions were
formulated. Figure 3 visualizes the structure of the research.

RQ1 How can a network security solution gain endpoint awareness?

This research question lays groundwork for all of the research presented in this



RQ2

RQ3

1.3

Introduction

thesis. To understand what the best methods for bringing endpoint awareness
into the inspection process of a network security solution are, we need to un-
derstand what methods exist. To find an answer, a thorough study is needed on
existing research and implementations in current network security solutions.

In what ways could the deficiencies in existing methods for gaining endpoint
awareness be addressed?

This research question focuses on defining and designing new and improved
techniques for gaining endpoint awareness with a review and analysis of exist-
ing methods as the starting point. This requires the identification of the most
advanced existing methods and the recognition of their features and function-
alities that could act as a basis for creating new methods in gaining endpoint
awareness. An important goal in the review and analysis is the identification
of techniques where the application of machine learning could be introduced
with an expectation of greater reliability and accuracy.

How should endpoint awareness without active endpoint integration be imple-
mented in a network security solution?

The purpose of the third question is to provide a concrete proposal of how end-
point awareness should be implemented in a network security solution. After
a suitable method of gaining endpoint awareness is identified, we expect to be
able to formulate a methodology to describe the necessary steps for bringing
endpoint awareness into a network security solution and to validate its efficacy
in a real life network environment.

Structure of the Thesis

This dissertation consists of two parts. The first part provides an introduction to the
research and the concepts the original research papers focus on. The second part
consists of the original research papers themselves.

The introductory part consists of the following Chapters:

Chapter 1 provides a high-level summary of the dissertation and introduces the re-

search questions that the dissertation provides answers for.

Chapter 2 gives an overview of existing research on the main concepts of the dis-

sertation.

Chapter 3 introduces the concept of network security solutions, starting from a ba-

sic Firewall and ending with the more recent concepts of Zero Trust Network
Access or ZTNA, and Secure Access Service Edge or SASE.
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Chapter 4 describes the concept of traffic identification from the perspective of a
network security solution, with focus on receiving information about the end-
point, specifically the endpoint applications.

Chapter S introduces the original publications and lists their contributions to the
dissertation as well as the future work the publication introduces.

Chapter 6 provides a conclusion of the dissertation, presenting the results in a clear
manner through the research questions, comparing the research presented in
this thesis to other related research, listing the limitations of the dissertation
and considering the future work that the dissertation introduces.
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2 Related Research

This chapter highlights relevant existing research on bringing endpoint awareness
into a network security solution. First, in section 2.1 we go through existing research
on ways for identifying endpoint applications based on network traffic. Next, in sec-
tion 2.2 we introduce two relevant research papers where machine learning is applied
for endpoint application identification from network traffic. Finally, in section 2.3 we
briefly go through existing information about integrating endpoint awareness into a
network security solution.

2.1 Identifying the Endpoint Application Based on
Network Traffic

A considerable amount of research has been conducted on various methods of clas-
sifying network traffic. In this section we focus on the research which has explored
identifying the endpoint applications based on network traffic. The focus of the ex-
isting research has been on encrypted TLS traffic, which has also been the main
interest of this dissertation due to its current popularity on the internet. The focus on
encrypted TLS is explicable: the other common web protocol, plain text HTTP, con-
tains a request header field called User-Agent, which reports the endpoint application
initiating the network connection and can thus directly be used as an identification
method [3]. It should still be noted that many web browsers have implemented a fea-
ture for intentionally spoofing the User-Agent value [4; 5] and thus it depends on the
use case how this information should be utilised by a network security solution. The
User-Agent field of the HTTP protocol is explored in more detail in section 4.3.1.

Husak et al. [6] explored how well the list of supported cipher suites presented in
a TLS Client Hello message correlate with the HTTP User-Agent field. By first col-
lecting samples and then using them to identify other traffic, the authors were able to
identify the endpoint application for 84% of the monitored traffic. In a similar fash-
ion, Muehlstein et al. [7] explored identifying the web browser from HTTPS traffic
by collecting a set of features from a TLS connection. In addition to the list of sup-
ported cipher suites, they collected other information from the connection, such as
the compression methods and the number of extensions, but also more general infor-
mation about the network connection such as amount of network packets and bytes.
Using machine learning on these values, they achieved an identification accuracy of
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96.06%.

Some research focuses specifically on identifying mobile applications based on
network traffic. Protecting mobile devices can be an important function for many
network security solutions, even though the focus usually is on local workstations,
laptops, and server machines. Taylor et al. [8] developed a tool called AppScan-
ner for identifying traffic from mobile applications. They used Ul fuzzing to collect
different traffic samples from different mobile applications and automatically cre-
ated fingerprints based on the collected information. AppScanner does not, however,
look into the application layer of the traffic, but focuses on more generic informa-
tion such as traffic bursts to the same destination IP address. They explore several
different classification methods and present performance numbers for them. The
same researchers later expanded on their previous research by reviewing how well
AppScanner works between different application versions and with the passage of
time [9]. In this research, they also experimented with excluding traffic common
between different applications in post-processing of the collected data. They discov-
ered that without post processing, the maximal detection accuracy they were able to
reach was 40.9% when the versions remained the same during the monitoring pe-
riod. After the common traffic was excluded during post processing, the accuracy
increased to 96% in the best-case scenario.

The most relevant research regarding traffic identification identified during the
dissertation was the concept of hash fingerprinting algorithms. These algorithms are
explored in more detail in chapter 4 due to their importance to this dissertation. We
will explain here the history of these algorithms and related research.

The concept is based on TLS fingerprinting research by Brotherston [10]. He
demonstrated that it was possible to use the information presented in the TLS Client
Hello to identify a client application. Inspired by this presentation, Althouse et
al. [11] created and published an algorithm for fingerprinting TLS Clients called JA3.
JA3 was the first hash fingerprinting algorithm, but it was followed by several others
for other protocols: HASSH for fingerprinting SSH [12], GQUIC for fingerprinting
the original Google-QUIC [13], RDFP for fingerprinting RDP [14] and SMBFP for
fingerprinting SMB [15]. The concept in each algorithm is the same: they pick up
a set of relevant and unique parameters that are included in the initial handshake
message of the protocol and present them in a structured string format, concatenat-
ing values given for the same parameter with a dash, and separating values given for
different parameters with a comma. Finally, an MDS5 hash value is calculated from
this string, which comprises the final fingerprint. Since their publication, many of
the hash fingerprinting algorithms, especially the JA3 algorithm, have been imple-
mented in several network security solutions and the information collected by these
fingerprints is considered a valuable addition to any threat intelligence information
shared among security researchers about a novel or potent attack.

12
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2.2 Using Machine Learning for Endpoint Application
Identification

Various research articles have been published using different machine learning meth-
ods for categorizing network traffic. In the context of this dissertation, the most rele-
vant research was considered to be the publications that used machine learning on the
various values collected from a TLS connection. The hash fingerprinting algorithms
provide a structured and well-defined method of collecting such information about a
network connection for multiple network protocols, and thus they provide a fruitful
ground for expanding this kind of research also outside of the context of TLS.

As previously mentioned, Muehlstein et al. [7] used machine learning on various
information collected from TLS connections. The researchers used Support Vector
Machines (SVM) and Radial Basis Function (RBF) in their research. Since their
method only worked when the traffic was being post-processed after the connection
had already been closed, the research was not considered as relevant for this disser-
tation due to the focus here being more on providing in-line security in a network
security solution.

In the course of the research presented in this thesis the pre-hash strings of the
hash fingerprinting algorithms became a primary focus. While looking for ways
of calculating the distance between two different pre-hash strings, the Levenshtein
distance algorithm was identified as an intriguing method. At this stage, the existing
research was reviewed to see if similar methods had previously been used for the
same purpose. Two interesting publications were identified.

In the first, Frolov and Wustrow [16] used Levenshtein distance when performing
clustering on TLS traffic. They collected similar information from the TLS Client
Hello message as the JA3 algorithm does, but the information was not exactly the
same. Their results were very promising, and they were for example able to discover
two loosely connected clusters that turned out to be connections from the Google
Chrome browser where one cluster contained connections using TLS versions 1.2
and older and the other contained connections from then experimental draft of TLS
1.3.

Later during the same year, Anderson and McGrew [17] published a similar anal-
ysis. Their research also collected similar, but not exactly the same, values from the
TLS Client Hello as the JA3 algorithm does. By using the Levenshtein distance al-
gorithm to see if a previously unknown fingerprint was considered to be close to a
known fingerprint, the researchers discovered that nearly all observed TLS connec-
tions were covered after a year of data collection.
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2.3 Integrating Endpoint Application Awareness into the
Inspection Process of a Network Security Solution

In relation to the research objective to identify how endpoint awareness should be
introduced to the inspection process of a network security solution, no existing re-
search publications were identified that could have provided a basis for the research.
In addition, no other similar problem was identified that would have already been
solved, and that could thus have been referred to during the dissertation.

During the research process, one network security solution was identified that
had implemented a method for identifying endpoint applications using machine learn-
ing. The Cisco Secure Firewall has implemented a proprietary method, called En-
crypted Visibility Engine or EVE, for identifying endpoint applications from TLS
traffic [18]. Due to the proprietary nature of the feature, its exact functionality is
not known, but based on the public information it seems to utilise similar methods
machine learning methods as the publications referenced in the previous section. It
does not seem, however, like the endpoint application information would have been
integrated into the inspection process of the Cisco Secure Firewall.
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3 Network Security Solutions

Network security encompasses a wide variety of different security solutions. A net-
work security solution is typically something that is intentionally separate from the
protected endpoints. It resides somewhere on the route from a client to a server,
observing the communications between the two endpoints. Traditionally, a network
security solution used to be installed on the premises of an office or a data center,
where it stood between the protected internal network and the hostile external net-
work, the internet. But as the various assets of an organization started moving to
the cloud and the users started to work from remote offices, the network security
solutions have also started to move more towards cloud-based instances [19].

As a comparison, an endpoint security solution is something that is installed on
a protected endpoint. As with network security, there are various different endpoint
security solutions. The most common one is anti-malware software, which can mon-
itor the disk for any existing or incoming files that are considered malicious. A more
recent addition to the endpoint security landscape are Endpoint Detection and Re-
sponse or EDR solutions, that are able to identify more complex attacks, including
zero-day attacks and fileless malware [20; 21; 22].

In addition, some security solutions may take a more hybrid form. This type of
security solution typically performs a limited set of network security features locally
on the endpoint but can also redirect the traffic to a remote network security solution.
Many Secure Web Gateway products, or SWGs, function this way [23; 24].

The most complete security system can be achieved by utilising multiple security
layers. Such an architecture can better tolerate a case where one layer fails to function
properly - the remaining layers can still detect and prevent an attack, or any other
unwanted event. Still, strictly separating endpoint and network security from each
other provides weaker overall security, as neither is able to form a perfect picture of
the general situation.

This chapter provides a high-level introduction to various types of network secu-
rity solutions. The concept of a basic firewall is presented in section 3.1. Section 3.2
describes how deep packet inspection brought the evolution from a firewall into next-
generation firewalls. Other types of network security solutions are reviewed in sec-
tion 3.3. The concept of Zero Trust is explored in section 3.4. Finally, we describe
the concept of SASE and SSE in section 3.5.
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Figure 4. On the left: Electrical Substation Firewall installed between substation transformers.
(Credit: Jackson Bishop. This image was marked with a CC BY-SA 3.0 license
(https://creativecommons.org/licenses/by-sa/3.0/deed.en)) . On the right: A network firewall cluster
with cables attached, connecting the device to internal and external networks. (Credit: Kimmo
Talvitie.)

3.1 Firewalls

A firewall is a network security component located at the boundary of a protected
internal network and an external network. All traffic passing between these two
networks must go through the firewall, and the firewall needs to be able to configure
rules that permit some traffic while dropping other traffic. The collection of rules is
referred to as a firewall policy [25].

The term Firewall has historically been used for many purposes. Before it was
used in a computer setting, it was used for describing a physical structure that pre-
vents fire from spreading from one area to another. A wall separating a room with
a high risk of a fire from other rooms has been referred to as a firewall already in
1774 [26]. So has a metal layer typically separating a combustion engine from the
passenger area. Figure 4 provides a visual comparison between a physical firewall
separating two electrical substation transformers and a network firewall separating
internal and external networks.

The first time the term was used in a computer security setting was most likely
already in 1974 [27]. It was, however, not used to reference a network level software
component, but instead as a figure of speech to describe something that prevents soft-
ware bugs from being exploited. There have been claims that the term was first used
to reference a network security solution in the movie WarGames, released in 1983,
and this claim has been established as a fact in some sources [28]. This claim is,
however, difficult to verify. It could be true, since the first academic references to a
network firewall in the sense that we use it today seem to date to sometime around
1992. The initial references seem to, again, be figurative, referencing router config-
urations as a type of a firewall [29; 30]. But the term quickly establishes itself to
denote a separate network security solution and is referenced to as such for example
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Figure 5. A network firewall protecting a user from attacks originating from the internet.

in RFC 1636, published in 1994 [31]. The concept of a network firewall existed al-
ready before the term was used to describe it. The first academic paper presenting the
concept of such a packet filter was published in 1987 [32] and the first commercial
firewall product was DEC SEAL, released in 1991 [25]. Figure 5 provides a sim-
plified visualization of a network firewall protecting a user in the protected internal
network from attacks originating from the internet.

These types of firewalls are able to perform actions only using simple rules. They
can permit and discard traffic based on information available on the network and
transport layer protocols, but that is usually the limit. They are sometimes referred
to as packet filter firewalls or first-generation firewalls [33]. During the early days
of the internet these types of network security solutions provided enough protection.
But with the inevitable growth of the internet the concept of a first generation firewall
became too simple, and further security measures were needed. Especially the lack
of visibility into the application layer became a considerable shortcoming, paving
the way for more complex network security solutions.

3.2 Next-Generation Firewalls

The concept of a firewall experienced an evolution when Palo Alto introduced the
first next-generation firewall, or NGFW, in 2010. Initially their strategy was to
highlight the application control capabilities of their new network security solution,
which enabled them to sell the product to customers who already had a firewall and
found it too large of an investment to replace it altogether with a new solution. This
gave them a market share without the requirement of complex network refactoring
for the customers [34]. Since then, the next-generation firewalls have become a core
component of the network security architecture of most companies.

A core improvement that a next-generation firewall brings on top of a traditional
firewall is deep packet inspection, or DPI. This refers to the capability to process the
application layer information of a network connection. Whereas a traditional firewall
can control traffic based on the IP address and port, a next-generation firewall is able
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to perform additional controls based on information derived from application layer
protocols such as HTTP, DNS, FTP and SMB.

The feature set of a next-generation firewall is not set in stone. Still, there are

many features that are considered core functionalities of a next-generation firewall.
These include:

Control of network applications. This capability enables the user to control the

traffic based on the network application. These types of applications typi-
cally include web applications, such as Facebook, Youtube and LinkedIn. A
next-generation firewall provides the ability to granularly define what kind of
traffic is permitted and discarded in the protected network. In addition, this in-
cludes identification of protocols based on application layer information. This
means that a next-generation firewall will be able to identify, and thus permit or
deny, various protocol traffic in any port, providing a better evasion detection
capability.

Intrusion Prevention capabilities. A next-generation firewall typically includes the

capability to identify and prevent threats. This is done using the same deep
packet inspection feature which is used for application control. Depending on
the product, the level of intrusion prevention can vary. At the most basic form,
it may include simple string matching on the observed application layer data to
identify malicious strings in it. More advanced features may include a deeper
level of protocol awareness and more complicated pattern detection mecha-
nisms. There are also differences in the tolerance different next-generation
firewall implementations have for network level evasions [35].

User level access control. Another typical feature of a next-generation firewall is

the ability to control traffic based on user information. It provides the ability
to control which users are allowed to access which restricted resources and to
form groups of users with various permission or security levels. The authenti-
cation method usually depends from product to product and from use case to
use case but might include integration to external authentication platforms like
Active Directory.

Decrypting TLS traffic. Due to the current popularity of TLS, which at the time of
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writing comprises approximately 95% of the web traffic on the internet [36],
the ability to decrypt TLS has become one of the core features expected from
a next-generation firewall. There are often two ways of decryption, depending
on whether the protected endpoint is a client or a server. When protecting a
TLS server, the server certificates can be imported to the next-generation fire-
wall which will then be able to decrypt the TLS traffic that the server receives.
When protecting a client, the next-generation firewall can replace the server
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Figure 6. A next-generation firewall providing a range of different access control and security
functionalities.

certificate with its own certificate. This will show on the client machine as an
untrusted certificate unless it is imported as a trusted certificate in the system.

Despite offering a large variety of features on top of the so-called first-generation
firewalls, the next-generation firewalls are typically installed at a similar place in a
network: at the boundary between a protected network and an unsafe network. It
may also separate two different protected networks from each other to provide better
network segmentation. But the typical location is at the organization’s own premises,
separating the internet from the internal network.

A next-generation firewall is typically able to control network traffic on layer 3
of the OSI model. This means that it is able to, and usually used for, routing traf-
fic between multiple networks and performing NAT. Many next-generation firewall
vendors also offer a product with a similar functionality set as their next-generation
firewall, but which controls network traffic on the layer 2 of the OSI model and is
thus only able to perform packet switching without routing or NAT capability. These
products are referred to as intrusion prevention systems, or /PS.

Figure 6 provides a simplified visualization of a next-generation firewall con-
trolling the traffic flowing through it. It depicts different use cases where traffic is
allowed or denied based on network application and user information, and where
an attack is stopped by deep packet inspection. The protected network includes an
office network as well as a remote user connecting to the NGFW using a VPN. The
office network is segmented to a server network and a user network.

As services started migrating increasingly to the cloud instead of everything be-
ing run locally at the office premises, the requirements for network security solutions
like a next-generation firewall also became more complex. A part of the protected

19



Jenny Heino

network now might reside in the cloud instead of a fully controlled static location.
This brought again the need for another evolution for the concept of a firewall. Dif-
ferent next-generation firewall companies started to introduce cloud-based firewall
solutions as part of their portfolio. At the time of writing, the evolution is still ongo-
ing, moving towards a larger architectural change into Zero Trust models and Secure
Access Service Edge or SASE solutions. These are covered in more detail in sections
3.4 and 3.5.

3.3 Other Network Security Solutions

There is a large variety of different network security solutions in addition to fire-
walls and next generation firewalls. Some organizations may not have a need for a
full next-generation firewall, and may require something more specific. To the same
extent, many of the network security solutions listed here may also be provided as
a sub-component of a next-generation firewall. This section provides a high-level
overview of other network security solutions and their purposes. The list is not in-
tended to be a comprehensive list of all available network security solutions, but
rather to provide an overview of the most common solutions.

IPS. An intrusion prevention system, or /PS, is a network security solution dedi-
cated to identifying and terminating various attack attempts. It is located in
the protected network at a place where all traffic will pass through it, which
gives it an ability to block any malicious traffic. This differentiates it from its
predecessor, intrusion detection system or /DS, which only received mirrored
traffic and produced alerts from it but was not able to directly terminate an at-
tack. An intrusion prevention system controls network traffic on layer 2 of the
OSI model. Thus, it does not have the ability to perform routing between mul-
tiple networks, or NAT, which are functions performed by a next-generation
firewall [37; 38; 39].

VPN. A virtual private network solution, or VPN, provides a secure way to access a
protected network or restricted resources. It can be used for example for con-
necting one endpoint to a protected network, or connecting multiple protected
networks, such as multiple remote offices, together in a secure way. The VPN
traffic will be transported inside a secure tunnel. A VPN can be configured so
that only a part of the traffic is directed through it, or so that all traffic goes
through the VPN. Besides providing a secure way of transporting network traf-
fic between two endpoints or sites, a VPN solution does not typically include
any additional security features. There are VPN solutions marketed for indi-
vidual users that typically obfuscate the source of the connection and can for
example be used for making it look like the client is from another country.
They are usually intended for providing privacy and protection for the user, or
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access to resources that have a restriction based on location. VPN solutions
marketed for companies are typically more large scale and used for providing
access to the organization’s resources [40; 41; 42].

Sandboxing. Sandboxing solutions are used for ensuring that downloaded files are

DLP.

safe. Simple anti-malware software typically runs some predetermined checks
for a file, and if no malicious intent is found in the file that would match to
the checks, the file is considered clean. By contrast, a sandboxing solution is
usually a virtual environment which is aimed to mimic the protected endpoints
as well as possible. When a new file is being downloaded, it is first sent to
the sandbox where it is executed. The sandboxing solution is able to identify
any malicious activities that executing the file causes and can thus block the
download if it is considered malicious. If no malicious activity is found, the
file is considered safe and can be delivered to the target machine [43; 44; 45].

Data loss prevention, or DLP, is a security solution which monitors the net-
work for data breaches. DLP solutions typically have various methods of de-
tecting data leaks, which include the ability to identify sensitive data, monitor
outgoing data and securing data that is being stored. DLP solutions help orga-
nizations ensure compliance of many data regulations. DLP solutions can be
deployed directly on the protected endpoints, as local servers at the organiza-
tion’s premises, or as cloud solutions [46; 47; 48].

SD-WAN. A wide-area network, or WAN, is a collection of several networks that are

located at different geographic locations. The traffic between the networks is
typically transported using dedicated multiprotocol label switching or MPLS
circuits, which enables the traffic to be transported via a pre-determined route
without the need for routing. These traditional WAN solutions are typically
implemented using hardware, such as routers and switches. An SD-WAN so-
Iution provides WAN functionality using software-defined networking tech-
nology, or SDN. An SD-WAN solution is considerably less expensive to use
than a traditional WAN solution while providing improved performance and
typically more granular control of the traffic, such as routing the network traf-
fic differently depending on the identified network application. In addition,
a traditional WAN solution does not support the increasing adoption of cloud
services, which is much better supported by SD-WAN solutions due to the
improved routing capabilities [49; 50; 51].

SWG. A secure web gateway, or SWG, is a network security solution focused on

providing protection for web traffic. An SWG usually has the ability to filter
traffic using URL categories, to control traffic based on the applications, and to
perform some level of file security activities such as running an anti-malware
on a downloaded file or checking an uploaded file for potential information
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leakage using data leak prevention or DLP. Decrypting HTTPS traffic is also
a common feature in an SWG. An SWG can be a physical appliance installed
on the premises of the protected organization, or a cloud-based solution where
all web traffic is directed from the protected network or from the protected
endpoints [52; 53; 54].

CASB. A cloud access security broker, or CASB, is a cloud-native network security
solution. It is specifically dedicated for providing secure access and granular
control of traffic targeted for cloud-based solutions. Typical features included
in a CASB solution include authentication, authorization, threat protection and
data security. CASB solutions also provide companies with the ability to main-
tain compliance with many regulations posed by various laws. A CASB solu-
tion also provides a good visibility into what types of services and functionali-
ties are being used by the employees. A CASB solution can be installed as a lo-
cal installation at the organization’s premises, as a cloud-based solution where
the target traffic is forwarded prior to access to the cloud resources, or the
CASB solution can be outsourced to a dedicated CASB provider [55; 56; 57].

FWaaS. Firewall as a Service, or FWaas, is a cloud-based implementation of a fire-
wall. Despite its name, an FWaaS solution typically contains a full stack of
next-generation firewall features, not just traditional firewalling. Instead of a
need for installing a local hardware based next-generation firewall at the orga-
nization’s premises, an FWaasS is located in the cloud. An FWaaS solution of-
ten provides a more flexible solution for companies with a more mobile work-
force. In addition, it enables an organization to have a simpler IT infrastructure
by removing the need of maintaining a hardware-based next-generation fire-
wall appliance. They are also typically more flexible to deploy and control
than hardware-based solutions [58; 59; 60].

3.4 Zero Trust

The concept of Zero Trust network architecture was first introduced in 2010 by John
Kindervag and the Forrester Market Research organization [61]. This architecture
contests the prevalent idea of a trusted network. The original network concept con-
sists of networks that are considered secure and insecure, depending on whether they
are located in the internal network or on the internet. A network security solution is
installed in between the two, protecting the endpoints in the secure network from at-
tacks originating from outside. Zero Trust network architecture does not instill trust
on the endpoints purely for them being located in a specific network - it considers
each entity a potential threat. Zero Trust Network Access, or ZTNA, is a network
security solution, or a collection of several solutions, which enables an organization
to build their network using Zero Trust network architecture [62; 63; 64].
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Figure 7. Top: a network built with the original concept of a trusted internal network. An attacker is
able to spread an attack across the protected network once they gain access to one machine.
Bottom: A network built with a zero trust network architecture. An attacker cannot progress in the
network after gaining access to one machine.

In traditional network architecture a machine located in the internal network
might get compromised, and because it is considered trusted, it is possible for an
attacker to spread an attack to all other potentially vulnerable devices in the same
trusted network. In such a scenario the network security solution has no visibility
into what is happening, as the traffic does not go through it. In Zero Trust architec-
ture all requests are authenticated and authorized, and access is only granted for the
systems that are truly needed. This means that all requests will be processed by a
network security solution, which prevents the above scenario from happening - the
network security solution will be able to detect the attempts to spread the infection
and will be able to block it [65; 66; 67].

Figure 7 depicts one simplified use case demonstrating the benefit of zero trust
network architecture. It shows two successful attack scenarios: the first (top) in a
network built with the original network architecture where the whole internal net-
work is considered trusted, and the second (bottom) in a network built with zero trust
architecture. In the first scenario, the attacker is able to compromise a server device
located in the trusted internal network using an attack against a zero-day vulnera-
bility that the network security solution is unable to detect. The server can directly
access other devices in the internal network, and the attacker is able to gain access to
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all devices in the same network with the same zero-day vulnerability. In the second
scenario, the initial attack is again a success. However, this time the attacker is un-
able to progress to other devices as the compromised server machine does not have
permission to initiate connections to the other protected devices.

There is some variation in what features a ZTNA solution provides, but there are
two core features that all of them include.

Authentication. At the core of a ZTNA solution is the ability to verify the connec-
tions using authentication. This includes authenticating the users, but often
also the ability to verify the identity of the device. Authentication is typically
done continuously.

Limit access. The ability to limit access based on authentication is another core
feature of a ZTNA solution. The aim is to fulfill the principle of least privilege,
meaning that all entities in the network are able to access only the resources
they truly need to reach. The granularity of access control depends on the
solution.

3.5 SASE and SSE

The term secure access service edge, or SASE, was first introduced by the research
and consulting firm Gartner in 2019 [68]. SASE is another step of evolution in the
field of network security. It, again, originates from the increasing shift of services
to cloud and the rising number of users becoming remote. The concept where users
are located at offices and are accessing resources stored in data centers located at
the organization’s premises, is expired. Instead, a rising number of sensitive data is
stored outside of the organization’s own networks, and there are numerous complex
use cases where the users, the data and the running workloads are located at various
locations.

In their report, the Gartner researchers highlight the need for a new, converged
approach to securing the resources of an organization. Protecting the resources had
become complex, with a number of different network security solutions providing
different services. The researchers defined this new market area as SASE, where the
network solutions such as SD-WAN, and network security services such as SWG,
CASB and cloud-based firewalls converge. In their vision, these services should
be provided in one solution, providing a simpler policy configuration with a highly
tailorable network fabric. Identity and context are described as being at the center of
the SASE stack. Figure 8 depicts an example SASE solution on a high level.

The current available SASE solutions have slightly varying focus areas. Some
highlight their advanced security features, some their data security capabilities, some
the use of Al [69; 70; 71]. In general, most vendors list the following capabilities in
their SASE solution:

24



Network Security Solutions

SASE

Web

Social
networks

CASB 4

SWG

DLP

Office A
E-Mail Office
Cloud
Services
Re(.n%?e/ R (| File Sharing
VPN Office B

Figure 8. A SASE solution with a centralized cloud-based security service set and SD-WAN
integration.

ZTNA. At the core of a SASE solution is the ability to authenticate and authorize
the users with access only to the resources they need.

CASB. A CASB integration gives a SASE solution the ability to provide a strong
control of and visibility into the users’ web application usage.

SWG. An integrated SWG provides security for web traffic by providing URL fil-
tering services and performing security scanning.

DLP. A SASE solution often includes support for DLP, which enables the solution
to monitor and prevent data leakages.

SD-WAN. An SD-WAN capability seamlessly integrates the cloud-based services
of a SASE solution into the wide-area network of an organization’s offices,
data centers and remote users.

Two years after introducing the concept of SASE, Gartner introduced a new net-
work security solution concept: security service edge, or SSE. SSE was described
as a subset of a SASE solution, consisting of the network security services included
in SASE, but leaving out the networking side of the SASE concept provided by the
SD-WAN integration. They described that an SSE solution can be completed with a
separate SD-WAN solution to offer a complete security stack [72]. Figure 9 depicts
an SSE solution without SD-WAN integration.
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Figure 9. An SSE solution without SD-WAN integration.

Without the support for an SD-WAN, an SSE solution is typically provided as a
cloud-based solution. It may also include components that are located at the organi-
zation’s premises, or on the protected devices using agents. An SSE solution is often
easier for new customers to adopt than a full SASE solution including SD-WAN.
Most SSE solutions include all of the security features included in a SASE solution,
including at least ZTNA, SWG and CASB functionalities [73; 74; 75].
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When deep packet inspection became a core feature of a network security solution,
there were several new security related areas to conquer. Deep packet inspection pro-
vided capabilities to identify network-based attacks on a completely different level
as compared to a simple IP-address and port-based configuration of a first-generation
firewall. In addition to improved attack detection, the visibility into the application
layer of the network protocol stack brought along the ability to identify and catego-
rize legitimate, baseline traffic.

As mentioned in section 3.2, the ability to control traffic based on the identified
network level applications was the initial differentiator and selling factor used by the
first next-generation firewall vendor Palo Alto. They were able to create a new market
sector and gain customers for their new network security solution by introducing a
need for more granular control of the network traffic that the customers did not know
they had. Instead of an IP and port-based access control, the policy could now be
built in a way which allowed network traffic that was essential for the employees to
complete their tasks, but blocked traffic that was considered counterproductive, such
as social networking or online video streaming services.

Network applications are elements that do not rely on IP addresses and ports but
rather they are formed using application layer information gathered from the network
traffic. Some network applications are used for identifying the application layer pro-
tocol, such as HTTP, TLS or DNS. In addition, network applications are used for
identifying the service which is being used. With web traffic, the host name is used
for identifying the web service at minimum. If the full URL, including the path, is
available, such as with plain text HTTP or with decrypted HTTPS, a more granular
network application identification may be possible. As an example, the host name
may reveal that the service being accessed is a specific social networking platform.
Upon seeing the path of the URL, it may be revealed that the particular network con-
nection is associated with using the chat feature available in this platform. Such gran-
ular information can provide a network security solution with the ability of blocking
the use of the chat feature of the social networking platform in the protected network
while permitting other functionalities, such as browsing the organization’s own page
on the platform. In addition to network application identification, the URL informa-
tion can also be used for URL categorization, which offers the ability to permit and
block traffic based on more generic categories, such as News, Social Networking and
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Gambling.

In addition to identifying the network level application and URL category, an-
other interesting area of network traffic identification is identifying the endpoint ap-
plication. An endpoint application is a software component sending or receiving a
network connection. For example, an endpoint application used for accessing files
using SMB protocol is typically not the same endpoint application that is used for
browsing websites, and a Zoom conference is often accessed using an endpoint ap-
plication specifically dedicated for Zoom conferences. Nevertheless, some endpoint
applications can perform multiple different tasks. Zoom conferences can also be
joined via a web browser, and some web browsers also support file transfer protocols
like FTP.

The endpoint application used for a specific task can, however, affect what secu-
rity features can be applied to the traffic. Some endpoint applications that have been
developed for a specific purpose, such as accessing remote files in a cloud-based file
storage service, may not tolerate decryption of the traffic. This means that a net-
work security solution may not have any means of verifying that the downloaded
and uploaded files are safe, or do not leak confidential information outside. If the
same cloud-based file storage is accessed using a web browser, traffic decryption is
typically possible, and file-based security features can be applied on the traffic. In
addition, some organizations may want to ensure that restricted resources can only
be accessed using dedicated software components.

In this chapter the various methods of identifying and categorizing network traf-
fic are explored. The initial concept of network application identification is first
introduced in section 4.1. URL categorization is next explained in section 4.2. The
main interest of this thesis, endpoint application identification based on network traf-
fic, is covered in section 4.3. Finally, we consider the effects of spoofing the traffic
in section 4.4.

4.1 ldentifying the Network Application

The ability to identify the network application of a network connection is a core
feature of many network security solutions [76; 77; 78]. It provides the ability to
build access policies in a much more granular way than simple IP-address and port-
based policies of a first-generation firewall. A first-generation firewall requires that
an IP address remains static, and that all IP addresses used by a given web operator
are known. This is, however, not how the current internet functions. Cloud operators
may serve certain operations from overlapping and dynamic IP addresses, and thus an
administrator will get exhausted trying to keep their IP-address based access policy
up to date with the cloud operators. This is where the concept of network applications
becomes valuable and even necessary.

A network application may, for one, be used for identifying the application layer
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protocol that is used: HTTP traffic has quite different use cases in transferring infor-
mation about web sites than SMB or FTP traffic that are typically used for transfer-
ring files. DNS traffic is currently crucial for all internet traffic whereas streaming
media over UDP may not always be a desired event. The ability to differentiate
whether the traffic flowing in UDP port 53 is DNS traffic or a video stream is a valu-
able tool in a network administrator’s toolbox, as is the ability to block file transfer
attempts in TCP port 80 using FTP.

In addition to the protocol level network applications, a network application can
also be used for identifying the web service which is being accessed. Examples
of such web based network applications are Google, Facebook and LinkedIn. In
some instances a network application may even incorporate several different proto-
cols associated with the same service, such as audio and video streams. A high-level
example is a network application used by a network security solution for controlling
traffic for the network conferencing application Zoom [79]. Such a network appli-
cation needs to be able to identify both the web connections associated with Zoom,
such as accessing Zoom’s web site, as well as the media connections transferring
audio, video and other information related to a Zoom web conference session.

The ability to identify the web service can be very valuable for controlling what
types of functionalities are permitted for the employees, but in many cases the ability
to identify the application layer protocol provides better security features. With the
visibility into the application layer protocol, the administrator can perform actions
like protocol enforcement. Many UDP and TCP ports have been assigned for a spe-
cific application layer protocol by the Internet Assigned Numbers Authority, JANA.
The most common examples are the TCP ports 80 and 443 assigned to HTTP and
HTTPS, respectively, and the TCP and UDP ports 53 assigned for DNS. As these
ports are typically open for outside access in any network where the internet is ac-
cessible, they are also used by many evasive tools that try to perform actions in the
network that are otherwise not permitted. As an example, many software compo-
nents intended for circumventing network restrictions use the open DNS ports for
proxying web traffic through, and thus accessing otherwise prohibited web sites. By
restricting the traffic in the assigned ports only to the assigned protocols, and drop-
ping all other traffic in them, a network administrator can make sure that these ports
are not used for any other traffic.

Figure 10 shows a simplified example of an access policy from Forcepoint Se-
curity Management Center version 7.2.1 where traffic is controlled using protocol
level network applications. Rule 5.2.2 allows DNS, FTP, SMB, SMB2, SMB3 and
SSH traffic through using network applications. This means that traffic in the ports
assigned for each protocol is initially let through and deep packet inspection is per-
formed to verify if the traffic follows the desired protocol. If the traffic is identified
as the given protocol, the connection is allowed through. If not, the traffic is dis-
carded by the following rule 5.2.3, which is configured to discard all traffic to the
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Example Policy (EDIT)

[ IPv4Access | |Pv6 Access Inspection  IPv4NAT  IPv6 NAT

ID Source Destination Service Action

Internal traffic

5.2.2 & Internal & Internal % DNS % FTP & SMB % SMB2 % SMB3 5% SSH @ Allow
5.2.3 & Internal & Internal @ DNS ™ FTP ™ Microsoft-DS % SSH © Discard
5.2.4 # ANY & Internal @ ANY © Discard

External traffic

CJ DNS Cloudflare

5.2.6 & Internal CJ DNS Google ® DNS @ Allow
CJ DNS Quad9

5.2.7 & Internal =+ ANY & HTTP & TLS @ Allow

5.2.8 & Internal ++ ANY ® DNS ™ HTTP ™ HTTPS © Discard

Discard All

Figure 10. An example next-generation firewall access policy where traffic is controlled using
network applications. Screen capture taken from a Forcepoint Network Security Platform.

Top Web Applications

Spotify R 1.1 it (83.8%)
Telegram 1.25k Hits (2.8%)

Intel-Security 1.05k Hits (2.3%)

Zopim 584 Hits (1.3%)

Google-Hosted-Libraries = 571 Hits (1.3%)

Google |344 Hits (0.8%)

WhatsApp 314 Hits (0.7%)

Generic-Web-TLS-1.2 255 Hits (0.6%)

Valve-Steam 241 Hits (0.5%)

Microsoft-Office-365 217 Hits (0.5%)

Figure 11. A report of top applications based on amount of transferred traffic. Report taken from a
Forcepoint Network Security Platform monitoring a leisure network on 16th March 2024.

corresponding ports.

Most network security solutions offer identification for a set of common web
services. They usually do not, however, have an individual network application for
every existing host name and less-used service. This can typically lead to a situation
where a part of the observed network traffic will always remain as unknown, or only
have a protocol level identification. An example of this can be seen in figure 11. The
figure is a screen capture of a top application report taken from a Forcepoint Network
Security Platform which has been installed at the border of a small leisure network.
It can be seen that a part of the traffic has only been identified based on the protocol
as Generic-Web-TLS-1.2.
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Top URL Categories

Internet Radio and TV N .10k Hits (93.6%)

Information Technology 333 Hits (2.8%)
Web Infrastructure 151 Hits (1.3%)
Collaboration - Office 72 Hits (0.6%)
Education 53 Hits (0.4%)

Search Engines and Portals ‘48 Hits (0.4%)
Internet Communication 34 Hits (0.3%)
Social Networking 31 Hits (0.3%)
Business and Economy 10 Hits (0.1%)

Hosted Business Applications 7 Hits (0.1%)

Figure 12. A report of top URL categories based on amount of transferred traffic. Report taken
from a Forcepoint Network Security Platform monitoring a leisure network on 16th March 2024.

4.2 URL Categorization

As mentioned in section 4.1, the network applications typically do not cover all web
hosts but focus on the most common ones. The concept of URL categorization is
close to the concept of web type network applications, as it also focuses on web traf-
fic. However, when categorizing a URL the exact service such as the exact social
networking site is often not considered a category. Instead, the site will be catego-
rized as a social networking site along with other similar sites. This provides the
administrator with a broader scope of defining what type of traffic is permitted and
what is not. And, contrary to the concept of network applications, the purpose of
URL categorization often is that every host and URL has some kind of category
assigned to it. URL categorization services are typically offered as cloud services.

URL categorization is usually first made based on the host name, after which a
more granular categorization can be made when the full path is seen. This permits a
high-level categorization to be available for HTTPS traffic even if decryption is not
performed, but a more specific category can be given if the traffic is decrypted, and
the full path can be seen. As an example, LinkedIn is a social media platform targeted
for employed people who either wish to expand their work network or are looking
for new positions, accessible by URL https://linkedin.com. Linkedln also provides
a learning platform with video courses for a variety of topics, which at the time of
writing is accessible by URL https://linkedin.com/learning. As both reside under
the host name linkedin.com, without decryption the two services will both receive
a categorization based on the functionalities of LinkedIn, most typically related to
social media. But if the traffic is decrypted and the path is observed to be /learning,
the category may be changed to something related to learning instead of social media.
The difference may be crucial, as many organizations may wish to prevent access to
social media but might wish to permit improving your work-related skills through a
learning platform.

Figure 12 shows a screen capture of a report of top URL categories taken from a
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Forcepoint Network Security Platform monitoring a leisure network. It demonstrates
how the URL categories remain on a higher level than the network applications. The
report can be compared with figure 11 which shows an application report from the
same period.

In addition to the URL, URL categorization is typically made based on other
information as well. This includes information in the headers and the contents of the
site. If a URL categorization service does not have a categorization yet for a new site,
it may visit it and apply real-time categorization based on what it sees. In addition,
URL categorization services often integrate into other services that complement the
categorization, such as intrusion detection databases, to better categorize malicious
sites.

4.3 Identifying the Endpoint Application

Identifying either the client- or server-side endpoint application based on network
traffic is not a common feature in network security solutions. Most network security
solutions that do threat detection and traffic identification have some level of HTTP
User-Agent parsing [80; 81; 82]. A few vendors have also implemented more ad-
vanced methods [18; 83]. Still, the ability to identify endpoint applications based on
network traffic has mainly remained an academic curiosity. The academic research
on the topic has been covered in chapter 2. In this section we provide a higher-level
introduction to the concept.

In the context of this dissertation, the term endpoint application refers to a soft-
ware component that communicates with other software components over a network.
In a modern operating system there are numerous endpoint applications that are con-
stantly making network connections, with or without an interaction from a user. A
user may for example use a web browser for surfing various web sites, in which case
the web browser is the endpoint application. In the background other endpoint ap-
plications are also making network connections, such as resolving the IP addresses
of the web sites being accessed, checking for software updates, and sending teleme-
try. And at the other end of each of these network connections is another endpoint
application - the server-side software component which either delivers the requested
content or receives and processes the information sent to it.

In this section we introduce a few methods of identifying the endpoint application
based on network traffic from the perspective of a network security solution. We first
introduce and consider the HTTP User-Agent header field in subsection 4.3.1. We
then dive into hash fingerprinting algorithms, a core topic in this dissertation, in
subsection 4.3.2. Lastly, we go through active methods of gaining awareness of the
endpoint application in a high level in subsection 4.3.3.
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GET /online/ HTTP/1.1

Host: brightwholeserenekiss.neverssl.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/122.0.0.0 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/
webp, image/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.7
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,fi;q=0.8

Figure 13. An HTTP GET request showing a User-Agent from Chrome version 122.0.6261.128 on
a Linux-based operating system.

4.3.1 HTTP User-Agent Field

With some network protocols it is easier to identify the endpoint application based
on network traffic. The HTTP protocol is a prime example. Prior to the encrypted
TLS protocol becoming the main transport method for web content, web traffic was
transported as plain text HTTP. The HTTP protocol contains a request header field
called User-Agent, which provides information about the endpoint application orig-
inating the HTTP request [3]. Thus, identifying the endpoint application from plain
text HTTP is as simple as searching for specific strings from the contents of the
User-Agent header. An example HTTP request showing a User-Agent from Chrome
version 122.0.6261.128 on a Linux-based operating system can be seen in figure 13.

Since the use of plain text HTTP has almost entirely been overtaken by encrypted
HTTPS [36], the User-Agent field is not as useful for identifying the endpoint appli-
cation based on network traffic as it used to be. Now the network connection needs
to be decrypted before the User-Agent can be seen. This limits its use cases, as not
all traffic can be decrypted, and some functionalities of a network security solution
require that the identification is made from the first observed data packet. An obvi-
ous example is that the decision whether to decrypt the traffic or not cannot be made
based on this information, as receiving the information requires that the decision to
decrypt was already made. In addition, the ability to identify the endpoint application
already from the first data packet enables a network security solution to terminate the
connection before any data has been transferred between the client and the server or
make the decision to route the connection via another route.

4.3.2 Hash Fingerprinting Algorithms

The concept of hash fingerprinting algorithms was first introduced with the JA3 hash
fingerprinting algorithm in 2017. The JA3 algorithm is intended for fingerprinting
TLS clients, and further detailed in the following subsection. Since the publication
of JA3, more algorithms were proposed for other protocols that followed a similar
structure as the JA3 algorithm. In this dissertation the term hash fingerprinting al-
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Protocol handshake A BlBZB3 CD E1E2 F G

Select suitable parameters \ \

Pre-hash string A,Bl'Bz'Bg, D; E1'E2;F

Calculate MD5 hash ‘

Hash fingerprint <abcdef012345>

Figure 14. A high level visualization of a generic hash fingerprinting algorithm, from publication V.

gorithm is used when referring to the algorithms that follow this general structure.
The structure that the hash fingerprinting algorithms follow will first be introduced
here, and then further details will be given about the various algorithms proposed for
different protocols.

For a network protocol to be a good candidate for a hash fingerprinting algorithm,
it needs to have an initial handshake phase where the client and the server side agree
upon a set of features and settings that they follow during the rest of the network
connection. The supported features and the proposed settings, or the order in which
they are presented, usually vary from one protocol implementation to another. The
idea behind the hash fingerprinting algorithms is that by collecting these values from
the handshake into a string and taking an MDS5 hash of it, it is possible to generate
unique fingerprints that can be used for identifying different implementations of the
particular network protocol.

The purpose is to find a set of significant and distinctive parameters from the
protocol handshake message. Depending on whether the purpose is to fingerprint
a client or a server, the handshake message sent by the respective side is targeted
by the algorithm. The values for these parameters are collected from the handshake
message. There can be a different number of values proposed for different parame-
ters: some parameters may permit more than one value, and sometimes an endpoint
application might leave one parameter empty or completely out of the handshake
message. Once the values have been collected, they are concatenated into a string,
in an order predetermined by the particular hash fingerprinting algorithm. With most
hash fingerprinting algorithms, the string is formed as follows: values for different
parameters are separated by a comma, and multiple values for one parameter are
separated by a dash. Some of the algorithms follow a slightly different notation, but
all algorithms concatenate the calculated values into a string. In this dissertation,
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this string is referred to as the pre-hash string. Once the pre-hash string has been
formed, an MD5 hash is calculated from it, which comprises the final fingerprint and
is the source for the high-level naming of these algorithms. The generic process of
generating a hash fingerprint is visualized in figure 14.

JA3 Hash Fingerprinting Algorithm

The JA3 algorithm was the first algorithm to use the hash fingerprinting algorithm
structure, and thus the first to introduce the hash fingerprinting algorithm concept for
fingerprinting the endpoint applications. The algorithm was invented by Salesforce
employees John B. Althouse, Jeff Atkinson and Josh Atkins, and published as open
source in Github in 2017 [11]. Since then, the algorithm has been integrated into
many network security solutions and tools, including Wireshark, a popular network
packet analyzer tool [84].

The concept of fingerprinting TLS clients, which acted as the inspiration for
the JA3 hash fingerprinting algorithm, came from a conference presentation by Lee
Brotherston in 2015 [10]. In the presentation Brotherston introduced a set of tools
which either sniffed a network or parsed an existing packet capture file for TLS Client
Hello packets and collected certain information from them to identify the client ap-
plication. The tools were able to export the fingerprints in C programming language
structures or regular expressions to be used for further purposes. The presentation
raised a lot of interest, but perhaps due to its dependency on specific software, it has
not seen wide adaptation.

The Salesforce employees took this concept and created a more generic structure
for presenting the information. They named the outcome JA3, which most likely
originates from the three inventors’ repeated initials. They did also publish tools
for generating the JA3 fingerprints, but as the structure of the fingerprinting algo-
rithm was the main publication, it did not require that the tools be used. Instead, it
was possible to implement the fingerprinting algorithm into other solutions without
integrating the tools.

The JA3 hash fingerprinting algorithm collects the following information from a
TLS Client Hello packet: the used TLS version, a list of cipher suites that are listed as
supported by the client, a list of extensions that are present in the Client Hello packet,
a list of supported groups and a list of supported elliptic curve point formats. The
concrete functionality of each of these fields is not relevant in this context, as only
the numeric value for each field is used for the fingerprint. The values are collected
into the pre-hash string in the following order: version, cipher suites, extensions,
supported groups, elliptic curve point formats. The final JA3 fingerprint is then
generated by taking an MD5 hash from this string. Figure 15 shows a screen capture
from Wireshark of a captured TLS Client Hello packet, generated using OpenSSL.
After the information collected from the TLS Client Hello packet, the screen capture
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v~ Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)

Length: 254

Version: TLS 1.2 (0x0303)

Random: 6462085afb226dedba7fed220dcd114c00492b23d9b72de®39b1c9397ad3f888
Session ID Length: 32

Session ID: ec@259ef316d492fcefb92d6cc8bd82f2chd50bc2a7dd70ffc5ce5ff60607aca
Cipher Suites Length: 8

Cipher Suites (4 suites)

v

Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 173

v

Extension: server_name (len=20)
Extension: ec_point_formats (len=4)
Extension: supported_groups (len=22)
Extension: session_ticket (len=0)
Extension: encrypt_then_mac (len=0)
Extension: extended_master_secret (len=0)
Extension: signature_algorithms (1len=42)
Extension: supported_versions (len=5)
Extension: psk_key_exchange_modes (1len=2)

N e V]

Extension: key_share (1len=38)
[JA3 Fullstring: 771,4866-4867-4865-255,0-11-10-35-22-23-13-43-45-51,29-23-30-25-24-256-257-258-259-260,0-1-2]
[JA3: f146948b4a599d4d7ddf071b74696983]

Figure 15. A screen capture of a TLS Client Hello packet from Wireshark, showing the JA3
fingerprint.

also shows the JA3 pre-hash string generated by Wireshark (as JA3 Fullstring), and
the final JA3 fingerprint.

Since its publication, the JA3 hash fingerprinting algorithm has become a popu-
lar tool for network security analysts. As mentioned, the algorithm has been imple-
mented in many network security solutions and tools. Public databases have been
created for collecting JA3 fingerprints [85] and network security solutions support
it [83]. In addition, they have become a useful addition when listing indicators of
compromise information, or /OCs [86].

Other Hash Fingerprinting Algorithms

After the JA3 hash fingerprinting algorithm was published by Salesforce, more re-
searchers became interested in the concept and proposed algorithms for other proto-
cols that followed the same structure. Over the next few years, the field was active
and the following hash fingerprinting algorithms were proposed:

SSH client and server: HASSH and HASSHServer. A bit over a year after the pub-
lication of the JA3 algorithm, in 2018, another Salesforce employee Ben Rear-
don published hash fingerprinting algorithms for identifying SSH clients and
servers, called HASSH and HASSHServer respectively [12]. Both fingerprints
are generated based on the SSH_MSG_KEXINIT message, sent in clear text by
both the server and the client, and their structure is in essence identical. The
values collected from the SSH_-MSG_KEXINIT message by the algorithms are
the list of supported key exchange methods, list of acceptable encryption algo-
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v~ Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 151
Version: TLS 1.2 (0x0303)
Random: 61239367695b8683eefc8ee9e79140a668805949aaf2b2cced42bb320f4bbed23
Session ID Length: 32
Session ID: 3409cfbd67d778d3dadc2617bc075f1003d2bdb44fd5091551a16ee425f175a8
Cipher Suite: TLS_AES_256_GCM_SHA384 (0x1302)
Compression Method: null (©)
Extensions Length: 79

>~ Extension: supported_versions (len=2)

>~ Extension: key_share (len=69)
[JA3S Fullstring: 771,4866,43-51]
[JA3S: 15af977ce25de452b96affa2addb1036]

Figure 16. A screen capture of a TLS Server Hello packet from Wireshark, showing the JA3S
fingerprint.

rithms, list of acceptable MAC algorithms and list of acceptable compression
methods. When forming the pre-hash string for HASSH and HASSHServer,
multiple values in any of the lists are separated with a comma, and the lists
themselves are separated by a semicolon. With HASSH and HASSHServer,
the values are collected into the pre-hash string in the following order: key ex-
change methods, encryption algorithms, MAC algorithms, compression meth-
ods. The final fingerprint is, again, formed by taking an MDS5 hash from the
pre-hash string.

TLS server: JA3S. In January 2019 the inventors of the JA3 hash fingerprinting al-
gorithm introduced JA3S, which was intended for fingerprinting TLS servers
[87]. The syntax was similar to the JA3 algorithm, but the information avail-
able in the TLS Server Hello message is more limited than what is available in
the TLS Client Hello message. The JA3S algorithm collects the following in-
formation from the TLS Server Hello message: the version, the selected cipher
suite, and the list of extensions present in the message. The pre-hash string for
JA3S is formed in the following order: version, cipher suite, extensions. Since
its release, the inventors of the JA3S fingerprint have noted that the JA3S hash
fingerprinting algorithm is not as useful as the JA3 algorithm as one server can
generate so many variations of the collected values depending on what the ini-
tial TLS Client Hello message had. Nevertheless, the JA3S algorithm has also
been implemented in many network security tools, like Wireshark. Figure 16
shows a screen capture from Wireshark with a captured TLS Server Hello mes-
sage sent by the web page for University of Turku, where the JA3S pre-hash
string (referred to as the JA3S Fullstring) and the final JA3S fingerprint are
also shown, generated by Wireshark.

37



Jenny Heino

RDP client: RDFP. In the summer of 2019 an independent researcher, Adel Karim-

ishiraz, published a hash fingerprinting algorithm for fingerprinting RDP clients,
called RDFP [14]. The RDFP hash fingerprinting algorithm collects the needed
information from several data blocks sent during the setup phase. It first col-
lects information about the client’s major and minor versions from the Client
Core Data block. Next, the Client Security Data block is parsed, and the en-
cryption methods are collected, as well as the extEncryptionMethods from the
clients using the French locale. Then, the Client Cluster Data block is pro-
cessed, and the cluster flags are collected. Finally, the Channel Definition
Structure in the Client Network Data block is processed, and the channel op-
tions are collected. The values are added to the RDFP pre-hash string in the
following order: major version, minor version, cluster flags, encryption meth-
ods, extEncryptionMethods, channel options. The RDFP hash fingerprinting
algorithm follows the typical hash fingerprinting structure, where the values
for different parameters are separated by a comma, and several values for the
same parameter are separated by a dash. The MDS5 hash taken of the pre-hash
string forms the final RDFP fingerprint.

gQUIC client: CYU. In August 2019, soon after the publication of the RDFP algo-

rithm, another hash fingerprinting algorithm was released by Salesforce em-
ployee Caleb Yu. The algorithm was called CYU, and it was intended for
fingerprinting the gQUIC, or Google QUIC, protocol [13]. At this time, there
was no official RFC version of QUIC, and the preliminary version of the QUIC
protocol was the mainly used one. It was fairly different from the current RFC
version of QUIC [88], and CYU does not work on the RFC version. However,
the RFC version of QUIC heavily uses TLS, and the JA3 hash fingerprinting
algorithm works for it. The CYU algorithm collects the version and the list of
tags included in the client hello message of a gQUIC connection. The pre-hash
string for CYU is formed as version, tags. CYU also follows the typical hash
fingerprinting algorithm structure, where the version is separated from the tags
by a comma, and the different tags are separated from each other by a dash.

DHCEP client: KYD or DHCPFP. Also in August 2019 another hash fingerprinting
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algorithm was published by independent researcher Fatema Bannatwala [89].
It was called KYD or DHCPFP and was intended for fingerprinting DHCP
clients. The DHCPFP algorithm collects the options presented by the client
in the parameters list of a DHCP request, and the pre-hash string is formed
by separating the collected options by a comma. The DHCPFP fingerprint is
then received by taking an MDS5 hash of the pre-hash string. The researcher
suggested that the best use case for DHCP fingerprinting was for organizations
to collect a fingerprint database of the devices in their network, which can then
be used as a list of trusted devices.
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Field

2 endpoint Application

2 endpoint Operating System
E Event

B Executable MD5

2} Executable Name

2 Executable Original Name
E! Executable Product

B! Executable SHA256

E Executable SHA512

2 Executable Signer

2 Executable Signer Status

E Executable Version

Traffic Identification

Value

© Google Chrome

Windows 10

Connection report
0822db3a42f6f403e02¢c1550cf7ff985
CHROME.EXE

chrome.exe

Google Chrome
0dcOb33ef307de3d2750911e965c410c0ff96957e94be621d...
70fcae49bf54e0f4d11ad32f19cf7d18d4b86b096fe28c302d...
Google LLC

Signature check succeeded

123.0.6312.86

Figure 17. Example endpoint metadata from Forcepoint Network Security Platform.

SMB client: SMBFP. In May 2020 another independent researcher, Michael R. Tor-
res, published a hash fingerprinting algorithm for fingerprinting SMB clients
[15]. The algorithm was called SMBFP and it remains at a very preliminary
stage. The work has not been continued since its release. The following fields
are, however, mentioned as collected by the algorithm: the list of versions sup-
ported by the client, the maximum supported buffer size, the maximum amount
of simultaneous SMB commands, the OS of the client, the client’s LAN man-
ager type, the primary domain, Unicode support and the support for read-only
opportunistic locking.

4.3.3 Active Methods

The methods for identifying endpoint applications introduced thus far have been pas-
sive, meaning that no interaction with the protected endpoint is needed to gain the
information. In addition to passive identification methods, there are also active meth-
ods that can be used for gaining information about the endpoint application. In this
subsection the most relevant active methods in the context of a network security solu-
tion are explored. These methods either require an additional software component to
be installed on the protected endpoint, active interaction with the protected endpoint,
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jenny@hal9001:~$ nmap -sV finite.group

Starting Nmap 7.80 ( https://nmap.org ) at 2024-04-03 17:36 EEST
Nmap scan report for finite.group (46.101.166.123)

Host is up (0.030s latency).

Not shown: 996 closed ports

PORT

STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.10 (Ubuntu Linux; protocol 2.0)

filtered smtp
filtered domain
open http lighttpd 1.4.35

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 8.37 seconds
jenny@hal9001:~$ ||

Figure 18. A screen capture of an active scan performed using nmap on a remote server.

or maintaining a separate asset database. Some of the methods can be very powerful,
but they cannot usually be applied on all protected devices due to their more invasive

nature.

Endpoint metadata. The most accurate approach for receiving information about

the endpoint application initiating a network connection is to receive trust-
worthy metadata from the endpoint itself. Some network security solutions
have implemented a feature which enables a protected endpoint to commu-
nicate with the network security solution [90; 91]. This can be achieved by
installing an additional software component on the protected device which is
able to send metadata to the network security solution about each network con-
nection. In this case, the network security solution does not have to guess the
endpoint application based on the network traffic - the endpoint reports what
the actual endpoint application is. Example endpoint metadata received by a
Forcepoint Network Security Platform about a network connection initiated by
the Chrome browser can be seen in figure 17.

Active scanning. Active scanning is the process of actively initiating connections

and making identifications based on the received information. Active scan-
ning can typically only be applied to server-side endpoint applications, as
forcing a client to start a network connection cannot generically be done in
the same way. But using active scanning, combined with server-side finger-
printing methods, can provide a good understanding about the protected server
endpoint applications. The most common and well-known active scanner is
Nmap [92]. Figure 18 shows an example scan performed using Nmap on a
remote server, which has SSH and HTTP servers installed.

CMDB. A configuration management database, or CMDB, is a database which con-
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tains details about an organization’s information systems. This information
can be as granular as to include what endpoint applications are installed on the
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User agent [0 Use browser default

Firefox — Windows X ]

Firefox 2
Firefox — Android Mobile
Firefox — Android Tablet
Firefox —iPhone
Firefox —iPad
Firefox — Mac

) Gecko/20100101 Firefox/70.0

Accepted Content- Googlebot
Encodings Googlebot
Googlebot Desktop
Googlebot Smartphone
Internet Explorer
Internet Explorer 11
Internet Explorer 10
Internet Explorer 9
Internet Explorer 8
Internet Explorer 7
Microsoft Edge
Microsoft Edge (Chromium) — Windows
Microsoft Edge (Chromium) — Mac o

Figure 19. A screen capture of the different User-Agent values that can be selected in a Google
Chrome web browser version 122.0.6261.128.

protected endpoints, although it is not a typical use case. If a CMDB included
this level of granular information, a network security solution could use it to
find out if the protected endpoint has a potentially vulnerable endpoint appli-
cation or not.

4.4 Spoofing the Traffic

The traffic identification methods presented in this chapter, especially the passive
methods, are prone to misuse as it is possible for a sophisticated attacker to modify
the traffic in a way which gets identified as something else. As easy as it is to use the
User-Agent to identify the endpoint application, it is similarly easy to provide a false
value for it. In fact, spoofing the User-Agent is a common feature in modern web
browsers [93]. Figure 19 shows example User-Agent values that can be selected in a
Google Chrome web browser version 122.0.6261.128 when accessing a web site.

This feature sometimes does have its uses. Certain web services may offer
slightly different content depending on which endpoint application, based on the
User-Agent string, is used for accessing the service. And because of this, certain con-
tent may only be reachable when using the right endpoint application, or by spoofing
the User-Agent. Because of this, the value in the User-Agent field is not something
that should be blindly trusted when performing endpoint application identification
based on network traffic.

In a similar way, it is possible for a HTTPS client and server to collaborate so
that the initial TLS layer shows that the traffic is something while the decrypted
HTTP traffic contains something entirely different. Based on the information avail-
able without decryption the client may seem to be accessing something permitted by
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the organization, while the server is actually offering something that is prohibited.
The Encrypted Client Hello extension for TLS provides a simple and efficient way
for implementing something like this [94]. A generic service provider can host var-
ious different services, such as news and gambling services. If the network security
solution does not decrypt the traffic, it can only verify what is shown to it on the TLS
layer, which in this case would be the host name of the generic service provider.

Spoofing the parameters listed by a hash fingerprinting algorithm and used for
identifying the client or the server endpoint application is trickier. The parameters
are typically something that the specific endpoint needs to support for the connection
to succeed. Adding support for a list of features needed for mimicking a specific
endpoint application may require a lot of resources. It is still possible to spoof these
values. This should be taken into account when considering what the information
can be used for, and how much trust should be applied to it.

One potential use for the endpoint application identification is to provide more
accurate identification of potential attacks by targeting the protection only for the
vulnerable endpoint applications. If some network connection then gets terminated
by a network security solution because the traffic contained a potential attack against
the endpoint application which the actual application was only pretending to be, the
produced false positive can be considered self-inflicted. As an example, a Google
Chrome pretending to be an Internet Explorer 11 might not be able to download
a file which might trigger a vulnerability in an Internet Explorer 11. This can be
considered an acceptable false positive. Of course, it is also possible for a Google
Chrome pretending to be an Internet Explorer 11 to download something that triggers
a vulnerability in Google Chrome, thus deteriorating the threat detection capabilities
of a network security solution. Because of this, an organization should not encourage
spoofing of the endpoint application.

The endpoint application identification can also be used for ensuring that re-
stricted resources are not accessed by unintended software components, such as for
enhancing a Zero Trust network architecture. When the identification is made based
on the network traffic alone, it needs to be understood that the information can be
spoofed. If the identified endpoint application is something that clearly should not
be permitted to access the resource, the connection can be dropped. But the identifi-
cation should not be used as a basis for reducing security features for the connection.
Similarly, changing the risk score of a network event should be considered well if the
endpoint application is identified purely based on network traffic. The risk score can
be raised if the identified endpoint application is something suspicious or unknown,
but lowering the risk score, and thus potentially lowering security features applied to
the connection, should not be done.

Despite the deficiencies mentioned above, the ability to identify various aspects
of network traffic introduces remarkable benefits for a network security solution. As
long as the shortcomings introduced here are properly addressed during feature im-
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plementation and access policy design, traffic identification provides the user with
significantly improved security capabilities. Especially the ability to identify end-
point applications and bringing endpoint awareness into the inspection process of
a network security solution is a feature which has been left for very little attention
among network security vendors considering its potential benefits.

This dissertation focuses on discovering the most efficient ways of identifying the
endpoint application in a network security solution and thus gaining endpoint aware-
ness in the traffic inspection process. The following chapter introduces five original
publications that comprise this dissertation and summarizes their key results. These
publications explore both existing methods introduced in this chapter as well as new,
novel methods of identifying the endpoint application. Finally, a methodology for
bringing endpoint awareness into the inspection process of a network security solu-
tion, entitled JAPPI, is introduced, which utilises clustering algorithms on the pre-
hash strings of hash fingerprinting algorithms.
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5 Summary of Key Results in Original
Publications

When making an inspection-based decision in a network security solution, any ad-
ditional context about the network connection can be valuable. It will provide the
network security solution with an improved ability to decide whether a security event
should be produced or if it can be silenced for that particular connection. With this
additional context, a network security solution can reduce the amount of false posi-
tive and false negative security events, providing better overall value for its users.

The objective of this dissertation was to identify ways of bringing endpoint
awareness into the inspection process of a network security solution. Focus was
on finding methods of identifying the endpoint applications of a network connection
and understanding how they should be integrated into the inspection process. In this
chapter we give a summary of the key research findings of the original publications
comprising the dissertation. We begin by providing a high-level summary of the
structure of the dissertation where we shortly describe each publication’s connection
to the rest of the research. We then go through each publication individually, provid-
ing an outline of its contents, followed by its contributions and how it correlates to
the research questions we formulated in section 1.2. We also describe future research
that each publication introduces.

5.1 Research Structure

The research consists of six publications, which we will hereon refer to using roman
numerals. Publication I is a patent filed for a novel method of identifying unknown
traffic. This first publication brought forward the need of a better understanding of
other existing methods for identifying unknown traffic, especially of gaining a better
awareness of the endpoint which originated the network connection. Publication II
answered to this need by providing a thorough study of existing research on the topic
of gaining endpoint awareness in a network security solution, as well as a review of
current implementations in network security solutions. Based on the study, publica-
tion III selected one topical method, hash fingerprinting algorithms, and introduced
a method for adding endpoint awareness into the inspection process of a network
security solution based on these algorithms.

After the method was published, it started to become clear that the final step of
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the hash fingerprinting algorithms, taking the MD5 hash of the pre-hash string, was
making the algorithms less useful. This step caused all information contained in the
pre-hash string to be lost, and even minimal variations in the pre-hash string caused
the final fingerprint to be entirely different. This was addressed in publication I'V.
This publication indicated that these weaknesses in the pre-hash algorithms could be
bypassed by removing the final step of the algorithms and using the original pre-hash
strings instead. This provided a ground for experimenting with machine learning for
improved identification, which was done in publication V.

After publication V, the Chrome browser introduced an update which random-
ized the order in which the TLS Client Hello extensions were presented during the
TLS handshake [2]. This update made the risk brought forward by publication IV
a reality - in practice it was now impossible to fingerprint the Chrome browser as
each connection produced a different MD5 hash. Since publication V demonstrated
that machine learning provided superior results when using the pre-hash string of
the hash fingerprinting algorithms, the final publication VI formulated an improved,
novel methodology for gaining endpoint awareness in a network security solution
using unsupervised machine learning on the pre-hash strings. This publication also
presented an experiment on two different real life network environments and showed
that the methodology was efficient in providing endpoint awareness.

5.2 Publication I: Identification of unknown traffic based
on transport layer security extensions

Publication I is a patent filed for defining how the information in TLS extensions
can be used for identifying previously unknown traffic. The original problem which
introduced the need for the patented solution was the presence of traffic where only
the protocol was known, but no additional information or context was available. This
kind of traffic ends up in practice being categorized as unknown in a network secu-
rity solution. The problem was especially emphasized with TLS traffic, which at
that point comprised by far the largest portion of internet traffic. With TLS it was
observed that in some cases a considerably large portion of the network traffic was
left identified as unknown TLS.

When further considering the issue, it was recognized that the TLS extensions
included in the protocol handshake procedure often contain useful additional infor-
mation about the source endpoint. As an example, the Next Protocol Negotiation ex-
tension or NPN, and the Application Layer Protocol Negotiation extension or ALPN,
provide information about the protocol that will be used inside the encrypted TLS
layer. This often provides an indication whether the TLS connection is a web con-
nection, such as a human browsing the internet using a web browser, or something
else, such as a script fetching information using an API. This kind of additional in-
formation about the network connection can be very valuable when making security-
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based decisions or actions in a network security solution. An example of how this
can be done in a network security solution is presented in figure 20.

| RECEIVE CLIENT HELLO MESSAGE |

YES EXT PROTOCO!

NEGOTIATION?

ADD VALUES TO APPLICATION
LAYER PROTOCOLS

206 |

YES APPLICATION LAYER
PROTOCOL NEGOTIATION? e

ADD VALUES TO APPLICATION NO
LAYER PROTOCOLS

210 l

NO YES
SECURE?

NO

i SET SECURE = FALSE 1
214 I

FIGURE 2 200 4

Figure 20. An example procedure of processing a TLS Client Hello message as described in
publication I.

The concept has since been implemented in the Forcepoint Network Security
Platform, which at the time of writing uses this information for better categorization
of unknown TLS traffic. Currently the information is used for separating unknown
web traffic from other unknown TLS traffic. The concept has been proven in real
life environments to provide an improved ability to decide whether the traffic should
be processed further, for example by a web proxy, or potentially discarded. Other
potential use cases have also been identified and are under consideration for future
improvements.

5.2.1 Contribution and Future Work

This publication introduced a novel method of receiving additional information about
a previously unknown TLS connection. It provided an initial answer for research
question RQ1. It also highlighted the need for additional research on potential meth-
ods of gaining more information about the network connection. By introducing the
ability to separate web traffic from non-web traffic, this publication provided an ini-
tial spark for the research of finding ways to introduce a better endpoint awareness
into the inspection process of a network security solution. This publication also

46



Summary of Key Results in Original Publications

brought a concrete real-life benefit by presenting something that has since been im-
plemented in a commercial network security solution.

5.3 Publication II: Study of methods for endpoint aware
inspection in a Next Generation Firewall

Publication II is a journal article written as a review of literature and current state of
the art. It performs a literature review of various methods for gaining information
about an endpoint in a network security solution, exploring both historical and more
recent methods. The various methods are separated into passive and active methods.
The taxonomy of the considered methods is shown in figure 21.

Endpoint application identification

‘ Passive ‘ ‘ Active ‘

\ \ \ ‘ \ [ \ ‘ \

‘ TLS H HTTP H QUIC HHash Fingerprinting‘ ‘Scanning HCMDBH Metadata HInjection‘

JA3 JA3S
Network app

RDFP

Figure 21. Endpoint application identification taxonomy as covered in publication II.

An active method requires that an active component be involved in the process
of gaining endpoint awareness, be it a network scanner, a CMDB, or an external
component installed on each protected endpoint. Out of these methods, the external
component installed on a protected endpoint provides the most accurate method for
gaining awareness of the endpoint applications. Such a component can for example
let the network security solution know the original endpoint application of every net-
work connection initiated by the endpoint. The downside is that such an approach
requires that each protected endpoint device is in full control of the network admin-
istrator. In many network setups this cannot be achieved - bringing personal devices
into the network may be allowed, and some endpoints in the network may even be
temporary virtual environments that are only used for a limited period of time.

A passive method is something that does not need any additional interaction be-
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tween the network security solution and the protected endpoint - the method can be
applied purely based on the observed network traffic. Several different passive meth-
ods were identified during the study. The concept of hash fingerprinting algorithms
rose up as the most prominent method. These algorithms were considered topical,
and the first hash fingerprinting algorithm, JA3 which is intended for fingerprinting
TLS clients, had gained popularity among the security research community.

In addition, the publication examines existing implementations of the various
methods of introducing endpoint awareness in current NGFW products. Five promi-
nent NGFW vendors were selected for the review, and the methods supported by
each vendor were listed. Only publicly available information was used for the re-
view, and thus it was left partially unclear how well each feature was integrated into
the inspection process of the products.

5.3.1  Contribution and Future Work

This publication provided a comprehensive understanding about the current status of
providing endpoint awareness in both academic research and state-of-the-art imple-
mentations of Next Generation Firewalls. It provided a more thorough answer for
research question RQ1. Publication II highlighted which methods seemed the most
topical and provided the most fruitful ground for future research. In particular, it
suggested that despite being potentially the most powerful tool for gaining endpoint
awareness in an NGFW, active methods can often not be used to cover the entire
protected network. This led the research to focus more on the passive identification
methods. Out of the passive methods this publication brought into light the concept
of hash fingerprinting algorithms, which were identified as a highly topical area for
research and the most interesting method for gaining awareness of the endpoint.

5.4 Publication IlI: A Method for Endpoint Aware
Inspection in a Network Security Solution

Publication III is a journal article detailing a method for integrating endpoint aware-
ness into the inspection process of a network security solution. The method utilises
a trusted subset of the protected endpoints, called the Source, to collect hash finger-
prints and endpoint metadata about each suitable network connection. This informa-
tion is stored in a database so each hash fingerprint can be mapped to all endpoint
applications that have produced it. After a pre-determined period of time of popu-
lating it, the database will start to be utilised by the network security solution on the
entire protected network, called the Target. When the network security solution sees
a connection from an endpoint which does not belong to the Source, it calculates the
hash fingerprint from the connection and compares it to the database. If the database
contains entries where one or more endpoint applications have been seen to produce
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Figure 22. A visualization of the utilisation of the method from publication IlI

the same hash fingerprint, the network security solution can assume that the network
connection has been produced by one of these applications, and the information can
be further utilised in the inspection process. A visualization depicting how a NGFW
should utilise the database on the entire Target network is shown in figure 22.

In addition to formulating the method, this publication contains a small-scale
Proof of Concept experiment to validate the method. A small network segment con-
taining endpoints with Windows and Linux based operating systems was monitored,
and two Windows machines were selected as the initial Source. The database was
first populated for two weeks, after which the database was utilised on all traffic. Af-
ter this period the accuracy of the method was assessed by verifying if the database
contained the hash fingerprints observed during the utilisation period. It was ob-
served that the coverage of the database was perfect for all connections produced
by the Windows machines where the endpoint application was also installed on the
Source machines when the database was being populated. In addition, the cover-
age of the connections from the Linux machines was surprisingly good when the
endpoint application was also installed on the Source machines, despite the Source
machines using a different operating system.

As part of the experiment, a false positive test was also conducted. In this test, a
set of sample files were accessed from one machine using the Firefox web browser.
The sample files contained exploits against certain versions of Internet Explorer, Mi-
crosoft Outlook, and Android native web browser, but did not pose any risk for the
Firefox web browser. The false positive test demonstrated that without using this
method, the NGFW terminated the downloads. It also showed that had the method
been utilised by the inspection process of the NGFW, the endpoint application would
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have been identified as something that was not at risk, and the download would have
succeeded.

5.4.1 Contribution and Future Work

This publication introduced a novel method of bringing endpoint awareness into a
network security solution without the need of installing an external component on all
monitored endpoints. It provides an answer for research question RQ3. It includes a
small-scale proof of concept experiment which demonstrated promising results. The
experiment was, however, very light weight, and thus left room for a future publi-
cation where the effectiveness of the method is validated on a larger scale. These
results from the experiment did, however, indicate that the same endpoint applica-
tion can produce the same hash fingerprint on different operating systems, and thus
that the method may be useful even in cases where all operating systems used in the
Target are not covered by the original Source.

5.5 Publication IV: On Usability of Hash Fingerprinting
for Endpoint Application Identification

Publication IV is a conference research paper. It addresses an issue with the hash
fingerprinting algorithms which was identified after publication III. Publication IV
notes that the information presented in the pre-hash string, which contains a list
of the parameter values presented by the endpoint during the handshake process,
is considerably more valuable than the final MD5 hash taken from it. In addition, it
argues that taking the MD5 hash does not provide any considerable benefit over using
the pre-hash string, but instead leaves the hash fingerprinting algorithms vulnerable
for attacks such as randomizing the order of the parameter values, which could make
them nearly useless. An example of the process of a hash fingerprinting algorithm,
in this case the JA3 algorithm for fingerprinting the TLS Client Hello message, is
shown in figure 23.

The publication includes a small example demonstrating the issue. Sample pre-
hash strings and hash fingerprints are collected from four endpoint applications, two
samples from each. The pre-hash strings produced by the same endpoint application
are seen to be very close to identical, adding or removing one value from the string,
but the MDS5 hashes taken from the pre-hash strings are entirely different, losing
all information about the closeness of the original values. In addition, the pre-hash
strings produced by two different endpoint applications that are known to use the
same underlying TLS library are seen to be similarly close to identical, with one
sample being exactly the same between Google Chrome and Microsoft Edge.
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- Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 508

Version: TLS 1.2 (0x0303
Random: 8a2967070e37c021c04150756491e9001d97c9f dcabee5ae10p118a089dd4089
Session ID Length: 32

6989957 20236546: rod4

Session ID

Cipher Suites Length: 32

1L pressase et oL g JA3 Pre-hash string:

L Comrasticnathith (2 moesod 771, 4865-4866-4867-49195-49199-49196-49200-
| ensions s (GRN393—52392—49171—49172-156-157-47-53,o-23-
> Extension: extended_master_secret (len=0) 65281-10-11-35-16-5-13-18-51-45-43-27-17513~
> Extension: renegotiation_info (len=1) 21’29_23_24’0

> Extension: supported groups (len=10)
> Extension: ec_point formats (len=2)

> Extension: session ticket (len-0) A3 fingerprint:

> Extension: application layer_protocol negotiation (len=14)
> Extension: status_request (len=5) cd08e31494£9531£560d64c695473da9
> Extension: signature_algorithms (len=18)

> Extension: signed certificate timestamp (len=e)

> Extension: key share (len=43)
> Extension: psk_key_exchange_modes (len=2)
> Extension: supported_versions (len=11)

> Extension: compress_certificate (len=3)
> Extension: Unknown type 17513 (len=5)

> Extension: Reserved (GREASE) (len=1)

> Extension: padding (len=192)

Figure 23. A screen capture from Wireshark showing a TLS Client Hello message and
demonstrating how a JA3 hash fingerprint is formed, from publication IV

5.5.1 Contribution and Future Work

This publication brings light to the issue with the final step of the hash fingerprinting
algorithms: taking the actual MDS5 hash of the pre-hash string, which contains a lot
of valuable information about the connection. It provides an initial answer for RQ2.
The publication suggests that the last step should be left out, and the pre-hash string
should instead be stored and used for analysis. The publication suggests that the
pre-hash strings could be used as a basis for future research, where machine learning
techniques could be applied on the values contained in the pre-hash string.

5.6 Publication V: Categorizing TLS traffic based on
JAS pre-hash values

Publication V is a conference research paper. Building upon the arguments made in
publication IV, publication V explores utilising two different machine learning meth-
ods, K-Means and LDA, on the pre-hash strings of the JA3 algorithm. The approach
is conceptually different with these two algorithms, but both algorithms are widely
used in their own field. Despite focusing on the JA3 algorithm, the methods used in
this publication could be utilised with any of the hash fingerprinting algorithms.
With K-Means the distance between two pre-hash strings is calculated using the
Levenshtein distance algorithm with small modifications made to it to suite the pur-
pose. The process of calculating the modified Levenshtein distance between two pre-
hash strings is presented in figure 24. Using this approach, the order in which the
values are presented by the endpoint in the original handshake message, and thus in
the pre-hash string, is significant. K-Means clustering is performed on the collected
pre-hash strings to find clusters among the values, and each cluster is considered one
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Figure 24. Levenshtein distance between two JA3 pre-hash strings, as presented in publication V

category.

With LDA the approach is different. Each pre-hash string is considered a docu-
ment, and each value listed in the pre-hash string is considered a word. The values in
the pre-hash string are first separated into a bag-of-words model and topic modeling
using LDA is performed on it. With LDA the order in which the values are presented
in the pre-hash string does not matter. Each found topic is considered a category with
this approach.

The models were built and validated on samples collected from a small, con-
trolled leisure network over a period of three months. Both machine learning meth-
ods produced convincing results, but it was again visible that endpoint applications
using the same underlying TLS library were categorized similarly by both methods.
The Levenshtein distance algorithm was further utilised in a small experiment where
parts of the pre-hash string were presented as two-dimensional Cartesian coordinates
by calculating the distance from origo. This visualization was able to demonstrate
that the clusters found using K-Means could be visualized in multidimensional space.

5.6.1 Contribution and Future Work

This publication explores using two different machine learning methods on the pre-
hash strings of a hash fingerprinting algorithm. The publication demonstrates that
both methods have potential in identifying the endpoint applications based on the
pre-hash strings, providing an answer for research question RQ2. The experiment
remains superficial due to the small sample size, and thus leaves room for a more
extensive experiment.
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5.7 Publication VI: JAPPI: An unsupervised endpoint
application identification methodology for improved
Zero Trust models, risk score calculations and threat
detection

Publication VI is a journal article detailing a novel methodology for identifying end-
point applications from network traffic using unsupervised learning, and thus intro-
ducing endpoint awareness into a network security solution. This publication builds
upon the findings published in publications IV and V and utilises the pre-hash strings
of the hash fingerprinting algorithms instead of the original hash fingerprint. The
publication details a methodology called JAPPI, which specifies steps for building
and utilising a JAPPI model. A visualization of the methodology is presented in
figure 25.

A Source is first established, containing a set of trusted endpoints with the ability
to report pre-hash strings and endpoint application metadata about each new net-
work connection initiated by the endpoint. This information is then collected into
a database over a pre-determined period of time. After this time, a JAPPI model
is formed by finding clusters among the collected pre-hash strings, using a suitable
clustering algorithm. The paper uses two suitable algorithms, K-Means and DB-
SCAN, but does not leave out the possibility of using another algorithm.

After the clusters have been found, the collected endpoint application metadata
will be used for adding labels to the clusters, providing information about the end-
point applications producing the pre-hash strings included in this cluster. A primary
label can also be manually added to a cluster, for example indicating the underlying
TLS library which all these endpoint applications share. One sample, a centroid, is
selected from each cluster to represent the cluster. After this, the model can be used
by a network security solution for categorizing other network traffic, which does not
provide endpoint application metadata for each connection. When a new suitable
network connection is seen, the pre-hash string should be calculated and its distance
to the centroids should be calculated. When the closest centroid has been found,
the associated cluster should be considered the identified JAPPI cluster for the con-
nection. While the current JAPPI model is being utilised on the whole protected
network, new data should constantly be collected from the Source, and the JAPPI
model should periodically be updated based on the new data.

As part of publication VI, a larger scale experiment was performed to verify how
well the methodology works in a real-life network environment. Two distinct net-
work environments were selected for the experiment. One network was a corporate
network, which contained a more controlled network profile. The other network
consisted of traffic from student housing dormitories. A subset of endpoints in the
corporate network was used as the Source because endpoint metadata was available
from these endpoints. Several JAPPI models were constructed based on pre-hash
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Figure 25. Visualization of the JAPPI methodology process from publication VI

strings and endpoint metadata collected from the Source using different clustering
methods, and the models were applied both on the rest of the corporate network as
well as on the student network. A model using our earlier method introduced in pub-
lication IIT was also constructed from the same Source, and the results of the different
models were compared.

After publication V, the Chrome browser released an update to randomize the
extensions in the TLS Client Hello message [2], which was raised as a potential risk
for the hash fingerprinting algorithms in publication IV. The deterioration of the pre-
vious model, caused to a large extent by this update, was clearly visible in the results
from our previous model, which was able to cover less than half a percent of the
traffic. On the contrary, the best JAPPI model, produced using DBSCAN, was able
to categorize over 99% of the corporate traffic with a Strong identification, meaning
that the distance to the closest centroid was less than 10. In addition, when applied to
the student network, the same model was able to categorize around 86% of the traf-
fic with a Strong identification. When also considering the Medium identifications
where the distance to the closest centroid was 10 or more but less than 20, the JAPPI
model was able to categorize almost 94% of the student traffic.

5.7.1 Contribution and Future Work

The publication introduced a considerably improved methodology for bringing end-
point awareness to a network security solution. It also performed a larger scale ex-
periment where its functionality was shown in two highly different network environ-
ments. Publication VI brings an answer for research question RQ3. The method-
ology has already been experimentally implemented in the Forcepoint Network Se-
curity Platform where its value has already been demonstrated with real traffic. The
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next step for future research would be performing a long-term experiment to see how
well the methodology can be maintained over a longer period of time. Another topic
for future research would be to experiment how well the methodology performs in
different types of network security solutions.
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6 Conclusion

Introducing endpoint awareness into the inspection process of a network security
solution can improve its functionality in many ways. If a network security solution
knows one or both endpoint applications of a network connection it can use the infor-
mation for making more accurate and better targeted security decisions. An accurate
assessment of the endpoint application can be achieved using an external component
on the protected endpoint which reports endpoint application information about each
network connection to the network security solution. This is not, however, always
possible to achieve in a protected network, which is why passive methods that do
not need any interaction with the endpoint are needed. By taking advantage of both
methods, it is possible to form a thorough system for gaining endpoint awareness in
a network security solution.

There are multiple benefits for a network security solution in the ability to iden-
tify one or both endpoint applications of a network connection. One prominent bene-
fit is the ability to produce more accurate security events. If the endpoint application
receiving a network connection is known, and a potential security event is made
from the connection, the network security solution can further consider whether it is
relevant for the receiving endpoint application or not. On one hand, if the security
event is not relevant, the network security solution can decide not to produce it, re-
ducing false positive security events. On the other hand, if the security event would
not have been produced otherwise, but it is considered highly relevant for this par-
ticular endpoint application, the network security solution can make the decision to
exceptionally produce the security event, potentially catching an attack which would
otherwise been left unnoticed, and thus reducing false negative security events.

Another benefit of having better visibility into the endpoint applications is the
ability to raise or reduce the risk score of the network event. If the connection is
initiated by a trusted endpoint application, the network security solution can decide to
lower the risk score of the event or leave it as is. If, however, an unknown, unwanted,
or otherwise unexpected endpoint application is seen initiating a network connection,
the risk score of the network event can be raised.

Awareness of the endpoint applications can also help when building a Zero Trust
architecture. It gives the network security solution an even more granular ability to
restrict access to certain resources. This approach eliminates the risk of an unwanted
application on an otherwise properly authenticated device making connections to
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restricted resources and gives a network security solution the ability to only grant
access for desired endpoint applications.

This dissertation addressed the issue of introducing endpoint awareness to a net-
work security solution. A study was conducted where existing methods of bringing
awareness of the endpoint to a network security solution were reviewed. This study
laid groundwork for the following research, where a specific prominent passive iden-
tification method was identified and further improvements for it were offered and val-
idated. Based on the findings, multiple methods of bringing better awareness of the
endpoint and introducing endpoint awareness to the inspection process of a network
security solution were proposed. The methods were validated in real life environ-
ments, and in some instances implemented as part of a commercial network security
solution.

In this dissertation, the problem of gaining endpoint awareness in a network se-
curity solution was approached through the following three research questions:

RQ1 How can a network security solution gain endpoint awareness?

RQ2 In what ways could the deficiencies in existing methods for gaining endpoint
awareness be addressed?

RQ3 How should endpoint awareness without active endpoint integration be imple-
mented in a network security solution?

In this chapter, the results of the research are presented in a concise form. The
overall contribution of the research regarding each research question is established,
and the contribution of each publication for the research questions is clarified. The
structure and contributions of the research is visualized in figure 26. In addition,
we compare the research presented in this thesis to the related research presented in
chapter 2. Finally, we discuss the limitations of this research, and go through the
future work that this research introduces.

6.1 Results and Contributions

There are different ways of introducing endpoint awareness into a network security
solution. As part of the research, a study was conducted on the different methods,
listed in this thesis as publication II. In this study the pros and cons of each method
were assessed. It was observed that it depends on the protected network whether an
active or a passive method is more suitable. In the context of this research the passive
methods were considered more beneficial. Out of the identified passive methods,
the focus of the research centered on the hash fingerprinting algorithms that were
considered potent and topical.

During this research, further analysis was conducted on the hash fingerprinting
algorithms. It was determined that the final step of the hash fingerprinting algorithms,
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Figure 26. Structure of the research in this dissertation

the process of taking an MD5 hash of the collected pre-hash string, was unnecessary
and in general made the algorithms less useful. This analysis was published in a
conference paper, listed in this thesis as publication IV. Due to this assessment, the
pre-hash string of the hash fingerprinting algorithms was taken into further consider-
ation. The pre-hash string consists of a list of values for parameters presented during
the handshake process of the particular protocol that are considered significant. De-
pending on the protocol, some parameters may list several values while others list
only one. This information is presented in the pre-hash string in a standardized way.
As the pre-hash string lists significant and distinct information about the handshake
process, which can vary depending on the underlying protocol implementation, it
was determined that this string provides a fruitful source for experimenting with var-
ious machine learning methods to gain better awareness of the endpoint.

Two distinct machine learning methods were experimented with for the purpose
of identifying the underlying endpoint application based on the pre-hash string of a
hash fingerprinting algorithm. This experiment was published in a conference paper,
listed in this thesis as publication V. The two methods experimented with were a
clustering algorithm, K-Means, and a topic modeling method, LDA. Both methods
produced promising results when run on a sample data set.

Two methodologies for introducing endpoint awareness into the inspection pro-
cess of a network security solution were proposed as part of this dissertation. The
first methodology is listed in this thesis as publication III. It utilises the hash finger-
printing algorithms directly. The core of the methodology is establishing a trusted
subset of the protected network which provides a good sample of the entire protected
network. This subset is used for populating a database that contains information
about which endpoint applications have been observed to produce which hash fin-
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gerprints. This database is then later used on the entire protected network to gain
awareness of the endpoint applications.

Following the first methodology, the fundamental issues with the hash finger-
printing algorithms were identified. After further research was conducted on the
topic in publications IV and V, another methodology was proposed which utilised
these findings. The second methodology is listed in this thesis as publication VI.
This methodology is named JAPPI, for JA3-based Application Identification. JAPPI
also makes use of a trusted subset of the protected network, where information about
the pre-hash strings produced by different endpoint applications can be collected into
a database. As opposed to the first methodology, this second methodology uses the
database for constructing a machine learning model, using a suitable clustering algo-
rithm such as K-Means or DBSCAN. This model is then applied on the entire pro-
tected network for gaining awareness of the endpoint applications. The JAPPI model
will constantly be maintained using latest information collected from the trusted sub-
set of the network.

During the dissertation process, a novel passive method for gaining additional
information about the protected endpoint was also introduced. This method was
published in the form of a patent, and listed in this thesis as publication I. This
method provides a network security solution with the ability to better categorize
observed network traffic based on the information listed in the extensions of a TLS
handshake. This information can, as an example, be used for separating web traffic
from other traffic using the TLS protocol, providing the ability to perform certain
security procedures only on a suitable subset of the observed traffic.

Several concepts discovered during this dissertation have already been exper-
imented with or implemented in the Forcepoint Network Security Platform. The
patented method presented in publication I is actively used by the Forcepoint Net-
work Security Platform for better categorization of otherwise uncategorized TLS
traffic. In addition, the methodology presented in publication VI has been exper-
imentally implemented in the Forcepoint Network Security Platform, and its value
has been confirmed in several experiments. Thus, the research presented in this thesis
has already provided solutions and concrete value for a real-life need.

In summary of the research and results presented in this thesis, all the research
questions were successfully and comprehensively answered and the objective of the
research was successfully reached. In the following sections, we will summarize the
answers found to the research questions and conclude the thesis with discussing the
limitations of the results and defining directions for potential future work.
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6.1.1 RQ1: How can a network security solution gain endpoint
awareness?

This research question was a fundamental question upon which the rest of the re-
search was based on. To reach the overall objective of this dissertation, introducing
endpoint awareness into the inspection process of a network security solution, it was
crucial to begin by identifying existing methods and potentially finding new ones for
gaining further awareness of the endpoint. During the research process there were
two publications that specifically addressed this research question.

Publication I directly provided one answer to this question by presenting a novel
way of gaining further awareness of the endpoint. The method involves analyzing
the information stored in the extensions of a TLS handshake. One example of util-
ising this method is using the information stored in the ALPN and NPN extensions
in the TLS Client and Server Hello messages. These extensions present information
about the protocol which is transported inside the encrypted TLS layer. This infor-
mation can further be used when determining whether the connection contains web
traffic or something else, such as scripted API calls. This method has already been
implemented into the Forcepoint Network Security Platform and is in active use.

A more extensive answer for this research question was given by publication II.
This publication performed a thorough study of different methods that can be used for
gaining endpoint awareness in a network security solution. It recognized that there
are active and passive methods, and both have different uses. Active methods can be
more useful in a firmly controlled network. An especially thorough awareness can be
achieved if an external component can be installed on each protected endpoint which
reports metadata about every new network connection to the network security device.
This enables a network security solution to receive trusted and accurate information
about the endpoint application. This level of control is, however, rarely possible in
a protected network. Some endpoints in the protected network may be devices not
controlled by the network administrator, and some endpoints may even have a rare
operating system which cannot be monitored using the same tools. Passive methods,
where no interaction is needed with the endpoint, provide a more generic solution.
They can be applied on all network traffic. The downside with passive methods is
that they are not as reliable as the most powerful active methods are, and they are
often possible to evade by forming a protocol message which mimics the message
structure of a different endpoint application.

6.1.2 RQ2: In what ways could the deficiencies in existing meth-
ods for gaining endpoint awareness be addressed?

After existing methods of gaining endpoint awareness had been identified, the sec-
ond research question aspired to identify if there were ways they could be further
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improved. This dissertation focused on the hash fingerprinting algorithms, and thus
the focus for this research question was in finding ways to improve their usability.
Two publications in this dissertation addressed this research question.

Publication IV highlighted a deficiency in the hash fingerprinting algorithms and
proposed a solution for avoiding it. The final step of the hash fingerprinting algo-
rithm, which produces the actual fingerprint, is taking an MDS5 hash of the pre-hash
string. The main deficiency that was highlighted is that the MDS5 hash will obfus-
cate all information stored in the pre-hash string. The pre-hash string, on the other
hand, provides visibility into key features of the connection as it lists features used
during the connection and supported by the endpoint application. In addition, the in-
formation stored in the pre-hash string provides ground for further research, such as
automatic endpoint application identification using machine learning. Due to these
findings, this publication proposed that the pre-hash string should be used as the main
fingerprint instead of the final MDS5 hash. The publication included a short sample
which enforced the claim.

After publication IV suggested the concept of using machine learning on the
pre-hash strings for automatic endpoint application identification, publication V ad-
dressed this. This publication performed experiments using two distinct machine
learning algorithms on the pre-hash strings. The chosen algorithms, K-Means and
LDA, were different in how they approached the issue. With K-Means a distance
algorithm, a modified version of the Levenshtein distance algorithm, was used for
finding clusters among the collected values. With LDA, the approach was to con-
sider each pre-hash string as a document, and each separate value included in the
pre-hash string to be a word. LDA was then used for topic modeling on the values.
A clear difference in these two approaches is that with K-Means the order in which
the values are presented in the pre-hash string has significance, whereas the approach
with LDA loses this information. Despite this difference, both approaches showed
potential with the sample set used in this publication, demonstrating that the usage of
the pre-hash string in collaboration with machine learning provides an improvement
to the hash fingerprinting algorithms.

6.1.3 RQS3: How should endpoint awareness without active
endpoint integration be implemented in a network security
solution?

Once the existing methods for gaining endpoint awareness in a network security so-
lution had been identified, the purpose of this research question was to identify ways
how the information can best be utilised in a network security solution. The inten-
tion was to specify how a network security solution can receive accurate information
about the endpoint applications, and how it can be utilised in the inspection pro-
cess. During the dissertation process, two publications were written that addressed
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the final research question.

After publication II, hash fingerprinting algorithms had been identified as the
most prominent area for future research. Thus, a new methodology was formulated,
which utilised them in gaining endpoint awareness in a network security solution.
This methodology was presented in publication III. The methodology included sev-
eral steps, during which a trusted source group was formed among the protected
devices, a database containing mappings of hash fingerprint to endpoint application
was populated, and the database was then utilised on the entire protected network
for gaining endpoint awareness. In the light-weight case study performed as part of
this publication it was deemed to perform well, and it showed promise in providing
endpoint awareness to a network security solution. This publication also contained
a small demonstration about how the methodology could improve accuracy of the
inspection process of a network security solution by reducing false positive security
events.

Following publication III, the deficiencies of the hash fingerprinting algorithms
were identified and later realized by an update introduced by the Google Chrome
browser, described in more detail in 5.7. Due to this, another methodology was in-
troduced in publication VI, which addressed these deficiencies and utilised the find-
ings of publications IV and V. This methodology was named JAPPL. Instead of using
the hash fingerprints directly, JAPPI uses the pre-hash strings. Similarly, as with the
previous methodology, a trusted source of endpoints is established and used for col-
lecting mappings of pre-hash string to endpoint applications that have produced the
string in the source group. Instead of directly using this mapping, JAPPI performs
clustering on the pre-hash strings to find common clusters among the values. These
clusters are then labeled based on the endpoint applications that produced pre-hash
strings included in a cluster. One sample is then selected from each cluster, and these
samples form a JAPPI model. When a network security solution utilises JAPPI on a
new network connection, it first calculates a pre-hash string from the handshake, and
then compares it to the samples in the JAPPI model. The closest one is considered
the identified JAPPI cluster.

In publication VI the efficacy of the JAPPI methodology is also assessed in a
larger scale experiment, and it is compared to the methodology presented in pub-
lication III which utilised the hash fingerprints directly. The experiment included
two large network environments with different traffic profiles. In this experiment it
was shown that JAPPI performed exceptionally well, while the previous methodol-
ogy performed extremely poorly. Examples were also collected that showed how
JAPPI would have improved inspection accuracy during the experiment period. This
experiment validated that JAPPI provides a functional and efficient methodology for
introducing endpoint awareness into a network security solution, without the require-
ment of active endpoint integration for all protected devices.
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6.2 Comparison to Related Research

Chapter 2 introduced related research in the domain of bringing endpoint awareness
into a network security solution. Although none of the related research works fo-
cused specifically on bringing endpoint awareness into the traffic inspection process
of a network security solution, they used similar methods as the research presented
in this thesis. In this section we will briefly cover the contribution of this dissertation
as compared to the methods presented in chapter 2.

The research presented in this thesis focuses on hash fingerprinting algorithms,
such as the JA3 algorithm for TLS clients. None of the related works used the same
algorithms in their methods. All of them did, however, collect information from
the traffic that is similar to what the JA3 algorithm collects. The advantage this
dissertation has over the other methods is the use of a well-defined, widely used
algorithm instead of a unique collection of various values. Implementing the pro-
posed methodologies into a network security solution and repeating the experiments
is considerably easier when a well-known algorithm is used.

Some researchers, such as Husak et al. [6] and Frolov and Wustrow [16], use a
static data structure for presenting the collected data, similar to the MDS5 based hash
value that is used in the hash fingerprinting algorithms. This introduces the same
problems that were brought forward in publication IV regarding the hash fingerprint-
ing algorithms. On the other hand, Anderson and McGrew [17] use a data structure
more closely resembling the pre-hash string used in the research presented in this
thesis. The disadvantage of their approach is that they note that their fingerprinting
syntax may change if the open-source code base is updated. This approach would
most likely lead to additional updates into the code base of the network security so-
lution to support the updated syntax. In addition, as the fingerprints may differ from
version to version, backward compatibility with fingerprints collected using the pre-
vious version would be lost. In comparison, the JA3 fingerprinting algorithm is well
defined and not subject to change, making it more suitable in the context of a network
security solution.

Several methods collect information from both client and server side of the con-
nection, as well as information from the entire duration of the connection, such as
traffic bursts and packet sizes. This results in a method which can be useful for a
network security solution for reporting purposes. However, since the identification
can only be done either when the connection has been ongoing for a while or af-
ter the connection has already been closed, the usefulness of such a method for a
network security solution is limited. In comparison, the hash fingerprinting algo-
rithms used in this dissertation collect information from the handshake stage of the
connection, often from the very first data packet that is sent in the connection. This
provides a network security solution with the advantage of having the information
practically for the entire duration of the connection, even offering the ability to end

63



Jenny Heino

the connection before any data has been transferred between the endpoints.

6.3 Limitations and Future Work

This dissertation has certain limitations that introduce potent areas for future re-
search. One aspect limiting the research is that all experiments have been performed
using the same type of network security solution, which is the Forcepoint Network
Security Platform, previously also known as Forcepoint NGFW and Forcepoint SD-
WAN. This limitation was introduced by the ease of access to this type of network
security solution during the research process due to the author’s affiliation with For-
cepoint. Experimental implementation additions were possible for the Forcepoint
Network Security Platform, and access to sample networks where this type of de-
vice had already been installed was available. There is, however, nothing specific to
Forcepoint in the concepts or implementations brought forward during the research.
As a future research project, experiments with different types of network security
solutions would be considered valuable.

In addition, the experiments focused on the JA3 hash fingerprinting algorithm
and TLS traffic, despite the research highlighting the hash fingerprints in general.
In addition to the JA3 algorithm for TLS traffic, several other hash fingerprinting
algorithms have been proposed for other protocols, as described in 4.3.2. This limi-
tation was also introduced due to ease of access, as the Forcepoint Network Security
Platform had integrated support for the JA3 algorithm. A valuable topic for future
research would be validating the efficacy of JAPPI with other network protocols as
well.

In publication II, multiple techniques of gaining endpoint awareness in a network
security solution were introduced. This dissertation considered the hash fingerprint-
ing algorithms the most potent method and focused on them. Nevertheless, future
research on the applicability of the other identified methods on a network security
solution could produce different results than this research.

Publication V chose two distinct machine learning methods, K-Means and LDA,
for performing categorization on the pre-hash strings. Despite these algorithms being
chosen, other potential methods for approaching this issue exist. Performing JAPPI
with other machine learning methods could provide interesting results.

All real-life experiments conducted during this research were conducted over a
fairly brief period of time. Thus, none of them were able to show how well the pro-
posed methodologies function over a longer period, such as a year or more. Future
research about the longevity of the proposed solutions would be valuable. A special
interest is in the JAPPI methodology, where the JAPPI model is trained using infor-
mation collected from the Source. When a long time passes, endpoint application
implementations may go through large refactoring procedures, where the behavior
of the application changes drastically. The current experiments were not able to cap-
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ture such a situation, and thus it is not clear how the methodology behaves when this
happens.

This dissertation focuses on the improvements that can be gained in a network
security solution by having additional context about the endpoint. The collaboration
of endpoint and a network security solution could also be approached from the per-
spective of a security solution residing in the endpoint. The potential benefits that can
be achieved in an endpoint security solution from receiving additional context from
a network security solution could be an interesting topic for additional research.

This research references passive methods that are performed on data received
over a longer period of time. Some earlier research has experimented on using ma-
chine learning with network traffic patterns like bursts and packet sizes. Such meth-
ods are, however, only touched briefly, and the focus is instead moved towards meth-
ods that provide information about the endpoint already from the first few packets
of a connection. This decision was made due to the benefits received from an early
identification, such as the ability to reroute the connection and, in case the connection
is terminated, a minimal amount of information about the endpoint is leaked with an
early identification. But there can be a lot of value in information received after post
processing. Future research on what kind of additional context can be received from
post processing logs collected by a network security solution could introduce new
powerful ways of providing additional security.

The methods used in this research focus on the application layer of the network
protocol stack. The reason is the focus on identifying the endpoint applications
themselves. The lower-level information, such as the TCP/IP information, could be
utilised as well to provide additional information about the operating system with OS
fingerprinting. Combining OS fingerprinting with the application layer methods can
give an even better context about the protected endpoint, and thus further research
on this would be warranted. The TCP/IP level information may, however, be lost on
the route, for example if the network security solution itself resides in the cloud and
there are other devices in between it and the endpoint that have their own TCP/IP
stack implementation.
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