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Supply chains (SC) are large and complex networks that consist of the flow of physical material,
information, and assets between companies. The complexity of SCs has become a considerable
problem in recent years, causing SCs to become vulnerable to a growing number of risks. The SC
environment is also becoming more uncertain, as accurate data about the SC is scarce, and the number
of disruptions in the SC is ever-growing. In the face of an uncertain SC environment, conventional SC
risk management (SCRM) tools are becoming outdated.

Large language models (LLMs) have shown their ability to perform unformalized tasks, due to their
exceptional natural language understanding and generation capabilities and specific domain
knowledge acquired from a vast training dataset. LLMs have been successfully tailored and trialled for
use cases in many academic fields, including SCRM.

LLMs can be tailored to identify SC risks (SCR) from textual data by utilizing prompt engineering and
hyperparameter tuning. Natural language processing tasks, such as semantic text similarity analysis
and named entity recognition, can be used to extract SCRs from textual data. LLM-based
implementations are robust and proactive methods to support the conventional SCRM process in the
face of the modern uncertain SC environment. SCRs identified by these implementations, however,
lack the universal support of SCRM domain experts. To develop the SCR identification capabilities of
LLMs, Al and SCRM domain experts should co-operate in creating a general taxonomy of SCRs.
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1 Introduction

The supply chain (SC) is a key concept for all manufacturing firms. An SC consists of all
activities, such as production of finished goods, operators such as suppliers and retailers, and
physical assets such as raw materials, that are needed to transform raw materials into finished
products and services that are sold to customers. (Khan & Yu 2019, 4-6; Nakano 2019, 3—
11.) Modern global SCs are becoming increasingly complex, spanning vast geographical areas
and consisting of many tiers of suppliers and sub-supplier, with individual supplier tiers
consisting of an increasing number of suppliers. As SCs are becoming increasingly complex,
gathering accurate data on the SC is becoming more difficult, weakening a single company’s
ability to control of the operations within the SC. With added complexity, SCs are also
becoming more vulnerable towards different kinds of supply chain risks (SCRs) that vary
greatly in terms of the severity of disruption to the operational performance of SCs.
(Aboutorab et al. 2022; Aboutorab et al. 2024; Aljohani 2023; Chu et al. 2020; Fiksel et al.
2015; Kassa et al. 2023; Kirilmaz & Erol 2017; Norrman & Jansson 2004; Vilko & Hallikas
2012.)

Due to the fast-paced and unpredictable nature of modern SC disruptions, conventional
supply chain risk management (SCRM) methods are becoming outdated, as they are reactive
in nature, rely heavily on historical data, and require accurate data on the SC to be useful. To
cope with the uncertainties in the modern supply chain environment (SCE), companies need
to adopt more proactive SCRM tools that are more robust to the scarcity of accurate SC
information. (Aljohani 2023; Deiva Ganesh & Kalpana 2022; Kirilmaz & Erol 2017;
Mukherjee et al. 2024; Zhao, M. et al. 2024a; Zhao, M. et al. 2024b.) One of these possible
proactive SCRM tools is event and anomaly detection. When companies can proactively
detect events that will possibly lead to disruptions in their SC, their ability to prepare
mitigation strategies to these disruptions increases significantly. (Aboutorab et al. 2022;
Aboutorab et al. 2023; Aboutorab et al. 2024; Aljohani 2023; Bodendorf & Zimmermann
2005.)

With the disruptions caused by SCRs materializing becoming more common, SCRM has
become a subject of increasing scholarly interest, with the number of publications covering
different SCRM themes increasing year by year (Ding & Huang 2024). One of the main
themes in future SCRM research is combining SCRM with artificial intelligence (AI) and big
data analytics (Aboutorab et al. 2022; Baryannis et al. 2018; Deiva Ganesh & Kalpana 2022;



Ding & Huang 2024; Kassa et al. 2023). Big data is characterized by the traditional three
‘Vs’: volume (consists of vast volumes of data), velocity (is created in real time), and variety
(data can be structured, semi-structured or unstructured) (Kitchin & McArdle 2016).
Unstructured textual data makes up the majority of useful data available worldwide
(Ahammad et al. 2016; Sokolova 2018), a trend that is particularly significant in the realm of
SCRM (Beheshti-Kashi et al. 2019; Sadeek & Hanaoka 2023; Shahsavari et al. 2024b). Given
the substantial share of unstructured textual data in big data, large language models (LLMs)
are crucial for big data analytics, due to their capacity to efficiently process, analyse, and
extract valuable structured information from unstructured textual data (Roosan et al. 2024;
Zhang, Y. et al. 2024). LLMs can be used, for example, in event and anomaly detection from
big data (Cheng et al. 2024; Meng et al. 2024; Shahsavari et al. 2024b; Surampudi 2024, 1;
Zhong et al. 2025), meaning they have considerable potential to be used SCR identification

process.

This thesis aims to shed light on how LLMs can be used to identify SCRs and how LLM-
based risk identification can support the conventional SCRM process. The thesis aims to

answer the following research questions:
RQI1: How can LLMs be used to detect SCRs?
RQ2: What kind of SCRs can be reliably extracted using LLMs?

RQ3: How can the use of LLMs support the conventional supply chain risk management

process?
RQ4: How can the use of LLMs in identifying supply chain risks be improved in the future?

This thesis has been conducted as a literature review with a small empirical section in section
4.4. Articles for this thesis were searched using Google Scholar and the IEEE Xplore database
with the search statements (“llm” OR “large language model””) AND (“supply chain risk” OR
“SCRM”) and “supply chain” AND “Cambridge taxonomy”. Using the former search
statement, Google Scholar returned 550 articles, and the IEEE Xplore database returned 43
articles. Using the latter search statement, Google Scholar returned 17 articles, and the IEEE
Xplore database returned 2 articles. To supplement the articles found by using Google Scholar
and the IEEE Xplore database, articles were also searched by using SCOPUS Al and
Consensus Al search engines for academic publications. For the Al search engines, the

prompts used to search relevant articles were “large language models in supply chain risk



management” and “using large language models to identify supply chain risks”. The articles
returned by these search methods were filtered based on the relevance of the article’s title,
abstract, and contents in terms of the thesis’s research subject, and date of publication.
Articles published after 2017 were taken into consideration to be used in the thesis, based on
the landmark paper by Vaswani et al. (2017), that introduced LLMs to mainstream academic
research. By utilizing these filtering parameters, 10 articles were identified as relevant articles

to the thesis.

Google Scholar:
550 articles

(“lim" OR “large language model™) AND
(“supply chain risk” OR “SCRM")

IEEE Xplore:
43 articles

10 relevant articles
found for the thesis

IEEE Xplore:
2 articles / A
“supply chain™ AND
“Cambridge taxonomy”
Google Scholar:
17 articles

SCOPUS Al and
Consensus Al search
engines

“large language models In supply chain risk managemant”
and “using large language models to identiy supply chaln

rsks"

Figure 1. Results for the used search methodologies

There was considerable overlap between the different search methods, as most articles were
included in the results of multiple search methods. The articles that were found using the

above-mentioned methodologies are introduced in more detail in Table 2.



2 Supply chain management

Supply chain management (SCM) can be defined as “strategic and organizational
management that enables a focal firm to overcome performance trade-offs and realize
operational competitiveness through a fit among the management elements within and across
the firm to adapt to the external environment” (Nakano 2019, 19). SCM is a very ambiguous
concept that requires functioning cross-organizational co-operation. SCM can be viewed as a
management philosophy that views the SC as a whole and complex system. SCM aims to
foster the operational and strategic capabilities of the different firms collaborating in the SC to
create additional value in the SC and to optimize the flow of goods inside the SC. To realize
the benefits of the created SCM philosophy, companies need to establish suitable
management practices, activities, and processes to implement the created philosophy in

practice. (Mentzer et al. 2001; Mentzer et al. 2008.)
2.1 How different business functions engage in SCM

Within organizations, the structure of SCM remains ambiguous. SCM is not “owned” by any
business function (e.g. in a way that accounting handles accounting), but is instead a
phenomenon that is interconnected to nearly every business function. (Mentzer et al. 2008.)
Due to the cross-functional nature of SCM, effective cross-functional co-operation is essential

for its success (Badwan 2024).

Focal firm

Core functions

—— Flow of goods in SCM
Suppliers »  Procurement  — miﬁ:’;;‘;:; > Marketing & Sales »Customers
Logistics

Supportive

functions in SCM

R&D | | IT | | HR | |Financeand accounting

Figure 2. SCM process in companies, figure adapted from (Helmold & Samara 2019, 51; Lambert
2003, 3; Mentzer et al. 2008; Nakano 2019, 20)

Different business functions engage in SCM in different ways. In SCM literature, the
following four functions are usually mentioned as core business functions that engage in

SCM:
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Procurement is responsible for the acquisition of the supply-side goods and services that are
needed in the production of finished goods and services (Helmold & Samara 2019, 51-52;
Khan & Yu 2019, 191). Procurement is responsible for many operational and strategic
activities that are related to SCM. Procurement handles supply management and manages all
the suppliers that the company supplies goods and services from. Supply management is a key
strategic process in SCM that requires continuous supplier performance monitoring. (Helmold
& Samara 2019, 51-65; Khan & Yu 2019, 191-205.) On top of strategic duties, procurement
is also responsible for the operational acquisition of goods and services needed by the
company. The overall goal of the procurement function is to ensure that all goods and services
needed by the company are acquired in a timely and cost-efficient manner. (Khan & Yu 2019,

192-193.)

Operations management (OM) is responsible for the design and controlling of the
company’s production system that converts inputs (e.g., raw material, labor) into outputs (e.g.
goods or services). OM controls this flow through different strategic and operational
activities, that also affect the implementation of SCM. (Helmold & Samara 2019, 67—68;
Mentzer et al. 2008.) In terms of SCM engagement, OM can, for example, require that
procurement acquires certain inputs at a certain price and that logistics transports these inputs
to OM’s disposal at a certain time. The primary objective of OM is to ensure the efficiency of
the company’s operations, maximize product quality, and minimize resource usage during the

production process (Helmold & Samara 2019, 67-68).

Marketing and Sales (M&S) is responsible for creating, communicating, and delivering the
value of the company’s outputs to customers in a way that is beneficial to the company and its
shareholders. M&S defines the long-term strategic value creation objectives and executes
these objectives on the operational front through sales work and customer relationship
management. (Guenzi & Troilo 2007; Mentzer et al. 2008.) In the context of SCM
engagement, M&S may, for example, launch a marketing campaign. This campaign requires
OM to produce enough outputs. Logistics must also have the capacity to distribute the outputs
to customers. This ensures the company can meet the increased demand resulting from the

campaign.

Logistics is responsible for transporting and storing all the needed materials flows that are
present in Figure 2 and defines how these material flows will be executed. Logistics aims is to

find an optimized SC configuration for material flows inside the SC, by defining, for
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example, storage locations, inventory levels, distribution center locations, and used
transportation methods (Mentzer et al. 2008; Nakano 2019, 3; Wang 2012). SCM literature

also identifies some business functions that take a more supportive role in engaging in SCM:

Research and Development (R&D) is responsible for creating new and improving the
company’s existing products and processes (Forbes & Wield 2004). R&D is known for
demanding high-quality inputs for products it develops. R&D often emphasizes that the
company should source from suppliers that can supply high quality inputs for a reasonable
price (Xie et al. 2016). R&D can also increase a supplier’s strategic importance in the
company’s SC strategy by involving and collaborating with suppliers in the development of

new products (Delgado-Verde & Diez-Vial 2024).

Information Technology (IT) is responsible for implementing and maintaining information
systems that all other business functions use (Dewett & Jones 2001; Zand et al. 2015). IT has
a crucial role in supporting the information flows between different operators of the SC
(Varma & Khan 2014) that are crucial in the overall SCM process (Lambert 2008, 3). IT
supports the information flow by implementing and maintaining technologies, such as the
enterprise resource planning system, radio frequency identification, and electronic data

interchange to be used in the SC (Varma & Khan 2014).

Human resources (HR) is responsible for the management and development of the
company’s workforce (Helmold & Samara 2019, 155). Given the complex nature of SCs, HR
has a crucial role in fostering SCM knowledge in companies and enhancing SC performance

(Gémez-Cedeiio et al. 2015; Haq et al. 2021).

Finance and Accounting (F&A) is responsible for the financial reporting, planning, and

management of companies (Chang et al. 2014). F&A has a role in aligning the financial flows
with information and material flows within SCs, thereby improving the company’s cash flow
management (Xu et al. 2018). Moreover, F&A can assist in establishing SCM cost objectives

(Almatarneh et al. 2022).
2.2 Supply chain risk management

The conventional SCRM framework is largely based on the conventional business risk
management framework (Blos et al. 2009). Conventional business risk management tools can
be applied in SCRM. Failure Mode and Effects Analysis, that aims to identify potential

failures in business systems and their causes (Nyoman Pujawan & Geraldin 2009), and the
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ISO 31000 business risk management process standard (de Oliveira et al. 2017; Hermoso-
Orzaez & Garzoén-Moreno 2021) are examples of conventional business risk management

tools.
2.2.1 Conventional SCRM process

SCRM literature usually defines the conventional SCRM process as a four-stage circular
process (Ho et al. 2015; Hermoso-Orzaez & Garzoén-Moreno 2022; Norrman & Jansson 2004;
Olson 2014, 13—15; Pham et al. 2023; Rangel et al. 2015 Tummala & Schoenherr 2011).

Risk identification (RI) is the first stage in the SCRM process, in which the aim is to identify
the risks that are relevant to the SC and the factors that could cause these risks. SCRs are
often categorized by some aggregate factor (e.g., demand risk, supply risk). Most often,
operational SCRs are identified using quantitative methods, while more long-term SCRs are
identified using qualitative analysis. (Ho et al. 2015; Hermoso-Orzéez & Garzon-Moreno
2022; Norrman & Jansson 2004; Olson et al. 2014, 13; Pham et al. 2023; Rangel et al. 2015;
Tummala & Schoenherr 2011.)

Risk assessment (RA) succeeds the RI stage. In the RA stage, the aim is to assess the
probability of occurrence and impact on the SC for every SCR identified in the RI stage.
Occurrence probabilities and impact assessments are used to prioritize identified SCRs; a high
occurrence probability and effect on the SC indicate a high priority SCR that the company
should focus on, and vice-versa. Different categories of SCRs have different kinds of
assessment methods that are most suited to them. (Ho et al. 2015; Hermoso-Orziez &
Garzén-Moreno 2022; Norrman & Jansson 2004; Olson et al. 2014, 13—14; Pham et al. 2023;
Rangel et al. 2015; Tummala & Schoenherr 2011.)

Risk mitigation (RMI) succeeds the RA stage. In the RMI stage, companies turn their
attention to the high-priority SCRs defined in the RA stage and try to define mitigation
strategies for these SCRs and carry out these strategies at the operational level. Companies
should focus on the high-priority risks because defining functional mitigation strategies is a
time and cost-consuming process. SC configuration redesigns are often used to mitigate
SCRs. If, for example, there is a risk that a critical component for a company’s operations
might run out, the company might opt to stockpile these components to ensure supply even
during SC disruptions. Similar to the assessment of SCRs, different mitigation strategies need

to be tailored for each SCR. (Ho et al. 2015; Hermoso-Orzaez & Garzoén-Moreno 2022;
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Norrman & Jansson 2004; Olson et al. 2014, 14—-15; Pham et al. 2023; Rangel et al. 2015;
Tummala & Schoenherr 2011.)

Risk monitoring (RMO) is the final stage of the conventional SCRM process and succeeds
the RMI stage. In the RMO stage, the identified SCRs should be monitored and reviewed
continuously to see how implemented mitigation strategies have affected the SCRs and to
identify possible shift in the SCE and SCRs. If SCRM monitoring suggests that the SCRs are
changing, the company needs to restart the SCRM process and return to the RI stage and try
to identify the new emerging SCRs, completing the circular process of SCRM. (Ho et al.
2015; Hermoso-Orzaez & Garzon-Moreno 2022; Pham et al. 2023; Rangel et al. 2015;
Tummala & Schoenherr 2011.)

One example of a systematic framework for the SCRM process is the House of Risk method
(HOR) introduced by Nyoman Pujawan & Geraldin (2009). The framework is based on
identifying SCR risk events and factors that contribute to these events, assessing what impact
these events would have on the supply chain, and prioritizing mitigation strategies based on

their effectiveness and their criticality.

e
Identification

4. Monitoring

3. Mitigation

Figure 3. Conventional SCRM process, figure adapted from (Ho et al. 2015; Hermoso-Orzaez &
Garzén-Moreno 2022; Norrman & Jansson 2004; Olson 2014, 13—15; Pham et al. 2023; Rangel et al.
2015; Tummala & Schoenherr 2011)

2.2.2 SCR classification

SCRs need to be classified because methods used in all SCRM stages are tailored to specific

types of SCRs (Ho et al. 2015). In SCRM literature, SCRs have been classified in various
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ways and dimensions. Commonly, SCRM literature defines two aggregate-dimension

classifications of SCRs.

Relation to SC defines how the factors causing the SCR relate to the SC network. SCRs can
be caused by factors that are external to the SC network (e.g., climate change), internal to the
SC network but external to the focal firm (e.g., supplier performance) or internal to the focal
firm (e.g., production machine breakdown). (Jiittner et al. 2003; Norrman & Jansson 2004;

Pandey et al. 2023; Shahbaz et al. 2019; Vilko & Hallikas 2012.)

SC dimension defines where in the SC the impact of the SCR is most prominent. SCRs can
be related to the supply side (e.g., supplier performance), operational side (e.g.
manufacturing) or demand side (e.g., customer demand). (Fiksel et al. 2015; Kleindorfer &
Saad 2005; Norrman & Jansson 2004; Pandey et al. 2023; Shahbaz et al. 2019; Vilko &
Hallikas 2012.)

These aggregate-level classifications can be differentiated further. Table 1 outlines various
types of SCRs, their connection to the aggregate level classifications, and provides examples

of their causes and potential effects on the SC.

Table 1. Types of SCRs

Prima
SCR type SCR causes SCR effects Factor b References
effect SC
Terrorism, war, taritts, | Supply disruption, increase In Chu etal.; Fiksel et al.; Jotmer et al.;
Political risk External Supply Kleindorfer & Saad; Pandey et al.;
poor public policy cost of materials Rangel 8t al.; Shahbaz at al.
Ghu et al.; Flksel at al.; Jtner ot al.;
Climate change, natural N N
Enviranmantal disasters, Industrial Supply disruptions External Supply Klaincrfer & Sead; Nomman &
fsk dizaster pan{mmlc Jansson; Hangel et al.; Shahbaz et al;
’ Milko & Halllkas
Suppllers withdrawing deliveries Chu et al.; Ho et al.; Pandey et al.;
Financlal risk L%fafc::?m:oﬁ:ﬁm due to unpald Involces, Operational | iﬂ;ﬁgﬁal Pham et al; Rangel et al.; Shahbaz et
P unfavorable terms of payment P al.
Supply risk Loss of suppllar, poor | SUpply disruptian, poor quality of) Suppty, G;l;:é:; :9:1:19[:I:Qrﬁ|:||n:lc:";arr|&gzla;a:
suppllar parl'ormanl:a materials Upara.llorbal al.: Shanbaz 1 al.
Chu et al.; Ho et al.; Morrman &
Fluctuating demand, | Difficulties In SCM forecasting, ' N .
Demand risk Intarnal All Jansson, Pham et al.; Pandey et al.;
customer fragmentation nead tor supplier flexibdlity Rangel et al.; Shahbaz et al.
Chu et al.; Ho et al.; Pham et
Inefficient use of ransport | Increase In frangporiation costs, . o .
Loglstios risk | ' 2 cargo camags bl it External | Supply, Demand | al.; Rangel et al.; Shahbaz et al.; Vilko
& Hallkas
Systom risk T“ES:E;;::E;;'CT;D' Inefficient SCM processes, SG | Intemal, Al Ghu et al.; Flksel 81 al.; Pandey et al..
canain Supﬂ"ﬁrs wulnarable to critical SUI]-p"BI' loss UpQ rational H.angsl et al.
IGhu et al.; Flksel at al.; Ho et al.; Jotner
Operational risk Emp'”’:;;ﬁ:‘;@:m"'"g HaltIn pmucrlr']z':' demand not | oo otional 0‘5"9’::;%&" st al.; Panday etal; Rangal et al.:
Shahbaz et al.
Employee exploltation in
Soclal risk thi SC, lack of SC Reputational damages, finas Intarnal Supply, Demand Fandey at al.
fransparency
Cyber securlty |Cyberattacks, inadeguate | Data breaches, reputational Internal, Supply, Panday st al
risk data handling practices damaga Operational | Operational MiaLa:
Behavioural rigk Unbalanced Information Lack of trust towards suppliers, Intermal, Supply, Fandey et al.; Hangel at al., Shahbaz at
alchangﬂ tlu”whlp effect Upala.llonal Upara.llonal al.
Lack of knnwlat!ga about SCM process Inefticlencles, Intermal
Cultural risk cultural differances in conflicting Imerpretations of Eﬂemall Supply, Demand Fiksel et al.; Ramgel at al.
global s confracts
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3 Large language models

The history of language models (LM) dates back to the 1950s and 60s, when the first LMs
were introduced and performed simple natural language processing (NLP) tasks such as
binary classification. During the 1980s and 90s, statistics-based LMs were introduced that
extracted statistical patterns from text. Mid-2000s saw a key breakthrough in NLP technology
when word embedding vectors (WEV), vector-space representations of words and text, were
first introduced. WEVs have a key role in LLMs. The 2010s saw significant breakthroughs in
LMs, neural networks were first introduced in NLP tasks, and in 2017, transformers were
introduced. The introduction of transformers can be seen as a turning point in LLMs, as most

modern state-of-the-art LLMs are based on transformer technology. (Raiaan et al 2024.)
3.1 Definition of LLMs

LLMs are a category of Al models that are developed to comprehend, analyze, and produce
human language. LLMs are characterized by extensive training on vast datasets, the massive
number of parameters the model is trained on (up to multiple trillions), and the self-
supervised learning training approach. LLMs are built upon the theory of NLP, a field of
machine learning that aims extract knowledge from natural language text (NLT) and allow
computers to achieve natural language understanding (NLU) and use the NLU for natural
language generation (NLG). (Omar et al. 2024; Raiaan et al. 2024; Singh & Mahmood 2021;
Yang et al. 2024; Yao et al. 2024.) Yang et al. (2024) list five key features that modern LLMs

should possess, as follows:

Deep understanding of NLT: LLMs should have a deep understanding of NLT so they can

extract meaning from it and perform NLP tasks based on the extracted meaning.

Generation of human-like text: LLMs should be able to generate human-like text based on

the extracted meaning from NLT and the prompt it has been given.

Contextual awareness: LLMs should be able to utilize their vast training data from different
contexts and demonstrate domain expertise. LLMs should be able to adjust their responses if
prompts want them to show expertise in a specific domain (e.g., ‘What kind of supply chain

risks are there from a reputational perspective?’).

Excellence in problem-solving and decision-making: LL.Ms should show excellence in

problem-solving and decision-making tasks by leveraging their vast training data.
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Applying abilities in real-world scenarios: LLMs should be able to complete unformalized

tasks given to them by harnessing the four aforementioned abilities.
3.1.1 Main types of modern LLM architectures

Transformers introduced by Vaswani et al. (2017) represented a breakthrough in LLMs, and
modern LLMs are largely based on transformers. Yang et al. (2024) define the following four

main types of modern LLM architectures, as follows:

Encoder-only LL.Ms (EOLLM) are used for NLU tasks and analyzing and extracting
knowledge from input data. EOLLMs focus on capturing contextual information in input
sequences and are computationally cheaper than the other LLMs, reaching inferences faster.
EOLLMs require less training than the other LLM architectures. EOLLMs are used with
prompts; the LLM analyzes the input data and generates a specific kind of analysis based on
the prompts given to it. EOLLMs can be used for tasks such as sentiment analysis, document
classification, and feature extraction. Bidirectional encoder representations from transformers
(BERT) are the most well-known examples of EOLLMs (Benayas et al. 2024; Soliman et al.
2025.)

Decoder-only LLMs (DOLLM) were originally developed for NLG tasks, but state-of-the-art
DOLLMs also excel in different kinds of NLU tasks and can be used for the same tasks as
EOLLMs. The extensive pre-training of DOLLMs enables them to learn domain-specific
knowledge, helping in NLU tasks. DOLLMs receive a prompt and generate an answer to the
prompt based on the pre-training. Modern DOLLMs can understand prompts and generate
answers in different kinds of forms, ranging from text, image, audio, and video. The problem
with DOLLMs is the need for considerable computational resources with the extensive pre-
training of complex models with billions of parameters. Generative pre-trained transformers
(GPT) are the most well-known examples of DOLLMs. (Benayas et al. 2024; Caillaut et al.
2024; Soliman et al. 2025; Yang et al. 2024.)

Encoder-decoder LLMs (EDLLM) are similar to EOLLMs, but the models also include a
decoder. EDLLMs represent the original architecture of a transformer, containing both an
encoder and a decoder. Like EOLLMs, EDLLMs focus on the input sequence and create a
compressed representation of the input sequence. The decoder is then used to generate an
output sequence based on the encoder’s results, most often in text-form. Because of the dual-

architecture, EDLLMs are limited in their ability to support certain kinds of tasks and lag
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behind the performance levels of EOLLMs and DOLLMs that can be better adapted to all
kinds of tasks. (Livne et al. 2024; Raiaan et al. 2024; Wang et al. 2023; Yang et al. 2024.)

Hybrid model LLMs (HMLLM) combine the traditional EDLLMs with the pre-training of
DOLLMs. The input sequences given to the model are a combination of EOLLM and
EDLLM input sequences. The introduction of pre-training is used to enhance the generative

capabilities of the model. (Yang et al. 2024.)
3.1.2 Main types of modern attention mechanisms in LLMs

Attention mechanisms are a key concept in LLMs. Attention mechanisms affect how the LLM
handles input sequences and how it creates links between tokens inside the input sequence.
(Raiaan et al. 2024; Vaswani et al. 2017; Yang et al. 2024.) Yang et al. (2024) define the three

types of attention mechanisms used in modern LLMs, as follows:

Causal attention mechanisms (CAM) allow the LLM to access only past tokens inside the
input sequence when making predictions. LLMs with CAMs can reach relatively low latency
and high inference speeds, which makes them suitable for real-time applications that require
quick response times. CAMs are most often used in DOLLMs. (Strimel et al. 2023; Yang et
al. 2024.)

Non-causal attention mechanisms (NCAM) allow the LLM to access all tokens inside the
input sequence. NCAMs make predictions based on the context built by the past and future
tokens. LLMs with NCAMs reach better predictive accuracy compared to CAMs due to the
attention mechanism having the ability to access the whole input sequence. However,
accuracy gains come with increased computational costs, increased latency, and slower
inference speeds. NCAMs are most often used in EOLLMs. (Strimel et al. 2023; Yamaguchi
et al. 2023; Yang et al. 2024.)

Half-causal attention mechanisms (HCAM) combine the causal and non-causal attention
mechanisms and chooses the appropriate mechanism based on the task at hand and its need

for precise accuracy or fast latency (Strimel et al. 2023; Yang et al. 2024).
3.2 Use of LLMs in an SCM context

LLMs have vast use cases in the context of SCM. As an antecedent to using LLMs in an SCM

context, companies need to have functioning data and knowledge management processes, so
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that insights extracted by LLMs can be easily shared with decision-makers. LLMs also
require domain-specific data on SCs that they can draw insights from. (Aghaei et al. 2025;
Zhang, J. et al. 2024.) Zhang, J. et al. (2024) have identified four emerging use cases for
LLMs in a SCM context, as follows:

Contract management handles the different contracts related to SCs, such as supplier and
customer contracts. LLMs can be used streamline the contract management process and help
in the extraction of contract intelligence that can be used to negotiate better contracts for the
company. (Aghaei et al. 2025; Bellomi & Cristani 2024; Vlachos & Pulagam 2025; Zhang, J.
et al. 2024.) For example, Ito & Nakagawa (2024) introduced an LL.M-based tool that
analyses and helps decision-makers understand public tender documents, that outline contract

terms for companies participating in public procurement.

SCM knowledge management centers around the extraction, analysis, storage, and sharing
of different SCM knowledge to support SCM decision-making. LLMs can extract insights
from, for example historical sales data, news articles (NA) or economic indicators. The
responsibility of LLMs is to make this knowledge accessible to decision-makers. (Aghaei et
al. 2025; Vlachos & Pulagam 2025; Zhang, J. et al. 2024.) For example, Gezdur &
Bhattacharjya (2025) introduced an LLM-based chatbot for training SC employees and

assisting them in everyday SC work.

SCRM is one of the main use cases of LLMs in the SCM context. LLMs can be used to detect
SCRs proactively, helping to form risk mitigation strategies. (Aghaei et al. 2025; Vlachos &
Pulagam 2025; Zhang, J. et al. 2024.) Numerous articles have been published on LLMs
identifying and labeling SCRs (Kiihl et al. 2024; Shahsavari et al. 2024a; Shahsavari et al.
2024b; Zhao, M. et al. 2024a; Zhao, M. et al. 2024b).

SC optimization aims to optimize the SC configuration by changing, for example, inventory
strategies. By utilizing LLMs in SC optimization, companies can achieve improved SC

performance and decreased SC costs. (Aghaei et al. 2025; Vlachos & Pulagam 2025; Zhang,
J. etal. 2024.) For example, Li et al. (2024) introduced an LLM-based system for optimizing

inventory management in SCs.



19

4 LLMs in extraction of SCRs

LLMs have shown potential that they can be used to extract and identify SCRs. All of the
articles mentioned in Table 2 are based on the premise of utilizing LLMs for information
extraction (IE), the process of extracting structured knowledge from unstructured data, in
which LLMs are very adept (Roosan et al. 2024; Zhang, Y. et al. 2024). There are some
prerequisites before companies can utilize LLMs in extracting SCRs. Focal companies must
have organized supplier databases where supplier information is easily accessible. Supplier
information is needed so that LLMs can be tailored to extract SCRs that are related to the
focal company’s suppliers. (Zhao, M. et al. 2024a; Zhao, M. et al. 2024b.) Most of the articles
mentioned in Table 2 extract SCRs from NAs, and most often these implementations include
a web crawler collecting NAs that include information about SCRs. The selection of news
outlets where NAs are collected from is crucial to ensure the journalistic integrity of sources,
especially in implementations that include a geographical frame for the NAs. The dataset
should also be as rounded as possible, global news should originate from different
geographical locations, NAs should be collected from news outlets with different political
orientations, and they should cover different topics (e.g., politics, economics), to align with

the different risks introduced in Table 1. (Shishehgarkhaneh et al. 2024a.)

Table 2. Articles introducing implementations for SCR identification utilizing LLMs
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4.1 Engineering LLMs to extract SCRs
4.1.1 Prompt engineering

Prompt engineering (PE) has been used in several of the articles utilizing DOLLMs.
Prompts are used to control LLMs and the outputs they produce. PE aims to develop prompts
that increase the performance of LLMs in various tasks. By utilizing PE, LLMs can be
tailored to solve intricate tasks that require domain-specific expertise, such as extracting SCRs
from NAs. Prompts used in PE usually include task description, contextual settings, a
question the LLM must solve, and examples or data related to the task. (Hussain et al. 2023;

Polat et al. 2025; Wang et al. 2024; Zhao, M. et al. 2024a.)

Fan et al. (2025) utilized a GPT-40 mini DOLLM to measure the company’s exposure to
SCRs from the transcriptions of corporate site visit audits. PE was used to define different
SCR categories to the model, and the model was tasked to identify these SCR categories from

audit transcriptions.

Shahsavari et al. (2024a) and Shahsavari et al. (2024b) utilized a GPT-3.5 DOLLM to extract
information about events contributing to SCRs from relevant NAs that were given as input.
Utilizing PE, the model was asked to answer where the event happened, when it took place,

and what was the duration of the contributing event (CE).

Zhao, M. et al. (2024a) also utilized a GPT-3.5 DOLLM and gave it NAs as input. They used
PE to make the LLM take the role of a risk assessor at a focal company and asked the model
to identify if the NAs given as input were related to the focal company and its suppliers. If
relations were found, the model was asked to identify SCRs in the articles and generate a text

output of the identified SCRs using PE.

Zhao, M. et al. (2024b) developed the system further utilizing PE, using the GPT-3.5
DOLLM to also define the likelihood of the SCR happening and the impact it would have on
the SC.

4.1.2 Hyperparameter tuning

The temperature parameter (TP) controls the randomness of output generated by generative
DOLLMs. Tuning the TP modifies the probability distribution of generated outputs. Lower

TP values lead to more concentrated word generation probabilities, resulting in deterministic
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and precise outputs. Higher TP values lead to uniform word generation probabilities, resulting
in more random outputs. The change in distribution is related to the softmax function that is

commonly used in GPT LLMs to convert the raw scores of WEVs into a probability
distribution. The basic formula of the softmax function can be stated as P; = ilzj , where P;
Tjee
is the probability that the next word in the generated output sequence will be the ith member
of the WEV, Z; is the raw word embedding score for the ith member, and € the TP. Changing
the value € modulates the scaling of the exponential term, thus affecting the calculated
probability distribution. Lower TP values are suitable to use when LLMs are prompted with
factual tasks that have homogenous and precise answers defined for them, while higher TP
values are suitable to use when LLMs are prompted with more creative questions that have
ambiguous answer possibilities. The temperature parameter can be often modified by

accessing the LLMs application programming interface (API). (Davis et al. 2024; Grandi et
al. 2025; Qiu et al. 2024; Rosot et al. 2023; Wang et al. 2024; Yan et al. 2024.)

Kiihl et al. (2024) examined how the value of the TP value affected the LLMs’ ability to
classify SCRs. They defined that with a value interval of 0-2, a TP value between 0.4 and 0.7
produced the best classifying results. With a higher TP value, the LLM generated
incomprehensible outputs that did not include any classification. They argued that a lower TP
value would, however, lead to the LLM disregarding the complex interdependencies between
the SCRs and their classification. Overall, it was hard to define a clear optimal TP value
because the classification accuracy of the LLM was relatively stable for TP values in the
range of 0-1.1. This minor effect of the TP is in line with other TP tuning research results
when LLMs are prompted with tasks that require the comprehension of complex
interdependencies. For example, Grandi et al. (2025) discovered that TP tuning does not have
much effect on an LLM’s ability to conduct material selection for engineering projects.
Project engineering often has strict requirements for materials used in the project and material
selection is a task that assesses how different materials fulfill these requirements. The
interdependencies between the requirements and features make material selection a complex

task.

Fine-tuning (FT) is the process of tailoring an LLM to a specific task. Due to their smaller
complexity, EOLLMs can be better fine-tuned than DOLLMs and outperform them in most

tasks where FT is applied, making them a viable and computationally cheaper option to
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perform tasks that have been narrowed down to a specific context. FT of DOLLMs is
developing however, and they can already match the performance of EOLLMs in certain FT

applications. (Benayas et al. 2024; Feroze et al. 2025; Huang et al. 2025.)

FT of EOLLMSs includes applying conventional machine learning methods, such as train-test-
validation splitting and gradient descent, to optimize the hyperparameters of pre-trained
EOLLMs. The following are some key hyperparameters of EOLLMs. Batch size (BS)
controls the number of samples that are used in gradient calculations that update the
parameter weights in the training process. A higher BS will lead to faster training times but
might reduce the prediction accuracy in the process. Selecting an appropriate BS is key in
balancing the trade-off between faster training times and prediction accuracy.
(Shishehgarkhaneh et al. 2024a; Zhao, L. et al. 2024.) Learning rate (LR) controls the step
size of the model’s parameter updates towards the gradient direction. A small LR means that
updates are smaller and more precise. The downside of a small LR is that it might lead to
slower convergence to the optimum and lead to the model getting stuck in a local optimum. A
high LR means that updates are greater but having a high LR might lead to the model
oscillating around the optimum, preventing convergence to the optimum. (Shishehgarkhaneh
et al. 2024a; Zhao, L. et al. 2024.) Epochs define how many times the model is trained on the
whole training set. A small number of epochs can result in underfitting, while a large number
can result in overfitting. (Shishehgarkhaneh et al. 2024a; Zhao, L. et al. 2024.) Maximum
sequence length (MSL) controls the tokenized sequence lengths (TKL) of inputs given to the
model. The training of EOLLMs requires the TKLs of training samples to be fixed. If the
sample’s TKL is greater than the MSL, the training sample is truncated and part of it is cut
off. If the TKL is smaller than the MSL, the sequence is padded with content related to the
sequence that varies based on the chosen padding methods. Increasing the MSL increases the
model’s prediction accuracy but at the cost of also increasing the model’s computational
complexity. Choosing the right MSL is key in balancing the trade-off between predictive
accuracy and computational complexity. (Ang et al. 2022; Dang et al. 2024; Duki¢ & Snajder
2024; Shishehgarkhaneh et al. 2024a.) Dropout rate (DR) controls the activation and
deactivation of neurons in the pre-training and FT of EOLLMSs. DR is used to allow the model
to learn more robust representations of the training data to improve the generalization ability
of the model and avoid overfitting to the training data. A too high DR will however create
problems with inconsistencies between training and future inferences of the model. (Ni et al.

2024; Shishehgarkhaneh et al. 2024a.)
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Shishehgarkhaneh et al. (2024a) fine-tuned various EOLLMSs for named entity recognition to
extract SCRs from NAs. The EOLLMs were fine-tuned by using an annotated training set that
contained SCR entity categories that were based on the Cambridge Taxonomy of Business
Risks (CTBR). They defined values for BS, LR, epochs, MSL, and DR, but LR and BS were
the only hyperparameters that were optimized in terms of their effect to the model’s predictive
accuracy and computational efficiency. LR and BS were found to have varying effects on
different kinds of EOLLMs, indicating that a tailored approach is needed if EOLLMs are used

for named entity recognition purposes.

Shishehgarkhaneh et al. (2024b) developed this implementation further and introduced a
genetic algorithm (GA) for the hyperparameter tuning process for BERT and DeBERTa
EOLLMs. Based on the SCRM context, they identified precision as a key performance metric
to assess the model’s performance in named entity recognition. Identified entities must as
relevant as possible to the SC but minimizing the number of missed entities is not as key.
Since the DeBERTa EOLLM achieved a greater precision score out of the two, the GA was
used to tune the same hyperparameters as Shishehgarkhaneh et al. (2024a) did.

Although DOLLMs can be tailored to perform certain tasks with PE, better performance
results can be achieved by FT them, especially in NLU tasks. FT of DOLLMs is however
more complex than EOLLMs, as changing the parameters weights might lead to the DOLLM
losing knowledge attained during the pre-training process and optimization of the large
amount of DOLLM parameters is computationally very expensive. To address these issues,
parameter-efficient FT of DOLLMs only optimizes few parameters that are relevant to the
downstream task. (Feroze et al. 2025; Huang et al. 2025.) The same optimization
hyperparameters are used in the FT of DOLLMs as in EOLLMs but there are also some
additions. The number of warmup steps (WS) refers to the gradual increase in the LR when
starting the fine-tuning process. The training process is started with a low value to avoid

instabilities caused by a greater LR. (Huang et al. 2025.)

Sun et al. (2024) utilized a GPT-3.5 DOLLM and fine-tuned it to extract and classify SCRs
and predict SCR trends from NAs. The DOLLM was optimized over LR, BS, epochs, and
WSs. By utilizing FT, the model achieved better results in tasks related to the extraction of

SCRs.
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4.2 Utilizing LLMs to extract SCRs
4.2.1 Schema learning

Schema learning (SL) is based on the schema theory, a multidisciplinary research subject
that aims to define the process of knowledge creation in humans and more recently in
computers. A schema is based on relationships between components that represent different
identities and events and represents the existing general knowledge of a given concept. SL is
the process of linking a learning task to an existing schema and updating the schema. By
utilizing the concept of SL, LLMs can be used create graphs that depict the relationships
between different entities and events. (Bein & Niv 2025; Cheng et al. 2024; Xia et al. 2024.)

Cheng et al. (2024) utilized various DOLLMs to create a schema library of components in
electric vehicle (EV) SCs. DOLLMs were used to create a schema graph of events
contributing to SCRs that encompass the complex interdependencies of EVSCs. The schema
was created based on a dataset that was compiled with the help of SCM experts that contained
detailed information of different components of the EVSC. The possibility of human-curation
of the schemas created by the DOLLMs was retained through a user interface, where users

can examine, validate, and modify the created schema.

Schema Learning Dataset Schema Generation & Merging Human-in-loop Curation
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Figure 4. Schema construction process for events contributing to SCRs, figure copied from (Cheng et
al. 2024)

4.2.2 Semantic text similarity analysis

Semantic text similarity analysis (STSA) is an NLP task that aims to define the semantic
similarities between different text sources. DOLLMs have been found to outperform
EOLLMs in STSA, but EOLLMs are still viable options for STSA if computational resources
are limited. LLM-based STSA is implemented by giving the LLM text inputs and asking it to

analyze the semantic differences between the texts. The semantic similarity is often calculated
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by for example the cosine similarities (CS) of the WEVs of the different text inputs. The CS is

defined as the “cosine of the angle between two vectors” (Xia et al. 2015, 42) and can be

stated with the formula cos(6) = where cos(0) is the cosine angle and A and B are

AB
lAllx|IBII®
the two WEVs. The CS values range between -1 and 1, with a CS value of -1 indicating that
the two vectors are exactly the opposite from each other and a CS value of 1 indicating that
vectors are exactly the same. PE techniques, such as chain-of-thought prompting, are often
used to achieve better STSA performance. (Benayas et al. 2024; Feng 2024; Hussain et al.
2023; Jin & Lin 2024.)

Cheng et al. (2024) calculated a composite similarity for extracted SCR events and the
schemas introduced in section 4.2.1 that was based on the semantic and structural similarities
of the texts. Semantic similarity was calculated based on the CS of the texts and structural
similarity was calculated based on the Jaccard similarity of the texts. The event was
categorized based on the schema event category with the highest similarity score with the

event.

Shahsavari et al. (2024a) and Shahsavari et al. (2024b) utilized a pre-trained sentence
transformer EOLLM in their framework to compute CSs between the name of an event
contributing to SCRs and various texts. A more detailed description of how these LLMs were

utilized is given in section 4.3.

Zhao, M. et al. (2024a) utilized open-source pre-trained EOLLMs to classify the SCRs that
were identified with the GPT-3.5 DOLLM. The identified SCR text output and the 875
business risk definitions from the CTBR were given to EOLLMSs as inputs and the EOLLMs
were tasked to identify the business risk that was most similar with the identified SCR, based
on the CSs of the texts” WEVs. The more complex EOLLMSs, such as sentence-t5-base,
achieved better labeling accuracy than the simpler EOLLMs and were able to classify the

correct label even when the generated description of the SCR was non-explicit.
4.2.3 Key phrase extraction

Key phrase extraction (KPE) is an NLP task that aims to extract key phrases that describe
and express the central content of textual documents. KPE has many use cases, for example in
generating search queries, identifying recurring phrases in academic research or transforming
key phrases to vector-representation for document classification and clustering. Both

EOLLMs and DOLLMs can be utilized in KPE. (Kang & Shin 2025; Yao et al. 2022.)
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Shahsavari et al. (2024a) and Shahsavari et al. (2024b) utilized the KeyBERT EOLLM to

extract key phrases from NAs in their framework.
4.2.4 Event extraction

Event extraction (EE) is an NLP task that aims to detect events from text sources. EE is
performed through semantic analysis of text sources to detect triggers for event, entities that
are related to the event and other information related to the event, such as time and place.

(Meng et al. 2024.)

Cheng et al. (2024) utilized a fine-tuned RoOBERTa EOLLM to detect distribution events
relating to EVSCs from NAs. Events were extracted based on sequence tagging to conduct

cross-sentence semantic analysis of the NAs.

Shahsavari et al. (2024a) and Shahsavari et al. (2024b) utilized a GPT-3.5 DOLLM in their

framework for EE.
4.2.5 Named entity recognition

Named entity recognition (NER) is an NLP task that aims to identify predefined entity types
from text documents. NER is a key task in most IE systems and aids in downstream tasks
such as relation extraction. LLMs have shown their considerable potential to be utilized in

NER. (Jung et al. 2024; Shishehgarkhaneh et al. 2024a)

Shishehgarkhaneh et al. (2024a) and Shishehgarkhaneh et al. (2024b) utilized EOLLMs for
NER to extract SCRs from NAs.

Sun et al. (2024) utilized NER in pre-processing of FT training data to standardize the

mentions of different entities.
4.3 Integrating LLMs extracting SCRs to the SCRM process

The conventional SCRM process has three main issues in the modern SCE: it’s too reactive in
nature to be used in the modern SCE, that requires proactive risk management processes, it
relies too heavily on the availability of accurate historical data, and its need for domain-
specific expertise, different industries have industry-specific SCRs, meaning that all general
SCRM processes require industry-specific adaptations. (Aljohani 2023; Deiva Ganesh &
Kalpana 2022; Kirilmaz & Erol 2017; Mukherjee et al. 2024; Srivastava & Rogers 2022;
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Zhao, M. et al. 2024a; Zhao, M. et al. 2024b.) Integrating LLMs to the SCRM process can be

used to solve these issues.

Cheng et al. (2024) introduced an implementation that utilized various LLMs and other Al
technologies to extract and assess the impact of disruption events that contribute to SCRs in
EVSCs. The schema of SCRs in EVSC was first created, as introduced in section 4.2.1.
Consequently, a dataset of NAs about SCR events in EVSCs was created using a Python web
crawler. The dataset was cleaned by using a GPT-40 DOLLM and manual curation to assess
the NAs relevance to the EVSC and a Llama3-8b to filter out unnecessary information, such
embedded advertisements. In the implementation pipeline, events are first extracted from this
dataset, as introduced in section 4.2.4. After EE, a BERT EOLLM is used to generate
contextual embeddings to enrich the contextual information of the extracted event.
Consequently, a RoOBERTa EOLLM fine-tuned with the TempEval3 dataset is used to extract
time expressions related to the event to define when the event has happened. By using a fine-
tuned RoBERTa-large EOLLM, extracted events are set in chronological order to enable the
next step. Coreference resolution (CR) and event linking between extracted events mentioned
in single and multiple documents is used to create a logical event sequence of events
contributing to SCRs. The linked events are analyzed using conditional random fields (CRFs)
to extract parameters contributing to the events. The impact of each event is assessed based on
the event’s magnitude and its centrality to the EVSC by using a graph convolutional network
(GCN). To ensure the robustness of created event sequences, logical constraints (LC) and CR
are introduced for event sequences. The constraints define that for example events with
chronological dependencies require that event A is recognized to happen before event B or
that event A is recognized as a precursor of event B. CR ensures the within- and cross-
document coreference consistency of event mentions. By combining LCs and CR, the pipeline
creates high-quality data about events contributing to SCRs. The extracted events are then
categorized, as introduced in section 4.2.2. Ensuring that the categorization adheres to the
logical and temporal constraints introduced earlier improves its accuracy. To ensure
continuous improvement of the pipeline, industry experts assess the quality of the extracted
events and give feedback that is used to refine and update the model. The extraction of events
also allows the pipeline to be used to predict future disruption events. Predicted event
sequences are based on the propagation of events in the created event schema. Future
disruption events are predicted by utilizing a GCN trained to learn schema graph nodes and

edges, by enforcing LCs on, for example, the propagation of child and parent nodes, and
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ensuring consistent entity mentions through argument coreference. Overall, the pipeline can
be used through an online interface that allows the user to input their own NAs for EE, assess
the quality of extracted events, and modify event sequence visualizations created by the

pipeline.
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Figure 5. Pipeline of implementation, figure copied from (Cheng et al. 2024)
Fan et al. (2025) introduced an implementation that utilized a GPT-40 mini DOLLM to

measure the company’s exposure to SCRs from the transcriptions of corporate site visit
audits. Investors and company shareholders can initiate these audits to assess to current
business situation of the company. PE was utilized in this implementation, as introduced in
section 4.1.1. The company’s exposure to the identified SCR was assessed based on the

length of the audit transcription and the length of the response generated by the DOLLM.

Shahsavari et al. (2024a) and Shahsavari et al. (2024b) introduced a SCR EE framework
consisting of six modules for identifying events that contribute to SCRs. The implementation
utilized LLMs for STSA and IE purposes. The framework first creates causal relationships
between SCRs and events that contribute to them by analyzing historical news data,
identifying causal relationships using Bayesian networks, and creating key phrases that
describe the CE and their relationship with the SCR. WordNet, a lexical database of English
words and their synonyms, is used in the next module to find synonyms for single words of
the key phrases (e.g. staff and stave are synonyms and shortage and shortfall are synonyms),
to create synonym combinations of the key phrases (e.g. staff shortage and stave shortage).
Some of the provided synonym combinations, however, do not have the same semantic
meaning (e.g. staff shortage and stave shortage). SBERT is used to transform the sentences
into WEVs and calculate the CS of the given sentences and the name of the CE. If the CS

value is 0.8 or greater, the synonym combination is accepted as a search phrase. Further
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search phrases are searched for by first searching for NAs published within the last three years
and then using the accepted synonym combinations to search for the articles. If new NAs are
found using the synonym combinations, it is accepted as a final search phrase but if no new
articles are found, the synonym combination is dropped. The extracted NAs are analyzed
using KeyBERT, as described in section 4.2.3. CSs are calculated using SBERT for the key
phrases and the name of the CE. If the CS value is 0.8 or greater, the extracted phrase is
accepted as a final search phrase. The final search phrases are input to the next module, a
news crawler that utilizes Python’s pygooglenews API to search for NAs from Google News.
Based on the search results, CSs are calculated using SBERT for the CE and the extracted
NAs. If the calculated CS value is 0.5 or greater, the NA is taken into further consideration,
otherwise it is dropped as irrelevant to the CE. The CS values between a CE and NAs
contribute to the probability of occurrence of the CE, a CS value in the range of 0.5 and 0.57
is considered low probability, a value in the range of 0.57 and 0.64 is considered medium
probability, and a value greater than 0.64 is considered high probability. The relative
frequencies of the different probabilities are used as the probability of the CE having a certain
probability (e.g. 1 out of 10 NAs have a CS value between 0.5 and 0.57, the CE is deemed to
have a 10% probability of having a low probability of occurence). The relevant NAs are
analyzed to extract key information about the CE, as introduced in section 4.1.1. The final
module propagates the calculated probabilities of CEs through the Bayesian network

generated in the first module to generate an estimate on the probability of occurrence for the

SCR in question.
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Shishehgarkhaneh et al. (2024a) and Shishehgarkhaneh et al. (2024b) introduced an
implementation that utilized fine-tuned EOLLMs for NER purposes to extract SCRs from
NAs. Based on the FT introduced in section 4.1.2, the DeBERTa EOLLM was identified as
the optimal EOLLM for this use case.

Sun et al. (2024) introduced an implementation based on a fine-tuned GPT-3.5 DOLLM that
extracted SCRs and used the extracted SCRs to predict future SCR trends. The DOLLM was
fine-tuned as described section 4.1.2. The fine-tuned DOLLM was used to extract SCR
categories from NAs and then extract and classify SCRs from NAs identified SCR categories.
Using the date information of the extracted SCRs, the DOLLM was used to predict the future

timeline of the extracted SCR and assess the impact it would have on the SC in the future.

Zhao, M. et al. (2024a) and Zhao, M. et al. (2024b) introduced a Python-based prototype
software that could be used to support and solve the issues with the conventional SCRM
process. The software is setup by inserting the geographical locations (e.g. country, region) of
the focal company and all known suppliers in the focal company’s SC. The input information
is used in all the concurrent steps. The system utilizes a web crawler that automatically
retrieves real-time news that discuss their suppliers or their geographical locations from news
databases, such as Google News, allowing for a more proactive identification of SCRs that
does not require accurate historical data to function. These NAs consequently analyzed, as
introduced in sections 4.1.1 and 4.2.2. The extracted SCRs are visualized using Neo4;j, a
graph database system. By utilizing Neo4j, the links between the SCRs, suppliers, and the
focal company are clearly visualized, so that SCRM decision-makers can easily review what
kind of impact the SCRs could possibly have on the SC and what is the possibility of them
happening.

Based on the above-mentioned implementations, it can be concluded that LLMs can be used
to support all stages of the SCRM process. By utilizing LLMs, SCRs can be identified, their
effects can be assessed, and they can be monitored for shifts in trends. LLMs can also create
invaluable information that can be used in the creation of SCR mitigation strategies. NAs
contain relevant information that can be used to monitor individual SCRs, but also the broader
shifts in the SCE (Chu et al. 2020). These implementations allow for a robust SCRM process
in uncertain SCEs, where accurate data is scarce, by transforming unstructured textual data

into structured data that can be utilized in the SCRM process. The introduced
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implementations also show that LLMs can be used for robust proactive SCRM better than

conventional SCRM methods.
4.4 Future development of LLMs in identifying SCRs

Despite that the implementations introduced in section 4.3 allow for a more proactive SCRM
process, they can still be improved. Most of the implementations introduced tasked the LLMs
in use to label the extracted SCRs based on the CTBR definitions. This also true for other
SCR extraction implementations that utilize other Al technologies than LLMs (Aboutorab et
al. 2022; Aboutorab et al. 2023; Aboutorab et al. 2024). Only Shishehgarkhaneh et al. (2024a)
and Shishehgarkhaneh et al. (2024b) and Cheng et al. (2024) defined a taxonomy of SCRs
themselves, but the taxonomies they created were tailored for SCs in specific industries,
construction and EVs respectively. The need for industry-tailored taxonomies shows that

many SCRs can be industry-specific.

Searching Google Scholar with the search prompt “supply chain” AND “Cambridge
taxonomy” only returns 17 articles, with most articles utilizing the CTBR definitions in Al
implementations and no articles on conventional SCRM themes. When given the prompt
“relationship of supply chain risk management and Cambridge taxonomy of business risks”,
SCOPUS AI and Consensus Al search engines also returned articles with similar results. The
results indicate that there exists a gap between the Al-based SCRM literature and the
conventional SCRM literature. Because there are no mentions of utilizing the CTBR in
conventional SCRM literature, it indicates that the CTBR definitions are not detailed enough
so that could be directly utilized in SCRM. The CTBR has six main branches of risks:
financial, geopolitical, technology, environmental, social and governance (Cambridge Centre
for Risk Studies 2019) while Table 1 already has 12 defined SCR types, with numerous other
definitions found in SCRM literature. But because the Al implementations require organized
definitions of SCRs that have quantifiable impact, Al-researchers have opted for the CTBR
definitions because of the difficulty to define and lack of an organized taxonomy of SCRs
(Fan et al. 2025; Pandey et al. 2023; Sun et al. 2023). For example, Fan et al. (2025) only

used three SCR factors to determine a SC’s exposure to SCRs.

Based on this, it is clear that a more general organized taxonomy of SCRs, similar to the ones
defined by Shishehgarkhaneh et al. (2024a) and Cheng et al. (2024), is needed to develop the
capabilities of Al implementations in identifying SCRs. The CTBR can be used to draw
insights, such as Shishehgarkhaneh et al. (2024a) and Shishehgarkhaneh et al. (2024b) did,
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but using the CTBR definitions solely does not accurately reflect the modern SCRs. It is
important that SCM experts are consulted in the creation of this taxonomy, similar to Cheng

et al. (2024) who created their SCR categorization with the help of industry experts.

Due to the need for the inclusion of industry-specific SCRs (Srivastava & Rogers 2022), the
general taxonomy could be used as a basis for an industry-specific LLM-based
implementation. The SCRs that are relevant to the given industry could be picked from the
general taxonomy, while non-relevant SCRs would be left out. General taxonomy SCRs could

also be tailored to include industry-specific characteristics.

The utilized data sources should also be diversified to better reflect the modern SCRs.
Although NAs contains valuable insights on SCRs, they themselves cannot capture all the
complex interdependencies in SCs. The implementation introduced by Fan et al. (2025) that
utilized a private audit transcript was the only implementation that utilized an internal data
source. Internal data sources, especially numerical metrics such as supply chain performance
metrics, should be better integrated to the SCR extraction process in the future (Sun et al.
2024). The variety of public data sources should also be diversified. Social media posts,
industry reports and government publications are some examples of data sources that could be

utilized to extract SCRs (Shishehgarkhaneh et al. 2024b).
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5 Discussion and summary
5.1 Discussion

Sections 4.1, 4.2 and 4.3 provide an overview of how LLMs can be used to detect SCRs. In
response to RQ1, it can be concluded that LLMs are capable of detecting SCRs through the
application of diverse techniques across multiple NLP tasks. For DOLLMs, PE and
hyperparameter tuning are the main techniques used to tailor them for SCR identification and
for EOLLMSs, FT is the most prevalent technique. STSA, KPE, EE, NER and coreference are
some of the NLP tasks that can be used to create an implementation for SCR identification.
LLMs can also be seamlessly integrated with other Al technologies in implementations, such
as CRFs and GCNs that Cheng et al. (2024) utilized in their implementation. Most
implementations are based on identifying SCR events from external textual data sources, such
as NAs, meaning that these kinds of implementations would be easiest for companies to

implement themselves.

One interesting result based on the articles introduced in Table 2 is that almost none of them
specify the types of SCRs that are reliably extractable. Only Cheng et al. (2024) specify the
SCR event categories that are extracted using their implementation. Political, demand, and
operational SCRs are mentioned examples of extracted SCRs in the article, but the
classification accuracy for every category is not elaborated. This means in response to RQ?2, it
can be concluded that the lack of specification for the classification accuracies of single SCRs

makes it difficult define SCRs that are the most reliably extractable using SCRs.

In response to RQ3, it can be concluded that based on the implementations introduced in
section 4.3, LLMs can be used to support all stages of the SCRM process, meaning that LLM
technologies have considerable use cases in the field of SCRM. The main benefit of utilizing
these methods is their robustness in uncertain SCEs. All implementations include a measure
for the quality of extracted information, ensuring that implementations are capable of filtering
out inaccurate data. Some implementations also offer a possibility for visualization for the
extracted SCRs, improving the visibility of the supply chain, which is a big problem in
modern SCs (Kassa et al. 2023). The implementation introduced by Zhao et al. (2024)
features a visualization of the complex interdependencies that contribute to SCRs, helping
decision-makers grasp them better. The implementations introduced by Cheng et al. (2024)
and Shahsavari et al. (2024a) and Shahsavari et al. (2024b) include event sequences that
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contribute to SCRs, aiding in the creation of mitigation strategies in SCRM frameworks that
are based on the analysis of events contributing to SCRs, such as the HOR method. The
introduced implementations offer a proactive and easy-to-use option with their user interfaces

to support the conventional SCRM methods in the face of modern dynamic SCEs.

However, between LLM and SCRM literature there exists a gap, hinted by the lack of cross-
domain co-operation. Only Cheng et al. (2024) and Shahsavari et al. (2024a) and Shahsavari
et al. (2024b) co-operated with SCRM domain experts in their implementations, hinting that
that more can be achieved with LLMs in a SCRM with the co-operation of different domain
experts. A general taxonomy would clearly differentiate the characteristics of different SCRs,
enabling the examination of the classification accuracies of LLMs for different SCRs. The
uneven prevalence of different attributes can lead to the LLM having varying identification
performance for different entities (Keloth et al. 2024). Each SCR category has its own
attributes and characteristics, meaning that it is plausible that LLMs could have better
knowledge on the characteristics of certain SCRs and could achieve better performance in
identifying those SCRs that they have better knowledge on. In response to RQ4, it can be
concluded that there is a clear need for a generalized taxonomy of SCRs that can be used with
LLMs, created through co-operation between SCRM and LLM domain experts. In industry-
specific implementations, the general taxonomy could be used as a basis for the used SCR
categorization, as relevant SCRs could be picked from the general taxonomy and tailored to
include industry-specific characteristics if needed. Creating the taxonomy would also help in
identifying the SCRs that are most reliably extractable using LLMs. The focus in future
research should also be in diversifying the utilized data sources. The utilization of internal
data sources should be more prevalent in future implementations, as they contain a

considerable amount data about SCs.
5.2 Summary

SCs are very large networks spanning global areas and contain complex interdependencies
between different actors. As the complexity of SCs is ever-increasing, SCs are becoming
vulnerable towards an increasing number of SCRs. SCRM is the process of managing these
risks, revolving around identifying SCRs, assessing their impact, creating mitigation
strategies for them and continually monitoring the risks and the effect of created mitigation
strategies. Conventional SCRM methods however have a hard time keeping up with the large

number of SCRs, contributing to a need for more responsive SCRM methods. Due to complex
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nature of SCs, SCRs can be categorized in many different ways, making it difficult to create a

generally applicable categorization of SCRs for SCRM.

LLMs are state-of-art AI models that are subject to growing academic interest. LLMs have
unrivaled NLU and NLG capabilities that help them to perform various unformalized tasks.
Thanks to their vast training dataset, LLMs have acquired very specific domain knowledge
that can be harnessed with the right tools, such as PE and FT. By utilizing these tools, LLMs

have been successfully trialed in many academic fields, including SCRM.

By tailoring LLMs for SCRM purposes, they can be used to support the conventional SCRM
process and make it more proactive and robust in modern uncertain SCEs. In the future, Al
and SCRM domain experts should co-operate in creating a generalized taxonomy of SCRs to
allow for more precise evaluations of their identification capabilities and to improve the

capabilities of LLMs in the SCRM context.
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