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The information age brought about radical changes in our lives. More and more assets are
getting connected to the Internet. On the one hand, the connectivity to this ever-growing
network of connected devices and assets (the Internet) precipitates more convenience and
access to various resources. However, on the downside, the Internet could be the hotbed
for malicious actors like hackers, attackers, and cybercriminals’ communities.
Continuous Penetration testing and monitoring of the sites, and forums providing illicit
digital products and services is a must-do task nowadays. Advanced searching techniques
could be employed for discovering such forums and sites. Google dorks that are utilizing
Google’s advanced searching techniques could be applied for such purpose. Google dorks
could be used for other areas that we will explain during this thesis in more detail like
information gathering, vulnerability detection, etc.

The purpose of this thesis is to propose advanced searching techniques that will help
cybersecurity professionals in information gathering, reconnaissance, vulnerability
detection as well as cyber criminal investigative tasks. Further, a usability study has been
conducted to examine the acceptance of these techniques among a group of cybersecurity
professionals. In this usability study, we will measure the significance of 5 variables in
the innovation diffusion model (IDT) namely Complexity, Compatibility, Relative
advantage, Trialability, and observability in the adoption of Google dorks for search-
related tasks for cybersecurity professionals.

Keywords: Google dorks, Cybercriminal forums, Information gathering, Dark web,
Defaced sites, Innovation diffusion theory
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1 Introduction

Thanks to the information age our life has been highly affected by the tremendous growth
of access to 24/7 resources. By the time of writing this thesis, there are almost more than
4.5 billion users connected to the Internet throughout the world and the number is
constantly increasing [1]. Using social media sites and applications like Facebook,
Twitter, WhatsApp, and Telegram has become more and more common. Simultaneously
the number of websites and other resources connected to the internet growing rapidly.
However, locating the most useful resources for our day in day out search-related
activities through this huge amount of resources not always easily possible. Search
engines like Google, Yahoo, Bing, Yandex, and Duckduckgo try their best to index more
and more of the resources connected to the Internet so the users’ searches are more
efficient. By far the most widely used search engine is Google [2]. The number of
searches for Google search engines is above 5.8 billion daily by the time of writing this
thesis [1]. To facilitate the search, Google provided syntaxes that will limit the search

results, which will increase the effectiveness of the search [3].

It could be highly beneficial for actors in the cybersecurity community, both white hat,
and black hat hackers, to adopt using such syntaxes and even combining them to produce
customized advanced Google searching techniques, also known as Google dorks, that
facilitate their search-related tasks. Google Hacking Database (GHDB) [4] that is part of
the exploit-db.com bestows a good set of such Google dorks. Advanced google searching
techniques or Google dorks can be beneficial for various activities for cybersecurity
actors including information gathering, vulnerability detection, discovering files
containing sensitive information, credentials finding through paste services and file
sharing sites, finding criminal forums, locating defaced sites, and even searching in the

dark web.

This thesis is organized as follows. Chapter two covers the background and already
existent literature that examines Google dorks for various areas, as well as practical issues

and areas we believe that applying Google dorks will be beneficial.



In chapter three we cover searching syntaxes of not only Google but other famous search

engines like Yahoo, Bing, and Duckduckgo.

In chapter four we discuss how Google dorks can be applied for information gathering
about the targets both by white hat hackers and black hat hackers. We briefly explain
some of the categories of GHDB such as files containing interesting information,
usernames or passwords, login portals, and online devices discovery. Additionally, we
review Google dorks that are useful for finding credentials. Another area that Google
dorks could be beneficial is finding vulnerabilities or potential points for starting attacks
like SQL injection that is going to be covered in this chapter. Eventually, in the chapter‘s
last section, we will briefly examine some of the well-known tools for automation of
Google dorks like Bingoo, xgdork, Zeus, and pagodo. The pagodo automation tool is

discussed in more detail.

In chapter five we shed light on some of the areas where Google dorks could be highly
beneficial but are less studied. Detection of cybercriminal forums like carding sites and
forums, defaced websites detection, the social media channels and groups cybercriminal
and defacers actively participate in, Google dorks for locating cybercrime sites in the dark
web, discovering the Clearnet site of a dark web site (if exist) and simple still useful dorks

for deanonymization of dark web cybercriminal sites will be covered in this chapter.

Last but not least, in chapter six we analyze results from two surveys that have been
designed based on the Innovation Diffusion Theory (IDT), together with a workshop
about Google dorks based on quasi-experimental time-series design to measure how
cybersecurity actors in our sample group adopt Google dorks for their search-related

tasks.

Finally, the thesis ends with concluding remarks in chapter seven that includes a brief

overview of the overall process of this thesis.



2 Problem statement and literature review

In this chapter, we will cover some practical issues from the author of this thesis‘s point
of view applying Google dorks could be beneficial for solving these issues. Additionally
the next part of this chapter includes the literature review of using Google dorks between

the cyber security actors.

2.1 Practical Problems

In both hacking and penetration testing the reconnaissance and information gathering is
a lengthy process. Google dorks make it easier time-wise. For instance, checking the
companies' addresses, emails, the staff is not always easily found but with dorks more

easily especially time-wise they can be accessed.

Another practical problem that Google dorks can be utilized is database verification by
security experts, of the data breaches, which is possible by different methods. One typical
approach is to discover registration links, login pages, or reset password links and
checking whether the registration is possible with the credentials that exist in the breach.
Finding login, resetting the password, registering pages of sites is not always
straightforward. The category “pages containing login portal” helps and facilitates these
tasks. This category already exists in exploit-db/GHDB and some of the existing dorks
registered by the author of this thesis. Besides, from the hackers and penetration testers'
side, the login pages can also be a pivot point for “Brute Force Attacks”. Similarly, login

pages of online devices could be targeted for Brute force attacks.

The next practical area that Google dorks can be applied is to finding communication
channels for cybercriminals, like the Telegram channels that are somewhat commonly
used by cybercriminals, is not convenient. Telegram channels sharing hacked accounts,
carding channels, hacking channels as well as Facebook groups and vk.com, and other
social media applications are a practical problem for the organizations monitoring these
channels and groups. Thanks to Google dorks these are more conveniently

accomplishable.



Besides there are companies that inform their clients about their cyber exposure and they
need to gather publicly available shared accounts from any possible resources, like paste
sites, telegram channels, and so on. They also require to be informed about cybercriminal
actors’ malicious activities in terms of their business and monitor the cybercriminal site
and forums. Finding such activities is a real challenge especially if not using Google

dorks.

Moreover, from the cyber defensive perspective as well as the law enforcement side,
being informed about the defacer groups, and the already defaced sites that potentially
could be compromised is essential. Google dorks as we will examine in this thesis are
quite useful. We will provide examples of sites that have been defaced without being
noticed. Furthermore, with these dorks, it is possible to find all the defaced sites by a
single defacer or a defacer group. So if the security researchers try to identify as much as
possible information about the activities of hacking and defacing groups these dorks

could facilitate their tasks.

Another practical challenge especially for law enforcement authorities is to find the dark
websites and forums and deanonymize them, find if the same dark websites and forums
are active, and exist on the surface web, and generally speaking gather as much as
possible information about such sites and forums. Using Google dorks and web2tor sites

[5] it is made possible to search for dark web content on the surface web.

Last but not least, passive reconnaissance has priority over active reconnaissance in this
sense that there is no need to clear the track for the hackers and penetration testers so
though there are multiple tools for doing these phases of penetration testing and hacking,
the priority is to do it passively. Google dorks facilitate this phase as well as even some

more steps like vulnerability detection, WAF detection, Web server detection.

Generally speaking, many of the above-mentioned tasks may be possible without Google
dorks but the point is that especially in the industry that lots of tasks need to be done
within a short time frame, disregarding Google dorks makes the tasks much lengthier as
well as less precise and with more false-positive. Almost all of the topics that will be
covered in this thesis are based on real tasks that needed to be done in a limited time-

frame.



2.2 Literature Review

In this section, we will try to shed light on the existing literature regarding the areas
Google dorks could be beneficial for search-related tasks in the cybersecurity community.
However, at the same time, other areas exist that Google dorks can be applied and
facilitate the tasks of the cybersecurity actors but less work has been done in those areas.
Considering the existing literature, phases like vulnerability detection, files containing
sensitive information, information gathering are scrutinized while other areas like
discovering cybercriminal forums and their communication channels or searching for
darknet sites with Google dorks are not covered in the existing literature but have been

covered in the other sections of this thesis. The diagram is a schematic of these two areas.

Information
gathering
Finding about targets
cybercriminal
forums for
investigative
tasks and
monitoring

Vulnerability
detection of
targets

Finding

credentials
from pasting
services and
file sharing
sites

Searching in
darknet

Finding
defaced sites
for
investigative
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Finding
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communication

channels for
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tasks and
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Figure 1: Google dorks usage

(Blue color indicates areas covered in existing literature and orange color indicates

areas not covered in literature but we covered in this thesis)



The existing literature covered the four below areas:
1. Definition of Google dorks from various resources
2. How the attackers used Google dorks

3. How the security researchers used Google dorks

4. Tools that utilized Google dorks as their core for activities

Though in some context there is a definition for Google dorks in some other context there
is not a specific definition of Google dorks. For instance, Google dorking is a concept
that lacks definition but simply they are queries that use advanced operators offered by
Google search engine to retrieve sensitive information or vulnerable systems [5].
Additionally, others elucidated Google dorking is a hacking technique that uses Google’s
capabilities to locate specific files and vulnerabilities in web applications(using Google
dorks for vulnerability detection) [6]. As an example of the usage of Google dorks for
vulnerability detection, Google dorks were used to locating the monitor and control of
the sluice gate [7]. There are studies that considered the Google dorks capabilities to
locate the login portals and passwords, that is part of information gathering about targets,
so according to them what is known as google dorking originates from the “google
hacking” community and was used for locating login information/passwords or
vulnerable systems [8]. Detection of vulnerable sites made pretty straightforward using
Google dorks, so Google dorks could be scrutinized as one of the simplest methods to
locate vulnerable sites, to put it simply it is a specific search request that uncovers

websites that match the parameters in the request [9].

The so-called term “Google dorks” was coined by Johnny Long on his site
johnny.ihackstuff.com first time and he explained the search techniques for finding
information left on websites that revealing information about their assets that could be

exploited by hackers [10].

Gathering the information about the target is one of the reasons attackers and penetration
testers use Google dorks. Employing the indexing power of Google as a powerful search
engine, Google dorks capable of pinpointing the sensitive information about targets while

in some of the cases it is unknown by the site owners that those files containing the



sensitive information exist(another example of Google dorks for information gathering
about targets and vulnerability detection) [11]. Additionally, locating the information
from a site that is not possible or barely possible applying the typical searching by security
practitioners is another usage of Google dorks [12]. Locating the error messages,
documents and files, Network devices, open directories as well as numerous other
interesting sources of information are made possible using Google dorks [13]. Malicious
attackers, as well as cybersecurity actors like penetration testers, security researchers, and
cyber investigators, utilize Google dorks also known as Google hacking techniques in
some contexts, to acquire interesting information about their target. This worthy
information in the majority of cases left unintentionally and mistakenly by organizations
or companies on publicly available servers so they can be accessed by Google dorks that

are advanced Google searching techniques.

In a study in 2014,1000 various Google dorks were used on numerous targets and found
that around 300,000 sites that potentially were vulnerable[14]. This was part of the study
work for proving that vulnerability detection of the websites is more conveniently
possible utilizing well-crafted Google dorks. However, the questions that whether the
attackers using Google dorks for spotting vulnerabilities or not or even which Google
dorks checked by them and how they will apply Google dorks against their targets

remained unanswered in that academic work [15].

Prominent hacking communities and groups benefit Google dorks for their objectives.
For instance two famous hacking groups namely Lulzsec and Anonymous enjoyed the
benefits of using Google dorks and used it as their main method of locating vulnerabilities
of their targets [16]. Especially in the last decade, the attackers employed Google dorks

to locate vulnerable computers all over the US [17].

Attackers benefit from Google dorks to locate potentially vulnerable sites to a web attack
known as SQLi (Structured Query language Injection). Additionally the attackers able to
search for terms like DOT SQL or DOTPWD and having the list of sites that contains the
information about the site [18]. As an example of how the attackers can utilize the benefits

of Google dorks in their objective, they can find the credentials of the websites that



mistakenly left in the site directories or files with a well-crafted Google dork. One of the
benefits of such cases is that the victim is unaware that the attacker obtained the
credentials illegitimately [19]. Attackers also employ Google dorks for their objectives
especially to figure out where to launch their attack against their targets, though not
always this could assist them in revealing their desired information. For instance, Google
dorks were used in 2004 to an e-commerce package named Comersus that was ASP-
based and had flaws in one of its files namely cemersus message.asp. One of the
categories that Google dorks can be beneficial is to discover the default pages, especially

the login pages or pages containing configuration settings [20].

Cybersecurity researchers and practitioners also benefited from Google dorks to do their
objectives. As an example, Google dorks was used for the detection of governmental
infrastructure in Estonia [21]. Another group of security researchers is the malware
researchers that Google dorks facilitate their activities as they can utilize Google dorks
to detect vulnerable websites and malware. For instance, they can apply specific searches
as well as Google dorks in google alerts and get notified and alert as soon as a matching
result is found by google. It can be used by malware researchers for discovering the newly

compromised or rogue sites [10].

Another area that Google dorks facilitate the activities of both security researchers and
attackers is the tools that are based on Google dorks and Google dorks operate as their
core. Some of the bots using Google dorks as their core for automation of exploitation
[22]. Numerous Tools are utilized by Google dorks for discovering vulnerable sites to
XSS or SQL injection or even performing XSS or SQL injection attacks [23].
Additionally, there is a countless number of tools that people who lacking enough
knowledge of exploitation or cyber-attacks can employ them to spot the information that
can pave the way for hacking their targets. These tools are not limited just to utilizing the
Google dorks, but other search engines like Baidu, Bing, Shodan advanced search
commands. SearchDiggity is an example of such tools that utilized Google dorks, as well
as other search engines, advanced searching techniques [19]. In addition to the tools that
utilizing Google dorks for locating sites vulnerable to SQL injection or XSS attacks, there

are online resources like pentest-tools.com[24] that provide a specific URL to be tested



with nine various Google dork types and the outcome of google search results will be

shown [25].

Some studies have been conducted on the observation of Google dorks’ attacks. In a case
of'a web-server honeypot named Dorkpot that is dynamic, low-interaction was employed

to detect requests related to Google dorks for analyzing such attacks [15].

When it comes to the resources for finding Google dorks, there are numerous sites on
both surface web and darknet for obtaining such dorks. The publicly available, famous
site exploit-db.com has a section that is a collection of various categories of Google dorks
[26]. Also, it is common to find the Google dorks in paste sites or even the documents
that are shared in sites like Scribd. Blogs, News websites, social media sites like twitter
or telegram are other examples of sites Google dorks can be found. All the
aforementioned resources are fine for finding Google dorks but the most prominent
resource by far is the GHDB in exploit-db [27]. Till the time of writing this thesis more
than 5500 registered Google dorks can be easily accessed using the GHDB [15].



3 Search engine hacking

The term search engine hacking is the process of using advanced operators and keywords
of search engines like Google, Bing, duckduckgo, and even the popular search engine for
internet-connected devices known as shodan [28]. We use every then and now use these
operators and keywords for finding information, for detecting and even exploiting the
vulnerabilities of the targets [29]. To reach this goal the attacker or penetration tester
needs to be familiar with the basic search engine operators and keywords and their
functionality. As the topic of this thesis is about google search hacking, the concentration
will be on google as the search engine for hacking used by both White hat and Black hat
hackers. Anonymous hacking groups like Lulzsec [30] consider google hacking as their

leading means for diagnosing the vulnerabilities of their targets [16].

3.1 Description of the process

As we know every IT system has a logging system, so any access to a device connected
to the internet is logged which makes the process of clearing track that is one of the threats
for the attackers to be detected tough, so they prefer to do the whole steps of hacking in
a passive way which means without direct communication with the target that logs the
attackers’ activities and sensitive information that in the end may lead to the disclosure
of their identity. So google hacking is a great method as doing steps of hacking with
google there will be no footprint of the hackers on the target. It means if the attack
happens on a website and server logs, for instance, are investigated in case the webserver
is apache the log file is access.log or error.log then the requests of the result of Google
dorks coming from google and no trace of the attacker exist in the log file. Another
positive point of using search engines, especially Google as the most widely used search
engine [2] is that for the reconnaissance, information gathering phase of penetration
testing or hacking, the more information about the target the attackers have the simpler

the other steps and the more chance for the success of the hacking process.
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3.2 Most commonly used search queries

Following the description of google hacking and the process of google hacking the
importance of being familiar with the basics and more advanced searching techniques is
undeniable. Almost all of the famous search engines ranging from google, yahoo, Bing,
and even shodan that is the IOT devices search engine have their operators and keywords
that simplifies the hackers’ and attackers’ activities for detecting their target’s
vulnerabilities more accurately. In what follows we can see how most of the search
engines we studied here briefly have a more or less similar common manner for advanced
search techniques and how to develop more advanced search dorks by mixing the basic

search keywords and operators.

3.3 Basic search queries: intitle, intext, inurl, site, ext, intitle:” index of”

Typical Google search is the way that every person no matter what level of IT knowledge
he/she has can accomplish. But when it comes to the more advanced google search for
specific reasons for instance penetration testing, finding vulnerabilities, threat
intelligence, finding cybercriminal sites and services, and so on that is some of the varied
topics that will be covered in this thesis requires some advanced techniques. The key
point that needs to be kept in mind is that Google indexes not only the titles and
descriptions of the sites’ pages but the entire content of pages [31] that allows searching
based on the search term the whole content of the page including text, title, and so on.
For this goal, there is the concept of google advanced operators that help to refine

searches to optimize the results. The general syntax of google advanced operators is:
Operator: keyword_for _the_topic

The Boolean operators AND, OR can be used in Google searches to refine the results.
The default logical operator for multiple search terms in google is AND [31] which means
google searches all of the search terms in case no modifier is used in the search. The OR
operator clarifies for the google that you are googling for either of the words. For instance

the search term below limits the results to either car or bike:
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Car OR bike

Google borrowed the “|” operator for OR operator from the programming domain so for
the above example the alternative would be car | bike. If you decide to exclude a term

6 9

from your results the is the operator that can be used. Another category of google

advanced searching is google syntax words to narrow the user’s searches [32].
intitle:search_term

Limits the search to the pages having the search term in the page‘s title, allintitle is a

variation of this syntax but better to avoid using as it’s not well mixing other syntaxes.
inurl:search_term

Targets the URL of the pages that include the search term for searching. Same as the

above syntax it has a variation allinurl that does not mix well with other syntaxes.
intext:search_term

Used for searching the body of the pages that have the search term and it has the allintext

variation that does not mix well with other syntaxes.
inanchor: Searches for the description of the hyperlinks

Site: This syntax is used to restrict the search to a specific site or even domains or top-
level domains (TLD) [33]. For instance, the site:yahoo.com limits the search just to site

yahoo, or site:edu restricts the search just to the educational sites.

Cache: Used for finding the last copy of the page before the page being removed. It is
mostly useful in case we face error 404 which means the requested page has been

removed but with this syntax, the already removed page can be retrieved.

Both filetype and ext are more or less have the same outcome that is to search for the
extension of the file. The extension can be all the files. For instance ext: doc searches

among all the indexed doc files by google.
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Related: This syntax limits the search for pages that are related to the page specified in

the search request.

info: presents more information for the specified page in the search request, that includes
a link to the URL’s cache, pages that are linked or related to the requested page, info page

if exist as well as pages containing the requested URL.

Last but not the least useful syntax for this thesis is intitle: ”index of” “search term” that
is quite useful for finding the “search term” for sites that directory browsing are active in
those sites. This syntax is considerably useful for finding the sensitive files and directories

of a website.

For more clarification of the above-mentioned operators and syntaxes here is an example.
Suppose that we are going to find an article in pdf format from an academic site like
university about malware and wannacry in the text of that file. The below dork gives us

the desired result:

site:edu intitle: "malware" intext:"wannacry" ext:pdf

Y 6 Incognito (3)

c

& google.com: C @ coursescsailmitedu

gle site:edu intitle:"malware" intext:"wannacry” ext:pdf I $ Q

Al ) images @ News (4 (8 Maps  : More Settngs  Tools
O park Result of the search

Iware Analysis of WanaCry Ransomware - MI
https ses.csail.mit.edu » project +
017 - Related articles

am, J. (2017). How
ERNALBLUE Expl Malware Analysis of WanaCry Ransomware
; : Abdurrahman Akkas, Christos Nestoras Chachamis, Livio Fetal
" Automated Behavioral Analysis of Malware - arXiv e (100, shahontis, Webabu JOmibede

port-Ib.library.cornell.edu » pdf ~
n - 2017 - Cited by 55 - Related articles
r approach using WannaCry and two pol

May 17, 2017

1 Abstract

with Cucl during both ambient, and ambient plu:

PICSE 127: Computer Security Malware - UCSD CSE
https://cseweb.ucsd.edu » classes » cse127-al |

2 Introduction

™ Malware and Ransomware - Office of the CISO

https://ciso.uw.edu » site » files » ransom_malware

Figure 2: Google dorks example

The last point for this section is that by combining the syntaxes and operators in this part,

we can create more effective dorks.
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3.4 Creating more advanced queries

Armed with the basic syntax for google dorks now we are capable of writing more
advanced and specific dorks. For instance, like a pen tester or attacker if we plan to target
the governmental sites designed with php,asp,asp.net or python that are common server-
side programming languages the queries below will be conductive, just replacing the

ext:php with ext:desired extension:
site:gov.* ext:php

This search will be advantageous in this sense that one of the tasks during the
reconnaissance phase of penetration testing is to find the programming language

technology behind the web application.

@ google.com

x4 @ Incog

site:".gov ext:aspx Monday, Jan. 13: King County operations are open as sched iled. Some Metro Transii buses
are rerouted due to weather. 3

w

IE King County
https:/iokhouse.gov » video ~
House Audio/Video For 57th Legislature, 2nd Regular Sess]
Playing - New Recordings - Galendar-Day/Month - Galendar-We

ing County Assessor, John Wilson - King Coun

hitps:/iwww.kingcounty.gov » depts » assessor v
Apr 8 - The advertisements on the King County

ssor's eReal Property website are
part of a pil site. ... Advertisements are placed in
accordance wi

any questions or

rogram 1o test the viability of web ads on

the Department of Assessments' guidelines for web advertising. ... If you have

MRl King County Assessor john Wilson

FEMA - Emergency Management Institute (EMI) Home Page
https:/itraining.fema.gov » emi ~
he Emergency Management

stitute's Mission: To support the Department of

ecurity and FEMA's goals by improving the LOCALSCAPE MAP PORTAL

Explore Your Community

Health Topics A to Z - healthfinder.gov
https://healthfinder.gov » healthtopics

Your source for reliable health information & guides from the Federal government. Offering quick
guides to healthy living and tips and tools o help you and those ...

; . MY PROPERTY
Wisconsin DOT

Figure3: Detecting site's web technology

3.4.1 Use Case: Finding mail subdomain of governmental sites with google dorks

From the attacker and penetration testers’ perspective finding the subdomains of a
website is an issue of high importance as it will lead them to more details about the
structure of their target and in phases, after the reconnaissance, they can focus on a
specific subdomain of the target site. Regarding this importance, Google dorks can be

advantageous for finding the subdomains. Each of the below dorks is beneficial in terms
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of finding the mail subdomain of the governmental sites and the last one targets the login
page of the mail subdomain that can be targeted by the attacker and penetration tester will

use for instance Brute Force attacks to find credentials.
site:smtp. *.gov. *

site:mail. *.gov. * intitle:"login"

3.5 Duckduckgo and Bing search queries

Google.com is the most popular site in the ranking of the top 500 sites on the web [2].
However, other search engines like Yahoo.com, Bing.com, and Duckduckgo.com to
name a few of them are commonly used for searching and have their syntaxes and
operators that both Black hat and White hat communities can benefit them for their
objectives. In this section, we described some syntaxes and operators of duckduckgo.com
and Bing.com .However, the concentration in this thesis is on Google.com as a search

engine.

Duckduckgo.com

This search engine claims to respect highly to the user’s privacy in their personal
information and gained more popularity nowadays though they have been found in 2008
and according to them their mission is to provide more trust for the users in terms of their

privacy [35].

With two keywords “cats” and “Dogs” there is a valuable description of the basic

operators and syntaxes used for searching by duckduckgo.com [36].

15



Table 1: Duckduckgo.com search syntax

site:example_site

Example Description

Cats Dogs The outcome will be either cats or dogs

“Cats and dogs” Searches for exact terms that include both “cats and dogs” with
the same order. If nothing found shows related results.

Cats —dogs Fewer dogs in the outcome

Cats+dogs More dogs in results

Cats filetype:pdf PDF files containing Cats, the filetype accepts doc(x),html ,pdf
,ppt(x) file types

Cats Pages about cats from example_site

Dogs

site:example_site

Pages about dogs except for example site website

intitle: cats

Pages that their title includes the word “cats”

inurl:dogs

Pages URL that includes the word “dogs”

Bing.com is another search engine that is owned by Microsoft. It has operators and

keywords for doing more efficient searches and spending less time through irrelevant

results. The table below presents an overview of the keywords for using with Bing search

engine [37].
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Table 2: Bing.com search syntax

Keyword | Description Example
contains: Focuses on websites having links | contains:wma  Searches  through
to the specified file types after | websites containing links to wma files
contains
ext: Only webpages having filename | ext:docx ,filetype:docx
extension specified here are Returns reports created in DOCX
returned format
inanchor: | Webpages containing the inanchor:msn inbody:spaces
inbody: specified term in metadata, like | Retrieves web pages that contain
intitle: anchor, body, or title of the site, | “MSN” in the anchor, and spaces in
respectively the body
IP: Returns sites hosted by a 1P:207.46.46.231
specified IP address. The IP
address should be in the correct
format.
language: | Finds webpages for the language | language:fr
specified after : Returns the results only in French
location: Retrieves web pages from a |loc:fi
or loc: specific region or country. Returns only the results from Finland
prefer: Returns the results by adding | Basketball prefer: organization
emphasis to an operator or search | Will return results about basketball
term that mainly belong to an organization
site: Searches in a specified website, | News site:yle.fi

domain, or TLD

Returns web pages about news from

the yle.fi web site
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feed:

Retrieves Atom feeds or RSS
feeds on a website related to the

term searched for

feed: basketball
To retrieve Atom or RSS feeds about

basketball

specified file type

hasfeed: Retrieves web pages containing | Site:washingtonpost.com
RSS or Atom feed on a website | hasfeed: basketball
for the terms searched for Finds webpages in
washingtonpost.com containing
Atom feeds or RSS feeds
url: Used for checking if the web | Url:nytimes.com
address or domain indexed by | Checks if Nytimes domain is in the
Bing index
filetype: Finds web pages created in the | Subject filetype:docx

Returns the reports with docx

extension about the specified subject

There are other search engines but as the topic in this thesis is google hacking so we don't

go through them.

3.6 Stop words for search engines

“Google stop words” is a topic that is worth considering when studying Google as a
search engine though it mainly affects Search Engine Optimization (SEO).To put it more
simply they are common words that are ignored by search engines to speed up the search.
A comprehensive list can be found by simply searching the “google stop words” [38].
But to give you an overview of the words like:” a”,” about”,” above”,” able”,” her”,” hi”
.are to name a few of them. Noticing the concept of google stop words is beneficial as it

helps us to write more efficient google search terms and dorks.
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The last word for this chapter is the definition of Google dorks, dorks, or google hacking.
To put it simply what is known as Google dorks also known as dorks is to use advanced
Google search operators and keywords to find information using google that is finding it
without these keywords and operators is hard or almost impossible [39]. Considering this
definition till now in sections 2.2.3 and 2.2.4 we already have written some simple Google
dorks. As we will see in the coming chapters for the InfoSec world Google dorks is a
valuable hacking tool [40]. Google as a search engine tries to index as much as it can
from whatever tool, software, devices connected to the internet. Then if we always
consider this fact that if we are aware of how to ask from google then we can find
whatever google indexed ranging from sensitive files, directories, login portals, and so

on.
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4 Information gathering

Multiple phases for the modern attacks against IT systems exist. Information gathering is
the phase for an attacker to gather adequate information about the vulnerability of the
target [ 15]. Utilizing Google dorks for the information gathering is one of the best options
as the attacker’s identity will remain undercover and the target receives the requests from
google rather than the attacker. Google dorks can be obtained through various resources
on the Internet both from the clear web and deep web [15]. These resources include paste
sites, hacking forums, or legit sites like exploit-db, social media, and many more

résources.

4.1 Introduction to information gathering

Information gathering, better known as “Reconnaissance”, in the IT world is the process
of gathering information about the target [41]. This phase intends to gather as much as
possible information about the target. Server names, IP addresses, sensitive directories,
log files, contact information, addresses are to name a few useful information found in
this phase and could be a pivot point for the rest of the activities of the attacker or
penetration tester. Methods for gathering this information are either passive or active and
it can be gathered using tools or online sources like social media, websites, or search
engines. Passive information gathering is when there is no direct communication with the
target so using search engines to obtain this information is considered as passive
information gathering. On the other hand, active information gathering is the case when
the attacker or penetration tester interacts with the organization's infrastructure. Almost
in all cases, the first and easiest way to find information about the target is by googling
about the target. It worth mentioning that we will opt to primarily use the Google dorks
registered by the author of this thesis in the GHDB throughout this chapter and the rest
of this thesis [4].

Having knowledge about the addresses, in charge people in a firm or organization, phone
numbers, and any other typical information about an organization that exists normally in

a website but can be exploited with the attackers for the next steps is highly beneficial for
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the attackers. The more attackers invest in this stage the easier it is to exploit the target
[42]. Regarding this fact, and thanks to knowing the typical structure of many sites we
found that “contactus” and “aboutus” pages are typically the pages that we can spot
contact information, location, and organization structure, and so on. The below dork

limits the search to the contactus.asp pages of the governmental sites:
site:gov. * inurl:contactus ext:asp

The site can be modified to any other Top Level Domain (TLD), also the extension could
be altered to any other possible back-end programming language like Asp.net, PHP, and
Python.

For empanelment and tender related information you are requested to contact the concerned
centre funits. The contact details are given below

SAC
ISAC
VSSC
LPSC

SDSC-SHAR
NRSC

ISTRAC

MCF

Personnel E-mail: Status
D Active
Actve:

Aviive

NESAC

570140

222450

114242 e

tores Officer

172415 |

B Slores Officer

172246 _spso_isio

& Stores Officer

236457 _fr

ores Officer

181550

- [Purchase & Stores Officer

037140

Active ]

Figure 4: Finding the contactus page

Acquiring the possible subdomains of the target site also possible by straightforward
Google dorks. Suppose the target site is www.example.com, so for this case simply typing
site:*.example.com will limit the google search to the example.com subdirectories.
Discovering the subdirectories of a website gives the attacker a chance to spot the

vulnerabilities of the systems in the subdomains.

Being aware of the back-end technology of a website is another stage in information
gathering. It is possible by a simple dork if we consider the imaginary target

www.example.com then the site:example.com mixed with ext: with common server-side
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development technologies file extension [34] will help the attacker to detect the back-end
technology which leads him to concentrate on the vulnerabilities related to that

programming language.

site:example.com ext: (file extension for server-side development technology)

4.2 Sensitive information disclosure, utilizing exploit-db

For this section, we tried to concentrate on GHDB from the exploit-db website that is the
most comprehensive and biggest source of Google dorks [15]. The exploit-db website is
maintained by an information security training company named offensive security and is
a non-profit project that provides public service. It has two major sections namely
Exploits and GHDB. The GHDB is an interesting source of search engine queries to
uncover sensitive, and interesting information that is publicly available on the Internet.
These queries are categorized into 14 various categories. First time Johny Long, an expert
in hacking, in 2000 popularized the process” Google Hacking” by cataloging these
queries in GHDB. He also has a book concentrating on Google dorks named “Google
Hacking for Penetration Testers”. He was also the person that first coined the term
”Google Dork™ that emphasized the uncovered information by Google dorks, which is
not a google problem and is mostly unintentional misconfiguration of the programs

installed by users. In November 2010 Johnny turned the GHDB to Offensive Security
[4].

The chart below shows the approximate percentage of each of the 14 categories of Google
dorks in GHDB. The statistics are based on the numbers till 15 of January 2020 that the
overall number of registered dorks were 5196. Not all dorks in various categories useful
for our purpose of this thesis. The first registered dork in this database has been registered
on the 24th of June 2003. Next, we are explaining some more interesting categories of

GHDB.
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20 25

PERCENTAGE

GoogleDorks

Figure 5: GHDB statistics

4.2.1 Files containing interesting information

The objective for using the category named is to focus on the information publicly
available and possible to be found employing Google dorks that provides both hackers

and penetration testers what is necessary for their aim.

The first dork in this category was written 2003-06-24 by a user named “anonymous” and
the last one till the time of writing this document was 2020-01-09 by the author of this
thesis.672 dorks out of 5196 dorks belonging to this category.

To put it simply dorks in this category facilitate the information gathering stage by giving
beneficial information to the attacker. Inadvertently left credentials is another possibility

in the file contains interesting information.
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For clarification on how these files could be beneficial for attackers take a look at the
below dork that acquires sensitive data including username and password for connecting
to the database. The file databases.yml is a configuration file located by default in the
config folder that allows the configuration for the database connection. Malicious users
can accomplish attacks by utilizing the sensitive information exposed in this file.
Restricting access or even removing this file is highly recommended to reduce the risk

[43].

C & eghtdaon s S %\m € 9 C 0 Notseure ci.wtemm I conf it

all:

doctrine:
Ex P |. [] | ]. class: sfl  ineDatabase
\ param:
DATA B A S E dsn: 'm;sql:wcszzla(slhstj:'tln;me::iramt‘ie_rc-nitcren'¢
usernane | ito
password: 34U} e CiRKg" @

intitle;'index of*'databases.ym/’

GHDB ~ Autho Google Dork Description:

|D. r it index of*“databases ml

Google Search: ntle“nder of ‘detebases m

Published: 2012-11-11

0 |

Figure 6: Finding datababases.yml file

As a general rule that can be used with all of the above-mentioned dorks and the coming
dorks if the attacker concentrates on a single target he/she can either mix the dork with
the “site:example_site” or if there is the “site:” keyword, write the desired example site

in front of the keyword “site:”. In this case, the last-mentioned dork will be:

intitle:"index of" "databases.yml" site:example_site
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4.2.2 Files containing usernames

Another category of the exploit-db that can be advantageous in terms of both penetration
testing and hacking is the files containing usernames. Typical user authentication is
currently done with a combination of a username and password. Tools like Hydra [44]
that is by default exist in Kali Linux [45] that is known as the most advanced penetration
testing Distribution ever, perform the process of cracking for having access to remote
systems. The Hydra covers a vast range of protocols and authentication mechanisms [44].
For instance, if the attacker tries to use the Hydra for cracking the system’s credentials, a

list of possible Usernames and passwords needed for this process.

Another situation that attackers can benefit the files containing usernames is that some
user’s passwords are related to their usernames or combination of usernames and other
factors related to them like age, social security number, address, the field of study, pet
name, and so on. So the attacker can utilize the files containing usernames to create a
customized password list using all these features by a technique known as “password
profiling”. In fact, in password profiling, a customized dictionary is generated for
launching an attack to cracking the system credential that is known as “dictionary

Attack”.
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Figure 7: Finding a user's profile

As the above Figure illustrates the presence of “/profile.php?lookup=1" in the site’s URL

indicates that the page is the profile of a user in the site.

Another beneficial dork when it comes to finding the user lists, especially in forums built
with VBulletin [46] that prepares this possibility to know about the forum members even

when you are not registered or logged in to the forums.
site: */memberlist.php
site: */memberlist.php intitle:"carding”

Here we combined the dork for finding member lists of a carding forum [47]. As we can

see in the below illustration it displays a member list of one of the famous carding sites.
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Figure 8: Carding forum’s member page

4.2.3 Files containing passwords

Leaving the password in plain text format or even hashed or encoded in configuration

files or any other file type to gain access to critical assets is a common mistake.

The Figure below shows how utilizing the dork: intitle: "index of" "db.conf" the attacker
spots the credentials including the password in plain text in the file db.conf that is a

configuration file for MapR Metrics databases [48].
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intitle:"index of" "db.conf"<:1

GHDB-ID: Author:

Published: 2019-11-11

Google Dork Description:

intitle: ‘index of" “db.conf™

Google Search: intitle:"index of* “db.conf

e

Files containing password:

intitle:"index of* “db.conf"

Figure 9: Finding db.conf file

Same as the files containing usernames, this category facilitates the development of
combo lists and dictionaries to crack the online services and tools credentials, using
dictionary attacks. Also, the attacker is capable of exploiting the user’s intrinsic tendency
to use single passwords for various services that are better known as “password reuse”.
This type of password attack is commonly known as a “password reuse attack”. Though
having a single password for multiple services makes things more convenient, it is
perilously insecure. As a real case of such attacks that have been studied by Kaspersky
[49] Mark a designer who had an account on multiple social media sites and email that
all of them were linked to his email. Attackers gained access to the database of one of the
sites he was a member of. The compromised database contained email addresses,
passwords, and names. The attackers who had access to this database decided to try if
some of the site s’ members reused the same password for their email in other sites.
Luckily for the hackers, Mark reused naively his password for his Facebook account and
many other social media that lead attackers to forward messages from Mark’s side to his
friends asking for money to be transferred to the attacker’s bank account. In the end,

losing money and access to many of the portals due to the attacker's changing the
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password so that the real owner of the accounts “Mark” can’t change them he decided to
never in his life using the same password for different portals and activating the “two-

factor authentication”

4.2.4 Enumeration using robots.txt and sitemap.xml files

Search engines like Google utilize web robots also known as Spiders, Crawlers, or Web
Wanders that automatically traverse the Web and index the content of the web [50]. The
Googlebot is the robot of google that crawls and indexes the web content [51]. A
mechanism that is used to avoid sensitive directories and files of a website being indexed
by bots is to benefit robots.txt. This is a file that allows the Web Site owners to instruct
the robots about their sites. Every robot before visiting a web page of a web site checks
the robots.txt of that site. This publicly available text file can be exploited by hackers to
detect the structure of the site as well as the critical directories that are “disallowed” in

this file.

One possible form that the attacker can exploit such publicly available info through
robots.txt is to directly browse to the “disallowed” directory. Sometimes the attacker will
be redirected to a 403 error page that means he/she is not authorized to access that
resource but still worth trying. The Figure below shows how dork for spotting the
robots.txt displays the useful information of a website that can be used by the attacker or

pentester.
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0 & v exploit-db.com/ahdby/54 ¢ @ @ & nttpsy/wwwes  org/robot ERECE X+
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GHDB-  Author: G
ID:

Published: 2019-08-28

)

File containing juicy info:

site:*/robots.txt intext:User-agent:
site:*/robots.txt intext:"# robots.txt"

Reza Abasi(Turku)

Figure 10: Finding robots.txt

Another dork that is worth describing here is the site:*/sitemap/sitemap.xml.
Sitemap.xml is an xml file that provides information about videos, pages, and other files
on sites and the relationship between them that can be read by the search engines when
the site is being crawled. The valuable information provided to the search engines
include the update and changed the time of the file. Sites that are large, or new and have

few links to them or rich in media like figures or videos are mostly recommended to
have this file [52].
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5 XML file does not appear to have any style information associated with it. The documg

irlset>
<url>

pts site:*/sitemap/sitemap.xmi
<changef
<lastmod
. - . GHDB-  Author: Google Dork Description:
<loc>https://hal ikus.fi/laajahaku</loc>
\priuril;)/'[l.ﬁ‘~'|1|'iuril_\«= ! 1D: R site:*/sitemap/sitemap.xml

<changefreq>weekly</changefreq>

<lastmod>2020-01-13</lastmod>
<lurl> Google Search: site’*/sitemap/sitemap.xml
<url>

<loc=htrps:/ha eskus.fi/palvelut</loc> Published: 2013-09-11

<priority>0.8</priority>

<changefreq>weekly</changefreq>

<lastmod>2020-01-13</lastmod>

<url>

<loc>https://ha kus fihakukoneloydettavyys</loe>

<priority=>0.7</priority>

<changefreq>weekly</changefreq>

<lastmod>2020-01-13</lastmod> L R
<url> file containing juicy info:
<url>

,,,,, skus fi/tilaa</loc> site:*/sitemap/sitemap.xml

< n,e‘froq eekly</changefreq>
<lastmod>2020-01-13</lastmod>
<furl>

Reza Abasi(Turku)

Figurell: Finding the sitemap.xml file

4.2.5 Find emails and passwords from file sharing sites, paste sites

When a data breach happens, the paste sites are one of the most probable places that data
breaches are going to be shared. These paste services like pastebin.com are commonplace
to find complete dumps or at least a sample of the compromised data [53]. Monitoring
such services assist security researchers to find data dumps. To make the process of
monitoring automatic, paste monitoring services are available through the net. These
paste monitoring sites watch keywords that can be in the regular expression form [54].
Attackers and penetration testers can benefit from this email-password for cracking the

authentication of the credentials.

The first step for finding emails and passwords from paste sites is to find probable paste
sites.. Pastebin.com is one of the most common paste sites. So the dork below is

advantageous for finding paste sites similar to pastebin.com:

site:pastebin.* -site:pastebin.com
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site:pastebin.” -sile:pasiebin.com
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pastebin.ro  Translate this page
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PasteBin este un site unde putefi stoca orice fext onfin
spatele site-ului esta oe a face mai convenabil ca oam

I pastetini + Translate tis page

Pastebin
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Pastebin
Register and access to eTenet Portal Tenet Healthcare
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i pastedinto v
Encrypted Pastebin

pastedin fo * Transiate this page

PasteBin Romania

PasieBin este un site unde putei stoca orice text online pentru o p
spatele site-ului este de a face ma

I pastebingl » Translate this page
Pastebin
Pastebin.pl is a website where you can store codeftext onfine for 2
to anybody on earth.

BB pastebinit v

Pastebin

Register and access to eTenet Portal Tenzt Healthcare Corporatior
senvice provider buit on the multinational investor-owned. Read b

& pastebinto v

Encrypted Pastebin

Pastetin.to is a Encrypted Pastebin Alternative where the server i
daia and posters stay anonymous. Data is encrypted/decrypied ...

® pastetinzone v

Annnumniie Dactshin Altarnativa - Addnacta

site:pastebin." -site:pasiebin.com -site:pastebin.icu -site:pastebin.pl

pastebin.m v Translate this page

PasteBin Romania

PasteBin este un site unde putefj sioca orice text oniine peniru o pariajare usoard. I
spatele site-ului este de a face mai convenabil ca oameni 54 ...

B8 pasteninit
Pastebin

Register and access o eTenet Portal Tenet Healthcare Corporation is a prolific health
service provider bullt on the multinational investor-owned. Read More.

i pastetinio *

Encrypted Pastebin

Pastebin.io is a Encrypied Pastebin Alternative where the server has zefo knowiedge
data and posters stay anonymous. Data is encrypled/decrypled ..

1 pastebinzone

Anonymous Pastebin Alternaive - Addpaste

We are free service like pastebin, but we dont frack and don't record your IP allowing
Temain anonymous.

T www.pastebinwin ¥

Figurel2: Finding some pasting sites

Armed with google search techniques, combined with the found above dorks time to write

nice dorks for finding email and password. Here are some examples:

site:paste.in intext.:"(@gmail.com" intext:"@yahoo.com”

site:pastebin.com intext.:"@gmail.com" intext:"@yahoo.com”

As Gmail and Yahoo mail are among the most commonly used emails by users [55] we

have used them in the above dorks.
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GO gie site:paste.in intext:"@gmail.com” intext:"@yahoo.com” Q

QA Eimages [ videos maps B News i More

About 98 results {0.23 seconds)

a paslein: | rodq ~
Untitled - Paste.in - Best tool for storing and sharing texte
gi@gmail.com:lincoin gz oure@hotmail.com:Alphada5 ...
il.com:One21guns je el@y .com:Zoey 1122

2 pastein) clone

clone - Paste.in®

ne 319@gmail.com:hockey18 | US | 13/01/2020  fi@leedesignslic.com:Whitey64 | US |
25/01/2020 biz 1etemal@yahoo.com:Tthsigns | US ...

D pasteiny DD~
Untitled - Paste.in - Best tool for storing and sharing texte

¥259@gmail.com:romeo459 symon es@yahoo.com:Symone15
jimmy@gmail.com:1354Chevy 1  h56@gmail com:christine56

© pastein » download ¥
download - Paste.in®
ace13@yahoo.com:phelpsphan53 Subscribed= true ConfigBy: CyberGlitch

=== Incanh dureniN@amail ram-iaduhanidan

Figurel3: Credentials in pasting sites

Besides, to paste sites, anonymous file sharing, and anonymous file upload sites, and
similar services are common places for attackers to upload and share breached accounts
as well as combo lists. Researching for the current thesis, we came across some of these
sites that mixing them with other google advanced search techniques a good list of email,

passwords can be acquired. Below are some typical dorks that can be created:
site:anonfile.com intext:"(@gmail.com" intext.:"@yahoo.com"

site:docdroid.net intext:"(@gmail.com" intext:"@yahoo.com”
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site:docdroid.net intext."@gmail.com" intext:"@yahoo.com”

Al @ images [ videos (8 Maps B News i More

About 757 results (0.32 seconds)

B www.docdroid.net » file » download » XNghnDW ~
Download - DocDroide

34@googlemail. comrad1ation  ianaya@yahoo.com:[an201986 .
a 2r2013@gmail.com:Mollie2008  igy71@gmail.com:boodah ...

B www.docdroid.net » file » download *
Download - DocDroide

riomarini1@gmail.com:23061983Vv il.com:alcalina ...

¢ @ 0 a v docdroid.net B O~

reliul6ghotnail. com: chichao?
*ssB3ghotmail. com: 25881977
wrvandykeghotnail. con:bigdaddy
Iatt@hotmail.com: DpBaaa3s12
1_ighotmail.con: sugimu7a
miss_aneura@hotmall . com:ellaloulsel
wasonghotmail. com: ewoodpkl
12_hersghotnail.con:blauwdld
riticghotmail.com: pinknose?5
ik_davinghotmail. con: latorredsd
lonsghotaall. com: 20582058
1an_dh_17@hotmail.com: hernan21
Ixhotmail. com: SrSb5s5g
‘ouza2Bcomcast . net:bubbal91d

jamrgcomcast . net: anazon

S@yahoo.com:tatami001 2e0207 @yahoo.com:sang1217

B www.docdroid.net » file » download > groups-taking-orders = FOF

Groups That Are Currently Taking Orders - DocDroide
Oct 26, 2018 - Bambi Martin gtonptoada@gmail.com. Afton FFA Chapter
288-5411 or netime18@yahoo.com. Freedom Christian

& www.docdroid.net > download » science-teacher-sindhuurg-responses1 » XL

Form Responses 1 - DocDroide

Rane Shamsundar Vasant, 20/08/1999, 8420727113 rane6B@gmail.com,
ighschool@yahoo.com. 51, 8/30/2016 8:18:12, Madhyamik Vidyalay ..

B www.docdroid.net > file » download » anytime-fitness-leyton-lead-ge... *

Download - DocDroide

1816 t.net:ivictoriad2
inbikiiplanet. nl:motoguzd
ird_sollingghotnail.com:Rikard2032
+_786@yahoo. co. uk :mohasmed
051910g0p. pL:widzewll
ficoncast.net:gizmo
onfishd@concast .net: pja727200
yinphillyfcomcast. net:goldd2
balltackle75gcomcast . net: 71319abe
indotropicallgconcast. net: 347boston
sredithgcomcast . net: sammys
man51dgcomcast . net: rusfres?
1arbgicomeas ailey

Jgeoncast. net

sachon@comcast . net : sam7227
man_6B1gnsn . con: 4271882
rexghanmail.net :dltkdghd
Jogne. con: jojojce?
e95ghanmail .net:472381h]
ndBdggooglenail. con:radlatién
sianayafiyahoo. com: jan201386

Figure14: Credentials in file-sharing sites

4.2.6 Find files containing emails and passwords in sites designed by WordPress

For this section, we tried to concentrate on acquiring files containing email and passwords

from one of the most commonly used Content Management Systems software(CMS)

named WordPress [55]. Mixing the keywords like “password”,”@gmail.com” with

directories in WordPress that uploading files are possible, could be a good source of

emails and passwords. Below are some typical dorks utilizing them the attacker can get

access to usernames and passwords. The results can be limited to only doc, docx, or txt

files as shown in the examples below:

site: */wp-content/uploads/ intext: "(@gmail.com" intext: "password"

inurl:/wp-content/uploads/ ext:txt intext: "@gmail.com" intext: "password"

inurl:/wp-content/uploads/ ext:txt intext: "username" intext: "password"

34



4.2.7 Find emails and passwords from random sites

In addition to all resources for finding emails and passwords, some arbitrary web sites
share emails and passwords. The dork below alone or mixed with various file extensions

like txt, doc, docx, xls, xIsx limits the google search to email, password lists:
intext: "(@gmail.com:" intext.:"@yahoo.com:" intext: "password"

All in all, files containing usernames or emails and passwords are important to find in
this sense that due to broadly password reuse, organized cybercriminals implementing
Account Takeover attacks (ATO) to gain access to the credentials of the target. Gaining
access to compromised credentials, cybercriminals vending these credentials in
underground markets. These stolen or hacked accounts are loaded into brute-forcing tools
like Sentry MBA [56] to crack other websites or mobile applications. Lots of successful
compromise of credentials as a result of password reuse exist. The success rate of gaining
access to other accounts due to password reuse for the attackers is 2% [57]. It can be
concluded that being armed with a good repository of email, password the attackers’
chances for compromising new accounts will be amplified. Using a password manager in
an organization to ensure the uniqueness of passwords as well as activating two-factor
authentication (2FA) is highly recommended to reduce the risk of account compromise

[58].

4.3 Vulnerability detection and enumeration

The first step for attackers to initiating a SQL injection [59] or XSS attacks [60] regardless
of being manual or utilizing some tools for accomplishing it is to detect the vulnerable
point. In addition to finding the vulnerable points, enumeration of the target in terms of
security solutions that exist to protect the target, and detecting the server type is highly
important. Google dorks are beneficial for both hackers and penetration testers for

fulfilling these objectives.
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4.3.1 Finding sites probably vulnerable to SQL injection, XSS

One of the methods for checking if a site is vulnerable to SQL injection is error-based
that the attacker inserts an undefined character for the webserver and then the value will
be passed to a variable that will be sent to the server so that using a SQL query the
matching row or rows from the database table or tables retrieved and returned to the
clients’ request [61]. The Figure below shows how an attacker using a simple dork can

find vulnerable points in a web site to the SQL injection for testing.

© & https//ww G % <« ¢ & © & wwwme  ingrisorg/index phprid=30 L1
inurl-index.php?id= <: COULD NOT PERFORM QUERY [IN CLASS DB]::select * from content where id = 30'
Al &) Images [ videos B News EBwM
About 410,000,000 results (0.43 seconds)
www.mo  ringris.org » 1d=30 ~ Returned Error as the
Newsletter - Mainstreaming Ageinge result of inserting

after the value for
Newsletter Archive. Spring 2011 (pdf format); Winter 24 variable id

format); Summer 2010 (pdf format); Spring 2010 (pdf fq

CA www.c ertorgid=4 ~
Password Login - Welcome to CAcert.

This site uses session cookies to store temporary valug
pasting the session ID to someone else exposing their

D www .ee»id=30470 ~

Frontpage > ID-CARD > ID.ee®
Latest articles. The remote validity extension service of]|
available. How to sign documents with ID-card in DigiD|

WWw.€ im.eu > maxeva » id=1 =
MaxEva - The EPOMM Evaluation Tog

MaxEva is an interactive web tool that guides you in the
data of mobility management projects. MaxEva automa

Figurel5: SQLi vulnerable sites

In fact, for the above example, the file index.php can be substituted by any other page
written by another server-side programming language like asp, aspx, jsp, py, and so on.

The same dork works for checking whether a site is vulnerable to XSS attack.

4.3.2 Web server detection

The category named “webserver Detection” in GHDB provides a list of dorks for

detecting the webserver. Being armed with these dorks and consequently procuring the
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webserver type and version the attacker can simply concentrate on exploits for that web

server and version.

C @ O an w -~ 06w

inurl:/iisstart.htm intitle:"11S7"

GHDB Auth
-ID: or:

Google Search: inurl./iis:

Published: 2019-09-02

(<)

Web Server Deteclion:

nurl:/iisstart.htm intitle:"TI57"

et hitm intitle:"11S Windows Server™
intitle:"Microsoft Internet Information Services 8"
inurl:/iisstart.hitm intitle:"IIS Windows"

Reza Abasi(Turku)

Google Dork Description:

inurl /iisstart.htm intitle:"N1S7

starlhim intitle: 1S7"

mi  o.govti - e H

ORI '3
Velkommen VELKOMEN
Benvenuta i
Welkom

=

internet information services b
Valkommen Lia ye

Hos Geldiniz E“Aﬁ‘LJC}

Figure 16: Web server detection

Dorks in other categories are beneficial for uncovering the protective security tools and

solutions. For instance, Web Application Firewall (WAF) is a firewall for HTTP

applications [62] that using the rules to protect against attacks like Cross-Site

Scripting(XSS) and SQL injection. The error 403 could be an indicator of violating file

permission or blocking the client by a WAF due to sending malicious requests [63]. The

page containing this error displayed when HTTP error code 403 occurs that is when the

configuration of the webserver denies the access for some reason to the URL that is

requested that is due to the existence of rules in the website ‘s firewall [64]. Even more,

it can be an indicator of using Modsecurity WAF [65]. Regarding this dork, the attacker

came to this conclusion that the web site is protected by WAF so bypassing WAF

techniques need to be applied.
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C o QO & hitpsy/fww -0 e W c @ © & https//www.r rcom/403him

Our Core
Home Our Businesses Corporate Information Ne
Technologies

site:*/404/404 .html intitle:"404"

GHDB  Auth Google Dork Description

_i D- or: site:*/404/404 html intitle:"404"

Forbidden

Google Search: site:*/404/404.html intitle:"404"

Home > 403 Forbidden

Published: 2019-09-13

e Access is denied.

You do not have permission to access the requested URL.
Please confirm access authority.

Error 484 page:
site:*/aea/404.html intitle:"4@4"

site:*/503.html intitle:"583" intext:"Service uUnavailable”
site:*/403.html intitle:"403 Forbidden”

—+ Backto Top

Figurel7: Sites protected by WAF

As another example the dork below will assist the attacker to obtain information such as

web server information:

site: */phpinfo.php intitle: "phpinfo()"

This dork searches for finding the phpinfo.php that contains information like operating
system, the directory structure of the site, web server technology, PHP configuration
settings, enabled functionalities, FTP, LDAP, IMAP protocols enabled or not, MySQL
basic configuration, session basic info, environment info, PHP variables, as well as other
beneficial information. Accessing information presented in phpinfo.php, the disclosed
sensitive information in this file can facilitate the hacking for the attacker. The file
phpinfo.php should not be left exposed for random users as it is normally used for

debugging purposes [66].
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UTC 2010 cse.buffalo.ec 1286
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EZ Server AP Apache 2.0 Handler
Virtual Directory | disabled
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PHP Extension | 20020429
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Google Dork Description: e B
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Thread Safety isabied
Google Search: site:*/phpinfo.php intitle:"phpinfo()’ Registered PHP php, hitp, ftp, hitps, fips, compress bzip2, compress.zib
[This program makes use of the Zend Scripting Language Engine Fowsred By
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Files containing Juicy info: PHP Credits
site:*/phpinfo.php intitle:“phpinfo()" X X
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Reza ABasi(Turku) PHP Core

Figurel8: Finding the phpinfo.php file

4.3.3 Popular CMS, forum software sensitive file and folder enumeration
Wordpress

When it comes to Content Management Systems software (CMS) according to the latest
statistics presented by W3techs.com [67], Wordpress is the most used CMS for
developing websites. Detecting the CMS is possible through using some sites [68] as well
as even add-ons for browsers like the wappalyzer that exposes technologies used for
developing sites [69]. Meanwhile, Google dorks making the CMS detection possible. The
detection is primarily conceivable due to not modifying the default configuration and
setting. As an example the dork below limits google’s result to the sites developed by

Wordpress:
intext: "Proudly powered by wordpress" site: */wp-content/

By default "Proudly powered by wordpress" exists in all the pages of the sites developed
by Wordpress, though it is simply feasible to modify or eliminate it [70]. Additionally
,the intitle: “index of” inurl:wp-content/ returns a list of websites with installed
WordPress blogging software [15]. Or as another example, the dork below with minor

false positive detects the sites built with Wordpress:
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site: */wp-*/ -site:wp-*.*

Figuring out the directory structure of Wordpress facilitates writing more efficient dorks
for enumerating sites and extracting useful information in terms of hacking and pen-
testing. The list below presents a good list of directories and files in Wordpress.
Combining them with inurl: intitle:” index of” and site: keywords will uncover
interesting information about the structure of the sites built with Wordpress and have the

default configuration [71].

/wp-admin/: The name of this folder is self-explanatory and deals with the administrator
folder for the website. Connecting to the database is enabled using the admin.php file in
the wp-admin directory. The Figure below is an illustration of the Google dork for finding

the admin.php page of a site built with Wordpress

¢ o © & https//w oW n @ éu "\)ﬂ @ & @ = Eﬁye(ﬂ_uk%Zpr—admin%ZFadminphp%}Fpage%}D.{ pho

inurl:/wp-admin/admin.php intitle:"Log In" @WORDPRESS

GHD  Auth Google Dork Description:

B_ID- or: inurl:/wp-admin/admin.php intitle:"Log In"
- Password

Google Search: inurl:/wp-admin/admin.php intitle:"Log In"

[ Remember me Log In
Published: 2019-08-19 -

& &

wordpress Login Pages:

inurl:/wp-admin/admin.php intitle:"Log In"

Reza Abasi(Turku)

Figure19: Wordpress admin login page

/wp-content/: The themes and plugins are stored in this directory. This directory has a

subdirectory /plugin/ that comprise the installed plugins for WordPress. Using the dork:

intitle:"index of" "/wp-content/plugins/"
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The attacker can access to the content of the /wp-content/plugins/ or better to say the
installed plugins and then searches for the exploits related to these plugins. One
commonly installed plugin for WordPress is WordPress-SEO that there is a registered
exploit for it in exploit-db [72]. A valuable site concentrating on Wordpress, its themes,
and plugins is wpvulndb.com. Another subdirectory in /wp-content/ is /uploads/ that is
primarily used in sites that having upload for instance a site that accepts the job applicants'
resumes. This is a directory that is important especially for the security researchers and
cyber forensic experts as one of the popular methods by attackers to hack a website is to
upload their web shells through the submission sections of sites, then accessing their
uploaded web shells and for instance performing “privilege escalation” with their
uploaded shell and compromise the site with the most powerful privileges. One of the

locations probably attackers upload their web shell could be /wp-content/uploads/ [73].

2> C o O & cte erator.net/wp-content/backup-db/ 5] b 4
Index of /wp-content/backup-db/

Name Last modified Size Description

2] pazent Directory 22-Dec-2019 20:48 -
146U0534717:71ivéf00tig en.sql 07-Apr-2016 22:11 43776k
14606654997:71ivefaot7& en.sql 14-Apr-2016 22:15 43984k
1461273024 *7liVEfQOt7E en.sql 21-Apr-2016 22:10 44168k

14618778 livefoot_t¢ en.sgl 28-Apr-2016 22:10 44372k

1462482688 livefoot t¢ en.sql 05-May-2016 22:11 44560k

1463087482 livefoot_t¢ en.sgl 12-May-2016é 22:11 443808k

1463652487 livefoot t¢ en.sql 18-May-2016 22:15 45048k

1464297070 livefoot t¢ en.sql 26-May-2016 22:11 45240k
1464902045 — livefoot ¢ en.sql 02-Jun-2016 22:14 45424k
1577047688 - livefoot tt en.sql 22-Dec-2019 20:48 43564k
htaccess 01-Feb-2012 20:28 4k

Proudly Served by LiteSpeed Web Server at teslasgenerator.net Port 80

Figure 20: Backup files in wordpress

/wp-includes/: The last top-level directory in Wordpress default configuration is wp-
includes that contains whatever permits the site to run and most of Wordpress core files

stored here.
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By the time of writing this document, searching in the GHDB section of exploit-db for

wp- 88 dorks for various categories are displayed.

& httpsy//www.exploit-db.com/gc

Google Hacking Database

v s

Y Filters W Reset All

2020-01-09 intitle:‘index of" “wp-security-audit-log" Files Containing Juicy Info Reza Abasi
2019-10-30 inurl:*/wp-login.php7action=lostpassword Pages Containing Login Portals Reza Abasi
2019-10-29 of wp-upload smail Tas
20191018 inurl:/wp-content/uploads/ninja-forms/ intitle:"index of derezzed
2019-10-07 site:*/wp-admin/maint/repair. php intext:‘define(WP_ALLOW_REPAIR true);" Reza Abasi
2019-10-04 Reza Abasi
2019-09-27 Reza Abasi
20190926 Pages Containing Login Portals Reza Abasi
20190926 site:*/wp-admin/install.php intitle:We Footholds Reza Abasi
2019-09-10 inurl:wp-content intext:backup-db Sensitive Directories Kaustubh Kale
2019-09-10 inurl:/wp-admin/includes/plugin-install.php Sensitive Directories Mayur Parmar
2019-08-27 inurl:/wp/wp-admin Sensitive Directories Reza Abasi
2019-08-26 site:*/wp-login?redirect_to= intitle: login’ Pages Containing Login Portals Reza Abasi
2019-08-22 intitle:"index of" /content/uploads/ -inurl:/wp-content/uploads, Reza Abasi

20100821  site inurl/wp-

Showing 1 1o 15 of 88 entries (filtered from 5,197 total entries) 3 4 5 6 NEXT LAST

Figure 21: Wordpress dorks in GHDB

VBulletin

As a Platform for building forums, blogs, community publishing, and content, VBulletin
is based on PHP as the server-side programming language and MySQL as the DBMS
[74]. Simply searching for intext: "Powered by VBulletin Copyright" will limit the
Google results to sites and mainly forums built with VBulletin. This assists the security
researchers to enumerate more in terms of forums that prepare cybercrime services. When
it comes to the attackers as a consequence of figuring out a forum that is built with
VBulletin, they can deduce that the detected VBulletin site or forum is based on PHP and

MySQL so to concentrate on exploiting the vulnerabilities related to them.

MyBB

Another dork that simply used by attackers and penetration testers to detect what forum

software used to build a forum is:
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intext: "Powered By MyBB, © "

Same as VBulletin, MyBB is based on PHP [75].

4.3.4 Error Messages, log files

Discovering the directory structure of the website as well as even sometimes an operating

system of the web server, database tables, and column names can be obtained through the

error messages and log files. Error handling needs to be considered with site developers

to avoid rendering extra information which may lead to uncovering the site and database

structure. For instance, the below Google dork finds error pages that some of them have

the SQL query that causes an error, in that query the table name, column name exists that

the attacker tries to find them during SQL injection and this error message paves the way

for attacker for a more convenient SQL injection attack.

inurl:"/errors/report.php" intext: "There has been an error processing your request”

© & nttps; 47538&skin=default B

sl.com/errors/report.php?id=1

e @ e gy

[\

There has been an error processing your request

SELECT 'main_table®.*, ‘url_rewrite'.'request_path', IF(at_m_show_in_layered navigation.value_i

LEFT JOIN ‘core url rewrite' AS ‘url rewrite' ON url rewrite.category id=main table.entity id

d > 0, at_m_show_in_layered_na

AND url_rewrite.is_system=1 AN

INNER JOIN ‘catalog_category entity int’ AS ‘at_m show_in_layered navigation default' ON (‘at_m show_in_layered navigation d

LEFT JOIN "catalog_category emtity int’ AS 'at_m show_in layered navigation' ON (‘at_m show_:

INNER JOIN ‘catalog_category entity int’ AS ‘at_is_active default’ ON (‘at_is_active_default.
LEFT JOIN ‘catalog_category_eatity int’ AS ‘at_is_active’ ON (‘at_is_active'.'emtity id’ = ‘e’
The SQL query uncovering
some columns and Tables

Trace:
#
#1 /home/bestwork/public_html/app/code/core/Zend/Db/Statement
£

#3 /home/bestwork/public_html/lib/Zend/Db/Adapter/Pdo/Rbstract.

1

/nome/bestwork/public_html/1ib/Varien/Db/Statement/Pdo/Mysql.php(110): Zend Db_Statement_Pdo

291): Varien Db_Statement_PBdo,

[¢

: Zend Db_Statement->execute

(238): Zend Db Adapter Abstra
8): Zend_I
#5 /home/bsstwork/public_html/1ib/Zend/Db/Adapter/Abstract.php(737) : Varien Db Adapter Pdo_ Mysg:

#4 /home/bestwork/public_html/1ib/Varien/Db/Adapter/Bdo/Mysql

dapter_Pdo_B&bs

#6 /home/bestwork/public_html/lib/Varien/Data/Collection/Db

: Zend_]

_Abstract—

#7 /home/bestwork/public_html/app/code/core/Mage/Eav/Model/Entity/Collection/Abstract.

#8 /home/bestwork/public_html/ code/core/Mage/Eav/Model/Entity/Collection/Abstract .

£5 /home/bestwork/public_html/ code/core/Mage/Catalog/Model /Rescurce /Category/Collection

$10 /home/bestwor! ode/local/Mana/Filters/Model/Filter/Categor : Mage

ode/local/Mana ters/Model/Filter/Categor

Directory structure? /heme/bestwox

of Website #12 /home/bestwor!
#13 /home/bestwor!

#14 /home/bestwor!

/code/local/Mana/Filters/Hodel/Filter/Category.
'ilters/Model/Query 176)

Filters/Model/Filter/Category.

ode/local/Mana Mana_Filters_M

code/local/Mana

#15 /home/bestwor! ode/local/Mana/Filters/Model/Filter/Categor,

$16 /home/bestwor! ode/core/Mage/Catalog/Model/Layer/Filter/Abstract.

#17 /home/bestwor ode/core/Mage/Catalog/Model/Layer/Filter/Abstract .

#18 /home/bestwor! ode/local/Mana/Filters/Block/Filter.php(88) : Mage_Catalog M

£19 /home/bestwor ode/cors/Mage/Catalog/Block/Laysx/Viey

218): Mana Filte

#20 /home/bestwor! ode/local/Mana/Filters/Block/View.
#21

22 /home/bestwor,

(167): Mage Catalog Bl
ilters/Block/View.php (159) : Mana Filters Bl

/code/local/Mana

-

design/frontend/frs_package/best_workwear/template/manapro/f

23 /home/bestwork/

+

/code/core/Mage/Core/Block/Template.php (241) : include (" /home/'

*

24 /home/bestwork/public_html/a;

ode/core/Mage/Core/Block/Tenplate .

Figure 22: Finding error pages

: Mage_Catalog_Model Layer

_layered navigation®. entity i

“entity id' = e .'entity id’)

.‘entity_id') AND (‘at_is acti

->_execute (Array)

, Mysql->_execute (Array)
(array)

ct->query ("SELECT 'main_ta...'
tract->query('SELECT ‘main_ta.
1->query (' SELECT 'main_ta...',
etchAll ('SELECT 'main_ta.

arien Data_Collsction Db->_
Mage_Eav_Model Entity Collect
: Mage_Eav_Model Entity C

._Catalog_Model Resource_Catego

Filters_Model Filter Category

odel Filter_Category->countOnC

_Filters_Model_Query->getFilter

ilters Model Filter Category

: Mana _Filters Model Filter Cat

odel_Layer Filter Rbstract->ge
rs_Block_Filter->gstItemsCount
ock_Layer_View->canshowOptions
ock_View—>_canShowBlockInCateg
ilteradvanced/view.phtml (29) :
bestwork/...")

(272) : Mage_Core Block _Template->fetchView("frontend
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As another example, the content of the log file discloses some of the emails registered on
the site. The Figure below illustrates the emails that tried to subscribe to the site. The
attacker can utilize the list for accomplishing a dictionary attack for the login page of the

site for instance.

c o © & hitps//wvrnex; A & vou lle.com/wp-content/u s/mcdwp-debug B @ m "

"MailChimp API error:" ext:log
GHDB Autho Google Dork Description:
-D: r "MailChimp AP erfor.” extlog
Google Search: "MailChimp AP eror” ext-log

Published: 2019-12-30

Figure 23: Error pages revealing emails

4.3.5 Vulnerable servers

As stated formerly VBulletin is one of the most famous forum software. One recently
found vulnerability for the VBulletin with the CVE code: CVE-2019-16759 with the
severity of the level high[76] allows the attacker to successfully run the remote code
execution and running the commands on the remote vulnerable machine and the solution
for it is to update them to the VBulletin patch according to the version used. Here is a

dork that exists for finding sites built with VBulletin:
"Powered by vBulletin Version 5.5.4"

In addition to this vulnerability, there are a couple of other vulnerabilities for the
Vbulletin [77] that the attacker can easily detect the version of the VBulletin and test if

they are vulnerable to the attacks exist. The attacker can search for dorks related to
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VBulletin as shown below in the GHDB section of exploit-db to discover sites built with

VBulletin:

© & hitps//www.exploit-db.com/google-hacking-databas G %
L |

Google Hacking Database
show 1§ Quick Search | vbulletin
dded = Dor Catego Author

2019-10-01 Powered by vBulletin Version 5.5.4 Vulnerable Servers anonymous
2019-09-26 intext:Powered By vBulletin 5.5.4 inurl-forum. Advisories and Vulnerabilities IdeaEngine007
2011-05-27 vBulletin Install Page Detection Vulnerable Files anonymous
20101207 inurl:"config.php.new” +vbulletin Files Containing Juicy Info anonymous
2010-11-15 powered by vBulletin 3.8.6 Advisories and Vulnerabilities anonymous
2010-11-15 powered by vBulletin 4.0.4 Advisories and Vulnerabilities anonymous
20101115 powered by vBulletin 3.8.4 Advisories and Vulnerabilities anonymous
2005-09-23 inurl:/modcp/ intext:Moderator+vBulletin Pages Containing Login Portals anonymous
2005-04-09 intext;"vbulletin” inurl:admincp Pages Containing Login Portals anonymous
2005-03-20 Powered.by: vBulletin.Version ...3.0.6 Advisories and Vulnerabilities anonymous
2005-03-19 Powered by: vBulletin Version 1.1.5 Vulnerable Servers anonymous
2004-11-05 inurl:"forumdisplay.php” +*Powered by: vBulletin Version 3.0.0..4 Advisories and Vulnerabilities anonymous
2004-07-02 Powered by: vBulletin * 3.0.1" inurl:newreply.php Advisories and Vulnerabilities anonymous
2004-03-04 inurl:search.php vbulletin Vulnerable Servers anonymous

Showing 1 1o 14 of 14 entries (filtered from 5,197 total entries)

Figure 24: VBulletin dorks in GHDB

4.3.6 Vulnerable files

The attacker can find these vulnerable or “bad” files using a category named as vulnerable
files in GHDB. Another method to find these vulnerable files is to utilize CGI scanners
that list vulnerable directories and files in a data file. Detecting the vulnerable files could
be a clue of the purportedly vulnerable program, but it is not guaranteed the vulnerability

of the program [78]. The last dork added to this category dates back to 12 May 2016.

4.3.7 Web asset and online device discovery

Two different categories namely “Various Online devices” and “Login Portals” are the
subject of this section. Loads of useful dorks come to both categories that assist attackers
to do the process of hacking more conveniently. As an example in terms of login portals
the dork below finds all the Mikrotik hotspot login portals publicly available. Clients, to
access the public networks, need to be authenticated through Mikrotik hotspot gateway

[79]. Lack of captcha for this login page makes it more defenseless to the dictionary
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attack. So the typical solution to stop attackers from being successful for a dictionary
attack is to have a standard captcha to hinder automated dictionary attacks or even
account lockout policy to lock the page for a specific time according to the security policy

of the organization.

intext: "Please log on to use the mikrotik hotspot service" intitle: "mikrotik hotspot

>login" -github -site:mikrotik.com

c o D & nitps explo: RN K] @ & s n15000/portailloginphp @ m

intext:"Please log on to use the mikrotik hotspot
service" intitle:"mikrotik hotspot >login” -github
-site:mikrotik.com

GHDB  Autho Google Dork Description:

& |D- r intext:"Please log on to use the mikrotik hotspot service” intitle:" mikrotik
hotspot >login' -github -sitemikrotik com

Google Search:
Published: 2012-00-12 service” intitle:"m

€ ©

mikrotik hotspot login

intext:"please log on to use the mikrotik hotspot service”
intitle:"mikrotik hotspot »login” -github -site:mikrotik.com

Figure 25: Mikrotik hotspot login page

The next category for this section is various online devices. This category includes a large
number of devices both hardware and software. It ranges from network and application
monitoring solutions like Zabbix [80], Cisco IP phones [81], Marshal Video Servers [82],
and many other online devices. As mentioned earlier the “various online devices
“category contains a login portal in most of the cases. So, for instance, the dictionary
attack can be used by the attacker for attacking and finding the credentials. Similarly to
the login portals category, security solutions to diminish the possibility of success for
dictionary attacks is the captcha usage, Account lockout, and 2-factor authentication and
that is when login to your accounts like a bank account, Facebook, or any other account

or portal needs authentication is not just relied on password but a specific code in the
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form of an SMS for instance [58]. The illustration below is an example of utilizing google

dorks for finding the login portal of Marshal Video Server login portal:

intitle: "Marshall VS Server”

© & https://6

32.107

: Marshel VS Server x

Authentication Required X
https://6 32.107 is requesting your username and password. The site says:
“IPVideo_0023A80E2AD8"

User Name: || |
Password: | |

Figure 26: Marshal video login portal
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4.4 Automation tools for using dorks

Both attackers and hackers utilize tools that automate the dorking process. Searching
darknet sites as well as hacking forums the author of this thesis recognized that the same
tools applied by both black and white hat hackers and the only difference is their objective
not their tools for this phase. Automating dorks made the process of information gathering
and the rest of the phases which Google dorks applied much straightforward, However,
there are barriers to automation. For instance, google considers strict limitation on the
queries sent to it per day per IP address, and the IP addresses disobeying this, and sending
lots of queries are punished by facing captcha, still, attackers remain unaffected as they
use proxies to deceive google and bypass this barrier. Searching through the web, we
located some automated Google dorking tools. Dorkme,Zeus,xgdork,Bingoo,dork-
cli,GoogDOrker,M-dork,gDO0rk,fast-recon,snitch, goodork, sitedigger ,gooscan,pagodo
are to name a few of them. Here we decide to concentrate on more details on pagodo [83].
The pagodo was developed as a passive Google dork script that collects probably
vulnerable web pages and sites on the Internet. The ghdb_scraper.py is in charge of
retrieving Google Dorks while the second part pagodo.py is responsible for leveraging
the gathered information by ghdb scraper.py. The pagodo is written by python and to
tackle the problem of getting an HTTP 503 error that is due to being detected by Google
as a bot and blocking your IP by google for some time the Pagodo uses a bank of proxies
and a proxy chain. So the user needs to install proxychains4 also. After installation of
proxychains4 the configuration file located in /etc/proxychains4.conf required to be
manipulated by setting dynamic socks proxies and ports. To make the searches more like
human searches, pagodo uses User-Agent randomization, and randomization of time

between search queries is done.
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5 Cyber investigation Use Cases

For this chapter the focus is on finding the cybercriminal forums, sites, activities as well
as dorks regarding detection of defaced sites, cybercriminal Facebook, telegram, and
other social media accounts, searching through the darknet utilizing Google dorks and

web2tor proxy sites like onion.ws [84].

5.1 Threat intelligence hunting

Threat intelligence is the knowledge that is based on evidence in the form of context,
indicators, implications, mechanisms, and actionable recommendations, considering
existing or emerging threats to assets. Threat intelligence is helpful in terms of
establishing a more precise picture of the threats and environment [85]. Besides,
identifying emerging attacks made easier with threat intelligence so overall, defensive
activities to avoid attacks made simpler. For this part, we mainly focused on finding
indicators of defacement of web sites as well as finding the most famous hacking forums
and sites both in clear net and dark web. The detection of defacements is beneficial in
this sense that the web sites, especially the ones built with common CMS’s changing the
default settings and configurations that made their sites and assets vulnerable to
defacements. Finding hacking forums and other resources that cybercriminals share their
experiences and products are advantageous in this sense that monitoring such activities

make the prediction of upcoming attacks or even ongoing attacks more convenient.

5.2 Defaced Sites

Website defacement includes the changes in the appearance of a website’s pages by
pictures or words. Attackers or better known as “hacktivists” for this case may have a
varied number of motivations for defacing websites. They change the content of a
governmental or particular website that they are against with a message or picture of their

own choice. In addition to this group of attackers, some other groups' main objective is
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to mock site owners by exploiting the website’s vulnerabilities and doing defacement. In
any case, the reputation of the web site owner was damaged [86]. In addition to that, it is
probable that the website that has been defaced is compromised or even a web shell
uploaded and the attacker has access to the web site’s directories with different levels of
privileges that can be escalated if the web site is vulnerable. It is common between the
defacers and defacer groups to register their defacements in websites like zone-h.org [87],
mirror-h.org [88], or defacer.id [89]. However, sometimes the defacers avoid registering
their defacements in the above-mentioned websites. For such cases, Google dorks can be
used. Generally, the defaced sites contain pages with “Hacked by”, “Defaced by”, “Your

box owned by”, and “Your security is low”.

The first three texts are commonly followed by the defacer or defacer’s group name. So
using the above-mentioned texts in dorks that targeting either intext of the page or intitle
of the page or even combining them will retrieve sites that have been defaced. Here are

some examples of such dorks:

intext: "your security is low" intitle: "hacked by"

C-D gle intext:"your security is low” intitle:"hacked by"

www.as ica.com
Hacked By ahorde
YOUR SECURITYISLOW:D.| N HACKER WAS HEF

Hacked

cod3r.i

www bl v

Hacked By ahor4 - Hauri Billarde

hacked By ahord! | YOUR SECURITY ISLOW:D!!1 AN HACKER WAS H
ICOD3R.TEST@

gmail.com!

wwaw.youtube.com » watch

HACKED ! HACKED BY 7?7 ! | YOUR SECURITY IS L(

YOUR SECURITY IS LOW !
unmute. If playback do

68 be 1 IMG ) himl ~

h later. Share. Info. Shopy

Figure 27: Defaced sites
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Similarly the following droks facilitate finding the defaced sites: intitle:"hacked by"
ext:htm ,intitle:"hacked by" ext:php , intitle:"touch by" intext:"hacked by".

The other place that defacers upload their pages is the upload directory of the sites. For
instance, the dork below returns sites defaced and the defacement page uploaded to

/upload/ subdirectory of the site:

site: */upload/ intext: "hacked by"

0 a v = @

“olate.com

site:*/upload/ intext:"hacked by"

anst in.nl» upload ~

HaCkEd BY TeaM HITMAN HaCkl
} HaCKEd By TeaM HITMAN HaCkEr .. MOROCC
nSb@hotmail.com | oi3@hotmail.com.

www.di late.com » upload » projects ~
Hacked BY Fallaga Team - Dandy
HACKED BY Fallag Tnx AND Fallag Gassrini. "V

Images for site:*/upload/ intext:"ha

- More images for site:*/upload/ intext:"t

pmiranservice.com » wp-content » plugins » frame

HACKED BY RSD - pm transervic

HACKED BY RSD Please Patch Your Site Thant

Lty Glyall 5 Luadu] Agal

Figure 28: Defaced page in /upload/ directory

Similarly, the /Figures/ subfolder is potentially one of the folders that commonly

considered by the defacers to upload their pages:
site: */Figures/ intext: "hacked by"

It is also common for defacers to upload their page or even sometimes their web shell to
the default uploading directory of Content Management Systems (CMS). Dorks below
return the defaced sites that are built with Wordpress and their default uploading directory

remained unchanged:
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site: */wp-content/uploads/ intext: "hacked by"
site: */wp-content/uploads/*/*/ intext: "hacked by"

inurl:”/wp-content/uploads/” intext: "hacked by"

G x ked By MrZ x o = o
« c @ o a ~9 G
Go g\e site:“/wp-contentiuploads/"/"/ intext-"hacked by"
T R ¥ A A A U AR Y T AR
WWW.2 nclillos.es » wp-content » uploads » 2016/08 ~

:: Hacked By Evil - Ayuntamiento de Yunclillose

Hacked By EvilClown. Anonymous X-Protocol. | "A Simple Error Takes A Big Responsibiiity” |

www.congress wp-ci
Hacked By Mr.Ze
Mr.Z We Make Love, Not Wars . . . Mr.Z Alone Is Reality My Live . . . Mr.Z Reason: Your Security
Is Up To 0% ! [+] Mr.Z [+] Mr.Z Is wass here! >> Hacked By Mr.2<< >

tent > uploads > 2017/12 ~

wwwij rg » wp-content > uploads » papers = POf
Interational Journal of Innovative Technology and ... - JITEE

9 - easily hacked by the third parties. In this paper, to overcome the issues in

authentication and Data protection in Testing as a service —Taas, iris

wwwpe artre.com » uploads » .svn » sess_120117 ¥
Hacked by Sony Tuere

Hacked by Sony Tuer. The public Order .............Hi Admin Did you know?.............. The law is
E : google 1992@hotmail.com. Goodbye: "~

Figure 29: Defaced page found in sites built with wordpress

5.2.1 Finding defaced sites by the same defacer group

Finding sites hacked by a defacer group made it easier by using Google dorks. For this
goal combining the intext, inurl and intitle can assist us. The below dorks return all the
sites defaced by a group named "indonesian error system" and they mainly upload a php

page named “dit14.php”.

intext: "indonesian error system" inurl:dit14.php , intitle: "Hacked By Mr.OXiG3n"
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D a - @G W C @ D &Y div mis.in s @ e gy

intext:"indanesian error system” inurl:dit14 php

Hadirlah Meski ingkat Senja Agar Penantianku Tidak Si
div nts.in » dit14 ~
Hacked By Mr.OXiG3n - div' uments
Error

Guest You Lose?.
ROR SYSTEM
ker's | Mr.Ron?x | mr.909_not Found | Mr.3VOLUTADN

HACKED BY Mr.OXIG3n. Indot m. We Are Family We Are Indonesian Error

System [ From Zero To H

ww.sma schid » dit14 + Translate this page
Hacked By Mr.OXiG3n
INDONESIAN ERROR SYSTEM. MRV

Root/Kandol | 3R3NZ9D | XSvS Hackes

Greetz

Z3X - MR-X666X [JHON] - Evr!|R - Chikstech - I

adityadwigunal 2@gmail.com

plusi  s.com.au> staging» ditl4 =
Hacked By Mr.OXiG3n - +Ethos
INDONESIAN ERROR SYSTEM i

Root/Kandol | 3R3NZ99 | XSvS H

diskor askab.go.d > dit14 ~ Translate this page
Hacked By Mr.OXiG3n - Kabug awase
INDONESIAN ERROR SYSTEM. M E Hi

Root/Kandol | 3R3NZ99 | XSvS Hacker's

Figure 30: Indonesian error system

5.2.2 Finding defacers’ telegram, Facebook, twitter, skype, and other social media

accounts

It is common for the defacers to leave their contact information including social media
accounts like Facebook account, twitter account, email, telegram account, Instagram
account, and other social media accounts in the defaced site. Finding and collecting their
social media accounts assist the cybersecurity researchers and cybersecurity investigators
to improve the chance of disclosing the real identity of the defacer or defacer groups.
Every small piece of information is worthy in terms of putting them together and could
be parts of a puzzle of uncovering the hackers’ identity. Some typical dorks for finding
the defacers’ social media accounts can be found below as well as a screenshot of an
example of such dorks. The below screenshot is a governmental site defaced by a hacker

named “FlyBoy” and his/her Gmail address and Facebook account.
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<« c o U a google.com/se + ¢ & O & m .govly w
~ a
Google intitie:"hacked by" site:".gov.” intext:"facebook”

www.ibir jov.br » noticia » ler » hacked-by-a... - Translate this page]

HACKED BY ARTRON - PREFEITURA MUNICIPA
May PORTAL DE SERVIGOS - PREFEITURA MUNICIPAL DJ
Instagram - Facebook - Twitter. Toggle navigation. MENU. MUNICIPIO.

wwwe  vig» 2014/11/24 » someone-has-io-pay-the-price-for-a-t... =
“"Someone has to pay the price for a trade war — hj

- Follow CNNThe US sanctions were imposed on the Chi
Development Department and its director canada goose

listas.soft gov.br » pipermall » 2019-March *

[I3geo-SPB] Security Alert. Your accounts was had

L]
To tracethe reading of a

(That whichis usedfor

www.m govly ~ Translate this page
Hacked By Fly Boy
fiyboy hack@gmail.com Jes! gl s a8 i e Hacked By FlyBoy

facebook com/kazanova Gov /FB

Goo gl

Figure 31: The Facebook account of defacer

intitle:"Hacked By" site:*.gov.* intext:"facebook.com" | intext:"fb.com”
intitle:"Hacked By" intext: "facebook.com/groups/" -site:facebook.com

Manipulating these dorks by substituting Facebook with desired social media can lead to

the desired social media account of the defacers.

=0 r';\e intitie:"Hacked By" intext:"telegram.me/™ -site:telegram.me
Hatkea By All Atee
{aCked By Ali Afee. It Hackers Was Here. Contact Me

mr_afee Telegram.me/Mr_OnHold. “acken BU nli nfee
I tiackers Was Here
Hacked BY HACKERS ===

...... Contact: alireza,1221@yahoo.com telel .
ot oo e+ Hackerafee@gmail.com Skype Mr_afee Telegram.me/Mr_o
Hacked By Ali Afee - Fit Body Zonee
HackeD By Al Afee. | Hack:
Hackeralee@gmai m Skype Mr_afee

Was Here. Your Securl

Telegram.me/Mr_of

skybi stion,com
Hacked by Ali Afee - Skybridge:
Hacked By / G

mr_afee

e God. greetz: Telegram.me/mr_on

et 3bs.com » sec ~
HaCkeD by Ali Afee - Evozone Technolabg
{aCkeD By Al Afee. iranian HaCk3rS WaS Here. Skype Mr

Telegram.me/Mr_Onhold

Figure 32: Telegram account of defacer
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5.3 Cybercriminal activities

A factor that plays a key role to have optimal search results is to pick the best and most
suitable keyword. So, being familiar with cybercrimes, their definition is a key factor for
searching. Besides, according to the author of this thesis experience translation of the

keywords and using the translated version will be productive in terms of the findings.
5.3.1 Cybercriminal forums

Underground Online forums in both the surface web and dark web are providing
platforms for trading stolen goods and illicit services. Financial information trading is the
area carding forums focus on[90].In addition to carding forums, hacking forums that
mainly focus on trading data dumps as well as other software and hacking tools, pirated
operating systems are to name a few of the products offered there. Organizations need
better cyber defense as the cyber-attacks are getting more and more complicated. Cyber
threats are hard to predict accurately as attackers do their best to conceal their traces yet
it is common among the attackers to discuss techniques and methods for hacking in
hacking forums [91]. Monitoring hacking and criminal forums seem an essential part of
predicting cyber-attacks. Google dorks facilitate finding the cybercrime forums by
combining the cybercrimes and queries for finding the forums. The below Figure displays
a sample query for finding “carding forums”. Vividly other products and services are

traded in such forums.

intitle: "carding forum"
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© & Joogte.com @ 4q

R ' ) o Leaks

ca orum.co - Proxies

Carding Forum, Black Market & Freebiese
Leam carding today at best carding forum to become a professional carder.
Forum Rules - Tutorials

Combos

ding - Knowledge ... - Leaks
al ensorg - Tutorials
Carding Forum - Credit Cards - Hacking Forum - Crad
Altenen is a forum dedicated to making money on the Intemet, v arni
This is & forum about making money on the.

Carding Forum - Gredit Cards - Carding Tools - Virlual Carding - Garding Zo

Accounts
ssues and much

v Programs AntiDetect

Carder.TV - Carding Forum
m 2

Vin OF, Request Freebies
(=5

ts. johnandrew. Physical

wwwinvesi  dia.com s > Financis
Carding Forum Definition - Investopedia®
A carding forum ks an llegal website dedicated o the sharing of & Trusted Sellers

raud » Identity Theft =
Black Market

Figure 33: Carding forum

The breached databases are sold in such forums both in the dark web and clear net. The

following dorks limit the search results to forums trading data dump:

inurl:forum intext: "leaks"” intext:"database download"

intext: "leaked accounts" intitle: "forum", intitle: "Accounts and Database dumps"

intext:"email:pass" intitle:"forum", intitle:"account dumps" intitle: "forum"

0 a google.com)/ sear i it c @ © an crackedto/F " B0 2 e 9

% Upgrade e Holp 5  Q Search @ Auth = Extras &lLogin
inurl:forum intext:"leaks” intext:-"database download"

¥ Use Hide-Tags when submitting a thread!

i) ima @ N @\
ut 585 result
wwwkps  » database-leaks-forum + Throads Mark a3 Read
Database leaks forume
A database breach is when the database leaks, whether this be th) e
leaked online database downio:
tion #5 Social Network Database dump Combos (+ ContentPlatypu
rai  ms.com ) Thread-Forum.r2games-com-Database-Leaked: villper &

Forum.r2games.com Database - Leaked, Dow|
°
Mov 20, 2018 - So.. since this Is a breach from a previously leaked|

[Poshmark.com] 500K Email:Pass - Dehashed
420 ©

the records with the prev leaks? 2016 leak was almost 23
Parsed 600 links mega.nz [HQ Database] | EMAIL:PASS |
LOG:PASS

crack ltos Forum-Databases + a .

Databases | Cracked.to®

ER | +45FEATURES || [Cracke

weet dumped

sexy wordlists or password lists you got there

down h

500px - Emall:Pass/User:Pass
o iem.ovh » database-leaks-forum nmapthis &
Database leaks forume

Leaks is an intemnet walchdog that keeps an eye open f [EUBRENE) STOCKX DATABASE DOWNLOAD 1234
leaked database download i SNOWN here:. memesense X elixir X PRO. @ 4 mon

be ch.org » tag » albania-football-forum [Evony.com database - gaming database | 28,7M Lines

Figure 34: Hacking forum
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The abovementioned dorks facilitate finding forums having dumps that the author of this
thesis wrote. Registration in such forums can be done free of charge, except for some of

the forums that either invite-only membership or need registration fee.

5.3.2 Finding cybercrime channels in telegram

Hackers, crackers, and cyber criminals utilizing social media for their targets. Social
media applications are getting more and more commonplace for them to achieve their
aims. Telegram [92] with its fascinating features like end-to-end-encryption, self-
destruct, secret chat messages attract many cybercriminals. Distributing malware using
telegram is reported recently by the North Korean “Lazarus” group for stealing
cryptocurrency according to Kaspersky [93]. They created channels that the customers
can join and communicate with the sellers and deal with their desired products. Almost
all the products traded in underground forums and darknet sites are offered in these
channels. The dork below limits the search results to channels offering freebies or

giveaways credentials.

intext:"(@gmail.com" intext: "@yahoo.com" site:telegram.me/ | site:t.me/

s e 9 & hy w.google.com, 1 588 -~ QG ¢ @ & tme/s/n G w n

”
Google infext:"@gmail.com” intext:"@yahoo.com” site:telegram.me | site:t.me/ 0 K
oesch@web.de:ente3000 | Account Level =

eras 124@hotmail.com:halo1234 | Account Level
G images [ Videos @ Maps @ News i More Sethinf srato@hotmail conrigor123456 | Account Level =

san525@gmail com:yahia525 | Account Level =
ho19@gmail com:marco2003 | Account Level =
mail, com\ekknsqwsm Account Level =

9 99393215 | Account Level =

Free Premium Accounts — Telegrame i danmnrm «@ gmail.com:daniel1998 | Account Level =
Netfix Premium Accounts col  ice_311@yahoo.comiceman3t1 . Kk36@ e T —
gmail.com696105716  limezoi@ m1918542¢ & o ccount Level

mmg(ﬂgmml comloloflol123 | Account Level =
11rajan12 | Account Level =

tme>nfi_4 v »neboe@iibero itmichela8 | Account Level =

H. — Telegrame iocervantes. 3005@gmail.com:genius.25 | Account Level =

ug 11,2019 -bi  sviciuslukas1@gmail.com:987654123mm | Account Level = rswag@hotmail.comidarkmoon2 | Account Level =

diZ3@yshooicomiyogrez3 | Account Level = Free dyannickpalomino.frhzuhhd66 | Account Level =

Scalistros6@gmail.com-otavio12 | Account Level =

mnguoq comj2p1plpok | Account Level =
Livie: respremilm v playe ail. com:80748141 | Account Level =
Free premium accounts — Telegrame 7usu(mnlmancarr pacio123 | Account Level =
I BN o e 28 11 S inkids06(@gmail.com Tebben500 | Account Level =
. pri23862 ..« 1_{n_boi@yahoo.com:@Handsome? lin21_@live.combmwmagtr | Account Level = 2k

perbraut@gmail.com:Justin99 | Account Level =
44@gmail.com:firewall44123 | Account Level =
pechi@gmail com:09moritz04 | Account Level =
FREE PREMIUM 4 YOU — Telegrama egamerri@gmail.comr1a2f3ad | Account Level =
Jun 17
9.9¢

tmes .. v

aldo_ke e ;: — wdg@grmail.comkycpej124 | Account Level =
hotmallcom:Ploki13 . ferguson@gmall.com:Sil12mar Enlaklllfgmal\ commilito22 | Account Level =
ah 92ErMBmq | Account Level =

Figure 35: Credentials in telegram channels

The template below assists in finding interesting channels containing cybercrimes

materials.
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intext: “cyber crime_keyword” site:telegram.me/

5.3.3 Finding cybercrimes in paste sites

As explained in the former chapters “paste sites” are popular among the cybercriminals
for sharing the breached databases and credentials. In addition to that, it is common to
share cybercriminal sites and forums in the paste sites. One good example of such
activities is the ISIS using a paste site named JustPaste.it in combination with the

telegram application to disseminate the kill-list [94].
The typical template for writing dorks for locating such forums or sites are as below:

intext: "cyber _crime_keyword” site:paste_site

5.3.4 Finding autobuy shops using Google dorks: selly.gg, shoppy.gg

Online stores for selling digital goods facilitate e-commerce. However, cybercriminals
benefit from such sites for selling the credit cards’ information, hacked accounts, and
other digital products. These sites also are known as autobuy shops integrate with a
various number of payment gateways to facilitate the payments by the customers even in

the form of cryptocurrency payments.

Sites like shoppy.gg, brutshop.ru, bayacc.store, selly.gg are some of the famous autobuy
shops. Hacking forums are the best place for finding more of such “autobuy shops”. As
an example searching for intitle:”autobuy shop” will limit the search results to the forums
advertising such sites. Moreover, to find exact pages in such sites containing premium

accounts that are most for sale product use a query like this:

site:shoppy.gg/ intext: "premium accounts"
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5.3.5 Finding ICQ and vk.com channels, and Facebook groups offering

cybercriminal products

ICQ is one of the famous social media applications that is used by cybercriminals for
advertising their products and channels containing their digital products. Though the main
purpose of this application was chatting, sharing files, photos, and videos, hackers use it

for selling their products.
site:icq.* intext: "carding"

Another social media application that is worth mentioning and focusing on is vk.com [95]
as according to alexa.com [96] at the time of writing this thesis around 67% of the
audience for this site are from Russia, it is ranked the 20th top site, that makes this social

media application prominent among others for checking.

site:vk.com intext: "(@gmail.com" intext:"(@yahoo.com”

b3 © & httpsy//www.google.c A G % ¢ @ © & nttps//vkcom/@m Liad &
site:vk.com intext:"@gmail.com" intext:"@yahoo.com” Q Daniil Zhelizko
Q Al E)Images [J)Videos @ Maps [E News i More Settings  Tool.
About 24500 esus (.43 seconc) esashtonwalsh@gmail.c

vk.com » @mryokzyt-jamesashtonwalshgmailcomspikeviper1 v
jamesashtonwalsh@gmail.com:Spikeviper1 | VKo

Oct 20,2018 -a  jkhalil@hotmail.de:v8jtudsj. ki Iil_trz@o2.pl:muszii1985. it. hawsi13@ . .
‘gmail.com:Opferkind123. tjr bishimoto@yahoo.com:Alphonse11 1sta@gmall.Com.ezxotoed0903

vk.com > wall-137772520_62 ~

Cretia | BKowTakTe - VK.come roah@gmail.com:ur2sweet

Len L I 3 ire443@: il :disturbed1998 ... her103 H . H

@yancocommosning . havens.  tr@yanco.comhardpassord .cheek@gmail.com:Merrily12
lark25@gmail.com:trinidad4

vk.com s> wall-60219038_18 ~ Translate this page

Cretta | BKonraie - VK.come ‘ 5053197 @gmail.com:pokem
bobi 0_1959@yahoo.com:431959 e  11955@yahoo.com:nicoblue ...

! penia - | amie oo.com: genericnameguy@outlook.c¢
vicoom wal- 109827628 4 dfiretelevision@gmail.com:Ki
CteHa | BKoHTakTe - VK.come

‘nix2160@gmail.com:70545081 abdel_1@live.com: ... marcodiasaraujo u ku@gmail_com _a pathyol
@gmail.com:marco0987 ..."  xworth.enterprises@yahoo.com:woody735 T

Figure 36: Credentials in vk.com

Ranked the 4th most visited site in alexa.com [96], Facebook.com is another valuable site
to check for cybercriminal products and activities. Though such activities are advertised

by Facebook personal accounts, Facebook groups are more likely to have more
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interesting materials. The screenshot below illustrates groups in Facebook advertising

carding sites.

Google

site:facebook.com/groups/ intext:"cc+cvv"

site:facebook.com/groups/ intext:"cc+evy” s

Q al E)images [ videos @ Maps B News i More Settings

About 62 resulis (0,29 seconds

www.facebook.com » groups » Procarder

ProCarder Public Group | Facebook
Daily Fresh HQ €C (Cvv) Update... Over 10,000 Cvv Avallable Worldwide 1l BINs, CC+Cwy,
Dumps, Account, Socks, RDP, Virtual Phone Number. hitps://cvw2u

www.facebook.com» groups ~

Spammers Family Public Group | Facebook
I have credit card({ ee,evv,cev Jall country with high balance of 10k and above. And also sell
dumps, fullz good for online access dumps+pin dumps without pin.

www.facebook.com » groups » Procarder » permalink =

ProCarder Public Group | Facebook
New Cvv Market 2019. The Biggest Underground Market. Daily Fresh HQ CC (Cvv) Update
Over 10,000 Cvv Available Worldwide !!! BINs, CC+Cwv, Dumps, ...

zh-cn.facebook.com » groups ¥ Translate this page

Spammers Family 2 71 7J»#fl| Facebook

| have credit card( cc,cvv,cov Jall country with high balance of 10k and above. And also sell
dumps, fullz good for online access dumps+pin dumps without pin

de-de.facebook.com » groups

WhiteHat VS BlackHat (Hackers) Offentliche Gruppe | Facebook

6) Selling €C, CVV, VBV.. All Coutries. 7) Egift Card for sale (Amazon, Walmart, Apple, BestBu: |

Ton

C

1 f ProCarder

ProCarder
3 Public group
About
Discussion

| Jessy's post
Members
Events

Videos

Photos

Wiatch party

Search this group

New Cvv Market 2019
The Biggest Underground Market

Daily Fresh HQ CC (Cvv) Update

Qver 10,000 Cvv Available Worldwide 1!l
BINs, CC+Cvv, Dumps, Account,

Socks, RDP, Virtual Phone Number
https:/fevw2u.me

hitps:/fcww2u.me

https:/icvv2u,me

m Jessy Antonovich shared a link.
g 14 May 2019

Registration is open now & will be closed soc

PROMO video:

Figure 37: Carding groups on Facebook

5.3.6 Find carding, hacking sites in darknet using dorks and pastebin sites

Though according to the typical definitions of the dark web, it is part of the Internet that

is not indexed by typical search engines like google and can’t be searched by them [97]

and browsing through such sites requires Tor Browser [98], still thanks to google and

some sites like “Paste” sites we can create Google dorks for finding sites and forums

active in the dark web. As explained in the former sections sharing accounts, famous

hacking and cracking sites and forums are commonly done in paste sites. Regarding this

the following dorks are assisting us to identify hacking and cracking .onion sites and

forums:

intext: ”.onion” intext: "carding” site:pastebin.*
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& c @ © & nhttps//www.google.c RN R CIE | c @ © & nhitpsy/pastebin.com/3r  JEU

03
GO g[e intext:”.onion” intext:"carding” site:pastebin.” D’:’:; PASTEBIN
pastebin.com> ... ¥ Untitled
onion sites - Pastebin.com® A GUEST MAY 25TH, 2016 1.647 NEVER

Nov 10, 2019 - Copy from dimxxdraygbifgc.onion — You|

nifgkszbodg7abo.onion — TCF — Tor Carding Forms + Not a member of Pastebin yet? Sign Up, it unlocks many cool features!

pastebin.com > LVHsLpj1 text 8.28 k8

carding shop (.onion) - Pastebin.come
carding shop (.onion). a guest Apr 3rd, 2019 93 Never
gpua3xxisd5gzuwbsutfgjfiqpy32xfy2pst7xo350vzmj2zxu

http://grams7enufi7jmdl.onion/

http://germanyhusicaysx.onion (forum)

pastebin.com» ... ~
Deep web links - Pastebin.come

Mar 4, 2019 - 6mpj33zob2zmfqzn.onion paste.lolz — de
zeroerfjaacldxzf.onion Carding, hacking, security and re

http: //pwoah7foabau2pul.onion (alpha)
http://abraxasdegupusel.onion/ (albraxas)

. X http://auutwvpt2zktxwng.onion/ (.onion dir)
pastebin.com > wsTtkpgj +

Onion Directory - Pastebin.come

Apr 21, 2014 - Quality USD Bills http://imgbifwwqoixh7te
TW4HHIESZWvrwVGPgkII2ZKWUEpTB68lagYoZagzU. €

http://bdpugvsamphctres.onion/ (.onion dir)
http://dirnxxdraygbifge.onion/ (.onion dir)
http://qzbkwswfvsk2ojsd.onion/ (EIRERforum)
http: //60a276dursuduykp.onion/ ( tor carding forums)
http://a2emrmdsprum6t7i.onion/index.php (hackforum)
GO http://carding2bil6j7ja.onion/ (carding)

12345678 9
http: //tderyfyhn3suhtke.onion

Figure 38: Finding onion sites

5.3.7 Finding darknet criminal sites using Google dork and web2tor proxies

What is known as Tor Project‘s onion services prepares a method of the anonymous
running of network service. The anonymity provided for both Tor clients by obfuscating
their IP address and the Tor onion services by allowing them obfuscation of their network
location and IP address. Developed in 2004, according to Tor Project’s statistics the onion
services count more than 100,000 onion services daily, which the serving traffic of nearly
1Gbps. The onion services not limited to web sites, but includes file sharing, instant
messaging. In 2016 Facebook reported more than 1 million of its users monthly logged
into its onion service. Being accessible through the Tor network, onion services, and
typical web services are different from each other. Besides onion services are
discoverable by users organically, rather than by search engines [99]. Typically the first
and most straightforward definition of the dark web is that part of the Internet that is not
indexed by search engines and accessing their content is possible using the Tor browser
that is an anonymizing browser [97] and commonly considered as the criminal activities

hotbed. A various number of studies support this claim that cybercriminals find the dark
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web a safer place for trading their products [100]. Two different solutions are
recommended for mitigating the negative effect of cybercriminals especially terrorists of
the dark web. One is to block the access to Tor Network that violates the freedom of
speech, especially in the totalitarian, non-democratic countries that reporters,
whistleblowers, and other NGOs use for good. The other solution is to reduce the number
of illicit hidden services [9]. De-anonymizing such illicit hidden services with google
dorks are the topic for this part. A good example is the operation Onymous that was a
coalition of US and some European countries’ law enforcement organizations that led to
the shutdown of 400 hidden services [5]. The illicit activities range from selling hacked
accounts, credit card information, hacking tools, guns, databases, drugs, counterfeit
money, and many more products and services. Our target in this section is not giving
information about dark web activities but using dorks and techniques to search darknet
through a typical search engine named Google. For this section, the idea behind darknet
gateways or proxies is facilitating. These gateways are reverse proxies forwarding HTTP
requests to the desired Tor service while no need to install the Tor browser or any other
software. Below is a list of such sites and such sites and services would not provide

anonymity for the users while browsing the darknet:

https://onion.sh/,http://onion.ws/,http://onion.ly/,http://onion.dog/,http://onion.glass/,
http://onion.cab/

intitle:"HQER" site:onion.*

a iaitebonbingeagl ]

¢ @ o a gongle. - & & ¢ o @ &nm taonionly . n @

PO gere—— "™ 220" HQER - High Quality Euro
#* Replicas / Counterfeits

@ images @ Maps [ Videos [ News  {More sq 50 e

Products Iinfo Login Register

y3ipiele 4a.onion.ly +
HQER - High Quality Euro Counterfeits - best counterfeit b|
High quallty counterfeit euro banknates for bitcoin - buy fake euros with bitcoln - bes
counterfelts on the deep web

Counterfeit 50 Euro Bills

Our notes are produced of cation based paper. They pass the pet
incorporated, so they pass the UV test as well. They have all nect
spenl at most retailers.

FREE EXPRESS SHIPPING! We are shipping from france!

y3lpieie da.0nion.ws » login
High Quality Euro Counterfeits - best counterfeit bank note
HQER

L

High quallty counterfeit euro banknotes for bitcoin - buy fake euros with bitcoin - bes
counterfeits on the deep web

id 50 EUR series, new series will be i
ary shop in europe, only avoid banks

hgentkod w.onion sh » info
High Quality Euro Counterfeits - best counterfeit bank ... - | Product Price Quantity

Hig
cou

ality counterfeit euro banknates for bitcoin - buy fake euros with bitcoin - bes
eits on the deep web 25x50EuroBils  275EUR =0.030548 1 ] Buy now |

hgenxé wonion.ly » login ——
e ) 60xS0EuroBills 490 EUR = 0.05442 B 1 X
best counterfeit bank notes ... - HQER - Hiah Qualitv Euro : m

Figure 39: HQER counterfeits
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https://onion.sh/
http://onion.ws/

5.3.8 Use Case: Find Clearnet of an onion site with Google dorks

Regarding the former section, we came to this conclusion that thanks to Google dorks
that utilize gateway sites that act as reverse proxy searching and discovering more about
onion sites made more convenient. Besides, almost all dorks in exploit-db can be used
for our aim. Herewith a use case, we will check that conveniently finding a clearnet site

of an onion carding site is possible by:

intitle:"club2CRD"

cC @ O & hit mezd onion.ws - O W@ ny < c @ 0 a crdclubsu IR+

Cepaucsi dopyMa - [en] Verified services

Forum Last Post

Cepauce! gopyma - [en] Verified services

Last post
= CARDHOUSE.CC — CREDIT CARDS | USA Sell CC & CVV SARDHNOUSE DL B CAEDLECARDS [: S Sea wx
Sell CC & CVV S 2 ©

Dumps ENTERSHOP.ST AMAZING FIRST HAND G Dumps =S AHAZING FIRSEMAND QUART
o by ukstuff

5 N S : ccounts, Shops, SSN
oll, Accounts, Shops, SSN sei s SSN24 Lookup S - DataBase SSN & r
Enroll, Accounts, Shops, SSN ser . ookup Service - DataBase z e Cosiniie e non:

CashOut Services & Drops for Stuff wa r-Cxamal / CashOut Dating

t Services & Drops for

am, DDosS, Call

Security Services
Other Services

Avia tickets & Hotels booking
UNVERIFIED ADVERTISEMENT

HEMPOBEPEHHAS PEK/TAMA 21 DDOS>>>> > 3akasats DDOS araxy.

Figure 40: Darknet site mirror in the surface web

In another example this dork that was registered by the author of this thesis in exploit-
db.com/GHDB and useful when it comes to web server detection, site:*/server-status

intext: "Apache server status for" with a minor change can be converted to:
site:onion.*/server-status intext: "Apache server status for"

The screenshot illustrates useful information regarding an onion site providing murder
services, torture services, and kidnapping services that could facilitate the seizure

procedure of such onion sites for legal authorities.
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Figure 41: Server info of onion site
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6 Usability Study

As the final step regarding all the mentioned above chapters about how using Google
dorks would facilitate the cyber security search-related tasks for finding practical
solutions for problems that exist in this area, we planned to conduct a study to verify if
using Google dorks could be beneficial or not. The purpose of this study is to observe the
reaction of a target group of participants mostly students or working in the field of IT, or
engrossed in cybersecurity topics attentively, toward the adoption of using Google dorks

for their search-related tasks.

6.1 Experimental design

The method we have applied in this study is based on the quasi-experimental design and
the model was based on the constructs in the Innovation Diffusion Theory (IDT) model.
We believed awareness could affect the adoption of the use of Google dorks. The data
was the result of the participation of 32 partakers that actively present in pretest and
posttest surveys as the least number of participants in the surveys could be between 30
and 500 participants [101]. The questions in the posttest survey were similar to the
questions in the pretest survey. The pretest survey was followed by a treatment that was
intended to improve the awareness of participants, a workshop that elucidated some less—

known aspects of using Google dorks followed by the posttest survey.

During the workshop, we shed light on some areas Google dorks can be applied for the
cybersecurity practitioners. This areas include information gathering, vulnerability
detection, credential discovering from paste services, and file-sharing services, locating
cybercriminal forums, and services, and communication channels of cybercriminal
actors. Nonetheless, not many studies scrutinized elements facilitating the adoption of
Google dorks by actors in cybersecurity specifically and regular users of Google search
engines generally. This study aims to fill the aforementioned gap and inspect possible

factors that have an impact on Google dorks adoption.
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However, not many research studies have been conducted for the examination of the
factors that have importance in the adoption of Google dorks. We have found that the
Innovation Diffusion Theory (IDT), best fits for this study and it includes multiple
constructs, the constructs are complexity, trialability, compatibility, observability, and
relative advantage [ 102]. There are numerous former studies conducted on the acceptance
of Internet-based technologies and the acceptance of such technologies by end-users
[103]. In what follows a concise summary of five attributes proposed by Rogers in the

IDT model and their relationship with the acceptance of technology will be explained.

The extent that innovation or technology is relatively hard to use or understand is
regarded as complexity [104]. The complexity is distinguished as a factor that has a
negative impact on internet usage adoption. The ease of use in the TAM model is the
opposite of complexity. We think that users will be reluctant to apply Google dorks for
their search-related tasks if they find the Google dorks is time-consuming, exhausting, or
needs more mental effort. Consequently, the hypothesis for the complexity construct is
that perceived complexity hinders Google dorks adoption.

H1. Perceived complexity has a significant (negative) effect on the Intention to use

Google dorks.

The next construct we have used is trialability. Trialability is the degree of feasibility to
experiment with the new technology before adoption. It is found that the likelihood of
adoption of new technology will soar if the potential adopters have the chance to
experiment with new technology [105]. In another study [106], it is found that adopters
are more likely to opt for innovation if they are given the chance to try the innovation, as
it will mitigate their undetermined fear. Adopters of Google dorks are free to use it on a
trial basis, and it is simply possible to compare with typical searching that reduces their
fear about using Google dorks that eventually motivates them to apply Google dorks for
their search-related tasks.

H2 Perceived trialability has a significant (positive) effect on the Intention to use Google

dorks.
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Compatibility is the third construct that has been used in our model. Compatibility is
considered as the degree that a specific service accordant with the user’s existing beliefs,
values, habits, and past and current experiences [107]. The key role of compatibility on
conformance with the user’s lifestyle likely propels a quick rate of adopting innovation
[102]. As aresult, it can be concluded that in our context there is a significant relationship
between adoptions of Google dorks and compatibility.

H3. Perceived compatibility has a significant (positive) effect on the Intention to use

Google dorks.

Observability is the next construct of the IDT model. The degree that an innovation is
visible to a social systems ‘members is described as observability, while simultaneously
the benefits are conveniently observable and can be communicated [102]. In the Google
dorks context, observability is considered as the degree that users can utilize Google
dorks for their search-related tasks at any time, without depending on any specific extra
tool or conditions, just a Browser needed, and conveying the advantages to other users.
Using this exposure, the users will acquire knowledge about Google dorks benefits for
their search-related tasks and more likely adoption to using Google dorks.

H4. Perceived observability has a significant (positive) effect on the Intention to use

Google dorks.

The next construct in our model is the relative advantage. Relative advantage introduces
the amount of benefit an innovation perceived over its precursor [108]. Increased
economic profits, efficiency, and enhanced status are the results of relative advantage
[102]. According to numerous former researches adoption of innovation or technology is
positively affected by relative advantage [108]. As the user perceives relative advantage
or usefulness, the user is more inclined to adopt the new technology or innovation [109].
In Google dorks adoption, the benefits such as more efficient results, less time-
consuming, the simple syntax to apply and learn are considered as the advantages.
Consequently, we hypothesize that when the users apply the Google dorks for their
search-related tasks they enjoy more benefits time-wise and efficiency of the outcomes

so it is more likely that they adopt it.
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HS. Relative Advantage has a significant (positive) effect on the Intention to use Google

dorks.

Google dorks adoption is also considered in our model. Adoption is a decision to apply a
new technology or innovation [102]. Innumerable studies describe adoption in terms of

usage, utilization, implementation, or satisfaction.

Complexity
Relative
Compatibility Advantages
H1
H5
3
Observability Google dorks
Adoption
H4 (Intention to
use Google
dorks)
Trialability
H2

Figure 42: Conceptual model

The proposed conceptual model is based on the Innovation Diffusion Theory model
which has revealed its suitability in this study. As it has been explained earlier the
Innovation Diffusion Theory (IDT) has these 5 constructs that we will use the acronyms
in parenthesis especially in the coming statistical tables: Relative Advantage (RA),
Complexity (CX), Compatibility (CO), Observability (OB) and Trialability (TR) [102].
Additionally, we have considered the Workshop as a mechanism that upsurges the
awareness of the participants in the posttest survey that is conducted after the workshop.

So we consider any improvement in the correlation between the variables and adoption
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to the use of Google dorks or Intention to Use (IU) as the result of the increase in the

awareness.

6.2 Measures

The whole process of the study included a pretest survey followed by a workshop and a
post-test survey after the workshop. We planned to conduct the workshops online due to
the exceptional situation that is the result of Covid-19 and gathering people in meetups
was forbidden. Overall three online workshops were held for this purpose. Various
materials related to the Google dorks were covered in these workshops. The questions
were categorized into demographic and general information questions and the other
category was the questions for checking hypothesizes. We also had a control question

somewhere in the middle of the survey to avoid random responses to the survey.

The distribution method of the questionnaire for the participants was to send a link for
the online questionnaire (multiple options exist like Google forms, survey monkey,
webropol...). For accomplishing this objective we have used the webropol of our

university.

We also used the Likert scale for most of the questions of the survey except for
demographic and general questions to measure. The scores were formed according to
the Likert 5 point scale, which strongly agree coded as 5 and strongly disagree coded as
1. Overall 19 questions were used for measuring the variables in our IDT model. For the
relative advantage construct, 4 questions have been used. Additionally, the 15 other
questions were used for compatibility, observability, complexity, trialability, and
intention to use with the numbers 4 questions, 2 questions, 4 questions, 3 questions, and
2 questions respectively. The items and the corresponding references can be found in
the “appendix”. The items were adapted from literature to enhance content validity

[114].
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6.3 Research Method

This study is designed according to the quasi-experimental method design [119]. The
quasi-experimental for our study includes three major stages. The first stage was a survey
that has been provided to measure the constructs of the innovation diffusion theory (IDT)
model. For the second stage in this study, we conducted three various online workshops
that covered various areas of utilizing Google dorks for search-related tasks and created
a YouTube video covering the contents of the workshop and sharing with the participants.
Both workshops and videos played the role of treatment in the quasi-experimental design.
Eventually, in the last stage, a posttest survey to measure the correlation between the
variables of the IDT model with the intention to use Google dorks has been provided and
given to the participants of the workshop and YouTube video tutorial. The figure below

illustrates these stages.

Figure 43: Research stages

6.4 Result and Discussion

To analyze the gathered data when comparing the pretest and posttest we considered a
question for matching the responses of the same respondents in both pretest and posttest.
So in case that participants answered the pretest survey but not the posttest survey we
disregarded the respondents’ pretest by removing their answers from the dataset [111].
Regarding this out of 56 respondents to pretest either familiar or unfamiliar, removing
the ones just answered the pretest and not the posttest and the ones that likely answered
some of the questions randomly(we had a control question in the surveys for detecting

the random responses) only 32 of the surveys were eligible for our analysis.
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We have used Statistical Package for the Social Sciences, SPSS version 26 for analysis
of the data gleaned for this study. As can be seen from Table 3, out of 32 participants in
both pretest and posttest surveys 34.4% of them were female while 56.3% were male and
9.4% preferred not to mention their gender in the surveys. Majority of the participants
considered in the age range of 25 to 34 with 65.6%. The other respondents were in the
age range of 35 to 44, 18 to 24, and under 18 with the percentages 15.6%, 12.5%, and
6.3% respectively. Regarding the occupation, the majority group of the participants is
students with 40.6%. The other groups of the occupation are IT security, Other,
Engineering, and IT operation with 25%, 15.6%, 12.5%, and 6.3% respectively. The other
factor for demographic statistics that we have considered in this study was the field of
study. While 28.1% of the participants were working the rest of the participants were
studying in various fields like artificial intelligence, bioscience, social sciences,
education, computer engineering. Finally, in terms of the search engine used by the
participants, Google is used by 87.5%, and DuckDuckGo is used by 12.5% of the

participants.

Table 3: Demographic statistics

Variable N Percent
Gender Female 11 34.4
Male 18 56.3
I prefer not to tell 3 9.4
Age(year) Under 18 2 6.3
18 to 24 4 12.5
25 to 34 21 65.6
35to 44 5 15.6
Occupation IT security 8 25.0
IT operations 2 6.3
Engineering 4 12.5
Student 13 40.6
Other 5 15.6
Artificial Intelligence 1 3.1
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Field of
Study(if
Student)

Search Engine
Used

Bioscience
Business Administration

Chemical engineering
Chemistry

Computer engineering
CS

Cybersecurity
Education
Digitalization

Information Security
Information Technology

IT and Management
Languages

Law

N/A

NanoMedicine
Social Sciences
Software engineering
Working

DuckDuckGo
Google

e T O T e S e e S e S

O — W = = = =

28

3.1
3.1

3.1
3.1
3.1
3.1
3.1
6.2
3.1

6.2
3.1

3.1
3.1
3.1
3.1
3.1
6.2
3.1
28.1

12.5
87.5

6.4.1 Scales reliability and validity testing

To check the validity of the scales, assessment of the definition of constructs has been

conducted for research findings that are relevant to the constructs in our model as well as

reviewing the theories. Items adapted from the existing literature, pilot testing, and pre-

testing of the adapted constructs have been other methods for checking the validity of the

items. Thus, we believe that the measures have adequate content validity.

The Cronbach‘s alpha was used for testing the reliability of the items of the surveys. The

minimum coefficient was 0.325 belongs to the observability construct with 2 items in the

surveys while the maximum amount of coefficient for relative advantage. As it is shown
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in Table 4 apart from OB (observability) the rest of the variables Cronbach‘s alpha is

above 0.6 that indicates the items are reliable.

Table 4: Standard deviation, mean, and Cronbach‘s alpha reliability

No of
Constructs Mean Std. Deviation Alpha
Items(N=20)
RA 3.8047 .60487 4 .834
CO 3.3594 65666 4 197
OB 3.9063 54532 2 325
CX 3.0703 67571 4 .639
TR 3.7813 .59030 3 154
I 3.8333 57424 2 .808

Note: The scores are formed according to the Likert 5 point scale, that Strongly Agree
coded as 5 and Strongly Disagree coded as 1.

6.4.2 Descriptive statistics

Table 5 presents the mean and standard deviation values of constructs in our IDT model
for pretest and posttest surveys. A paired sample t-test has been conducted using SPSS to
evaluate the statistical significance of the differences between means of the pre-test and
post-test. The analysis results indicated a statistically significant difference in terms of
mean value between pretest and posttest at the 95% confidence level with p-value=.019

(p<0.05).

For the pretest survey, the observability has the highest mean value of 3.9063 while the
complexity has the lowest mean value of 3.0703. Other variables namely relative
advantage, compatibility, trialability and intention to use have the mean values of 3.8047,
3.3594, 3.7813, and 3.8333 respectively. As we have explained in the research method
section the workshop was followed by a posttest survey. The mean value for relative
advantage raised from 3.8047 in pretest to 4.0781. Similarly, the compatibility mean
value raised from 3.3594 in the pretest survey to 3.5469, the observability mean value
raised from 3.9063 to 4.0625, the complexity mean value raised from 3.0703 in pretest to
3.2031 in the posttest, the trialability mean value increased from 3.7813 to 3.9896 and
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finally the mean value of intention to use increased from 3.8333 in pretest to 3.9271 in

the posttest. Consequently, it can be concluded that treatment (workshop) increased

awareness which has a positive effect on other constructs' value and mean values.

Table 5: Comparison between the mean and standard deviation of pretest and posttest
surveys (Paired Sample Test)

Posttest-pretest Std. Sig.
Mean Mean Std. Deviation Error t (2-
Mean tailed)
17535 40080 .07085 2.475 .019
Pretest Posttest
survey(N=32) survey(N=32)
Std. Sig.
Constructs(item) Mean L n S,td'_ .Mean deviation (Zg-
deviation deviation difference X
difference tailed)
RA(4 items) 3.8047 .60487 4.0781 .45983 27344 59010 0.13
CO@3items) 3.3594 .65666 3.5469 .61381 .18750 70711 144
OB(2 items) 3.9063 .54532 4.0625 .47093 15625 .55992 125
CX(4 items) 3.0703 .67571 3.2031 .63002 .61232 .61232 229
TR@3 items) 3.7813 .59030 3.9896 .45187 57268 57268 .048
IUQ2 items) 3.8333 57424 3.9271 .69681 65711 65711 426

Note: The scores are formed according to the Likert 5 point scale, that Strongly Agree

coded as 5 and Strongly Disagree coded as 1.

3,9896  3,9271
2 38007 35469 39063 IR ¥, 3,8333
4
3, 5 3,3 3,0703
3
2,5 B Mean(pretest)
2
B Mean(posttest)
1,5 45983 38 63002 3 681
1 487 5%% 54y 737 66§ 7424w Std.deviation(pretest)
0,5 L
0 l I I m Std.deviation(posttest)
N \5‘~ \0&2)
Q& %“\ é‘} S -w\‘z’ &
(/Q&Q O‘O%Q (JQ &’0 &6@?00

Pretest and g)osttest mean and st

d.deviation

Figure 44: Mean, std.deviation —pretest, posttest comparison
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6.4.3 Correlation and Multiple Regression Analysis

We have used the bivariate Pearson Correlation for measuring the direction and strength
of'the relationship between continuous variables of our model for both pretest and posttest
surveys. As we have mentioned formerly we have applied the quasi-experimental design
for this study. We have examined that during the pretest phase, 23 of the participants out
of 32 that is equal to 71.9% of participants were unfamiliar with Google dorks and the
rest 9 participants that is 28.1% were aware of Google dorks. In our study, the role of the
workshop of Google dorks, as the treatment, was to increase the awareness so we
conclude that if the intention to use Google dorks among the participants surged it was

thanks to the elevation of awareness.

As it is shown in Table 6 there is a strong and positive correlation between the relative
advantage of using Google dorks and the intention to use Google dorks (r=0.600). The
correlation between compatibility and intention to use Google dorks is strong and positive
(r=0.592), similarly the correlation between trialability and intention to use is positive
and high (r=0.545). Finally, there is a positive and medium correlation between
observability and intention to use (1=0.446), and, a positive and weak correlation between
complexity and intention to use (r=0.204). Similarly for the posttest survey, as it is shown
in Table 7 there is a medium and positive correlation between the relative advantage of
using Google dorks and the intention to use Google dorks (r=0.421). The correlation
between compatibility and intention to use Google dorks is strong and positive (r=0.511),
similarly the correlation between trialability and intention to use is positive and high
(r=0.578). Finally, there is a positive and strong correlation between observability and
intention to use (r=0.539), and, a positive and weak correlation between complexity and

intention to use (r=0.127).

Eventually, we can mention that workshop caused the increase in correlation between
intention to use of Google dorks (adoption of Google dorks) and observability and
trialability comparing the pretest survey and posttest survey from 0.446 to 0.539 for
observability and 0.545 to 0.578 for trialability, while on the contrary relative advantage,

compatibility and complexity correlation with the intention to use reduced after the
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workshop from 0.600 to 0.592 and from 0.204 to 0.421 and from 0.511 to 0.127

respectively.

Table 6: Inter-correlation of constructs

RA CO OB CX TR IU
RA 1.000
CO JI51H* 1.000
OB JI3TH* 593* 1.000
CX 469%* 323 248 1.000
TR 449* A466** .686%* .026 1.000
1U .600%* 592%* 446* 204 S545%* 1.000

**_ Correlation is significant at the 0.01 level (2-tailed).
*. Correlation is significant at the 0.05 level (2-tailed).

Table 7: Inter-correlation of constructs

RA CO OB CX TR IU
RA 1.000
CO 537 1.000
OB 666%* 492 %* 1.000
CX .034 .100 133 1.000
TR 327 419%* 610%* 414* 1.000
IU 421* ST .539 127 ST78%* 1.000

**_ Correlation is significant at the 0.01 level (2-tailed).
*. Correlation 1s significant at the 0.05 level (2-tailed).

A regression analysis has been conducted to examine the proposed hypotheses in our
study using SPSS. We have provided the details of the regression analysis for pretest and
post-test separately in Tables 8 and 10 respectively. We took the 5% significance level(2-
tailed) and based on that for the pretest survey as it is indicated in Table 8, the p value for
the complexity construct is .869 that is higher than .05(p>0.05) and (H1, Beta=-.026,t=-
.167, p=.068) so H1 is rejected. The p value for the trialability construct is .022 that is
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lower than .05(p<0.05) and (H2, Beta=.457, t=2.493, p=.022) so H2 is accepted. The p
value for the compatibility construct is .315 that is higher than .05(p>0.05) and (H3,
Beta=.216, t=1.025, p=.315) so H3 is rejected. The p value for the observability construct
is .135 that is higher than .05(p>0.05) and (H4, Beta=-.384, t=-1.544, p=.135) so H4 is
rejected. The p value for the relative advantage construct is .068 that is higher than

.05(p>0.05) and (H5, Beta=.520, t=1.933, p=.068) so H5 is rejected.

Table 8: Multiple Regression (Pretest)

Dependent
Adjusted R
Variable: R R Square F Sig.
square
IU
722 521 429 5.666 .001
Unstandardized Standardized
Std.Error t Sig.
Coefficients(B) Coefficients(Beta)
(constant) 3.668 1.925 1.906 .068
RA 370 192 .520 1.933 .064
CcO 142 138 216 1.025 315
OB -.607 393 -.384 -1.544 135
CX -.017 101 -.026 -.167  .869
TR 462 .189 475 2.439 .022

Dependent variable: IU (Intention to Use)

The overall outcome of the multiple regression analysis of the constructs of the pretest

can be seen in table 9.
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Table 9: Hypothesis test for pretest

Hypothesis Result

H1 | Perceived complexity has a significant (negative) effect on | Not

the Intention to use Google dorks. supported
H2 | Perceived trialability has a significant (positive) effect on the | Supported

Intention to use Google dorks.
H3 | Perceived compatibility has a significant (positive) effect on | Not

the Intention to use Google dorks. supported
H4 | Perceived observability has a significant (positive) effect on | Not

the Intention to use Google dorks. supported
H5 | Relative Advantage has a significant (positive) effect on the | Not

Intention to use Google dorks. supported

Similarly for the posttest survey as it is indicated in Table 10,the p value for the

complexity construct is .601 that is higher than .05(p>0.05) and (H1 , Beta=-.086 ,t=-.530

, p=-601) so H1 is rejected. The p value for the trialability construct is .063 that is higher
than .05(p>0.05) and (H2, Beta=.405, t=1.939, p=.063) so H2 is not accepted. The p value
for the compatibility construct is .185 that is higher than .05(p>0.05) and (H3, Beta=.216,

t=1.360, p=.185) so H3 is rejected. The p value for the observability construct is .567 that
is higher than .05(p>0.05) and (H4, Beta=.137, t=.579, p=.567) so H4 is rejected. The p

value for the relative advantage construct is .748 that is higher than .05 (p>0.05) and (HS5,
Beta=.068, t=.325, p=.748) so HS is rejected.
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Table 10: Multiple Regression (Post-test)

Dependent
Adjusted R
Variable: R R Square F Sig.
square
IU
.672 451 346 4.278 .006
Unstandardized Standardized
Std.Error t Sig.
Coefficients(B) Coefficients(Beta)

(constant) -1.483 3.396 -437 .666
RA 077 239 .068 325 748
CO 210 246 216 1.360 .185
OB 304 524 137 579 567
CX -.071 134 -.086 -.530 .601
TR .624 322 405 1.939 .063

Dependent variable: IU (Intention to Use)

The overall outcome of the multiple regression analysis of the constructs of the posttest

can be seen in table 11.

Table 11: Hypothesis test for posttest

Hypothesis Result

H1 | Perceived complexity has a significant (negative) effect on the | Not

Intention to use Google dorks. supported

H2 | Perceived trialability has a significant (positive) effect on the | Not

Intention to use Google dorks. supported

H3 | Perceived compatibility has a significant (positive) effect on the | Not

Intention to use Google dorks. supported

H4 | Perceived observability has a significant (positive) effect on the | Not

Intention to use Google dorks. supported

H5 | Relative Advantage has a significant (positive) effect on the | Not

Intention to use Google dorks. supported
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6.5 Discussion, Limitation and Future Research

Though considering the already existent literature about the various areas Google dorks
have been used by cyber security professionals that we have provided in chapter 2, by
conducting the surveys we can assume that apart from the hypothesis H2 that is Perceived
trialability has a significant (positive) effect on the Intention to use Google dorks and has
been accepted in pretest survey, the rest of the hypotheses in both pretest and post-test

have been rejected.

There were limitations for this study like finding the participants for both pretest and
posttest surveys as during the time of writing this study the whole world was affected by
COVID-19 and many of the meetups (cybersecurity meetups included) was canceled due
to the lockdown policies by governments to avoid the spread of the COVID-19, which
undoubtedly affected the participants' number. The future works could be lengthier work
with more participants in a better time while considering searching for extra variables
affecting adoption (intention to use) of Google dorks like facilitating conditions, technical
support, or even social influence that needs to be added to the potential future work’s
research model. As this study was quantitative likely the qualitative study or mixed-
method could be other alternatives for future studies and comparing those studies with
the current quantitative study would lead us to more accurate results. The experience in
the field of cybersecurity, education, and age as moderating variables could also be
considered in future studies. Additionally, studies that focus on the black hat hackers or
cyber criminals’ community and how they find using Google dorks useful could be

another area for future studies.
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7 Conclusion

The information age brought about access to a large amount of data for us. Connection to
the Internet, posting to social media frameworks become an inseparable part of our life.
The flip side of this rapidly growing network is locating the desired information. Search
engines play a pivotal role in such an object. The most common search engine is Google
by far [2] with more than 5.8 billion searches daily [1]. However, the more skilled users
of the Internet using advanced searching techniques also known as Google dorks [3].
Cybersecurity professionals either white hat or black hat hackers enjoy the benefits of
such techniques for their search-related tasks. By far GHDB is the most popular resource
for Google dorks [4]. The GHDB comprises various worthwhile categories that actors in
cybersecurity can utilize them for their tasks. We have tried to cover the various areas
Google dorks were used and mentioned in the existent literature that can be utilized for
numerous purposes ranging from information gathering, finding interesting information
about targets by both white hat and black hat actors, finding useful information from
pasting and file sharing sites, detecting defaced sites, finding communication channels
and forums for cyber criminals. The whole thesis concluded by a usability study of the
variables facilitates the adoption of Google dorks for the search-related tasks. The general
outcome of the study is that apart from our second hypothesis that is perceived trialability
has a significant (positive) effect on the intention to use Google dorks that has been
confirmed in our pretest the rest of the hypotheses have been rejected. The constructs for
our surveys were based on the innovation diffusion model (IDT), namely compatibility,

complexity, relative advantage, observability, trialability, and intention to use.

The general purpose of this thesis was to clarify some areas Google dorks have been
already used by cyber security professionals as well as the areas Google dorks can be
used by cyber security actors and intensifying its role for them in dealing with their
search-related tasks by shedding light on the areas less studied and conducting a study to

verify how it has been useful for such actors.
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Appendix: Measurement items

(1

2)

G)

4

Relative Advantage :

RA1: Google dorks might be a convenient way to find desired search information.
(adapted from Tan & Teo 2000[113])

RAZ2: Google dorks may improve the efficiency of searching. (adapted from Tan &
Teo 2000[113])

RA3: Google dorks are likely to give greater control over searching. (adapted from

Tan & Teo 2000[113])
RAA4: 1t is better to use Google Dorks rather than other methods for searching for
information. (adapted from Atkinson, 2007 [114])

Compatibility :
CO1: Google dorks highly fit with the way I do internet searching. (adapted from
Lin 2011 [115])

CO2: Google dorks seems to fit with the way I do internet searching. (adapted from
Lin 2011 [115])

CO3: I think everyone should use Google dorks for searching. (adapted from
Atkinson 2007 [114])

CO4: My colleagues might be interested in Google dorks when they see me using it.
(adapted from Atkinson 2007 [114])

Observability (adapted from Atkinson, 2007 [114]):
OBI1: I might tell my friends about the benefits of using Google dorks.
OB2: Skilled cyber security practitioners probably like using Google dorks.

Complexity :
CXI1: T think using Google dorks requires a lot of mental effort. (adapted from
Atkinson, 2007 [114])

CX2: Use of Google dorks may require technical skills. (adapted from Laukkanen
& Cruz 2009 [116])
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)

(6)

CX3: Using Google dorks might be frustrating. (adapted from Tan & Teo 2000

[113])
CX4: Google dorks look clear and understandable for me. (adapted from Jeffrey

2015 [117])

Trialability :
TR1: I might use Google dorks on a trial basis to see what it can do for me. (adapted
from Tan & Teo 2000[113])
TR2: I might use Google dorks to try them out for my task. (adapted from Atkinson,
2007 [114])
TR3: I won’t lose much by trying Google dorks, even if I don’t like it. (adapted from
Atkinson, 2007 [114])

Intention to use (adapted from Wang et al., 2020 [118]):

IU1: I will likely use Google dorks in the future.
[U2: I might use Google dorks for my searching tasks.
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