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The rapid advancement and increased use of technology has introduced the concept of smart 

cities, driving cities around the world towards developing a wide variety of smart systems, 

solutions and services. While these smart components provide improvements to various city 

operations, from increased resource efficiency and sustainability to general quality of life 

enhancements, they also introduce many challenges that must be dealt with in order to ensure 

future success. 

The purpose of this thesis is to determine the necessary measures both current and future smart 

cities should take in order to use their resources in an efficient, sustainable and secure manner. 

This was primarily achieved through extensive theoretical research, using a wide variety of 

information sources, from various scientific publications to different web-based resources. In 

addition, a simulated model of a smart waste management system was designed in this thesis 

in order to aid the development of the Salo smart city project. 

Resource efficiency and sustainability are integral to successful smart city implementations, as 

they ensure that smart cities can continue to prosper and develop more and more advanced 

solutions and services in the future. Consequently, the importance of solutions such as smart 

energy, smart waste management and smart mobility will only continue to increase in the future. 

Moreover, smart cities must be prepared to deal with various challenges presented by the use 

of advanced technologies and smart systems - from security, privacy and service availability to 

people- and ethics-related challenges. 

In the final parts of the thesis, the aforementioned topics were discussed from the perspective 

of the Salo smart city project. The use of different security measures and cheaper smart 

solutions, such as the smart waste recycling centre designed in the thesis, were given as 

recommendations to guide Salo towards a more resource efficient, sustainable and secure 

future. 
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1 Introduction 

The concept of smart cities has become increasingly popular in recent times, which has led to 

a high number of research and development initiatives in the field of smart cities and 

technologies. With these initiatives, integral smart city techniques, such as smart sensors and 

automated data-driven decision-making capabilities, have increased significantly, thus 

accelerating the growth of smart cities in general. Moreover, the understanding of what smart 

cities should consist of has become an extremely important topic of discussion. 

With the growth of the smart city concept and the increasing success of different smart city 

projects and initiatives around the world, citizens’ demands for various smart solutions and 

services have also experienced significant growth in recent years. As a result, even smaller 

cities are now looking to increase their appeal and general comfortability through the 

development and implementation of different smart city initiatives. Successful implementations 

in other, larger or more established, cities around the world play a key role in this development, 

as they can provide inspiration and guidance to the development of smaller smart city projects. 

In order to ensure the future success of different smart city projects and solutions, smart cities 

must find ways to develop their resource efficiency and sustainability. These measures can 

range from, for instance, automated energy consumption monitoring and optimised waste 

collection routes to the reduction of emissions and accidents with the help of smart vehicles. 

These solutions will aid smart cities in using their resources in the most effective ways in order 

to ensure sustainable and citizen friendly operations and services, both now and in the future. 

Despite its benefits, the smart city concept also introduces a wide variety of challenges. With 

the high amount of data collected and used by different smart systems, efficient and secure 

utilisation of that data, as well as the preservation of the citizens’ privacy, becomes extremely 

important. In addition, due to being highly reliant on technology, smart cities must find ways 

to protect their critical systems from different cyber attacks and other threats that could 

jeopardise the cities’ operations. Furthermore, as the citizens themselves are one of the key 

components of any city, smart cities also suffer from people- and ethics-related challenges.  

This thesis is written in collaboration with the University of Turku, the city of Salo and the Salo 

smart city project. The different concepts surrounding the topics discussed above will be 

inspected from a wide variety of perspectives – from their general key characteristics to how 

they can be applied to the Salo smart city project. 
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1.1 Research questions 

The main objective of this thesis is to determine what is required for a city to develop into a 

resource efficient, sustainable and secure smart city that utilises advanced technologies for 

improving the lives of its citizens. This process involves determining the technologies and smart 

solutions that are the most important for accomplishing this goal, as well as applying these 

methods to the development of the Salo smart city project. 

As different smart city developments are still at fairly early stages, the possibilities for further 

advancements and developments in the field are endless. Consequently, gaining an 

understanding of the future of smart cities is one of the main objectives of the thesis, and 

therefore, the future will be heavily emphasised in the research on the different concepts 

surrounding the topic of resource efficient, sustainable and secure smart cities. 

Based on the objectives presented above, the thesis aims to find answers to the following 

research questions: 

1. Which characteristics make a city “smart”, which technologies are required for achieving 

these characteristics, and how are smart city projects carried out in different cities around 

the world? 

2. What measures can be taken to increase the resource optimisation and sustainability of 

different smart city projects and solutions? 

3. What are the most prominent challenges that threaten the resource efficiency, 

sustainability, security and general success of smart cities, and what measures should be 

taken to deal with these challenges? 

4. What are the key objectives and requirements of the Salo smart city project, and how can 

the city of Salo utilise the measures and solutions discovered in questions 2 and 3 to 

increase their resource efficiency, sustainability and general appeal? 

5. Which smart solutions can be used to address the considerations identified in question 4, 

as well as increase the resource efficiency and sustainability of the Salo smart city project 

in general? 

1.2 Thesis structure 

Chapter 2 covers basic smart city concepts, the knowledge of which is required for 

understanding many of the topics discussed later in the thesis. These basic concepts include 
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general smart city components and characteristics, as well as the key technologies behind 

different smart systems and solutions. Additionally, various successful smart city projects and 

their different smart solutions are highlighted. 

Chapter 3 contains detailed discussion about the central approaches to smart city resource 

optimisation and sustainability improvements – smart energy, smart waste management and 

smart mobility. These approaches are inspected from a wide variety of perspectives, from the 

required technologies and achieved benefits to examples of their successful implementations in 

the smart cities presented in chapter 2. 

In chapter 4, the most prominent challenges of smart city initiatives are discussed from the 

perspective of smart city resource efficiency, sustainability and security. Additionally, the 

chapter provides discussion and recommendations on the different measures that smart cities 

can implement in order to mitigate and solve these challenges.  

Chapter 5 provides an overview of the general structure and objectives of the Salo smart city 

project. The chapter also discusses the city’s current issues and limitations, as well as 

recommends different measures for increasing the effectiveness and general success of the city 

of Salo and its smart city project. 

Chapter 6 explains the process of designing a simulated model of a smart waste recycling 

system for the smart city of Salo. Moreover, the simulated testing results are presented, and the 

possible limitations and future applications of the system are discussed. 

The thesis is concluded in chapter 7. The chapter also summarizes the answers found to the 

research questions determined in section 1.1 and discusses the potential approaches for future 

research and other work on the subject. 
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2 Smart city 

Smart cities have experienced significant growth in recent years. Firstly, the advancements 

made in different fields of technology have enabled the development of smarter services and 

city infrastructure. Secondly, with the successful development and implementation of different 

smart city projects around the world, citizens’ desires and requirements for better and smarter 

services have continued to increase. These factors have led to the emergence and increased 

implementation of the general idea behind smart cities – the use of various technologies for 

providing a better living environment to the cities’ inhabitants. 

In this chapter, the smart city concept is discussed from different perspectives in order to gain 

an understanding on what a smart city is and how various smart services can be developed, as 

well as how various smart city approaches are applied in different cities around the world.  

In section 2.1, the general characteristics of smart cities are discussed, and an overall description 

of what cities need to accomplish in order to be considered “smart” is presented. Additionally, 

the different technologies behind smart city developments are discussed in section 2.2. Finally, 

in section 2.3, different successful smart city approaches around the world are discussed in 

order to form an overview of the suitability and benefits of different smart city concepts and 

solutions in practice. 

2.1 What makes a city “smart”? 

The meaning of a “smart” city is not completely clear, as there are many different areas and 

factors to consider. Cities consist of a wide variety of solutions, services and citizens, all of 

which set different requirements on what the city should be capable of. When different, often 

very complex, technologies are added into this equation, the number of things to consider grows 

exponentially. Furthermore, smart city projects of different sizes are developed all over the 

world, meaning that the conditions between different smart cities can vary a lot. As a result, a 

general understanding of what makes a city “smart” is incredibly important. 

In this section, the meaning of a “smart” city is examined from a wide variety of sources in 

order to gain a comprehensive view of what a smart city is comprised of. Moreover, the most 

common smart city characteristics are identified and combined into a unified description of the 

most important areas to consider in the development of future smart city solutions and 
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initiatives. This description is then be used in the rest of the thesis, when discussing different 

smart cities and their key components, solutions and services. 

The smart city definition of the European Commission (EC) [1] states that “A smart city is a 

place where traditional networks and services are made more efficient with the use of digital 

and telecommunication technologies for the benefit of its inhabitants and business.” In 

addition, efficient use of resources and reduced emissions are considered important in this smart 

city definition. Moreover, the key initiatives for successful smart cities proposed by the EC 

include improved lighting and heating of buildings, smart waste disposal and smart transport. 

As a result, optimised and sustainable use of resources can be considered as the key component 

of the smart city concept, especially in the case of many European cities. 

Deloitte [2] on the other hand, present a framework that divides smart cities into six 

components: environment, economy, security, mobility, living and education. The framework 

also presents the main objectives and motivations behind smart city projects and initiatives – 

better quality of life for both citizens and visitors, economic competitiveness and sustainability. 

Based on these discussions, smart city initiatives consider all key areas of a successful city, 

from the city’s infrastructure and resources to its citizens.  

Mohanty et al. [3] state that in a smart city, technology is used to provide better public services 

to the citizens, as well as optimise the use of resources in the city. According to their definition, 

smart cities consist of smart infrastructure, smart buildings, smart technology, smart energy, 

smart transportation, smart healthcare, smart education, smart governance and smart citizens. 

They also present the core requirements for the attributes of smart cities – sustainability, quality 

of life, urbanisation and general smartness. Moreover, they consider the environment, economy, 

society and governance as the key areas that different smart city initiatives should focus on. As 

shown by this definition, smart cities can be considered as a combination of a wide variety of 

areas. As a result, in order to understand the concept of smart cities, a good understanding of 

many different technologies and smart city application areas is required.  

According to Musa [4], people, processes, and technology are the three key elements of smart 

cities. Musa also describes smart cities as cities that engage their citizens, connect their 

infrastructure with electronical measures, and manage their assets in a secure manner by 

connecting a wide variety of technological solutions. In short, the overall goal of these 

approaches is to utilise technology for providing more efficient and versatile services to the 
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citizens. Finally, Musa defines society, infrastructure, mobility, strategic planning and a healthy 

city-citizen relationship as the key areas of focus in smart city projects.  

Sikora-Fernandez and Stawasz [5] simply define smart cities as cities that are managed “in a 

modern way, using the latest technical means offered by advanced technologies.” They also 

present that the advancements made in smart cities should be good for the environment, as well 

as save resources, while also achieving the excepted efficiency and performance. In addition, 

based on these approaches, a city can be considered smart if it follows the general attributes of 

intelligence, such as solving problems, adapting to changing circumstances, preventing the 

most significant threats and predicting the consequences of various actions. Due to emphasising 

security alongside resource optimisation, this definition is particularly important to consider for 

future smart city developments. 

Another approach to defining smart cities is presented in a white paper [6] published by the 

State of Green. The paper explains that in smart cities, technology is not directly seen as a 

solution, but instead, an enabler for sustainability and the citizens’ well-being. The paper also 

presents that in order to achieve this objective, smart cities utilise commonly accepted technical 

solutions for increasing the liveability, sustainability and prosperity of the city.  

The definitions discussed in this section show that the definition of smart cities is not 

completely unified, as the different definitions can vary quite a lot based on the perspective of 

the person or organisation that is discussing the topic. However, there are various features and 

characteristics that appear in many smart city definitions, and therefore, can be considered as 

the most important features that need to be taken into account in both current and future smart 

city projects and developments.  

Based on the discussions in this section, a city can be considered “smart” if it achieves 

significant developments in a large majority of the following areas: resource efficiency, 

sustainability, security, eco-friendliness, smart infrastructure, smart buildings, smart energy, 

smart transportation, smart healthcare, smart education, smart governance and smart economy. 

In addition, above all, the city should improve the citizens’ quality of life and provide them 

with better opportunities for living their lives the way they desire. Furthermore, all of these 

smart city qualities are enabled and enhanced with various advanced technologies. These 

technologies are discussed further in section 2.2. 
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2.2 Key smart city technologies 

In order to deliver smart services to their citizens, smart cities utilise various technologies that 

provide the technical capabilities for carrying out these services. As a result, different 

technologies are the key enablers of nearly every smart city initiative. In order to understand 

how smart cities operate, we must first have a good understanding of these technologies as a 

whole, as well as have the knowledge of how the technologies can specifically be used for 

various smart city developments. 

The most notable technologies used in smart cities include sensors, Internet of Things (IoT), 

communication technologies, big data and artificial intelligence (AI). In this section, the overall 

structure, characteristics and suitability of these technologies is evaluated, particularly based on 

the smart city definitions and objectives discussed in section 2.1. 

2.2.1 Sensors 

Sensors can be considered as the backbone of smart cities, particularly due to their ability to 

monitor and collect real-time data about various key areas of different cities [7]. Generally 

speaking, a sensor is a device that measures information of physical events, converts that 

information into an electrical signal, and returns the information in digital form, [8] so that it 

can be used by various systems and other technologies.  

Smart sensors take the concept of information measuring further, as they also have the ability 

to process data and make decisions locally [8], which allows them to operate independently, 

without constant supervision. From the smart city perspective, these smart sensors are the most 

important, since, thanks to their local decision-making capabilities, they can be deployed in a 

wide variety of situations and trusted to perform their tasks reliably.  

Sensor networks allow smart sensors to be utilised to their full potential. In these networks, 

smart sensors are connected with either wired or wireless connections, and the data from each 

sensor is captured and transferred, as well as routed around the entire network [9]. As a result, 

all of the data collected by the different smart sensors can be utilised extremely efficiently, thus 

improving the performance of the smart city, its solutions and technologies.  

Sensor networks can vary a lot based on the types of sensors they consist of – for instance, 

homogenous sensor networks consist of sensors of similar types, whereas heterogenous sensor 

networks include various types of sensors [9]. In terms of smart cities, various types of sensors 
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are utilised for collecting information – more traditional sensors are used to measure 

information about physical properties of cities, such as traffic, temperature or lighting, whereas 

wearable sensors provide information about the citizens’ actions [10]. Through the use of these 

sensors, smart cities can provide a wide variety of services to its citizens. Different smart city 

solutions require different types of information, so the versatility of sensors, and sensor 

networks, makes them a key component of any smart city project.  

2.2.2 IoT 

IoT is another key technology behind smart cities. IoT plays a key role in utilising the data 

collected by smart sensors and other technologies, which in turn, helps with producing various 

services across the smart city [11]. Consequently, by utilising both smart sensors and IoT, cities 

can make significant advancements towards smarter solutions and services for their citizens. 

IoT can be a difficult concept to define, as it consists of a large number of different devices and 

technologies. However, an overview of the general characteristics of IoT can be identified. For 

instance, the EC defines IoT as “a network of billions of interconnected devices or systems 

(‘things’) that can be remotely controlled over the Internet” [12]. These interconnected IoT 

devices include a wide variety of devices, such as smart home voice assistants, smart 

appliances, wearables, smart lights, energy consumption monitors and various security systems.  

IoT devices collect and exchange data that is used for improving and developing services to 

smart environments [12]. In addition, the overall objective and purpose of IoT can be described 

as enabling “things to be connected anytime, anyplace, with anything and anyone ideally using 

any path/network and any service” [13]. This widespread connectivity provided by IoT is 

particularly important in smart cities, as all areas and services of the city must function in 

unison, so that the cities can continue to operate as intended.  

Another benefit of IoT is that it provides a low cost and accessible connection between the 

physical and digital worlds [14]. This is particularly important in smart cities, as physical parts 

of the cities are controlled by different digital technologies – by providing a connection between 

the two worlds, IoT can help smart cities with providing suitable, efficient and versatile 

solutions for their citizens. The low costs and accessibility ensure that all citizens can benefit 

from the solutions, which further helps smart cities with achieving their goals of improving the 

citizens’ quality of life with various smart solutions and services. 
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In general, the primary use of IoT in smart cities revolves around the development and 

implementation of an efficient communication infrastructure, which increases the simplicity 

and cost efficiency of the cities’ public services, as well as provides a better connection between 

the different services deployed in the cities. Most notably, this IoT-based infrastructure 

integrates new and improved technologies to existing communication solutions, allowing for 

further developments in smart city IoT, both in terms of new devices and IoT-based services. 

[11] As a result, different communication solutions, which are discussed further in subsection 

2.2.3, are integral in the effective development and implementation of various advanced smart 

city IoT solutions. 

Based on the above discussions, IoT is an integral component of the technological 

developments behind successful smart city developments. As a result, further development and 

implementation of various IoT technologies and solutions will shape the future of smart city 

developments all around the world. 

2.2.3 Communication  

Communication solutions play a key role in smart cities, as they connect different smart city 

components, both machines and humans, with each other, providing a platform for the 

components to interact with each other [15]. This assures that all of the components can be used 

efficiently together to accomplish the goals of the smart city project. The role of communication 

in connecting smart city sensors and IoT technologies is particularly apparent – in fact, it can 

be considered as the main objective behind the development of smart city communication 

solutions [16]. Furthermore, as discussed in subsections 2.2.1 and 2.2.2, sensors and IoT 

combine to form the foundation of smart city projects, which is why the ability to effectively 

connect these two technologies with suitable communication solutions is a key part of different 

smart city developments.  

Communication networks can be configured and organised in various ways. The different 

layouts, also known as topologies, determine how the network elements are connected to each 

other. Star, mesh, and point-to-point topologies are some of the most common approaches in 

communication networks. In a star topology, all network elements are connected to a central 

hub. This approach allows the network to function, even if some of the elements become faulty 

or unavailable. On the contrary, mesh topology involves connecting each network element with 

each other, which allows for more effective communication. Finally, in a point-to-point 
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topology, two network elements are connected to each other, making it a simple and easily 

achievable option for communication networks. 

Due to the varying communication and data requirements of different smart city components, 

many different communication solutions are required [15]. The most common communication 

technologies used in smart cities include Wi-Fi, Bluetooth, ZigBee, Long Range Wide Area 

Network (LoRaWAN), Long-Term Evolution (LTE) and 5G. Many of these technologies vary 

a lot based on their communication range and topology, as well as the purposes they are used 

for.  

Bluetooth, Zigbee and Wi-Fi are used for short-range communication. Out of these 

technologies, the range of Wi-Fi is the longest at around 100 meters, whereas Bluetooth only 

supports communication up to 100 meters, and ZigBee networks only reach a range of 10 to 20 

meters. LoRaWAN and LTE networks on the other hand, support more long-range 

communication, with ranges of 2 to 5 kilometres and 30 kilometres, respectively. [17] 

In terms of network arrangements, star topology is the most common in smart city 

communication solutions, as Wi-Fi, LoRaWAN and LTE are all based on star topology. 

However, other topologies are also used – Bluetooth and LTE advanced are based on point-to-

point connections, and the Mesh topology is used in ZigBee networking. [17] Due to the 

differences between these networks, smart city communication technologies are extremely 

versatile, and therefore, are able to support a wide variety of smart solutions in different areas.  

ZigBee and LoRaWAN technologies are power efficient [17], making them especially suitable 

for IoT devices, which can often suffer from low energy and resource constraints. As a result, 

these technologies are extremely useful for various smart city solutions. ZigBee communication 

is most commonly utilised in smart buildings, smart grids and smart water management [18], 

whereas LoRaWAN helps with smart homes, smart healthcare and smart transportation [17], 

for instance.  

Similar to ZigBee, Bluetooth is also suitable for smart buildings, smart grids and smart water 

management [18]. Compared to many other technologies, Bluetooth is also cheaper and easier 

to use, but due to its shorter communication range [17], its implementation can be quite limited. 

However, as a result of its cost efficiency and simplicity, Bluetooth is a great option for areas 

where larger communication ranges are not required. Moreover, the Bluetooth Low Energy 

(BLE) technology brings significant reductions to Bluetooth’s power consumption [19], making 
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it much more power efficient compared to traditional Bluetooth technologies. Furthermore, 

BLE supports multiple topologies and a higher number of different solution areas [19], which 

increases the potential of Bluetooth communication in short-range smart city applications. 

Another fairly short-range communication technology, Wi-Fi, is used in a wide variety of smart 

city systems and solutions [18]. Perhaps the most notable difference between Wi-Fi and many 

other communication technologies, such as ZigBee and Bluetooth, is that Wi-Fi supports higher 

data rates [18], making it a more effective solution for various situations. In addition, despite 

its traditional deficiencies in the area of power consumption, the advancement of Wi-Fi has 

enabled the development of more power efficient Wi-Fi solutions as well. For instance, in 

various Wi-Fi technology -utilising smart city applications, such as smart water networks and 

unmanned aerial vehicles, a low level of power consumption has been reached [18]. 

Consequently, the power efficiency, as well as the general performance, of Wi-Fi can be 

expected to experience more and more improvements in the future. 

In addition to the benefits discussed above, Wi-Fi’s versatility also makes it a suitable 

communication solution for various smart city implementations. Most notably, Wi-Fi 

technologies can be used to effectively transfer data to the internet, allowing the information to 

be used anywhere, at any time. As a result, the short range of Wi-Fi is not an issue, as long as 

a Wi-Fi enabled device is close to the deployed smart system, so that the information can be 

transferred as efficiently as possible. Moreover, as Wi-Fi technologies are incredibly common, 

Wi-Fi based solutions are accessible to all types of smart cities, systems and solutions. 

The main benefits of LTE and LTE Advanced technologies are related to increased 

communication efficiency. For instance, LTE allows for more efficient information 

transmission and reduces latencies, while LTE Advanced provides higher data rates compared 

to other communication technologies [17]. However, due to their higher costs [17], the use of 

LTE technologies in smart cities should be carefully considered before wider implementation. 

From the perspective of resource optimisation and sustainability, LTE technologies should only 

be used if their benefits in other areas of resource management and sustainability outweigh the 

disadvantages caused by the lack of cost efficiency. 

5G is the next evolution of wireless mobile communication. Therefore, the possible 

improvements 5G can provide to various smart city solutions must also be considered. Most 

importantly, 5G can provide the necessary base for expanding and developing smart cities in 
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the future, as well as provide increased cost efficiency compared to other wireless technologies 

[20], such as LTE and LTE Advanced. 

The high speeds and increasing number of connections provided by 5G allow cities to provide 

smart services to new locations, which cannot be reached with previous communication 

technologies, thus accelerating the general growth of smart cities [20]. This helps with starting 

smart city initiatives in completely new areas, as well as provides additional development 

opportunities to existing smart city projects – faster and better connections enable more 

effective communication, which means that smart cities can utilise their existing solutions and 

technologies, such as sensing and IoT devices, more effectively than before. Moreover, due to 

the increased cost efficiency, 5G opens up possibilities for more efficient use of smart city 

resources, both now and in the future. 

All in all, many different communication technologies can be used for enabling different smart 

solutions in smart cities. These technologies have varying advantages and disadvantages, 

meaning that there is not a universal technology fit for all situations. Instead, the most suitable 

communication technology depends on the smart systems’ characteristics and general 

objectives. 

2.2.4 Big data 

As discussed in the previous subsections, smart city technologies collect and utilise large 

amounts of data about different components of the city. As a result, the concept of big data in 

smart cities has become increasingly important. Based on a definition by Joshi [21], big data is 

simply data that “is large enough such that it cannot be processed on a single machine”. In 

smart cities, everything from the overall infrastructure to different smart services is connected 

with each other, resulting in a large amount of diverse data that requires extensive and thorough 

analysis in order to be utilised most effectively. This data clearly cannot be processed on a 

single machine, thus fulfilling Joshi’s definition of big data. Therefore, proper understanding 

of how big data impacts smart cities is crucial to any future smart city developments. 

A major motivation behind big data in smart cities is to achieve more sophisticated, extensive 

and real-time understanding and control of smart city components [22]. As a result of the 

increased understanding, smart cities can prioritise the development of the most important 

components and solutions, and not waste resources on less important solutions, which allows 
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the cities to develop much more efficiently. Moreover, the extensive and real-time control of 

smart city components further increases the cities’ efficiency and general success. 

Big data can often be used together with IoT to improve the performance of smart cities. In fact, 

there is a close connection between smart cities, IoT and big data, as one will not function 

properly without the others [3]. Various IoT solutions are implemented all across the cities, 

providing various types of data that helps with the successful development of big data, and at 

the same time, big data technologies enhance the development of IoT by providing more 

effective data processing capabilities to different IoT systems [23]. Moreover, IoT big data, 

which can be slightly different compared to conventional big data, will become increasingly 

common in the future [23]. As a result, the connection between IoT and big data in smart cities 

will become even more relevant in the coming years.  

Due to the various features and benefits of big data discussed above, effective utilisation of big 

data plays a key role in successful smart city initiatives and developments. As a result, the 

ability to effectively and accurately analyse and process big data is an integral part of smart 

cities, both now and in the future. 

2.2.5 AI 

AI is an important part of smart cities, particularly due to its ability to efficiently analyse, 

process and utilise data in ways that is not possible with other technologies. More specifically, 

AI will play a key role in structuring the vast amounts of data and improving the decision-

making in smart cities of the future [24]. As a result, the understanding of AI and the added 

efficiency it provides to various smart city solutions is extremely important. 

One of the founding fathers of AI, Professor John McCarthy [25], defines AI as “the science 

and engineering of making intelligent machines, especially intelligent computer programs”. 

Moreover, according to the Britannica encyclopaedia [26], AI stands for “the ability of a digital 

computer or computer-controlled robot to perform tasks commonly associated with intelligent 

beings”, and various AI systems often have many human-like intellectual characteristics. It is 

precisely this intelligence and human-like decision-making ability that makes AI a promising 

technology for different smart city developments. 

Many different technologies fall under the umbrella of AI. For instance, machine learning (ML) 

is a subfield of AI, and deep learning (DL) is considered a subfield of ML. Furthermore, these 

concepts can be divided further into many different types of techniques. These techniques have 
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fairly different, and in many ways, more advanced, features compared to more traditional AI 

solutions.  

ML involves algorithms that are able to autonomously learn and improve from the training data 

they receive, allowing them to become “intelligent” without requiring specific programmed 

instructions for every situation and action. Consequently, the intelligence of ML systems 

closely resembles human intelligence, as humans also learn many things by themselves, through 

different experiences. As a result, ML-based systems can be applied to many traditional 

operative city tasks to increase the efficiency and reliability of smart cities and their operations. 

ML is typically further divided into three areas: supervised, unsupervised and reinforcement 

learning (RL). Supervised learning is based on accurate and specific training data, containing 

many examples of situations the algorithm is being trained to be used in. Unsupervised learning 

on the other hand, is able to make use of less accurate training data by finding different patterns 

in unorganised data. By utilising both technologies, smart cities can develop effective ML-

based solutions that are suitable for a wide variety of scenarios. 

Finally, RL does not require much training data, as it learns directly from the consequences of 

different actions – RL algorithms receive “rewards” from favourable actions, whereas 

unfavourable actions result in “punishments” [27]. Over time, based on these rewards and 

punishments, RL algorithms learn the most optimal way of completing specific tasks. This type 

of learning is most similar to the learning of humans, meaning that RL-based systems are often 

most suitable for the aforementioned operative tasks, where they can replace, or work alongside, 

humans to achieve the best results. 

DL also involves various elements of supervised and unsupervised learning, as well as RL. In 

addition, neural networks, such as Artificial Neural Networks (ANNs), Deep Belief Networks 

(DBNs) and Convolutional Neural Networks (CNNs), play a key role in enabling these learning 

processes in various DL solutions.  

ANNs are considered as the starting point of DL research, whereas the introduction and 

development of DBNs has provided various improvements to the analysis of unlabelled data. 

Furthermore, CNNs achieve further efficiency, particularly due to their layer-based training 

approach and minimal pre-processing requirements. [28] Due to this efficiency, CNNs are 

particularly suitable for smart systems and solutions. 
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DL brings added efficiency to data analysis by solving some of the key issues plaguing various 

AI and ML solutions. For instance, DL is better for analysing raw data, as well as discovering 

complex structures from large-scale datasets. The latter of these features in particular makes 

DL a suitable solution for a wide variety of areas, from scientific developments to business and 

governmental issues. [29] As a result, DL is an extremely versatile technology compared to 

many of its predecessors.  

DL is also extremely useful for big data analytics. DL techniques, such as DBNs and CNNs, 

are able to process data more efficiently than other techniques, which provides drastic 

improvements in performance, even in simpler systems [30]. In addition, as discussed earlier, 

DL is an extremely versatile technique for analysing different types of data, which makes it 

even more suitable for big data analytics. As a result of these DL features, not only does big 

data analytics become more effective, but it also becomes more accessible. Therefore, by 

utilising DL, a smart city can fully benefit from all of the data gathered by different technologies 

deployed across the city.  

Personalisation is another significant area of development enhanced by various AI 

technologies. A good example of AI in smart city personalisation is presented in [31], where 

Chin et. al discuss how ML techniques can be used in combination with IoT and big data in 

smart cities to provide personalised services to citizens. The main idea behind these 

personalisation approaches is to utilise ML for analysing citizen behaviour in order to gain 

information the system can use to adapt different smart services in such a way that they match 

the citizens’ needs and expectations much better than before [31]. 

With personalisation solutions similar to the approach discussed above, smart cities can achieve 

significant quality of life and resource efficiency improvements – personalisation means that 

citizens will receive the services and opportunities they require in their daily activities, while 

only using the optimal amount of resources that are specifically required for those tasks. These 

benefits combined with the general adaptability and big data analysis capabilities discussed 

earlier showcase the suitability and potential of AI in both current and future smart city 

developments.  

2.3 Smart cities around the world  

Various smart city projects are carried out all around the world. The analysis of these cities 

showcases the potential and general key objectives of smart city projects, as well as provides 
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valuable information on how future cities can work towards smarter, more resource efficient 

and sustainable solutions in different areas.  

Some of the most successful smart cities around the world include London, Barcelona, 

Copenhagen, New York, Dubai and Singapore. Moreover, many Finnish cities have adopted 

various smart solutions. The aforementioned smart cities are chosen for further analysis in this 

section due to their successful and innovative solutions, particularly in the areas of resource 

optimisation and sustainability. 

London is one of the major cities in Europe, and such is the case in the area of smart cities as 

well. In fact, the central motivation behind the Smarter London Together project, launched in 

2018, is to transform London into the smartest city in the world in the near future [32]. 

Moreover, London’s smart city initiatives are mainly focused on the development of smart and 

effective solutions for transportation, the environment, equal healthcare, housing, culture and 

economic development [32]. The London smart city project has also already seen a great level 

of success – in 2019, London achieved its goal, as it was identified as the smartest city in the 

world, particularly due to its advancements in mobility, governance, technology and urban 

planning [33]. Moreover, with further technological advancements, the London smart city 

project will only continue to develop in the future. 

Barcelona has often been considered as one of the leading smart cities in the world, and its 

smart city initiatives have received recognition from both the EC and the United Nations (UN) 

[34]. The 22@Barcelona innovation district, which aims to provide “modern spaces for the 

strategic concentration of intensive knowledge-based activities,” is a key part of Barcelona’s 

smart city project [35]. Key strategic areas covered by this initiative include media, information 

and communication technologies, medical technologies, design and energy [35]. In addition, 

the strategy emphasises various waste management and environmentally friendly transportation 

solutions [35]. 

Copenhagen is another good example of a thriving European smart city, as it has become one 

of Europe’s fastest growing cities in recent times [36]. Due to being a Nordic city, and therefore 

sharing many similarities with Finnish cities, including Salo, Copenhagen is one of the most 

important cities to inspect for the purpose of this thesis. 

In the Copenhagen smart city project, environmental development is considered particularly 

important – most notably, the city is focused on providing improved mobility and accessibility 
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to its citizens through effective public transport and cycling opportunities [36], thus making the 

city more environmentally friendly, while also providing the citizens with effective and suitable 

solutions for improving their daily lives. In addition, future goals of Copenhagen include 

increasing the city’s capacity by 100,000 additional citizens [36] and becoming carbon neutral 

[37] by the year 2025.  

Outside of Europe, New York and Dubai are among the world’s leading smart cities. In New 

York’s smart city program, smart city projects are required to be sustainable, modern, 

accountable, reliable and thriving [38]. The private sector is also heavily involved in developing 

smarter and more innovative solutions for New York [38], which opens up further possibilities 

for effective smart city development. Moreover, Dubai has made significant progress towards 

becoming a successful smart city. The purpose of the Smart Dubai 2021 strategy is to “embrace 

the future and emerge as a world-leading city by 2021” by prioritising seamless, efficient, safe 

and personalised smart solutions [39]. The main areas of focus in the Dubai smart city strategy 

are smart living, smart economy, smart people, smart mobility, smart environment and smart 

governance [39].  

The characteristics of the New York and Dubai smart city projects discussed above showcase 

many notable components of smart city development in general. Despite being larger cities 

located in different areas of the world, the approaches of New York and Dubai share many 

similarities with smart city projects in both bigger and smaller European countries and cities as 

well. As a result, regardless of their size and location, all current and aspiring smart cities can 

draw inspiration from other successful smart city projects and apply that knowledge to make 

further improvements to their own smart solutions and services in the future. 

Singapore takes the smart city initiative even further by aiming to become a smart nation that 

utilises technology to provide meaningful and fulfilled living to its citizens. In order to carry 

out their smart nation initiative, Singapore focuses on building a suitable “Digital Economy, 

Digital Government and Digital Society” that provide the base for the development of various 

smart services across the nation. Some key areas include smart transport, health and finance, as 

well as sustainable and secure smart homes. [40] 

In order to carry out the smart nation strategy discussed above, Singapore utilise a wide variety 

of smart technologies, such as sensors, big data, AI and IoT, [40] discussed in section 2.2. 

Therefore, Singapore is a great example of how different advanced technologies can be used 
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for developing traditional cities and their components towards a more resource efficient, 

sustainable and secure future. 

In Finland, many cities have started developing various smart city initiatives. For instance, in 

Helsinki, the Kalasatama district aims to provide smart services that save an hour of the citizens’ 

time each day, and the Jätkäsaari area is focused on smart mobility solutions, alongside many 

other smart services. Moreover, many other Finnish cities, such as Espoo, Tampere, Turku and 

Jyväskylä, have started numerous smart city initiatives. [41] Finally, the city of Lahti, which 

focuses on smart environment, mobility and infrastructure solutions, as well as creating a 

sustainable society with a circular economy, has been chosen as the European Green Capital 

for 2021, particularly due to its environmentally friendly initiatives [42]. In addition to these 

projects, the city of Salo has recently started its development towards a smart city. This project 

is examined more closely in chapter 5.  

What we can learn from the examples discussed in this chapter is that smart city projects can 

be successful in many different circumstances – regardless of the region, size and objectives of 

the city in question. While there are some approaches and objectives, such as smarter energy 

usage, more environmentally friendly transportation and increased sustainability in general, that 

appear in the strategies of most of these smart cities, the exact approach to implementing various 

smart solutions and services can still vary quite a lot between different cities. Consequently, the 

key to a successful smart city project is to understand the objectives and characteristics, as well 

as the limitations, of the city, so that the exact requirements of different smart solutions and 

services in specific areas can be identified.  
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3 Resource optimisation and sustainability in smart cities 

Resource optimisation and sustainability play a key role in the success of smart cities. In fact, 

lower resource consumption can be considered as one of the major metrics of technical progress 

in smart cities [43], and the pursuit of sustainability through smart solutions has increased the 

interest towards different smart city projects and initiatives [44]. Moreover, since resource 

efficiency and sustainability were identified as some of the key smart city characteristics in 

section 2.1, the importance of resource optimisation and sustainability in all smart city projects 

is extremely apparent, and therefore, these topics are covered extensively in this thesis. 

Resource optimisation involves designing systems and services that can achieve the best results 

with as few resources as possible, thus making the most out of any available resources. 

Furthermore, sustainability is focused on making sure that current operations do not jeopardise 

any future opportunities. In the case of smart cities, optimal use of resources allows smart cities 

to reliably provide all the necessary services to their citizens, while sustainability ensures that 

different smart city initiatives and services can be carried out in the future as well. These two 

qualities are very closely connected, and therefore, are equally important to the success of 

different smart city projects, solutions and services around the world. 

In this thesis, smart energy, smart waste management, and smart mobility are chosen as the 

main focus areas regarding smart city resource optimisation and sustainability. These areas are 

heavily emphasised in the successful smart city projects discussed in section 2.3, making them 

the most important areas to discuss. All of these areas include a wide variety of benefits that 

can significantly improve resource optimisation and sustainability in both current and future 

smart city projects. 

Smart energy, its characteristics and benefits to smart cities are discussed in section 3.1. The 

different areas of smart waste management on the other hand, are covered in section 3.2. 

Finally, in section 3.3, various smart mobility and transportation solutions are examined. 

3.1 Smart energy 

Energy production and consumption are key components of any city, as practically all city 

services and areas require energy in some fashion. Smart energy takes this concept further by 

allowing smart cities to produce and utilise energy more cheaply and effectively, as well as 

provide their citizens with more optimised and resource efficient energy solutions for various 
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purposes. As a result, smart energy not only helps with more sustainable energy generation, but 

it also enables other smart resource optimisation and sustainability solutions. 

Generally speaking, any type of energy that is enhanced with different information and 

communication technologies can be considered as smart energy. Moreover, smart energy 

consists of three major areas: efficient energy distribution, generation of low-carbon energy and 

energy consumption optimisation. [3] By efficiently carrying out these areas with the help of 

various technologies, smart cities can achieve a wide variety of smart and sustainable energy 

solutions for both their citizens and the cities themselves. 

Smart energy is achieved with a wide variety of techniques, such as smart grids and 

technologies, as well as smart and energy efficient building and lighting solutions. The 

aforementioned techniques, as well as their suitability and implementation from the perspective 

of smart city resource optimisation and sustainability, are discussed in subsections 3.1.1 – 3.1.4. 

3.1.1 Smart grid 

The smart grid can be considered as the foundation of successful smart energy solutions. Smart 

grids support the development and implementation of high-quality and sustainable energy 

systems, which are also extremely secure and cost efficient to operate. Moreover, with the help 

of smart grids, smart cities can effectively utilise many different types of energy sources in 

combination with each other. [3] This allows the cities to provide energy more reliably – even 

if a specific energy source is unavailable, the lacking energy can be received from another 

source, which allows the cities to continue all operations without downtime. Due to these 

benefits, proper understanding of smart grids is an integral part of efficient energy management 

in smart cities.  

In general, the main purpose of a smart grid is to enable two-way delivery of both energy and 

information [45]. This enables the use of various data and technology -driven energy 

management solutions, resulting in smarter and more efficient smart city energy management. 

For instance, smart grids utilise advanced technologies and communication solutions to gather 

and analyse real-time information about current energy levels and energy requirements across 

the city, which allows the city to rapidly balance its energy supplies based on the energy usage 

of each different area in the city [45]. As a result, smart grids and the technologies they utilise 

allow smart cities to optimise their energy usage by ensuring that each area has the energy it 

requires, while making sure that any area does not have an abundance of energy it does not 
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need. Smart technologies in energy management and resource optimisation are discussed 

further in subsection 3.1.2. 

Another key feature of smart grids is that they can potentially allow consumers to generate their 

own energy, and send the excess energy back to the grid [46], which provides additional 

possibilities for using renewable energy sources. For instance, consumers could generate energy 

with solar panels, and the rest of the energy can be transferred to the smart grid and used in 

other areas. With the increase of renewable energy, more and more sustainable energy solutions 

can be implemented in different areas of the city. As a result, smart grids play a key role in 

sustainable smart cities, both now and in the future. 

Renewable energy and smart grids are at the centre of New York’s energy strategy. In fact, by 

the year 2030, the city aims to provide 70% of their electricity from renewable energy sources. 

The main objective of New York’s renewable energy strategy is to develop a renewable smart 

grid that allows the city to distribute renewable energy to different areas, as well as ensure that 

the citizens will receive the maximal benefits from various renewable energy solutions across 

the city. [47] 

New York also utilises smart grids for various other energy solution improvements, with the 

development and implementation of advanced smart grid technologies as the key area of focus. 

The purpose of these technologies is to support the development of distributed energy systems 

that generate power in diverse ways. In addition, the technologies should help with making sure 

that the city’s buildings are “flexible and responsive under changing conditions.” [47] These 

factors are key to successful smart city energy solutions, as the conditions and energy 

requirements in smart cities are changing constantly. By implementing an approach similar to 

new York’s smart grid strategy, smart cities can use various technologies for providing the 

citizens with smarter and more effective energy management solutions. 

3.1.2 Technological solutions for smarter energy management  

As discussed previously, different technologies enhance the energy management processes and 

measures around smart cities, making the cities more and more energy efficient. Not only do 

the technologies help with improving existing solutions, but they also provide opportunities for 

the development of entirely new solutions. Due to this high variety of possible solutions, 

extensive knowledge of the different technologies and smart energy areas is a necessity for 

successful smart energy developments. 
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Generally speaking, smart energy is based on extensive cooperation between the different 

stages of the energy management process, such as the generation, distribution and use of energy 

across the smart city. Various technologies, such as sensors, IoT devices and smart algorithms, 

ensure that this cooperation is carried out as effectively as possible. Sensors gather data from 

power transformers and transmission lines, whereas IoT devices collect information about how 

energy is utilised in different parts of the city. This information can then be analysed with 

automated, particularly ML-based, algorithms to enable real-time learning and decision-making 

regarding the smart energy systems in the city. [48] With this approach, a smart city can 

determine what types of energy solutions are required, thus improving the energy efficiency 

and quality of life in the city. 

The effectiveness of smart energy solutions can also be enhanced with various communication 

technologies. For instance, Zigbee networks can be used to improve the monitoring and 

optimising of building power consumption [49], and cellular networks powered by renewable 

energy can be integrated into smart grids, resulting in reduced costs and more efficient smart 

grid solutions [50]. Moreover, in [51], Li et al. present a 5G-enabled system for improving the 

energy efficiency and resource allocation of various IoT systems. 

5G networks also provide many other benefits to smart energy. 5G is believed to “unleash the 

next wave of Smart Grid features and efficiency,” which will provide significant financial 

benefits and savings in the coming years. By using 5G to connect various devices into the smart 

grid, the energy consumption and requirements of these devices can be monitored more 

accurately, which will allow smart cities to plan their energy infrastructure much more 

effectively than before. In addition, 5G connections will increase the reliability of smart grids 

by reducing and preventing power outages and downtime. [20] As a result, 5G will play a key 

role in many future smart energy solutions. 

In recent years, Finnish cities have made significant progress towards technology-based smart 

energy solutions, particularly with the help of the Smart Energy Finland Program. The program 

focuses on supporting the development of various smart energy innovations by providing 

funding of around a hundred million euros to various companies developing smart energy 

solutions. The motivation behind this funding is to enable the development of smart systems 

for more efficient energy consumption management in the future. These smart systems are 

primarily expected to utilise key technical developments, such as digitalisation, IoT and AI, to 

improve energy management in different areas across Finland. [52]  
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Technology-based smart energy initiatives like the Smart Energy Finland Program, as well as 

many others around the world, are at the forefront of resource efficiency and sustainability 

advancements in different smart cities. These advancements range from energy efficient 

buildings to smart lighting, which are covered in the next two subsections, respectively. 

3.1.3 Smart energy in smart buildings and homes 

Due to the high energy consumption and general lacking energy efficiency of buildings and 

homes, smarter and more effective energy management solutions are required for optimising 

the use of resources in this area. Different smart technologies, such as IoT and DL, play a key 

role in this transition towards smart energy management, as they can be used for real-time 

monitoring and analysis of the buildings’ energy consumption. [53] The information gathered 

with these approaches allows a smart city to determine the necessary smart energy solutions for 

different buildings, improving the energy efficiency and overall quality of smart buildings and 

smart homes across the city. 

In recent times, Denmark has been heavily focused on the development of energy efficient 

smart buildings. One of the key areas of focus has been centred around remote monitoring of 

the energy consumption of various key building services, such as heating, ventilation and 

cooling. [6] This remote monitoring improves the efficiency of the energy management process, 

as any issues and energy inefficiencies in buildings can be detected on short notice, allowing 

the city to quickly initiate the necessary measures for improving the energy efficiency of those 

buildings, regardless of their location. As a result, with the development of remote energy 

consumption monitoring, the energy management of smart buildings and homes will become 

more and more accessible and efficient in the future. 

In addition to energy consumption monitoring, Denmark has also implemented smart solutions 

for building heating and cooling. For instance, district energy systems, consisting of large 

thermal heating and cooling storages and heat pumps, are a key area of the used smart energy 

strategies and approaches. This type of system is utilised in the Greater Copenhagen project, 

delivering smart heating and optimised energy usage solutions to buildings across the Greater 

Copenhagen area. [6]  

Since the aforementioned Greater Copenhagen area comprises of around 4.4 million people 

across both Eastern Denmark and Southern Sweden [54], the district energy system described 

above is a key contributor in providing many European cities with smarter and more energy 
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efficient solutions. Furthermore, due to the success of Greater Copenhagen energy system, 

similar approaches will likely become more and more common in other cities and countries as 

well, which will increase the overall energy efficiency of smart cities all around the world. 

Energy efficient buildings are also a key area of New York’s smart energy initiatives. Most 

importantly, New York aims to develop carbon neutral buildings, as well as introduce new 

technologies that provide smarter and more energy efficient solutions for building heating and 

cooling. The implementation of these solutions is believed to lead to “higher performing” and 

“healthier” buildings, as well as a more effective transition towards carbon neutrality. [47]  

By adopting similar approaches to the Denmark and New York smart energy strategies, 

different smart cities can increase the energy efficiency of their buildings, resulting in more 

sustainable, efficient and citizen friendly infrastructure. Moreover, combining smart and energy 

efficient buildings with other smart energy solutions, such as smart grids and smart lighting, 

allows for further advancements in energy efficiency and sustainability. 

3.1.4 Smart lighting 

Smart lighting is another key component of smart energy solutions. Most importantly, smart 

lighting provides significant energy savings, while also making cities safer and more 

comfortable for their citizens. As a result, smart lighting helps smart cities with their goals of 

optimising the use of resources and improving the citizens’ quality of life in different areas. 

The ability to adapt to different situations and conditions is a key feature of smart lighting 

solutions in urban environments. In order to achieve this adaptability, smart lighting systems 

utilise a network of sensors that monitor citizens’ movements in real time, and adjust the 

lighting based on the gathered information. In addition to monitoring the movements, the 

sensors provide real-time information about the systems’ usage and energy consumption. [55] 

This allows smart cities to identify which areas require the most extensive lighting solutions, 

as well as recognise the areas where the energy consumption of lighting solutions exceed the 

desirable amount. The city can utilise this information to prioritise improving the quality and 

resource efficiency of lighting solutions in specific areas, where proper lighting is most 

important and the energy consumption of lighting solutions is a particularly large concern. 

In addition to energy savings, safety and comfortability, smart lighting also provides various 

other benefits to smart cities, particularly due to recent wireless technology developments. 

Firstly, smart lighting solutions result in extremely significant cost savings in different smart 
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cities around the world, and with the increased cost efficiency of 5G connectivity compared to 

other wireless technologies, the cost savings are now even more significant. Secondly, by 

connecting smart lighting systems to the cities’ broadband networks, the systems are also 

capable of monitoring the cities’ air quality, [20] for instance.  

In the United Kingdom, the South Kesteven district, located in Lincolnshire, utilises smart LED 

street lighting and IoT to monitor the air quality in the district [56]. Based on the success of this 

initiative, air quality monitoring with smart lighting will likely be more widely implemented in, 

for instance, the London smart city project, as well as many other smart cities around the world. 

Copenhagen has also implemented smart lighting solutions by installing around 20,000 smart 

streetlamps in order to make progress towards their carbon neutrality goal. The lamps include 

a communication module, which allows them to be automatically controlled and adjusted based 

on different situations and the citizens’ movements. This approach particularly supports cycling 

opportunities in the city, which will greatly contribute to both resource efficiency and the 

citizens’ quality of life, especially since around half of Copenhagen’s citizens commute by 

bicycle. [57]  

Based on the above discussions, smart lighting is not only suitable for smarter energy usage, 

but it also provides opportunities for safer and more effective mobility around the city, which 

further increases the resource efficiency and sustainability of smart cities. Smart, resource 

efficient and sustainable mobility solutions are discussed further in section 3.3. 

3.2 Smart waste management  

Smart waste management is one of the key processes for optimising the use of resources and 

increasing sustainability in smart cities. It allows cities to, for instance, recycle and reuse waste 

to turn the waste into additional resources much more efficiently than before. Moreover, smarter 

waste sorting and collection solutions allow smart cities to manage waste more effectively, 

while ensuring that only the required amount of resources is used for each waste management 

solution. As a result, the understanding and improvement of different waste management 

processes is integral to the success of both current and future smart city initiatives. 

Waste management generally consists of the following areas: waste deposit, waste collection, 

waste delivery and waste processing. In smart cities, these procedures are performed with the 

help of different technologies, which allows the cities to, for instance, monitor waste chains, 

control emissions and recycle waste more effectively. [58] In addition to the aforementioned 
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areas, waste prevention is also an important part of waste management – in fact, with effective 

waste prevention, the other stages of waste management are not even always fully required. As 

a result, in order to ensure resource efficient and sustainable waste management processes in 

smart cities, many different factors need to be considered. 

In addition to improving existing waste management practices, various technologies can also 

introduce new solutions for smarter and more sustainable waste management in the future. In 

this section, smart city waste management processes are evaluated from many different 

perspectives. The key measures of preventing and reducing the amount of waste in smart cities 

are discussed in subsection 3.2.1. Additionally, subsection 3.2.2 covers the overall process of 

managing waste, from waste collection to sorting and recycling. Finally, in subsection 3.2.3, 

various smart waste management solutions from different smart cities around the world are 

presented. 

3.2.1 Waste prevention 

Excessive generation of waste can mainly be prevented by minimising the amount of material 

used in the manufacturing of various products and services, as well as making sure that all 

products are utilised as efficiently as possible [59]. This approach shares many similarities with 

general smart city resource optimisation practices, which shows the benefits of waste 

prevention in ensuring the efficient use of smart city resources. 

Smart city technologies can provide additional effectiveness to the waste prevention approaches 

discussed above by collecting and analysing information about the use of different products and 

services, identifying which of them are the most waste efficient, and which areas still require 

more work. With this information, cities can prioritise the manufacturing of those products and 

services that do not generate a lot of waste, as well as develop the less waste efficient areas 

towards becoming more efficient in the future. If waste generation can be reduced with these 

measures, the required effort in e.g. waste collection and processing will also be much lower, 

resulting in significant resource savings and resource optimisation opportunities in smart cities.  

Waste prevention is an integral part of London’s waste management program. In addition to 

minimising the amount of municipal waste in the city, London’s waste prevention initiative 

focuses on reusing and recycling their waste with the goal of turning the waste into additional 

energy. With this approach, London aims to increase recycling rates and resource efficiency, as 
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well as ensure that it has the required capabilities for managing all the waste generated across 

the city. [60] 

Barcelona has also made significant progress towards more effective waste prevention. For 

instance, in their waste prevention plan from 2012 to 2020, Barcelona emphasised the reuse, 

recycling and general prevention of waste [61]. In addition, the Barcelona zero waste strategy, 

initiated in 2016, supports the city’s waste prevention efforts, particularly by focusing on 

getting the citizens more involved in the waste management process [62].  

The above discussions on the waste prevention approaches of London and Barcelona highlight 

the suitability and potential of waste prevention in smart cities. Successful smart waste 

prevention solutions have already been implemented, and as the technologies and knowledge 

of the subject keep developing, various waste prevention techniques will become more and 

more useful in the future. Moreover, the high number of smart technologies that can be used to 

accelerate and improve the process of waste prevention will lead to even better results.  

3.2.2 Smart waste collection, sorting and recycling 

Despite the benefits of waste prevention, the generation of waste cannot generally be avoided 

entirely, which means that smart cities also require many other waste management measures. 

Most importantly, different waste management solutions, such as waste collection and sorting, 

can be integrated into general city development plans [59], allowing cities to focus on waste 

management at all times. For instance, waste collection practices and suitable placement of 

recycling stations can be considered during the entire development process of smart architecture 

and services in different areas, so that each city area will immediately include the waste 

management solutions that are required for that specific area.  

The approach described above will provide significant resource efficiency and sustainability 

improvements to smart cities, as the waste management process across the entire city can be 

optimised right away. Consequently, the city will not spend too many resources on waste 

management, while still keeping the city as clean and comfortable as possible. Based on this 

discussion, the city and its governance play a key role in the development of smart, resource 

efficient and sustainable waste collection, sorting and recycling solutions. 

In addition to the public sector and the city itself, many other parties, such as private waste 

service providers, waste treatment companies and citizens [59], also play a key role in waste 

management. In smart cities, the service providers and companies utilise different technologies, 
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such as sensors, IoT and AI, to provide smart waste management solutions according to the 

cities’ needs and requirements. Moreover, citizens’ participation in waste management can be 

increased with smart services that make recycling as seamless as possible.  

In order to develop the solutions described in this section, the use of smart sensors for waste 

data collection is extremely important. Not only does the sensor data help with developing more 

efficient waste management services by detecting the amount of waste across smart cities, but 

it can also provide various financial benefits. The sensors can, for instance, measure the waste 

levels in waste bins to provide information that can be used to optimise the waste collection 

process, making it both more automated and cost effective [63]. This concept is taken further 

in one of the suburbs of Copenhagen, Albertslund, where the performance of multiple different 

sensors is compared in order to achieve the most effective solutions for cost effective waste 

collection [6]. 

Based on the above discussions, smart waste management approaches commonly involve 

utilising the aforementioned waste data collected by smart sensors for smarter and more 

automated decision-making. Moreover, after being collected by different sensors, the waste 

data is transferred for further analysis with the different communication technologies, such as 

Wi-Fi, Zigbee and LoRaWAN, discussed in subsection 2.2.3. This analysis provides further 

information about, for instance, the volume of different waste types generated in a specific area, 

as well as the average time between waste collections, allowing smart cities to optimise the 

waste management process by implementing additional waste bins and modifying waste 

collection times and routes.  

Many other smart technologies and solutions can also be used to improve waste collection. For 

instance, if done correctly, smart waste detection can provide significant benefits and 

optimisation opportunities to waste collection. In smart cities, waste can be detected with 

various DL-based methods, such as CNNs [53]. These networks are, for instance, trained with 

city and street images, so that they are able to detect unrecycled waste and evaluate street 

cleanliness in different parts of the cities they are implemented in [53].  

The aforementioned ability is integral to smart waste management, as it allows smart cities to 

detect areas where littering is most common, and prioritise waste collection, street cleaning and 

additional waste bins in those areas. By combining the DL-based information of unrecycled 

waste with the sensor data from waste bins, smart cities can form an overview of their waste 

situations, resulting in effective and optimised waste collection solutions.  
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Waste sorting is another important area of waste management where smart cities can utilise 

technology to make significant advancements and improvements. Smarter and more automated 

waste sorting is particularly necessary due to the challenges and lack of hygiene related to 

manual waste sorting processes [63]. Moreover, compared to conventional waste sorting 

solutions, automated waste sorting is much more effective, making it an extremely resource 

efficient solution for waste management – if waste sorting can be done effectively with less 

resources, the leftover resources can be invested into developing various other city areas.  

Smart cities can primarily utilise AI-based solutions for waste sorting, allowing them to increase 

the efficiency of the process, as well as approach waste sorting in a new and improved fashion. 

For instance, ML-based waste sorting systems, which are trained with a large number of waste 

examples, can adapt to situations beyond preprogramed rules, allowing them to exceed the 

performance of both manual waste sorters and previous waste sorting systems [63]. Moreover, 

various systems utilising DL algorithms are able to sort waste with over 90% accuracy, and 

most notably, CNN-based systems can reach an accuracy of over 99% [64]. These solutions are 

likely to keep improving in the future as a result of the general improvement of AI-based 

technologies, and therefore, will be an integral part of the future of smart waste management. 

3.2.3 Smart waste management solutions around the world 

Several successful waste management initiatives have been implemented in different smart 

cities around the world. These initiatives showcase the benefits and potential of smart city waste 

management, as well as provide insight on the different ways smart cities can enhance their 

resource efficiency and sustainability through effective and smart waste management. 

Barcelona has made significant developments in different areas of waste management. For 

instance, the city is efficiently turning their waste into resources by separating recoverable 

waste, such as paper, plastic and glass from all other waste, and then burning the unrecoverable 

waste in furnaces in order to generate additional energy [35].  

As a result of the approach described above, Barcelona is able to optimise the creation of 

resources from its waste. Recoverable waste can either be reused directly or used as raw 

material for producing energy or other products. Furthermore, the city also benefits from the 

unrecoverable waste, which cannot directly be utilised in the aforementioned ways, by using it 

to enhance the city’s energy generation. Since waste can likely never be prevented entirely, this 

extensive and versatile waste-based energy source is very sustainable, and therefore, it will 
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remain as a significant component of Barcelona’s energy and waste management strategies for 

years to come. 

Barcelona has also deployed a smart and automated system for waste collection in the city. The 

system consists of a large number of waste drop-off points across the 22@Barcelona district. 

The drop-off points are connected with an underground pipe network that transports the waste 

to their collection area. The waste is also compressed in this area in order to increase the 

required time between waste collection, which reduces traffic and noise pollution in the city. 

Furthermore, the system is enabled by a communication network that is used for controlling the 

system and measuring the fill level of waste containers in order to optimise waste collection 

times and routes. [35] With these measures, Barcelona ensures that it only uses the minimal 

amount of resources required for its waste collection, while still maintaining cleanliness and 

general comfortability around the city. 

The Singapore waste conveyance system is one of the best examples of a smart waste collection 

system, particularly due to its ability to automate the waste collection process. The system is 

based on an underground pipe network that collects and transports household waste to a 

container where it is later collected by waste trucks. A major benefit of this automation is that 

it reduces the need for manual labour in the city’s waste management endeavours. [65] As a 

result, Singapore can achieve a more efficient and sustainable use of its resources, as the 

resources of manual work can be allocated to other areas, where automated solutions are not 

available. 

London’s smart waste monitoring solution is mostly based on three smart techniques – data 

analytics, smart waste bins and waste collection optimisation. Data regarding different waste 

types, as well as waste generation times and locations, is analysed in order to enhance waste 

management solutions in areas where waste generation causes the most issues. In addition, 

sensors installed in smart waste bins monitor the bins’ fill levels, providing data on when the 

bins need to be collected. All of this data is then used in combination with GPS-based vehicle 

location tracking in order to optimise waste collection times and routes in different areas of the 

city. [66] As a result, London is able to manage their waste effectively, while also enhancing 

their resource efficiency by making sure that any unnecessary resources are not consumed 

during the different stages of the city’s waste management process. 

Smart waste management practices have also been implemented in Finland, particularly in the 

Kalasatama area, which is one of the neighbourhoods of Finland’s capital, Helsinki. The smart 
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waste collection system of Kalasatama takes a similar approach to the automated waste 

collection system of Barcelona discussed above – waste is automatically transported through 

an underground pipe network, reducing the need for waste collection vehicles in the area. 

Moreover, Kalasatama has deployed various smart waste bins, which contain sensors that 

monitor the bins’ fill levels in real time, as well as notify when the bins are close to filling up, 

and therefore, should be emptied as soon as possible. [67]  

Finnish smart waste management solutions are also implemented in other parts of the Helsinki 

Metropolitan Area – a pipeline-based waste collection system, located in Jätkäsaari, aims to 

utilise technology “on an unprecedented scale” in order to provide a new and innovative 

approach to waste recycling. Similar to the Barcelona, Singapore and Kalasatama automated 

waste collection systems discussed earlier, the Jätkäsaari waste collection system is based on 

an underground pipe network, which is used to quickly transfer waste to the collection station, 

where it is collected by the city’s waste collection trucks and transported onwards for recycling. 

This system provides significant benefits to the Jätkäsaari area, particularly in the form of 

comfort and reduced traffic near the citizens’ houses, as well as the general increase of 

simplicity and safety in the Jätkäsaari waste management processes. [68]  

The previous examples of the Kalasatama and Jätkäsaari waste management solutions are 

particularly encouraging in terms of the objectives of the Salo smart city project, as they show 

that different smart waste management solutions can be implemented in smaller Finnish 

locations as well. By adopting similar approaches to the Kalasatama and Jätkäsaari waste 

management solutions, the general efficiency of waste management in Salo, as well as across 

Finland as a whole, can be significantly improved in the future. 

All in all, the different waste management solutions discussed in this subsection show that waste 

management is a key component of some of the most developed smart city strategies and 

projects in the world. As a result, smart waste management should be considered in every smart 

city project, especially since it will only continue to improve due to the constant technological 

advancements made in various key areas. With the right approach, smart cities can utilise 

different smart waste management technologies and solutions to further improve their resource 

efficiency, sustainability and quality of life for years to come. 
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3.3 Smart mobility 

Smart mobility plays a key role in resource efficient and sustainable smart cities due to its 

capabilities of reducing and preventing many of the issues plaguing mobility in today’s cities. 

For instance, traffic congestions and delays can cost a lot of time and money, as well as cause 

many stressful situations to citizens, but by utilising various smart mobility solutions, smart 

cities can provide faster, cheaper and more comfortable transportation opportunities to their 

citizens [69]. In addition, smart mobility solutions provide significant improvements to energy 

efficiency. As a result, the understanding of the different areas of smart mobility is crucial to 

the successful development of both current and future smart city projects.  

Smart and sustainable mobility consists of many different areas. Smart mobility solutions 

should improve the cities’ public transportation by making it more affordable and resource 

efficient, as well as provide the citizens with a wide variety of mobility options, including 

improved cycling and walking opportunities. Moreover, similar to smart waste management, 

the planning, development and implementation of smart mobility solutions should be included 

in the entire city development process, from start to finish. [70] With these approaches, different 

smart cities can improve their mobility and transportation strategies and solutions, thus 

increasing their resource efficiency and general comfortability. 

In the European Union (EU) smart mobility strategy, sustainable, smart and resilient mobility 

solutions are defined as the key areas of focus. In addition, the use and further implementation 

of new technologies is at the core of smart mobility improvements across Europe. [71] These 

focus areas and objectives of the strategy closely resemble the overall structure and aspirations 

of smart city projects in general, which showcases the potential and importance of smart 

mobility in smart city resource optimisation and sustainability. 

Smart mobility is developed and implemented with a wide variety of solutions. Most notably, 

electric and smart vehicles, as well as various traffic reduction measures, ensure resource 

efficient and sustainable mobility in smart cities. These factors are discussed in more detail in 

subsections 3.3.1 and 3.3.2, respectively. In addition, the future of smart mobility, which is 

discussed further in subsection 3.3.3, is extremely promising, with many different strategies 

focused on future smart mobility developments.  
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3.3.1 Vehicles 

Vehicles are a key component of mobility in nearly every city. However, the increasing use of 

vehicles can cause various issues, particularly in the form of increased noise pollution, worse 

air quality and reduced walkability in the city. In addition, the resource consumption of vehicles 

is extremely significant, both in terms of energy and costs. By incorporating electrical and 

smarter vehicles into their mobility strategy, smart cities can reduce emissions and achieve more 

cost effective and citizen friendly mobility solutions. 

Electric vehicles make use of renewable and cheaper energy sources, making them a suitable 

and resource efficient solution for effective mobility and emission reduction in smart cities. The 

benefits of electrical vehicles can be realised in both personal and public transport – not only 

can citizens charge their own electric vehicles during the night in order to make use of the 

cheaper prices of off-peak energy, but electric buses also improve the energy efficiency of 

public transport. Copenhagen is at the forefront of electric public transport in particular – the 

city has tested the use of electric buses extensively, and it intends to transition all of its bus 

transportation towards more electric solutions within the next 10 years. [6]  

As discussed in section 3.1, the use of renewable energy is an integral part of the resource 

optimisation and sustainability of smart cities. As a result, due to their ability to use renewable 

energy, electric vehicles will play a key role in future smart mobility and resource optimisation 

solutions and initiatives. If done correctly, further developments of both electric vehicles and 

renewable energy solutions will continue to increase the benefits of smart mobility over the 

coming years. 

Car sharing solutions will also provide significant resource savings. Car sharing reduces the 

number of vehicles in the city, thus also reducing the energy consumed by different vehicles. 

Moreover, with less vehicles, other modes of transport, such as public transport, walking and 

cycling, become easier and more appealing. By combining this with the smart lighting solutions 

discussed in subsection 3.1.4, smart cities can achieve further benefits to their resource 

efficiency, as well as offer additional mobility options to their citizens, thus becoming more 

citizen friendly in general. In addition, the increase of alternative mobility methods includes 

many financial benefits – for instance, in Copenhagen, the use of bicycles instead of cars can 

save approximately one euro per one travelled kilometre [72]. As a result, smart car sharing 

solutions play a key role in smart, resource efficient and sustainable mobility. 
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Smart solutions and technologies can be used for further car sharing and general mobility 

improvements. A smart car sharing system can collect information about how cars are used 

around the city – most notably, how does a certain area, weather condition or specific event 

influence the use of cars in the city. Not only can this information be used to optimise car 

sharing services, but it also helps with the implementation of electric vehicles, as the number 

of charging stations can be decided based on the aforementioned information. Furthermore, this 

approach also enables more effective implementation of electric car sharing. [72] By combining 

the benefits of electric vehicles and car sharing, smart cities can develop more and more 

resource efficient and sustainable solutions for smart mobility. 

Smart and autonomous vehicles are another key component of smart, resource efficient and 

sustainable mobility. These vehicles are primarily enabled by smart sensors that monitor the 

vehicles’ surroundings, providing information about other vehicles, pedestrians and potential 

obstacles, allowing the vehicles to mostly function on their own, with very minimal or no 

manual input at all. In addition, smart and autonomous vehicles utilise AI for performing 

automated sensor data analysis and human-like decision-making. Finally, these vehicles are 

equipped with smart communication technologies, which allows them to communicate with 

their environment, as well as other smart vehicles, resulting in smarter and more connected 

vehicles and mobility in the city. 

Smart and autonomous vehicles also provide a wide range of benefits to smart cities. Firstly, 

they improve the general safety of mobility by eliminating the errors of human drivers, thus 

decreasing the number of traffic accidents. This also provides financial benefits, as the required 

resources for dealing with traffic accidents are reduced, and those resources can be allocated to 

other important areas. Secondly, autonomous vehicles can achieve significantly lower fuel 

consumption compared to traditional vehicles [73], and as smart vehicles are developed further, 

the resource efficiency of these vehicles will continue to improve as a result of the wider 

implementation of electric solutions. Finally, by combining smart vehicles with smart traffic 

management systems, further benefits can be achieved in various areas of smart city mobility 

and transportation [20]. 

Singapore has implemented various autonomous vehicles in their smart nation initiative. For 

instance, public road testing of self-driving vehicles was initiated in July 2015, and in the 

Nanyang Technological University, a driverless shuttle bus drives around the campus, 

“connecting student halls with the main academic areas, ferrying up to 300 passengers a day.” 
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In addition, autonomous vehicle technologies, such as GPSs and smart sensors, are used to 

develop smarter electric buses capable of autonomously detecting road signs, traffic lights, 

pedestrians and other vehicles. The general goal of these autonomous vehicle solutions is to 

make mobility and car sharing more accessible, as well as reduce accidents and traffic 

congestions in the city. [74] 

Finland has also experimented with various mobility solutions revolving around smart and 

autonomous vehicles. In Helsinki, the first fully electric bus was implemented in 2017, and by 

the year 2025, one third of the buses in the Helsinki metropolitan area are expected to be 

electric. Helsinki also aims to improve its public transport with the addition of autonomous 

robot buses in the near future. Additionally, the development and increasing implementation of 

5G networks is also projected to provide various improvements to Finland’s smart mobility 

solutions. [75] 

Finland’s contribution to the development of smart and autonomous vehicles is also showcased 

by the Prystine project. In this project, 58 partners across Europe, including the University of 

Turku, worked towards improving the safety and reliability of autonomous vehicles in both 

urban and rural areas in European cities. In short, the main focus of the project was to develop 

a new fail-operational radar- and sensor fusion -based smart vehicle system that ensures the 

safety of autonomous vehicles, even in the case of different failures. The project was based on 

extensive collaboration between the partners, with each partner responsible for their own area 

of expertise – for instance, the University of Turku focused on improving the decision-making 

and security of heavy-duty vehicles and their control systems, whereas the research conducted 

in Italy prioritised regular cars. [76] As a result, the project was extremely helpful in developing 

Europe’s smart and autonomous vehicle technologies as a whole. 

Based on the above discussions, the Prystine project highlights the enormous potential and 

importance of autonomous vehicles in improving various smart mobility solutions. Moreover, 

increased and developed collaboration between different countries and organisations will lead 

to further improvements on the research, development and implementation of smart and 

autonomous vehicle -based mobility solutions in the future. By combining the findings and 

developments achieved in the Prystine project with the other smart solutions discussed in this 

subsection, significant improvements to the resource efficiency, sustainability and security of 

smart mobility can be achieved in the coming years. 
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3.3.2 Traffic management 

In addition to implementing smart vehicles, smart cities can also utilise various larger-scale 

solutions for managing their traffic. For instance, traffic reduction prevents traffic congestions 

and car idling, thus reducing emissions and energy consumption, as well as improving the air 

quality and general comfortability. Moreover, with better traffic management, smart cities can 

ensure more efficient mobility for its citizens, which will greatly contribute to both resource 

savings and added comfortability in different areas of the city. 

Smart mobility systems, often enabled by various DL techniques, play a key role in mobility 

and traffic prediction in smart cities. For instance, sensor-collected data about traffic, vehicle 

speeds and the number of vehicles on a specific road can be processed and analysed with DL 

in order to predict future city traffic. This information will then help with the planning of more 

efficient mobility solutions in the future. In addition, DL-based analysis and prediction of 

human mobility, based on location data collected by GPS and Wi-Fi technologies, allows smart 

cities to, for example, predict citizens’ mobility and average travel time, as well as their 

potential demands for personal transportation services, such as taxies. [10]  

The prediction of citizen demands for mobility services can also include other modes of 

transport, such as car- and bike-sharing services, as well as public transportation, in specific 

areas. This analysis helps smart cities optimise the amount of resources spent on specific 

mobility solutions, as well as maximise the revenue generated by different mobility services. 

Moreover, by utilising DL alongside GPS- or sensor-based techniques, smart cities can predict 

the most popular modes of transportation in specific areas. [77] As a result, cities will be able 

to provide their citizens with more personalised, resource efficient and sustainable 

transportation opportunities, thus improving their quality of life and overall well-being. 

In addition to the solutions discussed above, DL also allows for more effective prediction, and 

prevention, of traffic accidents in smart cities. Different smart mobility systems can predict the 

areas where accidents are most common, as well as evaluate the severity of potential accidents 

in different areas. Based on this information, additional safety measures and the encouragement 

of potential alternative routes can be prioritised in the most accident-prone areas. [77] Not only 

will this help with increasing safety, but it will also naturally reduce the amount of healthcare 

required for treating various injuries caused by traffic accidents, thus allowing those resources 

to be allocated into other areas of healthcare. Moreover, by prioritising additional measures in 

only specific areas where they are most useful, further resource savings can be achieved. 
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Big data is another key technology in smart city traffic reduction, as shown by the Copenhagen 

Intelligent Traffic Solutions (CITS) project. Wi-Fi access points, that are capable of 

anonymously recognising the location of any Wi-Fi enabled devices, are spread across the city, 

allowing for real-time monitoring of the traffic and the citizens’ mobility in different parts of 

the city. This large amount of data is then analysed in order to recognise specific patterns in 

Copenhagen’s traffic and mobility, which allows the city to make more effective plans and 

predictions regarding future traffic management processes, such as smart traffic lights. [72] 

Copenhagen has also focused on other areas of smart traffic management, particularly with their 

data-driven traffic management and air quality improvement initiative. The project is focused 

on improving the city’s air quality through reducing the pollution caused by traffic congestions. 

This approach is based on the development of traffic signals that guide mobility based on its air 

quality impacts. By collecting and analysing data about the traffic and pollution caused by 

different mobility routes and solutions around the city, Copenhagen aims to make further 

progress towards more environmentally friendly traffic management. [6] These types of 

approaches are particularly suitable for smart cities, as they combine resource efficiency with 

comfortable and healthy living conditions, thus achieving many of the overall objectives of 

smart cities in general.  

The potential accidents and pollution caused by traffic can also be reduced with other measures, 

as showcased by Dubai’s smart mobility strategy. Reducing the need for mobility prevents 

traffic congestions, thus making the transportation infrastructure much easier and cheaper to 

maintain. In order to achieve this goal, Dubai encourages videoconferences and remote online 

meetings, so that their citizens do not congest the roads with constant commuting between 

meeting locations. In addition to the resource savings achieved by the reduced traffic 

congestions, this approach also saves the citizens’ most valuable resource, time, allowing them 

to cut out any unnecessary transportation. [78] As a result, Dubai’s citizens can spend more 

time on doing things they enjoy, resulting in a happier and more citizen friendly environment 

in general. 

The traffic reduction strategy of Dubai has a lot of potential to make a significant impact on the 

future of smart mobility in many other areas as well. Remote and flexible working hours are 

becoming increasingly common, and with the further development of various communication 

and networking technologies and online services, the efficiency and simplicity of virtual 

meetings and other tasks will continue to increase. As a result, the reduction of traffic through 
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videoconferencing and online meeting opportunities will improve the resource efficiency of 

mobility in future smart cities. 

Smart city traffic management can also be enhanced through the implementation of smart 

parking. The main purpose of smart parking is to ensure that citizens always have the 

knowledge of the free parking spaces in different areas of the city, which reduces traffic 

congestions and improves the overall efficiency of mobility around the city. This parking space 

detection can be enabled by a wide variety of technologies, such as various smart sensors and 

DL-based techniques. 

The implementation of cost-effective sensors, often enabled by 5G communication, allows 

smart cities to receive real-time information of empty parking spaces. As a result, the citizens 

can immediately find an open space, instead of congesting the streets by driving around looking 

for empty parking spaces. The increased parking efficiency provided by this approach also 

increases the cities’ revenue, as paid parking spots will be utilised more effectively. Finally, the 

introduction of simpler and more effective parking will make the cities’ commercial areas more 

appealing and easier to travel to, providing further financial benefits to the cities. [20] For 

instance, if the citizens of smart cities know that they will not have to worry about finding an 

open parking space, they will be more encouraged to visit the various stores and services located 

in the city centres, thus boosting the local businesses, and the city economy in general. 

Since the parking space -monitoring sensors are often connected to the cities’ street lamps [20], 

sensor-enabled smart parking can be combined with various smart lighting solutions, resulting 

in significant smart mobility improvements. In addition, by combining two smart solutions in 

the same infrastructure, smart cities can make significant resource savings in the construction 

phase of different smart mobility systems, as both solutions can be built simultaneously. 

DL techniques, most notably CNNs, provide many improvements to parking space monitoring. 

The techniques provide smart parking systems with increased adaptability to varying changing 

conditions, such as lighting or shadows, between different parking areas. These systems are 

often based on image recognition – the CNNs are trained with images of both free and taken 

parking spaces, allowing them to analyse the vacancy of a parking spot, regardless of the 

conditions. [10] Due to this adaptability, DL-based smart parking systems can be used in all 

smart city areas, which maximises the potential benefits of different smart parking solutions. 

Furthermore, by combining DL-based approaches with other smart parking developments, 

smart cities can achieve significant improvements in future smart mobility solutions. 
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3.3.3 Future developments 

Based on the discussions in this section, smart mobility is already an integral component of any 

successful smart city, providing a wide variety of benefits to resource efficiency, sustainability 

and comfortability around the city. Moreover, as is the case with most smart city areas, smart 

mobility is still at its early stages, and with the rapid advancements of different smart 

technologies, it will only continue develop in the future. The future of smart mobility 

developments has already been evaluated extensively in order to accommodate the eventual 

changes and improvements in this area. 

In their paper [79], Noy and Givoni present the results of a survey regarding the future of smart 

and sustainable mobility, highlighting some of the key areas of future smart mobility 

improvements. Most notably, the areas presented in the paper include the development of 

autonomous mobility, as well as increased connectivity of both public and private 

transportation. In addition, even though the reduction of traffic congestion is extremely 

desirable, it will likely not be fully achieved in the near future [79], which means that other 

smart mobility measures, such as smart vehicles and traffic prediction, will play a key role in 

the future of smart mobility as well. With these measures, the negative impacts of traffic 

congestions can be reduced significantly, resulting in more resource efficient and sustainable 

mobility solutions for future smart cities. 

The EU considers zero-emission transportation as one of the key areas of the future of smart 

mobility, with the goal of implementing at least 30 million zero-emission cars across Europe 

by the year 2030. In addition, zero-emission aircraft is expected to be available by the year 

2035, and by 2050, most cars around Europe should be emission-free. Moreover, automated 

mobility is expected to increase significantly in the coming years, and a transportation network, 

enabled by high speed connectivity, will connect transportation solutions across Europe by the 

year 2050. [71]  

With the approaches discussed in this section, smart cities in Europe, as well as other smart 

cities around the world, can increase the effectiveness of their transportation opportunities, 

while also making sure that different mobility solutions do not consume an excessive amount 

of resources. By combining resource efficient mobility with other resource optimisation 

solutions, such as smart energy and smart waste management, smart cities can ensure the 

resource efficiency and sustainability of their operations, both now and in the future.  
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4 Smart city challenges 

Smart city operations are threatened by a wide variety of challenges that cause various issues 

to different smart systems and solutions. These challenges directly jeopardise the very 

objectives and benefits of a smart cities, introducing various resource efficiency and 

sustainability constraints, as well as disrupting the general security and quality of life in the 

cities. Consequently, the analysis of different smart city challenges is crucial to the successful 

design and implementation of different smart city solutions and services. 

The most significant smart city challenges are related to security and privacy, service 

availability, people and ethics. In order to gain an understanding of how these challenges can 

be handled to ensure future smart city success, the main causes, risks and potential solutions of 

the challenges are discussed and evaluated throughout this chapter, with sections 4.1 – 4.4 

covering the aforementioned four challenge areas, respectively. 

4.1 Security and privacy 

The challenge of security and privacy must be considered in the development of all smart city 

projects and initiatives. These challenges are primarily caused by the vast amount of data 

required for enabling and developing different smart solutions and services. If potential cyber 

attackers are able to access this data, the security and privacy of smart cities and their citizens 

can be jeopardised through a wide variety of malicious activities. Not only do these security 

and privacy issues inflict significant harm to the attacks’ victims, but they also cause major 

disruptions to general smart city resource efficiency and sustainability efforts. 

Security is commonly modelled with the CIA triad, consisting of Confidentiality, Integrity and 

Availability. The CIA triad is a widely accepted description of data security and its key 

components, and as a result, it has become a popular guideline for the development and 

implementation of various security solutions [80]. Consequently, the CIA triad also plays a key 

role in evaluating and developing the security and privacy of different smart systems, solutions 

and services. 

Confidentiality is focused on retaining the privacy of sensitive data by protecting it from 

unauthorised access. Data confidentiality is the foundation of security and privacy in smart 

cities, as the exposure of sensitive data is the main cause of security and privacy -related 

challenges across different smart cities around the world. Any unauthorised access to data 
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introduces a high risk of malicious activities, as attackers can use the data for recognising the 

most suitable and vulnerable targets for various attacks, resulting in significant inconveniences, 

resource losses and other issues. 

Integrity on the other hand, is centred around ensuring the accuracy and reliability of data by 

preventing unauthorised and undesirable data modifications. Data integrity is particularly 

important in enabling the security and privacy of personalised smart city services, as the use of 

inaccurate or modified data would cause personalisation-based smart systems to work in 

unintended ways, potentially leading to the exposure of the users’ personal information, as well 

as general security issues, especially in the case of personalised smart home systems, for 

instance. 

Finally, as the name suggests, availability means that all necessary data is always available and 

accessible to authorised users. Availability is particularly important in smart cities, as smart city 

systems and services require data in order to function in the most optimal ways. In addition, 

since different smart systems, particularly those that provide personalised services, contain a 

lot of personal information about the citizens, each person should be able to access and modify 

their personal data, so that the different personalised services and their features always match 

the preferences of each individual. Moreover, the ability to access and modify personal 

information also protects the citizens’ privacy, as the citizens can choose to hide some of their 

personal information, the exposure of which they would consider harmful or dangerous. 

The General Data Protection Regulation (GDPR) is a major contributor in the security and 

privacy of European cities and people, making it an important topic to discuss from the 

perspective of smart city security and privacy as well. GDPR focuses on the protection of 

personal data, such as names, locations, health records and banking information, of all 

individuals within the EU [81]. Personal data is defined in the GDPR as “any information that 

relates to an identified or identifiable natural person”, and the responsibility of protecting it 

applies to all entities that process the data in any way [81]. As a result, in European cities, data 

and privacy protection applies to a wide variety of organisations and service providers, which 

makes the smart city security and privacy challenge a fairly complex topic, where many 

different areas, threats and possible solutions need to be considered. 

All in all, based on the above discussions, security and privacy is a significant challenge that 

must be dealt with in order to ensure the success of different smart city projects, both now and 

in the future. The collection and potential challenges of sensitive data in smart cities are 
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discussed in subsection 4.1.1. Moreover, the different privacy attacks and their countermeasures 

are presented in subsections 4.1.2 and 4.1.3, respectively. 

4.1.1 Sensitive data in smart cities 

Based on the earlier discussions in the thesis, data is a key enabler of different smart city 

operations, particularly since many smart solutions are based on data analysis and data-driven 

decision-making. As a result, different smart sensors and systems collect large amounts of data 

about different smart city areas and citizens. While this data collection is required for carrying 

out different smart city initiatives, it also introduces various security and privacy issues that 

must be considered.  

The biggest issue with data collection in smart cities is that a large portion of the data collected 

by different smart systems contains a lot of sensitive information about the cities and their 

citizens. This sensitive data includes information about the city’s infrastructure and services, as 

well as a wide variety of personal citizen information, such as addresses, social security 

numbers, employment information, service preferences and location data. All of this sensitive 

data opens up opportunities for different malicious activities, and therefore, introduces 

significant security and privacy challenges to smart cities around the world.  

With the emergence of big data, the challenges related to sensitive data have grown 

significantly, and the same trend can be expected to continue in the future. As discussed in 

subsection 2.2.4, smart city big data consists of a large amount of diverse data about different 

areas of the city. As a result, more and more data will be exposed and available for attackers to 

exploit, resulting in further security and privacy challenges in the future.  

Sensitive data and the risks related to it are present in all types of smart solutions, including the 

smart resource efficiency- and sustainability-focused energy, waste management and mobility 

solutions discussed throughout chapter 3. To suit the overall goals of this thesis, the primary 

focus is on evaluating the exposure and protection of the sensitive data related to these solutions, 

as this evaluation will provide the most accurate information on how security and privacy issues 

can impact the resource efficiency and sustainability of different smart city projects. 

4.1.2 Attacks against smart city security and privacy 

The security and privacy of smart cities is threatened by a wide variety of malicious attacks that 

can have devastating consequences to smart cities and their citizens. Spyware, eavesdropping 
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and Man-in-the-Middle (MitM) attacks, as well as data and identity theft, are among the most 

significant attacks against smart city security and privacy. These attacks allow cyber attackers 

to carry out different malicious activities, which can be extremely detrimental to the resource 

efficiency, sustainability and general success of smart cities. As a result, the understanding of 

these attacks and their dangers is an integral part of both current and future smart city 

developments. 

Malware, a common term for different types of malicious software, sets various challenges to 

the development of smart cities. In the case of security and privacy, spyware causes the most 

major issues, particularly due to its effectiveness in sensitive data gathering. In short, spyware 

can be secretly installed in the targeted device in order to gather information about its users 

without their knowledge or consent. This secretive nature of spyware is what makes it 

particularly dangerous, as the attacks can be carried out for a long period of time before they 

are detected and ultimately dealt with. Consequently, cyber attackers can utilise spyware to 

gather large amounts of information that can then be used for carrying out many different 

malicious activities against smart cities and their citizens. 

As an example, by installing spyware into the DL-based waste detection systems discussed in 

subsection 3.2.2, attackers can gain access to the city and street images of a smart city, resulting 

in a breach of the citizens’ privacy, as the attackers can gain access to a large amount of 

information about different locations in the targeted city. In addition, different smart car 

software could contain spyware that collects information about the car’s usage, from the most 

typical driving times to general location data. Attackers can then utilise this spyware-collected 

information to recognise when the car’s owner is using the car, and therefore, is not at home, 

thus determining the most optimal opportunity for committing burglary, for instance.  

Based on the wide variety of spyware threats discussed above, spyware is one of the most 

versatile and major challenges related to smart city security and privacy. Not only does spyware 

cause general privacy breaches, but it can also lead to other issues and malicious activities, 

making it an extremely prominent challenge for both current and future smart city projects and 

solutions.  

In addition to spyware, smart city security and privacy is threatened by a wide variety of other 

attacks. Most notably, as discussed in subsection 2.2.3, smart city solutions and services are 

enabled by communication, meaning that different smart systems and devices are constantly 

communicating information about different areas of the smart city. Consequently, attacks 
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against communication, such as eavesdropping and MitM attacks, present major challenges to 

ensuring security and privacy in different smart cities. 

Eavesdropping is a communication attack where attackers exploit vulnerable and insecure 

networks in order to listen to the communication in the network, allowing them to steal potential 

sensitive information sent and received by different network-connected devices. These attacks 

are particularly dangerous in the smart city context due to the high amount of sensitive data 

discussed in subsection 4.1.1. Eavesdropping attacks are a major threat to data confidentiality, 

integrity and availability in smart cities, and they can lead to various security and privacy issues, 

particularly due to the exposure of personal, financial or other types of sensitive information 

[82]. 

One of the major challenges related to eavesdropping attacks in smart cities is that, as the cities 

become more and more connected, the severity of the attacks and their consequences grow 

significantly [82]. This issue can be very difficult to deal with, as the general goal of smart city 

initiatives, the development of more connected, versatile and efficient systems and solutions, 

fight against the security and privacy of smart cities by introducing additional threats and 

exploitation opportunities for potential attackers. As a result, finding the balance between 

performance and security is a key component of ensuring resource efficiency, sustainability and 

security in both current and future smart city projects. 

The likelihood and severity of eavesdropping attacks also varies between different types of 

connections [82], which introduces additional challenges to smart city security and privacy. 

Smart city infrastructure, solutions and services consist of a wide variety of connections, 

making the protection against eavesdropping extremely difficult – due to the large number of 

different connections, the required level of security for each smart city area is not always clear, 

resulting in additional challenges to optimising the resources used for security enhancements in 

different smart city areas.  

Eavesdropping is often carried out with MitM attacks, where the attacker deceives the message 

sender by posing as the receiver, allowing them to read or modify the messages sent over the 

communication network [83]. In addition, due to this deception, MitM attacks often remain 

undetected for extended periods of time, as the message sender does not know that the messages 

are received by the attacker. Based on these discussions, MitM attacks are a significant threat 

to security and privacy, particularly in smart cities, where the attack surface is considerably 

larger compared to more traditional cities.  
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An MitM attack can, for instance, be performed on a smart energy consumption monitoring 

system, providing the attackers with information about potential empty houses based on 

abnormally low energy consumption values. Moreover, MitM attacks can be used in 

combination with personal information, such as employment and address information, to carry 

out a targeted attack against a rich individual, who would be a more appealing target for a 

burglary, as their home would likely have more valuables for the attackers to steal in order to 

gain maximal benefits from the attack.  

Based on the above examples, MitM attacks pose a major threat to smart city security and 

privacy, especially since they exploit various key services, such as smart energy and 

personalisation-based services, which are required for smart city resource optimisation and 

sustainability improvements. As a result, finding the balance between security and the cities’ 

performance and service requirements is a key challenge with various smart city initiatives and 

developments. 

In addition to the issues discussed above, the general exposure and theft of personal data 

through the different attacks described in this subsection can lead to a wide variety of personal 

issues, such as identity theft and other fraudulent activities. By stealing and using the personal 

data of the citizens of smart cities, cyber attackers can impersonate their victims in order to 

make fraudulent payments, take loans or create new online accounts in the names of the victims, 

potentially leading to both financial and reputational damage. 

In addition to personal harm, data and identity theft -related malicious activities also have more 

widespread effects on smart cities and their operations. For instance, if attackers are able to 

retrieve the citizens’ login credentials by breaching the security of a particular smart system, 

further issues may arise, if the same login credentials are used in other systems as well. 

Moreover, since identity theft recovery can be a long process, the overall productivity of the 

victims of these attacks can be jeopardised for an extended period of time, which can lead to 

general inefficiency and resource losses in their respective smart cities.  

4.1.3 Data and privacy protection 

Due to the wide variety of security and privacy issues discussed in this section, data and privacy 

protection must be improved in order to develop more resource efficient and sustainable smart 

cities in the future. However, the task is not simple, as there are many different factors and 

measures to consider. In fact, in [10], Chen et al. present that the development of smart city 
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privacy requires a combination of regulatory and technical measures. Consequently, the process 

of data and privacy protection in smart cities must be considered from a wide variety of 

perspectives. 

As discussed earlier in this section, GDPR plays a key role in regulating the protection of 

personal information in different smart cities around Europe. Similarly, the Singapore smart 

nation project focuses on laws and policies that ensure sufficient personal data protection in 

different digital innovations in the city [40]. These regulations, as well as many others around 

the world, guide the development and implementation of different privacy and data protection 

measures in both current and future smart city projects. 

When it comes to technical measures, data and privacy can be protected with many different 

techniques, all of which provide unique approaches and benefits to protecting smart cities and 

their citizens from the different attacks discussed in the previous subsection 4.1.2. The most 

notable techniques for smart city data and privacy protection include authentication, 

authorisation, encryption, pseudonymisation, anonymisation and Virtual Private Networks 

(VPNs). 

Authentication and authorisation are the base of data and privacy protection. In short, 

authentication focuses on confirming the system users’ identities, and authorisation gives 

authenticated users access to the system’s resources. These processes support the intended use 

of different smart systems and services, while also protecting the confidentiality of the citizens’ 

personal data, as well as preventing different security and privacy attacks in general. 

The technical process of data protection is most commonly carried out with different encryption 

techniques. These techniques convert sensitive data to an unreadable form, that is only usable 

to authorised parties that have been given access to a decryption key or password. In smart 

cities, this process results in the protection of the sensitive data discussed in subsection 4.1.1, 

thus protecting the cities and their citizens from the wide variety of attacks, such as spyware 

and eavesdropping, discussed in subsection 4.1.2. Consequently, encryption is a central 

component of confidentiality protection in different smart solutions and services. 

Encryption is also heavily utilised in VPNs in order to establish secure and private connections 

between different devices and networks. Most notably, this allows VPNs to protect the users’ 

data and privacy even in unsecure Wi-Fi connections, resulting in effective and sustainable 

smart city privacy protection – ensuring the reliability and security of every Wi-Fi connection 
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is too difficult and resource demanding, but with increased implementation of VPNs, many of 

the security and privacy challenges of smart systems can be mitigated in a more reliable and 

sustainable manner. 

Data pseudonymisation, which is the act of “processing of personal data in such a manner that 

the personal data can no longer be attributed to a specific data subject without the use of 

additional information” [81], is another promising technique for smart city data and privacy 

protection. Most notably, pseudonymisation achieves a very important feature of smart city 

security measures – the balance between performance and security. Pseudonymisation allows 

the citizens’ personal data to be used for providing them with various smart and personalised 

services, while still maintaining their privacy by hiding the connection between the person and 

their data from outsiders. 

In cases where a solution does not specifically require the citizens’ personal data, the data can 

also be anonymised to increase security. GDPR defines this anonymised data as “information 

which does not relate to an identified or identifiable natural person” or “personal data 

rendered anonymous in such a manner that the data subject is not or no longer identifiable” 

[81]. Due to these factors, the different data protection principles presented in the GDPR do not 

even apply to anonymised data [81], meaning that data anonymisation can help with avoiding 

and mitigating many of the security and privacy challenges discussed in this section. 

The data anonymisation approach has already been applied to successful smart city solutions, 

as showcased by the Copenhagen CITS project discussed in subsection 3.3.2. In this project, 

the collected location data is anonymised before analysis [72], resulting in secure solutions that 

preserve the citizens privacy extremely effectively.  

The Copenhagen CITS project is also a good example of another important approach to smart 

city security and privacy protection – privacy by design. In short, this approach is based on 

implementing privacy directly in the developed solution itself, instead of treating security and 

privacy as an afterthought or an external factor. In the CITS project, this is accomplished 

through the aforementioned anonymisation of the collected data prior to its analysis. In order 

to increase the general security and privacy of different smart cities around the world, a similar 

approach should, if possible, be applied to various other smart city solutions as well. 

All in all, smart city data and privacy protection is integral to dealing with the security and 

privacy challenges threatening the resource efficiency, sustainability and general success and 
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security of different smart city initiatives. By utilising the measures and techniques discussed 

in this subsection, smart cities can solve many of the security and privacy challenges caused by 

sensitive data collection and different security and privacy attacks. As a result, the overall 

security and sustainability of smart cities will increase significantly, which will greatly 

contribute towards more advanced and successful smart city initiatives in the future. 

4.2 Service availability 

In addition to the data availability discussed in section 4.1, ensuring and maintaining general 

service availability is a significant smart city challenge that must be considered. Service 

availability is closely related to security and privacy, but it goes beyond the data-related 

challenges discussed in section 4.1 – service availability refers to the general state of all services 

across the smart city, and is affected by a wide variety of attacks, which attempt to disrupt or 

disable different smart systems in order to gain personal benefits or cause harm to different 

smart cities and their citizens. In addition, general failure and errors of smart systems can 

jeopardise the availability of many critical smart city services. 

Service availability is a major requirement in any successful smart city, since if one or many of 

its critical services are either completely or partly unavailable, the city will not be able to operate 

as intended. For instance, if the city’s power, transportation or other key systems become 

unavailable, the caused outages can have devastating consequences to the city and its citizens. 

Moreover, the unavailability of a particular service can also cause issues with other services. 

For instance, a disruption in the smart grid could jeopardise the operations of other services due 

to a lack of power, and inefficient waste management around the city could lead to decreased 

comfortability and quality of life in the city, resulting in a less desirable and liveable 

environment for both current and potential future citizens. 

In addition to the dangers discussed above, a lack of service availability also introduces 

significant challenges to smart city resource optimisation and sustainability. If resource 

optimisation- and sustainability-focused services and solutions, such as smart energy, smart 

waste management and smart mobility, are not available, smart cities will not only lose 

resources due to ineffective operations, but they will also lose the potential benefits that the 

aforementioned solutions could provide. Based on the discussions in chapter 3, these solutions 

are crucial to the success of different smart city projects, meaning that their consistent 

availability is extremely important. 
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For the purpose of this thesis, service availability is primarily inspected from the perspective of 

the smart solutions discussed in chapter 3, although the different attacks against smart service 

availability, as well as their countermeasures, are applicable to other smart city areas as well. 

As a result, this section provides a comprehensive discussion of the risks and preventive 

measures of various smart city service availability -related issues. 

As discussed previously in this thesis, smart cities consist of a wide variety of smart 

technologies, systems and solutions. While this versatile and complex structure provides smart 

cities with many opportunities for improving the quality, resource efficiency and sustainability 

of different services, it also introduces various challenges, due to the high number of different 

attacks that can be used against different smart systems. Subsection 4.2.1 provides a more 

detailed discussion of these attacks and their potential dangers. 

Due to the importance of service availability, as well as the risks related to suboptimal or 

completely disabled services, smart cities must find effective ways to deal with different types 

of threats. Fortunately, this can be achieved through a wide variety of countermeasures, which 

are discussed in subsection 4.2.2. 

4.2.1 Threats 

System failure is a significant cause of service availability -related challenges in smart cities, 

and it can be caused by a wide variety of factors, from faulty hardware to badly coded software. 

As a result of these failures, the system will function in unintended ways, causing a disruption 

in the services that are controlled by that particular system.  

The challenges of system failure are particularly apparent in smart environments, as nearly 

every city component is controlled by technology, meaning that the number of any severe 

system-related issues is exponentially high. For instance, faulty hardware in smart lighting 

systems can lead to excessive energy consumption or increased traffic accidents. In addition, a 

software issue can cause a smart and automated waste tube to transport waste in the wrong 

direction, back to the waste bins, resulting in major disruption in the city. As a result, system 

failure poses a major threat to general smart city service availability. 

In addition to system failure, the breaches of physical security also set various challenges to 

smart city service availability. For instance, due to their autonomous nature, various smart 

systems utilised in smart cities are often left to mostly function by themselves, leaving them 

vulnerable to various acts of vandalism and tampering. In addition, the system failure threat, 
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discussed above, is closely connected to the physical security issue – for instance, if a physical 

feature, such as a smart vehicle lock component or a waste container closing mechanism, of a 

smart system experiences failure, gaining physical access to the system and its different 

components, such as smart sensors and IoT devices, becomes an even easier task for malicious 

actors. 

In the aforementioned scenarios, any sophisticated or highly technical attacks against smart city 

systems are not required. Instead, malicious actors simply need to gain physical access to the 

deployed systems, many of which are easily available for the citizens to use, in order to cause 

harm and disruption to various critical smart city services. As a result, the likelihood of physical 

security attacks in smart cities is extremely high, making them a notable threat to smart city 

service availability. 

Service availability in smart cities is also threatened by many sophisticated and technical 

malicious activities. Most notably, different cyber attacks, such as Denial of Service (DoS), 

ransomware, injection, MitM and zero-day attacks, introduce a wide variety of challenges to 

maintaining different smart city services. These attacks can target different areas and exploit 

different vulnerabilities, but they all serve a similar malicious purpose – threaten the availability 

of critical smart city services. 

DoS attacks are based on overwhelming a particular service by flooding it with excessive 

requests, until the capacity of the targeted device or network is exceeded, and therefore, the 

target is not able to handle any more requests. As a result, the service becomes unavailable to 

its intended users, as it cannot process the users’ legitimate requests, until all of the disruptive 

requests of the DoS attackers have been dealt with. Moreover, in Distributed Denial of Service 

(DDoS) attacks, the requests are sent from many different sources, allowing for larger-scale 

and more sophisticated attacks, which are increasingly dangerous and difficult to protect 

against.  

As a result of their resource constraints and general lack of focus on security features, the 

security of IoT devices is often quite lacking, making them a primary target for DoS attacks. 

Consequently, due to the high number of IoT implementations in different smart city services 

and components, DoS attacks can target practically any smart city area.  

Perhaps the most severe smart city DoS attacks can be performed against the smart power grids 

of a smart city – by disabling the power grid with a DoS attack, attackers are also able to affect 
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many other smart city services due to the loss of power in the city. In addition, direct DoS 

attacks against other services, such as smart recycling centres or smart traffic prediction 

solutions, can also cause various disruptions, accidents and resource losses. 

Another major service availability threat, ransomware, is a type of malware that prevents its 

victims from accessing critical systems and information before a ransom is paid. Most 

commonly, ransomware attacks encrypt various important files and notify the victims about the 

attack and the required ransom payment. In addition, ransomware attackers often threaten the 

victims about the potential consequences, such as permanent data losses or increased payments, 

of missing or delayed ransom payments. The main idea of these attacks is to cause panic, thus 

forcing the hand of their victims – the victims feel inclined to comply with the attackers and 

pay the ransom in order to restore critical services, systems and information that are required 

for their daily activities.  

Smart cities consist of many critical data-driven services, making them appealing targets for 

ransomware attacks. These attacks pose a significant threat to smart city resource efficiency, 

particularly because they can inflict multiple types of financial harm. Firstly, the disruption of 

an important service hurts the overall efficiency of the city, which often results in significant 

financial losses. Secondly, the potential ransom payment can be expensive, and there is no 

guarantee of the attackers returning access to the information, even if the ransom is paid. 

Therefore, the information should be recovered in other ways, which can also be very costly, 

and sometimes even impossible, if the ransomware attackers have completely deleted the 

information from the targeted system. 

Many cities and organisations have been targeted by widescale and severe ransomware attacks. 

For instance, in 2017, a ransomware attack against one of London’s major universities, the 

University College London, prevented access to the shared drives of the university, as well as 

disabled its student management systems [84]. Moreover, in 2019, a large industrial company, 

Norsk Hydro, was hit with a large-scale ransomware attack that locked many of the company’s 

important files, affecting 35000 employees in 40 countries and resulting in major financial 

losses of around 71 million dollars [85]. 

While ransomware attacks are most common in larger cities and companies, where attackers 

have more opportunities for financial gain through higher potential payment demands, the threat 

of ransomware attacks is still present in all smart cities, regardless of size, location or other 
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factors. As a result, ransomware attacks and their mitigation have significant impacts on service 

availability in both current and future smart city projects. 

Injection attacks are another major threat to smart city service availability, especially in the case 

of various data-driven services. In short, injection attacks are mainly based on inputting 

malicious code into the targeted system with the purpose of disabling or disrupting the system 

and its features. In the smart city context, some of the most common injection attacks involve 

the injection of false data into different sensor- and data-based systems, leading to false 

measurements and analytics, which then results in the general disruption of various critical 

smart city services.  

A good example of the dangers of a false data injection attack is presented in [86], where 

Rahman and Mohsenian-Rad discuss how attackers can perform false data injections to target 

the availability of smart grids, even with very minimal information about the grid and its 

structure. In addition, by injecting false data into an automated waste collection system, 

attackers can disrupt the waste management of a smart city by causing the waste to move in the 

wrong direction through the waste collection pipes. These scenarios would have devastating 

consequences to the service availability and general resource efficiency of smart cities, meaning 

that injection attacks are among the biggest threats to the success of different smart solutions 

and services. 

In addition to the privacy issues discussed in subsection 4.1.2, MitM attacks can also directly 

jeopardise the operations of different smart systems through data modifications. In these cases, 

MitM attacks function in a similar way to data injection attacks – the targeted system is disabled 

or disrupted with unsuitable data, causing the system to make incorrect decisions and 

measurements. However, in this situation, attackers do not input false data, but instead, modify 

the existing data in the system. As a result, despite having similar purposes, injection and MitM 

attacks function fairly differently, which makes them even more challenging to deal with, as 

multiple different countermeasures have to be developed in order to protect against both attacks. 

Various smart city systems can also be threatened by zero-day attacks, which are based on 

exploiting previously unknown or unresolved vulnerabilities, also known as zero-day 

vulnerabilities. These attacks can have extremely serious consequences, as shown by one of the 

most famous examples of a zero-day attack, Stuxnet, which exploited four different zero-day 

vulnerabilities in the Windows operating system in order to disrupt Iran’s nuclear program [87]. 
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The main challenge with zero-day attacks is that, due to targeting zero-day vulnerabilities, they 

are extremely difficult to prepare for. Furthermore, this challenge is exponentially larger in 

smart environments due to the high number of different systems, which increases the potential 

number of zero-day vulnerabilities that can be exploited by attackers. Consequently, zero-day 

attacks further complicate the service availability challenge of smart cities, resulting in a wide 

variety of security requirements. 

4.2.2 Recommended solutions 

Based on the large number of threats against smart city service availability, any successful smart 

city project requires extensive security measures in order to ensure resource efficient and 

sustainable operations in different areas. The design and implementation of these measures 

involves a wide range of factors, all of which must be considered to achieve the best results. 

When it comes to the prevention and mitigation of system failure, the use of simple and robust 

components and architecture is extremely important. Simpler system architecture reduces the 

likelihood of faulty hardware, as there are less components that could experience failure and 

jeopardise the systems’ operations in the process. The use of robust components on the other 

hand, allows systems to function more reliably in difficult and changing conditions. Moreover, 

high-quality software, developed by skilled and experienced developers, reduces the risk of 

software-related system failures. Finally, with thorough testing of the deployed smart systems, 

many of the smart city service availability issues related to system failure can be identified and 

solved before they can cause harm to the cities’ services and operations. 

In the case of physical security, robust and durable components are also extremely important, 

as they make the process of gaining physical access to a system more difficult for potential 

malicious actors. In addition, smart cities can implement various surveillance-based techniques 

in order to prevent the physical tampering of their systems, thus making significant progress 

towards providing more reliably available services to their citizens. 

Many smart city services are based around the use of different smart IoT systems and devices, 

the security of which is often limited by resource constraints, as most of the systems’ resources 

are used for carrying out the systems’ desired functionalities. Therefore, resource efficiency is 

extremely important in the development of the technical security measures used for improving 

smart city service availability. Additionally, the used solutions should be suitable for a wide 

range of systems, as designing a separate solution for each type of system would be an 
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impossible task due to the broad and complex nature of smart city architecture and technologies. 

These objectives can be reached with a wide variety of technical solutions, such as firewalls 

and different Intrusion Detection Systems (IDSs). 

Firewalls secure smart city networks by monitoring the networks and blocking any unwanted 

or malicious incoming traffic that could threaten the availability of different smart systems and 

services. Due to the highly connected nature of smart cities, the protection of the different 

communication networks discussed in subsection 2.2.3 is extremely important to ensuring smart 

city service availability. Consequently, any resource efficient, sustainable and secure smart city 

project should implement firewall technologies in their systems, services and operations. 

IDSs also provide significant protection to smart city networks, systems and services. The 

purpose of these systems is to monitor networks in order to detect different suspicious activities 

and potential incoming attacks against a particular system or service. In addition, IDSs provide 

fast alerts about these potentially malicious activities, so that they can be mitigated or prevented 

before they are able to cause too much damage. Consequently, IDSs are an integral part of the 

availability of different smart systems and services. 

IDSs are commonly divided into two subsets, signature- and anomaly-based systems, both of 

which provide a unique approach to intrusion detection and smart city service availability 

protection. The main difference with these approaches is that signature-based systems are able 

to detect known attacks based on stored information of previously performed attacks, whereas 

anomaly-based systems are more suited for detecting any suspicious and out-of-the-ordinary 

activities in general.  

While both of the beforementioned intrusion detection techniques are useful, anomaly detection 

is the more promising solution for the protection of smart city service availability due to its 

higher and more versatile intrusion detection capabilities. By using anomaly detection and 

inspecting all suspicious activities, smart cities will not need to develop specific measures for 

each individual attack type, resulting in efficient, reliable and all-encompassing detection of 

different attacks, including the otherwise hardly detectable zero-day attacks. As a result, while 

this approach can have some resource consumption -related challenges in the form of a large 

number of false alarms, the overall impact of anomaly detection in smart city service 

availability protection is still extremely positive. Moreover, as smart city technologies, 

particularly ML, continue to improve, the efficiency and reliability of anomaly-based intrusion 

detection can be developed even further in the future. 
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The general requirements of ML-based attack detection techniques are presented in a white 

paper published by Kaspersky [88]. Most notably, the paper suggests that ML-based attack 

detection systems must be trained with extensive and high-quality data, be built around the 

current security needs and provide multi-layered attack protection in order to achieve the best 

results. These factors must also be considered when utilising anomaly detection and other 

potential future ML-based security measures for smart city service availability improvements. 

The solutions recommended in this subsection provide extensive protection against the attacks 

discussed in subsection 4.2.1. Consequently, they can be used as the general framework for 

smart city service availability protection. However, despite the effectiveness of these security 

measures, the smart city threat landscape is constantly developing, meaning that new and 

increasingly effective and versatile measures must also be developed and implemented 

constantly in order to ensure effective operations and services in the future. 

4.3 People 

People are at the centre of smart cities’ operations – as discussed in section 2.1, the citizens’ 

quality of life and general opportunities are among the key areas of focus around the concept 

of smart cities. At the same time, people’s actions are one of the major causes of various issues 

in smart cities, meaning that smart city initiatives must also consider the human factor during 

the design, development and implementation of different smart solutions and services.  

The most major smart city challenges caused by human factors are related to errors and 

negligence. These factors amplify the challenges discussed in section 4.1 and 4.2, introducing 

new exploitable vulnerabilities and attack opportunities to potential cyber attackers. As a result, 

the analysis and mitigation of the threats caused by human errors and negligence is an integral 

component of any successful smart city initiative. 

Human errors are among the most prominent challenges in the field of security in general. The 

main danger related to human errors is that even the slightest of actions can lead to major issues, 

thus making the users appealing targets for various cyber attacks. For instance, the Norsk Hydro 

ransomware attack was enabled by a small action of a single employee, who opened a malicious 

and infected email attachment that allowed malicious software to be spread across the 

company’s systems [85]. In the smart city context, the likelihood and potential consequences 

of errors is increased even further due to the use of many different smart systems, as well as a 

high number of end users with varying technical knowledge. 



 
 

56 
 

Email-based attacks, such as the aforementioned attack performed against Norsk Hydro, as well 

as other forms of phishing attacks, are among the most common and dangerous attacks related 

to exploiting human errors in different areas. Consequently, protection against phishing attacks 

is one of the most important areas of focus in resource efficient, sustainable and secure smart 

city development. In addition, other attacks, such as brute force guessing of weak passwords 

and attacks against systems with insufficient or faulty security updates and features, threaten 

smart city operations by exploiting the vulnerabilities caused by human errors. 

The second major cause of people-related security challenges, negligence, often occurs when 

the users of a particular system or service choose to prioritise other factors, such as productivity 

or convenience, over security. Similar to human errors, negligence can also lead to the use of 

weak passwords, as well as jeopardise the general security of various systems. Moreover, the 

frequency of these issues grows exponentially in smart environments, where the citizens use 

many different systems as part of their daily lives, thus requiring extensive features and 

seamless performance, while forgetting about security in the process. 

User training is integral in preventing and mitigating people-related security challenges. Most 

notably, many human errors and other undesirable actions can be prevented through user 

training, where the users of a particular system or service are made aware of all necessary 

security measures and features, as well as the potential risks and attacks that can come with 

using that system or service. For instance, the beforementioned Norsk Hydro attack could have 

possibly been avoided, if the company had informed their employees about the dangers of 

email-based attacks, as well as recommended alternate file sharing methods, such as online 

cloud storage services, to their employees and customers.  

In smart environments, user training mostly involves simpler and broader matters, as the 

technical knowledge of the end users, the citizens, can be quite low in many cases. When smart 

cities implement new systems and services, many citizens can find them quite difficult to use, 

particularly due to a lack of prior experience and knowledge on such smart systems. 

Consequently, in order to prevent errors in such situations, citizens must be given simple 

instructions on the most important personal security measures. These measures can include 

using secure passwords, recognising and avoiding suspicious and unknown links, installing 

necessary security updates and creating backups of all important personal files. 

User training also helps with preventing negligence among the users of different smart systems 

and services. Training allows people to understand the potential cyber attacks and issues that 
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can occur as a consequence of neglecting the required security measures, resulting in increased 

willingness to take security into account. In addition, the available security measures and 

processes should be as seamless as possible in order to further prevent the users’ unwillingness 

to follow all necessary security recommendations and instructions. 

Security policies also play a key role in preventing human errors and negligence in the use of 

different smart systems and services. In short, a security policy defines the rules and processes 

that all users of a particular system or service must follow in order to ensure secure use. A well 

written security policy guides the citizens of smart cities to utilise different smart systems and 

services in the intended and most secure manner, thus reducing the risks of human errors. 

Moreover, negligence can potentially be prevented with ML-based security policy enforcing 

systems that automatically adjust the policy of each individual user based on their previous 

behaviour in order to prevent further misuse [89], for instance. Based on this discussion, 

security policies protect smart cities from many people-related security challenges, and their 

benefits and efficiency will only continue to increase in the future. 

All in all, human errors and negligence pose a significant security challenge to smart cities, 

particularly due to the high number of systems and users, as well as the users’ varying levels of 

technical expertise. However, many of these issues can be mitigated, or even prevented, with 

suitable user training, as well as the use of extensive and informative security policies, meaning 

that the challenge might not be as daunting as it originally seems, as long as the correct measures 

are taken as efficiently as possible. 

4.4 Ethics 

Ethics is another challenge that must be considered in the development of resource efficient, 

sustainable and secure smart cities. Most notably, ethical issues can cause major dissatisfaction 

among the citizens of a smart city, potentially causing them to move out of the city, which will 

lead to the city losing its most important asset – its citizens. This will also result in major 

resource losses and sustainability concerns, particularly in the form of lost tax payments and 

reduced service providing opportunities. As a result, successful smart cities of the future must 

understand and find solutions against ethical issues in order to guarantee efficient operations, 

both now and in the future. 

In smart cities, the citizens must give up a lot of their personal data in order to utilise the 

provided smart systems and services. This raises a major ethical question – is it ethical to force 
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the citizens to give up their privacy, especially considering the smart city security and privacy 

issues discussed in section 4.1? At the same time, the data is necessary for providing the citizens 

with better and more personalised services, which further complicates this ethical challenge and 

its impact on different smart city initiatives. 

The most effective way to ensure ethical smart city data collection is to secure the privacy of 

the data through the different data and privacy protection measures discussed in subsection 

4.1.3. For instance, if the citizen data collected by different smart systems is extensively secured 

through authentication, authorisation and encryption, many of the ethical challenges related to 

this data can be avoided or mitigated, as the data would be much less likely to end up in the 

hands of malicious actors. 

Despite the benefits of the above approaches, the security and privacy of citizen data in smart 

cities cannot always be entirely ensured. As a result, other ethical data collection and utilisation 

practices must be implemented as well. Most notably, in order to make the citizens understand 

the situation, smart cities should be transparent with their citizens, informing them about the 

data collection and the purposes their data is being used for.  

Smart cities can also deal with different data collection -related ethical issues by focusing on 

the development of alternative solutions where lower amounts of personal data is required to 

carry out the desired functionalities. Pseudonymisation of data is a key component of this 

approach – as discussed in subsection 4.1.3, pseudonymisation helps with finding the balance 

between smart solution performance and citizen data and privacy protection. As a result, wider 

implementation of pseudonymisation-based smart systems and solutions will protect the 

collected citizen data from a wide variety of attacks, thus greatly contributing towards more 

ethical data collection -based systems and solutions in future smart city initiatives. 

Even though the different measures discussed above provide a wide variety of ethical benefits 

to smart cities and their citizen data collection practices, the ethical challenges of different smart 

city operations cannot be solved completely. However, by utilising the different measures, 

smart cities should still aspire to make their operations as ethical as possible in order to avoid 

and mitigate many of the citizen data collection -related challenges limiting the success of their 

current and future operations. 

Another major ethical concern of smart cities is related to the advanced technologies that are 

used to provide smart systems and services. When the use of technology in different tasks 
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increases, smart cities run the risk of job losses, as many of the previous jobs and service 

positions could be replaced by autonomous smart devices and systems. As a result, the 

advancements in technology could work against the citizens’ happiness and livelihood, thus 

introducing a significant ethical challenge – should cities pursue technological advancements, 

regardless of the risk of reduced job opportunities for their citizens? 

Job losses related to the use of smart systems can occur in a wide variety of smart city areas. 

For instance, with the emergence of smarter and more automated waste management 

procedures, the need for waste truck drivers and other waste management professionals will 

decrease significantly, resulting in major job losses. Moreover, the introduction of smart and 

autonomous buses will cause most of the city’s bus drivers to lose their jobs. These job losses, 

along with various other potential areas where the city job situation can be weakened due to the 

increased use of technology, limit the potential of different smart city projects and initiatives, 

as smart cities must find ways to deal with the aforementioned issues before exploring further 

technological advancements. 

The smart city job situation can also be looked at from another perspective. As different 

technologies become more and more widely implemented in different cities around the world, 

the demand for technically skilled individuals will also continue to rise. Consequently, new jobs 

will be created, as more and more people with extensive skills and knowledge of different areas 

of technology will be required for developing and implementing different smart and 

technology-based solutions and services. As a result, the emergence of smart city initiatives and 

technologies will not reduce the number of available jobs, but instead, change the job market 

to match the needs of the future, allowing smart cities to make further developments and 

advancements in different areas. 

The ethical challenges of smart cities can also be evaluated and explained from the perspective 

of ethical theories. Most notably, consequentialism, which defines the morality of actions based 

purely on their consequences [90], can be applied to many of the ethical issues discussed in this 

section. The positive consequences of smart cities, such as the increased resource efficiency 

and sustainability, as well as more advanced services and opportunities for the citizens, 

outweigh many of the potential ethical issues that arise from different smart city developments. 

However, regardless of these benefits, ethical challenges must still be considered in all current 

and future smart city projects in order to avoid difficult situations as much as possible. 
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5 Salo smart city 

Salo is a small- to medium-sized city of just over 50,000 inhabitants. The city is located in 

Southwest Finland, close to various major Finnish cities – around 50 kilometres away from 

Turku, and around 115 kilometres away from the Finnish capital, Helsinki. [91] As a result, 

Salo has great opportunities to collaborate with other Finnish cities in different areas of 

technology and city development. 

Collaboration between Salo and other Finnish cities has become particularly apparent in recent 

years with the Salo smart city project, where the city, as well as the Salo Region Vocational 

College, work in collaboration with the University of Turku, the Turku University of applied 

sciences and the city of Somero [92] in order to develop various smart solutions that will shape 

the future of the city of Salo. Moreover, a local business, Lounea Oy, is one of the key 

contributors in this project [92]. 

Technology is also at the centre of Salo’s operations. Most notably, the Salo IoT campus 

consists of many businesses, researchers and educational institutions that are focused on 

developing various technologies for future smart solutions in different areas. The smart city 

project of Salo is the next step in this technological development, as different technologies will 

be used for providing citizens with more resource efficient, sustainable and secure services in 

different areas of the city, both now and in the future. 

This chapter consists of discussion about the different areas of the Salo smart city project. 

Firstly, the main objectives and components of Salo’s smart city strategy are discussed in 

section 5.1. Secondly, section 5.2 covers the necessary considerations in transitioning Salo 

towards a more resource efficient, sustainable and secure smart city in the future. 

5.1 Project objectives and components 

The smart city project is a key part of Salo’s current and future operations. In fact, in the Salo 

city strategy for 2026 [93], the development of a smart and sustainable living environment was 

identified as one of the key projects that the city will focus on in the coming years. This process 

of turning Salo into a smart and sustainable city consists of many different areas, all of which 

need to be understood well in order to deliver the most suitable solutions to the city of Salo and 

its citizens. 
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In general, the Salo smart city project encompasses many important components of the city’s 

general development aspirations. For instance, smart solutions can aid Salo’s climate and 

environment program, as well as increase the city’s marketability by advertising a smart 

residential area to potential future citizens. Moreover, optimising the use of resources and 

developing new, improved and secure services in different areas of Salo are among the key 

objectives of Salo’s smart city program [93]. Based on these objectives, different smart city 

developments are strongly present in Salo’s overall strategic approach. As a result, 

understanding the relation between the Salo smart city project and Salo’s overall strategy is 

important to any current and future smart solution developments in the city of Salo.  

One of the main objectives of the strategy of Salo is to increase the number of citizens by 

increasing the citizens’ well-being, as well as the appeal of the city in general [93]. For the past 

10 years, the number of citizens in Salo has been on a steady decline, and the same trend is 

projected to continue over the next 20 years as well [91], making the objective of increasing the 

city’s appeal extremely important to the general success of Salo. 

The smart city project is integral to increasing the appeal of Salo – as discussed in chapters 2 

and 3, smart cities provide different smart services and solutions that make the citizens’ lives 

easier and more comfortable in various ways. Additionally, if Salo manages to increase the 

number of citizens in the near future, more resources will also be required to provide every 

citizen with the services they desire. This is where the different smart city resource optimisation 

solutions, discussed in chapter 3, come into play, as they will help Salo with supplying the 

necessary services with as little resources as possible. 

Effective waste management plays a key role in allowing Salo to achieve the aforementioned 

goals of increased population and comfortability. Firstly, with more people living in the city, 

more waste will be generated, meaning that Salo will need a smarter and more effective way of 

managing this additional waste. Secondly, more effective waste management leads to a cleaner 

and more comfortable city in general, thus increasing the city’s appeal to both existing and 

potential new inhabitants.  

Recently, waste management has become an important topic of discussion in the city of Salo. 

Most notably, in a survey regarding the development of Salo’s city centre and its surrounding 

areas, conducted in 2020, cleanliness was among the most common concerns mentioned by the 

citizens who answered the survey. Moreover, the respondents mentioned general littering as a 

prominent issue in the city and suggested the implementation of additional waste bins in various 
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areas. As a result, the development of smarter and more efficient waste management systems 

and solutions is a key component of the future success of the Salo smart city project. 

Mobility is another important area of the strategy and smart city project of Salo. In fact, the 

development of a more efficient and sustainable mobility system is listed as one of the key 

future areas of development in the city of Salo, with the system being expected to be ready and 

deployed by the year 2035 [93]. Based on the discussions in section 3.3, efficient and 

sustainable mobility is largely enabled by different smart technologies and solutions, such as 

smart vehicles and data-driven traffic management, meaning that these areas also need to be 

emphasised in the Salo smart city project. 

The citizens of Salo have also identified mobility as an area where further improvements are 

required. In the survey on Salo’s city centre and its surrounding areas, the importance of public 

transport was mentioned in one of the open comments regarding the city’s comfortability 

improvements, and the general development of better walking and cycling opportunities was 

heavily suggested by many citizens.  

The establishment of a sustainable economy is at the centre of Salo’s operations [93], and it is 

also a key component of the Salo smart city project. As discussed in chapter 3, different smart 

solutions bring significant cost efficiency and general financial savings to smart cities. Based 

on this discussion, the city of Salo must develop and implement different cost efficient smart 

solutions in order to optimise the use of its resources and become more sustainable in the future. 

All in all, the purpose of the Salo smart city project is fairly similar to many other smart cities 

around the world – the city aims to optimise the use of its resources and increase its 

sustainability, while providing its citizens with smart, secure and effective services that increase 

their comfortability and quality of life in general. However, as discussed in section 2.3, each 

smart city project is different from each other, meaning that the suitability of different smart 

solutions and services in the Salo smart city project must be specifically considered based on 

the city of Salo and its characteristics. 

5.2 Key considerations 

As discussed above, different smart solutions have various requirements and limitations that 

need to be specifically considered from the perspective of the city of Salo, its conditions and 

general characteristics. However, other smart city projects can also provide some good 

examples and guidance on what the city should do in order to reach the best possible solutions 
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in resource optimisation, sustainability and security. Most importantly, Salo must find a balance 

between utilising proven solutions and developing solutions that specifically address the city’s 

needs. The most suitable approach for finding this balance involves taking inspiration from 

other successful smart city initiatives and solutions, and then making the necessary changes and 

improvements for applying them to the city of Salo and its operations. 

Due to sharing many similarities with the city of Salo, other European smart cities are the most 

suitable sources of inspiration for the Salo smart city project. Many European cities have 

various cultural similarities, meaning that the citizens in different cities across Europe often 

have similar requirements and expectations for the cities’ services. Moreover, European cities 

are often under the same, or similar, laws and regulations, which set different requirements for 

various services. For instance, the smart services of all cities in countries that are part of the EU 

must follow the GDPR data protection and privacy rules and regulations.  

As a Nordic city, Copenhagen is a particularly good reference point for the Salo smart city 

project. Moreover, Copenhagen has implemented smart solutions in many areas that are 

considered important in the city of Salo as well – most notably, Copenhagen’s sensor-based 

waste collection system, as well as its sustainable public transport and traffic management 

solutions, can also be applied in the city of Salo in the future.  

Generally speaking, the requirements and characteristics of smart solutions and services of 

other Finnish cities share the most similarities with Salo’s smart city components. Firstly, smart 

services in different Finnish cities are guided by the same laws and used by similar people, 

meaning that the services’ requirements are fairly similar across different smart cities in 

Finland. Secondly, the significant differences between the climate of different seasons in 

Finland set varying requirements for smart services. For instance, during the winter, different 

heating solutions require a considerably larger amount of energy compared to warmer seasons. 

On the other hand, the generation of waste in public areas, such as parks, is increased during 

the summer, as more people are spending time outside due to the nicer and warmer weather.  

In order to deal with the changing conditions and requirements discussed above, the city of Salo 

can utilise different successful smart solutions deployed in Finnish cities – most notably, the 

Smart Energy Finland program and the smart waste bins of Kalasatama, discussed in sections 

3.1 and 3.2, respectively. These solutions can bring significant improvements to the Salo smart 

city project, especially if they are slightly modified to specifically suit the needs and objectives 
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of Salo, resulting in more efficient smart energy and smart waste management solutions in the 

future.  

The size of Salo also affects the design and implementation of different smart solutions and 

services in the city. Salo is a relatively small city, where resources can be quite limited 

compared to many major smart cities, both in Finland and other parts of the world. As a result, 

in order to achieve the sustainable economy mentioned in the previous section, different smart 

solutions deployed in the city of Salo must not require large initial investments. Instead, 

resource optimisation and sustainability developments in the city must start from cheaper 

solutions. With time, as different smart solutions become more accessible and widely 

implemented, the city can make the transition towards bigger and better solutions. 

Even though being close to major Finnish cities can be a benefit, especially in terms of the 

collaboration opportunities discussed earlier, it also causes various challenges to the city of 

Salo. Cities such as Turku and Helsinki can be seen as more appealing places to live, 

particularly due to their wider variety of services, as well as better education and employment 

opportunities, which can then hurt the objective of increasing the general appeal of Salo.  

The aforementioned factors were particularly apparent in the Salo city centre survey mentioned 

earlier, as many citizens requested the implementation of additional services in different areas 

of the city, and one respondent mentioned the lack of educational opportunities as a reason for 

moving from Salo to Turku. Moreover, the number of jobs in the city has declined significantly 

from the early 2000s [91], meaning that in recent years, Salo has become a less appealing city, 

particularly to the working population. 

In order to manage the issues discussed above, the Salo smart city project must provide enough 

services to satisfy the citizens’ requirements, as well as create enough new jobs to make the city 

appealing for highly educated professionals. Fortunately, these areas can be effectively 

improved through different smart city initiatives and developments. 

The number of services available to the citizens of Salo will naturally increase as the city 

implements more and more smart technologies and solutions to different areas of the city, from 

smart energy and smart waste management to smart transportation and various other smart 

solutions and services. In addition, if these services are enabled with, for instance, AI-based 

personalisation capabilities, they will become more and more accommodating for each citizen 

and their needs. Moreover, as discussed in section 4.4, increased use of technology will increase 
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the number of technology-related jobs, thus providing more job opportunities across the city of 

Salo.  

The smart mobility system of Salo, discussed in subsection 5.1, will also help the city’s appeal. 

Efficient travelling opportunities to areas outside the city can allow Salo to maintain even some 

of those citizens who have received a job opportunity from another city. For instance, if a citizen 

of Salo receives a job or a place of study in Turku, they can utilise the smart and improved 

travel opportunities for efficient and fast commutes, allowing them to still live in Salo, despite 

working or studying in another city. Combining this with various comfortability-increasing 

services will prevent migration out of Salo, allowing the city to thrive in the future. 

In order to provide the different services required for satisfying the requirements of its citizens, 

Salo must also ensure the security of its operations by addressing the security, privacy and 

service availability challenges discussed in sections 4.1 and 4.2. As discussed in the 

aforementioned sections, these challenges can significantly jeopardise the operations of 

different smart cities and their solutions, meaning that the threats caused by these challenges 

are also very apparent in the Salo smart city project. Consequently, measures such as 

encryption, pseudonymisation and anomaly detection should be extensively implemented in 

order to ensure the future success of the city of Salo and its smart city initiatives. 

Based on the above discussions, the Salo smart city project plays a key role in making the city 

more appealing and secure to both current and future citizens. With successful smart city 

initiatives, Salo can advertise itself as a city of the future, fit particularly well for young 

professionals in different fields of technology. These young professionals will be extremely 

valuable to the city of Salo, as they will greatly contribute to the success of Salo for many years 

to come. 

In addition to young working adults and students, the city of Salo, and its smart city project, 

must also consider the comfortability of its senior citizens. The number of citizens in Salo aged 

75 or above has been on a constant rise, and it is projected to almost double within the next 20 

years [91]. As a result, future smart solutions and services in Salo must consider the needs of 

the elderly as well. 

In order to make the city more accommodating for its senior citizens, Salo must ensure that all 

smart services deployed in the city are as easy to use as possible. Elderly people are often less 

skilled with technology, as well as less inclined to use technology in general. Therefore, if 
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different services require an extensive understanding of complex devices and technologies, the 

likelihood of errors and negligence, particularly among older citizens, is increased significantly. 

This is where the different measures discussed in section 4.3 come into play – for instance, Salo 

can work towards developing simpler and more understandable systems, as well as increase the 

number of different training opportunities the citizens can utilise to improve their technical 

skills. 

All in all, the different conditions and characteristics of the city of Salo set various requirements 

on the Salo smart city project and the services it provides. While Salo can draw inspiration from 

other successful smart cities in both Finland and other parts of the world, it must also take its 

own goals and limitations into account. With thorough development and implementation of 

different smart solutions and services, the Salo smart city project will become more and more 

effective and successful in the future. 
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6 Designing a smart waste recycling system for the city of Salo 

Based on the discussions in the previous chapter, the city of Salo requires a wide variety of 

smart solutions for executing their general strategy and smart city project. As a result, thorough 

design of different smart solutions and systems fit for the city of Salo is an integral part of 

developing Salo towards a more resource efficient, sustainable and secure future. 

The purpose of this chapter is to design and develop a smart waste management solution for the 

city of Salo, more specifically the Tavola area. The presented solution is a simulated model of 

a smart waste recycling centre, where the waste bin fill levels are constantly monitored and 

analysed in order to ensure bin availability and optimised waste collection times. The primary 

objective of this solution is to optimise the use of resources in the Salo smart city project, as 

well as increase the city’s comfortability by keeping the area as clean as possible. 

The system presented in this chapter is partly based on a similar idea as the Kalasatama smart 

bins discussed in section 3.2, as the waste data gathering is based on sensor-enabled smart waste 

bins. In addition, similar to London’s smart waste monitoring solutions, the system provides 

further development opportunities by comparing and identifying the most widely used waste 

bins, thus providing information about the overall waste recycling requirements in the area. For 

instance, if a specific waste bin is noticed to fill up considerably faster than other bins, 

additional bins for that specific waste type can be implemented in the area to create a better 

balance of the generation and collection of waste in the area. 

The main reason behind the development of a smart recycling centre over other smart waste 

management solutions discussed in section 3.2, such as automated and pipeline-based waste 

collection systems or DL-based waste detection methods, is that compared to the other 

solutions, the recycling centre is both cheaper and easier to implement. This lines up with 

addressing the limited resources of Salo discussed in section 5.2, as the city can implement the 

system and realise its benefits with a fairly low initial investment. As a result, the system 

presented in this chapter will provide a good starting point for resource efficiency and 

sustainability developments in the Salo smart city project. 

The system presented in this chapter also acts as a general model for the development of other 

smart systems that control smart sensors and save the sensor data for further analysis. Due to 

this general approach, the system will not only help with Salo’s current resource optimisation 

and sustainability objectives through smarter waste management and recycling, but it will also 
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provide a base for other future developments in different areas of the city. Moreover, while the 

system is primarily designed for the Tavola area in the city of Salo, similar solutions can also 

be applied in other areas in Salo, as well as other smart city projects around the world. 

This chapter covers the key areas and characteristics of the smart waste recycling system 

designed for the Salo smart city project. Firstly, the components and overall structure of the 

system are discussed in section 6.1. Secondly, the simulation results are presented in section 

6.2. Finally, the limitations and future development opportunities of the system are discussed 

in sections 6.3 and 6.4, respectively. 

6.1 System structure 

The smart waste recycling solution designed in this thesis focuses on the recycling of four major 

waste types: carton, plastic, glass and burnable waste. For this purpose, the system includes 

four waste bins, one for each aforementioned waste type. These waste bins are monitored and 

analysed to gain information on the generation of waste in the city of Salo and the Tavola area.  

In order to carry out the measures discussed above, many technologies and components are 

required. As a result, in addition to the waste bins themselves, the smart recycling system 

consists of sensors, a microcontroller, a communication module and a tool for analysing the 

collected waste data. The overall structure of the system is showcased below, in figure 1. In 

addition, more detailed descriptions of the aforementioned four main system components are 

presented in subsections 6.1.1 – 6.1.4, respectively. Finally, a summarizing overview of the 

system, as well as its different components and processes, are presented in subsection 6.1.5. 

Figure 1: General overview of the designed smart waste recycling centre. 
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6.1.1 Sensors  

The monitoring of the waste bins’ fill levels is carried out with HC-SR04 ultrasonic sensors. 

These sensors are attached to the top of the waste bins, allowing them to gather information 

about the bins’ fill levels by measuring the distance from the sensor to the waste in the bin. The 

shorter the distance, the higher the fill level, meaning that the sensors’ distance measurements 

can easily be used for determining when the waste bins are close to full, and therefore, should 

be emptied and collected as soon as possible.  

The HC-SR04 sensors include 4 pins – VCC, GND, Trig and Echo. The VCC and GND pins 

are primarily meant for powering the sensor, as they provide the sensors’ input voltage and 

electrical reference point, respectively. The Trig and Echo pins on the other hand, are the 

primary pins for measuring the sensors’ distance from a particular object – in this case, the 

surface of the waste in the recycling centre’s waste bins. The Trig pin acts as the input, as it 

initialises the measurement process by sending an ultrasonic pulse, which travels at the speed 

of sound, after being kept in a high state for a minimum of 10 microseconds. Echo then acts as 

the output pin, staying in a high state until it receives the returning pulse, allowing it to measure 

the time in which the pulse travelled to the object and back. These measurements are then sent 

to the microcontroller in order to calculate the distance based on the measured time. These 

calculations are explained in the next subsection, 6.1.2. 

6.1.2 Microcontroller 

Microcontrollers are key components in sensor-enabled smart systems, as they are integral in 

monitoring and controlling different smart sensors. The Arduino Uno microcontroller was 

chosen for the smart recycling system designed in this thesis, particularly due to its simplicity 

and cheap cost, as well as its open source software and hardware [94]. All of these factors are 

extremely useful for resource optimisation in the city of Salo – the simplicity and cheap cost of 

Arduino Uno allow for seamless development and implementation of the system, whereas the 

open-source software and hardware expand the potential of various future developments.  

The Arduino Uno microcontroller acts as the central hub of the smart recycling system. Not 

only is it used for controlling the system and its different components, but it also performs the 

necessary calculations for determining the bins’ fill levels based on the sensor data discussed 

above. In short, the microcontroller is responsible for converting the sensor data into a more 
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understandable form, where it can be used to analyse practical events, such as waste bin fill 

levels and waste generation. 

The distance between the sensor and the waste is calculated by a simple multiplication of the 

pulse’s speed and travel time to the waste surface and back. In addition, since the measured 

travel time includes the travel in both directions, the result of the aforementioned multiplication 

must be divided by two. Moreover, as the distance used in the fill level calculation is in 

centimetres, and the HC-SR04 sensor measures the time in microseconds, the speed of sound, 

343 m/s, must be converted from meters per second to centimetres per microsecond, resulting 

in the speed of 0.0343 cm/μs. As a result, the sensor data is converted into distance with the 

following formula: 

𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒 =  
0.0343 ∗ [𝑃𝑢𝑙𝑠𝑒 𝑡𝑟𝑎𝑣𝑒𝑙 𝑡𝑖𝑚𝑒]

2
 

After the aforementioned calculation, the system must still use the distance measurements for 

calculating the waste bins’ fill levels. Since the sensors measure the distance between the waste 

surface and top of the waste bin, the distance received with the distance calculation signals the 

amount of space left in the bin. As a result, in order to calculate the amount of occupied space 

in the waste bin, the distance value is deducted from the overall height of the bin. Finally, the 

result of this calculation is divided by the overall bin height, and then multiplied by 100 in order 

to gain the percentage value of the bins’ fill levels, resulting in the following formula:  

𝐹𝑖𝑙𝑙 𝑙𝑒𝑣𝑒𝑙 (%) =  
[𝐵𝑖𝑛 ℎ𝑒𝑖𝑔ℎ𝑡] − [𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒]

[𝐵𝑖𝑛 ℎ𝑒𝑖𝑔ℎ𝑡]
∗ 100 

In addition to controlling the sensors and processing their data, the Arduino Uno 

microcontroller also sends the processed data to the system’s communication module. This is 

an important part of the proposed smart system, as it enables further processing and analysis of 

the data collected by the system, resulting in various future development opportunities. More 

detailed discussions of the communication and data analysis components is presented in 

subsections 6.1.3 and 6.1.4, respectively. 
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6.1.3 Communication 

Communication is an integral part of different smart systems, such as the smart recycling centre 

described in this chapter, as various communication technologies can be used to transfer the 

system data to external tools for further analysis and efficient data-driven decision-making. Due 

to these benefits, the evaluation of the most suitable communication solution for the proposed 

smart recycling system is extremely important. 

As discussed in subsection 2.2.3, a wide variety of communication solutions are used for 

enabling different smart systems in smart cities, meaning that the smart recycling centre data 

can be communicated with many different solutions. Moreover, when evaluating different 

communication solutions, many different factors, from the networks’ range, performance and 

reliability to their security and energy consumption, must be considered. As a result, in order 

to determine the most suitable communication solution for the smart waste recycling centre, 

thorough analysis of different solutions is required.  

In general, all components of the smart recycling centre are quite close to each other, meaning 

that the system does not require the long-range communication capabilities of, for instance, 

LoRaWAN and LTE networks. However, since the receiving device might not be right next to 

the recycling station, the slightly longer coverage area of Wi-Fi compared to other short-range 

solutions, such as ZigBee and Bluetooth, can be required, especially if the system is later 

implemented in other areas as well.  

Based on the above discussions, Wi-Fi is a balanced communication solution that fits the 

purpose of the proposed smart system extremely well in terms of its communication range. 

Additionally, since the purpose of the system is to act as a model for other smart systems, the 

moderate communication range provided by Wi-Fi solutions provides better opportunities for 

future developments, as discussed above.  

Wi-Fi is also a promising solution due to its higher data rates, which were discussed in 

subsection 2.2.3. Not only does this help with service availability by ensuring that all required 

waste generation and recycling data can be transferred efficiently, the better performance of 

Wi-Fi also creates a more promising future for the designed smart system. With higher 

performance potential, the system can be used for more and more purposes in the future, thus 

allowing the city of Salo to increase its resource efficiency even more effectively. 
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In general, Wi-Fi is a versatile communication solution, fit for many different purposes. In fact, 

as discussed earlier in subsection 2.2.3, Wi-Fi communication is suitable for many different 

smart systems and solutions. This makes it a good and reliable option for the smart system 

presented in this chapter, as not only does it suit the needs of the smart recycling centre, but it 

also allows similar systems to be used for other purposes as well. 

In addition to its performance and reliability, Wi-Fi is also a suitable communication solution 

due to its general familiarity and ease of use. Wi-Fi communication is relatively easy to 

implement in smart systems, meaning that the designed system for smart waste recycling can 

be deployed efficiently, allowing the city of Salo to start optimising the use of its resources as 

soon as possible.  

Energy consumption is another important factor to analyse. Since resource optimisation is one 

of the key objectives of the proposed smart system, the used communication solution should 

not consume an excessive amount of resources through high energy consumption, meaning that 

energy efficient communication solutions should be used when possible.  

In subsection 2.2.3, ZigBee and LoRaWAN networks were identified as the most power 

efficient communication solutions used in smart cities, meaning that in terms of energy 

consumption, ZigBee and LoRaWAN would be the most suitable options for the smart waste 

recycling centre. However, despite the energy efficiency of ZigBee and LoRaWAN 

communication, Wi-Fi solutions should also be considered, particularly due to their previously 

discussed benefits in other areas, such as performance and ease of use. As a result, finding the 

balance between performance and energy consumption is integral in determining the most 

suitable communication solution for the smart recycling centre, as well as other smart systems 

in different smart city areas.  

Energy efficient Wi-Fi technologies can be used for achieving the aforementioned balance 

between performance and energy consumption in the smart waste recycling centre. For instance, 

in the case of short-range systems, the energy efficiency of Wi-Fi can be improved through the 

implementation of low power Wi-Fi modules [95], meaning that the usual higher energy 

consumption of Wi-Fi will not be as big of an issue in many smart systems intended for shorter 

ranges.  

In addition to low power Wi-Fi modules, the resource consumption of Wi-Fi can also be 

reduced with the use of ad hoc Wi-Fi networks. In fact, compared to various LoRa networks, 
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Wi-Fi ad hoc networks can achieve lower energy consumption in short range communication, 

at distances under 300 meters [96]. Additionally, in [97], Zhou presents a cheap and energy 

efficient ad hoc Wi-Fi solution based on the ESP8266 Wi-Fi module. As a result, by utilising 

ad hoc networks, the energy efficiency of Wi-Fi can be improved significantly, resulting in 

more balanced communication solutions for different smart systems. 

A more direct way of specifically improving the energy efficiency of Wi-Fi in the proposed 

smart waste recycling system is to adopt a similar approach to the Google Nest Protect smoke 

alarm, which is based on only connecting to the internet when it is absolutely necessary, such 

as when an alarm occurs or software updates need to be downloaded [98]. In the smart recycling 

system, this approach can be carried out by only connecting the system to the internet when the 

level of waste in the bins changes, and therefore, the changed bin fill level must be 

communicated to the data visualisation and analysis tools. This will reduce the overall power 

consumption of the smart waste recycling centre, as the Wi-Fi communication module will 

mostly only consume power during the moments that the system is communicating information, 

instead of being constantly connected and consuming additional power. 

All in all, the benefits of Wi-Fi outweigh its potential disadvantage of higher energy 

consumption. Most notably, the increased resource efficiency achieved with the smart recycling 

centre makes up for the slightly higher energy consumption of Wi-Fi, especially if the energy 

consumption of the system’s Wi-Fi communication module can be decreased with low power 

Wi-Fi modules, ad hoc Wi-Fi networks and, most importantly, selected connectivity only when 

required. Due to these factors, Wi-Fi is a suitable communication solution for the smart 

recycling centre from the perspective of energy consumption as well. 

Security is the final area of consideration regarding the most suitable communication solution 

for the smart waste recycling centre. As discussed in chapter 4, security is an integral part of 

any smart system, as the benefits of different systems cannot be realised if the systems are either 

unavailable or misused in some fashion. The same concept applies to the communication 

solution used in the smart recycling centre – if the security of the communication device is 

compromised, the waste generation and recycling data cannot be used for further analysis and 

data-driven decision-making. As a result, even though Wi-Fi is a good solution based on the 

other factors discussed in this subsection, its suitability also depends on its potential security 

features and flaws. 
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Due to its constantly increasing popularity, Wi-Fi has become a more and more appealing target 

for cyber attackers. Most notably, many of the smart city security challenges discussed in 

chapter 4, such as data breaches and DoS attacks, pose a significant threat to Wi-Fi-based 

systems. As a result, in order to reliably use Wi-Fi for smart system communication, the security 

of Wi-Fi must be improved through various countermeasures. 

Wi-Fi security can fortunately be improved with various security measures. Most notably, as 

Wi-Fi technologies have been widely used and researched for a long time, measures such as 

data encryption, firewalls and VPNs have improved significantly over the years, thus improving 

the security of Wi-Fi solutions. Moreover, in addition to their energy consumption 

improvements discussed earlier, ad hoc Wi-Fi networks can also provide security 

improvements to existing Wi-Fi solutions, particularly in the form of increased data security 

through advanced encryption techniques [99].  

Based on the above factors, as well as the different security measures discussed in chapter 4, 

Wi-Fi communication can be secured in many different ways, meaning that from the 

perspective of security, Wi-Fi can be chosen as the communication solution for the smart waste 

recycling centre designed and presented in this thesis. While security threats and attacks cannot 

be entirely avoided in almost any system, minimising these challenges will ensure the optimal 

use of the smart system, resulting in significant resource savings in the city of Salo.  

Based on the discussions in this subsection, Wi-Fi is a suitable communication solution for the 

smart waste recycling centre, particularly due to its efficient performance and ease of use, as 

well as its versatile security measures. As a result, the ESP8266 Wi-Fi module is used to 

perform communication in the smart waste recycling centre. The module is responsible for 

communicating the waste recycling data to an external analytics platform for data visualisation 

and further analysis. 

6.1.4 Data visualisation and analysis 

The visualisation of the data collected by smart systems provides a simple and easily 

understandable overview of the system’s use. In the case of the smart recycling centre, data 

visualisation provides efficient information about the generation of different types of waste 

around the city, as well as shows the availability of waste bins in a clear and concise manner. 

In the designed smart waste recycling centre, data visualisation and analysis are carried out with 

the ThingSpeak analytics platform. The ThingSpeak platform is a suitable solution for the 
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proposed smart system, particularly due to its efficiency and versatility in IoT analytics. By 

using ThingSpeak, the fill level of each waste bin in the recycling centre is presented in their 

own graph, resulting in simple and effective analysis of the generation of different waste types.  

Due to the separate data visualisation of each waste bin, the use of different bins can easily be 

analysed separately, as the graphs can be inspected individually in order to gain information on 

a specific waste type. As a result, the system can be used effectively to only analyse the 

information that is required at a specific time. For instance, if an excessive amount of plastic 

waste is jeopardising the city’s cleanliness and overall comfortability, the information of plastic 

waste collected by the smart waste recycling centre can be found quickly in order to solve the 

issue as effectively as possible. As a result, no time or other resources are wasted on analysing 

information that is not relevant to the current issue, which significantly increases the system’s 

resource efficiency benefits. 

In addition to the analysis of separate waste bins discussed above, the smart system also allows 

for more thorough and comprehensive analysis. In fact, the analysis and comparison of the 

generation of different waste types is a key feature of the proposed smart system, as it provides 

the necessary information for improving Salo’s resource efficiency, sustainability and 

comfortability through smart and data-driven waste management. The ThingSpeak platform is 

used to represent all of the data gathered by the system in a single page, meaning that a simple 

side-by-side comparison of the graphs representing different waste types allows the system to 

provide a clear overview of all waste recycled through the smart waste recycling centre, thus 

providing great opportunities for future waste management developments.  

In addition to visualising and analysing waste recycling data, ThingSpeak is also used as a tool 

for directing waste collection in the smart recycling centre. When a waste bin’s fill level reaches 

90%, ThingSpeak sends an email alert notifying that the bin needs to be emptied as soon as 

possible. This approach greatly contributes to ensuring service availability, as all waste bins in 

the recycling centre will be emptied on time, meaning that the citizens of the area will always 

have an opportunity to recycle their waste when necessary. Moreover, as the system only sends 

waste collection alerts when the waste bins are close to filling up, any unnecessary waste 

collection can be avoided, resulting in further resource savings. 

Based on the discussions in this subsection, the performance and potential benefits of the smart 

waste recycling centre can be optimised through ThingSpeak data visualisation and analysis in 

order to achieve the best possible results in resource efficient waste management. Not only do 
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the data analytics measures help with enabling current operations, but they are also the driving 

force behind any potential future developments, making them an integral part of the smart waste 

recycling centre, as well as any other smart systems deployed in different areas. 

6.1.5 System overview 

As discussed throughout this section, the smart waste recycling centre designed in this thesis 

consists of various components, all of which play a key role in enabling the system’s 

performance and intended features. In order to achieve these features, the smart waste recycling 

system is carried out with the following processes:  

1. The HC-SR04 sensors, attached to the top of the waste bins, measure the distance of the 

free space in the bin.  

2. The Arduino Uno microcontroller performs the necessary calculations for transforming 

the distance measurements to waste bin fill level percentage values. The microcontroller 

also sends these values to the ESP8266 Wi-Fi communication module.  

3. The ESP8266 communicates the information to the ThingSpeak analytics platform.  

4. ThingSpeak visualises the fill levels of all waste bins, allowing for further analysis of the 

city’s waste generation and recycling requirements. Finally, when the fill level of a 

specific bin reaches 90%, ThingSpeak sends an email notification, stating that the bin 

needs to be collected as soon as possible.  

The involvement of these processes and components in the smart recycling system structure are 

visualised below, in figure 2.  

 

Figure 2: A more detailed description of the general waste recycling centre structure and 

processes presented in the beginning of section 6.1. 
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6.2 Simulation 

In order to ensure the suitability of the system and its different components and features 

presented earlier, the system must be tested and evaluated as extensively as possible before its 

implementation. Not only will the testing examine the features and potential benefits of the 

system, but it will also provide valuable insight on any limitations that must be addressed in 

order to improve the system’s suitability and performance, so that it can be trusted to improve 

resource efficiency and general waste management practices in the city of Salo. 

The system and its suitability are tested with a simulation, using the Tinkercad and ThingSpeak 

programs. This testing process involves various key processes surrounding the central features 

and components of the designed smart wase recycling centre – from the simulation of the circuit 

behind the smart recycling centre’s operations to the visualisation and analysis of the system 

created data, which is used to make further improvements to the different stages of the waste 

management process. The simulation circuit and the data analytics results are presented in 

subsections 6.2.1 and 6.2.2, respectively. 

6.2.1 Circuit overview 

The Arduino circuit is built and simulated with the Tinkercad program. Tinkercad is a free 

program that supports the design and implementation of different circuits and components, 

making it a suitable solution for the purpose of this thesis.  

The Tinkercad program is used to simulate the connection of the different system components 

described in subsections 6.1.1 – 6.1.3. Firstly, the HC-SR04 sensors are connected to the 

Arduino Uno microcontroller. The sensors’ Trig and Echo pins are directly connected to the 

digital pins of the Arduino Uno board, whereas, due to a limited number of pins on the Arduino 

Uno board, a breadboard is used to connect the sensors’ VCC and GND pins to the 5V and 

GND pins of the Arduino Uno board, respectively. Secondly, the ESP8266 module is also 

connected directly to the board, with the exception of the GND connection, which is once again 

connected through the breadboard. Finally, as the ESP8266 module only operates at a voltage 

of 3.3V, Arduino’s operating voltage of 5V is reduced with two 1kΩ resistors. These 

connections are shown below, in figure 3. 



 
 

78 
 

 

Figure 3: Arduino Uno circuit built with the Tinkercad simulator in order to simulate the 

designed smart waste recycling centre operations. 

As a result of the process described above, the Tinkercad program is able to simulate the 

operations of the smart recycling centre, from the measuring of waste in the smart waste bins 

to the calculation and communication of the waste bin fill levels. After this, the final part of the 

system’s testing involves the analysis of the simulation data in order to determine how the 

system can be used to optimise the use of resources in the Salo smart city project. 

6.2.2 Simulation data analytics 

As discussed in subsection 6.1.4, the waste generation and recycling data is visualised and 

analysed with the ThingSpeak analytics platform. However, in order to analyse the data created 

through the Tinkercad simulation, the data must first be communicated to the ThingSpeak 

platform. Therefore, the Tinkercad circuit must form a connection with the ThingSpeak channel 

that has been created for the purpose of analysing the waste data gathered through the simulated 

system described earlier. 

As the created channel is private, the Write API Key of the channel is required for updating the 

channel. Therefore, the channel's Write API Key must be retrieved from the "API Keys" tab of 

the ThingSpeak channel interface. Once the Write API Key of the ThingSpeak channel has been 

retrieved, it is used to make the necessary connection between the simulated smart system and 
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the ThingSpeak channel. The data gathered by each sensor of the simulated system is 

communicated to a separate field in the ThingSpeak channel, so that the waste generation data 

of each waste type can be analysed separately. In order to accomplish this, the following code, 

with "Write_API_Key" replaced with the used channel's own Write API Key, is used: 

//ThingSpeak Channel Write API Key “Write_API_Key” 

String url1 = "/update?api_key=Write_API_Key&field1=";  // Sensor 1 data to field 1 

String url2 = "/update?api_key=Write_API_Key&field2=";  // Sensor 2 data to field 2 

String url3 = "/update?api_key=Write_API_Key&field3=";  // Sensor 3 data to field 3 

String url4 = "/update?api_key=Write_API_Key&field4=";  // Sensor 4 data to field 4 

After the connection between the Tinkercad simulation and the ThingSpeak platform is made, 

ThingSpeak is used to present the simulation data in a clear and concise manner in order to 

receive automatic and real-time information about the generation of waste in the smart city. The 

ThingSpeak data visualisations of the smart recycling centre are shown below, in figure 4. 

 

Figure 4: ThingSpeak visualisation of the waste generation data gathered by the smart waste 

recycling centre simulation. 

As shown by the above graphs, the designed smart recycling system provides clear information 

about the generation of different waste types. As a result, the system provides good 
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opportunities for waste management optimisation, as the generation of different waste types 

can be seamlessly analysed and compared with each other. For instance, in this specific 

simulation instance, the data visualisation shows that the generation of plastic waste is 

significantly higher than the generation of other waste types, meaning that the management of 

plastic waste must be modified, either by implementing additional plastic waste bins, or by 

adjusting waste collection times in the area. 

The waste bin fill level alert, discussed in subsection 6.1.5, also works well in the simulated 

system. As soon as the simulated fill level value of a specific bin reached 90%, ThingSpeak 

sent an email alert, notifying that the bin is full, and therefore, must be emptied as soon as 

possible. In this simulation, the simulated fill level of the plastic waste bin reached the 90% 

value, so the sent alert contained a message about the fill level of the plastic waste bin, meaning 

that the alert system worked as intended. The example alert sent during the simulation can be 

seen below, in figure 5. 

 

Figure 5: Email alert notifying that a waste bin is full and must be emptied as soon as possible. 

Based on the simulation results discussed in this section, the simulated system shows great 

potential for automating and optimising the waste management and recycling process. When 

combining the data visualisation and analysis with the waste bin fill level email alerts, the smart 

recycling centre will provide significant improvements to smart city resource efficiency and 

sustainability.  

6.3 System evaluation 

Based on the results of the simulation presented in the previous section, the designed smart 

system is an effective solution for increasing the efficiency of waste management in the city of 

Salo. However, analysing any potential issues or limitations with the system is still extremely 

important, particularly from the resource optimisation perspective – if the service is either 

unavailable or not functioning as intended, valuable resources will be lost, both during the 

system’s potential downtime and its restoration process. 
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As the system was carried out with a simulation, the exact characteristics and suitability of the 

system can only be accurately tested on a theoretical level. While the simulation closely 

resembles a real environment, and the different features and benefits of the smart waste 

management system have been discussed and evaluated with both theoretical approaches and 

practical examples, analysing the complete effectiveness of the system requires testing in a 

physical environment.  

In addition to the slightly insufficient testing of the system’s features and effectiveness, the lack 

of physical testing also limits the evaluation of the system’s physical security. As discussed in 

section 4.2, the physical security of smart systems is an integral component of smart city service 

availability, and it can be compromised through a wide variety of scenarios. As a result, the 

evaluation of the physical security of the smart recycling centre is also extremely important. 

In the case of the smart recycling centre, physical security is extremely apparent. Firstly, the 

smart waste bins can be easily accessed by everyone in the area, meaning that the bins, and the 

sensors inside them, are susceptible to tampering-related disruptions. This means that in order 

to ensure the physical security of the smart recycling centre, measures such as surveillance and 

robust system components must be utilised extensively in the construction of the smart 

recycling centre. Secondly, due to the changing weather conditions of Salo discussed in section 

5.2, the different components used in the system must be able to handle both extreme heat and 

cold, which is another part of the system that requires robust components. 

Due to the potential physical vulnerabilities and limitations discussed above, the physical 

security of the smart recycling centre must be extensively tested in a physical environment, so 

that the necessary measures of physical security, such as surveillance and more robust 

components, can be identified before the system is implemented in practice. In addition, the 

analysis of the suitability of the aforementioned measures, as well as any other useful physical 

security measures discovered through future testing, can be achieved most effectively with 

thorough testing in a physical environment. As a result, a purely simulation-based approach 

does not provide the entire picture of the requirements of the smart waste recycling centre 

designed in this thesis. 

The analysis of the simulation data is also slightly limited, especially due to the general 

limitations of the ThingSpeak platform. The free version of the service, which was used during 

the design and development of the smart recycling centre, had several data rate limitations, 

which introduced some restrictions to the system and its features.  
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The communication of the bins’ fill levels had to be slightly delayed in order to accommodate 

for the 15 second message update interval limit of the ThingSpeak platform. However, this 

limitation is fairly negligible, as the delay does not have a significant impact on the system’s 

performance. The ThingSpeak service also only allowed for fairly infrequent sending of email 

alerts, meaning that in a practical setting, the efficiency of the email alert system might not 

always be sufficient, and therefore, should be improved when implementing the system in the 

city of Salo, or other smart cities around the world. 

Despite the potential limitations caused by the simulation approach, the system has been 

designed with these limitations in mind, meaning that the simulation-related limitations have 

been minimised as much as possible. Most notably, due to the system’s simplicity and relatively 

low number of variables affecting its performance, the system’s real performance likely 

resembles the achieved simulation results discussed in section 6.2 fairly closely. As a result, the 

simulation testing can be trusted to provide sufficient information about the system’s suitability, 

although physical testing will be required before further development and implementation. 

Moreover, even if the system was tested in a physical environment instead of a simulation, there 

are still other limitations that need to be considered. Most notably, the system is still a prototype, 

as it has not been used in a real scenario. As a result, the suitability of the system cannot be 

completely ensured without implementing and testing the system in practice. However, since 

similar smart waste management solutions have been successfully implemented in other smart 

cities, as shown by, for instance, the Kalasatama smart waste bin approach discussed in section 

3.2, the practical implementation of the smart recycling centre should be a relatively simple 

process.  

All in all, despite some of its minor limitations, the performance and accuracy of the simulated 

smart recycling centre is at a good level, particularly due to its simple structure, as well as the 

utilisation of suitable and well-known practices and smart technologies. As a result, the smart 

recycling system designed in this thesis is a good model for smart waste management, as well 

as other potential smart systems, both in the city of Salo and other smart city projects around 

the world. 

6.4 Future applications 

As discussed earlier in this chapter, the smart system designed in this thesis will not only help 

with smarter waste recycling in the city of Salo, but it also acts as a model for future smart 
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system developments. As a result, the evaluation of the system’s future applications is an 

important part of the smart system design process. 

The smart system designed in this thesis can be applied to various other smart solutions. Most 

notably, smart systems equipped with distance sensors can be used for further resource 

optimisation and sustainability improvements through smart lighting and smart parking 

systems. In these two cases, the distance sensor measurements can be used to determine the 

citizens’ mobility and the vacancy of parking spots in different areas of the city, respectively. 

This information can then be analysed in a similar fashion to the waste and recycling data 

analysis presented in subsection 6.1.4 in order to gain an understanding of lighting and parking 

requirements in the city, resulting in further smart energy and smart mobility improvements.  

Based on the above discussion, the smart system proposed in this thesis can be used for smart 

energy, smart waste management and smart mobility solutions, thus covering all major areas of 

smart city resource optimisation and sustainability discussed in the thesis. As a result, the 

system will provide significant improvements to Salo’s resource efficiency and sustainability 

for years to come. 

In addition to the solutions discussed above, the smart system can be applied to various other 

smart solutions through the use of different smart sensors. For instance, the heating of buildings 

can be monitored, analysed and controlled with the help of temperature sensors, resulting in 

more energy efficient heating solutions for smart buildings. Moreover, smart city air quality 

can be monitored and analysed with smart systems consisting of a combination of temperature 

and gas sensors. Based on these examples, the smart system and its features can easily be 

modified and reconfigured to suit the needs of many different smart city areas. 

Finally, due to its versatile nature, the proposed system structure, consisting of sensors, a 

microcontroller, a communication module and a data analysis tool, can be applied to a wide 

variety of smart systems, even those that require longer communication ranges. In these cases, 

the communication module can be replaced with long-range communication solutions, such as 

LoRaWAN or LTE, providing further opportunities for the smart system’s future applications. 

All in all, the smart system designed in this thesis is extremely modifiable and versatile, making 

it a suitable solution for both current and future smart solutions. With thorough design and use 

of different components and technologies, the proposed smart system structure can be applied 

to a wide variety of areas in the city of Salo, as well as many other smart cities around the world.  
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7 Conclusion 

As identified in section 2.1, a city must achieve significant developments in a large majority of 

the key smart city areas – such as resource efficiency, sustainability, security, smart 

infrastructure, smart energy, smart transportation, high quality of life and many others – in order 

to be considered smart. Consequently, the definition of a smart city is not always the same, but 

it can vary quite a lot based on the city and its specific conditions and requirements.  

In order to accomplish the desired developments towards becoming a smart city, cities can, and 

must, utilise a wide array of technologies to carry out the required solutions and services. 

Fortunately, due to the versatility and highly developed nature of these technologies, many 

different types of smart systems and services can be developed effectively. Furthermore, many 

of these technology-based smart solutions and initiatives have already been carried out in 

various smart cities around the world, meaning that aspiring smart cities do not have to start 

their development from scratch. 

In terms of fulfilling the resource efficiency- and sustainability-based requirements set on both 

current and future smart city projects and initiatives, smart energy, smart waste management 

and smart mobility are the most suitable solutions for achieving the desired smart city 

characteristics. Based on the discussions in chapter 3, these solutions provide a wide variety of 

benefits to smart city resource efficiency and sustainability, particularly in the form of 

automated decision-making and monitoring, as well as various cost efficiency improvements. 

Moreover, since smart energy, smart waste management and smart mobility solutions can all 

be carried out with many different technologies, they provide an extremely versatile base for 

resource efficiency and sustainability developments in all types of smart cities, regardless of 

size, location or other conditions. 

Most of the privacy challenges in different smart city solutions are related to the collection and 

use of sensitive and personal information, especially due to the wide variety of attacks that can 

jeopardise the security and privacy of this information. Attacks such as spyware and 

eavesdropping can lead to the exposure of this information, leaving it to the hands of malicious 

actors, which is why the protection of data and privacy through different measures, such as 

GDPR regulation, encryption and data anonymisation, is becoming more and more important. 

The different threats to the availability of smart systems and services, DoS, ransomware, 

injection, MitM and zero-day attacks, as well as general system failure and lack of physical 
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security, set a wide variety of challenges on different smart city projects – if a smart city is not 

able to provide the services required and expected by its citizens, the entire city and its 

operations can be disrupted in a drastic manner. Consequently, the various solutions 

recommended in chapter 4, such as the use of robust system components, firewalls and 

anomaly-based attack detection, play a key role in the success of both current and future smart 

cities. Furthermore, smart cities can also utilise user training, security policies and the 

emergence of technology-based jobs in order to deal with different human error-, negligence- 

and ethics-related issues, respectively. With these measures, as well as the privacy measures 

discussed above, smart cities can mitigate the impact of the different challenges that threaten 

their resource efficiency, sustainability and general security. 

Despite being smaller in size, the city of Salo and its smart city project shares many similarities 

with other smart city projects around the world, with resource optimisation and sustainability 

as some of its main objectives. However, the development and implementation of different 

smart solutions and services in Salo is complicated by its ever-changing conditions and resource 

limitations. Due to the limitations, the city of Salo should begin with utilising simpler and more 

low investment solutions, such as the smart waste recycling centre designed and presented in 

chapter 6, to continue their development towards a smart, resource efficient and sustainable city 

of the future. 

7.1 Research results 

This section provides a concise summary of the answers found to the research questions set in 

section 1.1. This summary contains the key results discovered during this research, as well as 

provides information on the sections of the thesis where potential additional insight on the 

topics can be found. 

1. Which characteristics make a city “smart”, which technologies are required for achieving 

these characteristics, and how are smart city projects carried out in different cities around 

the world? 

The key smart city characteristics identified in section 2.1 include resource efficiency, 

sustainability, security, eco-friendliness, smart infrastructure, smart buildings, smart 

energy, smart transportation, smart healthcare, smart education, smart governance and 

smart economy, as well as a high quality of life for all citizens. A city can be considered 

“smart” if it has most of these identified characteristics. 
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Smart city technologies were discussed in section 2.2. Smart cities should utilise sensors, 

IoT, communication solutions, big data and AI to achieve the abovementioned 

characteristics. These technologies enable the development of different smart solutions, 

thus increasing the efficiency and success of smart cities in general. 

Finally, London, Barcelona, Copenhagen, New York, Dubai, Singapore and various 

Finnish cities were identified as good examples of successful implementations of the 

aforementioned smart city technologies and characteristics. A more accurate description 

of these cities’ smart city strategies was given in section 2.3. 

2. What measures can be taken to increase the resource optimisation and sustainability of 

different smart city projects and solutions? 

For resource optimisation- and sustainability-focused improvements in smart cities, three 

major areas of focus were identified in the thesis: smart energy, smart waste management 

and smart mobility. A detailed discussion of the technologies and benefits, as well as 

various practical examples, of these solutions were presented throughout chapter 3. 

3. What are the most prominent challenges that threaten the resource efficiency, 

sustainability, security and general success of smart cities, and what measures should be 

taken to deal with these challenges? 

In chapter 4, four major challenges were identified: security and privacy, service 

availability, people and ethics. Some of the key identified solutions for overcoming these 

challenges include data encryption and anonymisation, anomaly detection, user training 

and security policies. Each challenge and their recommended solutions were presented 

in more detail in their respective sections and subsections throughout chapter 4. 

4. What are the key objectives and requirements of the Salo smart city project, and how can 

the city of Salo utilise the measures and solutions discovered in questions 2 and 3 to 

increase their resource efficiency, sustainability and general appeal? 

The Salo smart city project should increase the city’s appeal as a technologically 

advanced city of the future by providing a wide variety of smart services that improve 

the citizens’ quality of life in various ways. The city can take inspiration from other 

European cities in particular, but it must also have the ability to adapt and make changes 

to existing solutions to suit its specific needs and changing conditions. Finally, Salo must 



 
 

87 
 

ensure the security of their operations by utilising the different security measures 

recommended throughout chapter 4. 

5. Which smart solutions can be used to address the considerations identified in question 4, 

as well as increase the resource efficiency and sustainability of the Salo smart city project 

in general? 

In this thesis, a smart waste recycling centre was designed to help the city of Salo with 

optimising the use of its resources, as well as increasing cleanliness and comfortability 

in the city. The system is based on real-time monitoring, information collection and 

visualisation of waste bin fill levels, which is then used to optimise waste collection times 

and guarantee the availability of waste recycling stations for the citizens. The features 

and overall structure of the solution were covered in section 6.1.  

The effectiveness of the designed smart waste recycling centre was tested with a 

simulation. The achieved simulation results indicated an effective and suitable system 

for smart city resource efficiency and sustainability, although the simulated approach 

also introduced some limitations due to a lack of practical testing and implementation. 

More detailed discussions about the simulation and the system’s effectiveness were 

presented in sections 6.2 and 6.3, respectively. 

Due to its general nature, the smart solution designed in this thesis also acts as a general 

model for other potential smart solutions in the city of Salo and other smart cities around 

the world. The potential future applications of the solution were discussed in section 6.4.   

All in all, the achieved results of this thesis provide extensive answers to the determined 

research questions. The large number of references, both academic material and web sources, 

provided a good and comprehensive view of the different topics inspected in the thesis. 

However, due to the scope and complexity of the topic, there is still plenty of room for further 

research and other future work in the different focus areas of the thesis. 

7.2 Potential future work 

The topics discussed in this thesis provide a wide range of possibilities for future research. The 

smart city field is constantly developing, meaning that the development of new solutions for 

smart city resource efficiency and sustainability will only continue to increase in the future, 

resulting in more research opportunities and requirements. Moreover, the constantly changing 
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threat landscape will exacerbate the existing smart city challenges discussed in chapter 4, as 

well as introduce a wide variety of other potential challenges. As a result, future research should 

also focus on further development of the different countermeasures recommended throughout 

chapter 4, as well as any new developments that arise due to potential future technological 

advancements. 

In addition to the future research opportunities discussed above, other potential future work 

involves addressing the limitations and developing the future applications of the smart waste 

management system discussed in sections 6.3 and 6.4. Most notably, the practical 

implementation and application to other smart solutions provide many opportunities for future 

work.  

All in all, the possibilities in the field of smart cities are nearly endless. As a result, the topic of 

efficient, sustainable and secure use of smart city resources, as well as all the different concepts, 

systems and solutions surrounding this topic, provide a great number of opportunities for future 

researchers. Due to the ever-developing nature of the topic, future research work in the field is 

not only extremely promising, but also absolutely necessary in order to ensure the future success 

of different smart city projects around the world. 
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