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Abstract. We’re in the midst of a significant transformation regarding the way 

we produce products and deliver services thanks to the digitization of manufac-

turing and new connected supply-chains and co-creation systems. This article 

elaborates Digital Twins Approach to the current challenges of knowledge man-

agement when Industry 4.0 is emerging in industries and manufacturing. Industry 

4.0 approach underlines the importance of Internet of Things and interactions 

between social and physical systems. Internet of Things (and also Internet of Ser-

vices and Internet of Data) are new Internet infrastructure that marries advanced 

manufacturing techniques and service architectures with the I-o-T, I-o-S and I-o-

D  to create manufacturing systems that are not only interconnected, but com-

municate, analyze, and use information to drive further intelligent action back in 

the physical world. This paper identifies four critical domains of synergy chal-

lenge: (1) Man-to-Man interaction, (2) Man-to-Machine interaction, (3) Ma-

chine-to-Man interaction and finally (4) Machine-to-Machine interaction. Key 

conclusion is that new knowledge management challenges are closely linked to 

the challenges of synergic interactions between these four key interactions and 

accurate measurements of synergic interaction.  

Keywords: Digital Twins Approach, Human-machine interaction, synergy 

challenges, synergy measurements, Industry 4.0 

1 Introduction 

The Fourth Industrial Revolution, commonly known as Industry 4.0 transformation, 

is changing the way business models and platforms function and, by extension, the 

stakes by which they are forced to compete. We know that Industry 4.0 is a global 

concept, but it can take many different forms and transition paths, and names, around 

the world. In the United States, the Industry 4.0 focus tends to be more on a more ho-

listic digital evolution, and many use the term digital supply network or digital supply-

chain. Within Europe and in Germany, where the Industry 4.0-concept originated, the 
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phenomenon tends to be more factory-based or manufacturing. While the Industry 4.0 

terminology may differ, the overall concept remains largely the same and encompasses 

the same technologies and applications. Organizations today must decide how and 

where to invest in these new technologies and identify which ones might best meet their 

business needs and business model.  

There are many digital technologies, which are relevant for Industry 4.0 approach. 

Without a full understanding of the changes and opportunities Industry 4.0 brings, com-

panies risk losing ground of their operations. This is one key scientific motivation for 

this article and its conceptualization – to help organizations and firms to focus on key 

issues and systems. 

In this article we first discuss about key technical drivers of Industry 4.0 (Chapter 

2). In Chapter 3 we elaborate Digital Twins Approach with key ides of Digital Twin 

Thinking. We suggest a wider operationalization of this concept than commonly use d 

to date. In Chapter 4 we present key interactions between man and machine which are 

affected by this new Digital Twin-ideas. Chapter 5 is integrative chapter which identi-

fies key needs of synergy measurements and system integration in knowledge manage-

ment in organizations, when Digital Twin and Industry 4.0 approaches will be applied 

in real system development process. In Chapter 6 final conclusions are drawn. 

2. Technological drivers of Industry 4.0 era 

Dating back to around 1760, the First Industrial Revolution (Industry 1.0) was the 

transition to new manufacturing processes using water and steam.  Steam power was a 

key driving force of Industry 1.0. It was hugely beneficial in terms of manufacturing a 

larger number of various goods and creating a better standard of living for some. The 

textile industry, in particular, was transformed by industrialization, as was transporta-

tion systems. The era of Industry 1.0 represented the period between the 1760s and 

around 1840 [1]. 

Around 1840 is the time-period, where the second industrial revolution (Industry 

2.0) picked up. Historians sometimes refer to this as “The Technological Revolution” 

occurring mainly in Britain, Germany and America. During this period, new industrial 

technological systems were introduced, most notably superior electrical technology, 

which allowed for even greater production and more sophisticated machines. It began 

with the first computer era (Industry 3.0) [1]. 

Around 1970 the Third Industrial Revolution (Industry 3.0) involved the use of elec-

tronics and Information Technology (IT) to further automation in production. Manu-

facturing and automation advanced considerably thanks to Internet access, connectivity 

and renewable energy. Industry 3.0 introduced more automated systems onto the as-

sembly line to perform human tasks. The use of Programmable Logic Controllers (PLC) 

was introduced. Although automated systems were in place, they still relied on human 

input and intervention [2] [1]. Some authors have noted that Industry 1-4 phases were: 

pre-electricity age, mid-electricity age, post-electricity age, pre-computer age, mid-

computer age, post-computer age, pre-digital age, mid-digital age and post-digital age 

[3]. 
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New Industry 4.0 era is expected to be founded on Cyber-Physical Systems (CPS) 

and the Internet of Things (IOT). Other key technologies are Cloud computing, Big 

Data analytics and Extended ICT. The expected changes will lead to new integrated 

systems, where sensors, actuators, machines, robots, conveyors, etc. are connected to 

and exchange information automatically. Factories are expected to become conscious 

and intelligent enough to predict and maintain the machines and control the production 

process. Business models of Industry 4.0 imply complete communication network(s) 

between various companies, factories, suppliers, logistics, resources and customers.  

 

 

 

Fig. 1. ‘Components’ and ‘enabling technologies’ in Industry 4.0. [6]. 

 
 

Fig. 2. ‘Figure 2: 3 dimensions of Industry 4.0 (adapted from [7]). 

For business leaders and KMO managers accustomed to traditional linear data and 

communications, the strategic shift to real-time access to data and intelligence enabled 

by Industry 4.0 would fundamentally transform the way they conduct business and 

manage their business model. The integration of digital information from many differ-

ent sources and locations (Big Data) can drive the physical act of doing business, in an 

ongoing cycle. Throughout this cycle, real-time access to data and intelligence is driven 

by the continuous and cyclical flow of information and actions between the physical 
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and digital worlds. After Industry 4.0 we can expect that there will be Industry 5.0, 

when you begin to allow customers to customize what they actually want in real-time. 

3.  The Digital Twins Approach 

An emerging key idea within Industry 4.0 is the concept of digital twins. We believe 

that understanding this concept will be paramount for the future tasks of knowledge 

management. The concept of a digital twin has been used around since 2002. The digital 

twin has been defined as the virtual model of a process, product or service. Almost all 

hitherto considerations of Digital Twin-technology has been related to manufacturing 

or ‘shopfloor digital twin’ (e.g. [8-10]). We will suggest in this paper wider interpreta-

tions of the concept. It allows the possibility of creating a digital twin of an organization 

and also for human beings to have digital twins. After looking at the concept of the 

digital twin as a virtual model we will discuss the digital twin of a person. 

 

As a virtual model, a digital twin functions as a bridge between the physical and digital 

world. The digital twin is composed of three components, which is physical entities in 

the physical world, virtual models in the virtual world, and the connected data between 

these two worlds [11].  This pairing of the virtual and physical worlds allows analysis 

of data and monitoring of systems to eliminate problems before they even occur, pre-

vent downtime, develop new opportunities and even plan for the future by using simu-

lations [12]. 

 
According to Panetta (2018, Trend 4) in Gartner report: “A digital twin is a digital 

representation that mirrors a real-life object, process or system. Digital twins can also 

be linked to create twins of larger systems, such as a power plant or city. The idea of a 

digital twin is not new.”, but “today’s digital twins are different in four ways: (1) The 

robustness of the models, with a focus on how they support specific business outcomes, 

(2) The link to the real world, potentially in real time for monitoring and control, (3) 

The application of advanced big data analytics and AI to drive new business opportu-

nities, (4) The ability to interact with them and evaluate “what if” scenarios” [13].  

 
With the spread of IoT the virtual models and digital twins have become cost-effective 

to implement in industries and services. Digital twins are now becoming almost a busi-

ness imperative, covering the entire lifecycle of an asset or process and forming the 

foundation for connected products and services. We can claim that digital twins lead 

ubiquitous revolution. The Digital Twins Approach is based on complex cyclical flows. 

A complex flow occurs through an iterative series of three steps, collectively known as 

the physical-to-digital-to-physical (PDP) loop (see Fig. 3). There are  

 Step 1: Physical to digital: Capture information from the physical world 

and create a digital record from physical data. 

 Step 2: Digital to digital: Share information and uncover meaningful in-

sights using advanced analytics, scenario analysis, and artificial intelli-

gence, and  
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 Step 3: Digital to physical: Apply algorithms to translate digital-world de-

cisions to effective data, to spur action and change in the physical world. 

 

To achieve this PDP process various technological tools are available. Industry 4.0 

combines relevant physical and digital technologies, including data analytics, additive 

manufacturing (Manufacturing 4.0), industrial and service robotics, high-performance 

computing, natural language processing, artificial intelligence (AI), cognitive technol-

ogies, advanced materials, and virtual or augmented reality (V/AR).  

 

 

Fig. 3. The physical-to-digital-to-physical (PDP) loop and Digital Twins Approach, 

modificated (see also [14, p.3).  

Many platforms include various PDP loops and have potential to create well-func-

tioning Digital Twins, which operate in specific contexts of production and consump-

tion. Understanding specific contexts of PDP loops is critical success factor of well-

functioning platforms [15]. Platforms businesses are claiming a large growing share of 

the economy in every region of the world. A platform is a business based on enabling 

value-creating interactions between external producers and consumers [16].  

3.1 Applying the Digital Twin-approach beyond manufacturing 

In manufacturing Digital Twin offers opportunity to simulate and optimize production 

systems, including logistical aspects, and enables detailed visualization of processes 

from single components to the entire assembly process [17]. Within manufacturing in-

dustries, the approach has already become a key element in Product Lifecycle Manage-

ment [10] and frontrunner organizations are integrating the approach into the entire 

lifecycle from product design, assembly to usage monitoring [11].  

1
PHYSICAL SYSTEM

2
DIGITAL SYSTEM

3
Generation of movements

1. Establishing a digital record.
Capture information flows from the
Physical world to create a digital record or
digital library of the physical operation
and supply network.

2. Analyze and  visualize.
Machines talk to each other to share
information allowing for advanced
data analytics and visualizations of real-time
data from multiple data sources/
Data Lakes.

3. Generation of movement and conduct.
Apply algorithms and automation to translate novel
decisions and actions from the digital world.

Physical Twin Digital Twin
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The new era for the Digital Twin-approach in knowledge management is applica-

tions beyond manufacturing contexts. The immediate challenge will be for organiza-

tions to manage the ‘Physical to digital’-step, and capture different types of data into a 

digital record.  

We can use an office building as example. Today people are employed at the prem-

ises to transport physical objects around the complex, for example mail, stationery, or 

IT equipment, In the near future all this might be transported faster and more cost-

efficient by autonomous drones or robots, also reducing the need for decentralized stor-

age and office space. However, for this to work effectively, digital records of the prem-

ises – effectively capturing four dimensions, including both the air and time – needs to 

be established in order to capture what humans today can capture immediately with 

their bare eyes. Those organizations succeeding in adapting digital twins will be those 

skilled at Semantic Data Management [18] 

Similarly, we expect the challenge of capturing human and tacit knowledge into dig-

ital twins will be a dominant issue for the future of knowledge management in organi-

zations. This connects to the rising term “Digital Twin of an Organization” (DTO) 

which enables the dynamic virtual representation of an organization in its full opera-

tional context, and which is considered by Gartner as one of the top 10 Strategic Tech-

nology Trends for 2019 [19]. 

3.2 From individualized marketing to Personal Digital Twins 

Already for long time, marketers have successfully used rule-based personalization 

(e.g. “If a person falls into Segment A, then show him Experience X”) [20]. Artificial 

Intelligence has made possible to proceed from this segment based personalization to-

wards the marketing practice that deserves the name “individualization”. From the point 

of view of the marketer of a product, the ideal individualization means that a person as 

a unique individual gets experience that in the most effective way promotes the buying 

of the product. Using machine-learning-based algorithms and predictive analytics there 

are much better opportunities to produce this kind of experience than before.  

 

The problem of the above kind of individualization is that there is no guarantee that the 

experience of an individual is also the best or even good from the point of view of the 

individual. We suggest Personal Digital Twins (PDT) as a smart tool or an algorithm 

that regularly provides from the available Big Data or other information sources the 

best experience from the point of view of a person. 

 

In their Internet of People (IoP) manifesto Miranda et al. [21] suggested four guidelines 

for how the human interaction with machines should work. These principles with mod-

ifications are used in the definition of targeted features of a Personal Digital Twin: 

 

1) Be Social. Interactions between a person, his or her Personal Digital Twin (PDT), 

other human beings and other machines should be social. A person and his or her PDT 

should have a platform of common learning in which they through continuously inter-

acting develop mutual understanding. For example, when the PDT communicates with 
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the person using human language it should use the concepts of the language in similar 

meanings as the person. Based on mutual understanding, the PDT is able to be the 

trusted representative of the person in social interaction with other persons or machines. 

 

2) Be Individualized. The Personal Digital Twin should promote genuine interests1 of 

the person. Interactions between the PDT and other people or machines must represent 

the person’s individual interests and not just the average interests of a group into which 

the person belongs.  

 

3) Be Proactive. The interactions between the person and other people or machines 

should proactively take place so that also the PDT can proactively initiate interactions. 

The person should, however, decide what kinds of interactions are acceptable and when 

these interactions are allowed. 

 

4) Be Predictable. The content of interactions with other persons and machines started 

by the PDT must be predictable or they must follow before agreed principles between 

the person and his or her PDT. Especially important is that the person and the PDT 

agree how to share the information about the person and how to deliver the infor-

mation/knowledge resources owned by the person. 

 

Using the concepts introduced by Miranda et al. [21] Personal Digital Twin belongs to 

Companion devices of persons like recent smartphones or smart tools that use human 

language in the communication with their owners (e.g. Apple’s Siri or Amazon’s 

Alexa). Recent companion devices maintain contextual and sociological information 

concerning their owners and share that information to other Companion or non-Com-

panion devices according to rules that are poorly controlled by the owners of the Com-

panion devices. A recent companion device may also start its own or its owner’s inter-

action with some other device or even independently give orders to a non-Companion 

device e.g. to open a television.  

 

A basic difference between a true Personal Digital Twin and recent Companion devices 

of persons is that a true PDT should be a trusted promoter of interests of an individual. 

This is no way confirmed concerning Companion devices that are used for marketing 

though in some connections they might function like a true PDT. An example is pre-

sented in the illustrating scenario of Miranda et al. [21]. In the scenario story, the 

smartphone of a driver starts to speak to the driver telling about a traffic accident and 

ways to handle the problem. The smartphone is also social sending informing messages 

to smartphones of other drivers. 

                                                           
1 The concept “genuine interest” is discussed e.g. in [22]. 
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4.  Man-Machine-interactions 

4.1. Man-Machine synergy puzzle 

In Fig. 4 we have presented key Man-Machine interactions. In the ubiquitous technol-

ogy environment it is important to understand that directions of influence in interaction 

are relevant issues. There are four critical interactions: (1) Man-Man interactions, (2) 

Man-Machine interactions, (3) Machine-Man interaction and (4) Machine-to-Machine 

interactions (Fig. 4).    

 

 
 

Fig. 4. Four key interactions between ManX-MachineY-MachineY-ManY.  

When we measure the nature of interactions, it is always good to find right variables to 

perform measurements. Expected explaining and explained variables must be carefully 

selected, when we measure synergies between human beings and machines. This aspect 

is going to be more critical issue in the field of organizational knowledge management. 

It is also good to understand that human beings are simultaneously influenced by other 

human beings and other machines. This imply that we need to measure synergy with 

combined synergy measurements. Final outcome of synergy is a combination of various 

Man-Machine interactions. This kind of perspective is highly relevant issue, if want to 

create positive welfare synergy between human beings and machines.  

 

4.2. Learning process synergy puzzle 

In Fig. 5 we present key learning processes. We can observe that in ubiquitous society 

there four key learning processes: (1) a process where human being teach each other 

(X-Y process), (2) a process where AI/Robot apps teach human beings (X-X process, 

(3) a process where human beings teach AI/Robot apps (Y-Y-process) and finally (4) 

where AI/Robot apps teach other AI/Robot apps (Y-X process). This kind of complex 
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interaction of learning processes will challenge knowledge management processes in 

organizations of digital networks. If want to create positive learning loops in modern 

organizations, we must start to analyze these four learning processes.  

 

 

Fig. 5. Four key learning processes in the ubiquitous society [23]. 

5. Integrative elements of new knowledge management in the 

Industry 4.0 era 

5.1 Industry 4.0 era and management challenges 

As presented above there are many needs for system integration between physical sys-

tems and non-physical digitalized systems. In the field of organizational management 

there are own management systems of (1) Leadership [24], (2) Human Resource Man-

agements [25], and (3) Digital data, web-engineering and information management sys-

tems (especially pervasive Internet of Things, see [26]). To see viable Industry 4.0 sys-

tems, Internet of Things and also Internet of Services and Internet of Data must be 

linked to leadership and HRM functions.  

 System integration is needed, because Internet of Things embodies a vision of merg-

ing heterogeneous objects to establish seamless interaction among physical and virtual 

entities (see e.g. [26]. Seamless interaction is not possible without system integration. 

If we want be successful in new era of system integration in Industry 4.0 systems, we 

must somehow integrate these three critical systems, which combine human resources, 

leaders and digital infrastructures and platforms. 

In Fig. 6 we have visualized obvious system integration challenge between these 

three elements of knowledge management in Industry 4.0 era. If we want to analyze 

relevant synergies between physical and digitalized systems (key technologies of In-

dustry 4.0) we must create more integrative systems between leadership function, HRM 

systems and Information, Data and Web-engineering systems and focus our synergy 

analyses on these critical Man-Machine interactions.  
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Fig. 6. System integration challenges of Industry 4.0 era. 

In the era of Industry 4.0 there are more or less challenging system integration chal-

lenges. As we have noted before, Man-machine integration and learning process inte-

gration require special attention in organizations.  

6. Conclusions 

In the era of Industry 4.0 and Internet of Things, IoT devices and solutions are capa-

ble of sensing, processing, communicating and storing the data acquired from physical 

world. New way of thinking is Digital Twin Approach, which is based on the physical-

to-digital-to-physical (PDP) process. This approach is already a business imperative in 

the manufacturing industry sector, but in the future the approach can be highly powerful 

beyond manufacturing as well. System integration enables Industrial Internet of Things, 

Industry 4.0 platforms.  

In this article we have discussed key needs of system integration and concludes that 

system integrations must be based on (1) the understanding on Human-Machines inter-

actions, (2) on the understanding of learning processes in organizations and finally (3) 

on the understanding of leadership, Human Resource Management Systems and (3) 

Information and Data Management Systems and Web-engineering.  

If we want to understand critical synergies of leadership functions, HRM and data 

and information flows, we must focus on critical interactions in the whole knowledge 

management system. Knowledge management in Industry 1.0, Industry 2.0 and Indus-

try 3.0 was different compared to Industry 4.0. Many challenges are linked to system 

integration questions of learning and knowing human beings. Key system integration 

will be needed in the systems of leadership, HRM and digital systems, when we discuss 

about knowledge management in organizations. 
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