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Abstract—The development of cloud computing has facilitate
the organizations with its services. This makes the security and
privacy of the cloud even more significant. Diversification and
obfuscation approaches are of the most promising proactive
techniques that protect computers from harmful malware, by
preventing them to take advantage of the security vulnerabilities.
There is a large body of research on the use of diversification
and obfuscation techniques for improving the security in various
domains, including cloud computing. Cloud computing provides
an excellent setting for applying diversification/obfuscation, as
the computing platforms (virtual machines) are implemented in
software.

The main objective of this study is to determine in what ways
obfuscation and diversification techniques are used to enhance
the security and privacy of the cloud computing, and discover the
potential avenues for the further research. To achieve this goal, we
systematically review and report the papers that discuss/propose
a technique to enhance the security and privacy of the cloud,
using diversification and obfuscation techniques. As the result of
the search we collected 43 papers published on the topic. In this
report we present the process of data collection, analysis of the
results, and classification of the related studies. The classification
is done based on how the diversification/obfuscation techniques
are used to enhance the security in cloud computing environment.
The presented study gives a clear view of the state of the art of
the existing works in the field, and sheds light on the areas
remained intact which could be avenues for further research.
The existing works cover surprisingly a small set of the wealth
of opportunities for diversification/obfuscation.

Index Terms—cloud computing, security, privacy, obfuscation,
diversification, systematic literature review

I. INTRODUCTION

With the changes in the business models, new technologies

have been adopted such as cloud computing. Furthermore,

companies and organizations, these days, are dealing with

more users and information. This makes the organizations

more exposed to security risks. Enterprise security encom-

passes different aspects including: information security, busi-

ness security, physical security, and operational risk manage-

ment. In this paper, we focus on securing the information and

data which is a crucial need for the organizations that lay their

services over cloud environments.

Cloud computing is a model that enables the service

providers to share services and computing resources to the

users [1]. The services are offered based on three different

models: Infrastructure as a service (IaaS), Platform as a

service (PaaS), and Software as a service (SaaS). In IaaS,

the service providers offer the services, including storage,

processing, computing resources, and virtual machines. In

PaaS, the cloud service providers offer computing platforms,

e.g., operating system. In SaaS, the cloud service provider

offers the applications that run on cloud and the clients access

these applications through the client interface, e.g., the web

browser. The development of cloud services on one hand has

augmented the business, technology and government; on the

other hand, has questioned security and privacy. Therefore,

there is a significant exigency for the security: a) for protecting

the cloud from the external intruder that imperils the cloud

infrastructure, and b) protecting from the malicious/untrusted

cloud (the data can be misused by the cloud without the

user’s consent). For these purposes, obfuscation/diversification

techniques are helpful.

Code Obfuscation [2] is transforming the code to a se-

mantically identical form. The idea is to make the code

more difficult to comprehend by an adversary (even if the

attacker has the source code in hand). For instance, in [3], [4],

obfuscation is used to make the disassembly of the machine

code and the reverse engineering harder.

Malware is malicious software that manipulates the user’s

computer towards the attacker’s desire [5]. To achieve this

goal, malware uses knowledge about how to access the com-

puter’s resources. Thus, by making this knowledge secret we

can make the malware ineffective. Interface Diversification
[6] is a promising technique for this purpose. The idea is to

generate unique secret software interfaces for known reference

interfaces, in a way that they appear differently, but function

the same. Diversification always involves propagation of cre-

ated secret interface instances to legal parties. Consequently,

for the malware, the idea is not to remove the security holes

but to prevent the malware to work, as it no longer knows

the secret service interfaces of the system. Diversification has

been applied previously on various interfaces including, OS

kernel and system calls, libraries, functions, protocols, and on

hardware platforms at machine language level. System call

diversification [7] is an effective way of protecting OS from

the intrusions. To protect the OS from buffer overflow attack,

Chew and Song propose the randomization of the entry point

and also the system call mapping in the kernel [8].

These two potential techniques can be used in cloud com-

puting environment to overcome the possible security threats
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TABLE I
SEARCH RESULTS.

Database Number of
search results

Search Strings

IEEEXplore Digital
Library

21 In Title: ”Document Title”: cloud AND (”Document Title”: obfuscation OR ”Document Title”: diversification)
In Abstract: ”Abstract”: cloud AND (”Abstract”: obfuscation OR ”Abstract”: diversification)

ACM Digital Li-
brary

11 In Title: (Title: cloud) and (Title: obfuscation or Title: diversification)
In Abstract: (Abstract: cloud) and (Abstract: obfuscation, or Abstract: diversification)

Wiley Online Li-
brary

2 In Title: (cloud) AND (obfuscation OR diversification)
In Abstract: (cloud) AND (obfuscation OR diversification)
In keywords: (cloud) AND (obfuscation OR diversification)

SienceDirect 12 In Title, Abstract, and Keywords:
TITLE-ABSTR-KEY(cloud) and TITLE-ABSTR-KEY(obfuscation)
TITLE-ABSTR-KEY(cloud) and TITLE-ABSTR-KEY(diversification)

SpringerLink 417 In Full-text: search for the exact phrase: cloud obfuscation
Total number: 473

[9]. For instance, to prevent the data breach, to sufficiently

secure the Application Program Interfaces (API), and to secure

the shared infrastructures and applications.

The remainder of this paper is structured as follows: Section

2 discusses the method used for data collection. Section 3

includes the results and analysis of the results. Discussion

comes in Section 4. Section 5 explains the limitations of the

study and presents the conclusion.

II. SURVEY METHODOLOGY

In this study we collected the data using the method

suggested by Kitchenham [10], which presents guidelines

for conducting a Systematic Literature Review (SLR) in the

software engineering domain. In the first phase we conducted

an initial electronic search in five large databases in the field

(the search was done on March 5th, 2015). Table 1 presents

the search strings we used, and the number of hits we got in

each database. After removing the duplicates the number of the

papers dropped to 463. In the second phase, based on the title

and abstract of the papers, we omitted the papers from the list

which were irrelevant to our inclusion criteria. The inclusion

criteria in this study are as follows: a) the articles written

in English language, b) the articles that are in the context of

cloud computing, c) the articles that discuss/propose a solution

using obfuscation and/or diversification techniques, and d) the

articles that aim at enhancing the security and privacy in the

domain of cloud computing. After this phase we had 43 unique

papers. In the final phase, the selected papers were reviewed,

and data extracted from them. According to the extracted data,

we classified the papers based on how they were discussing

obfuscation/diversification techniques to improve the security

and privacy of the cloud.

III. RESULTS AND ANALYSIS

Table 2 lists the selected papers that discuss the concept

of ”obfuscation” and ”diversification” in the domain of secu-

rity and privacy in cloud computing environment. Figure 1

depicts the classification of the selected papers based on: how

the papers study/discuss the obfuscation and diversification

techniques to enhance the security and/or protect the privacy

in cloud computing environment. In the figure, the numbers

between the parentheses shows the frequency of each category,

i.e., the number of papers discussing the term. Literally, the

techniques, obfuscation and diversification, were used in nine

various ways with the aim of protecting the security and

privacy, including: 1) noise obfuscation, 2) client-side data

obfuscation middleware, 3) general data obfuscation, 4) source

code obfuscation, 5) location obfuscation, 6) file split and

stored on different clouds, 7) obfuscation through encryption,

8) diversification, and 9) cloud security through securing the

browser. In the following we explain the presented terms in

detail.

Fig. 1. Classification of the published papers on security and privacy through
obfuscation and diversification, and frequency of each category.

1) Noise obfuscation: In this type of approach the aim is

to confuse the malicious service provider by injecting

noise requests into the customer’s requests. The idea in

this strategy is to make the occurrence probability of

the noise and the real requests the same, so that they

will not be distinguishable. In this way, it is difficult for

the service provider to distinguish the original requests

[11]–[18].
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TABLE II: List of the selected papers. Based on how the papers use

the obfuscation/diversification, they fall into nine different categories.

No. Description of how the paper uses the ”obfuscation” and ”diversification” to provide security in cloud environment.
Category 1: Noise Obfuscation

1 Noise obfuscation confuses the cloud by injecting noise requests in customer’s requests and making it difficult to distinguish

the original requests. The paper considers the privacy-leakage-tolerance in the process of noise obfuscation. [11]

2 For protecting the privacy in the data statistics and mining domain, this paper proposes obfuscation and noise generation

techniques. In this obfuscation approach, the data is obfuscated without changing the characteristics. [12]

3 In order to preserve the privacy of the user and protect the data from the malicious cloud, Time-series Pattern Strategy

Noise Generation (TPNGS) is proposed to make the client’s real requests vague. The idea is to generate a pattern out of

the previous requests and forecast the occurrence probability of the future ones. [19]

4 The noise obfuscation technique is proposed to deal with the privacy concerns about the customer’s data. In this work,

the occurrence probability fluctuation is taken into account. [13]

5 With a view to privacy protection, the paper considers the noise injection as a way to confuse the malicious cloud. [14]

6 The paper focuses on the obfuscation through noise generation to confuse the cloud to distinguish the real requests of

the user. The proposed strategy attempts to make the occurrence probability of the noise and the real requests the same,

so that they will not be distinguishable. [15]

7 In order to protect the privacy of the information sent from the user to the cloud, this paper proposes enabling oblivious

transfer, homomorphic encryption, and query obfuscation schemes in the proxy. Query obfuscation refers to generating

noisy or fake queries randomly to confuse the cloud provider. [16]

8 The privacy of the personal information of the user is protected via noise generation. The idea is to conceal the occurrence

probabilities of the service requests. [17]

9 Noise generation into the real requests of user is discussed as a way to protect the privacy. [18]

Category 2: Client-side data obfuscation middleware
10 Confidentiality of the data is achieved by encrypting or obfuscating the data (depending on the type of data) on the client

side, before sending the data to the cloud. Encryption is applied on the alphabetics and tries to make the text unreadable;

while the obfuscation is applied on the numerical types of data. [20]

11 The personal data of the user is encrypted and then sent to the cloud. Thus, all the processing is done on the encrypted

data. In the end the result is sent back and de-obfuscated on the client side, and the user receives the plain result. [21]

12 They propose a way to ensure that the user’s data is protected from the service provider, while the data is stored or being

processed. For that purpose, they are using information hiding, data obfuscation, and separating the infrastructure service

provider from the SW service provider in the cloud. In this approach the Data Obfuscator is a middle-ware provided by a

user. It obfuscates the sensitive data using a secret key chosen by the user. The data is being processed in the obfuscated

format on the cloud. Then the processed data is de-obfuscated on the user side by the Data De-obfuscator, so that the

user can see the plain data. [22]

13 The paper presents a privacy manager for protecting the personal and confidential data. The data is obfuscated using a

key selected by the privacy manager before being sent to the cloud, and the processed data is de-obfuscated on the user’s

side using the same key. It is called obfuscation rather than encryption because some of the original data is still present

in the obfuscated version. the paper also presents an algebraic representation of the obfuscation. [23]

14 The paper presents a mathematical formulation of the obfuscation. Also introduces a privacy manager that relies on

obfuscation and de-obfuscation technique. [24]

15 In the proposed privacy manager approach, obfuscation and de-obfuscation are used on the client side to control the

amount of sensitive information sent to the cloud. The data is obfuscated before being sent to the cloud using a key

chosen by the user. The key is kept secret from the service provider, i.e., the data is not de-obfuscated on the cloud. [25]

16 To protect the user’s sensitive data from the service provider, the paper proposes to use obfuscation of the data on the

client side before transmitting it to the cloud. The outcome of the processed data by the cloud is sent back to the user,

and de-obfuscated there using the user’s secret key. [26]

17 This paper proposes the privacy manager software that works on the client side. This software obfuscates some of the

sensitive data of the user before sending to the cloud, according to the preferences of the user. [27]

Category 3: General data obfuscation
18 The approach is called systematic obfuscation and tries to protect the personal data. The following obfuscations are

proposed to be applied to the data-types: a) Transformation: replacing the information in a different format, b) aggregation,

c) sub-setting: selecting a certain part of the data, and d) culling: omitting a certain part of the trace data. [28]

Continued on next page
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TABLE II – continued from previous page
No. Description of how the paper uses the ”obfuscation” and ”diversification” to provide security in cloud environment.
19 The paper presents a solution to protect the data privacy by securing the data stored in the cloud databases. The solution

presented in this paper is the obfuscated access pattern leakage. [29]

20 Data obfuscation in this paper is introduces as a way of hiding the real identity of the user, to protect the privacy. After

the identity is obfuscated, it can only be deciphered by the user himself. [30]

21 Data obfuscation is the technique suggested as a way to protect the data privacy is SaaS. [31]

22 In CNF (Conjunctive Normal Form) formula there exist some confidential information, e.g., circuit structure that should

be protected from the unauthorized access. To this end an algorithm is proposed based on the obfuscation technique. [32]

23 User’s behavior usually follow a pattern, which can be captured, analyzed and used for predicting the future behavior.

This raises security and privacy issues. This paper proposes obfuscating this behavioral patterns of the users. [33]

24 Image obfuscation is one of the techniques proposed in this paper to hide an image (either by hiding the colors or position

of the pixels). It integrates the compression with the secret sharing and generates n number of shadow images. [34]

Category 4: Source code obfuscation
25 By development of cloud computing, new web services are being used more and more. JavaScript is a common language

used in these services. In this paper an obfuscation technique is proposed for protecting the JavaScript code. [35]

26 The framework presented in this paper is based on evolutionary heuristics and is designed transform the C program’s

source code into an unintelligible form, to make it harder to reverse engineer. [36]

27 This paper surveys the obfuscation methods to make the software harder to reverse engineer. [37]

28 This work adds additional source code transformations to the JSHADOF framework. JSHADOF is a source to source

transformation framework to obfuscate the JavaScript code in the web services of Cloud Computing environment. [38]

29 The paper proposes a threat-base obfuscation technique, using control-flow obfuscation and dummy code insertion. [39]

Category 5: Location obfuscation
30 The paper discusses the identity privacy, content privacy and, location privacy to protect the private information of the

user from being disclosed. Location obfuscation is the technique used to hide the location information of the user. [40]

31 The Location Services (LS) provide their services by accessing the user’s location, which raises some privacy issues. This

paper proposes the location obfuscation to imprecise the precise location of the user. [41]

32 In order to preserve the privacy of the user, this paper proposes the location obfuscation as a technique to hide the real

location of the user and confuse the server. [42]

Category 6: File split and stored on different clouds
33 The files are divided and stored on multiple cloud providers. This is considered as a way of data obfuscation because

each of the service providers has a partial view of the whole file. [43]

34 In this work data obfuscation refers to splitting and storing the data on geographically separated data stores. [44]

35 In order to preserve the confidentiality of the data, they propose an obfuscation technique, in which the idea is to spread

the data into various cloud providers. [45]

Category 7: Obfuscation through encryption
36 Cryptography is discussed as the most common approach to achieve obfuscation. It can be done via secret sharing. [46]

37 Obfuscation in this paper is achieved through homomorphic encryption. [47]

38 The paper proposes the point function obfuscation which is based on one way hash function. [48]

Category 8: Diversification
39 The paper proposes diversifying the cloud execution environment. The idea behind the moving target defense is to randomly

and continuously alter the execution environment and configurations, to make it difficult for the attacker to discover the

execution environment and its vulnerabilities. [49]

40 In this approach the execution environment and the type of platforms used to run them are continuously changing, so that

by the time the attacker discovers the vulnerabilities of the execution environment, it has already altered. Additionally, to

tolerate the possible attacks, they introduce hardware redundancy. [50]

41 The paper proposes the design diversity in the cloud. It studies the diversification of the configurations of virtual replicas

to enhance the resiliency of the service in the presence of attacks. [51]

Category 9: Cloud security through securing the browser
42 In this paper a web-browser plug-in is proposed to provide better security and privacy for the data on the cloud through

double authentication and hybrid obfuscation techniques. The idea is to keep the data and the keys into different clouds

with no direct relation between them. [52]

43 Obfuscation in this work is used to increase the session’s life time. [53]
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2) Client-side data obfuscation middleware: This method

ensures that the user’s data is protected from the service

provider, while stored or being processed. In this regard,

a privacy manager is designed as a middleware to

obfuscate the sensitive data using a secret key chosen by

the user. The data is sent to the cloud in the obfuscated

format. Since the key is always kept secret on the client’s

side, the data is never de-obfuscated on the cloud. The

result of the processed data is sent back to the user, and

is de-obfuscated on the user side using the secret key,

so that the user can see the plain data [20]–[27].

3) General data obfuscation: Obfuscation in this category

is used to make the data hard to read, for instance,

obfuscating the user’s identity, the data stored on the

cloud’s database, and the behavioral pattern of the user

(Related to the category 2) [28]–[34].

4) Source code obfuscation: In order to protect the cloud’s

software from the reverse engineering, source code

obfuscation makes the code for the attacker harder to

understand [35]–[39], [53].

5) Location obfuscation: Some services are provided

based on the location information of the users; however,

revealing this information raises privacy concerns. Ob-

fuscation could be used as a technique to make the exact

location of the user imprecise (Related to the category

3) [40]–[42].

6) File split and stored on different clouds: In this ob-

fuscation strategy the data/files are divided into different

parts and spread over different cloud providers. This

approach is beneficial to assure the availability and the

security of the data [43]–[45]

7) Obfuscation through encryption: Obfuscation could

be achieved using cryptographic techniques, e.g., homo-

morphic encryption and one way hash function (Related

to the category 2, 3) [46]–[48].

8) Diversification: Diversifying the cloud’s execution envi-

ronment continuously, shortens the chance and the time

for the attacker to discover the execution environment

and its vulnerabilities. Before the attacker acquires the

knowledge about the execution environment it has al-

ready changed to a new one [49]–[51].

9) Cloud security through securing the browser: A plug-

in on the web browser of the user can address the

security and privacy of the data, through obfuscation

and hybrid authentication [52], [53].

From the presented categories, the first seven categories at-

tempt to provide protection from the (malicious) cloud, while

the last two categories attempt to provide protection for the

cloud from the possible threats.

IV. DISCUSSION

Due to the fact that the techniques, obfuscation and diver-

sification, are regarded as successful techniques in impeding

the malware from making harm in many different domains, we

were motivated to answer the question, ”how these techniques

could be used to boost the security in cloud computing

environment”. For this purpose, we conducted an SLR to

study the existing works, find the gaps, and in the end to

identify the the topics missed, which could be an agenda

for the further research. As the result of our search we

realized that there are fairly decent number of works (43

papers) studying the use of obfuscation and diversification

techniques in cloud computing, aiming at enhancing the se-

curity and protecting the privacy. The papers were pursuing

this purpose through different manners. Thus, we classified

them into 9 various categories according to how they were

using the aforementioned techniques to reach this goal. The

presented categories are: noise obfuscation, obfuscation and

de-obfuscation method, data obfuscation, location obfuscation,

source code obfuscation, file split and stored on different cloud

providers, obfuscation through encryption, diversification, and

securing the browser.

Figure 2 presents the distribution of the selected papers

published yearly from 2009 to 2015, in conferences and

journals. The growing trend in the publishing rate shows the

growing interest on using obfuscation/diversification in cloud

computing for the security means.
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Fig. 2. Number of papers published yearly on the topic of security and privacy
through obfuscation/diversification

While literature studies contribute to the field by reviewing

and listing existing research, the aim is also to underline

existing research gaps for further work. By surveying the

selected papers and analyzing the collected data, we reached

to several results:

• In most of the studied works, the cloud service provider is

an untrusted party who may maliciously deduce the users’

data without their consent. Therefore, in these works,

obfuscation and diversification techniques are being used

to protect the data ”from the cloud”, so as to preserve the

privacy of the users.

• In the majority of the papers, the main objective of using

obfuscation and diversification techniques was to preserve

the privacy of the users through protecting the data.

• Most of the proposed approaches present their security

measure at the client side rather than the server side, e.g,

by obfuscating the data before sending to the cloud, and
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protecting the web-browser of the user using obfuscation

techniques.

• The papers were mostly interested in using the obfusca-

tion method, and only a small number of the papers were

discussing diversification in cloud security.

The above results lead us to suggest the following avenues

for further research:

1) Using diversification as a security measure: a lot of

work has proposed the use of obfuscation in the cloud

environment; the use of diversification techniques should

be stressed more to enhance the security in cloud com-

puting (e.g., diversifying the machine language level of

a virtual machine).

2) Protecting the cloud from intruders: researchers have

deeply studied how to secure the data ”from” the un-

trusted cloud; nevertheless, there is a lack of approaches

that use obfuscation and diversification to protect the

cloud itself from the external or internal malicious

parties.

3) Server-side approaches to protect the cloud: most of

the existing research works rely on the client side

approaches. There still is a need to stress more on server

side approaches for protecting the cloud.

V. LIMITATIONS AND CONCLUSION

We have conducted a review using a revised protocol

(manual search was not included) to study the work related

to the obfuscation/diversification techniques used for cloud

security; however, there were some issues limiting the result of

our study. First, we selected the set of search strings manually.

Thus, there is a concern that not all the materials in the field

are captured. Second, the inclusion or exclusion phases might

be biased based on the re-searcher’s knowledge. Third, in some

cases the search flow was dictated by limitations of some of

the databases. For instance, in SpringerLink database we had

to limit our search to (Cloud AND Obfuscation), and skip the

(Cloud AND Diversification); since the later one brought up

over 2000 false positive results.

In this study, we pointed out the significance of having

measurements to boost the security and privacy in cloud

computing. More specifically, we focused our research on the

two techniques, obfuscation and diversification. By collecting,

analyzing and classifying the existing research on this domain,

we concluded that: a) privacy protection is the main target of

the proposed approaches, b) in most of these studies cloud

service provider is assumed as ”untrusted” and the data should

be protected from the cloud, c) most studies were interested to

base their approaches on the client side, rather than the server

side, and d) there were small number of studies focusing on

interface diversification techniques, and the majority of the

studies were interested in obfuscation.

The classification of the papers presented in our study

clearly illustrated that some areas have gained more attention,

while other areas still are potential for further research. This

study sheds more light on the areas that remained intact, which

gives an agenda for the further research. More studies can

focus on the use of diversification technique to provide better

security in cloud computing environment. Security should be

taken into account not only for providing protection from the
cloud, but also for the cloud itself.
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