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Abstract—The purpose of this study was to identify the
factors that affect the security behavior of Kenyan University
Students. Using Protection Motivation Theory (PMT) and
Theory and Planned Behavior (TPB) as the theoretical base,
data was collected from 125 Kenyan university students through
an online survey. Data Analysis was carried out using structural
equational modeling (SEM) in SmartPLS 3.2. The analysis
showed that among PMT constructs, only self-efficacy played a
significant role towards intention to take security measures,
whereas, the attitude was the only construct TPB which had a
meaningful relation with behavioral intention. Lastly, out of
three constructs depicting social influence, only social support
had a significant relationship with the behavioral intention.
Constructs such as perceived vulnerability, perceived severity,
response cost, response efficacy, subjective and descriptive
norms did not show a significant relationship with the security
intention of the students. (Abstract)

Keywords—Security behavior, protection motivation theory,
theory of planned behavior, threat appraisal, coping appraisal,
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I. INTRODUCTION

As technological advances continue to be witnessed across
the globe, so are the information technology (IT) related
security threats. Such a rise is also propagated by the increase
in the number of contexts in which IT is used. The
contemporary educational environment continues to witness
increased utilization of I1T-related resources [1]-[3]. Further,
it is worth noting that, today, a significant number of students
are digital natives who use various electronic devices as part
of their everyday life. Students’ insecure security behaviors
pose threats to information systems (IS) security. The IS
security behaviors are not only diverse but also complex so
that so it has become challenging to have a single common
framework to address them [4], [5]. In the case of students,
this could, among others, be attributed to the fact that the
environment in which students’ behaviors are exercised vary
considerably [6]. Students’ security behavior should be an
essential research topic to IS security community. However,
existing literature in security behavior has largely focused on
the organizational contexts, ignoring educational environment
[71-[9]. Even more so, studies in security behavior within
educational settings in developing countries is very scanty.

This paper is guided and motivated by the following
argument: That there is a growing use of IT by a large
population of students within universities in developing
countries like Kenya. That such widespread use of IT exposes
the students and their institutions even more to technology-
related threats and abuses. That while studies on security
behaviors of students have been carried out in universities in
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more developed countries [10], we know less about this
subject in developing countries such as Kenya. That, the
understanding of students’ security behavior within Kenyan
universities may prove useful in designing instructional
initiatives and frameworks aimed at addressing security
behavior for a more secure academic environment in
developing countries, particularly Kenya.

In this study, we examined the factors that affect the
security behavior of students in one of the universities in
Kenya. In this regard, through a review of literature, an
integrated model using the Protection Motivation Theory
(PMT) and Theory of Planned Behavior (TPB) is proposed.
Additionally, two constructs are added to the model for a
thorough elicitation of social influence on security intention.
Data was collected from 125 Kenyan university students using
an online survey. The model was tested using SEM in
SmartPLS 3.2.8 environment.

The rest of the paper is structured as follow: In section II,
we present the theoretical background underpinning this
study. Section Ill describes the hypotheses of the study.
Research model measures and methods, and data analysis
process are in Section 1V. Section V describe the results,
followed by discussion in section VI. The conclusion is given
in Section VII.

Il. THEORETICAL BACKGROUND

A. Information Security in Africa

Over the recent years, Africa has witnessed an
unprecedented rise in adoption and use of technology [11].
Within the academic environment, the adoption and use of
technology have increased. IT has remained the preferred
choice as a tool for enhancing learning and teaching [1]-[3].
In Kenya, for instance, academic institutions continue to use
IT to use blended learning as a tool to improve students’
learning. To this end, the need for virtual learning
environment continues to be at the centre-stage of strategic
directions of academic institutions [12].

According to Africa’s Cybersecurity Report released in
April 2018 [13], the continent continues to witness a rise in
the number and nature of cyber-attacks. Many countries in
Africa, such as Kenya, are increasingly facing information
security related threats and challenges. The estimated cost of
cybercrime in Africa was 3.5 billion in 2017. On the other
hand, the Kenya Cyber Security Report of 2018 [14], paints a
picture of a country ill-prepared to tackle the growing
cybersecurity challenges. The report also acknowledges the
increasing use of IT within the academic environment and the



need to have policies and frameworks to deal with
cybersecurity threats that are on the rise.

Although there is extensive literature on information
security, there have been limited studies focusing on users’
security behavior in developing countries and especially in
Africa. In particular, studies on security behavior in Africa
have failed to focus directly on the student population within
the academic environment. In this study, we attempt to fill this
gap by looking at factors affecting the security behavior of
students in one of the educational institutions of higher
learning in Kenya. We do this by employing the Protection
Motivation Theory and Theory of Planned Behavior.

B. Protection Motivation Theory

Protection Motivation Theory (PMT) was proposed in
1974. The theory provides a theoretical framework that
attempts to understand how protective behaviors are initiated
[15]. This theory has been widely used to understand
information security behaviors of users in different contexts
when presented with several threats [16]-[18]. According to
PMT theory, threat and coping appraisal motivate protective
behavior. Threat appraisals are defined by the user’s perceived
vulnerability and severity of threats. The earlier depicts degree
to which a user believes that s/he could be a victim of a threat,
whereas, the latter describes the degree to which a user thinks
that a threat will generate negative consequence for him/her.
Self-efficacy, response efficacy, and response costs linked
with safe or adaptive behaviors inform coping appraisals.
Coping self-efficacy is premised on the understanding that
users can positively perform protective behaviors. Response
efficacy is the confidence or trust in the capability of the
protections. The costs of employing security protections are
considered as response costs. The coping appraisals and threat
appraisals inform users' behavioral intent to adopt protections.

C. Theory of Planned Behavior

The Theory of Planned Behavior (TPB) suggests that, the
intention is the driving force for a behavior, whereas, the
intention is affected by three motivational factors: Attitude,
subjective norms and perceived behavioral control [41].
Attitude is one’s general feeling towards behavior and is also
attributed as personal motivation [8]. TPB suggests that social
and peer influence plays a significant role in planning
behavior. In TPB, social influence is depicted by subjective
norms, which is one’s perception of what significant others
desire from him/her to perform a specific behavior. Perceived
behavioral control is similar to self-efficacy [42] and defined
in the same way as in PMT (see the previous section).

D. Social Influence

Although the role of social influence in technology
adoption is complex and is dependent on several influencing
factors [43], it has been found that individual’s behavior is
influenced by the norms of the environment where they live
[45]. One such construct to depict influence of the
environmental norms is the subjective norm, which is part of
TPB. However, the construct of subjective norm covers the
ought (subjective) meaning of social norms, whereas, there is
a long-standing debate on whether social influence includes
one or both, the is (descriptive) and the ought (subjective)
meanings of social influence [46]. Rivis and Sheeran [47]
found that descriptive norms, referred to as one’s perceptions
about what most other people do, predict behavioral intention
beyond social norms. In a recent study, the social norms is

operationalized as the support one receives from the
significant others to enact a behavior [8].

I1l. HYPOTHESES DEVELOPMENT

PMT model has previously been used to study the security
intention and security behavior of users in both organizational
and home-users’ contexts. The threat appraisal has been found
to predict behavioral intention in some studies, whereas no
such prediction power has been found in others. Perceived
vulnerability and perceived severity are a significant
influencer of security intention in organizational [19]-[23] as
well as in the home users context [24]-[27]. However, in
certain cases, both constructs mentioned above depicting
threat appraisal have been found to have either no effect [17],
[28]-[30] or even negative effect [17], [31]. Studies among
university students in developed countries like Australia and
Korea showed that perceived severity positively affect
behavioral intention to take protective actions. However, the
same is not true for perceived vulnerability [32], [33]. Given
the mixed findings and keeping in mind the PMT model, the
following hypotheses are proposed in the Kenyan case, to
examine the relationship of perceived vulnerability and
severity with the security intention of Kenyan students:

Hi: Perceived vulnerability will positively affect the
security intention of Kenyan students

Ha: Perceived severity will positively affect the security
intention of Kenyan students

Coping appraisal in PMT is depicted by response cost and
response efficacy. Response cost is not just the financial cost
but includes other resources such as time, effort and
inconvenience that a user invests for a security behavior.
Considering that perceived cost is context dependent
construct, its influence on behavioral intention may vary
across different contexts. For example, in the home users
context, the perceived cost has been found to affect security
intention negatively[24], [27], [28], [34]. However, no
significant relationship was found between the same
constructs in studies conducted in organizational context [19],
[35]. Like home users, the studies conducted on students’
security behavior suggest a significant negative relationship
between response cost and behavioral intention. To ascertain
if response cost has a significant role to play in Kenyan
students’ behavioral intention, we propose the following
hypothesis:

Hs: Response cost will negatively affect security intention
of Kenyan students

In the existing studies, the significant influence of self-
efficacy and response efficacy with security intention has been
reported in both organizational [19], [20], [23], [36], [37] and
home-users contexts [28], [30], [35], [36], [38], [39]. In a
recent study [27], a significant positive influence of self-
efficacy on security intention in the context of home
computers and mobile devices was found. However, no
significant relationship of response-efficacy with security
intention was found in the same study [27]. In other studies,
an insignificant relationship between self-efficacy and
security intention has also been reported [17], [40]. With this
background, the following hypotheses are proposed to
examine the relationship of response efficacy and self-efficacy
with the behavioral intention of Kenyan students:



Ha: Response efficacy will positively affect the security
intention of Kenyan students

Hs: Self-efficacy will positively affect the security intention
of Kenyan students

The role of behavioral control (also known as self-
efficacy) is like self-efficacy in PMT model, and the
corresponding hypothesis has been discussed above.

The relationship between attitude and behavioral intention
has been studied in several studies in information systems
literature [43]. Most of the studies focus on attitude-behavioral
intention relationship and are conducted in organizational
context. There are several studies that shows a positive
association of attitude towards security, and behavioral
intention (For example, [19], [20], [44] ). Similar findings
have been reported in home-users context as well; that attitude
is a significant predictor of precautionary behavioral intention
[39]. Following hypothesis is proposed for studying the
relationship of security attitude and security intention of
Kenyan students:

Hs: Security Attitude will have a positive effect on the
security intention of Kenyan students

The third construct of TPB is subjective norms. Ifinedo
[19] while studying employee compliance towards security
policy, found that social influence plays a vital role in creating
an environment where employees follow security policies.
Subjective norms are used to study social influence in the
study mentioned above. In another study [48], both subjective
and descriptive norms were used to study the social influence
on performing security-related measures on home computers
and with regards to internet use. The result from this study
showed that subjective norm was influential in implementing
security measures on home computers, but the same was not
right for intention to take steps for online security. The reverse
was true for descriptive norms. In the home user’s context,
there are mixed findings. For example, one study shows that
descriptive norms significantly influence security intention
but subjective norms have not a significant relationship with
security intention [27]. Another indicates that subjective
norms significantly predict security intention among home
users[30]. In studies related to students, subjective norms were
not found to play a significant role either [33]. A recent
research [8] shows social support does not significantly relate
to actual security behavior, however, no study has been carried
out to examine the relationship of social support and security
intention. Following hypotheses are suggested to discussed
the role of social influence on security intention of Kenyan
students:

Hq7: Subjective norms will positively affect the security
intention of Kenyan students

Hs: Descriptive norms will positively affect the security
intention of Kenyan students

Ho: Social support will positively affect the security
intention of Kenyan students

A. Security Intention and Actual Behavior

Most of the previous security research, where PMT and
TPB have been used, is based on the intention-based model.
While there is debate if security intention transforms to actual
security behavior, there is evidence that behavior does follow
the intention [49]. Even PMT and TPB have the same premise.
In an organizational context, a study showed that the intention

has a stronger influence on actual behavior to comply with
policies [21]. Similar findings have been reported in home-
users settings as well [24], [27], [50]. To examine if security
intention does predict security behavior among the Kenyan
students, we proposed the following hypothesis:

Hao: Security intention will positively affect the security
behavior of Kenyan students

IV. RESEARCH METHODOLOGY

A. Research Model

Based on the discussion in section 111, the research model
for the study is presented in Figure 1. The proposed model is
a combination of PMT, TPB theory, and additional constructs
for social influence. Between PMT and TPB, there are is one
common construct, self-efficacy. Whereas, social influence is
depicted by the descriptive norms and social support, in
addition to subjective norm, a construct of TPB. The
dependent variable is the security behavior.

B. Questionnaire and Procedure

Data was collected using an online survey designed in
English using an online tool called Webropol. The
questionnaire started with an introductory page, followed by
seeking the explicit consent of the participants. Items related
to different constructs shown in Figure 1 were presented to
participants on separate pages/sections in the following order:
threat appraisal, coping appraisal, social influence including
subjective norm, descriptive norm and social support, attitude
and behavioral intention, security behavior, and lastly items
related to demographic information. Items on each page were
presented randomly to the participants. Also, two attention
check items were added to check due diligence of the
participants. The participants for the study were recruited from
a private university in Kenya and data collection was carried
out in June-July 2018. In this way, a total of 123 responses
were collected, of which none failed the attention check
criteria.

H10
Security
Behavior

Fig. 1. Research Model consisting of PMT, TPB, and social influence
construct

Descriptive
Norms
H
Social
Support

Social Influence

C. Measures

Altogether, there were 11 constructs, nine independent,
one intermediate and one dependent. All the constructs, except
security behavior, were measured using 7-point Likert scale



items (1=strongly disagree to 7=strongly agree). Security
behavior was measured on a 5-point scale (1 =never, 2=rarely,
3=sometimes, 4=often, 5=always). All the theory related
construct except for security behavior were reflective. Items
in reflective constructs show a common cause where cause
flows from constructs to items, whereas, formative constructs
are a composite measure summarizing a common variation
through a set of items. The causal relationship in the formative
construct flows from items to the construct (for further
differences refer to [51]). According to Chin [51], in the
formative construct, the removal of a single item can affect the
construct negatively. Considering the guidelines provided by
[52], and that users have to take more than one measures to
avoid a threat or minimize risks, we decided to use our
dependent variable, security behavior as a formative construct.
Farooq et al. also used a formative measure for security
behavior for testing the information-motivation-behavioral
skills model [8].

Table | describes the initial number of items used to
measure a construct, sample item, along with sources from
where the items were adapted. The full questionnaire is
available on request from the corresponding author.

TABLE I. CONSTRUCTS DETAIL WITH SOURCES
Construct Sample Item Source(s)

Perceived | could be subject to a serious [19], [21],

Vulnerability (6) information security threat. [27], [28]

Perceived Severity An information security breach on [19], [21],
my system/accounts would be a

®) serious problem for me [22], [27]
Implementing security measures [22], [28],

Response Cost (5) would be time-consuming. [53]

Response Efficacy | Enabling security measures will [27], [28]

4) prevent security breaches '

. | feel comfortable taking measures

Self-Efficacy (6) to secure my information security. [27], [48]

Attitude (4) } am Iik_ely to tal_<e securit_y measures 18], [54]
or my information security.
Significant others who are important

Subjective Norm to me think that I should take [54], [55]

3) measures for my information !
security.

Descriptive Norm | | believe other people implement [48], [55]

4 security measures. '
Significant others who are important

Social Support (3) | to me introduce me to the measures [8]
for my information security.

Behavioral | intend to take measures to protect [27], [54]

Intention (4) my information security '

Security Behavior | | use different passwords for 8]

(12) different accounts

In addition to above, the questionnaire also captured
demographic information, such as gender, age, education level
and discipline, previous information security related training,
internet experience and the device they use mostly to access
the internet. Measurement scales for these items can be seen
in the Result section.

D. Data Analysis

Considering the complexity of the model, small sample
size, and non-normally distribution of data, Partial Least
Square Structural Equation Modeling (PLS-SEM) was in
SmartPLS 3.2 environment [56]-[58]. In PLS-SEM, the
model is tested in two phases: 1) testing of the measurement
model, and 2) testing of the structural model. In both steps, we
used established guidelines [57], [59], [60].

1) Measurement model-Reflective Constructs

All the dependent constructs and behavioral intention
were reflective. For reliability of constructs, internal
consistency was checked with the help of composite reliability
(CR), and items reliability was tested through item loadings
[57]. CR is considered a more suitable measure of reliability
in PLS than Cronbach alpha [61]. The validity of the construct
was tested using convergent validity and discriminant validity.
Convergent validity was measured with the help of average
variance explained (AVE) [57], and Fornell-Larcker criterion
was used for the latter [62].

First run of reliability and validity testing showed that six
dependent constructs (perceived vulnerability, perceived
severity, descriptive norm, subjective norm, social support
and behavioral intention) had CR, item loadings, and AVE
above the recommended threshold (CR>0.70, item loadings
>0.70, and AVE>0.50) [57]. However, three dependent
constructs (response cost, response efficacy, self-efficacy and
attitude) could not pass one or more of above-stated
thresholds. So, we dropped the items which were loading
<0.70 on a given construct, we brought the values for CR, item
loadings, and AVE above the recommended threshold. In this
process, we dropped three items each from response cost and
self-efficacy, one from response efficacy, and two from
attitude.

For assessment of discriminant validity, Fornell-Larcker
criterion was used. The average variance extracted from each
construct was compared with the correlation among the
constructs [63]. Table Il shows the final number of items used
in the structural model testing, Mean and standard deviation
(SD), items loading range, CR, AVE, correlation coefficients
and the square roots of each construct’s AVE, along the
diagonal.

2) Measurement model-Formative Construct

The quality of formative construct, security behavior was
assessed through collinearity diagnosis and significance of the
formative items, for which guidelines recommended by Hair
Jret al. [57] were followed. Variance inflation factor (VIF) of
all formative items was between 1.4 and 2.06, which was
between the recommended threshold (0.2-5) [57]. The
significance of formative items was assessed in two steps.
First, we checked the significance of outer weights; if the outer
weights were not significant, out-loadings were checked. The
items having outer-loadings > 0.5 were retained, even if the
outer weights were insignificant. For items having outer-
loadings <0.5, the significance of outer-loading was checked.
If the outer-loading was significant (p<0.05), item was
retained otherwise dropped from further analysis [57].
Following these guidelines, two out of 12 items could not pass
the significance test and were thus removed from further
analysis.

V. RESULTS

A. Participants

The study participants were asked to elicit their gender by
selecting one of the following options: male, female, prefer
not to tell. Out of 123 respondents, 69% were male, 31% were
female. 89% of respondents were bachelor level students
while the rest were taking one of a master level program. The
average age of participants was 22.34 (SD = 3.99) with a range
of 17-35. The respondents had their ages in years.



TABLE Il

MEASUREMENT MODEL STATISTICS — COMPOSITE RELIABILITY, AVE AND DISCRIMINANT VALIDITY OF REFLECTIVE CONSTRUCTS

i (,:iS;n;tgfuiCtt:mS) M(SD) ?:ﬁégg CR®* | AVE® 1 Siscrim;nant V:\Iidity ;Fornel:s-Larck:r Crit8erion)a9 —
1 | Attitude 2) 4.97(1.36) | 0.72-0.79 | 088 | 057 |0

2 | Behavioral Intention (4) 6.20(1.23) | 0.78-0.90 |0.94 1073 |ngy |0.89

3 | Descriptive Norm (3) 3.90(1.50) | 0.74-0.78 | 0.74 | 059 |23 [028 |0.79

4 | Perceived Severity (6) 539(1.31) | 081-083 | 089 072 |n33 [043 [0.11 |0.85

5 | Perceived Vulnerability (6) | -13(1:31) | 0.71-0.84 1 0.83 1063 |07 |031 |0.12 |0.61 |0.75

6 | Response Cost (2) 6.23(1.10) | 0.89-091 1089 |08l | go9 |04 028 |-0.17 [0.02 |0.77

7 | Response Efficacy (3) 4.45(1.34) | 0.81-083 | 086 | 068 |43 |048 |034 [042 |038 |0.10 |0.85

8 | Self-Efficacy (3) 453(1.33)| 0.73-089 | 0.87 | 063 |g45 |063 |0.30 [040 [0.37 [-0.01 |057 |0.79

9 | Ssubjective Norm (3) 419(1.37) | 0.71-088 | 085 |067 |19 |024 |047 |008 [0.18 |021 |024 |031 |0.82

10 | Social support (3) 6.01(1.09) | 0.88-090 |0.94 076 |n17 |032 |049 |0.089 [0.19 |0.18 [027 |0.38 |0.61 |081

a Acceptable thresholds: Item loading >0.70, CR>0.70, AVE>0.5 [57]. Discriminant validity is tested by comparing the gquare root of each construct’s AVE with the correction among each construct.

About one-third of respondents were computer science
and information technology student (77%) while the rest were
from other disciplines. Options available to respondents were:
business & economics, humanities, information technology,
engineering, computer science, other natural sciences, law,
and social science. About half of them (47%) had an
information security-related training previously.

Respondents internet experience was measured using two
items: 1) measuring internet use in terms of time/ per day
where they could select one of the following options (in
hours): 1-3, 3-5, 5-8, 8-10 and more than 10; 2) measuring
internet experience in years. 83% of the respondents use the
internet for up to 10 hours in a day, with the majority using for
5 to 8 hours (30%). On average, a respondent has been using
the internet for 10.69 years (SD = 1.88) with a range of 0-20.
In terms of the preferable device to access/use the internet,
57% prefer their mobile phones to use the internet, while 30%
use the internet on laptops or computers running the Windows
operating system. The rest use other devices such as
laptops/computers running other type of operating systems.

B. Hypothesis Testing

The main purpose of the study was to analyze the factors
that affect the security behavior of the respondents and to
suggest ways to improve their security behavior. The
standardized path coefficients (B), the coefficient of
determination (R?), and significance (at p<0.05) for each
relationship is shown in Figure 2.

Next, we describe results of measurement model testing
for each construct one by one, starting with constructs of PMT
followed by TPB and social influence. Lastly, the relationship
between behavioral intention and actual behavior is discussed.

1) PMT Constructs

Threat appraisal in PMT consists of two constructs,
perceived vulnerability and perceived severity. As shown in
Figure 2, no significant relationship was found between
perceived vulnerability and behavioral intention ( = -0.05, p
= 0.39), and perceived severity and behavioral intention ( =
0.12, p = 0.07). Thus, our hypotheses H; and H, were not
supported. Further, the constructs of threat appraisal did not
have a significant indirect effect on security behavior either.

T T T T T T T T T = " 1
| Response Perceived :
: Efficacy Severity |
Y Response Perceived |

SelfEfheey N - (Vunerability ) !
i |

._ H T |

E====x==== ==ds=s=s=sshb=s==s=s======-=

0.02 0.12

Subjective
Norms )

Descriptive ™ | ..
Normns

Social
Support

Security
Behavior
(R2=0.24)

Coping appraisal of PMT consist of three constructs:
response cost, response efficacy and self-efficacy. Of these
three constructs, only self-efficacy had a significant
relationship with behavioral intention (B = 0.29, p < 0.01).

Social Influence

Fig. 2. Research Model with path coefficients (B) and determination

coefficients (R?). * and dark arrows depict significant relationship (at

p<0.05); dotted arrows show an insignificant relationship between the
constructs.

Response cost (B = -0.08, p = 0.08) and response efficacy
(B = -0.02, p = 0.74) had insignificant relationship with
behavioral intention. Thus, our data provided did not support
hypotheses Hz and Ha but supports only Hs. Further, self-
efficacy found to have a significant indirect effect on security
behavior as well (t=2.88, p <0.01).

2) TPB Constructs

TPB model has three dependent constructs: self-efficacy,
attitude and subjective norm. The relationship of self-efficacy
with behavioral intention and security behavior has already
been discussed in the previous section.



Attitude towards information security, which is also called
intrinsic motivation was found to have significant relationship
with behavioral intention (B = 0.63, p < 0.01), whereas, the
construct of TPB depicting social influence, subjective norm
did not have a significant relationship with behavioral
intention (B = -0.05, p = 0.42). This implies that He was
supported, but H; was not. Further, the attitude was found to
have a significant indirect effect on security behavior as well
(at p < 0.01).

3) Social Influence

Originally, social influence in TPB was measured using
subjective norm, however, as mentioned in section I, to
understand the effect of social influence, we used descriptive
norm and social support as an additional construct to depict
social influence. Through analysis and as shown in Fig 2,
descriptive norm did not have a significant relationship with
behavioral intention (§ = 0.01, p = 0.81), whereas, social
support predicted behavioral significantly (= 0.15, p=0.02).
Thus, our hypothesis Hg was not supported, however, Hg was
supported. Further, social support was found to have
significant indirect effect on security behavior as well (at p =
0.02).

4) Behavioral Intention and Security Behavior

Finally, our hypothesis Hio that there was a significant
relationship between behavioral intention and actual security
behavior was also supported. There was a significant
relationship found between behavioral intention and security
behavior (B =0.49, p < 0.01).

V1. DISCUSSION

PMT and TPB have been used in users’ security behavior
related research in both organizational and home-users
context, mostly in advanced countries. We have used an
integrated model consisting of PMT and TPB constructs (with
additional constructs for social influence), to understand the
factors that affect the security behavior of students from a
developing country.

Among PMT constructs, only self-efficacy was the
significant predictor of the behavioral intention of the
students. This result is consistent with findings from other
studies conducted in organizational [19], [36] and home-users
domains [24], [28], [30], [34]. At the same time, the
relationship of response efficacy and response cost with
behavioral intention was insignificant. The insignificant
relationship between response efficacy and the behavioral
intention was surprising as most of the previous studies
showed evidence of significant relationship [28], [30], [32],
[33], [35], [39]. However, a study on home-users on device
security [27] showed similar results for response efficacy. The
insignificance maybe because we asked students about a range
of common security behavior. A meta-analysis of PMT [18]
showed that the relationship between response efficacy and
the intention was salient in specific behaviors than the general
behaviors, The third construct related to coping appraisal was
response cost, which should be related with intention
negatively (as postulated by the PMT). However, in our study,
contrary to our expectation, we did not find this relationship
meaningful either. This result is in line with results from
earlier studies conducted in organizational [19] or home
settings [30], [35].

Like response cost, and response efficacy constructs of
coping appraisal, both constructs of threat appraisal of PMT,

neither perceived vulnerability nor perceived severity, show a
significant relationship with intention. This finding was also
surprising as it defies the main contention of PMT that if a
person can appraise a threat, s/he will intend to take
precautionary actions for his/her security. Previous studies,
both in organizational and home settings, have provided
evidence of a significant relationship of threat appraisal
constructs with the intention (For example, [19], [23], [32],
[33], [36], [39]). However, a few studies, such as [27], [30],
found similar results while studying home users computer-
related security behaviors in home-settings. Our findings may
be because of the reason that our student sample may not have
higher threat appeal. A previous study showed that lower
threat appeal had less impact on behavioral intention of the
respondents [36]. Another possible explanation for this
different outcome could be because respondents were asked
about perceived severity and perceived vulnerability in
general. A specific threat and behavior could produce a
significant relationship.

In addition to studying the relationship of PMT constructs,
we also examined the relationship of TPB constructs. Out of
three TPB constructs, attitude, self-efficacy and subjective
norms, two had a significant association with intention. The
relationship of self-efficacy has already been described,
whereas attitude was the other factor that significantly
predicted the intention of Kenyan students. Attitude has been
the strongest predictor for the intention in our study, which is
in line with findings from earlier studies [39], [43], [48], [64].
In TPB, subjective norms are used to depict social influence,
and it was expected that subjective norms would influence the
behavioral intention of the students. However, we could not
find a significant relationship between subjective norms and
behavioral intention.

To have a holistic understanding of the social influence on
students’ intention to take security measures, we used two
additional constructs, descriptive norms and social support.
Out of three constructs for social influence, social support was
the only construct that showed a significant effect on
intention, other two (subjective norms and descriptive norms)
did not have a significant relationship with the intention. This
insignificant relationship of subjective norms has been found
in earlier studies on home users as well [27], [39]. One
possible explanation of the lack of influence of subjective
norms could be that students are not sure about what
significant others want them to do. In organizational contexts,
the relationship of subjective norms can be more salient as the
significant others can be the managers, thus having a stronger
effect than our case. Like subjective norms, the relationship of
descriptive norms, which is the perception of what significant
others do, with intention was insignificant. This result was in
contradiction to earlier findings where descriptive norms
significantly predicted behavioral intention of the users [27],
[39]. One possible reason could be that students are not sure
what other students do in the face of information security
threat. From above, we can also say that students were unclear
about what their peers do for their information security and
that what are their obligations towards others when it comes
to information security practices. Lastly, we found that social
support had a significant relationship with behavioral
intention. In an earlier study [8], the relationship of social
support and actual security behavior was insignificant,
however, in our case, the relationship of social support and the
behavioral intention was significant. It means that students
expect family, peers and friends to support them to improve



their security behavior. We did not ask specifically about the
support provided by the educational institutions, but it will be
interesting to examine if the support provided by the
educational institution will influence the behavioral intention
of the students.

VIl. CONCLUSION

The purpose of this study was to examine the factors that
affect the security behavior of Kenyan university students. In
this regard, from the literature review, an integrated model,
consisting of constructs from the Protection Motivation
Theory and the Theory of Planned Behavior was proposed.
Using an online survey data was collected from 125 Kenyan
university students. Data analysis was conducted using
structural equation modeling in SmartPLS 3.2. The results
show that attitude is the strongest predictor of the behavioral
intension among the students. Among others, self-efficacy and
social support were significant predictors of the behavioral
intention related to information security. Constructs related to
threat appraisal, and norms did not show significant influence
on the intention. Lastly, a significant relationship between
behavioral intention and behavior was also found.
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