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ABSTRACT

In remote monitoring edge-based IoT applications, high latency caused by the mobility of a sensor device can
cause serious consequences such as inaccurate analysis and low quality of services. Therefore, it is required
to have mobility support approaches that help reduce latency while maintaining a connection, high quality
of service, and energy efficiency. However, the number of mobility support approaches for high data rate IoT
applications using Bluetooth Low Energy (BLE) is limited and they have some disadvantages. For example.
they have not been designed for edge-based applications where local computation occurs frequently. Many
of them have not been implemented and tested in daily working environments with actual mobility cases.
They have not comprehensively analyzed the mobility latency and energy consumption of sensor devices.
Hence, this paper presents three possible mobility support approaches including passive and active handover
mechanisms for edge-based IoT applications using high data rate BLE5. These approaches based on passive
and active handover mechanisms are implemented and tested in an office environment. The results of latency
and power consumption of a sensor device via many experiments are measured and analyzed. The results
show that the presented mobility support approaches maintain the connection during mobility with a latency
of around 900ms for many cases. The results also show that using BLE5’s LE 2M physical layer consumes
less power than using LE 1M physical layer. Specifically, it can reduce energy consumption when sending or

receiving larger data sizes at faster rates.

1. Introduction

Internet of Things (IoT) can be described as a platform where
humans and objects from different disciplines can be interconnected
and communicate with each other [1]. IoT has been applied in many
applications, such as smart homes and smart factories. A conventional
IoT-based system often consists of three main layers including sensor
layer, gateway layer, cloud and terminal application layer. However, a
three-layer IoT system architecture still has some limitations, such as
high latency and energy inefficiency. Edge computing can be described
as processing at the edge of a network closer to a location where data
is collected, can be a suitable candidate for overcoming the limitations.
Edge computing brings the cloud paradigm to the edge of a network.
It also supports advanced features which are not proffered by cloud
computing [2]. Particularly, edge computing provides distributed data
storage and computational resources including low-latency data pro-
cessing and analysis. Depending on the application, an edge-based IoT
system can have one or two more edge layers [3] that are located in
between a sensor layer and a cloud layer.
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In edge-based IoT systems, sensor devices of a sensor layer can
be equipped with sensors and a wireless module for collecting and
transmitting data wirelessly to a gateway, respectively. The wireless
module can support one of the protocols such as 6LoWPAN (IPv6
over Low-Power Wireless Personal Area Networks), Wi-Fi, Bluetooth
Classic, ZigBee, Bluetooth Low Energy (BLE), and LoRa depending on
the application [4-6]. For instance, Wi-Fi is often used for high data
rate applications but Wi-Fi consumes high power (e.g., approximately
360-500 mW) for data transmission. BLE 4 is often used for many
energy-efficient applications that focuses on low data rate (e.g., less
than 250 kbps) [7]. Recently, BLE 5 has been introduced to improve
BLE 4 with extra features that support high data rate IoT applications.
BLE 5 allows different Bluetooth PHY configurations including 1M
PHY, 2M PHY, and Coded PHY that have tradeoffs between throughput
and range. Particularly, LE 2M feature allows the highest data rate
(around 1.3Mbps in practice) among all the supported features. The
IoT systems using LE 2M can be suitable for energy-efficient and high
data rate health monitoring applications such as the multi-channel
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electrocardiogram (ECG) and electromyography (EMG) monitoring that
can send 24-bit 1000 samples per second data [8].

Edge gateways, which are interconnected and communicate with
each other, are equipped with hardware resources to offer edge ser-
vices. Each gateway covers a specific area, for example, having a
20-30 m radius. The achieved range can significantly differ depending
on the technology, wireless conditions, and environment. For example,
when the communication path between a sensor device and a gateway
is not light-of-sight (e.g., having objects in the communication path),
the covered area is often set smaller to ensure a good connection.
In remote monitoring applications such as smart buildings and smart
hospitals, the movement of a sensor device is unavoidable. In general,
each device is connected to a specific BLE-based gateway. When a
device moves out of the working range of the gateway, it needs to
reconnect to another gateway to maintain the connection. Switching
connection from one gateway to another gateway can cause long
latency that is unacceptable in real-time applications such as remote
health monitoring. To minimize the mobility latency, a mobility han-
dover necessitates designing an intelligent algorithm. However, it is
challenging to design advanced mobility handover approaches for high
data rate IoT applications using BLE. For example, it is required that the
mobility support approaches must not negatively impact the working
time of the BLE-based sensor device while minimizing the mobility
latency.

Currently, the number of mobility support approaches for IoT ap-
plications using BLE-based gateways is limited [9,10] and these ap-
proaches still have many limitations. For example, they were built
only for low data rate applications, for example, less than 250 kbps.
Most of the mobility support IoT systems using BLE gateways were not
implemented with actual hardware such as sensors and gateways. Ac-
cordingly, the actual latency and energy consumption of sensor devices
could not be properly captured, analyzed, and discussed. Therefore,
this paper presents three possible mobility support approaches for the
edge-based IoT system using high data rates BLES. The mobility support
approaches are implemented and tested with a complete edge-based
IoT system in a working office environment. Many mobility cases are
applied for evaluating the system latency and power consumption of
a sensor device when mobility occurs. The results of the experiments
are compared and comprehensively analyzed. Parameters affecting the
handover latency are also tested and reported.

The structure of the paper is as follows: Section 2 discusses Blue-
tooth and BLE mobility support approaches. Section 3 provides the
background of Bluetooth Low Energy and impact factors on mobility
support. Section 4 explains the possible mobility support approaches
and architectures for edge-based IoT applications. Section 5 repre-
sents the setup and implementation of the presented mobility support
approaches. Section 6 compares and analyzes the results of mobility
support. Section 7 concludes the work.

2. Related work

According to [11], mobility in IoT applications is complex and can
be categorized into two main types including physical-based mobil-
ity and architecture-based mobility. Physical-based mobility consists
of movement type and element, whereas architectural-based mobility
contains entity handler and mobility protocol. Movement type includes
pre-order mobility, controlled mobility, and random mobility, while
movement element comprises node mobility and sink node mobility. In
many applications such as smart homes and smart healthcare, random
mobility and node mobility mainly occur. Particularly, random mobility
means that sensor devices are moving freely without knowing in ad-
vance mobility parameters such as destination locations and movement
duration. Node mobility means that only sensor devices are moving
while gateways are fixed at some specific locations. These imply that
the system architecture will remain without any changes when node

Computer Networks 209 (2022) 108925

mobility and random mobility occur. Hence, this paper focuses on node
and random mobility.

Many researchers have proposed mobility approaches for IoT sys-
tems. However, most of the works focus on Wi-Fi, 6LoWPAN, and IEEE
802.11 [11-13]. In contrast, there has been a limited number of BLE-
based mobility support approaches. Although this paper focuses on
the BLE-based mobility support approaches, an overview of mobility
approaches for both Bluetooth Classic and BLE are still discussed.

In [14], the authors proposed a mobility support approach for
Bluetooth-IP based systems. The suggested approach has three proce-
dures including a preliminary procedure, a handover procedure, and
an update procedure. In the preliminary and handover procedure, the
mobile node periodically inquires information (Bluetooth address and
received signal strength indicator—RSSI) from gateways. The mobile
node relies on the RSSI values to decide the particular gateway to
which the node will send data. Particularly, when an RSSI value is
less than a pre-defined threshold, the handover occurs. Then, the node
informs the current gateway that it will move to the next gateway.
Then, the current gateway will inform the next gateway and wait for
the acknowledgment. If this acknowledgment is successfully received,
the node will start handover to a new gateway. The result for the
simulated approach shows that the connection and handover time is
2.388 s and 15.4 ms, respectively.

Three handover approaches were presented in [15]. In the first
approach, while maintaining the connection with a gateway, a Blue-
tooth device collects gateway addresses periodically. These addresses
are recorded in the order of the fastest response. When an RSSI value
between a Bluetooth device and its connected gateway is less than a
pre-defined level, the gateway sends a message to the device to ask for
increasing the transmission power. In the second approach, a gateway
collects RSSI values regularly at a specific interval. Then, the procedure
is similar to the first approach. When the RSSI value is smaller than a
pre-defined value, similar operations are conducted. The third approach
uses a backup link to ensure connectivity. If an RSSI value between
a device and a gateway is smaller than a threshold value, the device
chooses a backup link having a higher RSSI value. After that, the device
periodically inquires to find a new gateway for a backup link and
connects to any available gateway.

In [9], the authors presented a mobility approach for BLE-capable
IoT devices. Two types of methods including full and partial BLE stack
cloning are utilized to transfer the pairing and bonding information to
the alternative gateways. The handover decision-making is based on
RSSI values from scanned advertising packets. When the RSSI value
is smaller than the pre-defined threshold value, the handover pro-
cedure is started. At this moment, the currently connected gateway
will decide to choose a candidate gateway that a sensor device will
be connected to. Then connection and its information are transferred
from the current gateway to the candidate gateway. The proposed
approach has been experimented with and evaluated via a testbed
consisting of smartphones and tablets that are used as gateways and
sensing devices communicating via BLE. The results show that the
proposed approach reduces the communication overhead and latency.
Particularly, the time required for connection migration is from 400 to
1600 ms depending on the configuration such as partial stack cloning,
trusted full-stack cloning, or untrusted full-stack cloning. However, the
proposed approach still has some limitations when sending data with a
20 ms interval. For instance, it has a high number of lost packets (about
40 to 90 packets depending on the configuration mode).

In [10], the authors proposed the BLE-based architectures for han-
dover support for mobile BLE devices. One architecture targets IPv6
over BLE while another architecture focuses on BLE without IP con-
nection. Two approaches including passive and active handover are
proposed. In a passive handover approach, a BLE connection is termi-
nated when the supervising timeout has passed. A BLE device starts
to establish a new connection via using BLE advertising. In the active
handover approach, BLE gateways scan for RSSI values periodically.
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The collected RSSI values are sent to a controller that has a mapping
table used for monitoring the connection state between a BLE device
and a gateway. The handover mechanism starts when a current con-
nection between the BLE device and its connected gateway is poor and
the connection with a new gateway is good enough. Connection quality
is assessed via RSSI values that are compared with a pre-defined thresh-
old. The proposed approaches and architectures are implemented and
evaluated via a setup of the nRF52840 development kit and Raspberry
Pi 3. The results show that the proposed approaches help switch from
a poor connection to a good connection when the alternative gateway
is available.

Although these approaches help maintain the connection between
a BLE device and a system during mobility, they only focus on low
data rate (e.g., less than 250 kbps) IoT applications. In addition, the
approaches have not been comprehensively analyzed in terms of the
energy consumption of a BLE sensing device and latency. Many of
the approaches have not been implemented and evaluated with actual
mobility cases and actual systems including BLE sensing devices and
BLE-based gateways. Therefore, this paper targets to overcome the
limitations via the actual implementation of the entire Edge-based IoT
system supporting BLE 5 mobility for high data rate (e.g., around
1 Mbps) applications. Many practical test cases have been carried out
to evaluate the mobility support approaches in terms of latency and
energy consumption of BLE sensing devices.

3. Background and impact factor on mobility support

BLE functioning in the Industrial Scientific and Medical frequency
band has a spectrum that ranges from 2400.2 MHz to 2483.5 MHz [10].
The frequency band is divided into 40 channels from channel 0 to
channel 39, in which each channel has a 2 MHz bandwidth. The
arrangement of channels helps avoid interference from other devices
that operate in the same spectrum, such as Wi-Fi and Bluetooth classic
devices. The allocated primary advertising channels are the last three
channels (i.e., channel index 37 at 2402 MHz, channel index 38 at
2426 MHz, and channel index 39 at 2480 MHz). A device can advertise
on one, two, or three of these channels, and it is possible to modify the
device to advertise only on selected channels. An advertising event is
shown in Fig. 1 when all three primary channels are used in advertis-
ing [16]. In each advertising packet, an advertisement data is less than
or equal to 31 bytes, and the amount of time needed for sending the
packet is at most 10 ms. The channel indexes from 0 to 36 are data
channels exchanging data packets. In the extended advertising mode
introduced in BLE 5, it is possible to use one or more data channels
as a secondary advertising channel to send more advertising packets.
Extended advertising on secondary channels can use one of available LE
PHY, such as LE 1M, LE2M, or Coded S = 8 or S = 2 PHY. The data field
AdvData in BLE 5 common extended advertising payload is allowed to be
up to 254 bytes long [17]. Extended advertising also allows advertising
data to be chained by fragmenting the data and sending parts of the
data on different secondary channels (1650 bytes max). In chained
advertising, the advertising packets have a header field containing the
information about the next channel containing the next packet on the
chain. In Fig. 2, the primary advertising channels point to the offloaded
advertising data on secondary channels in extended advertising [17].

BLE supports collocation and coexistence with adaptive frequency
hopping (AFH) that mitigates unilateral and mutual interference by
using a pseudo-random convention of hopping channels. Frequency
hopping is a technique in which once a link is formed, BLE devices
synchronize and change to a channel together for each connection
event with a high speed (e.g., many times per second). Channels that
are chosen for connection events, are free from interference and stored
in a channel map. Generic access profile (GAP) is used as a protocol
framework for defining how BLE devices interact with each other. GAP
encompasses connection and advertising parameters. GAP specifies
four roles that BLE devices can use to join BLE piconet including
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Fig. 1. A diagram showing an advertising event when advertising on all three channels
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Fig. 2. BLE 5 extended advertising.

broadcaster, observer, central (master), and peripheral (slave). Partic-
ularly, a broadcaster is only used for sending advertisement packets.
Broadcaster cannot participate in any connections or receive packets
from other devices. An observer is only used for listening to incoming
advertisement packets and the observer cannot initiate connections.
Central (master) can discover devices, listen to advertising packets, and
initiate multiple connections. Peripheral (slave) can send advertisement
packets that can be discovered by central devices and form connections
with central devices. Each BLE 5 device can operate with multiple roles
concurrently [18].

The BLE link layer defines different states which enable the BLE
device to operate in various roles. A device operating in the advertising
state is called an advertiser. An advertiser sends advertisement packets
periodically while a device operating in the scanning state named
a scanner listens to incoming advertising packets from advertisers.
An advertisement packet consists of an advertising protocol data unit
(PDU) that can have the following functionalities:

Connectable versus non-connectable: determining whether a de-
vice can be connected or not

Scannable versus non-scannable: determining whether an adver-
tising device can handle scan requests or not. Scan requests allow
advertising more data that can be fit to an advertising packet
Directed versus undirected advertising: defining establishing a
connection with a known specific peer device in case of di-
rected advertising or with any peer device in case of undirected
advertising

Extended advertising: allowing sending more advertising data in
the secondary advertising channels

Periodic advertising: allowing non-connectable advertisements to
be transmitted at a predefined and fixed interval
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An advertiser has a defined advertising interval that can be set from
20 ms to 10485.759375 s with 0.625 ms steps according to BLE 5 spec-
ification [17]. The advertising interval affects the sending frequency
of advertisement packets on each primary advertising channel. The
time between advertising events depends on advertising interval and
a pseudo-random advertising delay generated by the link layer that
can range from 0 to 10 ms. Lower advertising interval causes increased
energy consumption but decreases the discovery latency [19,20]. Based
on simulated results in [21] and experimented results in [22], discovery
time for 20 ms advertising interval is almost unaffected by the interfer-
ence caused by other BLE devices in case of less than 40 BLE devices
advertising at the same time.

In BLE 5 specification, the scan interval and window for the scanner
specified to be from 10 ms to 40.96 s, and it is adjustable with 0.625 ms
steps. Scanning interval is the time between repeated subsequent scans
on advertisement channels, while scan window defines the amount of
time used for scanning the advertising channels. Scan window can be
equal to or less than scan interval. There are two modes of scanning,
including passive scanning and active scanning. In active scanning,
the scanner requests more information with a scan request packet.
In passive scanning device only listens for advertisement packets and
cannot request additional information with a scanning request packet.

A BLE connection can be only initiated by a master device, which
can establish connection to many slave devices. The limitation on the
number of connected slave devices depends on the hardware specifi-
cation. In contrast, Bluetooth classic (Basic rate/Enhanced data rate)
BR/EDR only allows seven connected slave devices [17]. Maintaining
a connection between devices requires regular connection events for
exchanging synchronization information and data. Connection interval
can be adjusted from 7.5 ms to 4 s with 1.25 ms increments, and it
determines the time between connection events. There is a compromise
between connection latency and power efficiency. A longer connection
interval can help achieve less power consumption but increases the
connection latency and vice versa.

The connection interval determines the frequency of sending con-
secutive connection packets. If there is no data to send, devices still
exchange packets having zero-size payload to keep the connection
alive. Slave latency determines the number of consecutive connection
events that the peripheral device can skip before the connection is lost.
The supervision timeout is separately monitored by each connected de-
vice. The connection supervision timeout is the maximum time allowed
between two connection events before the connection is regarded as
lost and the device is disconnected. The supervision timeout according
to BLE 5 standard can be from 100 ms to 32 s [17].

The received signal strength indicator (RSSI) is often used in many
mobility support approaches, including Bluetooth Classic and BLE ap-
proaches. Capturing of RSSI values is nearly always supported, whereas
the link quality indicator and other wireless-related parameters are
often not available. The RSSI expresses the actual power of signals
in receiving antenna in dBm units. In an ideal case, the RSSI value
would depend on free-space path loss, and there would be a direct
line of sight between receiving and transmitting antennas. However,
in real environments, there might be many obstacles in between the
communication path and interference from the environment, such as
multipath propagation, signal drift, white noise, and signal absorp-
tion [23]. Therefore, RSSI values need to be filtered to remove noise
that causes the fluctuation. There are several ways of filtering and
processing the RSSI values. One of them, known as the Kalman filter,
has been widely used because it achieves correctly filtered results with
fewer errors. Therefore, all the presented approaches in this paper use
Kalman filters [24].

Indoor gateway and outdoor gateways in IoT systems usually have
different RSSI values for the same device having the same distance. Par-
ticularly, an indoor environment may have more obstacles (e.g., furni-
ture and walls) but a stable environment temperature (e.g., 22 degrees
Celsius for room temperature) whereas outdoor environments may have

Computer Networks 209 (2022) 108925

fewer obstacles but their temperatures vary significantly depending on
the time of the day [25]. These impact the results of RSSI values.
Therefore, bias values need to be considered when dealing with RSSI
values.

In order to support mobility, it is required that two adjacent gate-
ways of an IoT system need to have an overlapped area (see Fig. 3).
The overlapped area’s size depends on several parameters such as the
gateways’ specifications, system architecture, and surrounding environ-
ments. When the overlapped area is larger, the possibility to miss a
mobility case may reduce. Therefore, in an environment having a lot of
noise and interference, it is recommended to have a larger overlapped
area if possible.

3.1. Mobility in edge-based IoT systems

Mobility in edge-based IoT systems can be categorized into two
main groups, including architectural-based mobility and physical-based
mobility. Architectural-based mobility consists of network-based mo-
bility and mobility protocol (e.g., mobility at a network layer or MAC
layer). Physical-based mobility means the actual movement of nodes
such as sensor devices or sink nodes (i.e., an edge-based gateway).
Physical-based mobility can be divided into movement type and move-
ment element. The movement type represents how a node moves.
Particularly, a node can move randomly without any pre-orders or
move in an ordered and controlled way. When the random movement
is supported by a handover algorithm, then the ordered and controlled
movement is also covered. The movement element consists of sensor
device mobility and sink node (access-point) mobility. In practice,
sensor device mobility and random movement often occur, while other
types are very seldom or even do not occur in many applications.
Therefore, this paper focuses on sensor device mobility and random
mobility.

3.2. Industrial standards for mobility support in edge-based systems

European Telecommunications Standards Institute (ETSI) has made
several industrial standards for mobility support in mobile edge-based
systems [26—29]. Most of the standards for mobile edge mobility focus
on the mobility of applications and services. The following metrics need
to be considered when dealing with mobility latency (e.g., round-trip
time, one-way delay, setup time, service update time, and context-
update time); energy efficiency; network throughput; system resource
footprint; and quality of service. Particularly, the mobile edge-based
system needs to support continuity of the service, mobility of ap-
plication, application state recollection, and mobility of application-
specific user-related information. The connectivity and services need
to be maintained when mobility occurs. However, the industrial stan-
dards do not specify the specific values for the requirements and
metrics. Therefore, the requirements and metrics depend on the specific
application.

4. Mobility support and architecture

This section presents three potential approaches for facilitating mo-
bility support in edge-based IoT systems. Three handover approaches
are presented, including one passive handover and two active handover
approaches. In this architecture, a gateway always takes the central
role. Therefore from here on in, central and gateway terms are used
synonymously. These approaches apply the same scanning interval and
window of 10 ms in gateways. Peripherals use a 20 ms advertising
interval with connectable, scannable, and undirected advertising to
initiate connections. These values are chosen to ensure a minimum
discovery latency.
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Fig. 3. Overlapping piconets with different areas defined.

4.1. Handover approaches

Three mobility handover approaches named Case 1, Case 2, and
Case 3 are presented in this section. In addition, algorithms 1, 2 and
3 which are developed for carrying out these approaches are also
included. Two presented approaches including Case 1 and Case 3 are
only advertising with undirected connectable scannable advertising
packets. Case 2 uses undirected non-connectable advertising when the
peripheral device has a connection.

The first approach (Case 1) is a passive handover that is the most
elementary approach out of the three approaches. The different states
of the passive handover approach are shown in Fig. 4. In passive
handover, gateways will attempt to connect to a peripheral device
advertising with a correct universally unique identifier that corresponds
to the desired Bluetooth service.

In the passive handover approach, when a supervision timeout (that
can be either timeout of a gateway or a peripheral device) expires, the
handover event happens. The connection between a gateway (named
as a source gateway) and a peripheral device is then closed, and the
peripheral device begins advertising with a 20 ms advertising interval
to establish a connection with another gateway. When a valid packet
is received by the device or the gateway, the particular supervision
timeout is reset. It is noted that a peripheral and a gateway have their
separate supervision timeout and they work based on their timeout.
Supervision timeout and slave latency should be adjusted so that they
follow the rule shown in the following formula: Supervision_timeout >
(1 + slave_latency) * connection_interval = 2. After disconnecting with
the source gateway, the device can connect to any gateway as long
as the gateway first sends connection indication packets to establish
a connection. This happens because there is no control mechanism in
this approach.

In the second approach (Case 2) shown in Fig. 5, adjacent gateways
exchange information such as RSSI values and their connection status
to those devices. Gateways make the handover decision independently
based on the RSSI values and connection information. RSSI thresh-
old is defined for the system where the handover is initiated and
this value has to be carefully chosen according to the environment
and gateway placement. During handover, the adjacent gateway that
has the highest measured RSSI will become the new central gateway
that connects with the device after the device disconnects with the
source gateway. In this approach, the peripheral is advertising con-
tinuously and changes between two advertising modes: connectable
scannable undirected advertising with a 20 ms advertising interval and

Connected to a
GW

Supervision
timeout

Disconnect

Start
advertising

Connected

Stop
advertising

Fig. 4. Case 1 passive handover advertising states.

non-connectable non-scannable undirected advertising with a 100 ms
advertising interval.

The peripheral uses connectable scannable undirected advertising
(e.g., with 20 ms advertising interval) when it has no connection to a
gateway. When the peripheral connects to a gateway, it switches to a
non-connectable non-scannable undirected advertising with an interval
of 100 ms. The purpose of slower advertising intervals during con-
nection is to reduce energy consumption, avoid overlapping between
connection events, and keep advertising so that RSSI values can be
updated from advertising packets.

In the third approach (Case 3), advertising is stopped after the
peripheral device has been connected and the measured RSSI values
have been higher than the RSSI threshold for over 20 s. There is also a
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Connected to a
GW

Disconnected

Switch to
connectable
advertising

Connected

Switch to non-
connectable
advertising

Fig. 5. Case 2 active handover advertising states.

Connected to a
GW

RSSI below
threshold or
Disconnected,

Start
Advertising

RSSI above
threshold

Stop
Advertising

Fig. 6. Case 3 active handover advertising states.

short delay for activating the advertising where a few values below the
RSSI threshold are also needed. Starting and stopping the advertising
are carried out only after the measured RSSI values are stable. This
is necessary to prevent quick successions of starting and stopping the
advertising. Different states for the advertising for Case 3 are shown in
Fig. 6.

The RSSI values measured during the connection are read from the
connection data packets. This means that the peripheral device has to
inform the gateway immediately via a notification when the values are
below the RSSI threshold. When the gateway receives the notification
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Algorithm 1 for Case 1

while true do
if Peripheral connected to a GW then
if Supervision timeout then
Disconnect from the GW
Start Advertising
else if Advertising then
Stop Advertising
else
Continue
end if
else
if not Advertising then
Start Advertising
else
Continue
end if
end if
end while

Algorithm 2 for Case 2

while true do
if Peripheral connected to a GW and Connectable Advertising
then
Switch to Non-Connectable Advertising with a longer adver-
tising interval
else if Peripheral not connected to a GW and Non-Connectable
Advertising then
Switch to Connectable Advertising
else
Continue
end if
end while

Algorithm 3 for Case 3

while true do
if Peripheral connected to a GW then
if RSST < Thresholdggg; and not Advertising then
Start Advertising
else if RSSI > Thresholdggg; and Advertising then
Stop Advertising
else
Continue
end if
else
if not Advertising then
Start Advertising
else
Continue
end if
Continue
end if
end while

of the RSSI value, it will disconnect from the peripheral device and
inform other gateways about the disconnection via MQTT.

The RSSI threshold, in this case, must be set specifically based on the
RSSI if gateways have a different type of BLE radio than the peripherals.
As mentioned, if the gateways are the same types such as all indoor
gateways or all outdoor gateways, bias values for RSSI can be ignored.
If the gateway types include indoor and outdoor gateways, bias values
for RSSI need to be considered. Advertising interval is 20 ms in this
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Fig. 7. The edge-based IoT system architecture.

approach. Setting the advertising interval to a higher value, in this case,
does not significantly impact energy consumption because the device
always tries to connect to a gateway when it is not in a connection.

4.2. System architecture

The edge-based IoT system architecture shown in Fig. 7 includes the
sensing layer, edge layer, cloud and terminal layer. The sensing layer
consists of IoT sensor devices such as wearable sensors that acquire high
data rate signals (e.g., 500-1000 sample/s ECG data), and transmit the
collected data to a gateway via BLE 5 with LE 2M feature. The distance
between an IoT device and an edge gateway can be from a few meters
to 10 m. When the IoT devices move out of the support range of a
gateway, a mobility event occurs.

In the edge layer, smart edge-based gateways in the same virtual
network (VLAN) are interconnected and communicate between them-
selves. Gateways are placed so that they have overlapping areas, and
the distance between two gateways can be 10-15 m depending on
the situation. To achieve good signal coverage in environments with
various obstacles, the use of different distances is necessary, e.g., one
gateway can be placed in an office room and another one in a corridor.
The edge gateways can offer edge services such as distributed data
storage, data processing, data compression, and other advanced edge
services.

Cloud and terminal layer consist of cloud servers and services such
as global big data storage and big data analysis. End-user terminals
can be a web browser or a mobile app which can be used to access
real-time data and receive real-time push notifications from servers.
The detailed information of the architecture can be retrieved from our
previous papers [3,30,31].

5. Setup and implementation

Experiments were conducted in the office rooms of the University
of Turku. These rooms have different devices using different wireless
technologies such as Wi-Fi, Bluetooth Classic, and BLE.

In experiments, the transmit power for the devices is set to 0 dBm
because RSSI values below the threshold are reached easier, and the
required distance to trigger the handover in the passive handover
approach is shorter. The gateway placement for the passive handover
is shown in Fig. 8, while room setup for active handovers (Case 2 and
3) is shown in Fig. 9. The distance between gateways is 6 m for active
handover approaches and 15 m for passive handover approach. The
supervision timeout used in case 1 is 100 ms which is the minimum
allowed by the standard, and it will show as an additional delay in the
handover latency.

The peripheral device utilized in setup is a development board from
Nordic Semiconductor’s nRF52833 DK that is programmed with the
Zephyr RTOS capable of supporting the BLE 5 stack. Gateways are
Raspberry Pi 4 single-board computers running Ubuntu Server 20.04
LTS operating system. The official Linux Bluetooth protocol stack BlueZ
version 5.58 was installed in Ubuntu. Each gateway is equipped with an
additional BLE Nordic Semiconductor’s nRF52840 dongle to support LE
2M PHY feature because the Pi 4 Bluetooth module does not support the
optional Bluetooth 5 features. Gateways in the system are in the same
VLAN and communicate with each other via a lightweight messaging
protocol MQTT (Message Queuing Telemetry Transport) [32].

The supply voltage in nRF52833 DK is regulated to 3.0 V by an
on-board regulator when the (interface, MCU) USB port (J2) is used
to power the board [33]. Power consumption measurements were
conducted with Nordic Semiconductor’s Power Profiler Kit II (PPK2).
PPK2 has a 100 kHz sampling frequency and a readout on average
value has an accuracy of +10%, offset of +2%, and resolution of 5 pA
for measurement range from 500 pA to 5 mA. For measurement range
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Fig. 8. Passive handover approach gateway placement.

5 mA to 50 mA, the resolution is 50 pA [34]. Reported current and
power measurement values are averaged from 1-minute measurements.

Handover latency is determined by measuring the time difference
in nRF52833 DK when the device is disconnected from the gateway
and reconnects to a new gateway after generic attribute profile services
and characteristics are discovered. For all the approaches, 50 samples
of handover latency values are measured.

6. Results and discussions

RSSI values of a sensor device (the Nordic nRF52833 development
board) in several positions towards a BLE5-based gateway are mea-
sured. In each position, RSSI values are measured 20k times. The
abnormal values (e.g., error measurements) are filtered and the mean
value of these filtered measurements is calculated. All the experiments
are carried out in the same working environment. Transmitting power
including 0 dBm and 8 dBm are applied for the experiments as they are
some of the highest transmitting powers supported by the development
board and these values help achieve a good connection. Results of these
measurements shown in Fig. 10 indicate that the RSSI value decreases
when the distance between the device and the BLE5-based gateway
increases. However, the decreasing and increasing rates are not similar
and linear. From the experiments, with every 2 m added, the RSSI value
reduces about 4—6 dBm.

At a position of 8 m far from a gateway, an RSSI value is around
—63 dBm (in the case of a sensor device with 8 dBm transmitting
power). This position can be considered as a border threshold for the
proposed mobility approaches. This selection can improve the capabil-
ity of providing an appropriate connection between the gateway and a
sensor device in the gateway’s coverage area.

In this section, the handover latency and the energy consumption
results of different mobility support approaches are presented. Some
of the results relate to different parameters such as transmit power
level, advertising interval, sending scan response packets, sending data
packets with BLE5’s LE 1M and 2M. It is noted that these parameters
may apply to one or more approaches due to the relevancy for data rate,
device discovery, initiating, and establishing connections. Adjusting the
connection interval is not deeply studied because it is assumed that
the target application would target the lowest latency for the data
transfer. In the experiments, power consumption for sending the data
packets with a 100 ms connection interval is 1.614 mW while power
consumption for sending the data packets with a 7.5 ms connection
interval is 2.823 mW. The handover latency for different approaches
is presented in Table 1. The results show that the minimum handover
latency for the passive handover is much less than the minimum
handover latency for the active handover approaches. Particularly, the
minimum handover latency for the passive handover approach is equal
to one-half and one-fourth of the latency in other active approaches.
One of the reasons causing the differences between these cases is
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Fig. 10. RSSI values of a sensor device at different distances from a BLE5-based gateway.

that Case 2 and Case 3 have an additional delay from processing the
RSSI values and communicating via MQTT. However, active handover
helps reduce the error rate of mobility and provides a foundation
for developing advanced handover mechanisms. These results show
that the handover mobility support approaches for edge-based systems
can be suitable for remote monitoring applications that do not need
very strict latency requirements. However, the maximum latency of
these approaches is around 2 s that exceeds the latency requirement
of time-critical applications where the time requirement is often less
than 500 ms [35]. Therefore, it is recommended that more advanced
edge-based approaches for mobility support should be applied. The
approaches should consist of smart algorithms for controlling new
central gateway and deal with abnormalities such as bad cases or

harsh environments. In the experiments, each approach is tested with
50 mobility trials from a volunteer having a normal working speed
(e.g., around 3 m/s). The result shown in Table 1 shows that the
success rate of three mobility support approaches is 100%. Although
the average latency of the three presented mobility support approaches
is not low, the success rate is high.

In the experiments, handover latency results are not stable for the
cases. In some instances, latencies are high and significantly different
from others. It is suspected that there might be some problems related
to the connection between nRF52840 dongle USB and the Linux DBus
in gateways that implement host controller interface communicating
with the controller part of the BLE stack.
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Fig. 11. Power consumption of the nRF52833 board in the active mode without sending any user data monitored by PPK monitor.

Table 1
Comparison of three mobility support cases.
Case 1 Case 2 Case 3
MIN latency 156 ms 342 ms 710 ms
MAX latency 2275 ms 2032 ms 2664 ms
AVG latency 920 ms 1247 ms 1414 ms
Mobility successful rate (with 50 trials) 100% 100% 100%

The passive handover (Case 1) seems to have the fastest handover
latency. However, the passive handover does not incorporate any con-
trol mechanism. There is potential data loss even before the supervision
timeout happens because it might not trigger even if several packets are
missed. Therefore, it is hard to achieve an accurate measurement of the
handover latency for this approach.

Case 3 has the longest handover latency of handover approaches
because advertising is done only for the duration of the handover
event and then stopped after the connection is established. The power
consumption is similar for Case 1 and 3 because the advertising is
activated only during handover events whereas in Case 2, advertis-
ing is not stopped during a connection. In Case 2, frequent MQTT
messages are sent between the gateways because of the continually
updated RSSI values that cause the unnecessary use of resources in
gateways compared to Case 3. In Case 3, the peripheral monitors the
if connection RSSI value is under the threshold, then the peripheral
advertises to adjacent gateways that measure and update RSSI values
for the peripheral.

In our test cases in the office, the three mobility support ap-
proaches successfully maintained a connection between a sensor device
(nRF52833 DK) and the system’s gateways (Raspberry Pi 4) during
mobility. However, these approaches have not been evaluated in harsh
environments and with a large number of experiments. In the future,
these approaches will be applied together with smart algorithms in both
normal and harsh environments.

The power consumption of the nRF52833 development board in an
active mode without sending user data is measured with the PPK2 and
the result is shown in Fig. 11. The active mode without sending user
data means that the connection between a peripheral and a gateway
is correctly maintained while the device does not send any sensing
data to the gateway. However, to maintain a connection, the peripheral
(the nRF52833 development board) in active mode needs to send a
packet with a 0 Byte attribute protocol (ATT) payload every 7.5 ms. The
interval of 7.5 ms can be counted from the 1st start radio peak to the
2nd start radio peak or from the 1st sending peak to the 2nd sending
peak in Fig. 11. Sending a packet requires at least three consecutive

10

contiguous peaks, including (e.g., the preparation peak for crystal
ramp-up, start radio peak, and the sending peak (radio Tx)). When
the receiving (radio Rx) is enabled, there would include four peaks
including preparation peak for crystal ramp-up, start radio, receiving
peak, and sending peak to send a packet. These peaks do not locate
right after each other. Between receiving peak and sending peak, there
is a radio switch latency which is often around 140 ps. The preparation
peak for crystal ramp-up and starting radio is often around 5 mA and
12.5 mA, respectively. In this case, the sending peak is around 13 mA.
In Fig. 11, the highest peak, which is not the actual sending, might
be caused by the radio switching from receiving to sending state and
errors in the measurements.

The power consumption of the nRF52833 development board when
sending user data in every 7.5 ms with a LE 2M feature is shown in
Fig. 12. Similar to the case of active mode without sending user data,
it has also four peaks including preparation peak for crystal ramp-up,
start radio, receiving peak, and sending peak. The preparation peak,
in this case, is almost the same as the preparation peak in the case of
active mode without sending user data discussed above. However, the
sending peak, in this case, is not just a single peak but represents many
contiguous peaks that turn into a rectangle shape. The duration of the
peak values of the rectangle is around 1 ms that is the latency needed
for sending 244 Bytes ATT payload in a packet. The miscellaneous
peaks are around 4-5 mA and they stand for some of the activities such
as post-processing or data buffering.

Different payload sizes including 52 Bytes, 100 Bytes, 196 Bytes,
and 244 Bytes are applied in the experiments with LE 2M feature, and
the results are shown in Fig. 13. These cases are similar in terms of the
number of peaks and amplitude of the peaks.

Several payload sizes including 52 Bytes, 100 Bytes, and 244 Bytes
are applied for the experiments with LE 1M feature. The results are
shown in Figs. 14 and 15. The cases of sending 52 Bytes, 100 Bytes,
and 244 Bytes ATT payload are similar to the cases of sending similar
payloads with the LE 2M feature in terms of the required number peaks
and amplitude of the peaks. The only difference is that the sending
latency of the 244 Bytes ATT payload case lasts 2.1 ms per packet.

BLE stack needs to run multiple tasks that use the radio such as
packet sending/receiving, listening to incoming packets on a channel.
Depending on the specific BLE stack, the priority can be different. In the
experiments, only a single task can be executed at a moment. Therefore,
each task needs to be scheduled. It is noted that other BLE stacks might
have different priorities and task execution. Based on the experiments,
rescheduling and blocking will happen more frequently when either a
faster connection or advertising interval is used and especially in the
case of having multiple simultaneous connections.
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Fig. 13. Power consumption of the nRF52833 board when sending different data sizes with LE 2M feature monitored by PPK monitor. (a) 52 Bytes ATT payload per packet (b)
100 Bytes ATT payload per packet (c) 196 Bytes ATT payload per packet (d) 244 Bytes ATT payload per packet.

Advertising and connection events once in a while overlap in Case
2. Advertising and connection event colliding can be seen in Fig. 16,
where a connection event is supposed to take place after the second

Measurement results for power consumption for adverting with
different parameters are shown in Table 2. Particularly, connectable
and scannable undirected advertising is used in all of the explored

marker but is disregarded, and an advertising event takes its place. appranhes (i.e., Case 1,2, and 3) Wltb the following parameters: 0 dBm
.. . . . transmit power, 20 ms advertising interval and a user payload data

After the advertising event, data packages are sent in which the first one length of 25 bytes

is from a previously missed connection event. Colliding lower priority It can be seen in Table 2 that advertising interval impacts power

tasks are discarded if they cannot be scheduled later. Some tasks get

consumption. However, depending on application requirements for the

elevated priority if they have been disregarded multiple times. device discovery, a longer advertising interval might not be possible.
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Table 2

Power measurements.
State Transmit Advertising Current Power

power (dBm) Interval (ms) (pA) (mW)

Connectable scannable undirected advertising 0 150 695 2.08
Connectable scannable undirected advertising 0 60 783 2.35
Connectable scannable undirected advertising 0 20 1040 3.12
Connectable scannable undirected advertising 4 20 1220 3.66
Connectable scannable undirected advertising 8 20 1460 4.38
Connectable scannable undirected advertising
using BLE 5 extended advertising 0 150 496 1.49
Connectable scannable undirected advertising
using BLE 5 extended advertising 0 60 547 1.64
Connectable scannable undirected advertising
using BLE 5 extended advertising 0 20 722 2.17
Connectable scannable undirected advertising
using BLE 5 extended advertising 8 20 1010 3.03
Connectable scannable undirected advertising
/Scan request and response 8 20 1620 4.86
Non-connectable non-scannable
Undirected advertising/Connection 0 100 817 2.45
Connection and not advertising 0 N/A 796 2.39
Connectable scannable undirected
advertising/Connection 0 20 1350 4.05

Adjusting the transmit power impacts the total power consumption in
all data transmissions, where higher transmit power increases power
consumption. However, adjusting the transmit power is restricted by
the range requirements. Using the BLE 5 extended advertising feature
with LE 2M PHY consumes less energy compared to advertising only
in primary channels with the same advertising parameters. Energy is
saved due to the shorter time required to send the advertising data
in secondary advertising channels with LE 2M PHY. However, sending
small advertising packets using extended advertising has no measurable
difference. For example, sending advertising packets with a 9-byte
length user payload and 60 ms advertising interval, the average current
is 539 pA for using only primary advertising channels and 540 pA
for extended advertising. Similarly with the same advertising package
size, when using a 30 ms advertising interval to send the advertising
packets, the average current is 630 pA for only advertising on primary
advertising channels and 632 pA for extended advertising. In [36],
authors experimented with simulated models of BLE 4 advertising and
BLE 5 extended advertising. The analyzed results showed that BLE
5 advertising has lower energy consumption and latency in device
discovery in most cases. Only in cases where the probability of signal
collisions is infrequent due to a low amount of devices or slower
advertising interval does the BLE 4 advertising perform better.

Due to the hardware, transmit power is limited values between
—20 dBm and 8 dBm and values such as 0, 4, and 8 dBm are chosen
because they can provide a practical range of operation. The power
consumption of the device when applying different transmit power
values slightly varies. For example, when applying the same advertising
interval such as 20 ms and sending equal sized payload, the total power
consumption of a device may increase around 0.6 mW for each 4 dBm
increase of transmit power.

Sending a scan response can happen after each advertising packet
is transmitted on a primary advertising channel. When a scannable
advertising device is continually scanned with active scanning, it has
to respond to a scan request that causes additional radio transmissions,
thus increasing the overall power consumption. The different phases of
advertising are outlined and additional power consumption caused by
the scan request and scan response can be seen in part (3) in Fig. 17.
The peak current for advertising, scanning request, and response is
around 17 mA. In Table 2 power consumption is 4.86 mW when a
peripheral device is scanned with 10 ms scan interval and window. It
has 0.5 mW more power consumption compared to a device that is not
responding to scan requests.

The payload part of uncoded LE packets is shown in Fig. 18, the user
data in the payload is limited to only 244 bytes (ATT payload) even if
the whole payload is 251 Bytes.
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Fig. 17. (1) Different phases of advertising affecting the power consumption:
Pre-processing and crystal ramp-up, (2) advertising event, (3) scan request and
response.
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Fig. 18. Payload part of an LE data packet.

The average energy consumption of the device when applying LE
1M and LE 2M features for sending different size ATT payloads with
8 dBm transmit power is presented in Table 3. The results show that
sending the larger payload in each packet with the same LE feature
(such as LE 1M or LE 2M) causes higher energy consumption. The
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Table 3
Energy used in transmission (Tx) for different ATT payload sizes.

LE 2M

Bytes 20 52 100 196 244
Energy (mJ) 8.02 17.54 24.55 47.60 51.60
LE 1M

Bytes 20 52 100 196 244
Energy (mJ) 16.53 33.06 51.6 93.19 110.22

increasing rate of energy consumption is the same as the increasing rate
of the payload size. Particularly, when raising the payload size from
52 Bytes to 244 Bytes, the energy consumption merely increases from
17.54 mJ to 51.6 mJ. This shows that using LE 2M PHY feature will
save significantly more energy than using LE 1M PHY feature when
larger payload sizes are transmitted.

The results also show that using the LE 2M PHY feature for sending
large data with a high data rate is more energy-efficient than the using
LE 1M feature. It is noted that the ATT payload size of 52 Bytes,
100 Bytes, and 196 Bytes would fit ECG monitoring applications using
250 Hz, 500 Hz, and 1 kHz sampling frequency (in which each sample
has 24 bits and 8 channels are applied), respectively. This implies
that the LE 2M can be suitable for high data rate applications while
maintaining a high level of energy efficiency.

7. Conclusions

This paper presented possible mobility support approaches for edge-
based IoT systems. The approaches were implemented in an entire
system placed in an office environment. Different parameters affecting
the handover mechanisms were applied and tested. A device’s energy
consumption and the system latency were measured and evaluated via
concrete practically implemented mobility. The results show that using
the BLE LE 2M PHY feature, especially when transferring larger ATT
payloads reduces energy consumption significantly because it takes
a shorter time to send the same amount of data compared to the
LE 1M PHY feature. Switching the advertising interval length and
connectivity as implemented in Case 2 or turning advertising off during
connected state as implemented in Case 3 helps to reduce total energy
consumption. Using extended advertising with LE 2M PHY if the feature
is available reduces energy consumption provided that the advertising
packets are larger in size. From experiments, it can be concluded that
applying mobility support approaches can aid in properly maintaining
the connection between an IoT device and edge-based IoT systems
during mobility with low latency. Simple handover approaches, such
as Case 1, 2, and 3 presented in this paper are not entirely suitable
for real-time applications, especially if uninterrupted connections are
required. It is recommended to have more advanced mobility sup-
port approaches for edge-based IoT systems. The handover approaches
should both reduce system latency during mobility and maintain a
high quality of edge services. Additionally, handle the worst mobility
cases and challenging environments to suit time-critical high data rate
applications.
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