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ABSTRACT 

This dissertation explores the emerging role of deepfake personas in human–
computer interaction and marketing, investigating their usability, user perceptions, 
and ethical considerations in design tasks. While deepfake technology is often 
associated with malicious use, this study shifts the focus toward deepfakes’ 
constructive potential, particularly in the creation of deepfake user personas – AI-
generated video representations that embody persona attributes such as goals, needs, 
and behavioral traits. These deepfake personas offer a novel way to enhance user-
centered design by providing potentially more immersive, emotionally engaging, 
and humanlike representations of target users. However, challenges such as the 
uncanny valley effect, emotional and demographic biases, and technical 
inconsistencies raise questions about the credibility and inclusiveness of deepfake 
personas. The dissertation consists of five empirical studies addressing key research 
gaps, including comparisons between deepfake, human, and conventional persona 
modalities, the effects of deepfake distortions, glitches, on user perceptions of and 
behavior with deepfakes, and the demographic and emotional diversity of 
commercially available deepfake avatars. Applying both qualitative and quantitative 
methods, the dissertation provides insights into how users perceive deepfake 
personas, how deepfake persona perceptions affect users’ task performance, and how 
design and marketing professionals might responsibly implement deepfake personas. 
The findings reveal that while DFs can improve empathy and engagement, their 
effectiveness depends on technical quality, ethical transparency, and alignment with 
user expectations. By investigating deepfake personas across experimental and 
observational contexts, this dissertation contributes to the academic understanding 
of persona use in digital environments and proposes practical guidelines for ethically 
and effectively integrating deepfake technology into design workflows. 

KEYWORDS: human-computer interaction, user experience, deepfake, deepfake 
persona  
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TIIVISTELMÄ 

Tämä väitöskirja tarkastelee deepfake-persoonien kasvavaa roolia ihmisen ja 
tietokoneen välisessä vuorovaikutuksessa sekä markkinoinnissa. Tutkimus selvittää 
deepfake-persoonien käytettävyyttä, käyttäjäkokemuksia ja eettisiä näkökulmia 
suunnittelutehtävissä. Vaikka deepfake-teknologia yhdistetään usein haitalliseen 
käyttöön, tässä tutkimuksessa huomio on deepfake-teknologian rakentavassa 
potentiaalissa, erityisesti deepfake-käyttäjäpersoonien luomisessa. Deepfake-
käyttäjäpersoonilla tarkoitetaan tekoälyn luomia videohahmoja, jotka ilmentävät 
käyttäjäpersoonien ominaisuuksia, kuten tavoitteita, tarpeita ja käyttäytymismalleja. 
Deepfake-käyttäjäpersoonat tarjoavat uuden tavan vahvistaa käyttäjäkeskeistä 
suunnittelua tarjoamalla käyttäjistä mahdollisesti immersiivisempiä, tunteellisesti 
puhuttelevampia ja inhimillisempiä esityksiä. Samalla deepfake-käyttäjäpersooniin 
liittyy kuitenkin haasteita, kuten outo laakso -ilmiö, tunteelliset ja demografiset 
vinoumat sekä tekniset epäjohdonmukaisuudet, jotka herättävät kysymyksiä 
deepfake-käyttäjäpersoonien uskottavuudesta ja inklusiivisuudesta. Väitöskirja 
koostuu viidestä empiirisestä tutkimuksesta, jotka vastaavat keskeisiin tutkimus-
aukkoihin. Näihin kuuluvat muun muassa vertailu deepfake-, ihmispohjaisten ja 
perinteisten persoonamuotojen välillä, deepfake-häiriöiden ja virheiden vaikutukset 
käyttäjien havaintoihin ja toimintaan sekä kaupallisten deepfake-avatarien demo-
grafinen ja emotionaalinen monimuotoisuus. Laadullisia ja määrällisiä menetelmiä 
hyödyntäen väitöskirja tarjoaa uutta tietoa siitä, miten käyttäjät kokevat deepfake-
käyttäjäpersoonat, miten nämä kokemukset vaikuttavat tehtävistä suoriutumiseen ja 
kuinka suunnittelu- ja markkinointialojen ammattilaiset voivat ottaa deepfake-
käyttäjäpersoonat käyttöön vastuullisesti. Tulokset osoittavat, että deepfake-käyttä-
jäpersoonat voivat parantaa empatiaa ja sitoutumista, mutta deepfake-käyttäjä-
persoonien vaikuttavuus riippuu teknisestä laadusta, eettisestä läpinäkyvyydestä ja 
käyttäjien odotusten täyttymisestä. Tarkastelemalla deepfake-käyttäjäpersoonia sekä 
kokeellisissa että havainnoivissa konteksteissa väitöskirja syventää akateemista 
ymmärrystä deepfake-käyttäjäpersoonien käytöstä digitaalisissa ympäristöissä ja 
esittää käytännön suosituksia deepfake-teknologian eettisestä ja tehokkaasta 
hyödyntämisestä suunnitteluprosesseissa. 

AVAINSANAT: ihmisen ja tietokoneen vuorovaikutus, käyttäjäkokemus, deepfake, 
deepfake-persoona  
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1 Introduction 

1.1 Background and Aims of the Study 
Deepfakes, referring to images, videos, or audio created or modified with artificial 
intelligence (AI) tools, capable of depicting both real and fictional humans, carry the 
reputation of being used for malicious purposes (Ahmed, 2021; Ahmed et al., 2023; 
Appel & Prietzel, 2022; Bode, 2021; Bray et al., 2022; Chadha et al., 2021; Fallis, 
2021). However, although deepfake technology has been used for malicious 
purposes, deepfakes could be used for good purposes. One example of deepfake use 
for good is user personas (later personas). Personas are fictional characters that 
represent real user groups first presented in goal-directed design to help designers 
understand the end users better (Cooper, 1999; Nielsen, 2019; Rönkkö et al., 2004). 
I.e., to bring end users closer to designers. User can refer to (a) the people using 
personas, hence, persona user, or (b) to the user whom the persona represents, hence, 
the end user. Personas have been conventionally presented as flat-file personas 
(conventional personas), such as PDFs and posters, but at the emergence of AI and 
machine learning (ML) into various domains in human life, the use of deepfake 
technology has become possible also with personas introducing deepfake personas 
(DFs) which are deepfakes carrying the properties conventionally found in personas 
such as persona goals, needs, and wants (Cooper, 1999). On the other hand, a 
deepfake avatar (DA) is a digital entity, the outer shell of a deepfake, with a human-
like appearance, generated by computer software to engage, inform, and interact with 
users across information systems, applications, and services. DAs are used as the 
facial and bodily models for image and video deepfakes (Aljaroodi et al., 2019; 
Kaate, Salminen, Jung, Rizun, et al., 2024; Kaate, Salminen, Al Tamime, et al., 
2025). 

AI and ML have significantly transformed human-computer interaction (HCI) 
and marketing, among others, in the past few years (Duvvuri, 2021; Kaate, Salminen, 
Jung, Santos, et al., 2025; Kaate, Salminen, Jung, Xuan, et al., 2025; Salminen, 
Mustak, et al., 2022). Among the advancements in AI and ML, deepfake technology 
has emerged as a powerful tool with the potential to also revolutionize how personas 
are created, utilized, and perceived. Personas themselves have been under scientific 
interest since the late 1990’s when (Cooper, 1999) published his work The Inmates 
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Are Running the Asylum although personas as such had been used before, for 
example in marketing (Caballero et al., 2014), but Cooper formulated properly the 
outline of persona creation and persona use in design for the first time in the field of 
HCI as design tool. DFs hold promise for enhancing user experience (UX) and 
providing more personalized and engaging interactions in marketing and HCI. 

The increasing sophistication of deepfake technology has opened new avenues for 
persona development and persona research, particularly regarding users’ perceptions 
of and interactions with personas (Kaate, Salminen, Jung, Xuan, et al., 2025; Salminen, 
Jung, et al., 2021). The significance of deepfake technology lies in deepfake 
technology’s ability to create personas that can mimic real humans (Bode et al., 2021). 
Deepfake technology’s capability extends beyond mere visual replication since it 
holds, optimally, the subtle expressions and behaviors of a human being that make 
human interaction more natural and relatable, potentially making DFs a prominent tool 
for design (Renier et al., 2024). In marketing, DFs can enhance customer engagement 
by providing tailored experiences resonating with customers on a personal level 
(Whittaker et al., 2021). This emotional depth can enhance UX in various applications, 
from customer service to educational tools. In HCI, DFs can facilitate better user-
centered design (UCD) by offering realistic and empathetic user representations 
(Danry et al., 2022). However, the use of deepfakes has also raised ethical concerns 
and practical challenges that must be carefully addressed (Ahmed, 2021; Fallis, 2021). 
There is also the question about how realistic deepfakes really are and how users 
perceive deepfakes (Barari et al., 2021; Preu et al., 2022; Wagner & Blewer, 2019), a 
question most famously raised already in the 1970’s by (Mori, 1970). 

There are challenges associated with the use of deepfake technology for good, 
one concern being the deepfakes potentially being perceived as eerie or unsettling, a 
phenomenon known as the uncanny valley effect (Mori, 1970). The uncanny valley 
effect occurs when a digital representation, such as deepfake, is perceived as being 
very close to human but has slight imperfections that make it appear very strange or 
unnatural to users. DFs can display a range of emotions and behaviors that make 
interactions with them more natural and relatable, yet imperfections like uncanny 
valley effect can occur.  In the context of deepfakes, the effects of uncanny valley 
have remained largely unexplored yet addressing the challenge of uncanniness is 
crucial for ensuring that DFs are effective and well-received by DF users. 

Deepfake technology has the potential to transform how personas are created and 
deployed. Conventional personas, persona profiles, while useful, often lack the 
dynamism and emotional depth that can truly engage users, customers, and designers 
(Bonnardel et al., 2016; Kaate, Salminen, Jung, Santos, et al., 2025). DFs, by 
contrast, could offer a more immersive and realistic approach to personas, making it 
easier for designers and other persona users to empathize with and understand the 
needs, goals, and behaviors of different user groups, which is the primary purpose of 
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personas (Cooper, 1999). However, the realism of DFs can be misleading leaving 
room for users’ different perceptions about the realism and humanlikeness of the 
DFs and DF perceptions are, still, quite unexplored grounds in persona research. 

The integration of deepfake technology into HCI, design, and marketing processes 
can significantly enhance the effectiveness of personas. By creating more humanlike 
and engaging persona representations, DFs can help bridge the gap between user needs 
and design solutions. For instance, in a design task, DFs could convey user emotions 
and reactions more vividly, helping designers create products and services that are 
more aligned with user expectations and preferences (Danry et al., 2022). In the 
marketing context, also, DFs can serve as useful tools to make it easier for marketers 
to empathize with potential customers thus making it easier for the marketers to create 
marketing that resonates with the customers (Whittaker et al., 2021). Affecting the 
usability of deepfakes are also the emotional and demographic properties of the 
deepfakes and DAs. AI-generated imagery, such as deepfakes, have been found to 
include emotional and demographic biases possibly affecting the usability of DFs. 
However, what remains unclear are the current extent and effect of DAs’ and DFs’ 
current emotional and demographic capabilities on the usability of DAs and DFs. 

From the marketing point of view, personas and DFs are tools for market 
segmentation (Chandra et al., 2022; Revella, 2015; Whittaker et al., 2021). Market 
segmentation is the practice of dividing the consumer or business market into smaller 
groups of customers based on shared characteristics (An, Kwak, Jung, Salminen, & 
Jansen, 2018). This process is seen as crucial for developing targeted marketing 
strategies that resonate with specific customer segments, i.e., customer groups. DFs 
have a role in enhancing marketing segmentation by providing more detailed and 
realistic representations of these customer segments. For example, DFs can be used to 
create customized marketing messages that appeal to different customer groups 
(Campbell, Plangger, Sands, & Kietzmann, 2022; Campbell, Plangger, Sands, 
Kietzmann, et al., 2022). By, possibly, reflecting the diverse emotions, behaviors, and 
preferences of various customer segments better than conventional personas, DFs can 
help marketers develop more effective and personalized marketing campaigns. This 
personalized approach can lead to higher engagement with the products and services 
of the company and better customer satisfaction, as the marketing messages are more 
likely to resonate with the target customers (Casaca & Miguel, 2024). 

DAs themselves could have a potential effect on the users’ DF perceptions 
through emotional and demographic properties of the DAs (Aljaroodi et al., 2019; 
Becker et al., 2024). DAs, as they are trying to reflect the wide variety of humans, 
vary in their facial emotions, age, gender, and ethnic group making it worthwhile to 
ask whether these characteristics affect DF perceptions and do deepfake service 
providers have gaps in, for example, demographics of DAs compared to the world-
wide user base of the deepfakes. Creating deepfakes is, at the moment, possible 
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through commercial deepfake service providers which offer a selection of DAs for 
deepfake creation with limited emotional and demographic properties, possibly 
affecting users’ persona perceptions. 

So, DFs have potential helping HCI designers and marketers to better reach the 
goals, needs, and wants of the targeted end users and audiences but despite the 
potential of DFs, user perceptions of DFs in design tasks, i.e., for good purposes, 
has not been examined in depth. This dissertation aims to explore DFs’ use for good, 
how DFs are perceived by DF users, and what challenges are associated in using DFs 
in design tasks. By examining the theoretical frameworks and practical implications 
of using deepfake technology especially in HCI, this dissertation seeks to provide a 
comprehensive understanding of how DFs can be effectively and ethically integrated 
into use for good purposes. 

This dissertation addresses these challenges by conducting five empirical studies 
that together provide a comprehensive view of DFs in design and marketing contexts. 
Articles I-III examine DF user perceptions, to demonstrate both the DFs’ potential 
to increase empathy and engagement in users and the vulnerabilities associated with 
technical glitches and uncanny realism. Articles IV-V shift the focus to the broader 
ecosystem of DA generation, exposing demographic and emotional biases in 
commercial DA platforms. Synthesizing these findings, the dissertation 
demonstrates that DFs can be valuable tools for UCD if DFs are developed with both 
perceptual authenticity and systemic inclusivity in mind. 

1.2 Research Gap and Objectives 
How users perceive DFs is influenced by multiple factors (Becker et al., 2024; Gupta 
et al., 2020; Preu et al., 2022), and the effects of DF perceptions on DF user behavior 
are also diverse (Bode, 2021; Weisman & Peña, 2021). While there has been research 
on viewing patterns and perceptions of deepfake videos and audio (M. Li et al., 2021; 
Wang et al., 2022), there is a gap in comprehensive empirical studies focusing on 
users' perceptions of DFs in experimental settings. Studying DF perceptions is 
crucial because these perceptions can significantly influence the usability and 
effectiveness of DF applications, such as how DFs can be used in design tasks. 
Studies exploring how users respond to and perceive DFs are scarce. Thus, studies 
on DF perceptions’ impact on DF use are needed. 

The research gap of this dissertation consists of the research gaps of the 
individual articles forming the dissertation (Table 1). Firstly, there is a lack of 
knowledge in how DFs are perceived compared to narrative (text) and classic 
persona (conventional flat-file persona profile) modalities. Personas come in 
different modalities, and the user perceptions of classic (Salminen, Nielsen, et al., 
2018) and narrative personas (Kunur et al., 2016; Nielsen, 2004) have been studied 
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and factors affecting the persona usability of classic and narrative persona modalities 
have been explored yet user perceptions of DFs’ effect on user behavior in a design 
task are scarce. Prior studies have found that making deepfakes as humanlike as 
possible has a positive effect on deepfake perceptions (Chadha et al., 2021) but this 
also introduces the uncanny valley problem (Mori, 1970) when nearly reaching a 
complete humanlikeness but not quite makes the deepfake eerie. Having a deepfake 
almost humanlike has the potential of making the deepfake disturbing for the users 
affecting deepfake perception (Weisman & Peña, 2021). 

Secondly, user perceptions of deepfakes have been studied (Becker et al., 2024; 
Preu et al., 2022) as well as how users perceive humans (Bertoni et al., 2022). 
However, the user perception differences of DFs and human personas (personas 
acted by humans in videos) in an experimental setting have not been studied in depth. 
Knowing the perception differences between DFs and human personas is crucial 
because it helps identify the unique attributes and potential shortcomings of DFs 
compared to human personas and reveals the possible factors affecting DF and 
human persona perceptions.  

Thirdly, deepfakes are known to occasionally have sudden irregularities 
commonly called glitches, i.e., irregularities in the deepfakes that are perceived as 
weird or unnatural by the users (Appel & Prietzel, 2022; Bode, 2021; Hasan & Salah, 
2019) that could affect the DF perception. However, the effects of such glitches on 
deepfake and human persona perceptions and on user behavior in an experimental 
setting have not been studied in depth. Glitches come in different forms such as 
eeriness of the eyes (Appel & Prietzel, 2022), ears (Agarwal & Farid, 2021), and 
voice (Müller et al., 2021) and the effects of these glitches, when observed by users, 
on persona perception and users’ task performance have not been studied 
empirically. Furthermore, developing strategies to minimize these glitches will be 
crucial for improving the realism and acceptance of deepfake technology. 

Fourthly, commercial deepfake service providers have penetrated the deepfake 
creation market rapidly during the past few years offering easy access to deepfake 
generation around the world (Colossyan, 2022; Elai, 2022; Synthesia, 2022). 
However, demographic similarity between a deepfake and its user has been found 
important for users identification, a user’s feeling of similarity, with the deepfake 
(Aljaroodi et al., 2019; Wagner & Blewer, 2019) thus making the demographic 
coverage of deepfakes and DAs, on which the visual appearance of the deepfake is 
based, important. However, in the commercial deepfake services, there are hundreds 
of DAs available for deepfake creation (Colossyan, 2022; Elai, 2022; Synthesia, 
2022), but the diversity of DAs’ demographic properties compared to global 
demographics has not been studied in depth. 

Finally, the deepfakes’ effectiveness in capturing and reflecting the wide range 
of human emotions has not been studied in depth. In prior studies of the role of 
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displaying human emotions in artificial characters, such as deepfakes, with a wide 
range of human-like facial expressions increases deepfakes’ perceived 
humanlikeness (Bhargave et al., 2013; Chen & Jack, 2017). Yet, the current state of 
deepfake service providers’ DAs’ emotional facial expression status is unclear. 
Potential emotional bias in DAs can lead to a lack of humanlikeness and authenticity 
in human-deepfake interactions where a wider range of emotions would be necessary 
(Becker et al., 2024). 

Table 1.  Research gaps for each dissertation article. 

Research Gap Methodology Article 

Lack of scientific knowledge on 
how users perceive deepfake 
user personas compared to 
narrative and classic persona 
modalities and how persona 
perception differences affect 
design task performance. 

Empirical experiment with 
deepfake, narrative, and classic 
persona modalities and statistical 
analysis of survey answers from 
91 participants. 

Article I: The Realness of 
Fakes: Primary Evidence 
of the Effect of Deepfake 
Personas on User 
Perceptions in a Design 
Task 

Lack of scientific knowledge on 
how users perceive DFs versus 
human personas. 

Empirical experiment with 
deepfake and human personas 
with qualitative thematic analysis 
of answers and observations from 
46 participants. 

Article II: How Do Users 
Perceive Deepfake 
Personas? Investigating 
the Deepfake User 
Perception and Its 
Implications for Human-
Computer Interaction 

Lack of scientific knowledge on 
the effects of deepfake glitches 
on persona perception and user 
behavior. 

Empirical experiment with 
deepfake and human personas 
with statistical analysis of survey 
answers and behavioral data from 
46 participants. 

Article III: ”There Is 
something Rotten in 
Denmark”: Investigating 
the Deepfake Persona 
Perceptions and Their 
Implications for Human-
centered AI 

Lack of scientific knowledge on 
how demographic diversity is 
represented in commercial 
deepfake services. 

Quantitative observation and 
statistical analysis. 

Article IV: Is Deepfake 
Diversity Real? Analyzing 
the Diversity of Deepfake 
Avatars 

Lack of scientific knowledge on 
the effectiveness of deepfakes 
in capturing and reflecting 
human emotions. 

Quantitative observation and 
statistical analysis. 

Article V: Getting Emotional 
Enough: Analyzing 
Emotional Diversity in 
Deepfake Avatars 

1.3 Research Questions 
To address the identified research gaps (Table 1), five research questions (RQs) were 
formulated which were further divided into individual RQs in the research articles 
(Table 2). Based on the research gaps presented in Table 2, this dissertation explores 
the impacts of DFs on user perceptions, DF perceptions’ implications for user 
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behavior, and the emotional and demographic diversity of DAs. The RQs presented 
in the five articles comprising this dissertation investigate these aspects of DFs and 
DAs. 

Table 2.  Original research question from the articles. 

Dissertation Research 
Question 

Research Questions in the 
Research Articles 

Article 

RQ1: To what degree do 
deepfake personas improve 
or worsen designer persona 
perceptions and design task 
performance? 

How does persona modality affect 
designers’ perceptions of the 
persona? Article I: The Realness of 

Fakes: Primary Evidence of 
the Effect of Deepfake 
Personas on User 
Perceptions in a Design 
Task 

How does persona modality affect 
design task performance? 

Is there an uncanny valley effect 
associated with deepfake 
personas? 

RQ2: How do users 
perceive deepfake personas 
for a design task? 

How do people perceive deepfakes 
for a design task? 

Article II: How Do Users 
Perceive Deepfake 
Personas? Investigating the 
Deepfake User Perception 
and Its Implications for 
Human-Computer 
Interaction 

RQ3: How do users observe 
deepfake persona 
distortions affect users’ 
perception of the deepfake 
persona? 

What type of glitches do users 
observe in deepfake personas? 

Article III: ”There Is 
something Rotten in 
Denmark”: Investigating the 
Deepfake Persona 
Perceptions and Their 
Implications for Human-
centered AI 

How do users’ (a) perceptions of 
the persona and (b) behavior vary 
between deepfake and human 
personas? 

How does users’ glitch perception 
affect their (a) perceptions of the 
persona and (b) behavior? 

RQ4: How inclusively do 
deepfake avatars represent 
the global population? 

What are the central demographic 
gaps in deepfake avatars? 

Article IV: Is Deepfake 
Diversity Real? Analyzing 
the Diversity of Deepfake 
Avatars 

How well do deepfake avatars 
represent the global population? 

RQ5: How accurately do 
deepfake avatars express 
human facial expressions? 

What are the key emotional 
expressions that define the diversity 
in emotional expressions exhibited 
by DAs? 

Article V: Getting Emotional 
Enough: Analyzing 
Emotional Diversity in 
Deepfake Avatars 

In what ways, if any, do DAs exhibit 
bias in capturing and reflecting 
human emotional expressions? 

Are there significant differences in 
the way DAs express emotions 
based on age, gender, and ethnic 
group? 
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RQ1 (To what degree do deepfake personas improve or worsen designer 
perceptions and design task performance?) explores the different aspects of users’ 
DF perceptions and DF perceptions’ potential effect on design task performance. 
Deepfakes themselves and persona perceptions’ effect on design task performance 
has been studied before yet there is a knowledge gap in what ways DFs affect users’ 
design task performance. Deepfake technology’s ability to create realistic depictions 
of human-like characters carries potential for immersive personas for design use but 
scientific research on the potential of such realistic depictions remains scarce. DF 
properties such as possible uncanniness (Mori, 1970) i.e., an artificial character being 
close to humanlikeness making the artificial character disturbing, and the 
uncanniness’ effect on DF usability in design tasks has not been studied. Also, 
personas come in different forms or modalities, such as conventional 2D personas 
(paper, PDF) and narrative personas (textual persona narrative) (Kunur et al., 2016; 
Salminen, Nielsen, et al., 2018). The effects of persona modality (conventional 
persona or narrative persona, and also chat personas) on persona perception has been 
studied (Kaate, Salminen, Jung, Santos, et al., 2025; Salminen, Liu, et al., 2020) but 
not the effects of DFs on persona perception. In addition, the effects of DFs on design 
task performance have remained an unexplored avenue. 

RQ2 (How do users perceive deepfake personas for a design task?) explores how 
users perceive DFs and the subsequent effects on user behavior. While much of the 
existing literature focuses on the detection of deepfakes and deepfakes’ negative 
implications, such as misinformation and manipulation (Mustak et al., 2023; Vaccari 
& Chadwick, 2020), there has been less emphasis on understanding how users perceive 
and interact with deepfakes in a positive way. RQ2 aims to fill that knowledge gap by 
investigating the perceptions users have when engaging with deepfakes in a controlled 
experiment. Understanding how users perceive deepfakes is important, for example, 
for the development of usable and effective information systems. If deepfakes are 
perceived negatively, such as being untrustworthy or creepy, deepfakes’ integration 
into information systems could be hindered. Conversely, positive deepfake perceptions 
could benefit user experience with deepfakes and increase acceptance of the deepfake 
technology and increase DFs’ usefulness in design. 

RQ3 (How do users observe deepfake persona distortions affect users’ 
perception of the deepfake persona?) aims to reveal how users perceive DFs if and 
when users encounter glitches, visual or auditory distortions, in the DFs. DF 
perceptions are vital for the usability of the DFs as the perception directly impacts, 
for example, the user's trust and overall acceptance of deepfakes (Seymour et al., 
2021). Also, persona realness’ effect on the persona perceptions and user behavior 
is a less explored area. DFs may carry glitches in deepfakes’ voice and movement 
possibly lowering the perceived realness of the DF (Appel & Prietzel, 2022; Bode et 
al., 2021; Hasan & Salah, 2019). 
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RQ4 (How inclusively do deepfake avatars represent the global population?) 
explores the disparities in the representation of different demographic groups in 
deepfakes. Demographic disparities, e.g., a bias towards some demographics while 
neglecting other demographics, could have an effect on the quality of interaction 
between the deepfake and its user. Understanding the potential demographic gaps is 
the first step in addressing the gaps, which is essential for creating more inclusive 
and equitable deepfakes. Deepfakes are increasingly used in customer service, 
education, and other applications where deepfakes interact with a diverse user base 
(Bach et al., 2022; Vassilakopoulou & Hustad, 2021). If deepfakes predominantly 
represent only certain demographics, deepfakes may not resonate with or be relatable 
to all deepfake users (Renier et al., 2024). This can affect the quality of the deepfake 
user experience, especially for those users from demographic groups that are 
demographically underrepresented in current deepfakes. By identifying and 
addressing these demographic gaps, deepfakes can be created to better serve a 
diverse global user base, potentially improving user experience with deepfakes. 

RQ5 (How accurately do deepfake avatars express human facial expressions?) 
emphasizes the significance of facial expressions in interpersonal communication. 
Deepfakes, designed to be anthropomorphic, aim to simulate human-like 
interactions (Nass & Moon, 2000). Understanding the range and diversity of facial 
expressions in DAs is important for improving user satisfaction and engagement, 
among others, in various applications. Identifying and addressing potential biases in 
the facial expressions of deepfakes based on gender, ethnicity, and age is also 
important for user satisfaction and engagement. Emotional biases in DAs can affect 
the perceived authenticity and effectiveness of interactions with the deepfakes in 
users from diverse backgrounds, potentially reinforcing stereotypes or failing to 
accurately represent the emotional complexity of the interaction between the user 
and the deepfake (Buolamwini & Gebru, 2018; Zhou et al., 2024). Previous studies 
have found the importance of facial emotional expressiveness to user engagement 
(Jack & Schyns, 2015; McDuff & Czerwinski, 2018; Miao et al., 2022) but as such 
the effects of deepfakes’ emotional expressiveness, or the lack of it, has not been 
thoroughly addressed in prior studies. 

1.4 Dissertation Structure 
This dissertation is divided into seven chapters. This first chapter is the introductory 
chapter presenting the background for the study, research gaps, and research 
questions. The second chapter puts forth the theoretical background for the 
dissertation by discussing previous studies and scientific literature giving the 
conceptual framework for the dissertation. The third chapter presents the research 
methodology of the dissertation as well as the research philosophy of the dissertation. 
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The fourth chapter presents the key findings of the five research articles. The fifth 
chapter discusses the theoretical contributions and practical implications of the five 
articles, and limitations of the research. The sixth chapter is the conclusive chapter 
and finally, the seventh chapter of the dissertation includes the five research articles 
also presented in Table 2. 
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2 Theoretical Background 

2.1 The Concept, Role, and History of Personas 

2.1.1 The Concept of Personas 
The functionality of personas in design and HCI is influentially grounded in the idea 
of goal-directed design (Cooper, 1999), where personas represent archetypal user 
groups that help guide product and service features toward user goals. In the fast-
evolving landscape of product and service development, one of the most significant 
challenges companies face is ensuring effective communication about end users 
among diverse cross-functional teams (Howard, 2015a). This issue is often 
exacerbated in large organizations where specialists from various disciplines, such 
as software engineering, marketing, project management, and design, struggle to 
align their goals and methodologies. To bridge this gap, the concept of personas 
emerged in the late 1990s (Cooper, 1999) as a tool providing a common language 
for development teams that helps the teams focus on the needs, goals, and wants of 
the end users of products or services. 

Personas are detailed and realistic representations of end users or customers who 
interact or will interact with a product or service (Cooper, 1999; Howard, 2015a). 
Personas have been conventionally presented as two-dimensional presentations, 
persona profiles, on paper, PDFs, etc. (Figure 1). Persona profiles have, among other 
possible information, a persona facial image, demographic details of the persona, 
and a collection of persona’s goals, needs, and wants (Cooper, 1999). Personas are 
not merely fictional. Personas are rather constructed from rigorous data collection 
methods including ethnographic studies (White & Devitt, 2021), surveys (Kaate, 
Salminen, Jung, Almerekhi, et al., 2023; Kaate, Salminen, Jung, Santos, et al., 2024; 
Kaate, Salminen, Santos, et al., 2024; Kaate, Salminen, Jung, Santos, et al., 2025), 
or from website analytics data (B. J. Jansen et al., 2020; Salminen, Jansen, et al., 
2018). The purpose of creating personas is to distill complex end user data into 
archetypal representations of end-user groups, encapsulating end-users’ goals, 
motivations, and needs (Cooper, 1999) for design or planning. For example, a 
persona might represent “Sam, a 35-year-old marketing manager who relies on 
productivity tools to manage his team’s campaigns and who lives in Philadelphia 
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with his wife and daughter.” By personifying user data in this way, personas help 
persona users empathize with the end user and make informed design decisions that 
cater better to the end users’ needs, goals, and wants (Cooper, 1999). Personas are 
an important component in the toolkit in modern HCI and business trying to create 
user-centered products and services (Anvari et al., 2015). By providing a 
psychologically compelling means to communicate user data, personas facilitate 
better teamwork and more informed design decisions, ultimately leading to products 
that resonate better with their end users (Anvari et al., 2017; Anvari & Richards, 
2016). 

 
Figure 1.  An example of a conventional persona profile with persona facial image and 

demographic information on the left, biographic, frustrations, and goals in the center, 
and personality traits and motivations on the right (Freepik, 2025). 

Personas provide several benefits for the design process. First, personas enhance 
communication. Personas serve as a touchstone for end-user discussions in and 
between teams, ensuring that every team member, regardless of their specialty, can 
understand and contribute to user-focused design decisions (Massanari, 2010). 
Personas create a unified vision of the end user, which can be referenced through the 
development process. Second, personas enable UCD. By integrating personas into 
UCD practices, teams can better align their design choices with real end user needs. 
This alignment is meant to result in products or services that are more intuitive and 
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satisfying for the end-users to use, thus driving user satisfaction and loyalty 
(Howard, 2015b). Third, personas offer informed decision-making. Personas carry a 
wealth of user information, providing actionable knowledge that guides design and 
development. Personas help prioritize features and design elements that will most 
benefit the target users. 

2.1.2 Role and History of Personas 

2.1.2.1 Personas in Marketing 

Personas was introduced in the realm of marketing to help companies understand 
their customers better by segmenting the market into homogeneous groups based on 
common characteristics (Ketamo et al., 2010). Conventional personas, as used in 
early marketing practices, focused on qualitative data and narrative profiles (Cooper, 
1999; J. S. Pruitt & Adlin, 2006). These developments set the stage for this 
dissertation’s focus on DFs, which represent a novel modality within personas’ 
historical development. Marketing researchers and practitioners used personas to 
create detailed persona profiles representing typical users within these segments, 
thereby informing product development and marketing strategies to better meet 
customer needs and preferences (Caballero et al., 2014).  

Personas in marketing have evolved significantly since the 1990s, becoming a 
tool for understanding and effectively targeting marketing messages to customer 
segments (Caballero et al., 2014; Revella, 2015). Personas provide marketers a finely 
grained understanding of customers’, or potential customers’, needs, goals, and 
motivations. As such, personas can be seen as manifestations of market orientation 
directing the company interest towards the market by giving more detailed and vivid 
depictions of the company’s customers or potential customers directing the offering 
of the company to a more client-friendly direction. Market orientation is a business 
philosophy that prioritizes understanding and responding to customer needs, 
competitor actions, and market trends to create value (Kohli & Jaworski, 1990). 
Market orientation involves a company-wide commitment to gathering market 
intelligence, sharing insights across company’s departments, and adapting strategies 
to enhance customer satisfaction and competitive advantage making personas a 
valuable tool for market orientation. 

The purpose and role of personas in marketing is divided into several aspects. 
Firstly, personas enable marketers to adopt a customer-centric approach by 
providing a deeper understanding of the target audience (Fenton et al., 2022). This 
approach ensures that marketing efforts are relevant and resonate with the target 
audience, potentially leading to higher engagement and conversion rates, whatever 
the primary goal for the marketing. Conventionally the process of creating personas 
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in marketing begins with ideation, where marketers brainstorm potential 
characteristics and needs of the target audience (Fenton et al., 2022). This stage 
involves documenting initial assumptions and views about the persona in a 
qualitative manner. Presently, data-driven, quantitative, persona creation methods 
have largely replaced manual persona generation methods. With advancements in 
online analytics and overall user and client data gathering, data-driven personas 
(DDPs) have emerged (Salminen, Jansen, et al., 2018). DDPs leverage large-scale 
data and computational techniques, offering advantages such as automated data 
collection, behavioral accuracy and scalability. DDPs address many challenges of 
manual persona methods, providing a more accurate and dynamic representation of 
customer segments (B. J. Jansen et al., 2020; McGinn & Kotamraju, 2008; Zhang et 
al., 2016). 

Secondly, by segmenting the market into distinct personas, i.e., customer 
segments, marketers can tailor their messages and strategies to meet the needs and 
preferences of different customer segments (Afwan et al., 2024). Segmentation leads 
to more effective targeting of products and services and better positioning, 
differentiating the company offering from its competitors, of products and services. 
Thirdly, personas inform product or service development by highlighting the needs 
and preferences of different client or consumer groups (Caballero et al., 2014). Using 
personas in development processes ensures that products and services are designed 
with the end user in mind, increasing the likelihood of market acceptance. Fourthly, 
understanding the preferred channels and content types of different personas helps 
in developing effective communication strategies (Salminen, Jansen, et al., 2018). 
This knowledge allows marketers to craft messages that are more likely to persuade 
and convert the target audience. Knowing the preferred media and content types of 
different personas helps in developing a more effective content strategy (Salminen, 
Jansen, et al., 2018). Finally, personas are continuously refined and improved to 
better reflect current market situation. Market is constantly developing and to keep 
up with the market, marketers must evolve personas accordingly (Fenton et al., 
2022). 

2.1.2.2 Personas in HCI 

The concept of personas has been a revolutionary tool in HCI and UCD, evolving 
since personas’ inception in the late 1990s. The persona technique has found a 
critical place in HCI and software development, adapting over time to meet the 
changing needs of these fields. Personas were formally introduced to HCI by Alan 
Cooper in his book ”The Inmates Are Running the Asylum” (Cooper, 1999), where 
Cooper described personas as tools for goal-directed design. Cooper's persona 
approach emphasized the creation of detailed, fictional characters based on user 
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research to guide design decisions. These fictional characters, personas, are not real 
people but rather synthesized profiles created from observations of real users, aiming 
to ensure that the design process remains user-focused (Goh et al., 2017). 

Personas are often contrasted with other user-research techniques such as user 
archetypes, mental models, and scenarios. While user archetypes provide broad 
generalizations of user groups, personas offer more specific, contextualized 
representations that integrate behavioral and attitudinal data (Matthews et al., 2012). 
Mental models, on the other hand, focus on how users conceptualize a system and 
its functions (Gentner & Stevens, 2014), whereas personas emphasize user needs and 
motivations within specific contexts bringing end users closer to designers. 
Similarly, scenarios describe hypothetical user interactions with a product but do not 
provide the rich personal details and motivations that personas do (Carroll, 2000). 
The persona technique is grounded in theories of cognitive psychology and human 
decision-making, particularly in the way narratives and empathy influence 
perception and design choices (Nielsen, 2019). By embodying user attributes in a 
coherent and memorable way, personas facilitate empathy, which aids designers in 
making user-centered decisions (Salminen, Jung, et al., 2020). 

In the years after Cooper’s book, the use of personas in HCI has been refined and 
expanded. Researchers and practitioners have developed various approaches to 
persona creation and utilization, often adapting personas to fit different contexts and 
methodologies. Cooper's original concept of goal-oriented personas remains a 
foundational approach in HCI. This method involves creating personas with specific 
goals and motivations that drive their interaction with a product. The primary aim is 
to focus on what users want to achieve and how users use the product or service to 
meet their goals (Goh et al., 2017). Subsequent developments introduced role-based 
personas, which categorize users based on their roles and tasks within a particular 
context (J. S. Pruitt & Adlin, 2006). This method considers the lifecycle of personas, 
ensuring personas remain relevant and updated throughout the design process. 

Research has shown that personas improve UCD practices by enhancing 
empathy, communication, and decision-making among design teams. For instance, 
(Friess, 2012) found that design teams using personas engaged in more user-focused 
discussions compared to teams relying solely on raw user data. Similarly, (Long, 
2009) demonstrated that personas improve designers’ alignment by creating shared 
mental models of the user base, reducing misinterpretations and design conflicts. 
Personas also serve as cognitive artifacts, aiding memory retention and recall of user 
needs during the design process (Kozar & Miaskiewicz, 2009). Furthermore, 
personas can positively influence design choices when integrated with real-world 
data, as shown by (Chapman & Milham, 2006), who found that personas based on 
real user data reduce the risk of biased assumptions in user modeling. However, the 
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effectiveness of personas depends on their validity and how well they represent 
actual user behavior, a factor that is sometimes overlooked in persona development. 

The integration of personas into agile development practices has been a 
significant evolution in persona applications. Agile development practices, 
characterized by iterative development and continuous feedback, require flexible 
tools that can adapt to changing requirements and user feedback (Caballero et al., 
2014). In an agile development context, personas are often used at the beginning of 
the design or development project to refine initial development cycles and personas 
are continually refined based on user feedback and evolving requirements. This kind 
of iterative approach ensures that the personas remain relevant and accurately 
represent the user base throughout the project lifecycle. For instance, (Chamberlain 
et al., 2006) advocate for using personas during the exploratory phase to establish a 
clear understanding of user needs, goals, and behavior before any development or 
design begins. 

Despite their widespread adoption, personas are not without criticism. One major 
concern is the risk of stereotyping and oversimplification. When not based on 
rigorous user research, personas can reinforce biases rather than mitigating biases 
(Hill et al., 2017). This issue is particularly evident when personas are created based 
on intuition rather than empirical data, leading to inaccurate representations of user 
diversity (Rönkkö et al., 2004). Additionally, some studies question whether 
personas truly influence design outcomes or if personas serve more as rhetorical 
tools that designers use to justify existing assumptions (Nielsen et al., 2015). Another 
limitation is the adoption challenge: research by (Blomquist & Arvola, 2002) found 
that design and development teams sometimes struggle to integrate personas into 
agile workflows, particularly in fast-paced environments where up to date personas 
are difficult to maintain. Furthermore, conventional persona profiles are sometimes 
perceived as static, whereas real users exhibit dynamic and evolving behaviors, 
making it difficult to ensure personas remain relevant throughout the design process 
(McGinn & Kotamraju, 2008). Addressing these limitations is important for better 
persona usability requiring a more dynamic, data-driven approach to persona 
development, incorporating real-time user analytics and iterative refinements as well 
as new modalities of personas, such as deepfakes.  

Progress in AI and data analytics have led to the emergence of AI-generated and 
DDPs, which seek to overcome some of the traditional limitations of manually 
created personas. AI-generated personas leverage ML techniques to synthesize 
large-scale user data, creating dynamic personas that evolve based on real-time 
interactions (Salminen, Jansen, et al., 2018). These approaches allow for greater 
scalability and personalization, making it possible to generate personas that are 
continuously updated with new behavioral insights (Salminen, Jansen, et al., 2018). 
The integration of real-time analytics, adaptive persona modeling, and ethical 
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frameworks to ensure that personas remain inclusive, accurate, and useful in 
dynamic HCI contexts are factors affecting persona use and research in the future. 

2.2 Different Forms of Personas 

2.2.1 Quantitative Personas 
While widely used in HCI and marketing, personas have faced criticism and 
challenges. One primary concern is the risk of creating personas that may not 
accurately and engagingly represent real users (B. Jansen et al., 2021). This issue can 
arise if personas are based on insufficient or biased data, leading to designs that do 
not effectively meet end user needs. The data for persona creation can be from 
surveys, interviews, or numerical data from website analytics and user data for 
example from mobile apps (Howard, 2015b; Salminen, Jung, et al., 2020) or the data 
for persona creation can be sales teams’ or development teams’ hunch about the 
potential users. Additionally, the time and resources required to create and maintain 
personas can be substantial, potentially conflicting with the fast-paced nature of agile 
design and development (Goh et al., 2017). 

To address the need for speed and accuracy in persona creation, DDPs have been 
evolving during the past years (B. J. Jansen et al., 2020). DDPs represent an 
advancement in the field of HCI, combining the, often, qualitative creation process 
of conventional personas with quantitative data analytics (Adlin & Pruitt, 2009; An, 
Kwak, Jung, Salminen, Admad, et al., 2018; B. Jansen et al., 2021; B. J. Jansen et 
al., 2020; Park & Kang, 2022; Zhang et al., 2016). Unlike conventional personas, 
which often rely on limited qualitative data, DDPs leverage extensive datasets 
obtained from digital interactions, such as website data, mobile application user data, 
and social media, resulting in more accurate and dynamic representations of users as 
the date keeps updating in the data source (Adlin & Pruitt, 2009; An, Kwak, Jung, 
Salminen, Admad, et al., 2018; B. Jansen et al., 2021; B. J. Jansen et al., 2020; Park 
& Kang, 2022; Zhang et al., 2016). DDPs offer several key advantages: DDPs are 
seen as accurate and reliable due to their grounding in large datasets. Dynamic 
updating capabilities keep DDPs relevant over time and scalability allows DDPs to 
represent large and diverse user populations while actionable insights facilitate 
informed decision-making (B. Jansen et al., 2019). DDP approach involves 
collecting and structuring the data, using methods such as clustering and natural 
language processing to identify distinct user segments, and transforming these 
segments into comprehensive personas (B. Jansen et al., 2019). As any persona, 
DDPs typically include demographic and behavioral information, enriched with 
qualitative data to provide a holistic view of the users (Adlin & Pruitt, 2009; B. 
Jansen et al., 2021). 
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The primary advantage recognized with DDPs is their enhanced accuracy and 
reliability compared to conventional, ”manual” personas which often utilize 
qualitative data (Park & Kang, 2022). Conventional personas can suffer from biases 
and may not reflect the broader user population accurately (Park & Kang, 2022). 
Being created from, usually, large datasets, DDPs are statistically robust and credible 
among persona users. DDPs offer a cost-effective and efficient alternative to the 
time-consuming and expensive process of developing conventional personas, 
making DDPs accessible to organizations with limited resources (S.-G. Jung et al., 
2017). Moreover, DDPs can be updated dynamically to reflect changes in user 
behavior, ensuring their continued relevance and utility for the design and 
development teams (Salminen, Jung, et al., 2020). 

The transition in the field of personas from conventional personas to DDPs 
represents a shift towards more evidence-based and dynamic user representations 
(Bonnardel et al., 2016). From an HCI perspective, DDPs provide a bridge between 
the empathy-driven approach of traditional personas and the precision of analytics 
(B. J. Jansen et al., 2020; Nielsen et al., 2015; Salminen, Jung, et al., 2020). DDPs 
enable designers and developers to make informed, user-centered decisions backed 
by data of the very same target groups for the target groups. This integration carries 
a deeper understanding of user needs, goals, and behaviors, leading to more effective 
and engaging user interfaces, experiences, products, and services as the personas 
evolve when the users evolve creating an iterative loop for persona development. 
Furthermore, DDPs can serve as interactive interfaces themselves, offering 
stakeholders access to underlying analytics and user data, thereby enhancing 
personas’ usability and applicability in real-time decision-making processes (Nielsen 
et al., 2015). 

DDPs are utilized in various domains, including system design, digital 
marketing, and content creation (Guan et al., 2021). In system design, DDPs help 
designers understand diverse user needs and preferences, leading to the development 
of more intuitive and user-friendly user interfaces. As the system under development 
evolves and user data is collected, the personas based on the user data evolve. In 
digital marketing, DDPs enable marketers to craft personalized and effective 
strategies by understanding the specific characteristics and behaviors of different 
user segments, resulting potentially in higher engagement and better conversion 
outcomes (Chaisuwan et al., 2019; Kaate, Salminen, Jung, Olkkonen, et al., 2023). 
Marketing content creators benefit from personas by gaining insights into what types 
of content resonate with different customer segments, allowing for the creation of 
more engaging and relevant content (Clarke, 2015; Revella, 2015). 

Despite their advantages, implementing DDPs presents challenges, such as 
ensuring data quality, addressing algorithmic biases, and navigating ethical 
considerations (McGinn & Kotamraju, 2008; Zhang et al., 2016). The accuracy and 
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quality of DDPs heavily depends on the quality of the data based on which the 
personas are generated. Inaccurate or incomplete data can lead to misleading 
personas and poor decision-making. Algorithms used in DDP creation can introduce 
biases, particularly if the input data is biased, requiring careful monitoring and 
mitigation (Salminen, Jung, et al., 2020). 

The future of DDPs in HCI looks promising, with advancements in data 
analytics, ML, and user interface design enhancing DDPs’ capabilities. Integrating 
AI and ML better in DDP creation can further automate and refine the creation and 
updating of DDPs. Developing real-time personas that adapt dynamically as new 
data is collected will provide even more accurate and timely user representations. 
Enhancing interactivity in personas can allow persona users to explore and 
manipulate underlying data, gaining a more detailed understanding of the personas. 
Expanding persona use to other fields such as healthcare, education, and public 
services can unlock new opportunities for improving UX (Jansen et al., 2019). 

DDPs represent a significant evolution in HCI design and development practices, 
offering a more accurate, dynamic, and scalable approach to understanding the users 
and designing for the users (B. Jansen et al., 2021; Park & Kang, 2022). DDPs 
combine the empathy of conventional personas with the analytical power of data 
science, providing valuable insights that enable better decision-making in, for 
example, design and enhance UX across various domains. As technology continues 
to evolve, the potential for DDPs to impact HCI and beyond will presumably grow, 
making DDPs an essential tool for UCD and development practices. 

2.2.2 Qualitative Personas 
Qualitative personas are research-based user representations developed through 
qualitative methods such as interviews, ethnographic studies, and contextual 
inquiries (Misztal-Radecka & Indurkhya, 2020). Qualitative personas are rooted in 
narrative construction and empathy-building, designed to communicate a rich, 
human-centered understanding of users (Matthews et al., 2012; Nielsen, 2019). 
Qualitative personas focus on narratives to capture users’ motivations, behaviors, 
and pain points in depth. Qualitative personas provide detailed, empathy-driven 
insights that help design teams make user-centered decisions. While qualitative 
personas offer deep contextual understanding, they are usually resource-intensive 
and may lack broad generalizability due, usually, to small sample sizes (Mulder & 
Yaar, 2006). 

Developing qualitative personas involves a structured and iterative process that 
aims to capture the depth of user experiences through, for example, interviews or 
ethnographic studies. This process typically involves defining the objectives, 
aligning persona creation with specific design or business goals (B. J. Jansen et al., 
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2022). The objectives determine the scope of user research and guide the selection 
of appropriate methods for persona data collection. Researchers must identify key 
user segments whose needs and behaviors will shape the eventual personas. This 
phase in the qualitative persona generation process is critical in establishing a clear 
focus for persona generation and ensuring that the personas remain relevant to their 
intended application. 

The primary data collection phase relies on qualitative research techniques such 
as in-depth interviews, contextual inquiries, and ethnographic field studies (Misztal-
Radecka & Indurkhya, 2020). Contextual inquiry, which involves observing users in 
their natural environments, provides additional insights into how individuals interact 
with products and services in real-world scenarios. This method is particularly useful 
in uncovering implicit needs and workarounds that users may not articulate in 
interviews. Ethnographic research, which involves immersive studies in users’ 
environments over an extended period, offers a deeper understanding of cultural and 
social factors influencing behavior (Misztal-Radecka & Indurkhya, 2020). 

After collecting data, the next phase involves systematic data analysis to identify 
common patterns and behavioral themes from the data. Thematic analysis is 
commonly employed, wherein transcripts from interviews and observations are 
coded to extract key themes related to user goals, challenges, and behaviors (B. J. 
Jansen et al., 2022), eventually forming personas. This process involves categorizing 
qualitative data into meaningful clusters, allowing researchers to uncover insights 
that transcend individuals and represent broader user archetypes. The iterative nature 
of qualitative data analysis ensures that personas are constructed based on empirical 
evidence rather than anecdotal or subjective interpretations. 

Once behavioral patterns and archetypes emerge, researchers synthesize the 
findings into persona profiles that reflect distinct user segments (B. J. Jansen et al., 
2022). Qualitative persona profiles typically include similar components as do 
quantitative personas, a combination of demographic details, behavioral tendencies, 
goals, and pain points (Salminen, Guan, et al., 2020). While demographic 
information such as age, occupation, and background provides context, the primary 
emphasis of qualitative personas is on users’ motivations, behaviors, and attitudes. 
To ensure validity, researchers may conduct persona user workshops where design 
team members review and refine the personas, refining persona alignment with the 
collected data and resonate with design and business objectives (B. J. Jansen et al., 
2022; Korsgaard et al., 2020). 

Refinement and validation play a crucial role in ensuring that personas remain 
useful throughout the design process. Some studies suggest validating personas 
through user feedback, where actual users or domain experts assess whether the 
personas accurately represent their lived experiences (Ramos et al., 2021). 
Additionally, integrating usability testing and iterative user research can further 
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refine qualitative persona characteristics over time, making qualitative personas 
adaptable to evolving user needs. 

2.3 Deepfakes 

2.3.1 Deepfakes in General 
Deepfakes, a term that first gained prominence in 2017, refer to synthetic media 
where faces, voices, and other human elements are convincingly altered or generated 
using advanced AI techniques (Gamage et al., 2022). The first attempt for a deepfake 
video happened already in 1997 in a program called Video Rewrite (Bregler et al., 
1997). The program utilized vocal and visual mimicking of real humans using 
original footage of historical figures as the base for altered video production. The 
Video Rewrite program worked by analyzing the phonemes (speech sounds) in the 
original video along with the associated facial movements, then rearranging and 
seamlessly blending mouth images to align with the phoneme sequence of the new 
audio, i.e., the audio the new video creator wanted the character to speak (Bregler et 
al., 1997). The main intended application for the technology at the time was in film 
dubbing. 

After Video Rewrite, the wider development of deepfakes can be traced to the 
use of generative adversarial networks (GANs) (Goodfellow et al., 2014; Karras et 
al., 2019), a class of ML frameworks where two neural networks, the generator and 
the discriminator, are pitted against each other to produce increasingly realistic 
outputs; That is, deploying GAN is an iterative process where two computer software 
bounce data between each other making the data, such as a video, more realistic 
(Jacobsen, 2024). This technology allows the creation of hyper-realistic videos, 
audio, and images that can mimic real individuals or generate fictional humans. 

Deepfakes are generated through a process that involves extensive training of 
GANs on large datasets of human images and videos (Masood et al., 2023). The 
generator network creates a deepfake video, while the discriminator network 
evaluates the deepfake video’s authenticity against real human videos. Through 
iterative refinement, the generator improves its ability to produce convincing 
deepfake videos that the discriminator cannot distinguish from real human videos 
(Masood et al., 2023). This process requires vast amounts of computational power 
and high-quality training data to achieve realistic results. The sophistication of 
deepfake technology has rapidly advanced, making it increasingly difficult for even 
trained human eyes to discern deepfakes from real humans. 

From the film dubbing purposes in the beginning (Bregler et al., 1997), the use 
of deepfakes has spanned various domains, both benign and malicious. On one hand, 
deepfakes are employed in entertainment, such as in movies and video games, to 
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create special effects, resurrect deceased or old actors, or just to make the fake world 
of a movie or a game more realistic (Murphy et al., 2023). On the other hand, 
deepfakes are notorious for their potential misuse in creating fake news, political 
disinformation, and non-consensual pornography (Barari et al., 2021; Vaccari & 
Chadwick, 2020). These malicious applications have raised significant ethical and 
legal concerns, as they can deteriorate trust in the media, manipulate public opinion, 
and cause severe personal harm (I. Sharma et al., 2023).  

Deepfakes are used in various contexts, including social media, politics, and 
journalism and the production of deepfakes has become increasingly easier with 
commercial deepfake software (Colossyan, 2022; Elai, 2022; Synthesia, 2022). In 
social media, deepfakes can spread misinformation rapidly, reaching a wide 
audience before the content can be verified (P. Sharma et al., 2024). Politically, 
deepfakes pose a threat to the integrity of elections and political discourse by 
fabricating statements or actions of public figures (I. Sharma et al., 2023; Vaccari & 
Chadwick, 2020). In journalism, the challenge with deepfakes lies in maintaining the 
credibility of information when deepfake technology can produce convincing fake 
content (Shin & Lee, 2022). The pervasive nature of deepfakes necessitates the 
development of advanced detection methods to identify and mitigate their impact. 

The evolution of deepfake technology has also spurred a corresponding 
development in detection techniques. ML algorithms are being developed to identify 
subtle inconsistencies and artifacts that differentiate deepfakes from genuine media. 
However, this has led to an ongoing ”arms race” between deepfake creation and 
detection technologies (P. Sharma et al., 2024). The detection methods, while 
improving, still face significant challenges in keeping pace with the rapidly 
advancing deepfake generation techniques.  

However, despite all the malicious use of deepfakes, deepfakes can also be used 
for good purposes. In the entertainment industry, deepfakes have been utilized to 
create realistic visual effects (Usukhbayar & Homer, 2020). For instance, the Dalí 
Lives exhibition at the Dalí Museum in Florida employed deepfake technology to 
animate the artist Salvador Dalí, providing visitors with an interactive and immersive 
experience (Mihailova, 2021). In education, deepfakes have been used to enhance 
learning experiences. By animating historical figures or creating realistic 
simulations, educators can offer students engaging and interactive content that 
deepens their understanding of complex subjects (Erduran, 2024). In medicine, 
deepfake technology has been explored for its potential to improve patient care and 
medical training. For example, deepfakes can simulate realistic patient scenarios, 
providing medical students with valuable hands-on experience in a controlled 
environment (Hamilton, 2024). These positive applications highlight the versatility 
of deepfake technology when utilized responsibly. However, before this dissertation, 
the use of deepfakes as personas in a design context has not been studied. 
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2.3.2 Anthropomorphism 
Anthropomorphism, the tendency to attribute human characteristics, emotions, and 
intentions to non-human entities, plays a central role in the perception and reception 
of deepfakes (Huang, 2024). The human inclination to perceive agency in artificial 
creations, such as deepfakes, has long been studied in psychology and cognitive 
science, where it has been linked to evolutionary survival mechanisms that favor the 
recognition of social agents in ambiguous stimuli (Epley et al., 2007). This inherent 
tendency in humans to anthropomorphize extends to digital avatars, robots, and AI-
generated content, including deepfakes. 

One significant aspect of deepfakes is their high degree of anthropomorphism, 
or the extent to which deepfakes are perceived as humanlike (Waytz et al., 2010). 
Research in HCI and social robotics suggests that the more humanlike a digital entity 
appears, the more people are likely to interact with it as if it were a real person (Smith 
et al., 2021). The application of anthropomorphism in the context of deepfakes is 
particularly relevant due to the increasing realism of deepfakes. As deepfakes 
replicate human facial expressions, voice patterns, and even microexpressions with 
precision, deepfakes elicit natural responses from viewers, who instinctively 
perceive deepfakes as human entities (Korshunov & Marcel, 2018; Nass & Moon, 
2000). Research in HCI has shown that people tend to engage with and respond to 
digital human representations in ways similar to how they interact with real humans 
(Kim, 2024). This phenomenon, sometimes referred to as the ”computers as social 
actors” (CASA) paradigm, a concept introduced by (Nass et al., 1994), suggests that 
when deepfakes are perceived as convincingly human-like, deepfakes may evoke 
trust, empathy, or even deception, depending on the context in which the deepfakes 
are deployed. 

Anthropomorphism in deepfakes has significant implications for both the ethical 
considerations and the effectiveness of deepfake application. In entertainment and 
education, the more human-like and engaging a synthetic character appears, the more 
likely it is to create a compelling and immersive experience (Waytz et al., 2010). For 
example, when historical figures are animated using deepfake technology, the sense 
of authenticity and relatability can enhance engagement and retention of historical 
knowledge (Pataranutaporn et al., 2021). However, this same mechanism raises 
concerns in the context of misinformation. When users attribute human-like 
credibility to deepfakes, users may be more susceptible to believing manipulated 
content, even when presented with evidence of its artificial origin (Chesney & 
Citron, 2019). 

The degree of anthropomorphism in deepfakes also intersects with the uncanny 
valley effect (Mori, 1970). Deepfakes that fall into this perceptual uncanny valley 
may trigger distrust or cognitive dissonance among viewers, which could either limit 
deepfakes’ effectiveness in positive applications or serve as a natural barrier to 
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deception in harmful applications (MacDorman & Chattopadhyay, 2016). As 
deepfake technology continues to advance, mitigating the uncanny valley effect 
while maintaining ethical considerations will be crucial in determining how 
deepfakes are received in different contexts. 

In the context of this dissertation, anthropomorphism is central to understanding 
how DFs function as tools for design. The effectiveness of DFs in HCI is contingent 
on the extent to which deepfakes elicit anthropomorphic responses and influence 
trust. Anthropomorphism helps explain why users may emotionally engage with or 
attribute intentionality to DFs. While the field of HCI has explored AI-generated 
characters and virtual agents in various capacities (Aljaroodi et al., 2019; Do et al., 
2024; Huang, 2024), the specific application of deepfakes as personas remains an 
underexplored area. Understanding how anthropomorphism shapes the perception of 
DFs provides knowledge into deepfakes’ potential for usability and credibility, as 
well as the ethical challenges deepfakes pose. 

2.3.3 Demographic Diversity in Deepfakes 
The demographic diversity of personas has been found to play a crucial role in 
shaping user engagement, trust, and inclusivity in design (Salminen, Jung, et al., 
2022). In persona-based design, where personas are used to guide the development 
of products and services, the demographic attributes of the personas, including 
ethnicity, gender, age, and socio-cultural background, impact how users relate to and 
interpret these representations (Renier et al., 2024). With the emergence of AI-
generated personas (S.-G. Jung et al., 2025) and deepfake technology, the 
construction of personas can move beyond traditional persona-generation methods 
toward synthetic, realistic personas that can be dynamically adapted for different 
design contexts and for different persona users. This shift in persona creation raises 
new questions about the implications of demographic diversity in DFs and the 
potential biases embedded in DF creation. 

Personas serve as a tool to help designers understand and empathize with end-
users, yet personas’ effectiveness is tied to how well they represent diverse persona 
user groups (Cooper, 1999; Salminen, Jung, et al., 2022). Social identity theory 
(Tajfel & Turner, 1986) suggests that people naturally group themselves and others 
into categories, such as race, gender, or age, based on shared traits, helping them 
understand who they are in relation to others. 

In the context of personas, demographic diversity of the personas influences 
whether persona users feel represented or excluded from a design process and 
demographic diversity can also increase societal understanding (Hall et al., 2013). 
Research has demonstrated that the users of virtual characters, including deepfakes, 
engage more with the virtual characters that reflect the users’ own demographic 
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backgrounds (Do et al., 2024). Conversely, the lack of demographic diversity in 
personas can lead to stereotyping, exclusion, and design biases, particularly when 
personas fail to account for intersectional user identities. 

The data in DFs is, or can be, just the same as for conventional personas or for 
DDPs meaning that the persona information (demographics, goals, wants, etc.) is 
based on some data but for DFs, the deepfake itself is generated based on the persona 
data. Bias risks are imminent from imbalanced training datasets of the DF systems 
(Zhou et al., 2024). For example, the DF system might not be able to produce realistic 
African deepfakes but the deepfake generation system might be able to produce 
realistic Caucasian deepfakes due to insufficient training data for deepfake 
generation. Studies on AI bias have shown that AI models often overrepresent certain 
demographic groups while underrepresenting others, leading to distorted or 
homogenized persona profiles (Buolamwini & Gebru, 2018). In the context of 
persona-based design, these biases may reinforce stereotypical or inaccurate end-
user representations, affecting the inclusivity of designed products and services. 

Bias in DFs extends beyond demographic underrepresentation to cultural and 
linguistic biases, which may influence how personas are designed and perceived 
(Bender et al., 2021). Studies in algorithmic fairness have demonstrated that AI-
generated representations tend to replicate biases present in the AI training data, 
meaning that DFs, as AI-generated representations, may unintentionally reinforce 
gendered or racially skewed portrayals (Mitchell et al., 2019). Demographic bias and 
gaps in deepfake systems’ can hinder DFs’ use for good potentially affecting how 
users interpret and relate to DFs and addressing such biases and gaps requires 
intentional AI training dataset diversification and fairness-aware AI training to 
ensure that DFs accurately represent global populations. 

2.4 Persona Perceptions 
Persona perceptions of conventional personas are shaped by how well the persona 
representations align with users’ expectations, the extent to which they facilitate 
empathy, and personas’ perceived utility in the design process. While personas have 
long been valued for helping designers conceptualize user needs and behaviors 
(Cooper, 1999), personas’ effectiveness depends on how they are constructed, 
presented, and utilized (Chapman & Milham, 2006; Matthews et al., 2012). Research 
suggests that persona perceptions vary significantly depending on, for example, the 
role of the persona user, the level of engagement with personas, and the degree to 
which personas are seen as credible and representative (Matthews et al., 2012). 

One of the persona user perceptions of conventional personas is the personas’ 
ability to convey user empathy among persona users who may have limited direct 
interaction with the actual users (Harley, 2015). By humanizing data, personas help 
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bridge the gap between raw statistics and the real-world experiences of users. When 
personas are well-researched and detailed, they can create strong mental models for 
the persona users about the end users, leading to design decisions that are more 
aligned with end-user needs (Nielsen, 2019). Empirical studies suggest that personas 
can serve as a cognitive tool, improving designers’ ability to recall user needs, which 
enhances engagement with persona-driven design practices (Salminen, Jung, et al., 
2021). 

However, critical perceptions of conventional personas highlight several 
limitations that can hinder personas’ effectiveness. A common criticism is that 
personas can feel artificial or disconnected from reality, particularly if they lack clear 
ties to empirical data (Matthews et al., 2012). If personas are based on limited 
research, subjective assumptions, or generic user stereotypes, they may be perceived 
as over-simplified caricatures rather than valuable design tools (Turner & Turner, 
2011). The degree to which personas feel authentic plays a major role in personas’ 
perceived usefulness. When personas are too generic, they may fail to resonate with 
design teams, leading to disengagement from the end-users (Miaskiewicz & Kozar, 
2011; Rönkkö et al., 2004). 

Conventional personas often provide fixed, snapshot-like descriptions of end-
users, which may not fully capture the evolving nature of user behavior and 
preferences over time (Rönkkö et al., 2004). In industries where end-user needs 
change rapidly, such as technology and digital services, conventional personas may 
be seen as outdated, reducing their perceived relevance (S. Jung et al., 2019). 
Perceiving personas as outdated has led some practitioners to view conventional, 
static personas as a one-time exercise rather than an ongoing and updating tool in the 
design process (Friess, 2012). 

Another challenge in persona perception is the level of trust persona users place 
in the persona’s authenticity. If persona users suspect that personas are based on 
designer intuition rather than real end-user data, persona users may be viewed with 
skepticism (Rönkkö et al., 2004). This skepticism is particularly common in 
organizations where there is a strong reliance on data-driven decision-making, as 
personas without clearly documented sources may appear less rigorous compared to 
direct end-user insights (Salminen, Guan, et al., 2021). 

The effectiveness of personas, conventional, data-driven and AI-generated 
personas, depends on various perceptual factors that shape persona user engagement 
and interaction with the persona (Marsden & Pröbster, 2019; Matthews et al., 2012). 
Several key attributes influence how persona users perceive and respond to personas, 
including realism, distractions, empathy, credibility, completeness, usefulness, 
clarity, willingness to use, immersion, and sense of control (Salminen, Santos, et al., 
2020). Studies on these persona perceptions are abundant, including a study 
developing persona perception scale (PPS) by (Salminen, Santos, et al., 2020). 
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Realism plays a crucial role in the acceptance of and engagement with personas. 
Studies have demonstrated that higher visual fidelity leads to stronger empathic 
responses and increased persona user engagement (Salminen, Liu, et al., 2020). 
When personas exhibit realistic visual and behavioral characteristics, they are more 
likely to evoke trust and emotional connection. Distractions, such as unnatural 
behaviors, visual inconsistencies, or awkward animation, are properties found in 
DFs, and these properties can significantly reduce user immersion and disrupt the 
persona experience (Appel & Prietzel, 2022; Bode et al., 2021; Hasan & Salah, 
2019). Prior research has shown that external distractions can alter perceived realism 
and narrative transportation of any digital media (Busselle & Bilandzic, 2008). 
Minimizing these distractions in AI-generated personas is critical to maintaining an 
engaging and coherent interaction between the AI-generated persona and its user.  

The ability of a persona to evoke empathy is another essential factor influencing 
user perceptions of the persona. Empathy toward personas is strongly linked to 
personas’ relatability (B. J. Jansen et al., 2020; Nielsen, 2019). A systematic review 
of extended reality environments suggests that users develop stronger empathic 
connections with realistic and well-designed digital entities (Martingano et al., 
2021). This implies that personas should be designed for emotional engagement by 
incorporating human-like properties in the persona. Credibility is a central attribute 
affecting trust and willingness to engage with personas. Prior research has found that 
a persona’s attractiveness and perceived authenticity correlate with its credibility 
(Fogg, 2003). Persona users are more likely to trust and rely on personas that exhibit 
coherent and consistent characteristics, reinforcing personas’ perceived credibility. 

Personas’ completeness, referring to the depth and coherence of the information 
the persona conveys, also shapes user perceptions. Prior studies have identified 
completeness as a key factor in how users evaluate personas (Adlin & Pruitt, 2009; 
Marsden & Pröbster, 2019). When personas provide comprehensive and well-
structured details, they are perceived as more useful and trustworthy (Salminen, 
Santos, et al., 2020). Clarity in the presentation of a persona attributes ensures that 
persona users can easily understand and relate to the personas. Existing research 
suggests that clear and concise information presentation significantly enhances user 
comprehension and engagement of personas (Park & Kang, 2022). Designing 
personas with transparent and accessible information is vital for effective 
communication of persona information. 

Immersion refers to the extent to which users feel absorbed in an experience 
involving personas. Studies on immersive media suggest that higher immersion 
levels enhance empathy and presence, leading to more engaging interactions (Calvert 
& Hume, 2022; Jennett et al., 2008; Smith et al., 2021) making immersion especially 
important to DFs. 



 39 

3 Research Methodology 

3.1 Ontological and Epistemological Perspectives 
Behind every research, there are some basic assumptions about the world and 
phenomena they study. How the world is seen and how the phenomena are studied 
are dependent on the very nature of the world and the phenomena under inspection 
but also dependent on how the world and the phenomena are thought to be. 

The ontological and epistemological foundations of this dissertation stem from 
the intersection of HCI, AI, and user experience research, with a particular focus on 
DFs. Ontology in this dissertation concerns the nature of reality in which DFs exist 
and what they are, while epistemology addresses how knowledge about DFs is 
constructed and understood. 

The ontological assumptions of this dissertation are rooted in critical realism and 
pragmatism. Critical realism posits that an objective reality exists independent of 
human perception, but our understanding of the objective reality is mediated by 
social and technological constructs (Bhaskar, 2008). In the context of DFs, this 
means acknowledging that DFs, while artificially generated, are perceived and 
interacted with as if they possess social and psychological characteristics akin to real 
human entities (Dourish, 2001; Latour, 2007). This ontological stance aligns with 
research in HCI and AI ethics, which recognizes that AI-generated personas can 
shape user perceptions, decision-making, and behavior despite their artificial origins 
(Floridi & Cowls, 2019; Mittelstadt et al., 2016). 

In the context of this study, pragmatism also offers a suitable philosophical lens 
for examining DFs, emphasizing the practical consequences and real-world 
applications of deepfake technology (Gualeni, 2015). Rather than seeking universal 
truths or ontological certainties, a pragmatic approach foregrounds the utility, 
experiential impact, and context-specific effectiveness of DFs in design and user 
research. This aligns with the dissertation’s focus on how users perceive, interact 
with, and derive value from DFs across varying design tasks. Pragmatism also 
supports iterative inquiry and reflexivity, allowing the research to remain open to 
evolving technological, ethical, and social dynamics surrounding deepfakes, while 
prioritizing actionable knowledge that can inform responsible implementation in 
human–computer interaction and design practice. 
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DFs function as simulacra (Baudrillard, 2019), meaning they are representations 
that, while not tied to real individuals, acquire a form of reality within HCI. In this 
sense, DFs are not ontologically independent beings but sociotechnical constructs 
that gain meaning through interaction, perception, and engagement (Brey, 2018). 
This aligns with post-phenomenological perspectives, which argue that technologies 
do not simply reflect reality but actively mediate human experiences, shaping how 
users perceive digital artifacts (Ihde, 2010; Verbeek, 2011). While DFs themselves 
might lack agency, their perceived realism influences user cognition, trust, and 
emotional engagement, making DFs’ ontological status both virtual and socially real 
(Huang, 2024). 

DFs do not inherently possess human qualities, yet users can interact with DFs 
as if the DFs were real. DFs’ perceived realism is seen depending on cognitive, 
social, and cultural frameworks, rather than on an intrinsic property of the 
technology itself (Jasanoff, 2004). Empirical findings in the dissertation articles 
support this view, demonstrating that users respond to DFs in ways that mirror real-
world interactions, even when these DFs lack biological substance (Kaate, Salminen, 
Jung, Almerekhi, et al., 2023). The uncanny valley effect, referring to the uneasy or 
disturbed feeling users experience when they see digital figures or robots that look 
nearly human, but not quite realistic enough, creating a sense of something being 
"off" or unsettling, further reinforces the idea that DFs exist in a relational 
ontological space where their reality is contingent on how well they approximate 
human authenticity (Kätsyri et al., 2015; Mori, 1970). 

The epistemological foundation of this dissertation aligns with constructivism, 
which holds that knowledge is socially and contextually constructed rather than 
objectively discovered (Berger & Luckmann, 2011). This perspective acknowledges 
that user perceptions of DFs are not purely technological phenomena but are shaped 
by human cognition, sociocultural expectations, and technological design (Jasanoff, 
2004; Suchman, 2007). As a result, DFs are not just digital artifacts but epistemic 
objects. Entities that generate knowledge through user interaction and perception 
(Cetina, 2009). 

This study approach aligns with pragmatist-empirical epistemology (Morgan, 
2007), which values methodological pluralism and, in the context of this dissertation, 
recognizes that knowledge about DFs is best understood through diverse scientific 
approaches. Controlled experiments measure user perceptions through surveys and 
behavioral data, while qualitative methods, such as think-aloud recordings and 
transcripts, capture the detailed ways users make sense of DFs. These methods 
ensure a rigorous empirical foundation for understanding how DFs influence 
cognitive and emotional engagement in HCI contexts. Moreover, this dissertation 
engages with critical epistemology, particularly in examining the biases embedded 
in deepfakes (Miller & Taddeo, 2017). The study of demographic gaps in deepfakes 
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highlights the epistemic limitations of current AI models, which tend to reflect biases 
in the AI training data rather than offering a neutral representation of human diversity 
(Binns, 2017; Birhane, 2021). 

By adopting the ontology and epistemology presented earlier, this dissertation 
positions DFs as both technological artifacts and socio-cognitive constructs. While 
DFs are artificially generated, their effects on users are real and measurable, 
warranting both empirical investigation and theoretical reflection. The mixed-
methods approach used in this dissertation offers a comprehensive understanding of 
how DFs are perceived, interpreted, and integrated into HCI. These ontological and 
epistemological framing bridges the gap between technological realism and social 
perception, reinforcing that DFs are not merely digital artifacts but entities that 
acquire ontological significance through human interaction and mediated 
representation. 

3.2 Methodology in the Articles 

3.2.1 Data Collection and Data Analysis 
Analyzing DF perceptions, deepfakes’ facial expressions, and deepfakes’ 
demographic properties on deepfake provider services were analyzed with various 
methods (Table 3).  

Table 3.  Research approaches in the research articles I-V. 

Article Research approach Reasoning for choosing the 
approach 

Article I: The Realness of 
Fakes: Primary Evidence 
of the Effect of Deepfake 
Personas on User 
Perceptions in a Design 
Task (Kaate, Salminen, 
Santos, Jung, et al., 2023) 

General approach: 
Quantitative. 

To study the perception differences 
between different persona 
modalities. 

Data collection: User 
experiment, survey. 

To understand users’ deepfake 
perceptions and the effect of 
deepfakes in a real-life design task. 

Data analysis: ANOVA To analyze the differences in user 
perceptions between different 
persona modalities and between 
different persona user groups.  

Article II: How Do Users 
Perceive Deepfake 
Personas? Investigating 
the Deepfake User 
Perception and Its 
Implications for Human-

General approach: 
Qualitative 

To understand the underlying 
reasons for users’ varying DF 
perceptions. 

Data collection: User 
experiment, survey open-
ended answers, session 

To understand real users’ DF 
perceptions in a real design task. 
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Article Research approach Reasoning for choosing the 
approach 

Computer Interaction 
(Kaate, Salminen, Jung, 
Almerekhi, et al., 2023) 

recordings and transcripts, 
study notes. 

Data analysis: Thematic 
analysis 

To study the open-ended answers 
on users’ DF perceptions. 

Article III: ”There Is 
something Rotten in 
Denmark”: Investigating 
the Deepfake Persona 
Perceptions and Their 
Implications for Human-
centered AI (Kaate, 
Salminen, Santos, et al., 
2024) 

General approach: 
Quantitative and qualitative 

To understand users’ DF 
perceptions and its implications on 
persona user experience.  

Data collection: User 
experiment, survey, session 
recordings and transcripts 

To understand real users’ DF 
perceptions in a real design task. 

Data analysis: Multivariate 
analysis of covariance 
(MANCOVA) and thematic 
analysis of open-ended 
answers 

To analyze the effects of users’ 
gender, age, and deepfake 
familiarity on DF perceptions. 

Article IV: Is Deepfake 
Diversity Real? Analyzing 
the Diversity of Deepfake 
Avatars (Kaate, Salminen, 
Al Tamime, et al., 2025) 

General approach: 
Quantitative. 

To understand the demographic 
variations in deepfake avatars in 
deepfake avatar services. 

Data collection:  
Collecting data on deepfake 
avatars’ demographic 
variation in deepfake avatar 
services. Visual and 
automated tagging of 
deepfake avatar emotional 
expressions. 

To gain first-hand knowledge of the 
demographic variations in 
deepfake avatars in deepfake 
avatar services.  

Data analysis: Descriptive 
metrics on demographic 
variables in deepfake avatars. 
Chi-squared test of 
independence. 

To analyze the variation of 
deepfake avatars’ demographic 
variation in deepfake avatar 
services. 

Article V: Getting 
Emotional Enough: 
Analyzing Emotional 
Diversity in Deepfake 
Avatars (Kaate, Salminen, 
Jung, Rizun, et al., 2024) 

General approach: 
Quantitative. 

To understand the facial expressions 
variations in deepfake avatars in 
deepfake avatar services. 

Data collection: Collecting data 
on deepfake avatars’ emotional 
expressions’ variation in 
deepfake avatar services. 
Visual and automated tagging 
of deepfake avatar emotional 
expressions. 

To gain first-hand knowledge of the 
facial expressions variation in 
deepfake avatars in deepfake 
avatar services.  

Data analysis: Comparative 
metrics of deepfake avatars’ 
emotional expressions 
between deepfake avatar 
services. Mann-Whitney U 
test, Kruskal-Wallis test, and 
Wilcoxon test. 

To analyze the variation of 
deepfake avatars’ facial expression 
variation in deepfake avatar 
services. 



Research Methodology 

 43 

In Article I, data was collected online with participants recruited from Prolific 
which is an online research platform (Palan & Schitter, 2018). The study adopted a 
within-subjects experimental design. This design involved observing the same 
participants under different conditions to evaluate their perceptions of different 
persona modalities, including classic, narrative, and DFs. 

A total of 90 participants (N=90) took part in the study. Three personas were 
generated using a commercial deepfake service. To examine the effect of persona 
modality on users’ perceptions and task performance, each participant interacted 
with all three modalities. The presentation order was randomized to control for order 
effects and ensure balanced, unbiased data collection. 

The survey data collection utilized Qualtrics, an online survey platform. The data 
analysis in Article I employed ANOVA to analyze differences in user perceptions 
across three persona modalities (deepfake, classic, and narrative). ANOVA was 
chosen as the data analysis method because each participant interacted with all 
persona types, allowing the control for individual differences and reducing within-
subject variability (Field, 2012). This method enabled a more precise estimation of 
the effects of persona modality on dependent variables such as empathy, credibility, 
and immersion. Additionally, post hoc pairwise comparisons were conducted to 
determine specific differences between the modalities while controlling for multiple 
comparisons, ensuring statistical robustness. Since the study involved multiple 
dependent variables. This analytical approach ensured that any detected effects were 
not due to chance but reflected genuine differences in user perception. 

Article II employed a between-subjects experimental design with 46 participants. 
Participants were divided into groups assigned to different study conditions, 
specifically guided and non-guided regarding the possibility of glitches (distortions) 
in the deepfakes. That is, some of the participants received the information that the 
personas might include glitches, some of the participants did not receive this 
information. The think-aloud method was chosen because it allowed the capturing 
of real-time cognitive and emotional reactions of the study participants without the 
distortions associated with retrospective reporting (Eccles & Arsal, 2017). Think-
aloud recordings were transcribed. The data analysis employed thematic analysis of 
the transcribed think-aloud data to investigate how users perceive DFs. Thematic 
analysis of the think-aloud data was applied to identify recurring patterns in 
participants’ responses (Braun & Clarke, 2006). The thematic analysis followed an 
inductive approach, meaning that themes were derived from the data rather than 
imposed beforehand, ensuring a more grounded understanding of users’ persona 
perceptions. 

Article III utilized a mixed-method approach in a between-subjects experimental 
design. A total of 46 participants interacted with both a DF and a human persona in 
a within-subjects experimental setting allowing for a comparative analysis of user 
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perceptions between the DFs and human personas. Data collection involved both 
qualitative and quantitative measures, including transcribed think-aloud recordings, 
survey data collection with Qualtrics, observational notes by the study supervisors, 
and behavioral data collection to capture a comprehensive knowledge of users’ DF 
perceptions. Survey data were analyzed using repeated measures MANCOVA. The 
use of mixed methods was justified because it allowed to complement the  
quantitative findings with qualitative findings, thereby providing a more 
comprehensive understanding of users’ persona perceptions (Creswell & Plano 
Clark, 2018). The repeated measures MANCOVA was employed to analyze multiple 
dependent variables (e.g., trust, credibility, and empathy) while controlling for 
covariates such as users’ prior experience with deepfake technology. MANCOVA 
was selected because it reduced the risk of Type I errors (false positive) that would 
arise from conducting multiple separate ANOVAs (Tabachnick & Fidell, 2013). 
Additionally, pairwise comparisons with Bonferroni correction were conducted to 
identify specific differences between the experimental conditions. The think-aloud 
data was thematically coded, which helped contextualize the quantitative results by 
capturing users’ subjective experiences with the DFs. The integration of these 
methods provided a more detailed analysis of how users perceive DFs. 

Article IV employed a data collection involving the selection of deepfake service 
providers and categorizing DAs based on their demographic variables. Data on 202 
DAs was manually collected from three deepfake service providers to gain an 
understanding of the differences and gaps of and in deepfake service providers’ 
demographics. This approach enabled the identification of demographic biases and 
provided insights into the demographic diversity of DAs. A systematic analysis of 
202 DAs from the deepfake providers was conducted. Quantitative content analysis 
was used to categorize DAs based on key demographic attributes such as age, gender, 
ethnicity, and linguistic representation.  

Quantitative content analysis was chosen because it allowed for a systematic, 
objective analysis of representational patterns (Coe & Scacco, 2017). Chi-squared 
tests of independence were applied to determine whether certain demographic 
groups were statistically over or underrepresented in the DAs. This approach was 
justified because chi-squared analysis is well-suited for categorical data and enables 
the detection of significant disparities in representation (Barceló, 2018). 
Furthermore, descriptive statistics were used to report frequencies and proportions 
of DAs, providing an overview of the extent of demographic biases. By employing 
a structured coding scheme and inter-coder reliability checks, it was ensured that the 
demographic classification of the DAs was consistent and replicable. 

Article V employed facial emotion detection of 202 DAs using Amazon AWS 
Rekognition, a computer system designed for facial emotion recognition, 
supplemented with human inspection of 202 DAs, and non-parametric statistical 
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tests. AWS Rekognition was chosen for its ability to efficiently analyze a large 
dataset of 202 DAs, providing objective measures of emotional expression 
frequencies as it has been used in similar tasks in previous studies (Joodi et al., 2023; 
Mane & Shah, 2019; Rafael et al., 2020). However, given the well-documented 
biases in algorithmic emotion detection (McDuff & Czerwinski, 2018), human rater 
was included to code the same data of 202 DAs and to verify the results of AWS, 
ensuring greater reliability. The study applied nonparametric statistical tests, Mann-
Whitney U, Kruskal-Wallis, and Wilcoxon tests, because the data on emotional 
facial expressions were not normally distributed, making parametric tests 
inappropriate (Field, 2012). Mann-Whitney U test was used to compare gender-
based differences in emotional expression, while Kruskal-Wallis test was used to test 
differences across ethnic groups. Post-hoc Wilcoxon pairwise comparisons were 
conducted when significant group differences were found in the Kruskal-Wallis test. 

3.2.2 Validity and Reliability 
Reliability pertains to the consistency of measurements over time, while validity 
relates to the accuracy and appropriateness of the measures used to investigate a 
particular phenomenon (Drost, 2011). In qualitative research, reliability and validity 
focus on ensuring the rigor and trustworthiness of the research process, whereas in 
quantitative research, reliability and validity pertain to the statistical evaluation of 
measurement instruments (Lincoln & Guba, 1985). 

In quantitative research, validity is evaluated through three main types: content 
validity, criterion validity, and construct validity (Ping, 2004). Content validity 
assesses how well the measurement items capture the theoretical construct. Criterion 
validity examines whether the construct corresponds with other established measures 
of the same concept. Construct validity determines the extent to which the measured 
construct accurately represents the intended concept (Ping, 2004). Construct validity 
is further analyzed through convergent and discriminant validity. Convergent 
validity is demonstrated when different measures of the same construct show a 
strong correlation, while discriminant validity ensures that distinct constructs remain 
separate (Ping, 2004). 

For Article I, the reliability of the study was ensured using a repeated-measures 
design, where each participant was exposed to multiple persona modalities, reducing 
individual biases. The study’s validity was strengthened through the use of 
established and validated metrics, such as the PPS (Salminen, Santos, et al., 2020) 
and the Immersive Experience Questionnaire (IEQ) (Jennett et al., 2008), ensuring 
that constructs like empathy, credibility, and immersion were measured robustly. 
However, the study acknowledged limitations in external validity due to its reliance 
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on a controlled experimental setting, which may not fully capture real-world persona 
usage contexts. 

For Article II, reliability was addressed through rigorous qualitative coding 
procedures in the think-aloud analysis, with multiple researchers independently 
coding transcripts and resolving discrepancies through discussion. I.e., interrater 
agreement was formed before the final decision on the themes found in the data. 
However, the study noted potential limitations in ecological validity, as the 
experimental setup may not fully represent how users interact with DFs in real-world 
settings. Additionally, the relatively small sample size (n=46) may affect the 
generalizability of the study, though it falls in the range generally acceptable for user 
studies in HCI. 

For Article III, reliability was ensured using standardized experimental 
procedures and structured data collection. Interrater reliability was applied to 
qualitative data analysis to ensure consistency in identifying themes. The study's 
validity was strengthened through its mixed-methods approach, which allowed for 
cross-validation between qualitative think-aloud data and quantitative survey 
responses. Quantitative data was collected using established and validated measures, 
PPS (Salminen, Santos, et al., 2020), and behavioral metrics measured directly on 
the user study platform. However, construct validity could be affected by the 
subjective nature of glitch perception, and external validity may be constrained due 
to the nature of the experimental design. 

For Article IV, reliability was reinforced through systematic content analysis 
with predefined coding frameworks applied consistently across 202 DAs. The study 
ensured interrater reliability by having multiple coders analyze the demographic 
attributes of the DAs, with discrepancies resolved through discussion. Validity was 
enhanced by comparing deepfake demographic distributions to real-world 
population data, providing an objective benchmark. However, limitations in validity 
were noted, as demographic diversity may not fully capture the details of how users 
perceive inclusivity in DAs. 

For Article V, reliability was supported by using both automated facial emotional 
expression detection with AWS Rekognition (Joodi et al., 2023) and human 
assessment and validation of the results to cross-check accuracy in the DAs’ 
emotional facial expressions tagging. Interrater agreement was calculated to assess 
the consistency between automated and human evaluations of the emotional facial 
expressions. Validity was strengthened using a large dataset (202 DAs) and 
statistical analysis to detect biases in emotional expression. However, the study 
acknowledged potential biases in facial emotion recognition algorithms in AWS, 
which may not equally capture emotional expressions across different demographic 
groups, impacting validity. 
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4 Summary of Findings in the 
Research Articles 

4.1 Article I: The Realness of Fakes: Primary 
Evidence of the Effect of Deepfake Personas 
on User Perceptions in a Design Task 

The study investigates how DFs influence user perceptions in a design task compared 
to classic and narrative personas. The study identifies several key findings. First, 
DFs trigger a higher sense of abnormality and discomfort, aligning with the uncanny 
valley effect, more than classic and narrative personas. Users rated DFs significantly 
lower in empathy, credibility, completeness, clarity, willingness to use, and sense of 
control. Interestingly, DFs did not enhance immersion or extend dwell time in the 
design task, contrary to initial expectations. Users spent comparable amounts of time 
with DFs as they did with other persona modalities. The current deepfake 
technology, with its inherent flaws, reduces its effectiveness as a tool in design tasks, 
indicating the need for technological improvements in deepfakes. Despite these 
limitations, deepfakes have potential for future persona applications, particularly due 
to their realistic human mimicry and dynamic, immersive formats for personas, given 
the future technological improvements. The study emphasizes the necessity for 
further research to refine deepfake technology and optimize persona designs, 
considering the diverse user reactions to different persona modalities. These findings 
suggest that while DFs are not yet optimal for design tasks, their future potential 
justifies continued exploration and enhancement of the deepfake technology. 

4.2 Article II: How Do Users Perceive Deepfake 
Personas? Investigating the Deepfake User 
Perception and Its Implications for Human-
Computer Interaction 

The study investigates user perceptions of DFs in design tasks, focusing on DF 
perceptions’ impact on HCI. The study identified key themes affecting user 
perception, including human-likeness, distractions, and trust. User perception of 
deepfakes is heavily influenced by perceived realness and human-likeness of the 
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deepfakes, affected by deepfake factors like manners, speech, trustworthiness, 
emotional expressions, and the character-user connection. Users found unnatural eye 
movements and other glitches in DFs significantly lowering users’ perception of 
authenticity and trust in the DFs. The study suggests that to improve DF UX, DFs 
must be integrated ethically and transparently, ensuring user awareness when 
deepfakes are used. The research also highlights that while deepfake present 
opportunities to enhance UX, these benefits can only be realized by addressing 
current technological limitations and ensuring responsible use of the deepfake 
technology. This emphasizes the importance of ongoing improvements in deepfake 
technology and the ethical considerations necessary for deepfakes’ deployment in 
HCI contexts. 

4.3 Article III: “There Is something Rotten in 
Denmark”: Investigating the Deepfake Persona 
Perceptions and Their Implications for Human-
centered AI 

The study examines user perceptions of DFs in design tasks and their implications 
for human-centered AI. An experimental study involving 46 participants revealed 
that glitches in DFs, such as unnatural eye, voice, and body movements, significantly 
impact user experience with deepfakes and users’ task performance. Users detected 
these glitches, leading to perceptions of reduced authenticity, trust, and emotional 
connection. Despite users spending similar amounts of time with DFs as with the 
human persona, the detected glitches caused a decrease in users’ confidence in the 
task and an increase in perceived strangeness of the DF. The findings suggest that 
the current state of deepfake technology is not yet optimal for deepfake use in design 
tasks. The study highlights the need for significant technological improvements to 
minimize such glitches and enhance user acceptance and trust in DFs. By addressing 
these issues, DFs can be more effectively integrated into human-centered AI 
applications, improving deepfake utility and deepfake UX. 

4.4 Article IV: Is Deepfake Diversity Real? 
Analyzing the Diversity of Deepfake Avatars 

The study examines the demographic diversity of 202 DAs from three deepfake 
service providers. Key findings reveal significant demographic disparities in 
deepfakes, with a strong bias towards the young white demographic, and an 
underrepresentation of older demographics, Asians, Middle Easterners, and various 
occupations. Although gender representation is nearly balanced (99 male and 103 
female DAs), this does not fully mitigate the overall lack of demographic diversity 
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in the DAs. The study highlights a pronounced overrepresentation of younger age 
groups (Millennials and Generation X) and Caucasians, while Indigenous peoples, 
Asians, and Middle Eastern individuals are significantly underrepresented. 
Additionally, the research identifies a limited range of occupations among the DAs, 
covering only seven distinct job roles, and highlights the insufficient linguistic 
diversity of DAs, with the service providers covering only approximately 1% of the 
world’s languages. The study recommends that deepfake service providers prioritize 
demographic inclusivity, create DAs that represent a wider range of racial 
backgrounds and age groups, and expand linguistic capabilities to better reflect 
global demographic diversity. These steps are essential for creating more inclusive 
and equitable deepfake technologies that effectively serve a diverse, global deepfake 
user base. 

4.5 Article V: They Are “Real” but Are They Real? 
Analyzing Emotional Diversity in Deepfake 
Avatars 

The study investigates the emotional diversity in DAs and effectiveness of DAs in 
conveying a range of emotions. By analyzing 202 DAs using Amazon AWS 
Rekognition and human examiner, the study identified a significant “positivity bias,” 
with avatars predominantly displaying smile and calm facial expressions. Gender 
differences were notable, with male DAs scoring higher in “smile” and “calm” facial 
emotions, while female DAs scored higher in “surprised”, “fear,” and “happy” facial 
emotions. Ethnic differences were also significant; European and Hispanic DAs 
exhibited a broader range of “smile”, “happy”, and “calm” facial emotions compared 
to other ethnic groups. No significant facial emotional bias in the DAs was found 
based on age. The study concludes that the emotional representation among DAs is 
limited, necessitating more balanced emotional diversity to enhance realism and 
effectiveness in DAs. The findings emphasize the importance of improving deepfake 
technology for a wider and more authentic range of emotional facial expressions, 
thus better serving diverse deepfake applications and user groups. 
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5 Discussion 

5.1 Theoretical Contributions 
The theoretical contributions of this dissertation are based on the theoretical 
contributions of Articles I-V (Table 4). 

5.1.1 Theoretical Contributions Article I 
Article I presents several theoretical contributions to the field of HCI and persona 
design by answering RQ1: To what degree do deepfake personas improve or worsen 
designer persona perceptions and design task performance? Firstly, Article I 
examines the impact of DFs on designers’ perceptions of personas, revealing that 
DFs elicit lower empathy, credibility, and immersion compared to classic and 
narrative personas. The study highlights the significant effect of the ”uncanny 
valley”, where DFs are perceived as eerie and less trustworthy compared to other 
studied persona modalities negatively influencing DFs’ acceptance and effectiveness 
in the design task (Mori, 1970). The findings refine existing theories of trust and 
authenticity in digital interactions, showing that DFs, despite their realism, do not 
inherently enhance credibility or engagement. Moreover, the study challenges the 
assumption that realism increases immersion, revealing that DFs do not significantly 
improve user involvement or dwell time in design tasks (Jennett et al., 2008). The 
study also contributes to theories of technological adoption by illustrating the gap 
between deepfake technological maturity and user acceptance of deepfakes, 
emphasizing that current DFs are not yet seamlessly integrated into user workflows. 
Finally, the study advances the discourse on ethical AI and responsible design, 
emphasizing the need for transparency and user-centered development to mitigate 
the unsettling effects of DFs. By addressing these dimensions, the study provides a 
deeper theoretical understanding of how realism, credibility, and usability intersect 
in DFs, paving the way for future advancements in persona-based design and human-
AI interaction. Beyond prior persona research that has largely emphasized textual or 
narrative representations (Cooper, 1999; J. Pruitt & Adlin, 2010), Article I introduces 
DFs as a new persona modality, thereby expanding theoretical discussions on how 
persona modality shapes persona users’ empathy and engagement. 
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5.1.2 Theoretical Contributions Article II 
Article II answers RQ2: How do users perceive deepfake personas for a design task? 
advances theoretical discussions on HCI, trust in AI, and DF realism by examining 
how users perceive DFs in a design task. The study expands existing models of 
digital trust and authenticity by showing that perceived realness in DFs is influenced 
not just by deepfake appearance but also by factors such as mannerisms, speech, and 
emotional expression (Glikson & Woolley, 2020; Jacovi et al., 2021; Kietzmann et 
al., 2021). Article II highlights how minor glitches, such as unnatural eye movement, 
significantly deteriorate trust towards the DF, reinforcing the role of subtle 
behavioral cues in user acceptance of DFs (Y. Li et al., 2018). Furthermore, the study 
refines theories on human-likeness of deepfakes and cognitive engagement by 
demonstrating that DFs, despite their advanced realism, can become distractions 
rather than enhancers of UX. The study findings also contribute to ethical AI design 
by emphasizing the necessity of transparency in deepfake applications, as users must 
be aware of the artificial nature of the DFs to maintain trust. By integrating insights 
from HCI, cognitive psychology, and AI ethics, the study deepens the theoretical 
understanding of how users cognitively process and emotionally respond to DFs 
(Ahmed, 2021), shaping future approaches to DF design. While previous HCI 
research on persona perception has focused on trust and credibility in relation to 
design fidelity (Friess, 2012; Matthews et al., 2012), Article II extends the existing 
literature by showing how persona users articulate their perceived persona 
authenticity and discomfort when interacting with DFs. 

5.1.3 Theoretical Contributions Article III 
Article III answers RQ3: How do users observe deepfake persona distortions affect 
users’ perception of the DF?, contributes to the theoretical understanding of DFs 
in HCI by revealing how users perceive and respond to distortions, glitches, i.e., 
deepfake glitch perception, in DFs. The study extends theories of trust and 
authenticity in deepfakes by demonstrating that even minor inconsistencies in DFs, 
such as unnatural eye movements, voice issues, and rigid facial expressions, can 
significantly erode user confidence in DFs and reduce perceived credibility. The 
study also refines the uncanny valley theory (Mori, 1970) implicating that DFs, 
despite their realism, are not inherently more engaging or immersive, as detected 
distortions disrupt the illusion of deepfakes’ human-likeness. Additionally, the 
study advances human-centered AI theories by emphasizing the need for 
technological refinement and user-informed design to improve acceptance and 
usability. The findings support the growing discourse on ethical AI by highlighting 
the importance of transparency, as users may react negatively when they sense 
artificiality without explicit disclosure, eroding trust and empathy towards the 
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deepfake (Y. Li et al., 2018). By integrating insights from cognitive psychology, 
AI ethics, and HCI, the study deepens the theoretical understanding of how 
technological imperfections shape user experiences, reinforcing the necessity of 
refining deepfake technology to align with human expectations of deepfakes to 
better integrate deepfakes into design processes. Building on the uncanny valley 
theory (MacDorman & Chattopadhyay, 2016; Mori, 1970), Article III contributes 
by empirically demonstrating how subtle perceptual glitches in DFs erode users’ 
trust and confidence in the persona. 

5.1.4 Theoretical Contributions Article IV 
Article IV, by answering RQ4: How inclusively do deepfake avatars represent the 
global population?, advances theoretical discussions on digital representation, AI 
bias, and inclusivity in HCI by critically examining the demographic diversity of 
DAs. The study contributes to theories of algorithmic bias (Kordzadeh & 
Ghasemaghaei, 2022) by demonstrating that deepfake technology 
disproportionately represents young, white individuals while significantly 
underrepresenting older demographics, Asians, Middle Eastern populations, and 
various occupational identities. The study refines existing frameworks on digital 
identity and fairness in AI (Mir et al., 2022) by revealing how DAs replicate 
systemic demographic and linguistic imbalances, reinforcing concerns about bias 
in ML training datasets. Furthermore, it extends theories of human-likeness and 
social presence by showing that the limited diversity of DAs constrains their ability 
to serve as effective, relatable digital personas for the global user base. The 
findings also contribute to ethical AI and responsible design principles, 
emphasizing the necessity for more inclusive dataset curation and improved 
generative AI models that reflect broader demographic and linguistic diversity. 
The study integrates insights from algorithmic fairness, HCI, and media 
representation, deepening the theoretical understanding of how DAs shape 
inclusivity and digital identity in AI-driven communication. Whereas earlier 
critiques of algorithmic bias have mainly centered on facial recognition and image 
(Buolamwini & Gebru, 2018; Crawford, 2021), Article IV extends the debate into 
the design domain by showing how demographic imbalances in commercial DA 
services constrain the inclusivity of DFs. 

5.1.5 Theoretical Contributions Article V 
Article V, by answering RQ5: How accurately do deepfake avatars express human 
facial expressions?, contributes to theoretical discussions on emotional 
expressiveness in DFs (López-Gil et al., 2022) by analyzing how DAs convey 
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emotions across gender and ethnic groups. The study extends theories of digital 
realism and anthropomorphism (Shah et al., 2025; Stojnić, 2015) by demonstrating 
that DAs exhibit a significant ”positivity bias”, with emotions like smiling and 
calmness being overrepresented, while negative or complex emotions appear less 
frequently (Raji & Buolamwini, 2019; Stumpf et al., 2024). Article V refines 
existing frameworks on emotional diversity in artificial agents by revealing 
systematic differences in how male and female avatars, as well as different ethnic 
group avatars, express emotions, indicating that current DAs do not accurately 
capture the full spectrum of human facial expression. The study emphasizes the 
need for emotionally more inclusive and diverse training datasets to create DAs 
that are more representative by their emotional expressiveness. The study also 
points to the necessity for future research to address cultural variations in 
emotional expression and the ethical implications of deploying deepfake 
technology responsibly. Additionally, the study contributes to theories of 
representation and bias in AI (Leavy, 2018; Shahbazi et al., 2023) by showing that 
the emotional portrayal of DAs does not reflect real-world emotional diversity, 
which may influence deepfake user perceptions and trust (Caci et al., 2024). The 
findings have implications for the design of human-like deepfakes, emphasizing 
the need for greater balance in emotional representation to enhance authenticity 
and relatability (Jack & Schyns, 2015; McDuff & Czerwinski, 2018; Miao et al., 
2022). While emotional expressiveness has been studied in avatars and embodied 
conversational agents (López-Gil et al., 2022; Nass & Moon, 2000), Article V 
provides one of the first systematic analyses of positivity bias in DAs, highlighting 
how limited emotional repertoires restrict DAs realism and potential for nuanced 
design use. 

Table 4.  Responses to research questions: theoretical contributions and managerial implications 
of Articles I-V. 

Article Research Question Theoretical 
Contribution 

Managerial Implications 

Article I 

RQ1: To what degree do 
deepfake personas 
improve or worsen 
designer persona 
perceptions and design 
task performance? 

DFs trigger the uncanny 
valley effect, reducing 
trust and immersion. 
The study challenges 
assumptions that 
realism improves user 
engagement and 
highlights the need for 
user-centered AI design. 

Managers should use DFs 
with caution, ensuring high 
technical quality, ethical 
safeguards, and ongoing 
evaluation of the deepfakes, 
while recognizing that 
conventional persona profiles 
may still be effective in certain 
use cases. 
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Article Research Question Theoretical 
Contribution 

Managerial Implications 

Article II 

RQ2: How do users 
perceive deepfake 
personas for a design 
task? 

Subtle behavioral cues 
in deepfakes shape 
deepfake perception, 
with glitches reducing 
trust. The study refines 
digital trust theories and 
emphasizes 
transparency for 
improving user 
acceptance of DFs. 

Managers should ensure that 
DFs are realistic, ethically 
transparent, user-centered, 
and continuously refined 
through usability testing, as 
users’ trust and engagement 
depend on minimizing 
technical flaws in deepfakes. 

Article III 

RQ3: How do user 
observed deepfake 
persona distortions 
affect users’ perception 
of the deepfake 
persona? 

Deepfake glitches erode 
user confidence, refining 
theories of trust. The 
study highlights the 
need for technological 
improvements and 
transparency in 
deepfakes. 

Managers should integrate 
DFs ethically and 
transparently, invest in 
deepfake detection tools, and 
prioritize user feedback to 
enhance realism and trust in 
deepfakes, ensuring 
deepfakes improve UX 
without compromising 
credibility. 

Article IV 

RQ4: How inclusively do 
deepfake avatars 
represent the global 
population? 

Deepfake avatars lack 
demographic and 
occupational diversity, 
reinforcing algorithmic 
bias. The study 
highlights the need for 
inclusive AI 
development to ensure 
fairness and better 
digital demographic 
representation. 

Managers should prioritize 
demographic diversity in 
deepfake avatars by using 
inclusive deepfake creation 
models, adopting a multi-
provider approach, and 
supporting diverse training 
data for deepfake creation to 
ensure equitable user 
engagement, avoid 
demographic bias, and 
enhance the effectiveness of 
deepfake applications. 

Article V 

RQ5: How accurately do 
deepfake avatars 
express human facial 
expressions? 

Deepfake avatars 
exhibit emotional bias, 
overrepresenting 
positive emotions while 
lacking emotional 
diversity. The study calls 
for more balanced 
emotional AI training 
datasets to enhance 
deepfake avatar 
authenticity. 

Managers should enhance the 
emotional and demographic 
diversity of deepfake avatars 
by investing in inclusive 
training data for deepfake 
creation ensuring emotionally 
authentic, relatable, and 
context-appropriate 
interactions with deepfakes 
that improve deepfake UX 
across diverse applications. 
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5.2 Managerial Implications 

5.2.1 Managerial Implications for Article I 
The managerial implications of the article highlight several key aspects regarding 
the use of DFs in design tasks. Managers should recognize that while DFs have 
potential in HCI for enhancing user empathy and engagement, DFs currently face 
challenges, particularly concerning their credibility, usability, and the uncanny 
valley effect. The uncanny valley effect impacts the acceptance and effectiveness of 
DFs making their seamless adoption in design workflows difficult. Managers should 
be cautious about relying solely on DFs for critical design decisions, as the study 
found that traditional personas might still be more effective in certain contexts. The 
realism offered by DFs can enhance user immersion, but only if the technical quality 
of the deepfakes is high enough to avoid the uncanny valley effect. Therefore, 
investment in state-of-the-art deepfake technology and continuous quality 
improvement of deepfakes is crucial. Moreover, ethical considerations are 
paramount. Deepfake technologies can be misused, leading to potential biases and 
ethical dilemmas. Managers must implement vetting processes for the creation and 
use of deepfakes to mitigate these risks. Additionally, educating DF users about the 
strengths and limitations of DFs is necessary to set realistic expectations and nurture 
informed decision-making. Finally, as the field of deepfake technology evolves, 
managers should stay informed about the latest developments and be prepared to 
adapt their strategies accordingly. Regularly updating and testing DFs against other 
persona modalities can help ensure DFs are used effectively and ethically in 
enhancing UCD processes. 

5.2.2 Managerial Implications for Article II 
Article II highlights key managerial implications for organizations integrating DFs 
into different processes. First, user perception of DFs is critical to the success of DF 
applications. Managers must ensure that DFs are designed to align with user 
expectations of human-likeness, realism, and trustworthiness. Given that DF users 
are highly sensitive to deepfake distortions or glitches, including unnatural eye 
movements and voice inconsistencies, managers must invest in refining deepfake 
technology to minimize these distortions before deploying DFs. Second, ethical and 
transparent implementation of DFs is essential for user trust and adoption. 
Organizations should clearly disclose when deepfakes are being used and provide 
users with control over their interactions with the deepfakes. Without transparency, 
deepfake applications risk being perceived as deceptive, which could hinder user 
engagement and trust. Third, deepfakes should be designed with a user-centered 
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approach to enhance deepfake UX. Simply making deepfakes more realistic is not 
enough. Organizations must ensure that deepfakes meaningfully improve UX rather 
than becoming distractions. This involves careful attention to details like manners, 
speech patterns, and emotional expressiveness of the deepfakes. Managers should 
prioritize deepfake usability testing, including eye-tracking studies and user 
feedback, to assess how deepfakes influence engagement and task performance to 
which the deepfakes are used. Fourth, long-term success in deepfake adoption 
depends on continuous technological improvements and user adaptation. Since users 
can detect deepfake abnormalities, failing to meet expectations lowers perceived 
credibility of the deepfakes. Companies investing in deepfake applications must 
focus on developing deepfakes that better replicate human-like details and human 
behavioral cues lowering the chance of glitches. By addressing these challenges 
proactively, deepfake technology can evolve into a valuable tool for enhancing 
interaction in digital environments, rather than remaining an experimental 
technology. 

5.2.3 Managerial Implications for Article III 
For the managerial implications of Article III, managers should ensure that the 
integration of deepfakes into company processes is ethical and transparent, 
informing users when and how deepfakes are utilized. This transparency helps in 
maintaining user trust towards deepfakes and preventing the misuse of deepfake 
technology for fraudulent activities. Additionally, managers need to prioritize the 
development of robust detection and verification tools to tackle the malicious use of 
deepfakes. It is crucial to create deepfakes that enhance the UX by appearing 
authentic and reliable, thus promoting user engagement and trust with the deepfakes. 
Managers should also consider user feedback on the realism and human-likeness of 
deepfakes to further improve the deepfake technology. The successful 
implementation of DFs can potentially increase user interaction quality and provide 
a more immersive UX in various applications, from virtual customer service to 
educational tools. 

5.2.4 Managerial Implications for Article IV 
For the managerial implications of Article IV, the lack of demographic diversity in 
DAs poses significant challenges for organizations utilizing DFs. Failure to represent 
diverse populations in DAs can alienate users, reinforce stereotypes, and widen the 
digital divide, making deepfake technology less inclusive and less effective in 
engaging global audiences. Organizations deploying deepfakes should prioritize 
demographic inclusivity by selecting or developing deepfake models that reflect a 
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broad spectrum of ethnicities, ages, and occupations to avoid marginalizing and 
alienating user groups and limiting accessibility. To ensure a more consistent and 
inclusive deepfake UX, companies should adopt a multi-provider approach when 
using DAs, as different deepfake service providers exhibit varying levels of 
demographic representations of DAs, possibly minimizing demographic bias. 
Furthermore, deepfake service providers must advocate for more diverse training 
datasets in DA development to improve the demographic balance of DAs. Investing 
in more advanced deepfake techniques and ML models will help create more 
representative and contextually relevant DAs, which are essential for improving user 
engagement, trust, and effectiveness in professional and social applications of 
deepfakes. 

5.2.5 Managerial Implications for Article V 
For the managerial implications of Article V, organizations utilizing DAs must 
prioritize emotional diversity to enhance realism and engagement of the deepfakes. 
The DAs studied in Article V exhibit a strong positivity bias with an 
overrepresentation of smiles and calm expressions while lacking a broader range of 
facial emotions. Expanding the emotional expressiveness of DAs is critical for 
applications in customer service, education, and mental health support, where 
detailed and contextually appropriate emotional facial expressions of deepfakes 
improve deepfake UX. Deepfake developers should invest in more inclusive 
emotional training datasets to ensure that DAs represent diverse emotional facial 
expressions across gender, ethnicity, and age groups. The lack of emotional variety 
in certain demographics may stem from their underrepresentation in deepfake 
training datasets, highlighting the need for balanced demographic inclusion in 
deepfake development. Organizations can improve both demographic and emotional 
diversity of deepfakes to create more authentic and relatable interactions with 
deepfakes. Additionally, ethical and policy considerations should guide DA 
implementation, especially in sensitive contexts such as healthcare and customer 
interactions. Policymakers and industry leaders should establish guidelines that 
ensure the responsible deployment of emotionally expressive DAs, preventing 
misrepresentation or potential biases when DAs are used and deepfakes are created. 
Increasing emotional diversity in DAs is not only an ethical necessity but also a 
practical step toward creating DFs that effectively serve a diverse base of DF use 
cases. 
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5.3 Limitations and Future Research Directions 
While this dissertation provides novel insights into DFs and their applications 
especially in HCI, limitations must be acknowledged. These limitations highlight 
areas where further research is needed to refine the understanding of DFs, DF user 
perceptions, and DFs’ impact on design and decision-making processes. One of the 
primary limitations is the generalizability of the findings. The studies presented in 
this dissertation rely on controlled user experiments and data collected from specific 
participants. While these methods allow for controlled and replicable research, the 
methods may not fully capture the diversity of real-world contexts in which DFs 
might be deployed. Future research should expand the scope of empirical studies to 
include diverse user groups, cultural contexts, and professional settings to enhance 
external validity. Another limitation is the technological maturity of DFs at the time 
of the research. Deepfake technology has been and is evolving rapidly, and the 
studies in this dissertation are based on DAs and DFs generated using commercial-
grade deepfake services available at the time of data collection. The quality of DAs, 
particularly their ability to express detailed facial emotions and reduce the uncanny 
valley effect, is likely to improve in the future. Subsequent studies should reassess 
DF perceptions as the deepfake technology advances to determine whether 
improvements in realism mitigate the negative effects observed in this research. 

The uncanny valley effect remains a significant obstacle in the use of DFs. While 
this dissertation explores how DF glitches and distortions impact user trust and 
engagement towards DFs, future research should examine how different approaches 
to DF design, such as stylization or partial anthropomorphism, could minimize the 
perceived uncanniness of the deepfakes. Studies incorporating eye-tracking data, 
physiological response to deepfakes, and longitudinal studies could provide a deeper 
understanding of how users cognitively and emotionally respond to DFs over 
extended interactions. This dissertation also highlights concerns about bias in DFs, 
particularly in terms of demographic representation and facial expressions. The 
analysis of commercial DA platforms reveals that most available DAs 
disproportionately represent young, white individuals, while other demographics 
remain underrepresented. This lack of diversity raises ethical concerns and potential 
usability issues, as users from underrepresented backgrounds may struggle to relate 
to or engage with DFs. Future research should explore methods for ensuring more 
inclusive deepfake generation training datasets and investigate how demographic 
alignment between DFs and their users influences user engagement and trust towards 
the DFs. Furthermore, the emotional diversity of DAs was found to be limited, with 
an overrepresentation of positive emotions such as smiling and calmness. This 
limitation restricts the applicability of DFs in scenarios where more detailed or 
context-specific emotional expressions are required, such as customer service, 
therapy, or educational settings. Future studies should investigate techniques for 
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enhancing the emotional realism of DFs and assess how users respond to a broader 
range of emotional expressions in deepfakes. In addition, the long-term effects of 
DF exposure remain an open research question. While this dissertation provides 
evidence of immediate user reactions to DFs, it does not examine how user 
perceptions evolve over repeated interactions with DFs. Future research should 
explore whether prolonged exposure to DFs leads to increased acceptance, 
desensitization, or changes in trust towards deepfakes over time. Longitudinal 
studies could provide knowledge into whether users adapt better to DFs or continue 
to experience discomfort due to, for example, the uncanny valley effect or the 
glitches detected in the DFs. 

Finally, the ethical and legal considerations of DFs warrant further exploration. 
As deepfake technology becomes more accessible and widely adopted, concerns 
about misuse, deception, and privacy must be addressed. Future research should 
examine how transparency, disclosure, and user control mechanisms influence trust 
and acceptance of DFs in real-world applications. Additionally, policy-oriented 
research could explore guidelines for responsible deepfake use in business, 
education, and public communication to ensure ethical deployment. 

In conclusion, while this dissertation advances the understanding of DFs and 
their implications for HCI and marketing, critical areas remain for future research. 
Addressing the limitations identified here will be essential for refining DF 
technology, enhancing its usability, and ensuring that it serves diverse user groups 
in ethical and effective ways. 
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6 Conclusion 

This dissertation has examined the role and implications of DFs in HCI and 
marketing, focusing on how users perceive, respond to, and engage with DFs in 
design tasks. Based on the five empirical studies, the findings offer valuable insights 
into both the strengths and the constraints of using DFs as tools in UCD. The results 
highlight that while DFs offer new possibilities for enhancing empathy and 
immersion in design processes, DFs’ effectiveness is currently constrained by 
technical imperfections and perceptual challenges. One key issue is the uncanny 
valley effect, when a persona appears nearly but not quite human, causing discomfort 
and reducing the perceived realism, credibility, and emotional resonance of the 
deepfake. Users were also found to be highly sensitive to visual and auditory 
distortions, glitches, in DFs, such as unnatural eye movements, which can disrupt 
trust and negatively affect DF UX. These findings highlight the need for continued 
technological refinement to improve the stability and realism of deepfakes used in 
design contexts. Furthermore, the studies revealed significant demographic and 
emotional biases in commercially available DAs. Emotional portrayals skewed 
toward positivity, with male avatars exhibiting predominantly calm and smiling 
expressions, and female avatars more frequently showing emotions like happiness, 
surprise, and fear. This imbalance raises worries regarding inclusivity and the risk of 
perpetuating stereotypes, especially in applications that rely on authenticity and 
representational fairness. To ensure that DFs serve their intended function in a 
responsible and impactful way, developers and designers must focus on improving 
technical quality, ensuring demographic and emotional diversity, and promoting 
transparency in DF use. Ethical implementation, user-centered evaluation, and 
inclusive design principles are crucial for realizing the potential of DFs as tools for 
good in HCI and marketing. Future DFs hold promise for their ethical use in HCI 
and marketing given that the DF creators use DFs ethically. While DFs technical 
quality improves, the general public need better media literacy in a world where 
information is presented by real humans and DFs. The fine line between fake and 
real gets thinner. 

Looking further ahead, the rapid development of generative AI presents several 
promising directions for future use and research of DFs. One avenue lies in the 
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evolution from video-based DFs to interactive, conversational personas. These 
interactive DFs could embody not only the visual and vocal features of personas, but 
also respond dynamically to questions, simulate decision-making, and adapt their 
communication based on context. Such DFs may further enhance empathy and 
engagement in design and marketing; however, they also raise new challenges 
related to transparency, agency, and data provenance. Another promising field 
involves the use of user simulations, where synthetic personas interact 
autonomously within simulated environments to test system prototypes, conduct 
usability evaluations, or model user behavior. These simulations, if grounded in 
realistic behavioral data, could reduce the need for early-stage user recruitment while 
supporting iterative, data-driven design. As AI-generated personas become more 
common in design and marketing, ensuring their ethical and practical 
implementation will become an increasingly important responsibility for researchers 
and practitioners alike. 
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