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As the pharmaceutical industry is adapting the principles from Industry 4.0 to Pharma 4.0 and at the
same time researching the possibilities of new technologies such as artificial intelligence and machine
learning in its highly regulated operating environment, the increasing amount of data that is collected
from the manufacturing and business processes present many challenges. These challenges are not
only coming from global and domestic regulation entities regarding e.g., computerized systems, GMP
and data integrity. But also, from the usability of the data, regulatory adherence, and the technical
challenges that the solutions itself have such as scalability, data privacy, latency and cost-efficiency
All of these affect the decision-making regarding the computational solutions to be implemented.

This research aims to answer the research questions and to build decision-making framework to assist
and standardise the decision-making process when Cloud and Edge computing solutions are evaluated
and compared in highly regulated pharma environment.

Key words: Al Cloud, Computing, Edge, Fog, GAMP, GMP, GxP, IoT, Industry 4.0, LLM,
Pharma 4.0, Pharma



Acknowledgements

I would like to thank all of the people participating in the surveys and interviews that were
held during the time of writing and for those who gave valuable insights regarding the
research topic. I also want to separately thank the supervisors for helping me through the
whole process by giving me support when needed. Big thanks go also to the target company
for which I conducted this research and to the innovation venture which enabled my
participation in future life science development and to the consortium behind it. Both
provided valuable knowledge, connections and topics for the thesis to be finished. Last but
definitely not least, I want to show deep gratitude to my family, friends and supporters back

home who enabled me to prioritize this work when other events overlap.



Table of contents

Acknowledgements
1 Introduction
2 Literature Review

21 Regulated Operating Environment
211 EMA, FDA, FIMEA & ISPE
21.2 GMP, EU ANNEX 11 & GAMP®
2.1.3 Computerized systems
214 Industry 4.0, Pharma 4.0 and RAMI 4.0

2.2 Cloud Computing
2.21 Definition and key concepts
222 Evolution and growth
223 Benefits and limitations
224 Architecture

2.3 Edge Computing
2.3.1 Definition and key concepts
2.3.2 Evolution and growth
2.3.3 Benefits and limitations
234 Architecture

24 Fog computing
2.5 Large Language Models
2.6 Literature summary
3 Survey and Interview
3.1 Survey design and focus group
3.2 Results and conclusions
4 Building guideline for decision making
41 Contents of decision-making guideline and decision matrix

4.2 Use-case examples evaluated with decision matrix

421 MES
4272 Track and trace
4.2.3 Innovation venture

5 Conclusions and discussion

11

13

13
14
16
18
19

26
27
31
34
37

39
39
41
43
45

48
52
54
60
60
62
66
66

70
70
71
73

75



References

Appendices

78

93



List of figures

Figure 1. Pharma 4.0 framework (Adapted from Pharma 4.0 Operating Model | ISPE, n.d.)................ 22
Figure 2. Value-based development stages (Adapted from ISPE Pharma 4.0, 2023, p. 224). ............ 23
Figure 3. RAMI 4.0 reference architecture (adapted from Reference Architectural Model Industrie 4.0 |
Plattform INAUSErie 4.0, 20T8). ...ttt e e e e e e e e e e e e e e e e e e e e e e aanns 25
Figure 4. Cloud computing architecture (Adapted from Shapla et al., 2020). ...........cccocoeviriiiicnnnnn. 38
Figure 5. Cloud computing reference architecture by NIST (Adapted from Liu et al., 2011, p. 3)......... 38
Figure 6. Edge architecture simplified (Adapted from “What Is Edge Computing?,” 2025). ................. 46
Figure 7. Edge computing reference architecture (Edge Computing Reference Architecture 2.0, 2017,
o T ) T R 47
Figure 8. Fog architecture simplified (Adapted from Kazeem, 2018).........cccccccveeiiiieiicieeeiiiee e 49
Figure 9. 3-Tier architecture of fog (Adapted from Taneja & Davy, 2016). .......cccoccueeiiiiieiiiiiiieeenenn. 50
Figure 10. Fog nodes and gateways (Adapted from Sandoval, 2077)........ccccccccemniiiiiiiiiniiiieeen, 50
Figure 11. Example transformer architecture (adapted from Vaswani et al., 2017, p. 3) ...ccccovvveennneen. 53
Figure 12. Cloud computing paradigm (adapted form Shi et al., 2016, p. 638). ....c..coevvieiiiiiiieinenn. 56
Figure 13. Edge computing paradigm (adapted from Shi et al., 2016, p. 638). .....ccceevverereviciireeennenn. 57
Figure 14. Fog computing paradigm (Adapted from Fog Computing and Internet of Things |
TECRAPIAYON, 20T7). ceeeieieee ettt e et e e e et e e e ettt e e e sttt e e e sbeeeeeabteeesabteeeeeasteeeeaansaeaeans 58
Figure 15. Whole computing stack (adapted from Maciel et al., 2022, p. 235)..........ccovoeviiiieniinnnenn. 58
Figure 16. Radar chart of QUESTION 1 @NSWEIS. ........eiiiiiiiiii e 63
Figure 17. Calculated values of QUESTION 1 ANSWETS.........ccoiiiiiiiiiiie e 63
Figure 18. Radar chart of QUESTION 2-9 @NSWETS. ........coouiiiiiiiiie e 64
Figure 19. Calculated values of qUestion 2-9 @anNSWEIS. ...........ooiiiiiiiiiiii e 64

Figure 20. Enterprise spending on cloud datacentres including HW, SW and cloud infrastructure

services (Global Data Centre Spending | Statista, 2024)..........ccccuueeiiiiiiiiiiiiiieeeee e 94
Figure 21. Total size of public cloud market consisting of PaaS and laaS (Global Public Cloud
Platforms Market | Statista, 2022). ..........occuuii it 94

Figure 22. Total size of global spending in public cloud services (Public Cloud Computing Market Size
| SEALISTA, 2025)........eeeiiieieee et e e b enaeeas 95



List of tables
Table 1. ALCOA++ principles and expectation of the data (Adapted from ISPE Data Integrity by
Design, 2020, pp. 11-12; EMA Guideline on Computerised Systems and Electronic Data in

Clinical Trials, 2023, PP. T2—13) ceeeee ettt e e e e e e e e e e e e e e e annneees 24
Table 2. Three axes of RAMI 4.0 (Reference Architectural Model Industrie 4.0 | Plattform Industrie 4.0,

L0 ) T TSP 26
Table 3. NIST cloud model (Mell & Grance, 2011, 2-3). ....oeu oo 27
Table 4. GAMP® 5 Responsibilities of supplier and customer (adapted from ISPE GAMP® 5, 2022,

LK1 TP 29
Table 5. Cloud benefits and their deSCripLioNS. .........coiiiiiiiiiee e 34
Table 6. Cloud challenges and their descriptions according to (Furht et al., 2010, pp. 17—18)............ 36
Table 7. Edge benefits and their desCriptions ..........ocueiiiiiiii e 44
Table 8. Edge challenges and their descriptions ..o 44
Table 9. Characteristics of each paradigm (adapted from Taheri & Deng, 2020, p. 10). .........ccuu....... 59
Table 10. Response rate and interviews Neld. ... 61
Table 11. 1st version of the DeCiSION MatriX. .......ceoiiiiiiiiiiiie e 67
Table 12. 2nd version of the DeCiSION MALIiX. ......c.coiiiiiiiiiiiee e e 67
Table 13. 3rd version of the DeCISION MAtriX. .......cccoiiiiiiiiiiiee e e 68
Table 14. User defined importance — MES. ... e 71
Table 15. User defined importance — Track and TracCe. .........coocueie i 72

Table 16. User defined importance — Innovation VENTUre. ..........ccccviiiiiiee i 73



List of Abbreviations and Acronyms

4R

Al

AlaaS

All
ALCOA+(+)

ARPANET
AWS
CaaS
CapEx
cGMP
CoP

CPU

Cs
DevOps

ECC

EEA
EMA
EMEA
ETSI

EU

EU Annex 11
FaaS
FD&C Act
FDA
Fimea

FinOPS

FW
GAMP®
GDPR
GPU
GxP
HIPAA
HW

Fourth industrial revolution
Artificial intelligence

Artificial Intelligence as a Service
Alliance of industrial Internet

Attributable, Legible, Contemporaneous, Original, Accurate, Consistent, Enduring and
Available (and Traceable)

Advanced Research Projects Agency networks
Amazon Web Services

Containers as a Service

Capital Expenditure

Current Good Manufacturing Practice
Community of Practice

Central Processing Unit

Computerized systems

"Development” and "Operations”, A set of practices for automating the processes
between software development and information technology operations teams so that
they can build, test, and release software faster and more reliably.

Edge Computing Consortium

European Economic Area

European Medicines Agency

European Medicines Evaluation Agency

European Telecommunications Standards Institute
European Union

European Union’s GMP guideline - Annex 11 - Computerized systems
Function as a Service

Federal Food, Drug, and Cosmetic Act

U.S. Food and Drug Administration

Finnish Medicines Agency

“Finance” and “DevOps”, stressing the communications and collaboration between
business and engineering teams

Firmware

Good Automated Manufacturing Practice

General Data Protection Regulation

Graphics Processing Unit

Good x Practice — Collectively referring to GCP, GDP, GLP, GMP, GVP
Health Insurance Portability and Accountability Act

Hardware



laaS
ICT
loT
4R
ISPE

MEC
ML
MMR
NCA
NIST
NLP
NLU
NN
OpEXx
(O]
oT
PaaS
PIC/S

RAMI 4.0
RT

SaaS
SLA

SwW
XaaS

Infrastructure as a Service

Information and Communication Technology

Internet of Things

4th Industrial Revolution

The International Society for Pharmaceutical Engineering
Information Technology

Multi-access Edge Computing (formerly known as Mobile Edge Computing)
Machine learning

Mixed Methods Research

National Competent Authority

National Institute of Standards and Technology

Natural Language Processing

Natural Language Understanding

Neural Network

Operating Expense

Operating System

Operational Technology

Platform as a Service

Pharmaceutical Inspection Convention and Pharmaceutical Inspection Cooperation
Scheme

Reference Architectural Model for Industrie 4.0
Runtime

Software as a Service

Service Level Agreement

Software

Anything “X” as a Service



11

1 Introduction

This thesis utilizes mixed-method research based on literature review, survey and semi-
structured interviews. Explanatory sequential design form is used to first collect quantitative
data and analyse it and based this the qualitative data collection and analysis follows. This
method and design form allows the use of both, quantitative and qualitative method and the
strengths of each to better understand the research problems and test the hypothesis of
decision-making framework in regulated pharma environment. Mixed-method research

explicitly combines both deductive and inductive perspectives.

Artificial Intelligence (Al) or more specifically, Generative Al has been used to help create
few images in this thesis. These images have been marked with footnote to highlight that they

have been created using OpenAl’s Sora.

The goal of this thesis is to study and compare two computing paradigms and to answer the
research questions presented below. This is done by first collecting and analysing the

quantitative data and to enrich the results, qualitative approach is being applied.
Research questions:

1. How to determine when pharma regulated data is better to be processed in cloud over

edge?

2. Isit possible (and /or needed) to create guideline that can be used during decision-

making in regulated pharma environment?

Thesis starts with the literature review, which gives the ground for the research and basis for
building survey questions and list most important characteristics that influence the decision-
making. The survey is sent to hand-picked group of individuals related to the innovation
venture, this thesis or the work packages that are done in the target company. These
individuals have different level of technical background, and the aim is to get the
characteristics collected from the literature revive to be rated. After the survey is done, each
respondent is requested to join small semi-structured interview regarding the survey where
they are able to give more broader answers than numeric answer on scale from 1 to 4. The
purpose of the interview is to get more broader insight on the importance of individual
characteristic of cloud and edge in regulated pharma environment, which quantitative research

cannot provide by itself, and it gives deeper understanding on the results of the survey. Based
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on these three, the decision matrix is built and weighted, and the decision-making guideline is

formed to support the use of the matrix.

Literature revive starts with the regulated pharma environment and the constrains it bring to
the thesis. This section brings the knowledge of the reader to the level that they are able to
understand the high regulation related to pharma environment and how it affects the results of
this work. From there, the review proceeds to the paradigms that are being evaluated. Cloud
computing and Edge computing are studied more thoroughly, and Fog computing is merely
presented as a tertiary option and future research in mind. Last part of the review gets
acquainted with Large Language Models (LLMs) and how they could be used in the decision-

making process to make it faster and more repeatable.

Based on the quantitative data collected from the literature review, a survey is deductively
formed and then conducted. The survey questions are built to question the relevancy of the
characteristics that arose from the literature to the highly regulated working environment of
pharma, and it aims to collect valuable information for the making of decision matrix which
act as a standardised tool to make decisions regarding computation solutions. After
respondents have answered the survey, a semi-structured interview is held to get more in-
depth understanding of the answers each respondent has given and also their thoughts and
opinions are listened regarding the research topic. This interview enriches the qualitative data
with quantitative data and makes the thesis mixed-method research. The final decision matrix
is then formed based on the combination of these. A decision-making guideline is formed
around the decision matrix to instruct the use of the matrix and to give constraints and

mandate to the person using the guideline.

To test the hypothesis that decision-making guideline can be used in the decision-making
process in regulated pharma environment, three use-case examples are presented from the
target company that are tested against the guideline and the decision matrix, and the results
are evaluated. This shows how well the guideline, and the decision matrix have been designed

and materialized, and if they work in the regulated environment with scalable use-cases.

In conclusions and discussion, the results of the research are gone through and the role of
LLMs and Fog computing are discussed. Also, few development ideas and ideas for future

research are brought up.
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2 Literature Review

The aim of this literature review is to give reader the relevant knowledge of the regulated
pharma environment which gives this thesis work its boundary conditions, next it will help
the reader to understand the technical characteristics and backgrounds of the comparable
technologies, Cloud computing and Edge computing, that are evaluated in this thesis and
finally it goes through the theoretical part of building structured guideline for decision
making. In addition to this, fog computation and large language models are briefly introduced.
At the end, the reader is presented with a summary of the most significant takes of the
literature review to give clear understanding of the theoretical background on which the
research is built upon and to help reader to proceed to the next chapters which go deeper to

the research trying to give answers to the research questions presented in the Chapter 1.
2.1 Regulated Operating Environment

In pharmaceutical industry the regulation is heavy and there are multiple different entities that
are part of creating, maintaining and monitoring the laws, regulations, guidelines, and that
they are followed by the pharmaceutical companies around the world. The regulation consists
of different functions e.g., clinical trial evaluation, inspection and licensing of pharmaceutical
manufacturing sites and distribution channels associated with them. These entities are for
example European Commission, European Medicine Agency (EMA), U.S. Food and Drug
Administration (FDA) and International Society for Pharmaceutical Engineering (ISPE). They
work in collaboration to promote human health by streamlining effort, sharing best practices
and to prevent duplication. The purpose of the regulation is to ensure patient safety, with safe
and high-quality pharmaceuticals that are also effective with favourable risk-to-benefit ratio.
(Pharmaceutical Industry | Definition, Overview, History, Characteristics, Examples, & Facts
| Britannica, 2025, United States | European Medicines Agency (EMA), 2023.) In the
following chapters, the regulatory agencies and regulations/practices which are important for
the Finnish pharmaceutical industry and important for this particular thesis, are shortly
introduced. The purpose for this introduction, is to help reader understand the regulatory
burden associated with this research and to get basic knowledge of the pharmaceutical
industry in general, pharmacovigilance that requires drug companies which have marketing
authorisation to monitor the safety of medical products and Finnish Medicines Agency

(Fimea) is the authority that oversees this in Finland (Pharmacovigilance | Fimea, n.d.) and
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Good x Practices (GxP) compliance related to computerized systems in order to fully benefit

of the research and results presented in the upcoming chapters.
211 EMA, FDA, FIMEA & ISPE

The European Medicines Agency (EMA) has been operating since 1995, to protect human
and veterinary health in European Union (EU) member states and other countries in the
European Economic Area (EEA). EMA was originally known as European Medicines
Evaluation Agency (EMEA) and this name can be found in older literature. It is decentralised
agency which responsibility is to protects the public and animal health by making sure that
the medicines sold in the EU market are safe, effective and high quality. This is possible
through supervision, scientific evaluation and safety monitoring of medicine. (4bout Us |
European Medicines Agency (EMA), 2016.) EMA is closely working together with the
European Commission and USA Food and Drug Administration to avoid duplication, share
best practices and streamline effort in order to promote human and animal health and they
have confidentiality arrangements to permit exchange of commercially confidential
information regarding scientific and regulatory processes. These arrangements have been in
place since 2003. These entities also have mutual recognition agreement that allows both
parties, FDA and their counterparts EU authorities to rely on each other’s Good
Manufacturing Practise (GMP) inspections, Waive batch testing of products on entry into
their territories and to share information on quality defects and inspections. (United States |

European Medicines Agency (EMA), 2023.)

European union lists the beneficiaries of the work that EMA is doing, these are not limited
only to humans and animals, but also e.g., pharmaceutical companies and academics are
recognised to gain from the EMA guidelines, scientific advice programme and incentives, and
other responsibilities that EMA has (European Medicines Agency — EMA | European Union,
2024).

EMA develops technical guidance and gives scientific support and advice to national
competent authorities such as Fimea in Finland, who have role in new medicine clinical trials
regionally. Despite the centralized authorisation process, which requires pharmaceutical
companies developing new innovations to submit marketing-authorisation applications to
EMA, EMA does not permit marketing rights to medicinal products in the EU, it is the
European Commission who takes a legally binding decision regarding the permits and EMA

only gives recommendations for this decision making and coordinates the processing of the
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applications. EMA ensures that the pharmaceutical companies follow standard that come from
EU and other international bodies which benefits the company when European Commission
assess whether to grant the marketing-authorisation or not. (4bout Us | European Medicines

Agency (EMA), 2016.)

U.S. Food and Drug Administration (FDA) has been promoting and protecting public
health almost 120 years, since 1906. FDA monitors all drugs that are manufactured and sold
to the U.S. market regardless of the manufacturing country. The drug manufacturers need
FDA approval before they can enter the U.S. market. This approval requires manufacturers to
follow and comply the law regarding drug safety and quality, and relevant regulations of the
Federal Food, Drug, and Cosmetic Act (FD&C Act) and Current Good Manufacturing
Practice (cGMP). The approval process for the drug application consists of assessment of the
faculty where the drug(s) are manufactured and the manufacturing process itself. (4bout |

FDA, 2024, “Pharmaceutical Inspections and Compliance | FDA,” 2024.)

Finnish Medicines Agency (Fimea) is the National Competent Authority (NCA) which is
part of European medicine regulatory networks which include European commission, EMA
and other NCAs. Operating under Ministry of Social Affairs and Health in Finland the central
administrative agency promotes health and safety of people. This is done by regulating e.g.,
medical devices and medicinal products. The agency supervise that the manufacturers comply

with the regulation and they oversee and carry out pharmacovigilance of medical products.

(About Us | Fimea, 2022.)

Applying of the marketing authorization and registration of pharmaceutical products in
Finland and in the whole European Union is possible with several alternative procedures.
Suomi.fi Web service has guidance on the ways that the authorization can be applied. These

are listed below. (Marketing Authorisations | Suomi.Fi, 2025.)

e National procedure — Can be applied when product does not have marketing
authorization in another EU country, Norway or Iceland. The application is only
submitted to Fimea who evaluates the application and decides whether to grant the

authorization or not.

e Mutual Recognition Procedure — When product already has national authorization in
other EU country, Norway or Iceland, Fimea grants the marketing authorization in

Finland.
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e Decentralized Procedure — Marketing authorization can be granted to multiple

countries at the same time.

e (entralized Procedure — Marketing authorization is applied for all EU countries,
Norway and Iceland at the same time. This application is submitted to EMA which
coordinates the application process and the European Commission grants the

authorization.

International Society for Pharmaceutical Engineering (ISPE) is a nonprofit association
which aim is to lead technical, regulatory, and scientific advancements in throughout the
entire lifecycle of pharmaceutics. They are connecting global industry leaders and their
knowledge to deliver operational excellence, supply chain innovation, and regulatory insights
to enable development, manufacturing and reliability of medicine. ISPE has been founded in
North America in 1980 and today their membership base has grown to cover 120 countries
and more than 21 000 pharmaceutical professionals, and they cover 20 unique technical areas
such as Good Automated Manufacturing Practice (GAMP®) and PHARMA 4.0 with their
ISPE Communities of Practice (CoP). They focus on regulation impacting facilities,
manufacturing processes and operations, and supply chain sustainability over the product
lifecycle. ISPE as a society leads and facilitates next-gen process technology and innovative

technical solution development. (4bout Us | ISPE, n.d..)

2.1.2 GMP, EU ANNEX 11 & GAMP®

Good Manufacturing Practice (GMP) regulations give the minimum requirements for drug
manufacturing. It covers manufacturing facilities, methods and the controls that are used in
the processing, packaging and manufacturing of the drug. In the U.S., these regulations are
enforced by FDA and in Europe, the rules governing medicinal products is European
Commissions guidelines and they are published under Eudral.ex publication as EudralLex —
volume 4. The enforcement of these guidelines is done by National Regulatory Agencies, by
EMA in Finland. (EudraLex - European Commission, 2025; “Facts About the Current Good
Manufacturing Practice (cGMP) | FDA,” 2025; Good Manufacturing Practice | European
Medicines Agency (EMA), 2022.)

GMP has long history dating back to 1960s when the world’s first legally binding GMP
regulations got their legal basis in the U.S. From this, the regulation has evolved quite

significantly, and it has spread across the world. First WHO published their GMP guideline
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and from there Europe followed. (What Is GMP? - ECA Academy, n.d.) Referring to the most
recent GMP regulations letter “C” is added in front of the acronym to denote “current”. This
same naming method is applied to all the Good "x" Practices (GxP) acronyms/definitions. The
CGMP requires manufacturers to use up-to-date systems to qualify with the “current”
regulations. (Acronyms and Abbreviations | FDA, n.d.; “Facts About the Current Good
Manufacturing Practice (CGMP) | FDA,” 2025.)

EU ANNEX 11 applies to computerized systems used in GMP- regulated activities
(“Eudralex Volume 4 - Annex 11,” 2011). It is guideline, not legally binding regulation, and
regulatory authorities can consider manufacturers complying Annex 11 to meet data integrity
and quality control standards. In the pharmaceutical industry, following Annex 11 is regarded

as best practice. (Caetano, 2023.)

European commission lays down the principles and guidelines of GMP in EudralLex —
Volume 4 which governs medicinal production in the EU. Annex 11 is part of the guidance
for interpretation of the GMP in human and veterinary medicinal product manufacturing.

(EudraLex - Volume 4 - European Commission, 2025.)

Eu annex 11 gives guidance that covers computerized system risk management, validation,
audit trails, change and configuration management, security, business continuity and
archiving. It also guides on the use of suppliers and service providers. ( “Eudralex Volume 4 -
Annex 11,” 2011.) Validation is one of the most critical aspects of the whole lifecycle of
GPM relevant computerized system, “this not only ensures compliance of regulation, but it
also ensures product quality and prevents possible costly product recalls and regulatory
penalties — production without validated computerized systems is prohibited by the company
processes and if such case happens when production has been done without the validated
status then evaluation of the situation, deviation process and product quality risks need to be

done.” (H. Soinio, personal communication, September 25, 2025).

Good Automated Manufacturing Practice (GAMP®) is an ISPE Community of Practice
(CoP), which is technical subcommittee under the International Society for Pharmaceutical
Engineering (ISPE), and guidelines compiled for the pharmaceutical industry. These
guidelines are meant to safeguard product quality, patient safety, and data integrity in the

context of GxP computerized systems. (What Is GAMP® | ISPE, n.d.)
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GAMP® 5 Guide, 2nd edition is the newest publication (July 2022) of the GAMP®. It is a
risk-based approach which seeks to exceed minimum expectations of the compliance by
encouraging to apply modern, current, good Information Technology (IT) practices and
excellence in software engineering. These enable higher product safety and quality from
which the patient and the public benefit. The 2nd edition maintains 1st editions principles and
framework. These include increased importance of evolving approaches in software
development and increased use of automation and software tools. (What You Need to Know

About GAMP® 5 Guide, 2nd Edition | Pharmaceutical Engineering, 2025.)

The 2nd edition has been revised, and it has many new topics for example, the new appendix
D11 — Attificial Intelligence and Machine Learning (AI/ML) are added, and other relevant
topics are updated, such as cloud computing. Pharmaceutical industry recognises the
importance of Al and ML in future pharma environment and this guidance is risk based, and it
covers the whole life cycle of the ML component or sub-system. AI/ML appendix suggests
that successful implementation of ML requires e.g., thorough business analysis and process
understanding, application of good software development and engineering practises. It also
suggests that even tough traditional computerized-system lifecycle and compliance/validation
approaches are completely applicable, verification and validation approaches should be
designed to consider change and configuration management, version control and monitoring
to cope with the differentiation of outputs as the ML sub-system evolves. (ISPE GAMP® 5,
2022, pp. 10 & 269-270.)

Important aspects and guidance that the GAMP 5 gives related to this thesis are the following:

e (loud infrastructure and service models — Page 169-170 Appendix M11 (see also
thesis Chapter 2.2.1)

e (Cyber security — Page 331 Appendix O11

e Computerized systems validation — Page 21-27

e [T infrastructure qualification — Page 163-170 Appendix M11
2.1.3 Computerized systems

Computerized systems (CS) include, according to Pharmaceutical Inspection Convention and

Pharmaceutical Inspection Cooperation Scheme (PIC/S), computer Hardware (HW) and
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software (SW), installed devices and controlling SW of the computer. The whole system is
composed of both the computer system and function or process controlled by the CS. (PIC/S
Secretariat - PI 011-3, 2007, 7.)

Annex 11 of EudralLex — Volume 4 GMP guidelines, is governing CS in all GMP regulated
processes. In this annex, the use of electronic records and signatures are detailed alongside
with the guidelines for data integrity, security and validation. The importance of Annex 11 for
this research is quite substantial. It gives the requirements for the validation of computerized
systems and qualification of the IT. Whether it is outsourced Cloud service or locally hosted
on-premises Edge solution, Annex 11 (2011) applies to both ways of managing and storing

data.

In GAMP® 5, guidance for GxP compliant CS is provided with high detail. GAMP provides
guidance, that is practical for the industry, by establishing language and terminology that is
common for the whole regulated environment, it promotes system lifecycle approach,
facilitates regulatory requirements interpretation and finally it aims to clarify roles and
responsibilities regarding risk-based approach to CS (ISPE GAMP® 5, 2022, 9). Regarding
the overall safety and resilience of the computerized systems, cybersecurity risk management
plays key role in the evaluation of threads in the GxP environment (ISPE GAMP® 5, 2022,
166). In GAMP® 5 (2022), the adoption of cloud-first strategies and “as a Service” solutions
are acknowledged and these potential risks associated with the use of cloud are directly
related to the research topic of this thesis. As the CS can be locally hosted in private servers or
in “public” cloud that is provided by cloud solutions vendor e.g., Amazon Web Services

(AWS), the relevancy of the GAMP 5 remains high.
2.1.4 Industry 4.0, Pharma 4.0 and RAMI 4.0

Industry 4.0 also referred as 4th Industrial Revolution (4IR) or information age in the
literature, is the “current” industrial revolution that begun in the 21th century (Gordan et al.,

2023, pp. 1-2).

Gordan, Ghaedi and Saleh (2023) list the key innovations of 1-4IR and their impacts in clear

and understandable manner. For the 4IR, these are as follows.
Key innovations:

e Cognitive computing
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e Big Data, Cloud Computing, and Internet of Things (IoT)
e Machine-to Machine/Human Communication
e Cyber Physical Systems
Impacts:
e Data and information explosion
e Arrival of smart, virtual, and augmented systems
e Sustainable living, solutions and societies

41IR presents many benefits to the industry. According to multiple studies (Sony et al., 2021;
Brozzi et al., 2020; Kiel et al., 2017, Thames & Schaefer, 2017), these benefits have
significant impact to the businesses implementing Industry 4.0. Some of these benefits are as

listed below.
e Improving customer satisfaction
e Maximize efficiency, cost cutting in operations and remain competitive
e Organizational decisions driven by big data
e Ability to answer increased smart products demand
e Organizational efficiency and agility

4IR holds in Al under the cognitive computing bullet point, and big data, cloud computing
and IoT that are relevant to this research. Cognitive computing refers to a simulation of
“human-like” thought process of Al, where machines are capable of learning, reasoning and
understanding natural language (Hurwitz et al., 2015; Gordan et al., 2023, p. 29, Cognitive
Computing | Google, n.d.). Al as a concept requires lots of processing power and data to
produce applications and/or functions that create value to businesses, and these are vital
aspects considered in this research. Al IoT and big data go hand in hand as Al requires vast
amounts of data, IoT produces lots of data and big data is extensive dataset in the
characteristics of volume, velocity, variability and/or variety (Gordan et al., 2023; Chang et
al., 2018, pp. 8-9). IoT is a network of HW, SW, firmware (FW) and actuators that are
connected and accessible via internet (Banafa, 2023; Glossary | NIST, n.d.).
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The most significant impact of 4IR comes from the data and information explosion. Also,
arrival of smart, virtual, and augmented systems plays key role in this research due to the
parameters that these impacts hold within, for example smart factories that connect cyber
world to the real world via automation and monitoring that requires real time data processing
and -controls (Gordan et al., 2023, p. 12). Data and information explosion comes from many
sources e.g., streamed media and IoT telemetry data (Gordan et al., 2023, p. 5). This trend in
which data is created today and the estimation in which it is going to grow in the future is
exponential. This growth follows patterns that can be described by known information society
laws e.g., Moore’s law, Kryder’s law and Bell’s law. These describe the exponential growth
in particular field and not directly the growth of data and information explosion. (Gams &

Kolenik, 2021.)

According to Gordan et al. (2023), the five enabling technologies of 4IR are IoT & sensor
networks, big data and data analytics, Information and Communication Technology (ICT) &
networking, Al & ML, and cloud, fog & edge computing. From these, this thesis is focusing
on the research between cloud, fog & edge computing and the contributing elements that
might affect the result of the research questions. In the upcoming chapters, each of these

cloud, fog & edge computing are studied individually.

The 4IR paradigm integrates new technologies and employs information created in different
stages of the lifecycle of the product to better optimize and utilize used resources, and to make
higher quality products with better performance (Papakostas et al., 2020, p. 1). Gajdzik and
Wolniak (2022) did a study on the influence of 4IR to projects on business operations and
they listed the most influencing categories to enterprises, top three being quality &
personalisation, speed & agility and adaptability & work precision. This study was made of
steel enterprises segment in Poland. They conclude that modifying production to implement
4IR and changing towards smart production, perceive benefits of e.g., higher product quality,

and other Industry 4.0 benefits (Gajdzik & Wolniak, 2022, p. 14).

The future and evolution of 4IR is changing towards industry 5.0 which, according to
European Commission (2024), is already undergoing. Transitioning from 4IR to 5IR not only
benefits the industry, but also the workers and the society (Industry 5.0 - European
Commission, 2024). It aims to integrate human intelligence and advanced technologies such

as Al to enable sustainability and human centric development (4altonen & Kurvinen, 2025,
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Nousala et al., 2024). This study will not go deeper into the future of Industry 4.0 or to
Industry 5.0.

Pharma 4.0™ resembles evolution where digitalization and automation meet complex
product portfolios and cycles. The cornerstone of Pharma 4.0 is digitalization that connects
“everything” in smart plant floor enabling fast decision-making and control over operations,
business, regulatory compliance and quality (Pharma 4.0™ | ISPE, 2024). The concept of
Pharma 4.0 evolves from the revolution of Industry 4.0 and compared to rest of the industry
sectors; pharma is slowly adapting to the 4IR. Few reasons for this are the heavily regulated
environment which causes lag in the adoption and also the complexity of the manufacturing
and validation are key factors. (Buntz, 2021; Pharma 4.0 for plant manufacturing | Schneider
Electric, n.d.)

ISPE has built baseline guideline for life science organizations to help them start, restart, or
continue their journey to achieve the goals in the 4IR and Pharma 4.0 transformation. Triggers
for the transformation towards Pharma 4.0 are the challenges that industrial digital
transformation brings and the opportunities it could create to the businesses and the
possibility to create value for the customers. The guideline lists big changes that have
impacted pharmaceutical industry in the recent years. These include advances in
biotechnology, personalized medicine, and digitization & digitalization. Addition to these,
increased globalization has also been big trigger for the pharma industry providing access to

expanded markets and this results in reaching wired customer base. (ISPE Pharma 4.0, 2023.)
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Figure 1. Pharma 4.0 framework (Adapted from Pharma 4.0 Operating Model | ISPE, n.d.).



23

Figure 1 shows framework for Pharma 4.0 operating model and the operating model CoP
work groups and the prerequisites needed to enable successful implementation for business-
driven digital transformation. This operating model is based on the 4IR concept, and it
focuses on information systems, culture, organization and processes, and resources. The
operating model is holistic strategy for controlling lifecycle management with data integrity
(DI) by design based on the 4IR architectural framework of organization’s digital maturity.
This guideline provides tools for the assessment of the organization’s digital maturity. (/SPE

Pharma 4.0, 2023.)
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Figure 2. Value-based development stages (Adapted from ISPE Pharma 4.0, 2023, p. 224).

Figure 2 shows value-based development stages of the digital maturity model that can be used
to assess the organization’s level of maturity regarding the Pharma 4.0 operating model.
Digital maturity is one of the two enablers for the Pharma 4.0 operating model, seen in Figure
1 serving as an enabler and prerequisite for the maturity self-assessment tool of Pharma 4.0.
This self-assessment tool is designed to allow organizations to assess their Pharma 4.0
maturity and define needed improvement actions based on the results. (ISPE Pharma 4.0,

2023, pp. 224-225.)

Data integrity is an important factor and the second key enabler for the Pharma 4.0 (ISPE
Pharma 4.0, 2023, p. 72). It is defined by National Institute of Standards and Technology
(NIST) as “The property that data has not been altered in an unauthorized manner.”, NIST
also defines that “Data integrity covers data in storage, processing, and while in transition.”
(Glossary | NIST, n.d.). One of the key terms and principles of the ISPE Data Integrity by
Design Good Practice Guide is the Attributable, Legible, Contemporaneous, Original,
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Accurate, Consistent, Enduring and Available (ALCOA+) -principles. In the Table 1 the
principles and the data expectations associated with each is shown. This table also presents
the new version of EMAs Guideline on computerised systems and electronic data in clinical
trials which introduces one more character to the principle, traceability, making it ALCOA++.
Table 1. ALCOA++ principles and expectation of the data (Adapted from ISPE Data Integrity by

Design, 2020, pp. 11—12; EMA Guideline on Computerised Systems and Electronic Data in Clinical
Trials, 2023, pp. 12—13)

Principles Data Expectation

Attributable to the person or system generating the data

Identify the person or system performing an activity that creates or modifies

Attributable data
Linked to the source of the data
Readable and permanent

Legible Accessible throughout the data life cycle

Original data and any subsequent modifications are not obscured

Contemporaneous | Recorded or observed at the time the activity is performed

Original data is the first recording of data, or a "true copy" which preserves

Original content or meaning
Free from errors
Accurate No editing performed without documented amendments
Conforming to truth or standard
Consistent All data, and relevant metadata, including any repeat or re-analysis performed
. Application of good documentation practices throughout any process
Enduring The application of date and time stamps in the expected sequence
Available Available and accessible for review, audit, or inspection throughout the

retention period

Changes to the data, to the context/metadata are traceable throughout the life
Traceable cycle of the data

Changes documented as part of the metadata

Data integrity expectations and holistic approaches are not new in the global regulation scene.
EU GMP 1.4, US GMP 21 CFR 211.160 (b), and US GMP 21 CFR 211.194 (a), all have
insinuations to it. The aim of the ISPE guideline on computerized systems is to provide
practical “bridge” between achieving compliant GXP computerized system and good data
governance for regulated business processes. Data integrity by design is quality critical
initiative and it is created to ensure public health, patient safety, and product quality in GxP

regulated environment. To achieve this governance framework is combined with Quality Risk
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Management (QRM) and Knowledge Management (KM). Data integrity, patient safety, and
product quality are achieved by collectively applying QRM, which in turn acts as an input to
KM. This drives continual improvement to business and organizational processes. (ISPE Data

Integrity by Design, 2020, pp. 9 & 15.)

The Reference Architectural Model for Industrie 4.0 (RAMI 4.0) is based on the IEC
62890, IEC 62264 and IEC 61512 standards which refer to life-cycle management, enterprise-
control system integration and batch control (RAMI 4.0 | Isa.Org, n.d.). The three-
dimensional map generated from the three standards demonstrate the most important aspects
that the 4IR has and its developed to ensure common perspective and understanding amongst

all participants (Reference Architectural Model Industrie 4.0 | Plattform Industrie 4.0, 2018).
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Figure 3. RAMI 4.0 reference architecture (adapted from Reference Architectural Model Industrie 4.0 |
Plattform Industrie 4.0, 2018).

Rami 4.0 can be used by companies to develop future business models and products by using

a common framework which allows complex processes to be broken down into easy-to-grasp
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blocks. The service-oriented architecture of RAMI 4.0 presented in Figure 3 describes all of
the crucial aspects of 4IR in its three-dimensional coordinate system. This allows breakdown

of complex interrelations into simpler and smaller clusters. (RAMI 4.0 | Isa.Org, n.d..)

The three axes are axis 1 - hierarchy, axis 2 - product life cycle and axis 3 - architecture. In
Table 2 the hierarchy levels of axis 1 come from IEC 62264 standard that describes enterprise
IT and control systems. Axis 2 is based on IEC 62890 standard where the life cycle of
products and facilities are represented. Axis 3 has 6 layers of machine layers that are
decomposed into its properties. This type of representation originates from information and
communication technology, and it is commonly used to break down complex systems into

layers. (RAMI 4.0 | Isa.Org, n.d..)

Table 2. Three axes of RAMI 4.0 (Reference Architectural Model Industrie 4.0 | Plattform Industrie 4.0,
2018).

Axis 1 - Hierarchy Axis 3 - Architecture
Flexible systems and machines Business Organization and business
process
Functions are distributed throughout the network | Functional Functions of assets
Participants interact across hierarchy levels Information Necessary data
Communication among all participants Communication | Access to information
Product is part of the network Integration Transition from real to digital
world
Asset Physical thing in the real
world
Axis 2 - Product life cycle
Development Maintenance usage Production Maintenance usage
-Construction plan: -Construction plan: -Production: -Facility management:
Development Software updates Product Usage
Construction Instruction manual Data Service
Computer simulation Maintenance cycles Serial number Maintenance
Prototype e e Recycling
Scrapping

2.2 Cloud Computing

Cloud computing paradigm is a model (not a specific technology) for delivering computing

services over the internet (public or private), where data, applications, and resources are
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hosted and managed on remote servers (data centres) rather than on local systems e.g., On-
Premises data centre. Cloud computing infrastructure covers hardware and software, and it
provides on-demand access to shared pool of computational resources like storage, processing
power, and software via the internet, enabling scalability, flexibility, and cost-efficiency.
Cloud Computing allows organizations to scale their need, access services globally, and
benefit from centralized data management and analytics. It is widely used for applications that
require extensive computing power, large-scale data storage, and remote access, such as data
analysis, web hosting, and enterprise software solutions. (Jackson & Goessling, 2018, Mei,

2022; What Is Cloud Computing Infrastructure | VMWare, 2024)
2.2.1 Definition and key concepts

In terms of definition, cloud computing can be expressed as services, hosted by service
provider, that are accessed on-demand, and the shared pool of computing resources are fully
configurable for the needs of the user (Mell & Grance, 2011, 2). National Institute of
Standards and Technology also list essential characteristics, service models and deployment
models that their cloud model consists of. These three groups and their contents are presented

in the Table 3 below.

Table 3. NIST cloud model (Mell & Grance, 2011, 2-3).

ESSENTIAL DEPLOYMENT SERVICE

CHARACTERISTIC MODELS MODELS

On-demand self-service | Private cloud Software as a Service (SaaS)

Broad network access Community cloud Platform as a Service (PaaS)

Resource pooling Public cloud Infrastructure as a Service
(laaS)

Rapid elasticity Hybrid cloud

Measured service

To further examine these characteristics and models, Mell and Grance (201 1) of the NIST,
open the definitions of each. For the better understanding of this thesis and the technological

aspect of it, few of the most significant definitions are introduced next.

Resource pooling: Cloud systems providers computing resources are pooled to be used by
multiple different customers at the same time. The resources can be different virtually and

physically. Usually, the customer does not have sense of the physical location, and the virtual
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characteristics dynamically change. Examples of resources include but are not restricted to

storage, processing, memory, and network bandwidth.

Rapid elasticity: Capabilities can be elastically provisioned and released to the customer. To

them, the capabilities available often appear to be unlimited and are available at any time.

Measured service: Cloud systems dynamically control and optimize resource usage. This
usage can be for example monitored, controlled, and reported. Both the provider and the

customer benefit from the transparency this gives to them.

Software as a Service (SaaS): Customer has the capability to utilize the service provider's
applications that are run on the cloud infrastructure. The customer can access these
applications via e.g., web browser or program interface. The service provider manages the
cloud infrastructure as a whole and the customer does not need to worry about network,
servers, storage or anything infrastructure related. Not even individual application

capabilities, with exception of finite user specific configuration settings in the application.

Platform as a Service (PaaS): Customer has the capability to deploy onto the cloud
infrastructure customer-created and/or acquired applications that are built using programming
languages, libraries, services, and tools supported by the service provider. The service
provider manages the cloud infrastructure as a whole and the customer does not need to worry
about network, servers, storage, but the customer has control over the deployed applications

and in some cases, the configuration settings for the application-hosting environment.

Infrastructure as a Service (IaaS): Customer has the capability to provision processing,
storage, networks, and other basic computing resources where the customer is able to deploy
and run wanton software. These can include e.g. operating systems and other applications.
The service provider manages the cloud infrastructure as a whole and the customer does not
need to worry about network, servers, storage, and deployed applications; and the customer

possibly has limited controls over other networking components (e.g., host firewalls).

Private cloud: The cloud infrastructure is dedicated to exclusively for use by a single
organization that can consist of one or more customers (e.g., production facility). It can be
owned, managed, and operated by the organization itself, a third-party IT consult, or some

combination of these, and it can be located on or off premises.
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Public cloud: The cloud infrastructure is intended for open use by the general public. It can
be owned, managed, and operated by an individual company, academic entity, or government

organization. It fully exists on the premises owned by the cloud provider.

Hybrid cloud: The cloud infrastructure is combination of two or more distinct infrastructures
that are combined by technology that is standardized or proprietary, and which enables

portability of data and applications.

These NIST definitions apply to cloud computing as a whole and they are not uniquely
written to pharma environment. The regulation and legislation regarding pharma industry sets
the bounds to implementing cloud services in the manufacturing processes and enabling
functions. For example, ISPE GAMP® 5 Guide, 2™ edition considers the validation of SaaS
solutions that are previously not covered by the older edition. It also states that if any cloud
resources are used, the qualification of the infrastructure needs to be considered. (ISPE

GAMP® 5, 2022.)

GAMP® 5 (2022) visualizes the differences between traditional IT, TaaS, PaaS and SaaS
implementations regarding the responsibilities of supplier managed and customer managed

parts of the implementation. This visualization can be seen in Table 4 below.

Table 4. GAMP® 5 Responsibilities of supplier and customer (adapted from ISPE GAMP® 5, 2022,
169).

Traditional IT laaS PaaS SaaS

Applications X X X
Data X X
Runtime (RT) X X 0 0
Middleware X X 0] 0
Operating System (OS) X X o) 0
Visualization X o) o) (o)
Servers X 0] 0] 0
Storage X (o) 0 (0]
Networking X o) (o) 0

= Customer manages

0 = Supplier manages
= Infrastructure




30

From this table, it can be observed that the infrastructure is mostly managed by the supplier of
the cloud solution, except in [aaS, where the OS is managed by the customer. The landscape
of “- as a Service” is grown largely and big tech companies providing these services, have
marketed the acronym XaaS — anything as a service to include solutions others than the three
presented before, such as Containers as a Service (CaaS), Function as a Service (FaaS) and
Artificial Intelligence as a Service (AlaaS) (What Is AlaaS | Microsoft Azure, n.d.; What Is
XaaS' | IBM, n.d.).

Regarding whether to use public or private cloud, GAMP® 5 has nothing to help with the
decision. It only mentions that when configuration and design is under work, the architecture
of the hardware design of the computer system should cover public/private cloud and its

storage capacities (ISPE GAMP® 5, 2022, 201).

About the Essential Characteristics of the cloud model described in the NIST definition by
Mell and Grance (2011), GAMP® 5, Annex 11 or such other does not directly cover the
characteristics of Cloud solutions but these are parameters that affect the decision-making
process regarding implementation of cloud and the Service Models used in pharma
environment. To further investigate the impact on the decision-making process, the
characteristics of the cloud are covered in Chapter 2.2 where the significance and relevance of

each is listed and then evaluated in the context of pharmaceutical environment.

The key concepts and the significance of cloud solutions come from the flexible subscription
type services or in “pay-as-you-go" basis. This enables the end users to access services such
as SaaS and [aaS with low budget where they only pay for the e.g., the applications and
storage they are using. Other significant factors with Cloud services are scalability and
flexibility in resource management, high availability and reliability of the infrastructure and
services, automated updates and maintenance, cost efficiency that was previously described
with the pay-as-you-go basis, and global access and easy collaboration within the

organization. (Chaudhary et al., 2017.)

Real life example of benefiting from using cloud services in pharmaceutical industry is
implementation of a cloud-based method for protected clinical trial data sharing. In this
article, Luthria and Wang have used open-source data analysis tool that is utilized for cloud
computing and users can execute flexible queries from their personal computers that runs on

the cloud. They demonstrate real data summary statistics and synthetic data to analyse clinical
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trial data. Data privacy aspects are mitigated by restricting types of queries users can run.

(Luthria & Wang, 2020.)

Another example of getting benefits from using cloud computing, is using machine learning
and artificial intelligence in drug discovery. As the amount of data processed (and used in
training data) increases, and the AI/ML models get more complicated regarding complexity of
computational structures, the need for larger and more powerful resources e.g., memory,
storage, Central Processing Unit (CPU) and Graphics Processing Unit (GPU) increases
(Mohammed et al., 2023, Reddy, 2019; System Requirements for Deep Learning |
GeegsforGeeks, 2024; Tu et al., 2024). Spjuth, Frid and Hellander describe how ML used in
cloud computing can help the ML life cycle in drug discovery. They go through how cloud
computing can ease the challenges related to ML modelling and they discuss on how private
and sensitive data and cloud environments are working together. They also state that Al has
become important tool in today’s drug discovery and that cloud computing presents many
tools that are helpful regarding the use of Al and ML in drug discovery. Despite cloud
solutions having many advantages, there is always cost and data privacy effects when using

public cloud services. (Spjuth et al., 2021, 1077.)
2.2.2 Evolution and growth

Early roots of Cloud Computing can be traced back to as early as the mid-1940’s and as late
as 1990’s, depending on the sources (Maayan, 2021; Who Coined “Cloud Computing”?,
2011). The exact year of the phrase “Cloud Computing” is irrelevant to this research and for
this reason the history, evolution and future of the paradigm is briefly and broadly gone
through. The division of events is done to five stages, foundation, emergence of modern
cloud, cloud adaption explosion, present day (2020 and forward) and market trends and

forecast.

To list significant milestones in the path to today’s cloud computing there are few notable

years and projects that frequently appear in the literature.
Foundation:

e Time-Sharing mainframe by John McCarthy 1960°s (Reminiscences on the Theory of
Time-Sharing, n.d.)



32

Advanced Research Projects Agency networks (ARPANET) by J.C.R Licklider
1960’s (Packard, 2023)

Virtualization software as an alternative to Time-Sharing 1970°s (IBM Virtual

Machine Facility/370, 1973)

Emergence of modern Cloud:

World Wide Web (WWW) by Tim Berners-Lee 1990°s (Sarafe, 2023)

Phrase “Cloud Computing” in academical publishment 1990’s (Foster & Kesselman,
1999)

Rise of SaaS and PaaS 2000°s (Matana, 2024)

AWS Simple Storage Service (S3) and Amazon Elastic Compute Cloud (EC2) 2006
(Choudhari, S. et al., 2021; Choudhary, A. et al., 2021)

Google App engine launch 2008, PaaS solution (Reflecting on Our Ten Year App
Engine Journey, 2018)

Cloud adaption explosion:

Growth of high-speed internet, virtualization technologies, and scalable infrastructure
led to widespread cloud adaption 2010°s (How Tech Evolved in the 2010’s | Global X,
2020; The History of Virtualization and Its Mark on Data Center Management |
TechTarget, 2019; “Top Cloud Computing News Of The Decade | VMWare,” 2021)

First hybrid cloud 2011 (Deb & Choudhury, 2021)

Multi-cloud and hybrid cloud advancements 2010°s (Deb & Choudhury, 2021, Ferrer
etal, 2016)

Containers and Kubernetes 2014 (The Evolution of Containers | TechTarget, 2023)

Huge market size growth 2010’s through 2020’s (see Appendix 1 Trend in 2010’s and
2020’s for cloud market)

Present day:

Ubiquity of cloud services (Vahdat Nejad et al., 2018)
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e Emerging technologies driving cloud evolution (Eight Emerging Trends Shaping The
Future Of Cloud Computing | Forbes, 2024)

e Regulatory and compliance enhancements (7The Power of Choice, 2024, Najana &
Ranjan, 2024)

e (loud in pharmaceutical industry (Cloud Computing in Pharma | Viseven, 2024)
Market trends and forecast:

e S$1T market by 2027 (The Future of Cloud 2028 | Gartner, n.d.)

e Quantum computing (Golec et al., 2024)

e Growth of Al and ML applications use, and development (Top 10 Cloud Computing
Trends | GeeksforGeeks, 2024)

o 10T (The next Generation Internet of Things | European Commission, n.d.)
e Blockchain (The Future of Cloud Computing 2025-2030 | CloudDefense.Al, 2024)

e Edge and cloud merging (D’Agostino et al., 2019; Merging Cloud with Edge
Computing | LinkedIn, 2024)

e Security development (The Future of Cloud Cybersecurity | CSA4, 2024)

e “Finance” + “DevOps” (FinOps) (Using FinOps to Optimize Al and Maximize ROI |
DataScienceCentral, 2025)

Cloud computing is not a new concept, the paradigm roughly 60 years old but commercially
cloud services have been available since 1999 when Salesforce offered first applications over
the internet (The History of Cloud Computing | Cyber Magazine, 2021). In these rough 60
years the cloud computing has evolved to its present form and popularity. Many big tech
companies are heavily involved in the development of different cloud solutions, and the
research is massive business. In the history between 2010’s and 2020’s, the rapid market
growth has been substantial (see Appendix 1 on page 94) and the estimation of the market
size by 2027 is braking 1 trillion USD (The Future of Cloud 2028 | Gartner, n.d.). And as the

trendlines show in Figure 20, Figure 21 and Figure 22,cloud computing has been in
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significant popularity amongst global corporations as the spending has been increasingly

growing for decades.
2.2.3 Benefits and limitations

Cloud computing brings many benefits to the table for businesses to take advantage on, and
for them to utilize it and create more efficient ways of doing business. Cloud is not perfect
solution and therefore also the limitations that it has are studied in this thesis. For businesses
to successfully utilize cloud computing it requires in-depth financial and technical analysis
before the actual implementation of architecture and applications can start (Rosati & Lynn,
2020, p. 20). In 2008 IBM conducted private study that was aimed for business executives
representing multiple different enterprises to identify the main business benefits of cloud
computing. Four benefits from using cloud emerged from the survey results; accelerated
business innovation, accelerated technology deployment, reduced IT management costs and

reduced capital costs. (Furht et al., 2010, p. 66.) These benefits are still valid to this day.

The benefits that cloud has to offer typically relate to cost savings in the form of reduced total
cost of ownership, especially cutting the initial investment down, when no HW or SW costs
come from deployment when using public cloud (Rountree & Castrillo, 2013, p. 37). Cloud
computing advantages can be summarized into four main points; on-demand computing
recourses that are basically unlimited, IT architecture and available HW & SW resources that
are instantly available, pricing based on usage and processing environment that is troublesome
to generate using single machine (Huawei Technologies Co., 2022, p. 22). Other benefits of
cloud include e.g., resource utilization and management, service availability and reliability,

cost effectiveness and better security (Furht et al., 2010, p. 256).

Table 5 shows cloud benefits according to Chopra (20/7) and better description and also the
impact of each is mentioned that are found in literature (4Antonopoulos & Gillam, 2017,

Chopra, 2017, Furht et al., 2010, Huawei Technologies Co., 2022; Lynn et al., 2020).

Table 5. Cloud benefits and their descriptions.

Benefit Description

Resource management On-demand and dynamic provisioning of resources and applications,
such as CPU, memory, storage and software that run processes
between client and server.

Including monitoring of resource usage and managing capacity of
resources.
Contributes largely on the optimization of performance and cost.
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Benefit

Description

Dynamic scaling

Ability to dynamically scale in and out the application depending on
the demand of resources and spikes that occur in traffic.

Has cost impact by reducing resources when load is smaller and not
requiring overprovisioning.

High availability and
durability

Service Level Agreement (SLAs) define the level of availability and
durability of data, and with big service providers, the number of nines
(higher the number the better given attribute is) is big resulting in
reliable, robust and accessible storage.

Enabled via e.g., replication techniques and redundancy.

Gives business value with reliability and risk mitigation.

Highly available services

High availability of services such as critical systems and applications
is always up and accessible for users. Enabled with redundant
servers and automatic failover protection.

This protects businesses revenue stream, guarantees customer
satisfaction and improves productivity.

Periodic workloads

Applications that are only made available periodically and after its
function is fulfilled, they are removed and costs generated of the use
of the application stop. For example, loads requiring large
computational power that are used few times a week are not costing
resources or money when they are not utilized.

Has cost impact.

Unpredictable growth

No need to overprovisioning or danger of underutilization when cloud
environment is dynamically scaling. Business growth does not need
to be predictable for the systems to meet requirements.

Guarantees customer satisfaction and enables business growth w/o
needing to overprovision infrastructure.

Brings cost savings by deleting the need to build infrastructure in
advance and gives flexibility for the business.

Workload spikes

With autoscaling (previously explained dynamic scaling) cloud
computing takes pressure of the situations where the servers
experience abnormally high demand. No fear of losing customers or
revenue due to workload spikes disrupting applications/environment.

Cost benefits when there is no need for prepare for unexpected
workload spikes by oversizing infrastructure.

Infrastructure offloading

Migration of on-premises networks, servers and applications to the
cloud.

Helps understand the cost structures better with service providers
providing transparent pricing models. No need for manage own
datacentres or servers that generate expenses in terms of workers
needed, energy consumed, hardware utilized, and software and
licences needed.

Additionally cloud computing gives advanced security benefits for the system with deep and

breadth security features that are monitored and developed around the clock preventing

catastrophic events when data is compromised (Antonopoulos & Gillam, 2017; Lynn et al.,

2020). According to Kappelman et al. (2017) cybersecurity is amongst the largest IT spending

category in 2017 for organizations and with cloud computing — businesses are able to cut

costs and make sure that the security measures are top tier (Advantages Of Cloud Computing |
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Google Cloud, n.d.; Huawei Technologies Co., 2022, Tallon et al., 2020, p. 63). Gorton,
Greenfield, Szalay and Williams discuss research issues regarding data/compute-intensive
problems in 21st century and these fundamental challenges are developing new algorithms
that scale to process and search exponentially growing data, substantially reducing associated
data analysis cycles to uphold practical, topical applications as well as processing and
managing massive amounts of growing data volumes (Gorton et al., 2008). These

fundamental challenges can be addressed with cloud computing and its scalable resources

(Antonopoulos & Gillam, 2017).

The limitations that are associated with cloud computing relate to e.g., relying on internet
access, less control over the cloud infrastructure and integration related challenges. Cloud
computing also poses businesses to additional privacy, latency, bandwidth and scale

challenges. According to Shi et al. (20/6) the growing amount of data created at the edge

devices is causing bottleneck for cloud solutions regarding transportation speed of data.

The implementation and transformation from traditional on-premises datacentres to cloud
environment needs to be properly done in order to avoid negative impacts to the business.
(Advantages Of Cloud Computing | Google Cloud, n.d.; Furht et al., 2010, pp. 74-735.)
Challenges that cloud computing faces are listed in Table 6 and small description of each is

added to explain each.

Table 6. Cloud challenges and their descriptions according to (Furht et al., 2010, pp. 17—18).

Challenges Description

Bandwidth cost Implementing cloud solutions, companies can save money on HW and
SW, but they are being charged over the use of network bandwidth.
Data intensive applications result in larger costs.

Control Cloud computing platforms for individual companies and the providers
have full control over their systems.

Performance Cloud computing lacks adequate performance when intensive
transaction oriented and alike data-intensive applications need to be run.
Physical location (far away from source) causes high latency and delay.

Reliability Outages are high risk for companies that rely on round-the-clock
reliability.
Security and privacy Critical IT resources being outside companies own firewalls rais security

and privacy worries. Solution is to not use public and shared
environments but private cloud environments to meet SLAs.

Considering challenges that need to be addressed in the pharmaceutical working environment,
security and privacy is big concern. Studies and development of cloud-based methods for

protected data sharing have been done see e.g., (Luthria & Wang, 2020), where they have
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developed protected method for data sharing which is fundamental requirement in pharma.
Considering the regulatory requirements and law, for example GMP, General Data Protection
Regulation (GDPR), Health Insurance Portability and Accountability Act (HIPAA), that
require pharma industry to handle Personally Identifiable Information (PII) and data safely
and securely (EudraLex - Volume 4 - European Commission, 2025, Health Insurance
Portability and Accountability Act of 1996, n.d.; Regulation - 2016/679 - EN - GDPR - EUR-
Lex, 2016). It is in high priority for pharmaceutical companies that the data they produce, and

use is protected, and they comply with the regulations.
2.2.4 Architecture

Different cloud providers have different architectures in their products see e.g., (Furht et al.,
2010, pp. 343—345). In more universal level, the cloud computing architecture can be viewed
as seen in Figure 4, where the architecture is divided into two parts, frontend and backend,
each of these is connected to the internet. The frontend is the client’s side e.g., application
interface, and the backend is the service provider’s end. Client-side infrastructure element
provides the graphical interface for the client to cloud. Internet element between frontend and
backend is a medium which enables the communication between each side. Application
element is the software that client wants to get access to. Service element is for example laaS,
PaaS or SaaS, there are also other services available nowadays. Runtime cloud element
enables execution and RT environment to virtual machines. Storage element is used to store
and manage data, and it is one of the most important parts of cloud architecture. Infrastructure
element in the backend side offers services on application, host and network levels.
Management element acts as the backbone of the architecture, managing all of the other
elements at the backend side. Security element deals with security at the backend. (Shapla et

al., 2020, p. 838.)

For the whole implementation of cloud computing solution to be most valuable and efficient
for the business, the decision of the technology to be used and the service provider needs to be
done, also the functional requirements need to be answered. These are core business drivers
(e.g., cost savings and scalability), performance requirements, and data sovereignty and
compliance requirements. Deployment model and service model needs to be decided, whether
it is going to be private, public or hybrid cloud and whether it is going to be laaS, PaaS or
SaaS (see Chapter 2.2.1 for more thorough explanation of these). (Gaca, 2023.)
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Figure 4. Cloud computing architecture (Adapted from Shapla et al., 2020).

In Figure 5 Cloud computing reference architecture by NIST is presented showing major
actors, their functions and activities in a clear manner. This architecture is generic and high-
level presentation, and it is designed to help reader understand the characteristics,
requirements, standards and uses of cloud computing. In this architecture, NIST defines five
major actors cloud auditor, broker, carrier, consumer and provider. Each of these is either a
person or an organization that is involved in the transactions or process and/or performs

activities in cloud. (Liu et al., 2011, p. 3.)
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Figure 5. Cloud computing reference architecture by NIST (Adapted from Liu et al., 2011, p. 3).

To define the five actors presented in Figure 5 Liu et al. (20117) have formed a clear and brief

table to easily recognize each actor’s main characteristics. According to their definition,
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e Cloud auditor is able to independently perform assessment of cloud services, and

operations, security and performance of the information system.

e Cloud broker manages delivery, performance and use of cloud services. It is also
responsible of the negotiation of relationships between cloud consumer and cloud

provider.

e Cloud carrier provides connectivity and transport of cloud services to cloud

consumers from cloud providers.

e Cloud consumer is a person or organization, and they maintain business relationship

with cloud providers and use their services.

e Cloud provider is either person, entity or organization that produces and delivers

services to the customer.

NIST reference architecture is vendor-neutral and designed to the need of described overall
framework. The architecture tries not to stifle innovation by defining prescribed technical

solution. It lays out the central elements of cloud computing and it crates level playing field
for the cloud providers to develop their products according to this Actor/Role based model.

(Liuetal, 2011, p. vi.)
2.3 Edge Computing

Edge computing is a distributed, decentralized computing paradigm that extends cloud
computing services to the edge of the network by processing data closer to the source where it
is generated (e.g., [oT devices, sensors and local servers) rather than relying on centralized
cloud data centres that are possibly on the other side of the world. This proximity reduces
latency, improves real-time responsiveness, enhances data privacy, and minimizes bandwidth
usage, making it ideal for applications requiring immediate analysis or compliance with strict

data residency laws. (Taheri & Deng, 2020, Yeung, 2019.)
2.3.1 Definition and key concepts

In terms of definition, edge computing is technology that enables computation at the edge of
the network. Downstream data comes from cloud and upstream data comes from the [oT
devices and services. Reason for edge computing is to get data processing close to the data

source. (Cao et al., 2018, p. 2; Shi et al., 2016, p. 638.) In other words, edge can be described
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as optimising model of cloud system (7aheri & Deng, 2020, p. 8; S. Singh, 2017). Major
drivers that propel the shift to edge comes from the following requirements. A push from
cloud-side towards solution that fixes the draw backs of the cloud, e.g., latency and bandwidth
issues. A pull from IoT-side that most electric devices will be connected to it in the near
future, which means that the devices produce massive amounts of data, and the devices also
consume data making the cloud solution inadequate. Shift to data producing from data
consuming, changing common cloud solution where data is consumed at the edge device, data
in the cloud is sent to the edge device (downstream), to the edge device producing the data
and sending it towards the cloud and/or edge layer (upstream). Decentralizing cloud solutions
for geographically distributed applications and enable low-latency computing by bringing the
computation closer to the source of the data. Overcoming the resource limitations of edge
devices and limit the amount of data sent to the cloud to be processed by using edge nodes to
filter, analyse and compute the data before sending it to the cloud. Sustaining reasonable
levels of energy consumption limiting the excess use of resources in the cloud which energy
demand is becoming unsustainable. Coping with network traffic and explosively growing
amounts of data which cloud architectures are not designed to handle especially regarding
variety, volume and speed of which the data is being generated. Lastly a need for
manipulation of network resources and the distribution of computation between these
resources via smart computation techniques such as edge nodes being able to facilitate
computation close to data source and being able to enhance edge devices capabilities

remotely. (Al-Dulaimy et al., 2020, pp. 4-7.)

Edge components are visualized in the Chapter 2.3.4 and Chapter 2.6 where the architecture is
presented more thoroughly. Main components are the edge devises (IoT) which are the
sensors and equipment that create the data (data source), edge servers that are located in the
proximity of the end user and which take care of the heavy computing, edge routers handle
data transmissions across networks, edge switches connect the edge devices together within
the local network, and edge nodes and gateways filter, process and sometimes locally store

data before it is sent upstream to the cloud (K. Cao et al., 2020).

Key concepts and the significance of edge computing is seen as quite straight forward in the
literature — to provide smart services at the proximity of the edge of the network, migrate
cloud capabilities to the edge, meet agile and flexible needs with responsive connectivity and
integration between end-to-end systems and their components, and addressing the

requirements of latency, bandwidth, data optimization, security and privacy. Other significant
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factors of the edge are scalability, energy efficiency, decentralization and context awareness.

(K. Cao et al., 2020, Mannanuddin et al., 2020; Shi et al., 2019, Taheri & Deng, 2020.)

Real life example of benefiting from using edge computing in healthcare industry is
implementation of computing at the edge of the network in medical data collection and
processing. This work on edge-based smart healthcare system is done by Nan et al. (2020) in
(Taheri & Deng, 2020, pp. 337—356) and it proposes three-layered (see Figure 6)
implementation of patient-oriented healthcare system which is enabled with edge computing.
They present successful case studies of daily monitoring and early warning of diseases such
as diabetes, cardiovascular diseases and neurological diseases where edge computing has been
implemented and utilized, and they also present valid open issues associated with the

implementation of this type of edge-based systems.

Another example of the benefits of edge-based solution is presented by Shi et al. (2016),
where they present multiple case studies where they argue that edge computing could shine.
For this example, the most interesting case study is the cloud offloading that Shi et al. have
brought up first. As they say and as it is also presented in Chapter 2.2 in this thesis, in cloud
computing paradigm, the computation happens primarily in the cloud and the issues this
might present are e.g., issues with latency which can drastically lower the experience that the
user has. In this case study example, Sie et al., present the reader few non-pharma related
cases where the user could benefit from the computation being done closer to the end-user, by
offloading the processing from cloud to edge nodes and therefore reducing the latency. They
also list content filtering/aggregation as one beneficiary application of the cloud offloading,
and this is also one that is quite interesting in relation to this thesis and the regulated working

environment that is being studied here.
2.3.2 Evolution and growth

Need for edge computing has risen from the growing number of [oT and smart devices
connected to network, and the exponential growth of data produced by these devises and the
need of processing this data quickly and effectively. Before the term “edge computing” was
introduced first time in 2002, the era of when cloud computing was flourishing. (4/-Dulaimy

etal., 2020, pp. 3—4,; Mannanuddin et al., 2020, pp. 1-2; Margulius, 2002.)

In the literature, edge computing and its history is presented in different ways depending on

what each writer wants to highlight but the big milestones are always the same. For this



thesis, the division is done to five segments, foundation, emergence of modern edge, edge
adoption explosion, present day (2022 and forward) and market trends and forecast.
Mannanuddin et al. (2020) presents edge computing as the “fourth computing wave”, third
being cloud computing, second being the technology of web and the first being monolithic
systems. Other way of presenting the evolution is to divide the history into three stages,
technology preparation period, rapid growth period, and steady development period (Shi et
al, 2019, pp. 1476—-1477).

To list significant milestones in the path to today’s edge computing there are few notable

years and projects that frequently appear in the literature.
Foundation:

e Content delivery networks (CDNs) 1990°s (George & George, 2021, p. 3)

e Emergence of [oT 1999-2010’s (Braun, 2019)

e Introduction of fog computing 2010’s (Kaswan et al., 2024, pp. 1-2)

e Cloud computing emergence 2010°s (Foote, 2021)

e Edge computing concept 2012 (7The Rise of Edge Computing | ATP.Org, 2024)
Emergence of modern Edge:

e European Telecommunications Standards Institute (ETSI) Mobile Edge Computing
(MEC) standard 2015 (Patel et al., 2015)

e OpenFog consortium 2015 (OpenFog | OPCfoundation.Org, n.d.)

e Edge computing consortium 2016 (Edge Computing Consortium Is Established to
Deepen Digital Transformation - Huawei Press Center, 2016)

Edge adoption explosion:
e Edge Al emergence (R. Singh & Gill, 2023)

e (Cloud-Edge integration (How Integrating Edge with Cloud, Data and AI Unlocks
Value, 2023)

42
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Present day: (Investing in Cloud, Edge and the Internet of Things | Shaping Europe’s Digital
Future, n.d.; R. Singh & Gill, 2023)

e Industrial and government adoption
e Edge-Cloud continuum
e Maturation of Edge Al

Market trends and forecast: (Investing in Cloud, Edge and the Internet of Things | Shaping
Europe’s Digital Future, n.d.; R. Singh & Gill, 2023)

e Secure and sovereign edge

e Autonomous edge orchestration

e Sustainability and energy efficiency

e Integration with Industry 4.0 and digital twins
2.3.3 Benefits and limitations

Edge computing has many benefits, and it has been developed to make up for the
shortcomings of cloud computing, such as latency and bandwidth. Although edge offers
businesses major benefits and acts as driver towards innovation e.g., smart manufacturing,
autonomous vehicles and real time decision-making it still has its own limitations such as
processing power and storage capacity. (Shi et al., 2019.) These benefits and limitations are

studied in this chapter.

Table 7 and Table 8 list key benefits and limitations associated with edge computing and their
description according to multiple publications (Bhattacharya, 2022; K. Cao et al., 2020;
Hoareau & Satoh, 2009; Maciel et al., 2022; Mannanuddin et al., 2020, pp. 45, Shi et al.,
2016, p. 639, S. Singh, 2017, p. 52; Taheri & Deng, 2020, p. 10). With edge computing, the
processing can be brought closer to the data source to reduce e.g., latency, lower bandwidth
consumption, and real-time processing and analysis of data. With these benefits and others

seen in Table 7, edge computing offers great solution for businesses.

Despite all of the benefits edge computing brings, it still has limitations that need to be

addressed, and they affect the decision-making process. Processing power of edge devices is



limited and that affects the type and amount of processing it is possible to be done in these.

Devises that are commonly limited with processing power are gateways, microcontroller, etc.

Network complexity arises as challenge when distributed system is large, and it has many

layers and devices connected to it have diverse capabilities which are not allocated properly.

Table 8 also show that the system constrains might result in losing some benefits when for

example Availability and reliability is prioritized, then benefits in energy efficiency are

limited or lost completely. (K. Cao et al., 2020, Pérez et al., 2022; Shi et al., 2016.)

Table 7. Edge benefits and their descriptions

Benefit

Description

Close to real-time analysis of data

Data analysis is done close to real-time at the proximity of
the data source and not on distant cloud or data centre
which is lot slower.

Context-awareness

Is a system that can adjust itself based on the conditions
of the system. This helps edge nodes make smarter and
faster decisions based on e.g., devise state and network
conditions.

Compliance

Edge devices meet regulatory requirements regarding
e.g., audit trail, data integrity, and data portability
capabilities.

Energy efficiency improvement

Improved energy efficiency and scalability for IoT devices.
As a result of this also the physical size of the devices can
be reduced.

Latency reduction

Reduction on response time and time to action, also
network resources are conserved.

Low bandwidth

Local processing of data reduces the burden of bandwidth
that is higher if lots of data needs to be transmitted
upstream to cloud/data centres.

Network load reduction

Reduction of data flows in the network due to smaller
amount of data being transmitted over to cloud/data
centres resulting in reduction of bottlenecks.

Operational cost reduction

Smaller operational and data management costs of local
devices versus cloud systems and data centre costs.

Security

End-user has the ownership of data and increased privacy
is gained by reducing un-necessary data transmitting to
cloud.

Table 8. Edge challenges and their descriptions

Challenge

Description

Availability and reliability

Improvement on these is established with redundancy
which results in energy consumption hike.

Capacity of storage

Edge (loT) devices are not suitable for storing large
amounts of data. Edge utilizes distributed data storage
method and Edge layer has bigger, but limited storage
resources compared to device and cloud layers.
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Challenge Description

Heterogeneous platform Implementation of applications is hard due to
heterogeneous platforms and devices. This also makes
management of data and resources hard.

Initial & maintenance cost The costs related to edge computing are high at the
beginning when investment to the HW is done. In addition
to this, also maintenance costs need through the life cycle
of the system to be considered along with SW related cost
e.g., SW infrastructure updates which require resources.

Network complexity When edge system becomes large and heterogenous, the
complexity of it makes it difficult and expensive to
maintain.

Processing power Limited processing power at the edge (loT) devices.

Complex calculations and large amount of data require
lots of processing power.

Bhattacharya (2022) discusses about advantages of edge computing in pharma industry and
lists these in a structured way. Compliance is one benefit that he highlights, and it is very
relevant to the working environment of this thesis. As he mentions loT products are able to
provide audit trails and data integrity which is very significant requirement in pharmaceutical
industry (see Chapter 2.1). He also concludes that edge technology enables improvements to
batch cycles and digital compliance, and underlines business perspective on how adaption of
edge will evolve by mentioning Return On Investment (ROI) expectations that drive business

decisions.
2.3.4 Architecture

Edge computing has many different architectures that companies can implement based on
their needs, existing applications and future plans see e.g., (Edge Computing Reference
Architecture 2.0, n.d.; FAR-EDGE Reference Architecture — Edge4Industry, 2018; Lin &
Simmon, 2022). Simplified edge architecture is presented in Figure 6. This three-layered
architecture consists of device layer, that is the source of data and where simple processing
can be performed, edge layer, where near real-time processing happens and cloud layer which
stores the data and performs the not real-time processing. (Pérez et al., 2022; “What Is Edge
Computing,” 2025.)
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Figure 6. Edge architecture simplified (Adapted from “What Is Edge Computing?,” 2025).!

In Figure 7, the reference architecture for edge computing is shown. This architecture is
designed by Edge Computing Consortium (ECC) and Alliance of industrial Internet (AIl) to
attain coordination between the digital and physical world. It tries to achieve cross-industry
collaboration and reduce system heterogeneity. Its goal is to enable simplified cross-platform
migration, and to effectively give support to system lifecycle activities. At horizontal
perspective, it provides model-based open interfaces and at vertical perspective, architecture
delivers smart services using management services, lifecycle data services, and security
services to the entire service process and full lifecycle. (Edge Computing Reference

Architecture 2.0, n.d., pp. 15—17; What Is Reference Architecture? | Hpe.Com, n.d..)

! Image has been created using the help of Al (OpenAl’s Sora)
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p. 16).

To define the layers in Figure 7, ECC and AII have written unambiguous characteristics of

each as follows:

Smart service layer is model-driven unified service framework. Consistent SW
development interfaces, and automatic deployment & operations are enabled with
intelligent coordination between deployment service and deployment & operation

frameworks.

Service fabric defines E2E service flow by orchestrating smart services to realize

service agility.

Connectivity and Computing Fabric enables architecture to be more simplified, and
it simplifies the distributed edge intelligence architecture for services. By supporting
coordination between service needs of industries and edge computing resource
services, It enables automatic and visualized deployment and operations of the

Operational Technology (OT) and ICT infrastructure.

Edge Computing Network delivers intelligent HW and SW security, it supports real-
time response and processing, and it is compatible with a range of heterogenous

connections.

ERIINERYMIBELS
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Edge computing reference architecture and reference architecture in general is a document or
a collection of documents that are standardized framework and/or blueprint. These
frameworks outlie recommended structures and integrations of IT services and products to
deliver a solution. They consist of industry best practises, and they typically promote most
effective way to implement technologies and systems in a format that is easy-to-understand.
Reference architectures are designed to help project managers and IT managers as well as
developers, enterprise architects and other team members to collaborate and communicate
effectively with each other regarding implementation project. (What Is Reference

Architecture? | hpe.com, n.d..)
24 Fog computing

Fog computing is “new” computing paradigm, which has its origins dating back to early-mid
2010’s when Cisco introduced the term and later OpenFog consortium was formed by
academical institutions, government organizations and industry leaders (Kaswan et al., 2024,
pp. 1-2). 1t is a distributed, decentralized architecture and it can provide services in the same
way as cloud does, difference is that these services are near the loT and edge devices (Pushpa
& Kalyani, 2020). By NIST definition, fog computing is layered model that enables
ubiquitous access to shared and scalable resources (lorga et al., 2018). Fog computing
connects centralized cloud and distributed edge devices, and it provides new architecture that
has critical role in coordinating and managing the network and resources to meet the quickly
changing service requirements. Fog, together with cloud and edge, supports intelligent
applications and sophisticated services such as Al and ML applications. Making computing
resources more accessible, fog addresses infrastructure challenges and constrains associated
with individual use of either cloud or edge computing, such as bandwidth, connectivity,

latency, efficiency and cost-effectiveness. (Yang et al., 2020, p. 1.)

As seen in Figure 8, the three computing paradigms are tightly connected to each other and
from the edge devices the data flows through fog and from there to the cloud. Fog being
hybrid solution of cloud and edge extending cloud closer to the source of data giving the
solution better latency and higher computational power compared to just cloud solution.

(Kazeem, 2018.)
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Figure 8. Fog architecture simplified (Adapted from Kazeem, 2018)."

Idea of the fog architecture is that not every data package is sent to the cloud to optimize
cloud usage which affects the Operating Expense (OpEx) spending and to minimize the
possible problems that come from latency dependent applications and computation. At its
simplest way fog architecture is represented in 3-tier basis as seen in Figure 9, where the tier 1
is the end point data from e.g., sensor data from IoT devices. This is the raw data coming
directly from the source. Tier 2 is the fog computing layer, “the fog/edge intelligence” as it is
sometimes referred. This layer temporarily stores, computes and processes the data coming
from tier 1. Tier 2 devices are mainly routers, switches and gateways, and also other devices
that are capable and have hardware to perform the previously listed tasks. After the fog
computing layer is done with the data, it sends the processed data is sent to the cloud
framework. Tier 3 is the cloud computing layer. This layer is capable of storing and
processing tremendous amount of data and there are wide set of applications available that the
service providers have available. These are of course costly and therefore fog computing layer
plays key role in the middle to reduce the costs of cloud computing. (Taneja & Davy, 2016,
pp- 154-155.)

! Image has been created using the help of Al (OpenAl’s Sora).
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Figure 10 represents the fog architecture with the highlighting the centred fog “nodes” and the

gateways between the [oT and the fog nodes. In fog computing, the actual manipulation of

data and the computation is done with proximity, meaning that it is done close to the nodes,

the data source. Benefit of the proximity is network efficiency. With this, the benefits of
classical architecture, edge architecture, are utilized and the limitations are avoided.

(Sandoval, 2017.)
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Figure 10. Fog nodes and gateways (Adapted from Sandoval, 2017).!

! Image has been created using the help of Al (OpenAl’s Sora).
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According to multiple research articles and papers such as (Fog Computing in the Internet of
Things: Intelligence at the Edge | SpringerLink, n.d.; lorga et al., 2018; Kazeem, 2018,
Pushpa & Kalyani, 2020; Sandoval, 2017; Taneja & Davy, 2016, Yi et al., 2015), the benefits
of fog are obvious and notable. These benefits include such as response time improvement
and network efficiency due to proximity, reduction of congestion (occurs when there is high
traffic demand and the network can’t handle that and data transfers get delayed or even lost),
reduction of bottlenecks common in traditional architectures by de-centralizing network and
spreading responsibilities across multiple nodes, nodes bring also scaling abilities to the
system and the design increases the security of the system. (Sandoval, 2017.) Pushpa and
Kalyan (2020) also list the following network parameters as benefits of edge/fog: speed,
bandwidth, response time, latency and throughput. According to NIST publication of Fog
computing Conceptual Model (2018) the essential characteristics of fog are for example
contextual location awareness, fog-node clusters, heterogeneity, low latency, interoperability
and federation, real-time interactions and scalability. The same characteristics and benefits
appear in the literature and there are also examples of potential use cases where fog is the
trivial paradigm to go with. To name a few, Sandoval (2017) presents e.g., A.L., multimedia
rendering, Swarm computing and encoding as such applications where fog has major use case
and the applications benefit hugely from it. Other applications where fog is important are
healthcare applications which are sensitive to response time, and which are in need of

distributed analytics (Rahmani et al., 2018, p. 165).

The disadvantages that are related to fog are limited resources, complex architecture and
limited coverage. Use of fog computing when it is not really needed may mean that the
architecture performs wors than it would without it. Fog ads lots of points of failure to the
system and the maintenance and predictability suffer. Spreading out effort and responsibility
means that there is loss of privacy in the core concept of fog and this needs to be mitigated if
fog is used. (Clancy, 2023, Sandoval, 2017.) Yi et al. (2015) discuss about the design of fog
computing platform and the challenges associated with it. According to them, the design of
the platform is non-trivial if latency, efficiency and generality goals need to be met. They list
four (4) challenges that they found, choice of virtualization technology, fight with latency,
network management and security and privacy. These can also be seen as disadvantages of

fog, if the architecture and platform design is not well designed.
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2.5 Large Language Models

LLMs are gaining a lot of attention in the public and private sectors. The legislation around
Al has been in the centre of discussion as the new Al act entered into force on 1st of August
2024. This regulation lays down harmonized and risk-based rules on Al, and it is first
comprehensive legal framework on Al in the world. It defines the level of risk regarding Al to
4 levels: Minimal risk, Limited risk, High risk and Unacceptable risk. These levels determine
what rules apply on each Al system, are they banned immediately or if they have no rules
applied to them at all. (A1 Act | Shaping Europe’s Digital Future, 2025.) It also takes into
consideration LLMs as they are general-purpose Al models and as Al act gives example of
this: “Large generative Al models are a typical example for a general-purpose Al model,
given that they allow for flexible generation of content, such as in the form of text, audio,
images or video, that can readily accommodate a wide range of distinctive tasks.”
(REGULATION (EU) 2024/1689, 2024, p. 26). Generative Al such as ChatGPT, are not
classified as high-risk regarding the levels Al Act defines (EU Al Act, 2023).

LLMs are massive deep learning models, and they trained with massive amount of data which
allows them to understand and generate natural language. They are also capable of performing
wide range of different tasks including image, text and voice generation. The capability of
Natural Language Understanding & Processing (NLU & NLP) has drastically increased over
time as IBM, Google and other big players have focused on this technology alongside with
e.g. ML, Neural Networks (NN) and transformer models. LLMs are designed to generate text
and other content, and they are able to generate coherent and contextual text with multiple
languages. The underlying transformer in LLMs is NN that is combination of coder and
encoder. This transformer extracts meaning and context from the content input and is able to
comprehend relations between phrases and individual words. (What Are Large Language

Models (LLMs)? | IBM, 2023; What Is LLM? | AWS, n.d..)

Transformers consist of multiple transformer blocks, layers. The layers can be for example
normalization layers, feed-forward layers and self-attention layers that are connected, and
they interpret the input and generate the output. Two main reasons why LLMs have adopted
transformers are positional encoding and self-attention. Positional encoder enables the
transformer to understand the order of words in a sequence as the transformer processes word

in parallel and therefore does not know the order of them. Self-attention allows the model to
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assign weights to the individual parts of the input to let it focus on the important elements of

the content. (What Are Large Language Models? | NVIDIA Glossary, n.d..)

Figure 11 is example architecture of transformer stack. In this example the encoder takes an
input sequence of symbol representations (X, ..., X») and transforms it into a sequence of
continuous vectors z = (z, ..., Z,). Using this encoded representation z, the decoder then
produces an output sequence (y1, ..., ym), generating one symbol at a time. This process is auto
regressive, meaning the decoder uses the symbols it has already generated as part of the input
for generating the next one. The Transformer model adopts this general structure by using
layers of self-attention and fully connected feed-forward networks in both the encoder and

decoder. (Vaswani et al., 2017, pp. 2-3.)
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Figure 11. Example transformer architecture (adapted from Vaswani et al., 2017, p. 3)

Large language models as decision-making tool appear in literature quite many times (Eigner
& Hdindler, 2024, Elin, 2023; Gumilar et al., 2024, Meccyjoy et al., 2024, Wang et al., 2025).
Some of these are from the medical/pharma field and others are more universal.
Understanding the possibilities and limitations of using LLMs in the decision-making process
allows utilizing modern technology to help minimize time consumption and make generic

decisions automated. Wang et al. propose human-expert-level framework to handle multi-
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criteria decision-making tasks with appropriate prompt design and engineering. They give
valuable insight into the development of intelligent decision-making systems that utilize
LLMs. Meccyjoy et al. (2024) discuss LLMs being pivotal tools that are transforming
decision-making. They explore the impact that LLMs are having on shaping smart, adaptive
and data-driven decision-making. This is remarkably significant regarding this thesis. The
things that LLMs and Al-augmented future have to offer are beyond today’s human biased,
inefficient decision-making processes with innovative perspectives and strategic foresights.
Meccyjoy et al. (2024) go deeper into real-world integration and human-AlI collaboration
model which fits perfectly to the scope of the thesis. They see LLMs having transformative
impact across various domains from finance to healthcare. They point out advantages of using
LLMs for decision-making, practical challenges related to it and the future of LLMs in

decision-making.

Advantages that they mention are, for example are previously mentioned minimization of
human bias, data-driven objectivity, and speed and scalability. Practical challenges that they
mention are e.g., Bias in Al models, Over dependence on Al and Continuous learning and
adaptability of models. And for the future they think that LLMs will have evolving roles in
leadership and governance, grooving collaboration of humans and Al, and next-gen LLMs

evolving to continuously leaning and adapting models. (Meccyjoy et al., 2024.)

Other interesting and relevant study has been conducted by Elin, who focus on potential use
of Al in decision support systems. He compares the ability of two LLMs compared to small
sample size of human participants interpretation and definition of objectivity. Results that he
was able to get suggest that LLMs need customization for specific application or task to get
more accurate outputs and to enhance the decision-making abilities of them. This study was
conducted with two popular LLM models and with 86 human participants. The LLMs
answers were 75% agreeing with human responses and comparing the human responses with
each other, there was 100% agreement. This highlights the need for customization of the
LLMs and the importance of continuous monitoring by humans to assure successful decision-

making. (Elin, 2023.)
2.6 Literature summary

The aim of the literature review was to familiarize reader to the operating environment of
pharma, the regulatory entities and the regulation associated with computerized systems, the

paradigms that are being evaluated in this thesis, and quickly go through fog computing
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which appeared frequently in the literature when cloud and edge computing paradigms were
discussed. Also, LLMs are briefly presented in a sense of being a helping tool for decision-

making process.

Very little research was found that related directly to the comparison of cloud and edge
solutions in a pharma environment. Hence the literature review is constructed of each topic
being presented separately and the connection between each is implemented in the upcoming
chapters. As a result of the literature review, a survey is being designed to answer the first

research question.

The pharmaceutical operating environment presents vast amount of regulation and regulatory
authorities both globally and nationally which are crucial in the pharmaceutical manufacturing
to ensure patient safety and product quality. The regulatory authorities such as FDA and
Fimea ensure that companies producing in human and/or veterinary medicinal products

comply with the regulations and guidance.

Guidance that gives the pharma companies the framework in which to operate, comes from
e.g., GMP and GAMP 5. These are industry best practises and by following them
manufacturers ensure compliance of regulations. Computerized systems for example, are
governed in Annex 11 which gives guidance for the validation and other aspects of CS

lifecycle.

Neologisms Industry 4.0, Pharma 4.0 and RAMI 4.0 are part of global technological
transformation toward smart manufacturing. These are changing the manufacturing industry
and pharma is part of this change, applying 4IR innovations and concepts. In pharma industry,
the adaption and change are slower compared to other manufacturing industries, and this is
partly the result of the high regulation. The three-dimensional reference architecture of RAMI
4.0 is part of 4IR, and it is supporting its initiatives by ensuring common understanding of
life-cycle management, enterprise-control system integration and batch control. It can be used

to develop future business models and products in pharma industry.

Based on the literature reviewed, cloud computing offers multiple benefits for companies to
utilize and implement, that increase their proficiency and profitability. Cloud computing as a
paradigm, is not so new, and the story dates back to as early as mid-1940’s. From the early
days, cloud computing has evolved into multibillion-dollar business and large tech companies

dominate the field.
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Cloud computing offers users different service and deployment models from which to choose
the most desirable option. The most know service models are SaaS, PaaS and IaaS. These are
the standard when implementation of cloud is considered but also newer once exist, for
example AlaaS, CaaS and FaaS are also products that cloud providers are offering for
customers today. The deployment models are also very important to be considered when
designing cloud implementation. Options are private cloud, community cloud, public cloud
and hybrid cloud. These models affect e.g., to the level of privacy of the data. Private cloud,
as its name suggests, is exclusively dedicated to the use of individual organization and public
cloud is used open for multiple users and organizations at the same time. Hybrid cloud
combines these two and it also utilizes on-prem infrastructure which helps to tackle

fundamental issues of cloud computing such as latency problems.

Architectural options that cloud computing provides vary a lot and based on the application
and solutions needed, the architecture can chance. In Figure 12, simplification of cloud
computing paradigm is presented. More detailed and standardized architecture the NIST
reference architecture where five major actors cloud auditor, broker, carrier, consumer and
provider are presented this can be seen in Figure 5. This is a high-level presentation of
architecture, but it gives the viewer understanding of the characteristics, requirements,

standards and uses of cloud computing.
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Figure 12. Cloud computing paradigm (adapted form Shi et al., 2016, p. 638).

Most important take in Chapter 2.2 is the benefits and limitations of the cloud. These are
listed clearly in the Table 5 and Table 6. In the literature, these benefits and limitations were
presented differently depending on the contexts and the viewing perspective of given source
reviewed and these two tables are formed deductively based on the factors affecting this

thesis, the research questions and the operating environment at hand.
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Edge computing offers computing services at close proximity of the data source, and it offers
solutions to cloud drawbacks e.g., latency and bandwidth. The term “edge computing”
originates back to early 2000 when it was firstly introduced. From there the paradigm has
evolved and gained wide recognition in industry. With the help of IoT device development
and adaption, edge computing has become possible. These devices have capabilities to
process the data before sending it to the edge nodes which reduces the HW requirements of

the nodes.

Visualization of edge computing paradigm can be seen in Figure 13. The architecture of edge
computing is three-layer architecture where the edge layer is located in between cloud layer
and device layer this is shown in Figure 7. There is also a reference architecture for edge
computing which is standardized framework that outlies the recommended structures and

integrations of IT services and products.
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Figure 13. Edge computing paradigm (adapted from Shi et al., 2016, p. 638).
Key takes of the Chapter 2.3 are the benefits of edge come from the ability to process data at

the edge of the network, meaning that its done close to the actual source of the data which
eliminates the time consumed to transfer the data to off-prem cloud. Other benefits and
limitations of edge computing are described in Table 7 and Table 8. These characteristics are

deductively used to form the survey that is presented in Chapter 3.
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Fog computing connects distributed edge devices and centralized cloud. Its role is to manage
and coordinate resources and the network. It can be used in intelligent applications such as
ML and Al applications together with cloud and edge. It is three-layer architecture, and the
fog nodes are located between cloud and edge nodes. Key benefit of fog is the cloud
optimization it is capable of doing by processing data before cloud resulting in OpEx savings.

Fog computing paradigm is shown in Figure 14.
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Figure 14. Fog computing paradigm (Adapted from Fog Computing and Internet of Things |
Techplayon, 2017).

To be able to perceive the tie-up of cloud, edge, fog and IoT Figure 15 shows the whole
computing stack and Table 9 summarizes cloud, edge, fog and IoT characteristics and it

allows easy comparison between all four.
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Figure 15. Whole computing stack (adapted from Maciel et al., 2022, p. 235).



Table 9. Characteristics of each paradigm (adapted from Taheri & Deng, 2020, p. 10).

Characteristic Cloud Edge Fog loT
Components Xai:gjrlces Edge nodes Fog nodes Zggiiigzl
Computational Unlimited Limited Limited Limited
Data Process Process Process Source
Deployment Centralized | Distributed Distributed | Distributed
Distance to data source | Far The nearest Near Source
Location awareness Not aware Aware Aware Aware
Nodes count Small Very large Large The largest
Response time Slow The fastest Fast -

Storage Unlimited Limited Limited Very limited

LLMs introduce a new way of automating tasks and decision making. Especially generative
Al has been hyped, and it has gained lots of media attention in the past few years as models
such as ChatGPT have revolutionized the field. Quality of text, image and sound generation
of LLM models has increased dramatically over the years and these models can be used to

benefit and streamline business processes. In pharmaceutical industry the regulation has
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already picked up on this new trend and for example the new version on GAMP 5 deals with

the aspects of using Al tools in the GxP environment. Key point of Chapter 2.5 is the example

of the use of LLMs in decision-making process and the accuracy it is able to provide when the

customization of the model is done correctly.
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3 Survey and Interview

As part of the Mixed Methods Research (MMR) — a combination of quantitative and
qualitative research methods — there are many different designs that exist, for example
convergent mixed methods, explanatory sequential mixed methods and exploratory sequential
mixed methods. This thesis utilizes the explanatory sequential mixed methods design, where
the research first focuses on the quantitative data and its analysis and then the qualitative

research, data and analysis follows. (J. W. Creswell, 2018, p. 13.)

As a quantitative research method, a survey is held to a carefully picked focus group. This
group of people consists of IT professionals, technical professionals and otherwise
technologically oriented people. Also process and business-oriented people and validation
experts were included. To gain broader understanding and business focused insight from the
results of the survey, a semi-structured interviews are held after participants have answered to
the survey. The purpose of these semi-structured interviews is to get qualitative data from the
participants that would not come up in the survey alone. These two combined, help build the
most useful decision matrix and guideline for the target company as deductively compiled

survey is enriched with inductively interpreted interview.

This chapter answers the first research question by mapping the critical characteristics that
allow the comparison of the computational solutions in a pharma related environment, and

which are affecting the decision-making process.
3.1 Survey design and focus group

The survey questions are built to collect understanding of the importance of individual
parameters and e.g., the relevancy of the regulated environment and desirable expense
structure of system when evaluating the appropriate implementation method in individual
cases regarding Cloud and Edge solutions. The result of the survey is used to help design the
decision guideline and to weight the parameters in the decision matrix. The survey was
originally planned to be sent to the focus group as a preliminary information that they could
view before the interview, but it was noted that it would be more efficient to turn the tables
and conduct a survey and have the interview only as a summary of the survey. This way the
focus group is able to rate the importance of each parameter and question in a scale of one (1)

to four (4), one being “not important” and 4 being "very important”. These results are used in
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combination with the inductively interpreted interviews to give weight to the parameters in

the decision matrix presented in Table 13.

The list of questions was generated in Microsoft Forms to allow respondents to evaluate the
importance of the individual parameters as they see them. Final results of the questions are

represented in Forms own summary of results that can be seen in Appendix 2 on page 96.

The focus group (respondents) are selected based on them being a part of the innovation
venture consortium, and the projects that are related to it and ongoing at the company. Focus
group has representative of technical, IT, and validation professionals, process people,
businesspeople and project managers. Aim of this distribution is to reduce the possibility of
biased results in the survey by only concluding e.g. technical professionals and not
considering the possibility of business point of view. The surveys are sent to the respondents
via email link which directs them to the Microsoft Forms survey. After limited response time,
each person that received the survey are asked to have either via Teams or face-to-face
meetings in order to go through their answers verbally to get more insight of their thoughts on
each question. These meetings are recorded to allow more thorough analysis of the
conversation. This is of course agreed with each respondent separately before the interview
starts. The recordings are deleted after the analysis is completed and there is no further need
for the recordings. To prevent any GDPR violations, the respondents are labelled as
“Respondent 1, 2, 3, etc.” and no names are collected or used in this thesis. Forms has the
option to collect participants name, but for this survey the option "Anyone with the link can
respond" was used and for this option, the “Anonymous answer, no login required” apply.
Table 10 shows the response rate and whether results were gone through verbally with the

respondent afterwards.

Table 10. Response rate and interviews held.

Respondent Survey completed Interviewed
Respondent 1 v v
Respondent 2 v
Respondent 3 v v
Respondent 4 v v
Respondent 5 v v
Respondent 6 v v
Respondent 7 v v
Respondent 8 v
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Respondent Survey completed Interviewed
Respondent 9 X
Respondent 10 X
Respondent 11 X

3.2 Results and conclusions

The response rate was expected, and the quality of the responses was good. Forms gives clear
summary of results which can be seen in Appendix 3 on page 100. In addition to this, the
answers were shifted to Excel to further analysis. These graphs can be seen below in Figure

16, Figure 17, Figure 18 and Figure 19.

Figure 16 and Figure 18 represent the results of the individual questions and show the
variance between respondents. From these, the distribution of answers can be seen. Figure 17
and Figure 19 are calculated values of the results showing the min and max values of the rated
questions and the average of these. Also, the deviation of answers is represented in these two
images with yellow line and the three black dots in each of the images highlight the questions
with the largest deviations in respondents’ ratings. Deviation function that was used in Excel
was STDEV.S() which is calculated as the standard deviation of sample with the following

formula:

Where,

x = the value in the data distribution,
X = the sample mean and

n = total number of observations.

This function measures how widely values are dispersed from the average value (mean value).
For the sake of clarity deviation was selected here to better and more intuitively represent the
spread across respondents’ answers to the questions. If respondent answers “No” or “Maybe”
to the questions 2-9, they are not prompted with the follow-up question asking them to rate
the importance of the given question at hand and this will show as 0 in the Figure 18. In the
spreadsheet these cells are “FALSE”, and this value is not included in the average or

deviation calculation.
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Figure 17 and Figure 19 were the most helpful regarding the design of the decision matrix.
From the values show in these, the calculated deviation values were used to determine the
largest difference in respondents” answers and this shows the heterogeneity in the
respondents’ field of expertise which is very interesting to see in the results. It also shows that
respondents have interpreted the questions in different way, and this was also noted in the
semi-structured interviews when each respondent was able to tell their thoughts on the survey.
The calculated average values were used to sort the characteristics in the decision matrix so
that the highest average values were weighted to be most critical in the decision-making

process and the lowest average values were weighted to be least critical.

To get more comprehensive conclusions of the whole survey, the respondents were asked to
have short teams meeting to go through their answers verbally to get insights into their
thoughts on individual questions and to possibly get relevant information about their answers
that cannot be expressed via the survey. These semi-structured interviews helped to

inductively give weights to the characteristics in the decision matrix presented in Chapter 4.1.

In the interviews, the respondents were told the goals that the survey and the interview had,
and they were told that the decision guideline was the desired throughput of the entire thesis
work. Based on this, they were able to answer better to the individual ratings they had given
to the survey questions, and they were able to tell their thoughts and opinions regarding the
whole survey and individual questions in it. The benefit of having the interview held, was to
get broader understanding of the results that the survey had, and it also highlighted individual
characteristic better than the survey could have highlighted individually.
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4 Building guideline for decision making

In this chapter, the guideline for decision-making and the decision matrix is presented starting
with the first version of the matrix with brief explanation on how its designed and how it is
working. Next, the second version is introduced and the modifications to the prior version are
explained. After this, the third and the final version is presented with the inductively weighted
values gained from the combination of literature revive, survey and interviews held with the
focus croup. Then the guideline for decision-making is gone through and its value for the

company is demonstrated with three use-case examples.

This chapter answers the second research question, and it gives the reader understanding on
the importance of the decision matrix in the decision-making process in regulated pharma
environment, how important it is to have standardised process on how to evaluate the

needed/wanted computational solution for each project, case and system.
4.1 Contents of decision-making guideline and decision matrix

First version of the decision matrix shown in Table 11 is quite simple and it only shows
individual characteristics as determinant factors for each option. If “Latency” is the key
characteristic that defines which option is suitable it shows in the matrix that Edge is the
better solution. But if both “Latency” and “Scalability” are key characteristics there is no clear
solution on which implementation should be used. There is third solution “Fog” that gives
“Possible with trade-offs” option in this case but it is not very helpful or straight forward for
the person evaluating the use-case. The main reason why Fog computing has been added to
this decision matrix is that it illustrates the possibility of third option that is somewhere in the
middle of Edge and Cloud, and it is a compromise of the two. Fog brings value to the
organization needing solution regarding cloud versus edge by making the decision easier, but
it has trade-offs as mentioned. The matrix does not consider the variance and the amount of
importance of each characteristic. For example, “Network reliability required” is not very
good factor regarding the decision-making if the importance of it is just “Yes” or “No”, it
will give much more value to the comparison when it can be rated from 1 to 4 (1 = Not
important and 5 = Very important). This way the combination of characteristics can be taken
into consideration and weighted sum can be calculated which then favour on solution over the

other.
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Table 11. 1st version of the Decision matrix.

Latency sensitivity X Low v High /\ Medium
Compute intensity v High X Low v Medium
Local uptime requirement X v v
Regulatory data locality X v v
Scalability needs v X A
Network reliability required v X A
Security (Physical

exposure) v X A
Budget model (OpEx focus) v X A
Data aggregation needs X X N
Maintenance burden v Low X High /\ Medium

v Best fit /\ Possible w/ trade-offs X Poor fit

The second version of the Decision matrix shown in Table 12, includes the scale from 1 to 4
which illustrates the importance of each characteristic involved in the decision-making. This
allows better understanding of individual needs and drivers when the guideline is being used
to evaluate the go-to option for given use-case. From this version, the column “Fog” has been

deleted to emphasize the 2nd research question presented in Chapter 1.

Table 12. 2nd version of the Decision matrix.

USER defined Cloud Edge
Characteristic :L;l;)ortance importance weighted weighted
¢ (scale 1-4) score score
Cost 0,30 1 0,198 0,099 Gl B R

values defined

Real-time
Processing 0,25 3 0,2475 0,495 || I

Latency
Sensitivity 0,20 3 0,198 0,396
Data Privacy 0,15 4 0,198 0,396 Suggested
computational
Scalability 0,10 2 0,132 0,066 |mplement_at|on to
go with
Total 100 % 0,9735 1,452 EDGE

Final decision matrix can be seen in Table 13. In this version, all of the characteristics that are

considered important are added to the table and the “Weight of the characteristic” value is
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fixed for each. These fixed values are the result of the survey, and the discussions held with
each respondent and based on this the weighted values are inductively given to each
characteristic. For example, the Total Cost of ownership contains both Capital Expenditure
(CapEx) and OpEx, and the cost structure of the implementation and importance is not
evaluated individually also vendor-lock has not been included in the final version of the
matrix albeit being a part of the survey. The total sum of the characteristics equals to 100%.
User defined importance scale is changed from earlier 1 - 4 to 0 — 4 (0 = Not Applicable
(N/A), 1 = Not important and 5 = Very important). This allows the user to skip characteristics
that are considered not relevant in the ongoing evaluation. Table 13 has values set to USER
defined importance column for illustration of the functionality of the decision matrix. When
the result of the matrix leans towards either, “CLOUD” or “EDGE”, it gives the suggested
solution in the Suggested computational implementation to go with box, if no values have
been set to the USER defined importance or if the sum of the Cloud and Edge weight score

columns are close to equal, the matrix gives suggestion of “"CLOUD/EDGE”.

Table 13. 3rd version of the Decision matrix.

Weigh of the USER defined Cloud Edge
Characteristic characteristic importance weighted | weighted
(%) (scale 0-4) score score
Access Control &
0,
Audit Trail 9,0% 0 0 0
Availability 9,0 % 0 0 0
Cost efficiency 8,0 % 0 0 0
Data Privacy 7,0 % 0 0 0
GMP Environment 7,5 % 0 0 0
Fixed values/

Infrastructure 70 % 0 0 0 Calculated values
Complexity ’

Latency Sensitivity 4,0 % 0 0 0 I:l

User defined

Low Maintenance 5,0 % 0 0 0 values
Network Reliability | 7,0 % 0 0 0 [ ]
Processing Power 3,5% 0 0 0
Scalability 8,5% 0 0 0 Suggested
Security 9,5% 0 0 0 computational
Total t of i i

ota Co; o 15,0 % 0 0 0 |mplemenfcat|onto
Ownership go with

Total 100 % 0 0 CLOUD/EDGE
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To get the matrix to give Suggested computational implementation to go with, each cell in
Cloud weight score and Edge weight score has individual weights that determine each rows
impact on the decision. For example, in row Latency the weights are set to emphasize Edge

over Cloud and in the opposite Low Maintenance emphasizes Cloud over Edge.

The “blue-pencil” decision-making guideline can be viewed in appendix 4 on page 102. This
guideline has been stripped away of the company logos etc. that are considered as
confidential. The purpose of this guideline is to help in the design phase when the evaluation
is done whether to use on-prem (as in edge computing) or off-prem (as in cloud computing)

solution for data storing and computation.

The guideline is “one-pager”, and it aims to guide the person making the decision to use the
decision matrix to easily evaluate the criteria that the given system has for the computing
solution. The guideline consists of short description on how to use the decision matrix and the

decision matrix itself.

Considering the second research question presented in Chapter 1, it is possible and highly
needed to create the decision-making guideline for regulated pharma environment. It serves as
basis for the decision-making process, and it allows the person making the decisions to
repeatably get same result with the same criteria and the user defined importance. It is also
highly needful as it gives business value by affecting efficiency and consistency. This need
and the value that the guideline creates, are also something that are recognized by the target
company. Supporting view of this came up in a meeting held with one of the supervisors
where they stated that: “I think that it would be very good to always include this decision-
making guideline to the business case calculations and the evaluation of a new system

introduction.” (S. Gambier, personal communication, September 1, 2025).

It also needs to be pointed out that even though the decision matrix gives unambiguous result
on whether to go with cloud or edge solution, it is the individual’s own discretion whether to
diverge from the solution proposed by the matrix. This type of situation might occur when the
weights in “Importance” do not align with the persons own conception of the appropriate
weights or they value individual character, such as the Total Cost of Ownership (TCO), over

everything else.
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4.2 Use-case examples evaluated with decision matrix

In this chapter, three real life use-cases from the target company are evaluated with the
decision-making matrix. The aim here is to demonstrate the usability of the matrix and to
make it easier for the reader to understand the real-life value that this master’s thesis
throughput is built to create and the and the applications it can be used in. This evaluation also
brings valuable insight into the existing methods and processes that steer the decision in
current projects and decisions. In each sub-chapter, one use-case is briefly gone through, and
the current status of the implementation solution is mentioned and if the decision matrix
suggested solution differs from this, the reasons are discussed. Each use-case is evaluated and

rated by subject matter experts who are working in the given projects.

These use-cases have been selected based on their relevancy to this thesis. The use-cases
represent three different levels of scale of applications. Starting from the largest
implementation and then gradually moving to smaller implementation to see if the decision
matrix is scalable and the use can be universal. To make the results of this chapter clearer,
only the characteristic and user defined importance columns, and the resulting suggestion of

the decision-making matrix (shown in Table 13) are presented.
421 MES

In the target company, corporation wide MES upgrade is being implemented and old — on-
premises — solution is being upgraded to newer version that is running in private cloud. This
large-scale application is in validation phase of the production environment, and it is yet to
pass the strict requirements that the GMP sets to it. The evaluation of the cloud versus edge

has been done and the implementation that has been selected is cloud.

Table 14 shows user defined importance values rated by subject matter expert of MES in the
target company. He has been part of the MES project for a long time, and he has been doing
similar evaluation internally in early stages of the project. This evaluation and the discussion
of the current implementation have been done verbally via Teams. Each characteristic has
been gone through with him and the discussion regarding his view of the user defined
importance values has been done alongside and the explanation for each value is thought
thoroughly. For example, the last row in the matrix, TCO, is evaluated to have low

importance and this is based on the subject matter experts own conception of the current
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situation of the MES implementation projects cost basis and the corporations view on this

matter.

Table 14. User defined importance — MES.

USER defined
Characteristic importance
(scale 0-4)

Access Control & Audit Trail

Availability

Cost efficiency

Data Privacy

GMP Environment

Infrastructure Complexity

Latency Sensitivity

Low Maintenance

Network Reliability

Processing Power

Scalability

Security

NP W|INIWINIWINIPMP IR

Total Cost of Ownership

Suggestion EDGE

Based on the decision matrix, the suggested implementation is edge computing. This differs
from the implementation method chosen by the corporation. The reason for the difference
comes from the decision makers views on what is the most important characteristics in this
given application and also it can be noted that corporation politics have great influence on this
sort of large scale and corporation wide decisions that the decision-making matrix does not
take into consideration. Worth mentioning is also the effect of GMP in this type of decision
and implementation. The regulation related to validation of computerized systems and the
data integrity (gone through in Chapter 2.1) make it hard to validate the system in
pharmaceutical environment and to get it to production use, which is noticeable internally as

the cloud implementation validation takes large amount of time and resources.
4.2.2 Track and trace

Track and trace system is used in the target company at production line. This system is

currently working in edge environment and its being updated to a cloud native solution. The
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evaluation shown in Table 15 is done by two individuals from different perspectives. One is
from global perspective, and the other is from local perspective. Both evaluations have been
done with the new update in mind and whether it should be placed on the Cloud, as it is
designed to be implemented in. This decision has been made due to the solution complexity
that would come if the track and trace system would be implemented in on-prem solution
based on earlier experience with the same type of Kubernetes implementation. In this use-case
example, the solution provider has been put out to tender, and the desired solution provider
has been selected. Regarding the global evaluation in Table 15, the suggestion of the decision
matrix is either one of the solution options based on the fact that both solutions are able to
pass the requirements placed on the system and local evaluation gravitates towards edge
solution based on the previous experience with the current system and the process

requirements associated with the production line and the manufacturing process.

Table 15. User defined importance — Track and Trace.

USER defined importance

Characteristic (scale 0-4)

Global Local
Access Control & Audit Trail 2 4
Availability 3 4
Cost efficiency 2 2
Data Privacy 3 4
GMP Environment 3 0
Infrastructure Complexity 1 0
Latency Sensitivity 1 3
Low Maintenance 4 3
Network Reliability 2 4
Processing Power 1 1
Scalability 3 1
Security 3 4
Total Cost of Ownership 1 2
Suggestion CLOUD/EDGE EDGE

Based on these two evaluations, it can be seen that there is difference on how people view the
importance of each characteristic depending on what perspective they are looking from and

what drives their decisions. The decision matrix supports both, the already decided cloud



73

implementation for the update coming with the global evaluation, and also the edge solution

that the local site values more.
4.2.3 Innovation venture

The innovation venture is lager Business Finland funded project that aims to boost digital
solutions adaption in life science manufacturing in Finland, and this thesis is part of the target
company’s development project under the innovation venture umbrella, from which theses
use-case come. In this project, two use-cases are implemented and they both fit perfectly for
the evaluation of the decision matrix. They both are already existing calculations. Both of
these use-cases are presented in Table 16 and the suggested solution is shown individually for
both at the end of the table. This table and the importance of each characteristic was evaluated
by project manager of the innovation venture who has been working closely to the project

where these use-cases have been taken.

Currently distance calculation is implemented in edge and heat exposure is implemented in
both cloud and edge. The distance calculation is a conversion of time to distance calculation,
and it gives absolute value as a result, and it is not computationally intense. The heat exposure
calculation model aims for predictiveness, and it is simple calculation that tries to measure the
effect of the heat to the surface quality which is not computational burden in the edge device.
The use of the results is the key element that drives the decision regarding the
implementation. If the result is needed in real time, edge is the way to go but when there is no
real-time requirement for the value, cloud is good solution and in there the value can be used
in further processing or such usage. Also, the implementation of individual calculations would
be easier to carry out in cloud if the data is already sent there due to change management and
validation burden in validated computerized system when the software is being modified and

features being added.

Table 16. User defined importance — Innovation venture.

USER defined importance
(scale 0-4)
Characteristic
Distance Heat exposure
calculation posu

Access Control & Audit Trail 2 3
Availability 3 1
Cost efficiency 1 1
Data Privacy 1 1




USER defined importance

Characteristic (scale 0-4)

Distan(fe Heat exposure

calculation

GMP Environment 3 2
Infrastructure Complexity 1 1
Latency Sensitivity 3 3
Low Maintenance 4 3
Network Reliability 3 1
Processing Power 1 1
Scalability 1 1
Security 1 2
Total Cost of Ownership 2 1
Suggestion CLOUD/EDGE CLOUD/EDGE
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Based on the results that the decision matrix shows, both of the use-cases would be feasible in

either cloud or edge solution. These results align with the view of the project manager and the

actual implementation of the heat exposure, and with the distance calculation the

implementation would also be possible to be carried out in the cloud which is already existing

environment and the data is sent there.
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5 Conclusions and discussion

This thesis implemented mixed-method research with an aim to answer two research
questions regarding how to evaluate when pharma related data is better to be processed in on-
prem edge solution or in cloud solution, and would it be possible and needful to create a

standardised guideline to help in the decision-making process.

The aim of the structure of the thesis was designed to guide the reader easily through the
regulation aspects the working environment, then to go through the comparable solutions for
the computation implementation (cloud and edge) and quickly outlie existing prospects of fog
computing and LLMs. After this, move to the survey and interview chapter which plays key
role in the development of the next chapter, where the throughput of this thesis is presented
and then tested against existing use-cases and finally have the conclusions presented where
the implementation and the results are discussed and future development and research ideas

are brought to the reader’s attention.

The answer to the first research question is obtained from multiple stages in this thesis. The
trail to the answer starts from the literature review from which the survey is built upon.
Characteristics that arose from the literature review are deductively compiled and the survey
questions are designed based on those to answer the first research question (see Chapter 1 and
Chapter 3). To get the best result and answer, an interview was conducted with most of the
respondents to enrich the outcome of the survey. From the interviews, a critical insight was
obtained that was not gained from the survey by itself. This helped to build the throughput of
this thesis, the decision-making guideline and the decision matrix (see Appendix 4 on page
102 and Chapter 4), and to inductively weight the individual characteristics in the matrix that
are relevant for the decision-making process in a regulated pharma environment. Chapter 4
also answers the second research question. It is possible to build and highly needed to have a
standardized decision-making guideline to support in the decision-making process. By having

this standardized guideline, businesses benefit such as efficiency and consistency are gained.

The process of building the decision matrix was not as straightforward or easy as thought at
the start of the research and writing process. The environment in which this thesis operates —
the pharma environment — brings its own constrains and challenges to the table, and
depending on the literature source that was used, the way that individual characteristics were

classified as being a “benefit” or a “limitation” of the given solution varied based on the
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perspective and the aim of the research paper. In terms of the final result, larger sample size of
the survey focus group, would have given more comprehensive outcome in my opinion.
Despite the small sample size, the focus group was precenting variety of professionals and
competence to gain non-biased results, and this was successfully achieved, resulting the

development of the decision matrix.

The final version of the decision matrix, that was built based on deductive and inductive
interpretation of the literature, the survey and the interviews, was tested against ongoing
and/or completed projects where some sort of evaluation was already done whether to
implement the given application to on-prem solution or to cloud solution. These three use-
cases (see Chapters 4.2.1, 4.2.2 & 4.2.3) demonstrate and validate that the decision matrix can
be used to determine whether pharma regulated data is better to be processed in cloud over
edge or vice versa regardless of the size of the application/project. Each of the case examples
are in different scale, MES project is the largest, trac and trace the second largest and
innovation ventures examples are the smallest. Results of the evaluation against use-cases
shows that the matrix is capable of helping in the decision-making process regardless of the
size of the application and the project. It was also noted that the matrix did not always suggest
the same solution to be used what the project had chosen and the reasons for this varied. One
withdrawal from this evaluation was that the weights of the individual characteristics play key
role on the end result of the evaluation and by adjusting those more, the matrix is capable of
giving more accurate suggestions. Another key aspect that was noted during the use-case
evaluation was that the characteristics could be broken down into more detailed and specific
subgroups to prevent the possible misunderstanding of the individual characteristic and its
intended meaning. Also, a definitions appendix, similar to one seen in Appendix 3 on page
100 would give further clarification regarding individual characteristic, and this would help
the decision maker to understand each characteristic when doing the evaluation. Otherwise,
the outcome and the suggestions that the matrix was able to provide were found to be in line
with the persons own opinions and expectations regarding what should be the better solution

based on the evaluated characteristics.

This thesis includes two additional chapters (2.4 & 2.5) under the literature review that did
not contribute to the development of the decision-making guideline but were perceived as
giving value to the research and the end result of this work, and that they fill the deficiencies
that arose during the research and writing process. The fog computing chapter (2.4) was seen

as an addition and supplement to the polarized comparison over cloud versus edge, and that it
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would be a good topic for future research and development regarding the throughput of this
thesis. Fog computing offers benefits such as enabling more accessible computing resources,
it addresses infrastructure challenges and constrains that are e.g., bandwidth, connectivity and
latency. The LLM chapter (2.5) was considered to broaden the possibilities of having an Al
tool to help with the decision-making process with suppose a possible fine-tuned agent for the
specific environment that would help to evaluate the best solution of computation for
individual applications. This is also something that in the future might be great topic for

further and deeper research and study.
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Appendix 1 Trend in 2010’s and 2020’s for cloud market

These graphs demonstrate the trend in enterprise spending on cloud infra and public cloud

services in 2010's and 2020’s.

Trend for enterprise spending on cloud and data
centers in the 2010's
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Figure 20. Enterprise spending on cloud datacentres including HW, SW and cloud infrastructure
services (Global Data Centre Spending | Statista, 2024).
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Figure 21. Total size of public cloud market consisting of PaaS and laaS (Global Public Cloud
Platforms Market | Statista, 2022).
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Figure 22. Total size of global spending in public cloud services (Public Cloud Computing Market Size

| Statista, 2025).



Appendix 2 Survey questions and answers — Forms

1. How would you rate the importance of these individual characteristics for the decision-making?

B NotImportant 1 M Slightly important 2 @ Important 3 M Very important 4

Latency

Pocessing power

Cost efficiency

Network reliability

Staorage _-

Availability

Energy efficiency

Low maintenance

Access control and Audit trail _

100% 0% 100%

2. Does the pharma environment (GMP) affect the decision regarding data processing location?

® v 7
® no 0
. Maybe 1

3. If YES, please rate the importancy.

W Not important 1 M Slightly important 2~ ® Important 3 W Very important 4

fes

100% 0% 100%



4. Should Digital Twins be considered as a norm in future and would that be important regarding the decision

over Cloud/Edge?

.~ : N
. MNo 1

@ Maybe 1

5. IFYES, please rate the importancy.

M Not Important 1 M Slightly important 2 W Important 3 B Very important 4

Yes
100%

100% 0%

o

6. Is infrastructure complexity a factor for the decision?

. Yes 7
® no 0
. Maybe 1

7. If YES, please rate the importancy.

B Not Important 1 ® Slightly important 2 B Important 3 ® Very important 4

Yes _
0%

100% 100%

8. Would vendor-lock be an issue?

. Yes 5
® No 0
@ Maybe 3

9. If YES, please rate the importancy.

M Not Important 1 ® Slightly important 2 Important 3 M Very important 4

100% 0% 100%
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10. Is CapEx vs. OpEx important comparison in the decision?

® v 5
® o 2
@ Maybe 1

11. If YES, please rate the importancy.

B Notlmportant 1 ® Slightly important 2 B Important 3 W Very important 4

7
B

100% 0% 100%

12. Should Total Cost of Ownership (TCO) be considered when doing the decision?

® v 7
® nNo 0
@ Maybe 1

&

13. If YES, please rate the importancy.

B Notimportant 1 @ Slightly important 2 B Important 3 B Very important 4

. e
0%

100% 100%

14. |Is the ability to synchronize data (between sites and/or cloud services) a relevant consideration?

® v 7
@® nNo 0
® Maybe 1

15. If YES, please rate the importancy.

B Not Important 1 M Slightly important 2 B Important 3 M Very important 4

VES _
(e

100% 100%
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16. Do legacy systems rise concern in integration-wise and should it be an evaluation criteria in the decision ?

® ves 7
® nNo 0
. Maybe 1

17. If YES, please rate the importancy.

W Not Important 1 @ Slightly important 2 ®Important 3 M Very important 4

- .

100% 0% 100%
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Appendix 4 Decision-making guideline

Decision-making guideline for

Cloud vs. Edge computing Doc.No.:

Content Type: Decision

Entity: Universal Entity No: Guideline

Table of Contents

1. Change NISTOTY ...ttt ss et e erae e raeesteeseesamsemsesmneamnesmnesneenne |

2. INSEUCHONS FOI USB....oiieeee ettt e e e e eee e e aeneee s smneanneees |

3. DECISION MATIX ...ttt ettt ee e s b e ert e ae et e st et as e et en et embennseae e ensene &
1. Change history

Version | Description Author Date
#
1.0 Original Antton Laiho 14.08.2025

2. Instructions for use

The decision-making matrix is tool that is designed to help in the decision-making process when
comparison between Cloud and Edge solutions are evaluated against each other. Each characteristic is
evaluated, and the user-defined importance value is set. The scale is from zero (0) to four (4). Zero is
ignored if the person sees that individual characteristics are not relevant to the current application being
evaluated, this value is not counted to the total sum. One is “not important™ and four is “very important”.

When every characteristic is evaluated, the matrix suggests a computational implementation to go with.
This suggestion is either Cloud, Edge or Cloud/Edge, depending on the calculated weighted scores. If the
values are within a pre-defined tolerance, then the suggestion is Cloud/Edge, otherwise the solution with
the higher score is displayed in the suggestion cell.

Regardless of the solution that the matrix is proposing, the person or the group of people that are making
the evaluation have the final word whether to go with cloud or edge solution. This guideline and decision
matrix is designed to be a supporting tool for the decision-making that gives suggestion based on
inductively weighted values of each characteristic, and not an imperative implementation method tool.

s.1/2



Decision-making guideline for
Cloud vs. Edge computing

Doc.No.:

Entity: Universal

Entity No:

Guideline

Content Type: Decision

3. Decision matrix

Table 1. Decision matrix

User-defined importance scale from 0 to 4.

Zero (0) is not taken into account, one (1) being NOT IMPORTANT and four (4) being VERY IMPORTANT.

s.2/2

Weigh of the . Cloud Edge
Characteristic | characteristic USER-defined importance weighted weighted
(scale 0-4)
(%) score score
Access
Control & 9,00 % 0 0
Audit Trail
Availability 9,00 % 0 0
Cost efficiency 8,00 % 0] 0
Data Privacy 7,00 % 0 0
Fixed values/
GM? 7,50 % 0 0 Calculated
Environment
values
Infrastructure
0,
Complexity 700 % 0 0 :
Latency 5 User defined
Sensitivity 0 0 d values
Low
0,
Maintenance 5,006 0 0 :
Network
0,
Reliability B0 0 0
Processing Suggested
DOWer 3,50 % 0 0 computational
implementation
Scalability 8,50 % 0 0 to go with
Security 9,50 % 0 0 CLOUD/EDGE
Total Cos.t of 15,00 % 0 0
Ownership
Total 100 % 0,00 0,00
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