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The security of conventional public-key cryptography schemes is based on mathemat-
ical problems which are considered to be infeasible to solve by classical computers in
a reasonable amount of time. However, the rise of quantum computers might break
this security in the future.

Post-quantum cryptography (PQC) aims to achieve secure schemes which are re-
sistant against attacks assisted by quantum computers. Public-key cryptography
refers to asymmetric cryptography in which encryption is done with a public key
and decryption is done with a private key. Characteristic properties of public-key
cryptography include the possibility to derive the private key from public infor-
mation by solving some presumably hard problem. The hardness of the problem
constitutes the basis for the system’s security. In the post-quantum era, the se-
curity must be based on problems that are too hard to solve even for quantum
computers.

In this thesis, we will study lattice-based cryptography which is believed to serve
as a good candidate for secure post-quantum public-key cryptography. Our main
attention is in the problem of learning with errors, which is in the base of some
lattice-based schemes and is linked to the hard problem of finding short vectors in
a lattice.

Keywords: learning with errors, lattice-based cryptography, post-quantum cryptog-
raphy, public-key cryptography, asymmetric cryptography.



LIST OF CERTAIN NOTATIONS

N is the set of natural numbers with 0 excluded.
P is the set of prime numbers.
7 is the set of integers.

Z, is the quotient group Z/qZ. If g is a prime number, then this is a g-ary
field. The distance in Z, is defined as a function |- | : Z, — Z N[0, |¢/2]],
where |a| is the distance of @ to 0 in Z,, assuming that the following order of
elements —|¢/2],...,—2,-1,0,1,2,...,|¢/2] in Z, holds.

Q is the set of rational numbers.

R is the set of real numbers.

C is the set of complex numbers.

T is the quotient group R/Z.

[E is the expected value.

ged(m,n) is the greatest common divisor of m and n.

¢ : N — N is the Euler’s totient function, where ¢(n) is the amount of positive
integers m with properties m < n and ged(m,n) = 1.

The notation f(z) = O(g(x)) means that there exist a real zy and a positive
constant C' such that 0 < f(z) < Cg(z) holds for all = > x.

The notation f(x) = Q(g(z)) means that g(x) = O(f(z)) holds.
The notation f(z) = o(g(x)) means that lim, . f(z)/g(x) = 0.
The notation f(z) = O(g(z)) means that f(z) = O(log*(g(x))g(z)) holds for

any constant k.
poly(n) represents some possibly unknown polynomial in n.

|-| is the floor function, that rounds the given real number down to the nearest
integer.

[-] is the ceil function, that rounds the given real number up to the nearest
integer.

-] is the rounding function, that rounds the given real number to the nearest
g g
integer.

NP stands for the nondeterministic polynomial time complexity class of deci-
sion problems.

P as complexity class stands for class of decision problems solvable in polyno-
mial time.
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Introduction

Quantum computing is a form of computing in which quantum mechanics is used to
gain an advantage over classical computing, an idea raised by R. P. Feynman in the
1980’s |21I] and elaborated further by D. Deutsch in [17]. As classical computers use
bits with two possible values '0” and '1’, quantum computers use qubits, which can
use superposition, allowing two possible values at the same time. This theoretically
allows quantum computers to do some calculations exponentially faster than clas-
sical computers. However, the trick with superpositions has its difficulties, as the
superposition will collapse if we measure the value of the qubit. This means that the
measured value of the qubit is one of the possible values based on some probability
distribution. In other words, to achieve the advantage over classical computers, we
are, in quantum mechanical terms, not allowed to "observe" the qubits in the middle
of the computation. An example of a problem which can be solved efficiently by a
quantum computer was given in 1992 by D. Deutsch and R. Jozsa in [I8]. However,
since measuring the answer forces the superpositions of the qubits to collapse, the
measured outcome in practical problems is usually just a clue or evidence of the
correct answer. This means that we might need to repeat the computation multiple
times, and all of those possibly different outcomes reveal something about the cor-
rect answer, which allows us to be more certain about it. If the correct answer on
the other hand is easily verifiable with total certainty, then this is usually sufficient,
and this is the case with factoring integers, for example.

Public-key cryptography refers to asymmetric cryptography in which we have a
public key for encryption and a private key for decryption. This kind of cryptography
is essential for situations in which two communicating parties have not shared any
secrets in a secure environment beforehand, and their only option is to communicate
over insecure channels. Usually it is convenient to use public-key cryptosystem in
the beginning of the communication to agree upon a shared secret key, which can
then be used for some other cryptosystem, which allows faster and more secure
communication. The nature of public-key cryptography is that the private key is
technically derivable just by using the public information, but we assume that such
derivations are infeasible for any reasonable amount of time. These assumptions are
based on some mathematical problems for which we lack algorithms that could solve
those problems reasonably fast. By reasonably fast we usually mean polynomial
time, which means that time required for the solution is a polynomial of the size of
the input. However, some of the popular public-key encryption schemes like RSA by
R. L. Rivest, A. Shamir and L. Adleman in 1978 [54], E1Gamal by T. Elgamal in 1985
[20] based on the Diffie-Hellman key exchange by W. Diffie and M. Hellman in
1976 [19] and elliptic-curve related schemes initially proposed by V. S. Miller [44]
and N. Koblitz [36] in the 1980’s rely on mathematical problems, which are assumed
to be hard for classical computers, but as P. W. Shor in 1994 showed [57], they are
probably easy for quantum computers. For example, RSA relies on the complexity of
factoring integers, E1Gamal on discrete logarithm problem and elliptic-curve related
schemes on elliptic curve discrete logarithm problem. If quantum computers become
powerful enough, then they pose a serious security risk, which will require new
ways to implement public-key cryptography, which is called post-quantum public-



key cryptography. Even though quantum computers might not be efficient enough
today, adversary parties might already capture and store encrypted data and decrypt
it, should it become possible in the future. The mathematical problems behind post-
quantum public-key cryptography schemes have to be in some sense noisy so that
even verifying the correct result has some uncertainties.

In this thesis we will first discuss about the popular public-key cryptography
scheme RSA and how Shor’s algorithm on quantum computers might break it as an
example to address the concerns related to usual public-key cryptography. Then we
will dive into one of the promising approaches towards post-quantum cryptography,
lattice-based cryptography, and scheme which is based on the mathematical problem
of learning with errors LWE, introduced by O. Regev in 2005 [52]. The purpose is
to gain insight which is good enough for us to understand the structure of LWE and
lattice problems and which improves our trust in the security. After this we check
other lattice-based public-key cryptosystems and transition towards post-quantum
era. We will also present example Python code in the appendix to demonstrate the
functionality of the LWE-based cryptosystem. Our engineering perspective regards
presenting plausible explanations more important than rigorous and heavy proofs
presented in the original research. The reader is assumed to have a comprehensive
understanding of algebra, number theory and algorithm design. Some notations of
quantum computing are presented, but it is also recommendable that one familiarizes
oneself with the topic of quantum computing.



1 Briefly about quantum computing

In this section, we take a look at the key principles of quantum computing so that
we develop a sufficient understanding of the topic for the purpose of this thesis. We
follow the paper of D. R. Simon from 1994 [5§].

Quantum computers use quantum bits, also known as qubits, which allows the
state of quantum computer to be in a superposition until it is observed. We may de-
note this superposition as a sum of all possible states multiplied by their amplitude:

Z%|Cg‘>-

Here, |c;) is one of the possible states and the complex number «; is the amplitude,
which corresponds to the probability of that state. When we make a measurement
and collapse the superposition, the probability of observing a particular state |c) is

| |>. Hence,
Dol =1
J

must hold.

The idea behind quantum computing is to manipulate these superpositions and
then make a measurement. Superposition allows processing all the possible states
at once, but the measurement in the end will collapse it. Hence, we need some
clever ways to manipulate these superpositions and their probability distributions
in our favor before observing them, and those observations should reveal some useful
information about the result we are looking for.

The operations can be presented as operations in linear algebra. For example, a
single qubit in superposition

041|O> -+ a2|1>

can be presented in column vector form;

()

The usual way to describe logical ports of the quantum computers is using unitary
matrices. For example, a matrix representing the Hadamard gate

()

corresponds to a ’fair coin flip’. We take a state |0), which in the column vector
form is (1), and use this transformation to obtain

O AE0-()

which is the superposition \/L§|O> + \/Li|1> A state |1), which in the column vector

form is (}), would be transformed into superposition \/Li|0) - \/Li|1> In both of these
superpositions, observing states |0) and |1) has the equal probability 1/2. We also
note that applying our transformation for the second time cancels the fair coin flip.



2 RSA and Shor’s algorithm

In 1977 (published in 1978) R. L. Rivest, A. Shamir and L. Adleman presented one
of the most common and widely used public-key cryptosystem RSA [54]. The security
of the system is based on the assumption that factoring semiprimes is a too difficult
task for conventional computers. A semiprime is an integer that is a product of two
prime numbers. The cryptosystem works as follows.

Setting up the cryptosystem:

(a) Select two large prime numbers p, ¢ and compute N = pg and keep p and ¢
secret.

(b) Compute ¢(N) = (p — 1)(¢ — 1) and keep this secret. ¢ is the Euler’s totient
function.

(c) Select 1 < e < ¢(INV) so that ged(e,p(N)) = 1.

(d) Compute d so that de =1 (mod ¢(N)) e.g. by Euclidean algorithm and keep
this as a secret private key.

(e) Publish e and N.
Encryption and decryption:
e The message 1 < m < N is encrypted by computing m® (mod N).
e The encrypted message is decrypted by computing (m¢)¢ = m (mod N).

The decryption is successful due to the well-known Euler’s theorem which states
that for any m with ged(m, N) = 1 we have

m*WY) =1 (mod N).

If one is to break the cryptosystem, they could do it by factoring N and thus reveal p
and ¢. This would allow the adversary party to compute ¢(/N) and d. However, if p
and ¢ are large enough, the complexity of factoring grows significantly and the task
becomes infeasible for conventional computers. The encryption part also quietly
assumes this. If one tries to encrypt m for which ged(m, N) > 1, then the Euler’s
theorem is not applicable but on the other hand in such scenario ged(m,n) = p
or ged(m,n) = ¢ and this would break the security of the system. Determining
the greatest common divisor is relatively fast and can be done by e.g. Fuclidean
algorithm.

In 1994 P. W. Shor introduced in [57] a worrying quantum computer algorithm
that could speed up the factoring and thus pose a threat to the security of RSA. The
factoring is based on the following idea.

e Take a random integer = € (1, N) and determine its order r, which is the
smallest positive integer for which " =1 (mod N) holds.

4



e If r is even, then (27/2 —1)(2"/2 +1) = 0 (mod N) and if 2"/2 # —1 (mod N),
then for the semiprime N case ged(a"/2 — 1, N) is either p or q.

Now, the hardest part is to determine the order r, which is where quantum comput-
ing comes in.

The first part is to determine a smooth ¢ € [2N? 4N?], which does not have
any prime factors larger than (log ¢)" for some fixed h. This smoothness condition
is needed to perform the latter described quantum Fourier transform in polynomial
time. According to [57, Lemma 3.2|, finding the desired smooth ¢ is possible in
polynomial time. Next, we put the quantum computer in the superposition of states
representing the least residue system modulo ¢, which is

1 &
a7 2
a=0

and use this to obtain a superposition

1,
Wzm,x (mod N)).
a=0

We then perform a quantum Fourier transform, which maps our superposition into
another superposition, which is

Lt

- Z Z exp(2miac/q)|c,x* (mod N)).

q a=0 c=0
Now, we proceed with evaluating the probability of observing a particular state
le, 2% (mod N)) where 0 < k < r. This probability is obtained by summing over all
the possible ways to reach that state. We obtain

! Z exp(2miac/q)

1 o<uzg
z%=z" (mod N)
As Shor derives, this probability is eventually at least 1/(3r?) if there exists an
integer d such that

c d

q T
holds. Because ¢ > N2, there can be only one fraction d/r with r < N, which
satisfies the above inequality. Thus, we just have to find the nearest fraction of ¢/q
with a denominator smaller than N. This can be done in polynomial time by using
the continued fraction expansion of ¢/q. If ged(d, r) = 1, then we get r directly from
the denominator. The number of potential candidates for d with ged(d,r) = 1 is
¢(r). Finally, Shor concludes that the probability of finding r is at least ¢(r)/(3r),
that is at least ¢/loglogr for some positive constant 6. Thus, we have a high
probability of success with O(loglogr) attempts. Overall, this algorithm should do
the factoring in polynomial time, whereas classical computers can do it with the
general version of J. Pollard’s number field sieve in sub-exponential time at best, as
discussed in C. Pomerance’s work, see [51].

1
<
=9
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3 Lattices

Shor’s study demonstrates that certain types of public-key cryptosystems are threat-
ened by quantum computers. What is common with factoring integers and discrete
logarithm problems is that the given correct answer is easily verifiable. In other
words we could compare this situation to a locked door and a collection of keys
which is publicly available for everyone. If you try the right key, you can open the
door immediately. If a quantum computer finds a pattern that gives a high proba-
bility of good guesses, then these problems become much easier. This forces us to
think of adding a layer of uncertainty to our mathematical problems. One promising
approach is lattices.

Definition 3.1. Let n € N and B = {by,bs,...,b,} be a collection of linearly
independent vectors in R™. A set

L= {Zakbk:ak ez}

k=1
is called a n-dimensional lattice generated by basis B.

Hence, lattice is a set of all linear combinations of the basis vectors and trivially
also an additive subgroup of R".

Definition 3.2. A n-dimensional g-ary lattice, in case ¢ is a prime, is obtained by
replacing R™ and Z in Definition by Zj and Z, respectively.

3.1 Shortest vector problem
In this subsection we will look at lattice problems related to shortest vector.

Definition 3.3. Given a lattice L and a norm || - ||, A(L) is the shortest possible
length in the norm || - || for any non-zero vector in the lattice L. More precisely,

A(L) := min |v].
(L):= min V]
Moreover, the k*™-successive minimum (L) is the smallest possible radius r for an
origin-centered ball that contains k& linearly independent vectors in L.

Note that by Definition [3.3| \(L) = A;(L) holds.

Shortest vector problem SVP. SVP in a lattice L with a given norm || - || is
about finding a vector v € L for which A(L) = ||v]| holds. The approximate version
SVP,, for v > 1 is about finding v € L\ {0} such that ||v|| < yA(L) holds.

Gap shortest vector problem GapSVP. GapSVP,, for v = y(n) > land d > 0
in a n-dimensional lattice L with a given norm || - || is a promise problem in which
the algorithm must decide whether A(L) < d or A(L) > d~y holds. If neither is true,
then the algorithm is allowed to give an erroneous answer.



Shortest independent vectors problem SIVP. SIVP, for v = vy(n) > 1 in a n-
dimensional lattice L with a given norm || - || is about finding n linearly independent
vectors vq,Va,...,V, in L so that

< yAn(L
nax|[vill < A (L)

holds.

Closest vector problem CVP. Given a point x in vector space, CVP asks to find
a vector y in a lattice L so that

I = || = min fx — v

holds. CVP has similar variations like SVP.

Note. From this point on, the length of the vector is measured by default in
the Euclidean norm.

These presented lattice problems are bit more complicated than factoring integers
or discrete logarithm problem. For example, if one has the solution for SVP, verifying
it is not so trivial. We do not have easy calculations like multiplication or modular
exponentiation to check the correctness. One needs information of other vectors in
the lattice to make that call. This is one promising step towards adding some layer
of uncertainty as we wanted.

3.2 Hardness results

In order to evaluate the suitability of SVP and its variations for cryptographic
purposes, we present some hardness results. D. Micciancio discusses the hardness
of SVP in [42]. As for the 2-dimensional lattice the problem is easy, for higher n-
dimensional lattices L we lack efficient algorithms that would even compute A\(L) in
polynomial time. The hardness of the problem seems to be affected by the given basis
of the lattice, which means that lattice basis reductions might ease the problem. The
Lenstra—Lenstra—Lovasz lattice basis reduction algorithm LLL introduced by A. K.
Lenstra, H. W. Lenstra Jr. and L. Lovasz in 1982 [38] solves the approximate SVP,,
in polynomial time for v(n) = 2°™. Subsequent works by C. P. Schnorr [56] and M.
Ajtai, R. Kumar and D. Sivakumar [6] have then improved the approximate factor
in polynomial time algorithms to be (n) = 2nlelen/len  Qolying SVP exactly
has the time complexity of 2°(" as the works of R. Kannan in 1983 [34], U. Fincke
and M. Pohst in 1985 [22] and N. Gama, P. Q. Nguyen and O. Regev in 2010 [23]
indicate.

In the 1990’s M. Ajtai provided some groundbreaking results which support
the hardness assumption of SVP. In [3] it was shown that there are worst-case
to average-case reductions for some lattice problems and in [5] that SVP is NP-
hard in Euclidean norm for randomized reductions. The latter result was achieved



by showing that there is a probabilistic Turing machine which in polynomial time
reduces any problem in NP to instances of SVP. In the introduction of a recent
paper from 2023 H. Bennett and C. Peikert [9] wraps up subsequent work related to
hardness of GapSVP. We have that using randomized reductions GapSVP,, is NP-
hard to approximate for any constant v > 1, and hard for nearly polynomial factors
v(n) = p2(1/loglogn) gssuming stronger complexity assumptions. However, they also
note that it is unlikely that GapSVP,, is NP-hard for approximation factors v >
C'y/n where C' is a constant and that even larger, but typically polynomial, factors
are used in lattice-based cryptography.

Although studies support the idea that SVP and GapSVP are hard, we are still
unsure if they are NP-hard in the first place. So far best we have achieved are
the results in randomized reductions, but deterministic reductions are still an open
problem.

3.3 Ajtai-Dwork cryptosystem

We present a public-key cryptosystem by M. Ajtai and C. Dwork from 1997 [4] based
on the Ajtai’s previous work [3]. The security of the system is related to the unique
shortest vector problem.

Unique shortest vector problem u-SVP. u-SVP in a n-dimensional lattice L is
about finding the shortest vector v € L\ {0} so that v is unique in a sense that for
given ¢ any other vector in L whose length is at most n¢||v|| is parallel to v.

Definition 3.4. (d, M)-Lattices. Assume M > 0,d > 0, L C Z" is a n-dimensional
lattice and that L’ is (n—1)-dimensional sublattice of L with the following properties:

(a) every vector in a basis of L’ has a length at most M,

(b) if H is the (n — 1)-dimensional subspace of R" containing L' and H' # H is a
coset of H intersecting L, then the distance of H and H' is at least d;

then L is a (d, M)-lattice. The minimum distance between H and a coset of H
intersecting L will be denoted by d.

We note that if d > M, then L’ is unique and in this case will be denoted by L(®M).
The key pair generation procedure:

(a) Generate arandom (n—1)-dimensional lattice L’ having a basis (b1, by, ..., b,_1)
and determine such M > 0 that ||bg|| < M holds for every k =1,2,...,n—1.

(b) Choose d > n°M.

(¢) Choose from a large cube, which depends on a choice of scheme, a random
vector b, of distance d < d;, < 2d from H.

(d) The private key is any basis for L(®M),



(e) Generate L by basis B = {by,by,...,b,} and, in order to keep the basis for
L@M) hidden, construct another basis B’ for L. The public key is (B’, M).

Encryption and decryption:

The encryption and decryption procedure is based on the idea that the one holding
the private key is able to distinguish between a random sum of vectors in L and a
purely random point in R™ by using hyperplanes, which are the cosets of H.

Definition 3.5. Perturbation. For basis B’, R € R and m € Z, let the pertur-
bation pert(B’, R,m) be the random variable whose value is the sum of m vectors
in B’ taken independently and with uniform distribution from the origin centered
n-dimensional ball with radius R.

Definition 3.6. The n-dimensional unit cube U" is defined by

U ={v=(v,v2,...,0,) €ER": =1/2 <0, <1/2)Vk=1,2,...,n}.

Encryption is done bitwise:

e To encrypt 0’, choose a random lattice point v in the cube KU™, where U"
is the n-dimensional unit cube and K > 2"d. For m = c¢on, ¢g > 4, and
R =n3M, choose a value w of pert(B’, R,m). The ciphertext is v + w.

e To encrypt '1’, choose uniformly at random a point v in the cube KU". The
point v is the ciphertext.

Decryption is done in the following way. Let ugy be a unit vector orthogonal to
the subspace H, and let d; be the distance between consecutive hyperplanes. To
decrypt the ciphertext z, the receiver computes the fractional part of (uy - z)/dy.
If it is within mR/dy, of 0 or 1, then z is decrypted as '0’, and as "1’ otherwise.

As Ajtai and Dwork point out, the security of this system is based on the hidden
hyperplane assumption which says that computing L(*™) from a random basis of
(d, M)-lattice L is infeasible. This assumption is on the other hand related to the
hardness of u-SVP. If A is a lattice with an n°-unique shortest vector u, then the
dual lattice of A,

L={xecR":x"y€ZVy e A},

is a (d, M)-lattice for some d > n“M, ¢ ~ ¢ — 2 and dy = |Jul|~'. If By =
{by,bs,...,b,} is the basis of A, then the basis of L, By = {cy,¢a,...,¢,}, can be

computed by solving
L ifi— i
et = {1
0, if ¢ # j.

We note that u is orthogonal to H. Thus, solving u-SVP for n®unique case in A
reveals uy and dy, which are needed in the decryption. For the opposite direction if



one knows the subspace H and uses the fact that u is orthogonal to it, it is sufficient
to reveal the direction of u. Then, by computing the gcd of the distances to H of
random points in L, dj, can be computed in probabilistic polynomial time, yielding
|lu||~!, which reveals u. Hence, knowing H is sufficient for polynomial time solution
of u-SVP for n®unique case in A.

However, this version of the encryption leaves room for errors. The authors note
that there is a small but polynomial probability that encrypted "1’ will be decrypted
as '0’, because the encryption of "1’ is basically purely random. This can be seen
as a consequence of our attempt to add some uncertainty to our problems on which
the security is based.

In 1997 O. Goldreich, S. Goldwasser and S. Halevi published some modifications
to the scheme in order to eliminate these errors [26]. In their modified version, the
main differences are the slight modifications in public key, encryption of 1’ and
decryption. We will now briefly explain the differences. Note that the description of
the scheme in [26] is somewhat different compared to the original [4] and the details
here are traced back to match the original expression. The idea of eliminating cases
of wrongfully decrypted "1’ is based on noting that if for correctly decrypted ’0’ the
fractional part of (uy - z)/dy, is always very close to 0 or 1, then we could change
the encryption of "1’ in a way that the fractional part is always very close to 1/2.

In the public key section a new parameter is added, which is a vector a for which
uy -a = (2k + 1)d;, holds for some k € Z. Now 1’ is encrypted in the same way
as '0’ is encrypted, but with the difference that we add %a to the ciphertext. Then
the decryption is done in the similar way as before by calculating (uy - z)/d; but
concluding that if the fractional part is within 1/4 of 0 or 1, then z is decrypted as
'0’, and as 1" otherwise. The authors show that now there is no more room for error
and that the security of this modified system is based on the same assumptions as
the original.

C. Peikert noted in 2016 [50] that at the time Ajtai-Dwork cryptosystem was
a theoretical breaktrough and that all lattice-based encryption schemes inherit the
basic template of this system. However, from a practical point of view this system is
not necessarily great in terms of efficiency. Public keys are of size O(n4) and private
keys and ciphertexts are of size O(n?), with matching runtimes for encryption and
decryption, respectively. P. Nguyen and J. Stern also studied the cryptanalysis
of Ajtai-Dwork cryptosystem in 1998 [47] and concluded that in order to prevent
key-recovery attacks the value of n must be in the hundreds, which would mean
that public keys are measured in gigabits and ciphertexts in several megabits if
the message is even in some way meaningful. This highlights that Ajtai-Dwork
encryption is important part of the story of lattice-based cryptography even though
it is not practically useful in applications.
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4 Learning with errors

We will now study the learning with errors problem LWE and a public-key cryp-
tosystem related to it as introduced by O. Regev in 2005 [52]. We follow the updated
version of the paper from 2009 [53]. We can motivate this in the spirit of our goal
of adding uncertainty in order to improve security against attacks by quantum com-
puting. Let s € Z be the vector we want to determine. The information we have
is p, vectors ay, ag, ..., a,, and integers by, b, . .., b, satisfying

a; - s = b (mod p)

a - s = by (mod p) (4.1)

a, S = b, (mod p).

Now assuming that p is a prime, m = n and that a;,as,...,a,, are linearly inde-
pendent modulo p, then solving s in polynomial time by e.g. Gaussian elimination
with total certainty is easy. However, if one decides to add some errors ey, e, ..., €,
and instead of by, by, ..., b, in we are given the erroneous version b}, by, ... 0
satisfying

a;-s=b; + e =0 (mod p)

ay s = by + ey =0, (mod
.2 2 2 2( P) (4.2)

an S =by+en, =0, (mod p),

then determining s becomes much harder and more uncertain. This is due to the
facts that the hardness of this task has connections to hard lattice problems and it
has statistical structures, as we will later see. Regev states that under reasonable
assumptions, the likely successful recovering of s for p < poly(n) and using poly(n)
equations has the time complexity of 20(*1°e™) A similar problem was studied by
A. Blum, A. Kalai and H. Wasserman in 2003 [10].

If the errors are relatively small, then for different linear combinations of the
equations from the error is presumably also small. Now, if we add relatively
large error, say |p/2], to a chosen linear combination of equations, then the one
who knows s should notice this unusually large error and know that something was
added. Inferring whether something was added or was not added corresponds to
detecting values of bits. This idea is in the heart of LWE-based cryptography.

4.1 LWE and the public-key cryptosystem

In this subsection we formally define LWE and the public-key cryptosystem related
to it.

Learning with errors LWE. Let n,m € N and p < poly(n) be some integer. Let
s € Z, be the secret vector. Vectors a; are chosen independently and uniformly
from Z7 for every k =1,2,...,m. Let x : Z, — Ry be a probability distribution on
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Z,. Each ey, k = 1,2,...,m is chosen independently according to x. LWE, , ask
for recovering the secret vector s from the following set of equations in 7Z,,

al'S+€1:b1
ay-S+ey=b
am's+€m:bma

where each error e, k = 1,2,...,m is unknown to the solver.

Definition 4.1. For g € R, the distribution ¥z is the distribution on T, which is
the quotient group R/Z, obtained by sampling a normal variable with mean 0 and
standard deviation [3/4/27 and reducing the result modulo 1,

Vrel0,1), glr):= i %exp (—w (T ; k)2> .

k=—o00

Definition 4.2. For an arbitrary probability distribution with density function ¥ :
T — R, and some integer p > 1 its discretization ¥ : Z, — R is

(k+1/2)/p

(k) = /( U(z)dz.

k—1/2)/p

Next, we will present the public-key cryptosystem. The security parameter is n € N
and we also use parameters m € N and p € P chosen so that n? < p < 2n? and
m = (1 +¢)(1 + n)logp holds for some ¢ > 0. The probability distribution y is
taken to be W, for a(n) = o(1/(y/nlogn)), for example a(n) = 1/(y/nlog”n) is
a valid choice.

In the following cryptosystem all additions are performed in Z,.

Key pair generation:
e Choose s € Z; uniformly at random. This the private key.

e For k =1,2,...,m, choose m vectors aj,ay, ..., a, € Z; independently from
the uniform distribution. Choose elements ey, €9, ..., €, € Z, independently
according to x. The public key is (ag, bx)j-,, where by = aj - s + €.

Encyption and decryption:

e Encryption and decryption are both done bitwise.

12



o Let M ={1,2,...,m}. Choose a random set S uniformly from the power set
oM,

- The encryption of ’0" is the pair (3, s ak, Y pesbr)-
- The encryption of '1” is the pair (3, s ak, [P/2] + > res br)-

e To decrypt the received pair (a,b) one computes b — a -s. If it is closer to 0
than to |p/2], then the decryption is ’0’. Otherwise, the decryption is '1’.

See appendix [A] for a demonstration of this system in Python.

With our choice of parameters, the public key size is O(mnlogp) = O(TL2) The size
of the message is increased by a factor of O(nlogp) = O(n).

4.2 Correctness and security

We will now analyze some central structures of LWE. Introducing random errors
might, in an unlucky scenario, lead into too large sum of errors, and thus, incorrectly
decrypted bits. Our first goal is to study the probability of incorrect decryption.

Definition 4.3. A function f : N — R is negligible if and only if for every ¢ € N
there exists N, € N such that

holds whenever n > N..

Definition 4.4. Let x : Z, — R, be a probability distribution on Z,. Distribution
x** is obtained by summing together k¥ independent samples from y, where addition
is performed in Z,. For k = 0 we define x* as the distribution that is constantly 0.

Lemma 4.1. For the choice of parameters in the presented LWE-based public-key
cryptosystem in the section it holds that for any k € {0,1,2,...,m},

Pr (ye| < EJ /2) >1-5(n)

e~
for some negligible function §(n).

Proof. A sample from \I/;k can be obtained by sampling x, zo, ..., x; from ¥, and
outputting 25:1 |pz;] (mod p). Notice that

<k<m<p/32,

Z(Lpfﬂﬂ — pz;) (mod p)

since m = (1+¢)(1+n)logp holds for some € > 0. Hence, it is enough to show that
|Z§:1 pr; (mod p)| < p/16 with high probability. This condition is equivalent to
the condition that |Z§:1 x; (mod 1)| < 1/16. Since Zle x; (mod 1) is distributed
as W,/ and ok = o(1/+/logn), the probability that 2521 z; (mod 1) < 1/16 is
1 — §(n) for some negligible function d(n). O
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Theorem 4.2. For the choice of parameters in the presented LWE-based public-key
cryptosystem in the section[{.1], the probability of erroneous decryption of a bit is at
most §(n), where §(n) is some negligible function.

Proof. In the decryption stage one computes b — a - s and in case of encrypted "0,
this is exactly >, g er and in case of encrypted '1’, [p/2] 4+ 3", s €x- According to
Lemma .1} [ 3, s ex] < [p/2]/2 holds with probability at least 1 — d(n). Hence,
> kes €k is closer to 0 than to |p/2] and |p/2]| + ), s ex is closer to [p/2] than to
0, as it is necessary for correct decryption, with the probability at least 1 — §(n).
This completes the proof. n

Next, we will study the security of the cryptosystem.

Definition 4.5. We define A, as the distribution on Z7 x Z, obtained by choosing
a vector a € Z, uniformly at random, choosing e € Z, according to the distribution
X, and outputting (a, a-s+ e), where additions are performed in Z,. We also define
U as the uniform distribution on Zj; X Zj,.

It may seem intuitively reasonable, that being able to distinguish A, from U hints
that the distinguisher has solved the secret s, and hence LWE, or at least has
some information of it. We will now present without proof a result which is formal
statement of this reasoning.

Lemma 4.3. Let n > 1 be an integer and 2 < p < poly(n) be a prime. Let ®
be some probability density function on T and let ® be its discretization on Z,.
Assume that we have access to a distinguisher that distinguishes A g from U for

a non-negligible fraction of all possible s. Then, there exists an efficient algorithm
that solves LWE, .

Proof. See [53, Lemma 4.4] O

The following theorem relates the security of the cryptosystem with LWE by Lemma
[4.3] We will present only a simplified version of the proof.

Theorem 4.4. For anye > 0 andm > (14¢)(14n)logp, if there exists a polynomial
time algorithm W that distinguishes between encryptions of 0 and 1 then there exists
a distinguisher Z that distinguishes between As, and U for a non-negligible fraction
of all possible s.

Note that in order to make the proof simpler, we will regard the distinguisher W
to be an algorithm, which is able to distinguish between two distributions with
perfect accuracy. In [53]| distinguisher is an algorithm, which accepts instances
of one distribution notably more likely than instances of the other distribution.
By notably more likely we mean that the probabilities of accepting differ by
some non-negligible function.

Proof. For the complete proof with more rigorous and accurate version, see [53]
Lemma 5.4].
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Let x := ((ag, bg)72q, (a, b)) where (ag, b)j-, is the public key of the cryptosystem
and (a,b) is either an encryption of ’0’ (case x = xg) or encryption of "1’ (case
x = x1). Let p(x) be the probability of W accepting x. By our special assumptions
mentioned in the note, we assume that W always accepts xo and always rejects x;.
In other words p(x¢) = 1 and p(x;) = 0.

Let y := ((ag, br)jq, (a,b)) where (ay, br)}", is the public key of the cryptosys-
tem and (a, b) is taken uniformly at random from Zj x Z,,, which makes this a sample
of U. Note that every sample from the distribution Ag, is xo. We will build an
algorithm Z to distinguish whether a given input is xq or y. Our goal is to evaluate
the probability of W accepting y, which is p(y). Given a xo we can easily transform
it into x; just by mapping (a,b) — (a, |p/2] +b). As we perform this mapping on
y we obtain y’.

e Using the argument [53 Claim 5.3|, we may conclude that the two distributions
of samples of a that are:

(a) uniformly chosen sum over vectors (ay)}“; in the public key, representing
the distribution of encrypted bits with value '0’; and

(b) uniform choice from Z7, representing As

are statistically extremely close to one another. Therefore, we may assume
that W accepts every sample from Ag,.

e By definition, the sample y from the uniform distribution U has the equal
probability of appearing as a sample as y’ does.

e If W always accepts only one of the samples {y,y’}, then p(y) = 1/2.

e If p(y) > 1/2, then by pigeonhole principle there are instances for which W
accepts both {y,y’}, which is not possible for samples from the distribution
A

S7X'

Assume that Z is given some samples from distribution R which is either Ag, or U.
For each sample z, Z calls W. If W rejects z, then Z rejects R. If W accepts the initial
sample, then W is also called to check z'. If z’ is also accepted, then Z rejects R. If
every sample passes this, then Z accepts R. From the above discussion we conclude
that the probability that a single sample z from U passes, is at most 1/2. Hence,
the probability of erroneous acceptation of U by Z decreases exponentially as the
amount of samples from U increases. O

4.3 LWE and lattice problems

The main theorem in Regev’s work is proving that if there exists an algorithm that
solves LWE,, , efficiently, then there exists a quantum algorithm that approximates
GapSVP and SIVP efficiently. Between the original [52] and the updated [53] ver-
sions, a work by C. Peikert from 2009 [49] appeared and in that Peikert shows that
for exponentially large modulus p there is a classical reduction from GapSVP to
LWE.
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The strategy in proving the desired results is to link these lattice problems to
discrete Gaussian sampling problem DGS, which can be linked to LWE.

Definition 4.6. For a given lattice L, any v € L and any r > 0, the discrete
Gaussian probability distribution on lattice L is defined by

exp(—||v/r[*)
2 e exp(—=llx/r[[?)’

DL,T‘(V) =

Discrete Gaussian sampling problem DGS. Assume that ¢ is a real-valued
function on lattices. Let r > ¢(L). DGS,, is about outputting a sample from Dy, ,.

Definition 4.7. For an n-dimensional lattice L and € > 0, we define the smoothing
parameter 7.(L) to be the smallest s such that

Y exp(—mllsx|?) <e,

xeL*\{0}
where L* is the dual lattice (introduced in section of L, holds.

The meaning of the smoothing parameter n.(L) is that it gives the smallest r
starting from which Dy, behaves like a continuous Gaussian distribution. For in-
stance, if 7 > n.(L), then Dy, outputs vectors that have a norm roughly ||ry/n||
with high probability. On the other hand, if r is sufficiently small, then the samples
are most likely nearly zero vectors.

LWE and DGS

The modified closest vector problem CVP; ; asks to output a closest vector
in L to a given point x, which is promised to be within a distance d of lattice L.

£(n) be a negligible function, p =
(0,1) be a real number such that

Let L be an n-dimensional lattice. Let ¢ =
p(n) > 2 be an integer, and a = a(n) €
ap > 2+/n holds. L* is the dual lattice of L.

Our goal is to show that being able to solve LWE efficiently implies the ability to
solve the modified closest vector problem (part A) in a way that allows us to use
this ability to output samples in DGS (part B) by applying quantum computation.
This links LWE with DGS.

Part A. The first part is to show there exists ¢ > 0 so that the existence of an
algorithm, which is given n® samples from Dy ,, and is able to solve LWE, _ with
polynomial amount of samples implies that there exists an algorithm, which solves
CVP 1. op/(var) Where r > V2pn.(L).

This is proven in the following way. First it is shown that CVPp, 4 can be solved
efficiently if we can solve the same problem in Z, version [53, Lemma 3.5]. We note
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that we can denote L as (n x n)-matrix whose column vectors are the basis of lattice
L. We also denote r«(x) as the closest vector to x in L*. The essential part of the
proof is to use the fact that for a sample v from Dy, we have that

kp-(x) - v = (%) 'k (x) - L7 (mod p),

since L™' = (L*)T. This holds between any choice of vectors of L* and L. Now,
we note that distribution of L~!v is very close to uniform. This implies that we
could think L~'v as uniformly chosen a and (L*)~'xkp-(x) as secret vector s. With
the chosen parameters we may conclude that this distribution is indeed very close
to Agw, for some 3 < a and solving LWE gives the wanted shortest vector rp-(x).
Hence, we can solve CVP . ./ /5, modulo p and thus the main CVP . .5,

Part B. The second part is to show that if there exists an efficient algorithm that
is able to solve CVP . 4, with d < A(L*)/2, then there exists an quantum algorithm
which is able to output a sample from D} =/ s

We follow the informal description of the proof. We begin with creating a uniform
superposition of L*,

> x). (4.3)

An important note compared to what we agreed in section [I]is that now the values of
the amplitudes are taken from probability density function. On a separate register,
we create a Gaussian state

> exp(—llrz®)|z). (4.4)

zeR"

Next, we combine (4.3) and (4.4) and obtain
> exp(—llrz]*)x, x + =).

xEL*
z€R™

Now, the trick is that by uncomputing the first part x we obtain a state

> exp(=nlrzl®)x +2z) = Y <Z Dp.(y) eXp(Qﬂ(Z-Y))> |2),

xeéi zeR™ \ye€L
YAS

and applying quantum Fourier transform we obtain a state that is very close to state

> Dr.(y)ly),

yeL

and measuring this state gives us samples from Dy, ,. However, uncomputing x has
its consequences and only way to recover x is solving CVP with a given x 4+ z. As
almost all of the probability mass of exp(—||rz||?) is on z such that ||z| < /n/r,
being able to solve CVP . s/, is sufficient.
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Hence, assuming that we have n® samples from Dy ,, we are able to solve
CVPprs ap/r by part A and produce n® samples from Dy, //ap) by part B and re-
peat. This creates a link between LWE and DGS, which is that being able to solve
LWE implies that there exists an efficient quantum algorithm which is able to solve
harder cases of DGS.

DGS and lattice problems

We will now show the connection between DGS and lattice problems that are
GapSVP and SIVP. The connection between DGS and SIVP is fairly ’easily’ achieved.
We just have to show that we get the desired n short linearly independent vectors
from the samples of Dy ,.

Lemma 4.5. Poisson summation formula. For any lattice L and any function
f:R"—=C,

f(L) = det(L) (L"),

where f is the Fourier transform of f. Lattice L is again considered to be (n x n)-
matrix whose column vectors are the basis of lattice L.

Proof. [53, Lemma 2.14| O

Lemma 4.6. Let L be an n-dimensional lattice and let r be such that r > \/§n€(L)
where ¢ < 1/10. Then for any subspace H of dimension at most n—1 the probability
that x ¢ H where x is chosen from Dy, is at least 1/10.

Proof. Assume without loss of generality that the vector (1,0, ...,0) is orthogonal
H. Using lemma [£.5] twice we obtain,

Ex~p,, [exp(—m(z1/7)?)]

— L Zexp(—w(\@xl/ﬂZ) exp(—m(x2/r)?) ... exp(—m(zn/1)?)

2 xer XP(=7lx/r(?) £

— det(L*)Tn ex —7T7”1\/_2ex —7T7“22 et ()2
ﬂzx@exm—wux/rl\?)y; p(=m(ry/V2)?) exp(—m(ryp)?) ... exp(~(ry,)?)

det(L*)r" oxo(—tllrv /7312
R arae e DL L
det(L*)r"
N T DA
det(L*)r™ Y ¢ . exp(—n|ry]?)
= T Ay expl—nl/rlP)
S oy oxpl( e /r]])

T VRS exp(—llx/r]?)

(1+¢) <



Corollary 4.7. Let L be an n-dimensional lattice and let r be such that r > \/5775(L)
where ¢ < 1/10. Then, the probability that a set of n* vectors chosen independently
from Dy, contains no n linearly independent vectors is exponentially small.

Proof. Let xi,...,X,2 be n® vectors chosen independently from Dj,. For i =
1,2,...,n, let B; be the event that

dim span(xi, ..., X@-1),) = dimspan(xy, ..., X;,) < n.

If for any i, B; does not happen, then dimspan(xy,...,x,2) = n. We fix the value
of ¢ and assume that

dimspan(xy, ..., X@-1)n) < n.
Now, by Lemma [4.6] the probability that
X(i—1)n+1s - - - s Xin € Span(Xb <. 7X(i—1)n)

is at most (9/10)" = 272 This implies that Pr(B;) < 279 which is sufficient
for completing the proof. m

We now have the elements necessary to link DGS with SIVP. Essentially, we just
have to use LLL-algorithm to solve SIVP,, in vy(n) = 2" case and denote the length

of the result as \,. Then in the spirit of Corollary 4.7, we use DGS oracle to output
n? samples from Dy ., where r; = A\,27%, 1 € {0,1,...,2n} and look for the shortest
solution we find. This idea is used to prove the following lemma.

Lemma 4.8. For any ¢ = e(n) < 1/10 and any ©(L) > 2n.(L), there is a
polynomial time reduction from SI VPq(/a) t0 DGS,.

Proof. See [53, Lemma 3.17]. O

Lastly, we want to link DGS with GapSVP. First, we introduce some closest
vector variants.

In GapCVP,, given a lattice L, distance d > 0 and a vector x the output is YES,
if dist(L,x) < d and NO, if dist(L,x) > v(n) - d.

In GapCVPQ/ given a lattice L, distance d > 0 and a vector x the output is YES,
if dist(L,x) < d and NO, if dist(L,x) > v(n) - d and A\(L) > (L) - d.

According to paper by O. Goldreich, D. Micciancio, S. Safra and J.-P. Seifert from
1999 [28], there is a polynomial time reduction from GapSVP,, to GapCVP’. Hence,
linking DGS to GapCVP’ is sufficient.

Lemma 4.9. For any v = vy(n) > 1, there is a polynomial time reduction from
Ga'pCVP/IOO\/ﬁ'y(n) to DGS\/ﬁ'y(n)/)\(L*)
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Proof. We approach this by NP verifier of coGapCVP introduced by D. Aharonov
and O. Regev in 2004 [2]. Assume that algorithm V takes lattice L, distance d > 0,
vector x and a sequence of vectors wi, wso,...,wy in L* for some N = poly(n).
When dist(L,x) < d the algorithm is guaranteed to reject. When dist(L,x) >
100y/nd and wy, ws, ..., wy are chosen from Dr- 171004y the algorithm accepts with
probability exponentially close to 1. We can use the DGS oracle to make this choice
of sequence wq,ws,...,wy. We accept if and only if V rejects.

In case V accepts we have that 1/(100d) > y/ny(n)/A(n), hence wi, wa,..., Wy
are valid samples from Dy 1/q1004). Moreover, dist(L,x) > 100y/ny(n)d > 100y/nd,
and hence we have correct result with probability exponentially close to 1. O

We hereby have enough justification for the following informal version of Regev’s
main theorem.

Theorem 4.10. Let n, p be integers and o € (0,1) be such that ap > 24/n. If
there exists an efficient algorithm that solves LWE, g, then there exists an efficient
quantum algorithm that approzimates GapSVP and SIVP to within O(n/a) in the
worst case.

As mentioned before, in Peikert’s work [49] it is shown, that there are classical
reductions from GapSVP to LWE. However, removing the quantum part would force
us to relinquish the SIVP part and to assume exponentially large p.

4.4 Ring learning with errors R-LWE

While we now have a strong public-key cryptosystem and evidence of the hardness
of LWE, the cryptosystem is still impractical in terms of efficiency. For instance,
in works by R. Lindner and C. Peikert [39] from 2011 and D. Micciancio and O.
Regev [43] from 2009 it is concluded that the security parameter has to have value
in several hundreds for sufficient security. Combining this with the fact that key size
and required computation times are quadratic in the main security parameter, we
see that efficiency suffers while security is improved. This is one of the motivations in
the works by V. Lyubashevsky, C. Peikert and O. Regev, published in 2013 [40][41],
in which ring learning with errors R-LWE is introduced. This takes the idea of
original LWE to new algebraic levels where similar security is achieved but we also
obtain much more efficient and practical public-key cryptosystem. We give a brief
overview of R-LWE-based public-key cryptosystem.

Let f(z) = 2™+ 1 € Z[z], where the security parameter n is a power of 2, which
also means that f(x) is irreducible over the rationals. Let R = Z[z|/(f(z)) be the
ring of integer polynomials modulo f(z). Let ¢ = 1 (mod 2n) be sufficiently large
public prime modulus, bounded by a polynomial in n. We define R, = Z,[z]/(f(x)).

Key pair generation

e Choose a polynomial a(z) € R, uniformly at random.

e Choose the secret key polynomial s(z) € R with "small" coefficients based
on some probability distribution which we call error distribution that is some
n-dimensional Gaussian.
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e Choose an error polynomial e(z) € R similarly as s(z).
e The public key is (a(z),b(z)) € R, where b(z) = a(z)s(z) + e(z).
Encryption and decryption

e To encrypt n-bit message, present the message as a polynomial m(x) € R
where the coefficients are either 0 or 1, representing the values of the bits in
the message.

e Next, choose polynomials r(x),e;(x), es(z) € R randomly from the error dis-
tribution.

e Compute two polynomials in R, u(x) = a(z)r(zr) + e(z) (mod ¢) and
v(z) = b(z)r(x) + ex(x) + [g/2]m(z) (mod g).

e Output the pair (u(x),v(z)) € R?.

e The message is then decrypted by computing

v(x) —u(z)s(x) = (r(z)e(r) — s(x)er(x) + e2(x)) + lg/2Im(x) (mod g),

where for each coefficient in the resulting polynomial we determine whether
the coefficient is closer to 0 (decryption is '0’) or closer to |¢/2] (decryption
is ’1’) modulo g.

e Since all the polynomials s(x),e(x),e;(x), es(x), r(x) are chosen from the ap-
propriate error distribution, we way trust that decryptions are done correctly
with very high probability like in the original LWE-system.

Semantic security is obtained by showing that the public key is pseudorandom even
though the secret key is a sample of the error distribution. Recovering s(z) from
the public key, which is essentially R-LWE, is anchored to worst-case approximate
SVP on ideal lattices by quantum reductions.

For the concept of ideal lattices we fix an additive isomorphism ¢ mapping the
ring R to some lattice o(R) in R". A trivial example of this is a function that
maps any element from R to a vector in Z" so that the coefficients of the selected
polynomial from R corresponds to the coordinates of the vector in Z™. The family
of ideal lattices for the ring R with embedding o is the set of all lattices o (/) for
ideals I in R.

The strength of R-LWE versus standard LWE is that each computation of b(z)
gives n simultaneous pseudorandom values over Z, whereas in standard version we
get just one scalar. Polynomial multiplications can be performed in O(nlogn) scalar
operations and in parallel depth O(logn) using the Fast Fourier Transform, which
makes the cost of this option small. Moreover, each sample (a,b) € R, x R, in R-
LWE can replace n samples (a,b) € Ly X Ly in standard LWE. This allows reducing
the size of public key and often also the secret key by a factor of n.

The authors interestingly mentions that this system resembles Diffie-Hellman
key exchange and ElGamal, which are based on the quantum-vulnerable discrete
logarithm problem. The discrete logarithm problem can be seen as an attempt to

21



recover s from a® = b in G, where a is the generator of cyclic group G and where
a, b and G are publicly known. The noisy equation a(x)s(z) + e(z) = b(z) in the
public key of R-LWE can thus be seen as noisy version of the same idea as in discrete
logarithm problem. This aligns with our philosophy of trying to add uncertainty to
resist the attacks by quantum computation, which threatens these previous classical
problems that are too deterministic.
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5 Other lattice-based public-key cryptosystems

In this section, we will check two other lattice-based public-key cryptosystems.
These are NTRU, which is promising for real-life applications, and broken GGH as
a warning example.

5.1 NTRUEncrypt

NTRUEncrypt, introduced by J. Hoffstein, J. Pipher and J. H. Silverman in 1998 [30]
is ring-based public-key cryptosystem, which also precedes earlier presented LWE
and R-LWE systems.

Let N, p, g be integers such that ged(p, ¢) = 1 and ¢ is considerably larger than p.
Let L, Ly, Ly, Ly, be sets of polynomials of degree N — 1 with integer coefficients.
We work in the ring R = Z[x]/{z" — 1).

Key generation

e Choose random polynomials g € £, and f € L; in a way that f also has
inverses modulo p and modulo g. Compute (by a modification of the Euclidean
algorithm) these inverses F}, and F, respectively.

e Compute the public key polynomial A satisfying

Fy(z)g(z) = h(z) (mod gq).

e The private key is the polynomial pair (f(z), F,(x)).
Encryption and decryption
e Select the plaintext polynomial m from L, representing the message.
e Choose randomly a polynomial ¢ from L.
e Compute ciphertext polynomial e(x) satisfying

pp(x)h(z) +m(z) = e(x) (mod g)

e The ciphertext e(z) is then decrypted by following steps. First, we compute
a(x) satisfying

f(@)e(z)
=pp(x) flx)h(x) +f(z)m(r) = pe(e)g(z) + f(z)m(r) = a(z) (mod g).
N—_——
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e Next, the coefficients in a(x) are adjusted to be from the interval [—q/2, ¢/2].
This allows, in the case of suitable parameters, the decrypter almost always to
recover a(x) in Z[z]/{xN — 1) as its coefficients are naturally from the interval

[—q/2,q/2].

e Finally, the message is recovered by computing

F,(z)a(z) =0+ F,(x)f(x) m(x) = m(z) (mod p).
=1 (mod p)

Like in LWE, this system leaves room for errors. It turns out that in order to have
a successful decryption we need

If-m+py-glle <q

to hold, where we changed the introduced polynomials to vectors, respectively. How-
ever, by right choices, the probability of successful decryption is in "virtually always”
class. This happens if

If-mlle <g/4 and [py-glle < q/4

For suitable choices of sets £ we can define

L(dy, dy) = {F cR-: F has d; coefficients equal to 1, } .

ds coefficients equal to — 1, rest 0

Example cases of different levels of security by J. Hoffstein, J. Pipher,
J. M. Schanck, J. H. Silverman, W. Whyte and Z. Zhang [31], Table 4],
2017:

e Fix p=3.
e The following parameters are related to definitions of L.

e Parameters d, do, d3 are counts for non-zero coefficients for product form poly-
nomial terms.

e d, is a non-zero coefficient count for private key component g.

e d,, is the Hamming weight of message m.

Classical security est | Quantum security est | N q (dy,ds,ds,dy, dp,)
128 128 443 | 2048 (9,8,5,148,115)
192 128 587 | 2048 | (10, 10, 8, 196, 157)
256 128 743 | 2048 | (11, 11, 15, 247, 204)

Meet-in-the middle attacks. A meet-in-the middle attack, credited to be pointed
out by Andrew Odlyzko, is used against . The attack is based on splitting
f(z) = fi(z) + fa(z) and then trying to find f(z) by trying to match fi(z)e(x)
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approximately with — fo(z)e(z) with different candidate pairs (fi, f2). See the re-
port by N. Howgrave-Graham, J. H. Silverman and W. Whyte from 2003, [32] for
further details.

Multiple transmission attacks. If the same message m(x) is sent multiple times
with different choices for ¢, then it is possible to recover parts of the message.
Assume that the same message is sent k times and ¢;, i« = 1,2,...,k represent
the choice of ¢ for each of these instances. Now, the attacker is able to compute
(ei(x) —er(z))h ™ (z) (mod q), revealing ¢;(z) — p(x) (mod q), and because coeffi-
cients of ¢ are small, recovering ¢;(x) — ¢(z) in R is possible. Hence, it is more and
more easier to recover 1, if k is larger, which is enough to recover m(z). However,
this attack works only against the same message m(z) and other messages are not
threatened.

On lattice-based attack on the private key. Consider 2N x 2N matrix

a 0 ... 0 ho hl e hN—l
0 o ... 0 hN—l ho hN_Q
0 0 a| hy  hy ho
0 0 . 0 ¢ 0 0
0 0 0 O q 0
0 0 ... 0 O 0 ... q
where « is an adjustable parameter and h = (hg, hq,...,hy_1) is the public key

polynomial A transformed into vector form. Let the lattice L be generated by this
matrix. Since h(z) = g(z)f~!(z), lattice L contains a vector

T = (Oéfoaafla o fNZ1, 90,1, - - >9N—1)‘

Recovering 7 will recover the private key. By heuristic arguments we may expect
that the length of the shortest vector is

Nagq
5= ,
e

o - 2relflllel
h — Nq

so that ||7|| = ¢xs holds. Note that ||f]| and ||g]|| are public quantities. Now finding
T is easier, if we know the shortest vector in L but this is essentially the shortest
vector problem and the problem of finding 7 is harder if ¢;, ~ 1. Hence, we have
evidence that solving SVP would break NTRUEncrypt, but in the other hand there
is no equivalence.

and that we have
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As we earlier compared R-LWE-based system to Diffie-Hellman key exchange
and ElGamal, it is fair to mention that NTRUEncrypt is compared to RSA. This is
because the security is based on the hardness assumption of factoring polynomials
in a certain way. This is also more efficient than LWE-based systems but on the
other hand, the security is not as strongly proved, see for example work by Y. Wang
and M. Wang from 2022 [62].

5.2 Broken GGH

After the discussion of security of NTRUEncrypt we will now study lattice-based
public-key cryptosystem GGH, introduced by O. Goldreich, S. Goldwasser and S.
Halevi in 1997 [27]. The system has been then broken by serious vulnerability
discoveries by P. Nguyen in 1999 [48)].

Definition 5.1. Let B be a real non-singular n x n matrix. The orthogonality
defect of B is defined by

LTy [Ibe]

orth-defect(B) := [ det(B)]

where by, is the k-th column in B. Moreover, the dual orthogonality defect of B is
defined by

" |b
orth-defect*(B) := %,

where by, is the k-th column in B~L.
Key pair generation

e Generate two matrices B and R that represent two different bases of the same
lattice L so that B has high dual-orthogonality defect and R has low. Select
real number 0. We declare (B, o) as the public key and R as the private key.

Encryption and decryption

e The message is put to vector v € Z". The error vector e is constructed in a
way that each entry of this vector is chosen uniformly at random from the set

{_07 U}'
e The ciphertext is c = Bv + e.

e To decrypt, we use Babai’s round-off algorithm by L. Babai, 1986 [7]. We
represent ¢ as a linear combination on the columns of R and then round the
coefficients of the linear combination to nearest integers to get a lattice point.

The representation of this lattice point as a linear combination on the columns
of Bis v.
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At the time it was presented that solving CVP, which is known to be NP-hard by
P. van Emde Boas [11] from 1981, would suffice for recovering c. This is based
on the nearest-plane attack, which is based on another algorithm presented in [7].
The algorithm is given ¢ and a LLL-reduced basis of the lattice L and it outputs
a certain hyperplane closest to ¢ and the projection of ¢ onto the hyperplane. As
the projection lies on the hyperplane, spanned by the basis of (n — 1)-dimensional
sublattice, all we essentially have to do is to find the vector in this sublattice closest
to the projection.

However, as we warned earlier, there are two major flaws in this cryptosystem,
as Nguyen pointed out in [48]. Firstly, any ciphertext leaks information about the
plaintext, and secondly, the CVP instances can be reduced to special cases that are
much easier to solve. The first vulnerability is based on the observation that since
all the entries in e are either —o or o, we can by s = (0,0,...,0) obtain

c + s = Bv (mod 20),

which essentially recovers the secret part modulo 20. It is then shown, that by very
high probability solving v modulo 20 leads to a few easily computable possibilities
for the original v and thus recovering v at least partially becomes feasible.

The second vulnerability is based on the same observation. Let vs, denote
v (mod 20). Now

¢ — Bvy, = B(v —vy,) +e.

By defining v’ so that v — vy, = 20v’, holds we obtain

, e
—20_ = Bv + %

As we know the rational point (¢ — Bvay,)/(20), solving v’ is a CVP instance, but
now every entry of e/(20) is either —1/2 or 1/2, making this CVP instance much
easier. In this new case the length of error vector is \/n/4 and in the earlier case it
was oy/n. Solving v’ allows us to recover v.

The main flaw in GGH seems to be the too precise form of the error vector. This
could be fixed by choosing the entries uniformly from the interval [—o, o], but it
would create much shorter error vectors, which creates easier instances of CVP.
However, these attacks are statistical in a way, as they reveal information about the
secrets and attacks are likely to succeed in a feasible amount of time. This could
point to just increasing dimensions in the scheme to make it more secure, but the
drawback is that efficiency suffers crucially and it is hard to regard GGH practical
anymore.

This example can be seen as a warning example of design flaws. Even though
it seems that solving a hard lattice problem recovers the private key, it does not
mean that the recovering problem’s hardness is equal to the hardness of the lattice
problem. In the case of NTRUEncrypt, we might see something similar, even though
it is still considered secure. NTRUEncrypt however does not seem to have similar
structure of "too predictable randomness” as GGH.
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6 On post-quantum era

In this section we look into the current state of quantum computing and discuss the
needed capabilities for quantum computers to make classical public-key cryptogra-
phy schemes vulnerable. We also discuss the National Institute of Standards and
Technology of the United States NIST project of standardization of post-quantum
cryptography and also a little bit about quantum hype and the question whether
quantum advantage or supremacy is ever going to be achieved.

6.1 Current state of quantum computing

Ever since the theoretical model of quantum computing has been around, attempts
to actually build a functional quantum computer has been a goal for companies and
governments worldwide. From early 2-qubit computers by N. Gershenfeld and I. L.
Chuang [24] and a demonstration by J. A. Jones and M. Mosca [33] in the late 1990’s
the current quantum computers have evolved to around 1000 qubits at best like Atom
Computing’s computer [64] or IBM Condor [67]. First successful demonstration of
Shor’s algorithm was achieved in 2001 by a group from IBM (Vandersypen et al)
[61] where semiprime 15 was successfully factored into 3 -5 by a 7-qubit quantum
computer.

Quantum advantage or quantum supremacy refers to a point where quantum
computers achieves something that is considered to be infeasible even for the most
efficient classical computers. In case of the Shor’s algorithm, current estimates for
feasible factorizations of semiprimes meeting the current security standards of RSA
(2048 bit key) are in millions of qubits (see e.g. Google’s recent preprint by C.
Gidney from 2025 [25]). Comparing this to the current situation, we are still very
far away. However, the study reduced the earlier estimate from around 20 million
qubits to one million. Some estimates say that quantum advantage could be achieved
somewhere in the 2030’s. Even today there is a common saying that goes "harvest
now, decrypt later" referring to the fact that if encrypted messages are captured
and stored, then they might be decrypted in the future. This is a good reason to
consider using post-quantum cryptography schemes even today.

6.2 NIST post-quantum cryptography standardization

National Institute of Standards and Technology NIST, an agency operating under
the government of the United States, runs a project of standardizing post-quantum
cryptography. In 2024 NIST published [68] first post-quantum encryption stan-
dards where FIPS203 [46] is considered to match the public-key cryptography per-
spective we have in this thesis. It gives a standard of Module-Lattice-Based Key-
Encapsulation Mechanism ML-KEM based on CRYSTALS-KYBER, introduced by Bos
et al in 2018 [12]. The purpose of this mechanism is to create a shared secret
key between two parties over insecure channels, which allows symmetric encryption
schemes in further communication. Security is based on the hardness of module
learning with errors M-LWE. This is another iteration after R-LWE as the used
modules are basically cartesian products of certain polynomial rings.
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Interestingly, while this ML-KEM standard is approved by NIST, it includes some
public-key cryptography schemes that are not approved to be used as stand-alone
schemes [40, Section 5|. Also, ML-KEM is approved to be used for protection of
sensitive, but non-classified communication systems of the U.S. Federal Government
[46, Section 1.1]. This might be reasonable due to the fact that this is relatively new
scheme, and, as it is mentioned in the document, ML-KEM is "presently believed"
to be secure. To address these concerns, NIST recently announced in 2025 [69] that
HQC algorithm is selected to serve as backup, should weaknesses in ML-KEM to be
discovered. The algorithm was proposed in 2018 by C. Aguilar-Melchor, O. Blazy,
J.-C. Deneuville, P. Gaborit and G. Zemor [I] and it is based on the difficulty of
decoding random quasi-cyclic codes, which is inspired by R-LWE but is significantly
adapted to the coding theory setting.

NIST’s 2024 report on transition to post-quantum cryptography standards [45]
mentions year 2035 as a goal for adapting post-quantum era standards (see [45],
Section 4.1]). Level of urgency depends on levels of confidentiality and risks, as we
keep the harvest now, decrypt later mentality in mind. Legacy systems might pose
structural challenges for this project. Year 2035 as a target is also mentioned in the
European Union’s post-quantum cryptography transition roadmap [66].

6.3 Quantum hype and practical challenges

As the race towards achieving quantum supremacy is on, it is also fair to discuss
about the practical problems related to quantum computing and how the hype
around the quantum affects the field. One may see analogies in recent advances in
artificial intelligence technologies and the race towards artificial general intelligence,
but we will not discuss about Al any further.

Since quantum computing would theoretically provide efficient algorithms to
solve problems from cryptanalysis to other fields, it does raise a lot of expectations,
fear and funds of investors. Therefore it might be tempting to make claims, which
exaggerate the current or near-future capabilities of quantum computing. 1. Barmes,
C. Soutar and A. Veliz from Deloitte in 2025 write nicely about the hype from
cryptanalysis perspective [65]. They point out that non-specialists following the
progress might misunderstand the meaning of some achievements, which leads to
exaggerating reports in the media. For example the amount of qubits is not the only
issue since dealing with quantum error correction is a major challenge. The authors
offer a framework to bridge the gap between non-professionals and researchers in
the field.

We mentioned earlier that there has been successful demonstrations of factoring
small semiprimes by Shor’s algorithm with quantum computers. However, we should
be more critical towards the meaning of these demonstrations. In 2013 paper [59] J.
A. Smolin, G. Smith and A. Vargo point out that demonstrations of Shor’s algorithm
have always been simplifications which depend on knowing the correct answer in
advance. They then demonstrate that basically any large semiprime can be factored
even with a small quantum computer if we simplify the Shor’s algorithm and exploit
the fact that we already know the factors. Hence, it is not the size of the semiprime
with respect to the amount of qubits what matters the most if we have this approach.
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J.-Y. Cai in 2024 [I4] showed that Shor’s algorithm will almost surely fail with
factoring a semiprime N = pq even in presence of small noise if p — 1 has a prime
factor larger than p*? and ¢ — 1 has a prime factor larger than ¢*/® respectively.
Primes with such property have a positive density among all primes [14, Theorem 4
(Fouvry)|. Cai is also skeptical about the possibility of achieving arbitrary precision
from a point of view that quantum mechanics is not and is not meant to be infinitely
accurate description of reality. To support this view, the author gives a reasoned
opinion that the standard model used to describe qubit is only approximately true.
In a 2024 follow-up preprint J.-Y. Cai and B. Young [15] show that similar failure
of Shor’s algorithm in presence of noise is expected in the version designed for
solving the discrete logarithm problem. Y. Kurman, L. Ella, N. Halay, O. Wertheim
and Y. Cohen in 2024 [37], studied the hardware needed for factoring 21 by Shor’s
algorithm with error corrections, which in successful case would be a step towards
error corrected Shor’s algorithm.

In 2023 paper T. Hoefler, T. Haner and M. Troyer [29] offer more pessimistic
views towards quantum computing by claiming that most of today’s quantum al-
gorithms may not achieve practical speedups. However, they still consider Shor’s
algorithm with exponential quantum speedup to be in the practical class. The ques-
tion whether quantum advantage is actually achieved might not always be clear
either. For example a group from IBM (Kim et al.) published in 2023 [35] a re-
sult suggesting that even in pre-fault-tolerant era they found a physics problem
which they managed to solve with a noisy 127-qubit processor "at a scale beyond
brute-force classical computation." After this in 2024 J. Tindall, M. Fishman, E.
M. Stoudenmire and D. Sels [60] showed that in fact, this problem can after all be
solved by a classical computer in a way that outperforms the quantum processor.
We have to remember that many problems are just believed to be hard for classical
computers but we do not know if they actually are that hard. For example we do
not even know whether P # NP is true even though many believe so.

From a cryptographic perspective, it is justified to be critical towards the future
capabilities of quantum computing and whether there is actually need to perform
arduous and expensive transition into post-quantum schemes. However, the research
in quantum computing is advancing and hardwares and error corrections are only
getting better and software design is only getting better and problems might be
solvable with less qubits. Most importantly, being wrong with an assumption that
quantum computers would not pose a threat against classical encryption schemes is
the most expensive outcome. It is too late to perform the transition after current
schemes are no longer secure.

In an article by M. Brooks from 2023 [13] it is nicely summarized that quan-
tum computers are now good for absolutely nothing but researchers and firms are
optimistic. One should expect that advance happens slowly but steadily. A quote
by W. Hensinger from University of Sussex goes " There’s not going to be this one
point when suddenly we have a rainbow coming out of our lab and all problems can be
solved." This is also good to keep in mind after being critical towards the significance
of some achievements in quantum computing.
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7 Discussion

Advances in the research of quantum computing combined with the theoretical ca-
pabilities foresee uncertain future in secure communication. The basic template
of public-key cryptography has remained simple with relatively simple encryption
schemes and their security is based on simple number theoretic assumptions. The
rules of the game are about to change and even with the most pessimistic opinions of
the possibility of achieving quantum advantage there is bound to be some feelings of
urgency with implementing post-quantum schemes. Achieving quantum advantage
will most likely do a lot of good things in many fields of science but obviously this
is not necessary the case in cryptography.

The change in the philosophy of public-key cryptography is that we can no longer
rely on simple hard problems with clear hidden solution and we have to implement
controlled randomness and structures that are easy to generate but hard to explore.
Lattices are like this, since it is easy to just define it to be a linear combination
of given base vectors but it does not immediately tell how the lattice "looks like".
However, something similar can be seen with the set of prime numbers. It is easy
to define the set of prime numbers but we still do not understand the patterns
of its distribution completely even though prime number theorem gives us good
approximations. Shor’s algorithm, however exploits the known algebraic structure
of residue systems, but also the reason why RSA works in the first place is the known
structures of these systems.

Lattice-based schemes and especially learning with errors introduce ways to hide
structures in the randomness. A distribution that seems completely random, but is
actually manipulated in a way that the one who knows how it was manipulated can
distinguish whether the samples are from it or from actually uniform distribution,
opens a door for bitwise encryption. Same message can be encrypted in multiple
ways without padding with different encryption values, which is not the case in RSA.
The secret is not hard-coded in the structure in a similar sense as in earlier public-
key schemes because of the introduced errors. What is important is not the exact
key vector the decrypter has but any vector which gives similar distribution of small
errors. If one tries to break the system, they have to make a statistical judgment
call in evaluation whether the obtained key vector works or not and there is no exact
answer to this unlike in factorization of integers or discrete logarithm problem. The
downturn of adding random errors is the possibility of errors in decryption, but this
usually has negligible probability.

We may evaluate the time complexity of RSA encryptions and decryptions by
the time complexity of modular exponentiation. In a book by K. H. Rosen, a fast
algorithm for modular exponentiation is presented [55, Algorithm 5, Section 4.2.4]
and according to that the number of bit operations for encryption is O((log N)? log €)
and for decryption O((log N)?logd), where e is the public key, d is the private key
and N is the public modulus, which is also the key representing the security of
the whole system. Currently 2048-bit key for N is widely considered secure, but
stronger keys might be needed in the future. We mentioned in section that
in standard LWE, the key sizes and computation times are quadratic in the main
security parameter. The key size, however has to be in several hundreds if the
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message carries even some way meaningful information like a 128-bit key. Hence,
the standard LWE is not expected to be efficient especially if the length of the
message grows. This was one motivation for developing LWE system in rings and
modules.

It is fair to acknowledge that what makes lattice-based cryptography a good
candidate for post-quantum cryptography is in the end based on the fact that we
just believe it is secure even against attacks by quantum computers. Nobody has
(yet) figured out quantum algorithms to perfom attacks efficiently. There has been
attempts and sometimes preprints appear where author(s) claim it is possible. One
example was in 2024, when Y. Chen [16] suggested that LWE could be solved in
polynomial time by quantum computers. However, a bug was later found and even
the suggested discovery would not have directly threatened the practical R-LWE-
based schemes. Still, papers like this appearing might be scary from the security
perspective. It is also good to keep in mind that belief is also the case with classi-
cal security today. We have not proved that there is no polynomial time classical
algorithms able to factor integers but we just assume so. Indeed, this aligns with
the more general question of whether P = NP or P # NP where the latter option
is usually considered to be more likely.

Concluding remarks

Development of quantum computing is currently probably the second largest buzz
after Al in the technological sector. At the moment we can just speculate what is
in the end possible and what is actually realistic timetable regardless of aggressive
roadmaps of big companies. Cryptography, like all the cyber security related areas,
is constantly impacted by the changing world. There is so much at stake that it
is highly recommendable to begin the transformation to post-quantum era in the
cryptography schemes. Public-key cryptography is much more vulnerable to quan-
tum attacks than symmetric cryptography, where two parties already have shared
secrets.

Following the standardization project of NIST is a good way to see what schemes
are currently recommended. Learning with errors and lattice problems seems to have
been accepted as strong enough base for security and in this thesis we have seen the
basic structure how it works and why we should believe in its security. Still, like
NIST pointed out, we are maybe not confident enough to leave backups out of
consideration. Standard LWE is not directly applied in practical schemes but the
same idea is used in developed versions of LWE. The structures of new schemes
are very different compared to RSA or E1Gamal we are used to and this means that
cryptography designs have to take much more complex and theoretical structures
into account. Hence, the transformation project will probably take a lot of time.

It is exciting to see what future brings despite the possible threats against se-
curity. Whether one believes in quantum mechanics giving us computational ad-
vantage, the impact of threats realizing is so strong that there is no good reason
not to start preparing. Studying lattice problems, learning with errors and schemes
like NTRUEncrypt will gives us tools what we will likely need in the transformation
process. Quantum mechanics might also offer some help in secure communication.
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Quantum key distribution QKD applies quantum mechanics to create a shared se-
cret key between two parties in a secure way. Applying quantum mechanics this
way which is beneficial in cryptography rather than cryptanalysis, like in the main
perspective of this thesis, was already proposed by S. Wiesner in the late 1960’s, but
the paper was way ahead of its time. The manuscript [63] was eventually published
in 1983. In 1984, C. Bennett and G. Brassard [§] introduced BB84 QKD protocol
in which one party prepares quantum states of photons and another party measures
them and the laws of quantum physics reveal whether the transmission has been
disturbed by an eavesdropper.
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A Python demonstration of the LWE-cryptosystem

The following Python code creates the LWE-based cryptosystem introduced in sec-
tion with a given security parameter n, which is adjustable in the beginning. It
also takes a parameter length and creates a message, which is length randomly
chosen bits and demonstrates the encryption and decryption procedure by printing
the results bitwise. It also prints the total amount of errors in the decryption. The
code is meant for illustrative purposes. Increasing the security parameter to secure
levels easily increases the running time as was discussed in the motivation of R-LWE
in section [£.4]

import numpy as np
from numpy import random

#adjustable parameters:

n = 50 #security parameter
length = 10 #length of the message

#Finding parameter p
def isPrime(n):
if n < 2:
return False
if n == 2:
return True
if n%2 == 0:
return False
for i in range(3,int(np.sqrt(n))+1,2):
if n%i == 0:
return False
return True

SearchPrime = True
while SearchPrime:
p = random.randint (n**2,2%xn**x2+1)
if isPrime (p):
SearchPrime = False

#0ther parameters

m = int ((1+n)*np.log(p))+1
alpha = 1/(np.sqrt(n)*(np.log(n)) *x2)

#Setting up the cryptosystem

#generating secret vector s

s = {}

for i in range(n):
s[i] = random.randint (0,p)

#generating vectors a

a = {}

for i in range(m):
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temp = {}
for k in range(n):

temp [k] = random.randint (0,p)
ali]l = temp

#generating b’s with errors

b={}

for i in range(m):
temp = alil
b[i] 0
for k in range(n):
bl[i] = (b[il+alil[k1*s[k])%p
e = int(np.round((random.normal (loc=0,scale=(alpha/(np.sqrt (2%
np.pi))))*p)%p))
b[i] = b[i] + e

#Creating random message based on the given length

#Message can be customized and also list format works in the code.
However , length parameter has to match with the customized
message .

message = {}

for i in range(length):
message [i] = random.randint (0,2)

#Encryption and decryption methods

def encryption(bit,n,m,p,a,b):
r = random.randint (2,m)
subset = np.random.choice(m,r,replace = False)
enc_a = {}
for i in range(n):
enc_al[i] = 0
for sub in subset:
enc_al[i] = (enc_alil+alsubl[i])%p
enc_b = 0
for sub in subset:
enc_b (enc_b + blsubl)%p
if bit ==
enc_b (enc_b + int(p/2))%p
return (enc_a,enc_b)

1:

def decryption(s,p,n,enc_a,enc_b):

check = 0

for i in range(n):
check = (check + s[il*enc_ali])%p

result = (check-enc_b)%p

result = result/p

if (result > 0.25 and result < 0.75):
return 1

else:
return O
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#Encryption and decryption demonstration
99

10 errors = 0

101

102 for i in range(length):

103 (x,y) = encryption(message[i] ,n,m,p,a,b)

104 d = decryption(s,p,n,x,y)

105 print ("Sample: "+str(i)+" | Encrypted bit: "+str (message[i])+"
| Decrypted bit: " + str(d)) #prints bitwise results, can be
removed

106 if (messagel[i] != d):

107 errors = errors + 1

108 print ("Decryption errors: " + str(errors)) #prints the total amount

of errors
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B Use of Al

In this thesis, Writefull for Overleaf integration has been used for copyediting pur-
poses.
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