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Abstract: Creating, sharing, and using data are expected to lead to the development of new
innovative business models. This study investigates the interplay between business model
change, ethical data practices, and participation in data ecosystems in fostering data-driven
innovation. Using survey data from 1200 European companies, analyzed through partial
least squares structural equation modeling (PLS-SEM), the findings reveal that while firms
recognize the potential benefits of data, business model change alone is insufficient to
drive innovation. Instead, active engagement in data ecosystems and adherence to ethical
data practices together have a significant positive impact on data-driven innovation. This
research contributes to the business model innovation literature by highlighting the role
of ecosystems and ethical governance in shaping sustainable data-driven innovations.
This study also provides practical insights for firms seeking to transition toward more
collaborative and ethically grounded data-driven business models.

Keywords: business model innovation; data-driven innovation; data ecosystems; ethical
data practices

1. Introduction

The global economy heavily relies on data as a multifaceted asset. Creating, sharing,
and using data are expected to lead to innovative new business models (BMs) [1]. According
to the European Commission [2], data-driven innovations are anticipated to be crucial in
enhancing productivity and resource efficiency. Companies can leverage digitalization and
big data analytics to transform their BMs, as indicated by [3-6]. Research shows that a
company’s data analytics capabilities drive BM innovation [4-8] and that a data-driven BM
impacts a firm’s performance [5].

Recent research especially within the Industry 4.0 context suggests that innovative
companies need to invest efforts in creating and participating in data ecosystems [9-12]. By
engaging in these ecosystems, companies gain access to a broader range of data sources
and collaborative opportunities. This ensures they stay up to date with the latest industry
trends and technological advances [13]. Reinforcing this notion, the European data strategy
aims to position the EU as a leader in a data-driven society by fostering the development of
data ecosystems. EU has strongly supported the creation of data ecosystems, or data spaces,
between trusted partners where businesses have easy access to high-quality industrial data,
boosting growth and creating new BMs and value [2,14].

However, the European data strategy [15] also includes strong regulations and rules
for storing and sharing data to ensure that personal and sensitive business data are secure.
Also, the research literature consistently underscores the necessity of proper data-handling
practices [16]. Factors such as low-quality data, unclear ownership, and ambiguous usage
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rights have been recognized as significant impediments to data-driven business [17-20].
While regulations play a pivotal role in safeguarding against improper data use and
potential violations of privacy and trade secrets [21,22], they can also serve as obstacles to
the innovation of new data-driven BMs [23-25]. Taken together, these findings underscore
the importance of ethical data practices in innovating data-driven business [26,27].

While research on data-driven BMs has expanded, critical gaps remain in understand-
ing how three interconnected factors—BM change, ethical data practices, and ecosystem
participation—contribute to successful data-driven innovation. The current literature em-
phasizes technological capabilities [4] and organizational data competencies [5-8], with
limited exploration of ecosystem co-creation potential [28]. However, the complex interplay
between ecosystem engagement, ethical data governance, and BM change in driving data-
driven innovation remains understudied. This research addresses this gap by examining
how these factors collectively enable data-driven innovation and foster responsible business
practices. Using structural equation modeling (PLS-SEM) on data from 1200 European com-
panies, we investigate the following question: “How do potential benefits from data drive
BM change and data ecosystem participation, ultimately enabling data-driven innovation
through ethical data practices?”

This study contributes to the literature on BM innovation by highlighting the signifi-
cance of data ecosystems that promote the ethical use of data when introducing data-driven
innovations [28,29].

The structure of this paper is laid out as follows: We begin with a theoretical frame-
work elaborating on the formulation of the research hypotheses and the research model.
Subsequently, we provide an in-depth analysis of the data, covering aspects like the model’s
validity and reliability, as well as the conceptual framework. Finally, we engage in a dis-
cussion of our findings. We conclude by showing that when introducing new data-driven
innovations, companies should change their BMs but also take part in data ecosystems that
make it easier to adopt ethical data practices. This paper concludes with a discussion of the
limitations of this study and suggestions for future research.

2. Theoretical Framework
2.1. BM Changes and Business Potential

A BM consists of key components such as customer segments, revenue streams, costs,
resources and tasks, partners, and distribution channels, and provides a framework for
understanding how these elements interact within the overall business structure [29-32].
From an architectural perspective, a BM defines the processes involved in creating and
delivering a specific value proposition to both existing and potential customers, as well as
the mechanisms through which a company captures the value it generates [6,30].

BMs are structured upon three interdependent dimensions: value proposition, value
creation, and value capture. These dimensions constitute a comprehensive framework
through which organizations conceptualize, implement, and monetize their strategic
initiatives [33]. The value proposition dimension encompasses an organization’s offer-
ing to its target market segments. This proposition delineates specific products, services,
and solutions designed to address identified market needs while adhering to stakeholder
expectations. Value propositions may generate multifaceted benefits, incorporating eco-
nomic returns, social impact, and environmental sustainability considerations [34-36].
Value creation, in turn, involves the processes and activities through which a company
develops its value proposition and delivers it to customers. It requires the integration of
resources, capabilities, and partnerships to produce offerings for the customer [37]. Last,
value capture pertains to the mechanisms a company employs to retain a portion of the
value it has created, thereby generating revenue and profit. It involves setting appropriate
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pricing strategies, cost structures, and revenue models that ensure the company can sustain
its operations and achieve financial objectives [29,38,39].

BMs are not static, but companies may evolve their models to respond to changing
market demands or pursue new growth opportunities [40-45]. Such modifications can vary
from minor tweaks in specific components of the BM to a comprehensive transformation of
the whole framework [46,47].

A data-driven BM is defined as a BM where data are a core component [29]. Data
can be utilized in several components of the data-driven BM: data can be a key resource,
data analytics can be the key activity to generate customer value, or data or information
can be integrated into the value proposition [48,49]. Data-driven BMs have increasingly
been noted as a means to enhance business competitiveness [50]. It has been most visible
in the consumer market [51], but the continual digital transformation in the industrial
sector, commonly referred to as “Industry 4.0”, also signifies a growing emphasis on data
utilization within the industry [20,52].

One of the key drivers of data-driven BMs is the rise of new technologies that enable
data collection, storage, and analysis at a massive scale; for instance, research [6] contends
that a firm’s proficiency in big data analytics has a positive impact on its capacity to
innovate its BM. Additionally, according to [4] businesses that proactively utilize social
media, big data, and information technology can boost their performance by transforming
their BMs and amplifying their innovation potential.

However, the results from capitalizing on these opportunities differ. A classic example
is Rolls Royce’s "Power by the Hour" service BM for its jet engines [53] and the more recent
CHAT GPT [54] shows how data-driven BMs can create value for both businesses and
their customers. On the other hand, there are some notorious failures, such as the startup
company Cambridge Analytica, which obtained personal data from Facebook without user
consent and used these data to target political ads [55]. The above examples verify how
expectations from data utilization do not automatically translate into successful innovation.

Research shows that companies often modify their BMs to meet strategic objectives
like boosting profitability, business expansion, or penetrating new markets [56]. As such, if
a firm recognizes the potential advantages that data can offer, it would be incentivized to
alter its BM to capitalize on these benefits [40—43,57,58].

In summary, the literature suggests that companies that leverage data can enhance
their performance and innovation capacity by transforming their BMs. Changes to BMs
are driven by the prospective advantages of enhancing profitability, growing existing
operations, or breaking into new markets. Thus, the following hypothesis is proposed:

H1. Potential benefits from data are positively related to BM change (see Figure 1).

Ethical data
practices
H3 H7
Potential / \ Data-
benefit Hl  BM H5 ;
S — driven
from Change . -
innovation
data \ H4
H2 H6
Data
Ecosystem
participation

Figure 1. The research model.
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2.2. Data Ecosystems

Data-driven innovation often requires capabilities beyond individual organizations.
Data ecosystems enable multiple entities—including companies, government agencies, and
stakeholders—to collaboratively exchange and utilize data [11,13,59-61]. Through these
ecosystems, organizations access diverse data sources and shared knowledge to develop
innovative solutions [59-62].

Platform-based ecosystems facilitate structured data exchange between partici-
pants [62] while emerging public data spaces operate independently of single commercial
entities. The European GAIA-X initiative, led by the International Data Spaces Association,
exemplifies this trend, providing a federated infrastructure governed by European data
protection standards [14]. This infrastructure enables both private and public organizations
to enhance their data-driven BMs through external data integration.

Research on data ecosystems encompasses several dimensions: definitions and tax-
onomies [61,62], technical architecture [13], governance mechanisms addressing trust, data
rights, and coordination [20,63,64], and value [28,65-67]. Recent studies highlight ecosys-
tem participation’s strategic importance, with approximately one-third of organizations
actively engaging in data-sharing partnerships [66]. This trend suggests that as compa-
nies modify their BMs to leverage data assets, they increasingly participate in ecosystem
collaborations to access complementary capabilities and resources.

H2. BM changes are positively related to participation in data ecosystems.

2.3. Ethical Use of Data

The literature indicates that numerous companies continue to ground their innovation
processes in a non-digital past [63]. For innovation to effectively derive from data, several
modifications in companies’ innovation activities are needed, including support from senior
management and the cultivation of an organizational culture with a focus on data. Ethical
data practices refer to the fair and responsible handling of personal and business data by
organizations. These practices ensure that data are collected, analyzed, and shared in a
way that is secure, transparent, and respects the privacy and rights of individuals and
businesses [64]. For example, the General Data Protection Regulation requires organizations
to safeguard personal data and respect the privacy rights of individuals within the EU.
Thus, companies could be held accountable for actions that breach their customers’ privacy,
especially when processing data for purposes not explicitly approved by their customers,
presenting a potential risk—and this risk amplifies if companies share data with business
ecosystem partners and subsequently cede some control over that data [68]. This requires
even more emphasis on ethical data practices.

Therefore, scholars emphasize that mere adherence to legal mandates is not enough.
Explicit processes and approaches need to be implemented to champion ethical data
practices [69]. Ethical data practices involve using data in ways that create social, envi-
ronmental, and economic value while minimizing negative impacts on society and the
environment [66]. Moreover, companies need to adhere to intellectual property, copyright,
and non-disclosure obligations. Some examples are provided in the Table 1. below.

These practices are to ensure that data are handled in a responsible and fair manner,
which helps to build trust with customers and other stakeholders. Thus, we hypothesize
the following;:

H3. BM changes are positively related to ethical data practices.
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Table 1. Ethical data practices.

Practice

Description

Privacy
Data security

Ethical code of conduct

Transparency

Data sovereignty

Portability

Consideration of rights

CSR

Allowing users to control the terms under which their personal data are acquired and used [70].
Protecting data by implementing strong data encryption and secure data storage protocols [71].
Implementing ethical codes of conduct for data collection, use, and sharing, and enforcing penalties
for violations [72].

Being transparent about data collection and use practices and providing regular updates to customers
and stakeholders [73,74].

Ensuring that individuals and businesses have control over their data, such as giving users the ability
to opt in or opt out of certain data processing activities [75] and allowing them to easily access, manage,
and delete their personal data [76].

If the user wishes to do so, allow the data to be used in other services outside our company [21].
Consideration of rights beyond the legal minimum (e.g., GDPR, Data Act, Data Governance Act), such
as prohibiting harassment on social media platforms [77].

Incorporating data privacy and security practices into corporate social responsibility (CSR) reporting [78].
CSR communicates data practices for stakeholders [79].

Furthermore, the literature suggests that participating in data ecosystems has an
impact on the adoption of ethical data practices [80,81]. This is because data ecosystems
facilitate knowledge sharing and collaborative learning. Organizations can learn from
each other’s experiences, mistakes, and best practices, leading to the collective adoption of
more ethical data practices. It often agrees on shared standards and best practices for data
handling, use, and sharing [59,61]. Data ecosystems, such as GAIA-X promote the use of
shared technologies and tools that are designed with ethical considerations in mind [14].
The inherent transparency in such systems encourages ethical data handling since any
misuse can be more easily identified and traced back. Thus, we hypothesize the following:

H4. Participation in data ecosystems is positively related to ethical data practices.

2.4. Data-Driven Innovation

According to the existing literature, data-driven innovation is defined as business
innovation that leverages data and has the potential to create both positive economic and
social outcomes [29]. Innovative firms continuously invest in processes that help them
introduce new products and services to the market. Through gathering and analyzing
data from diverse sources, a company can discern how customers perceive the value of
its offerings. This understanding can further guide the company in innovating ways to
deliver even greater value to the market. The previous literature suggests that instead of
introducing radical innovations at once, the companies should experiment with smaller
changes in their BMs first, thus learning while reconfiguring [82]. As an example, a change
in a BM to a more customer-centric approach can facilitate data-driven innovation by
enabling the company to better understand its customers’ needs and preferences and
to develop innovative solutions that address these needs [83]. Therefore, we examined
whether changes to BMs increase data-driven innovation with the following hypothesis:

H5. BM changes are positively related to data-driven innovation.

The literature also suggests that participation in data ecosystems can enhance data-
driven innovation for several reasons: ecosystems consisting of various stakeholders help
to access diverse data that can provide new insights and perspectives, which is critical for
innovation [13]. They facilitate collaboration and knowledge sharing among participants.
Such a cooperative setting promotes the sharing of ideas, optimal practices, and novel
methodologies for data gathering and utilization, which in turn amplifies data-driven
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innovation [84]. Data ecosystems often involve the use of advanced tools and technologies
for data collection, processing, and analysis [61]. Participating in such ecosystems allows
firms to access and leverage these tools and technologies, thereby enhancing their data-
driven innovation capabilities. Therefore, we propose the following hypothesis:

H6. Participation in data ecosystems is positively related to data-driven innovation.

Ethical data practices are expected to create a foundation of trust among stakehold-
ers [85]. When users, customers, and partners trust that an organization is handling data
ethically, they are more inclined to share data, collaborate, and support data-driven initia-
tives. The higher quality and quantity of data can subsequently fuel more meaningful and
innovative insights. Ethical practices often align with current and emerging regulations
related to data privacy and usage. Compliance ensures that businesses do not face legal
impediments or penalties. Also, by adopting ethical data practices, organizations may
avoid potential pitfalls associated with data misuse, such as biases in Al models [86]. By
avoiding these pitfalls, organizations can focus their resources and efforts on innovation
rather than damage control. Last, organizations recognized for ethical data handling can
benefit from positive public perception. This enhanced reputation can attract talent, part-
ners, and customers, all of whom can bring unique perspectives and insights that drive
innovation [20].

H7. Ethical data practices are positively related to data-driven innovation.

Figure 1 presents the above-hypothesized seven relationships between factors driving
data-driven innovation.

3. Methodology
3.1. The Measures

Scholars have crafted a variety of scales to gauge modifications in BMs. Some of these
scales concentrate on the scope of BM change, assessing structural and component-level
changes [57,58,87-89]. On the other hand, novelty scales quantify the magnitude of shifts
within a business or entire industry [44,45,90]. There are also specific scales evaluating
the disruptiveness of alterations [91], the uniqueness of digital innovation [92], or the
long-term viability of the changes [93]. Many researchers link BM changes to changes in its
components, such as value proposition, customer relationships and segmentation, channels,
key activities and resources, partners, and the revenue model, which are components
included in the BM Canvas [31,32]. The BM Canvas is a tool frequently utilized by both
scholars and industry professionals to dissect BMs and their subsequent changes [58].
Notably, Eurostat [94] incorporated a scale for evaluating BM changes in its Community
Innovation Survey (CIS). Consequently, our research also evaluates BM changes using
seven core components consistent with the BM Canvas framework as established by [31,32].

The potential advantages of data-driven innovations were assessed using three criteria,
as outlined by [56]: The respondents were first asked to evaluate the potential of the data
economy in boosting revenue from their existing BM. Secondly, they were queried whether
they could find new revenue streams from innovations or, thirdly, to save costs. Inquiries
about participation in data ecosystems revolved around whether the company played a
role as a partner or an orchestrator in data ecosystem(s).

Ethical data practices were assessed using a series of eight questions, which gauged
aspects like the presence of an ethical code of conduct, transparency measures, consider-
ations of privacy, and data sovereignty [64,69]. Measurement of data-driven innovation
combined two aspects: the company’s commitment to continuous improvement and the
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novelty of products and services, as indicated by [95]. Additionally, questions focused on
the utilization of data to elevate the customer experience and the generation of societal,
personal, and environmental value [96].

3.2. Survey Administration and Sample and Data Collection

The survey was conducted in four European countries (Finland, France, Germany, and
the Netherlands) in 2021. The respondents were managers responsible for their company’s
strategy, information systems, data, digitalization, marketing, or business development.
The respondents had voluntarily signed up and expressed their interest in participating in
the survey. Invitations for the survey were sent in stages to tailor data collection based on
the response rate of each target group. When receiving invitations, the respondents always
had the choice to decide whether they wanted to answer the survey or not and they were
compensated for their time, for example, with gift cards or airline miles.

The Finnish Innovation Fund Sitra collected the data, after which it opened the data to
researchers [96]. Sitra is a unique fund in Finland with national significance, as it is directly
accountable to and reports to the Finnish Parliament. Sitra acts as a promoter of experiments
and operating models and as a catalyst for cooperation with the aim of building a fair,
sustainable, and inspiring future. Currently, one of its focus areas is the data economy.

Table 2 displays the background details of the participants. The sample was evenly
distributed among countries, with each country contributing 300 responses. Within each
country, there was nearly an equal representation from large, medium, small, and micro-
sized companies, excluding sole proprietors. No particular limits were established for
different industry sectors.

Table 2. Respondents’ profile.

Variable Category %
Finland 25.0

Country France 25.0
Germany 25.0

The Netherlands 25.0

Firm size Micro (under 2 million) 28.1
(turnover Smal.l (2-10 milhor}). 26.6
EUR) Medium (10-50 million) 22.1
Large (over 50 million) 23.2
Professional, scientific, and technological operations 6.5
Administrative and support services 6.4

Information and communications 9.8

Mining and quarrying operations 0.3

Operations of international organizations and institutions 0.8

Real estate operations 24

Training 0.5
Transportation and warehousing 4.3

Farming, forestry, and fishing industries 1.8

Industry Hotel and catering 3.3
sector Other service operations 16.0
Finance and insurance 8.0
Construction 55

Electrical, gas, heat, and ventilation maintenance 1.2

Arts, entertainment, and leisure 2.3

Industry 11.3

Health and social services 8.1

Wholesale and retail; motor vehicle and motorcycle repairs 6.6

Water supply, sewerage, waste management, and other sanitation 0.4
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Our focus on the data economy’s capability to transform BMs is well founded: a
significant majority, over 80% of the companies surveyed, anticipated that the data economy
could provide them with a competitive advantage [97,98].

The survey data contained a minimal amount of missing entries, constituting less than
five percent of the overall dataset values. To address these missing values, we employed
the mean imputation method as suggested by [99].

To address the potential common method variance in our study, we conducted Har-
man’s single factor test, which measured both dependent and independent variables
simultaneously [100]. The first factor obtained through principal axis factoring explained
35.73 percent of the total variance. As this accounted for a relatively small portion of the
variance (less than 70%, as recommended by [100]), it affirms that our dataset does not
suffer from a significant common method variance problem.

4. Data Analysis

We applied PLS-SEM, using Smart PLS v.3. Next, we described the internal validity,
internal reliability, convergent validity, and discriminant validity.

To evaluate the internal validity of the data, the factor loading was analyzed. Factor
loading represents the correlation coefficient for the factor and the variable. For an item,
a factor loading of at least 0.60 is recommended [99]. In Table 3, all items exceed the
recommended threshold, indicating that the item-to-construct loadings were statistically
significant and confirming their uni-dimensionality.

Table 3. Descriptive statistics, convergent validity, internal consistency, and reliability of items.

Construct, Items ir::g:;:;: T Value Cronbach’s Alpha E(e’lr?a I;;ﬁlltt; é‘;i;:%teega(ge“;;e

Potential benefits from data 0.86 0.92 0.79
Add revenue from the current BM 0.90 29.825
New revenue from innovations 0.91 30.993
Cost savings 0.85 24.726

BM Change 0.89 0.91 0.60
Customers 0.74 40.202
Channels 0.75 48.161
Value proposition 0.80 62.356
Activities 0.79 60.695
Resources 0.76 47.953
Partners 0.78 56.955
Revenue models 0.81 69.259

Data ecosystem participation 0.90 0.94 0.83
Participating in 0.90 59.206
Taking a more prominent role within 0.91 57.444
Facilitating 0.92 68.273

Ethical data practices 0.90 0.92 0.58
Data sovereignty 0.78 29.250
CSR 0.82 30.592
Portability 0.74 25.638
Ethical codes of conduct 0.75 26.224
Transparency 0.72 20.930
Privacy 0.73 22.549
Data security 0.78 25.801
Consideration of rights 0.73 26.734

Data-driven innovation 0.74 0.83 0.55
Gradual product improvements 0.71 20.221

Use several data sources to create the best

. . 0.76 26.809
possible customer experience

Innovate new products/services 0.71 20.495

Create value from data for many 077 25.638

stakeholders

To assess the internal reliability of the latent constructs, Cronbach’s alpha is com-
monly used [101], with a threshold value of 0.70 or higher [99]. All constructs met the



Systems 2025, 13, 164

90f19

recommended value, with the highest alpha of 0.90 and the lowest of 0.74 for data-driven
innovation. However, Cronbach’s alpha may underestimate internal consistency reliability.
The authors of [99] proposed the use of the composite reliability (CR) estimate, with a
recommended threshold value of 0.70 or higher. The results indicated that the lowest
CR value was for data-driven innovation (0.83) and the highest was for data ecosystem
participation (0.94).

To assess convergent validity, we calculated the Average Variance Extracted (AVE),
which quantifies the average variance explained by a construct through its indicators
compared to the measurement error. A recommended threshold is at least 0.50 [99]. As
displayed in Table 3, all constructs surpassed this threshold, with the lowest AVE of 0.55
for data-driven innovation and the highest AVE of 0.83 for data ecosystem participation.

The evaluation of discriminant validity is a fundamental aspect of model assessment,
according to [99]. This concept refers to the assurance that a particular measuring construct
is distinct and not overlapping with other latent variables within the research model,
thereby confirming the focus of interest [99]. The Fornell-Larcker criterion states that the
square root of the AVE for a given construct should be greater than the correlation between
that construct and any other construct in the model. The results of the Fornell-Larcker
assessment, presented in Table 4, demonstrate that all the AVE values meet the necessary
criteria, indicating that the constructs are sufficiently differentiated.

Table 4. Correlation among constructs and the square root of the AVE.

a b c d e
Potential benefits from data (a) 0.887
BM change (b) 0.387 0.775
Data ecosystem participation (c) 0.611 0.428 0.910
Ethical data practices (d) 0.614 0.326 0.583 0.758
Data-driven innovation (e) 0.594 0.349 0.515 0.651 0.739

The Heterotrait-Monotrait ratio of correlations (HTMTs) is a statistical method to eval-
uate discriminant validity, which assesses how well a measure or construct is distinct from
others. HTMT involves comparing the correlations among indicators measuring different
constructs (heterotrait correlations) with the correlations among indicators measuring the
same construct (monotrait correlations). If the heterotrait correlations are significantly
higher than the monotrait correlations, it suggests potential issues with discriminant valid-
ity. HTMT values typically range from 0 to 1, where 1 implies no discriminant validity, and
values closer to 0 indicate better discriminant validity. Researchers often use a threshold of
0.85 as a conservative cutoff point, while a value of 0.90 is considered more liberal [102].
In your study, the HTMT values in Table 5 were all lower than 0.729, which indicates that
there were no discernible problems with discriminant validity.

Table 5. Heterotrait-monotrait ratio of correlations (HTMTs).

Data Potential .
BM Change Ecosystem Benefit from Ethlcal.Data
L Practices
Participation Data
Data ecosystem participation 0.479
Potential benefits from data 0.440 0.694
Ethical data practices 0.352 0.626 0.681
Data-driven innovation 0.394 0.557 0.693 0.729

Last, our analysis also involved an investigation of common method bias. Ref. [100]
(p- 7) suggests that a variance inflation factor (VIF) greater than 3.3 at the factor levels
could indicate pathological collinearity and suggest the presence of common method bias
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in a model. In the present study, all VIF values in the full collinearity test were lower than
3.03 at the factor levels, indicating that the model used in our study was free of common
method bias.

5. Results

To assess our hypotheses and undertake path analysis, we made use of structural
equation modeling (SEM) through the SmartPLS v.3 software. Our choice of PLS-SEM was
influenced by its capability to manage complex and extensive models and its less restrictive
assumptions about the data [99].

Path Model Analysis

We examined various models with reversed causal relationships and ultimately settled
on a final model. According to our analysis, data-driven innovation was explained by a
46% variance, while BM change, participation in data ecosystems, and practices for ethical
data use were each explained by variances of 15%, 18%, and 35%, respectively. To evaluate
the model fit, we used the SRMR metric, which measures the discrepancy between the
predicted and actual correlation matrices. A value of zero indicates a perfect fit, while a
value below 0.08 is generally considered good. In our model, the SRMR value was 0.069,
indicating a good fit.

To analyze the relationships between constructs, we employed path coefficients and
assessed their significance levels. Additionally, we gauged the effect size using Cohen’s f2,
which provides a measure of practical significance by quantifying the magnitude of the
effect of an exogenous variable on an endogenous variable. Generally, {2 values exceeding
0.02, 0.15, and 0.35 indicate small, moderate, and large effect sizes, respectively. It is worth
noting that in management research, discovering large effect sizes is relatively uncommon,
as has been observed in previous studies [103,104].

The results presented in Figure 2 affirm the statistical significance of all hypotheses
examined in this study:

Fair & sustainable
data practices

N5 H7
0.52*

Potential HI o Data-driven
benefit BM Change innovation
from data 39+

Ha R2=0.46

0.54*
H2 H6
0.43*

Data Ecosystem
participation

Figure 2. SEM results (* means p < 0.001. Thickness of the arrow represents the magnitude of
the effect).

Firstly, the results indicate that perceived benefits of the data economy significantly
influence BM change (H1: 3 = 0.39, f2 = 0.18 (moderate effect), p < 0.001), suggesting that
firms anticipating higher returns from data utilization are more likely to modify their BM.
However, while this relationship is statistically significant, the effect size remains moderate,
implying that other factors may also be at play in driving BM changes.



Systems 2025, 13, 164

11 of 19

Next, BM change demonstrates a moderate effect on data ecosystem participation
(H2: B =0.43, £2 = 0.23 (moderate effect), p < 0.001), affirming that firms undergoing BM
transformation actively seek collaboration opportunities in data ecosystems.

Participation in data ecosystems strongly influences ethical data practices (H4: 3 = 0.54,
2 = 0.37 (large effect), p < 0.001).

Finally, ethical data practices exhibit a moderate and positive impact on data-driven
innovation (H7: 3 = 0.52, £2 = 0.33 (moderate effect), p < 0.001), reinforcing that responsible
data governance enhances innovation potential.

While hypotheses H3, H5, and H6 were found to be statistically significant, their Co-
hen’s f2 are small, indicating that they lack practical significance in terms of the magnitude
of the effect (H3: 3 =0.09, £2=0.01, p < 0.001; H5:  =0.11, 2 =0.02, p < 0.001; H6: p =0.17,
f2=0.03, p < 0.001).

The relationships in Figure 2 are demonstrated to hold true within the specific context
of the data economy.

6. Discussion

Our study enriches current innovation research by providing a comprehensive per-
spective on data-driven innovation in business. It adopts an integrative approach, tying
data-driven innovation with the literature on BMs, data ecosystems, and ethical data use.
By carrying out PLM-SEM analysis of survey data from 1200 European companies, this
research seeks answers to the following research question: How do potential benefits from
data drive BM change and data ecosystem participation, ultimately enabling data-driven
innovation through ethical data practices?

The response to the research question is depicted as a path in Figure 2: if a company
perceives benefits from data and changes its BMs, it is more likely to participate in data
ecosystems. This, in turn, facilitates the adoption of ethical data practices, ultimately
enabling data-driven innovation.

This study’s findings advance our understanding of data-driven innovation in several
key areas:

First, the research validates the relationship between perceived benefits from the
data economy and BM change. Companies that recognize potential advantages—whether
in revenue generation, cost savings, or new business opportunities—are substantially
more likely to initiate meaningful changes to their BMs. This finding reinforces the exist-
ing literature [56], which identified a positive relationship between anticipated benefits
and BM modifications and provides new empirical evidence in the specific context of
the data economy.

Second, a valuable contribution is the identification of a pathway to data-driven
innovation. Rather than treating innovation as a single step, the research reveals an
interconnected sequence: companies begin by recognizing potential benefits, which leads
them to change their BMs, subsequently increasing their participation in data ecosystems,
and finally adopting ethical data practices. This pathway demonstrates that successful
data-driven innovation requires a holistic approach rather than isolated initiatives. This
discovery substantiates earlier studies [4-9,16,56-58,66], emphasizing the pivotal role of
BM changes. Furthermore, the results affirm the European Union’s data strategy [15],
highlighting the crucial role of data ecosystems in the promotion of ethical data practices
within a company’s data-driven innovation endeavors [29,105].

Third, participation in data ecosystems is important for data-driven innovations. This
theoretical implication is crucial for understanding the dynamic interplay between firms
and their external environment in the data economy [106]. It also adds to the research
policy discussion on the need to develop data ecosystems further [61,62]. While past
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data governance research mainly focused on internal practices [106], our findings on the
importance of data ecosystems point out the need for a broader research perspective for
holistic governance.

Fourth, this study’s emphasis on ethical data practices represents another significant
contribution. The findings confirm that ethical considerations are needed for successful
innovation [69-75]. This challenges the notion that ethical data practices might constrain
innovation, instead suggesting they are enablers of it. The research shows that ethical data
practices are intertwined with employees’ abilities to create value from data-driven BMs,
highlighting the human element in responsible data utilization [107]. Further, it confirms
the essential role of data governance provided in data ecosystems [84]. The findings also
underscore the growing urgency for more research and the development of information
systems methodologies, tools, and data practices founded on ethical principles, as previ-
ously highlighted in studies such as [108-110]. This necessity is becoming increasingly
critical in the context of artificial intelligence and machine learning [111].

6.1. The Managerial Implications

The managerial implications drawn from these findings suggest that companies aspir-
ing to harness the benefits of the data economy through data-driven innovations should
consider the following actions:

a. Modify BMs: The research reveals a clear correlation between the perceived benefits
from the data economy and changes in BMs. For managers, this underscores the
significance of recognizing the transformative potential of data. It is not enough to
merely adjust the BM; the changes must be informed and strategic. BM tools—such as
https:/ /businessmakeover.eu/ (accessed on 22 February 2025) and the data-driven
services card game [112]—can assist in defining necessary BM changes.

b. Participate in Data Ecosystems: These can be smaller local, national, or European
industry-specific innovation ecosystems and data spaces (such as GAIA-X) that
encourage companies to collaborate and co-create data-driven services. Such ecosys-
tems offer opportunities not only for sharing experiences but also for open data
exchange among partners. They may provide reference architectures and interfaces
for data assets while respecting privacy and intellectual property protection.

C. Implement and Communicate Ethical Data Practices: Integrating ethical data prac-
tices into daily operations is essential, but equally important is communicating these
practices effectively to stakeholders through diverse channels [113]. This is particu-
larly vital as younger generations, who are increasingly aware of sustainability and
ethical issues, place higher expectations on organizations to act responsibly.

d.  Risk Mitigation through "Sandboxed" Approaches: Companies should consider
adopting a "sandboxed" environment, where data-driven innovations can be tested
without risk to real-world data or operations. This ensures that all potential
solutions are vetted for ethical considerations and compliance before they are
rolled out at scale.

6.2. Limitations and Future Research Directions

While this study provides valuable insights into data-driven innovation, several
limitations must be acknowledged to ensure a balanced interpretation of the findings.
This study relies on self-reported survey responses, which may introduce measurement
bias, as participants might overestimate their level of engagement in data-driven practices
or ethical data governance. Additionally, while structural equation modeling (SEM) is a
powerful analytical tool, it has inherent limitations in establishing causal relationships.
The identified pathway to data-driven innovation—from benefit recognition through BM
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changes to ecosystem participation and ethical practices—suggests a linear progression.
However, this linearity may oversimplify the complex, iterative nature of organizational
transformation. This study does not fully account for how companies handle setbacks,
reversals, or non-linear progressions in this process. As a result, the relationships identified
should be interpreted with caution.

Since the data were collected from four European countries, the findings may not be
generalizable to other regions with different regulatory environments and technological
adoption rates. Replicating this study in other economic regions (e.g., North America,
Asia, or emerging markets) or comparing different economic blocs could provide a richer
understanding of how institutional and economic contexts shape data-driven innovation.
Moreover, future research should examine how multinational companies can effectively
promote ethical data usage across diverse regulatory environments.

Although the substantial sample size is expected to mitigate some biases, innovation
and ecosystem development are inherently dynamic processes, and capturing them at a
single point in time may overlook crucial evolutionary aspects. Since data ecosystems
continuously evolve due to technological and market shifts [60], future research could
incorporate longitudinal analysis to track these changes over time [89]. Further studies
should investigate how participation in data ecosystems facilitates the development of
data-driven services, as ecosystems play a crucial role in fostering collective intelligence
and supporting the introduction of innovative business concepts. However, the priorities
and structures of these ecosystems can differ [114], making it valuable to explore what
capabilities are needed to create value with data-driven BMs [20].

Future research should explore alternative structural models, particularly those incor-
porating mediation effects. For example, digital maturity or industrial sector differences
could mediate the relationship between BM changes and data-driven innovation, pro-
viding deeper insights into the conditions under which BM change leads to innovation
success. Digitally mature organizations have improved digital infrastructure and skills and
established innovation support processes that can accelerate the integration of data-driven
initiatives into innovation efforts [115]. Similarly, different industries have different lev-
els of stability, competition, digitalization, and regulatory constraints, which can affect a
firm’s ability to participate and invest resources in data-driven initiatives and the resulting
innovation [116]. Due to data limitations and the refined scope of this study, the current
study excludes these contextual variables from the analysis. The current survey did not
include information on companies’ digital maturity, and similarly, industry segmentation
was not possible due to the uneven representation of different industries in our sample. In
addition, the inclusion of these variables would have increased the complexity of the model
and required a large sample size to ensure statistical robustness. The primary focus of
this study was on the direct relationships between BM change, ethical data practices, data
ecosystem participation, and innovation, so it was necessary to leave certain contextual
variables for further research [117].

Alternative methodological approaches—such as case studies, longitudinal studies,
in-depth qualitative research, or experimental designs—as well as the use of secondary data
sources, such as financial reports or patents, could provide a more nuanced perspective
on how firms implement BM changes and innovate with data, as well as help uncover
context-specific challenges and best practices for navigating data ecosystems and ethical
data practices. For instance, Ref. [118] conducted in-depth qualitative research identifying
four major challenges in data-driven BM innovation: data-related issues such as availability,
quality, and integration; technology-related difficulties in adopting and integrating new
solutions; organizational resistance to change; and regulatory hurdles related to compliance
with evolving data protection laws. To address these challenges, they propose engaging
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in data-driven business ecosystems that facilitate successful business operations. In turn,
Ref. [119] provided insights into the interplay between BMs and ethical data practices by
examining the user agreements of seven digital platforms. The study illustrated how these
platforms leverage consumer data to enhance customer experience and generate revenue
while addressing privacy concerns. Moreover, Ref. [120] applied a maturity model in two
manufacturing firms, revealing distinct transformation approaches: one prioritizing data
capabilities before BM innovation (“data first”) and the other focusing on business changes
before data enhancement (“business first”). Their findings emphasize the importance of
aligning business and technology capabilities to support successful transformation. In a
similar vein, a multiple case study [20] of six industrial companies—combining interviews
with secondary documents—found that successful data-driven innovation requires not only
technical expertise but also cooperation across different departments, such as marketing,
R&D, and operations. This provided companies with a more comprehensive understanding
of customer needs and market trends, which is crucial for developing innovative solutions.

In conclusion, while this study increases our understanding of the interplay between
BM change, data ecosystems, and ethical governance, future research should explore
these dimensions in greater depth with multiple methods. This would enhance the ro-
bustness, applicability, and generalizability of the findings across different industries and
regulatory environments.

7. Conclusions

This research contributes to the literature on data-driven innovation. The findings
demonstrate that successful data-driven innovation requires a comprehensive approach
incorporating BM change, ecosystem participation, and ethical data practices. The identified
pathway from perceiving benefits to achieving innovation provides a practical framework
for companies seeking to leverage data effectively.

This study supports the European Union’s data strategy, particularly in highlighting
the crucial role of data ecosystems in promoting ethical data practices. It shows that
companies cannot achieve meaningful data-driven innovation in isolation; instead, they
must actively engage with broader ecosystems while maintaining strong ethical standards.

For practitioners, these findings suggest the need for a strategic approach to data inno-
vation that includes thoughtful BM modifications, active participation in data ecosystems,
and robust ethical data practices. The research also emphasizes the importance of viewing
ethical considerations not as constraints but as enablers of innovation.

Looking forward, while this research provides valuable insights, it also highlights
the need for further investigation into several areas. Future studies should explore these
relationships in different geographical contexts, examine the temporal dynamics of data
ecosystems, and investigate the specific mechanisms through which companies create
and capture value from data-driven BMs. Such research would further enhance our
understanding of how organizations can successfully navigate the evolving landscape
of data-driven innovation while maintaining ethical standards and fostering productive
ecosystem relationships.
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