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As edge computing advances, the growing threat of quantum computers is driving public-
key cryptographic standards toward deprecation by 2030. Many studies focus on post-
quantum algorithms for constrained devices, and others tackle scalable edge management,
yet very few examine the edge operating system as the point where performance, relia-
bility, and post-quantum security converge.

This thesis begins by outlining a framework of key requirements for reliable and scalable
edge operating systems, then addresses the research gap through an empirical comparison
of three OS architectures (mutable, immutable, and container-based) using six Linux
distributions deployed on a Raspberry Pi 4B edge node. A reproducible testbed was used
to conduct three evaluations. The first measured system-level performance, including
CPU, RAM, and disk I/O. The second assessed the operating system’s resilience during
system updates interrupted by power loss. The third evaluated the latency of two NIST
post-quantum cryptography standards: ML-KEM and ML-DSA.

Statistical analysis revealed that the immutable design of NixOS provides the best over-
all balance, offering top-tier throughput with atomic and declarative updates that with-
stood every fault-injection scenario. The container-based system openSUSE MicroOS
matched NixOS in automated rollback capability and passed every power-failure test,
yet introduced higher PQC latencies and disk-1/O overhead. Mutable systems (Ultrama-
rine Linux, Manjaro ARM, DietPi, Raspberry Pi OS Lite) showed varied performance
strengths but shared a critical weakness. Ultramarine delivered the fastest post-quantum
operations, Manjaro offered a well-rounded balance, DietPi excelled in RAM throughput
thanks to its minimal footprint, and Raspberry Pi OS Lite provided a stable baseline.
Yet every one of these mutable distributions failed to reboot cleanly after power-cut
interruptions and required manual repair.

These results confirm that OS architecture directly affects system performance, opera-
tional resilience, and the runtime cost of quantum-safe cryptography. OS choice must be
treated as a primary design decision for future edge deployments rather than a question
of convenience or familiarity.

Keywords: Edge Computing, Operating System, Linux, Performance, Security, Scalabil-
ity, Reliability, Post-Quantum Cryptography, Resource Efficiency, Raspberry Pi
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1 Introduction

1.1 Motivation

In recent years, the computing landscape has undergone a notable transformation, mov-
ing away from centralized cloud infrastructures toward more distributed edge computing
models [3]. Research indicates that this trend is expected to continue, with edge com-
puting playing an increasingly prominent role in the future [4]. According to a
recent report by Grand View Research, the edge computing market was valued at $16.45
billion in 2023 and is projected to grow at a compound annual growth rate of 36.9%
through 2030 [5]. This ever-growing paradigm is gaining popularity, as it enables data
processing to occur closer to where it is generated (at the “edge” of the network), reducing
latency, improving responsiveness, and lowering bandwidth demands. As a result, edge
computing has gained traction in sectors such as energy, manufacturing, transportation,

and smart cities, where real-time data processing and local autonomy are essential [6].

The proliferation of embedded devices has led to the deployment of millions of edge
nodes in increasingly complex and large-scale infrastructures [7]. These devices are of-
ten physically remote, resource-constrained, and deployed in environments where manual
maintenance is difficult or costly [8][9]. Ensuring long-term reliability, maintainability,
and security for such distributed systems places significant responsibility on the underly-

ing software stack, particularly the operating system.

At the same time, the security landscape is undergoing a profound transformation. Ad-
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vances in quantum computing pose a serious threat to classical cryptographic algo-
rithms. In November 2024, the U.S. National Institute of Standards and Technology
(NIST) announced a definitive timeline for phasing out traditional encryption methods.
Widely adopted schemes such as RSA, DH, ECDSA, EADSA, and ECDH are set to be
officially deprecated by 2030 and disallowed by 2035 [10]. This accelerated timeline
is driven not only by the expected emergence of practical quantum capabilities in the
2030s but also by the growing concern over "harvest now, decrypt later" attacks, in
which encrypted data is collected today for future decryption once quantum technology
matures [11].

This growing urgency is mirrored by a sharp rise in global interest in post-quantum cryp-
tography. As illustrated in Figure 1.1, Google Trends data shows a dramatic increase in
worldwide search popularity for the term “Post-Quantum Cryptography” (PQC) over the
past few years, with a particularly steep climb starting around 2022. This surge reflects
both academic and industrial attention converging on the topic, underscoring its critical

relevance in securing the future of digital infrastructure.

Post-Quantum Cryptography Interest Worldwide: GoogleTrends
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Figure 1.1: Post-Quantum Interest Worldwide by Google Trends
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1.2 Problem Statement

As edge devices spread across critical infrastructure, their security and maintainability
become harder to ensure. Distributed and often unattended, these systems require oper-
ating systems that can manage critical workloads, support reliable updates, and maintain
integrity over long lifespans.

In large-scale deployments involving thousands or even millions of devices, small ineffi-
ciencies or vulnerabilities can lead to significant operational risks. Failures during over-
the-air (OTA) updates, configuration drift, or the absence of rollback mechanisms may
result in inconsistent device states or service interruptions. Since edge devices are often
expected to operate for a decade or more, the OS must provide a stable and maintainable

environment that can adapt to evolving security requirements.

A major shift on the horizon is the transition to post-quantum cryptography. With clas-
sical algorithms projected to become obsolete by the 2030, devices deployed today must
be ready to adopt quantum-resistant standards. Migrating to PQC is a long and complex
process with significant implications for operating system design and hardware compat-
ibility. Furthermore, past transitions have been slow; for example, it took more than a
decade for many industries to move from SHA-1 to SHA-2 [12]. Given the accelerating

timeline of quantum threats, proactive preparation is now essential.

Despite the growing diversity of Linux-based operating systems, there is a striking lack
of systematic evaluation tailored to the needs of secure large-scale edge environments.
Existing literature often focuses on general-purpose computing or security in isolation,
without accounting for the specific operational constraints of edge deployments. These
constraints include limited computing resources, unreliable connectivity, unattended up-
dates, and increasing cryptographic complexity. As a result, system architects are left
without clear and evidence-based guidance to compare operating system architectures in
terms of security, resilience, maintainability, and cryptographic flexibility. This absence
of actionable knowledge presents a critical blind spot. Making the wrong OS choice is

not a theoretical concern; it can result in unpatchable vulnerabilities, broken update
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mechanisms, operational downtime, or an inability to meet future cryptographic stan-
dards. In an era where millions of edge devices may remain in the field for a decade or
more, the long-term impact of this foundational decision is substantial and must not be

underestimated.

1.3 Research Questions
This thesis aims to address three key research questions:

B RQ1: To what extent has current research explored the interplay between edge com-
puting, operating system design, and readiness for the post-quantum cryptographic

transition anticipated by 20307

B RQ2: What are the critical operational factors to consider when selecting an operating

system for scalable edge deployments?

B RQ3: How do different operating system architectures compare in real-world edge en-

vironments in terms of performance, update robustness, and PQC workload handling?

The three research questions are designed to complement each other by addressing the
topic from different angles. RQ1 is conceptual and literature-driven, aiming to define the
core challenges and evaluate the existing design space. RQ2 is strategic and comparative,
focusing on the development of a decision-making framework. RQ3 is experimental,

involving hands-on evaluation.

1.4 Research Objectives

To address the research questions outlined above, this thesis pursues the following objec-
tives, structured across analytical, evaluative, and experimental dimensions:

The first objective is to Map the Current Research Landscape. The idea is to
conduct a structured literature review to assess how current research addresses the inter-

section of edge computing, operating system design, and PQC readiness, identifying key
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themes and gaps.

The second objective is to define OS selection criteria by establishing operational
requirements and evaluation factors relevant to edge scenarios, including resource con-
straints, update mechanisms, immutability, and cryptographic agility.

The third objective is to evaluate OS architectures by benchmarking selected Linux-
based systems on a Raspberry Pi 4B, assessing CPU, RAM, disk I/O, update robustness,
and PQC workload handling through reproducible tests.

The fourth objective is to provide deployment insights by synthesizing results into
practical guidance for selecting or designing OSs suited for secure, scalable, and PQC-

ready edge environments.

1.5 Thesis Organization

The thesis is structured as follows. Chapter 2 introduces edge computing concepts, ar-
chitectures, and hardware platforms. Chapter 3 reviews the state of research on PQC,
edge computing, and operating systems, identifying key gaps and challenges. Chapter 4
defines edge-specific OS requirements, classifies OS architectures, and proposes a selection
framework. Chapter 5 outlines the research methodology and benchmarking framework.
It describes the OS candidates, the testbed setup, and the execution environment. Chap-
ter 6 presents system-level benchmarks (CPU, RAM, disk I/O) across OSs. Chapter
7 evaluates OS update resilience under power failure scenarios. Chapter 8 assesses the
performance of PQC primitives across different OSs under load. Chapter 9 synthesizes
the findings and discusses their implications in the broader research landscape. It revisits
the research questions and outlines the contribution to the field. Chapter 10 concludes

the thesis and presents limitations and directions for future work.



2 Overview of Edge Computing

2.1 Fundamentals

Edge computing is a computing paradigm that brings processing, storage, and network
resources closer to the source of data, typically at the edge of the network [13]. Although
definitions vary across the literature, the core idea remains consistent: edge computing
shifts cloud-like capabilities such as computation, storage, and intelligence closer to end
devices like sensors or mobile units. Researchers emphasize the importance of proximity
in both geographic and network terms [14]. Industry definitions, such as that from
China’s Edge Computing Industry Alliance, also highlight its ability to support real-time
processing, data optimization, and privacy-sensitive applications [15].

Edge computing is commonly described using a three-layer architecture: the cloud layer,
the edge layer, and the terminal (or perception) layer, as illustrated in Figure 2.1 [16][17].
The terminal layer includes end devices such as sensors, smart plugs, smartphones.
These devices act as both data producers and consumers, focusing on sensing rather than
computation. They collect raw data and forward it to upper layers for processing [14].
The upper layer is the edge layer, which acts as the intermediary between terminals
and the cloud. It includes infrastructure like gateways, and is responsible for local data
processing and real-time analysis. Its proximity to end devices enables lower latency.
The cloud layer provides centralized, large-scale computing and storage. It handles
tasks requiring intensive computation, long-term storage, and global data integration.

It also supports the edge layer by updating policies and algorithms as needed. While
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this layered architecture offers many advantages, it also introduces a number of technical
and operational challenges that must be addressed to ensure effective and secure edge

deployments.

Big Data El B Long-term Analytics
Processing g

Global Coordination

Cloud Layer

Real-time .Data Optimization Data Cachmg &
Processing Buffering

Edge Layer
® © 000 0 00| 060 0 000

2 Terminal Layer

Data Provider Data Consumer Collect
Raw Data

Figure 2.1: Edge Computing Architecture Overview

2.2 Challenges

A defining characteristic of edge environments is their inherent constraints. Edge devices
are typically built on low-power, low-cost hardware platforms, such as the Raspberry Pi,
which provide limited computational resources, memory, and storage compared to
centralized servers [18]. For example, the Raspberry Pi 4 Model B offers up to 8 GB of
RAM, a quad-core ARM Cortex-A72 processor running at 1.5 GHz, and microSD-based
storage. While these specifications are adequate for lightweight tasks and general-purpose
workloads, they quickly become a limiting factor when dealing with modern compute-
intensive applications such as advanced deep learning inference and large language mod-
els, which have been increasingly leveraged by both industry and research in recent years

[19]. As a result, significant efforts are being made to optimize these kind of workloads
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to fit within the tight resource constraints of edge computing environments.

These devices are also frequently deployed in harsh or remote environments where
physical access is limited or entirely impractical [20]. In such cases, making software
robustness and reliable update mechanisms is more than essential.

Connectivity at the edge is also frequently intermittent or unreliable [21]. Devices
may depend on cellular networks, local mesh networks, or other communication meth-
ods that can introduce variable bandwidth, latency, or disconnections. In smart home
environments, for example, it is common for users to disconnect power and network con-
nections entirely when leaving for vacations. As a result, edge systems must be capable
of tolerating connectivity loss and continuing to perform critical functions autonomously,
without relying on constant external access.

In addition, edge deployments are growing significantly in scale. In modern energy sys-
tems or smart infrastructure, it is increasingly common to manage thousands or even
millions of edge nodes. At this scale, small inefficiencies can quickly escalate [22].
To remain manageable and secure over time, systems must support automated updates,
rollback capabilities, and scalable configuration management [23].

These constraints and deployment realities place specific demands on the software stack,
especially the operating system. The OS must enable secure and reliable operation in
decentralized, resource-limited, and intermittently connected environments. These re-
quirements frame the focus of this thesis, which investigates how operating systems can
address the long-term challenges of secure, scalable, and future-ready edge computing,
particularly in the context of the approaching transition to PQC. Addressing these chal-
lenges also depends on the underlying hardware, as different platforms offer varying ca-
pabilities and constraints. As such, hardware selection plays a critical role in the design

and performance of edge systems.
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2.3 Typical Edge Hardware

A wide variety of single-board computers (SBCs) and system-on-modules (SoMs) are used
in edge environments, ranging from consumer-grade devices to industrial-grade embedded
systems. Notable examples include the Raspberry Pi, NVIDIA Jetson series, BeagleBone,
and Intel NUCs [24]. These platforms differ in processing power, energy efficiency, hard-
ware acceleration support (e.g., for Al workloads), and I/O options, enabling developers
to tailor solutions to a wide range of edge scenarios, including home automation and
smart grid control systems.

Among these, the Raspberry Pi stands out as one of the most widely adopted edge com-
puting platforms [25]|. Its popularity stems from several factors: low cost, compact size,
energy efficiency, and strong community support. Extensive documentation, prebuilt
software images, and an active open-source ecosystem make the Raspberry Pi particu-
larly suitable for prototyping and deployment in both academic research and commercial
applications [26]. As such, it plays a foundational role in edge computing development
and experimentation across diverse domains. In this thesis, we will use the Rasp-
berry Pi 4 Model B as the reference edge platform for experimentation and

evaluation.



3 Landscape of Edge OS and

Post-Quantum Cryptography

The convergence of PQC, edge computing, and operating system design is an emerg-
ing research area. FEach of these domains is well-studied individually, but literature com-
bining all three remains sparse. In fact, a recent survey from February 2024 describes
itself as “the first review study” dedicated entirely to edge computing security in the post-
quantum era [27|. This suggests that discussions involving PQC, edge computing, and
operating systems together are rare, with most research focusing on two-way intersections
such as PQC and edge, or edge and OS, rather than addressing all three simultaneously.
Below, we survey how these three areas intersect, the extent of post-quantum readiness

in edge OS architectures, leading research efforts, and remaining gaps in the literature.

3.1 Current State of PQC

3.1.1 Overview of PQC

The emergence of quantum computing poses a significant threat to current cryptographic
systems, particularly those based on asymmetric cryptography (public-key). While quan-
tum computing promises to revolutionize fields such as drug discovery, climate modeling,
and complex optimization, it also introduces serious challenges to cybersecurity. A key
concern is Shor’s algorithm, introduced in the mid-1990s, which allows quantum com-

puters to efficiently solve the integer factorization and discrete logarithm problems [28].
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These problems form the mathematical foundation of nearly all widely deployed public-
key cryptosystems, including RSA and Elliptic Curve Cryptography (ECC). If large-scale
quantum computers become a reality, they could render these systems insecure, compro-
mising the confidentiality and authenticity of communications and digital assets across
the globe. Many forms of sensitive data such as classified documents, medical records, or
infrastructure control messages must remain secure for decades. Moreover, cryptographic
transitions are complex and slow-moving processes, often requiring years of standardiza-
tion, testing, and implementation. Therefore, the quantum threat must be addressed
proactively [29]. In response to this looming threat, the field of PQC has emerged, fo-
cusing on developing cryptographic algorithms that remain secure against both quantum
and classical attack [30].

It is important to note, however, that not all cryptographic techniques are equally vul-
nerable. Symmetric cryptography, such as AES or ChaCha20, is only mildly affected
by quantum algorithms like Grover’s algorithm, which offers a quadratic speedup. This
can be mitigated by simply doubling key lengths (e.g., using AES-256 instead of AES-
128), preserving their long-term viability [29]. Given the heightened threat to public-key

cryptography, NIST began standardizing post-quantum algorithms.

3.1.2 PQC Standardization

In August 2024, NIST released the final versions of three PQC standards [31], which are

summarized in Figure 3.1:

e FIPS 203: Based on the CRYSTALS-Kyber algorithm, now referred to as ML-KEM
(Module-Lattice-Based Key Encapsulation Mechanism), intended for general encryp-
tion purposes [32].

e FIPS 204: Utilizing the CRYSTALS-Dilithium algorithm, renamed ML-DSA (Module-
Lattice-Based Digital Signature Algorithm), designed for digital signatures [32].

e FIPS 205: Employing the Sphincs+ algorithm, now called SLH-DSA (Stateless Hash-
Based Digital Signature Algorithm), also aimed at digital signatures and serving as a

backup method in case vulnerabilities are discovered in ML-DSA [33].
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FIPS 203
ML-KEM

FIPS 205
SLH-DSA
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General
Encryption

Digital
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Figure 3.1: Post-Quantum Cryptography Standards in April 2025

These standards provide a foundation for organizations to begin transitioning their cryp-

tographic infrastructures to quantum-resistant algorithms.

However, NIST has also recognized the need for cryptographic diversity, particularly in

the event that vulnerabilities are discovered in the current frontrunners. For that reason,

several additional algorithms are still under consideration in the fourth round of the NIST

PQC standardization process, either as alternate candidates or to diversify algorithmic

assumptions.

Other Leading PQC Algorithms under Consideration

FALCON: The next algorithm likely to be standardized [34]. It is a lattice-based
digital signature scheme offering smaller signature sizes than Dilithium. Although it
was not selected as the primary digital signature standard, it is considered a strong
alternative and is expected to be standardized in the near future to support use cases
requiring compact signatures [35].

BIKE (Bit Flipping Key Encapsulation): A code-based key encapsulation mechanism,
part of NIST’s alternate candidates. BIKE is valued for its simplicity and different un-
derlying assumptions compared to lattice-based schemes, but remains under evaluation
as of April 2025 [36].

Classic McEliece: Another code-based KEM based on the hardness of decoding a
random linear code. It is notable for its long public keys but fast decryption, making

it suitable for certain specialized use cases [37]. Classic McEliece is currently under
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consideration for standardization but has not yet been finalized.

These and other algorithms are still in the pipeline for potential standardization. Their
inclusion aims to ensure long-term security by reducing reliance on any single class of

mathematical problems.

The four main categories of PQC schemes

PQC algorithms are broadly categorized into four main families, each defined by the
mathematical problems they are based on [27]. Each category presents unique trade-offs
in terms of performance, key and signature sizes, and implementation complexity [38].
The first and most prominent category is Lattice-Based Cryptography, which relies
on the hardness of problems such as Learning With Errors (LWE), Ring-LWE, Module-
LWE, and Short Integer Solutions (SIS) [39]. This family has gained popularity due to
its strong balance between security and efficiency, its relatively simple and secure imple-
mentation, and well-understood theoretical foundations [40]. Among the most notable
algorithms in this group are Kyber (ML-KEM), selected by NIST in 2024 for key encapsu-
lation, and Dilithium (ML-DSA) for digital signatures. These algorithms are well-suited
for general-purpose encryption and signing, including in embedded and high-performance
systems [41].

The second category, Code-Based Cryptography, is grounded in the difficulty of de-
coding random linear error-correcting codes, such as the Syndrome Decoding problem
[42]. Known for its resilience against cryptanalysis over decades, this category is es-
pecially attractive for systems requiring small public keys [43]. Two notable examples
include BIKE (Bit Flipping Key Encapsulation), a NIST finalist, and Classic McEliece,
which, despite its large public keys, offers extremely fast decryption. Code-based schemes
are particularly applicable to long-term secure messaging and devices with ample flash
memory.

Hash-Based Cryptography forms the third category and is built entirely on the se-
curity of cryptographic hash functions. It is considered highly conservative and well-

understood, as it avoids number-theoretic assumptions altogether [44]. Stateless variants
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of these schemes are especially secure, as they eliminate the risk of private key reuse. A
key example is SPHINCS+ (SLH-DSA), a NIST-standardized signature algorithm. How-
ever, hash-based approaches typically involve larger signature sizes (ranging from 8 to
17 KB) and slower performance compared to lattice-based signatures [45]. These char-
acteristics make them ideal for software and firmware signing, where verification is more
critical than signature size.

The final category is based on Multivariate Quadratic (MQ) Equations, which in-
volves solving systems of quadratic equations over finite fields [46]. These schemes were
historically valued for their efficiency in digital signatures. However, interest in this cat-
egory has declined due to serious security and performance issues [47]. Algorithms such
as Rainbow, once a finalist, have since been broken, and GeMSS was withdrawn during
the standardization process. As a result, no MQ-based algorithms remain in the current
set of NIST PQC candidates.

In parallel to NIST’s efforts, and more specifically within Europe, the French National
Agency for the Security of Information Systems (ANSSI) has outlined a phased ap-
proach to the PQC transition. According to ANSSI’s 2023 position paper, the agency
plans to issue the first security visas for products implementing hybrid post-quantum
cryptography around 2024-2025 [48|. This initial phase involves integrating PQC along-
side classical algorithms to ensure a smooth and secure transition.

The migration to PQC is a complex and resource-intensive process. NIST’s draft report,
IR 8547, emphasizes the need for organizations to begin planning their transition strate-
gies promptly. The report suggests a target date of 2035 for completing the migration
to post-quantum cryptography, aligning with the anticipated timeline for the emergence

of quantum computers capable of breaking current cryptographic systems [10].

3.1.3 Cryptographic Agility

Cryptographic agility, or crypto-agility, refers to the capability of a security system to
swiftly adapt its cryptographic algorithms and protocols in response to emerging threats

or advancements in technology [49]. This adaptability is crucial in the context of PQC,
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as it enables organizations to replace vulnerable algorithms with quantum-resistant alter-
natives without necessitating extensive modifications to existing infrastructures [50]. A
crypto-agile system allows for the seamless integration of new cryptographic standards,
ensuring sustained security and compliance [51].

The importance of cryptographic agility is underscored by the dynamic nature of the cy-
bersecurity landscape. As new vulnerabilities are discovered and technological advance-
ments occur, the ability to rapidly update cryptographic mechanisms becomes essential.
Implementing crypto-agility involves designing systems with modular architectures, main-
taining an up-to-date inventory of cryptographic assets, and establishing processes for the

timely deployment of updates [52].

3.1.4 Challenges for Edge Devices

Transitioning to PQC presents significant challenges, particularly for resource-constrained
devices commonly found in edge computing environments [53|. While high-powered com-
puters can handle these algorithms efficiently, many PQC algorithms involve larger key
sizes and more complex computations than classical ones, resulting in higher demands
on processing power, memory, and energy consumption [54]. Edge devices may struggle
to meet these heightened requirements, potentially impacting their performance. One
important example of these constraints is the size of digital signatures generated by
post-quantum schemes. As shown in Figure 3.2, ML-DSA signature schemes produce sig-
nificantly larger signatures compared to classical algorithms. For instance, ML-DSA-87
produces a signature of 4627 bytes, whereas EADSA only requires 64 bytes and RSA-2048
uses 256 bytes. Even the smallest ML-DSA variant, ML-DSA-44, generates a signature
size of 2420 bytes, which is nearly 10 times larger than RSA-2048 and more than 37 times
larger than EADSA.

Moreover, larger signature sizes imply greater consumption of network bandwidth, which
can be a limiting factor in edge deployments where connectivity is constrained or inter-
mittent. This further underscores the importance of evaluating the trade-offs between

security strength and practical system constraints when adopting post-quantum solutions
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for edge devices.

Signature Size Comparison: Classical and PQC Schemes
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Figure 3.2: Evaluating Signature Size Growth in Post-Quantum Cryptography

3.2 PQC in Edge Computing

Researchers have started exploring quantum-resistant cryptography for edge devices. A
consistent finding is that resource constraints on edge devices (low CPU speed, limited
memory and power) pose a major challenge for adopting standard PQC algorithms. Most
use cases require cryptographic operations that can execute quickly enough to support
real-time responsiveness, without taking several seconds [55].

To address these challenges, the number of relevant studies has grown significantly since
the first paper on the topic in 2018, reflecting a growing interest and urgency in this

emerging research area.

The first paper combining the area of PQC and edge in 2018 proposed using lattice-based
post-quantum cryptography to secure resource-constrained edge devices, highlighting the
need for long-term data protection and demonstrating the feasibility of implementing
PQC on 8 and 32-bit microcontrollers [56].

Hines et al. show that PQC is power-feasible even on constrained devices like Raspberry

Pis [57]. The paper examines the power consumption of the 2022 NIST Round 3 PQC
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candidate algorithms. Despite being a well-scoped power analysis paper, it leaves impor-
tant OS-level variables unexplored, which limits the broader applicability to real-world
edge deployments. In the study, only Raspberry Pi OS was used across all Raspberry
Pi devices, with no comparison to alternative operating systems. This is a limitation,
as other OSs may offer different levels of process scheduling efficiency, idle power op-
timization, and overall resource management. Some lightweight operating systems, for
example, are specifically designed to reduce idle power consumption and manage memory
more efficiently. Running the same cryptographic tasks on a variety of operating systems
could reveal meaningful differences in performance and power usage. This paper sup-
ports the feasibility of implementing PQC on edge-class devices such as the Raspberry
Pi. However, this thesis aims to take the analysis further by considering the OS as a cen-
tral component of the cryptographic environment. It examines not only the performance
of PQC itself but also how different OS design choices impact the integration and overall
effectiveness of PQC.

A recent evaluation by Patterson et al. (May 2025) introduced a dedicated framework
for measuring the energy consumption of post-quantum key generation on Raspberry Pi
devices, focusing primarily on the ML-KEM algorithm from NIST’s 2024 standardization.
The study demonstrated that ML-KEM not only provides quantum-resistant security but
also achieves significantly higher energy efficiency compared to RSA. At elevated NIST
security levels, energy savings reached up to 1,500 times relative to RSA-4096 [58|. These
findings offer compelling empirical evidence that post-quantum cryptography, particularly
lattice-based schemes, is well-suited for deployment on edge-class devices. This balance
of strong security and low power consumption reinforces the viability of quantum-safe
key exchange in energy-constrained environments.

The thorough survey from February 2024 of over twenty-four significant contributions
reveals a wide variety of approaches to PQC, with lattice-based cryptography (LBC)
standing out as the most widely adopted paradigm [27]. Several studies have demon-
strated practical implementations and optimizations of lattice-based primitives tailored

for edge computing.
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Zhao et al. proposed in 2022 a RISC-V processor optimized for Module-LWE operations,
achieving up to 3.5x better performance compared to Kyber and 3.3x over Dilithium,
highlighting the importance of dedicated hardware acceleration [59]. Similarly, Xu et
al. addressed in 2023 performance bottlenecks in encrypted edge-to-cloud data transfers
by introducing a lightweight LWE-based protocol that not only enhanced key derivation
speeds by up to 238x but also drastically reduced secret key storage requirements from
547 MB to just 1.7 MB [60].

El Kassem et al. introduced in 2019 a lattice-based Direct Anonymous Attestation (DAA)
scheme to improve privacy and authentication in edge systems, demonstrating halved
TPM storage needs and significantly faster signature operations [61]. At the protocol
level, Dharminder et al. proposed in 2021 a post-quantum secure, conditionally privacy-
preserving authentication scheme for edge-based vehicular communications [62].

Further notable contributions include performance tuning of key PQC candidates. Kim et
al. achieved in 2022 remarkable improvements in the Falcon and Dilithium algorithms by
leveraging ARMv8’s NEON engine, resulting in up to 113% faster signing and 69% faster
verification. These optimizations make such schemes more viable for resource-constrained
devices common in edge systems [63][64].

Beyond LBC, other post-quantum methods have also been explored. Kumari et al. pro-
posed in 2022 a hash-based signature scheme enhanced with a Bernoulli-Karatsuba mul-
tiplication algorithm, demonstrating improved power efficiency and reduced delay [65].
Meanwhile, Akleylek et al. presented in 2020 a multivariate polynomial-based signature
scheme that showed promising results in GPU-based edge authentication scenarios [66].
Innovative and hybrid schemes were also introduced to support niche applications. For
instance, El-Latif et al. utilized in 2022 quantum walks to develop a lightweight image
encryption technique for IoT systems. In the realm of smart energy, Li et al. proposed
in 2022 a privacy-preserving signcryption scheme for Smart Grids, leveraging mobile fog
computing and a quantum key pool to support secure multi-level data aggregation [67].
On the infrastructure level, the integration of Quantum Key Distribution (QKD) was

explored in industrial contexts. Zhu et al. addressed in 2023 resource allocation chal-
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lenges in QKD-secured data center networks [68], while Corrias et al. demonstrated in
2023 a real-world implementation of QKD between a factory and an edge server in Italy’s
Industry 4.0 ecosystem [69].

In 2024, researchers started investigating offloading heavy cryptography to more powerful
nodes. For example, one proposed architecture introduces a Post-Quantum Edge Server
(PQES) that acts as a cryptographic proxy [70]. The PQES sits between local devices and
the wider network, translating between PQC algorithms and traditional cryptography so
that constrained devices can remain lightweight. By handling key generation, encryption,
and certificate management centrally, this approach preserves device performance while

still providing quantum-resistant security at the network’s edge.

3.2.1 Key Gaps

Together, these contributions highlight the research activity around post-quantum cryp-
tography in edge environments, ranging from algorithmic optimizations and hardware
acceleration to novel use cases and deployment strategies. However, research at the in-
tersection of edge computing and PQC only began in 2018, with a noticeable increase in
publications between 2022 and 2023. This indicates that the field is still emerging and
remains relatively underexplored [71]. While many studies focus on algorithmic efficiency
and cryptographic protocol design, there is much less information about how operating
systems actually support or limit the deployment of these post-quantum mechanisms in

practice, particularly in large-scale and heterogeneous edge environments.

3.3 OSs for Scalable and Reliable Edge Computing

As edge computing continues to scale across heterogeneous and resource-constrained envi-
ronments, traditional general-purpose operating systems are increasingly misaligned with
the specific requirements of distributed, large-scale deployments. These environments de-
mand platforms that are not only lightweight and efficient, but also secure, resilient, and

maintainable over long lifecycles with minimal intervention.
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To meet these demands, researchers and practitioners are rethinking OS architecture by
prioritizing modularity, immutability, and reproducibility. A key shift has been the move
away from monolithic, general-purpose systems toward specialized, minimal, and declar-
atively configured operating systems that are easier to maintain and scale across a diverse

edge fleet.

One important direction in this evolution is the adoption of minimal and modular system
compositions, often assembled using build systems like Yocto or Buildroot. These
frameworks allow developers to create highly customized Linux distributions that include
only the essential components needed for the target hardware and application domain.
This not only reduces the attack surface but also optimizes performance and resource
usage. Unlike traditional package-based systems, these build tools support fine-grained
control over included libraries, services, and drivers, making them ideal for edge scenarios

where storage, compute, and energy budgets are tight [72].

Another architectural trend is the emergence of container-optimized operating systems
such as Bottlerocket or Fedora CoreOS [73]. These systems treat the OS as a thin, stable
foundation for running containerized workloads. They typically come with a minimal
read-only root filesystem, integrated container runtimes, and robust update mechanisms.
By offloading most user-space functionality to containers, the host OS can remain simple,
stable, and consistent across devices. This separation of responsibilities enhances fault

isolation and facilitates agile software delivery models suited for modern DevOps and

edge CI/CD workflows.

In parallel, the immutability paradigm has emerged as a powerful approach to man-
aging the lifecycle of distributed systems at scale [74]. Immutable operating systems offer
several benefits that make them particularly well-suited for edge deployments. First,
they support atomic and reliable updates, where system updates are applied as com-
plete image replacements. This approach reduces the risk of partial updates or broken
dependencies, which is especially important in unattended or remote environments with

limited recovery options. Second, they help reduce the attack surface by preventing
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runtime modifications to the base system. This limitation makes persistent compromises
less likely and helps detect unauthorized changes more easily. Third, immutable systems
improve debugging and rollback capabilities by maintaining versioned and con-
sistent system images, allowing operators to revert to known-good states with minimal
effort. Finally, they promote operational consistency across large fleets of devices
by ensuring identical system states, which enhances reproducibility and simplifies valida-
tion processes.

These characteristics make immutable OSs a strong fit for edge environments,
which require high availability, strong resilience, and streamlined lifecycle management.

A recent paper published in 2023 by Niklas Gollenstede, titled reUpNix, presents an
innovative extension of NixOS with capabilities tailored for embedded and edge com-
puting environments [75|. reUpNix introduces a methodology for building reproducible,
updateable, and reconfigurable embedded Linux stacks, addressing key shortcomings of
traditional NixOS in constrained environments. Notably, it reduces the NixOS base sys-
tem size by up to 86% through minimization of unnecessary dependencies (e.g., Perl,
glibc-locales), elimination of runtime localization, and tailored kernel builds.

Combining Nix’s merged-tree update model with A/B boot partitioning, reUpNix sup-
ports failure-atomic and reproducible system updates. These updates are built off-device,
transferred unidirectionally, and applied without manual intervention, which is crucial for
bandwidth-limited or physically inaccessible edge nodes.

reUpNix supports both native Nix services and third-party OCI containers using systemd-
nspawn for container isolation. Its shared, deduplicated Nix store enables fine-grained
reuse of files across services and containers, significantly reducing storage and update
overhead. Moreover, reUpNix introduces layered system profiles and hardware watchdog-
based recovery, enabling multi-mission support and robust reconfiguration without risking
total system failure.

The update mechanism is further optimized through techniques such as file deduplication,
block-level reuse, and binary patching (e.g., BSDiff), achieving transfer size reductions of

up to 99.88% compared to naive methods. This makes it especially attractive for deploy-
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ment scenarios with strict bandwidth constraints, such as spaceborne systems or rural
[oT infrastructures.

In addition to its technical strengths, reUpNix anticipates future security needs by sup-
porting the integration of post-quantum cryptographic components directly into system
images and update pipelines. This positions it as a forward-compatible solution for

security-sensitive and long-lifecycle edge deployments.

In summary, the convergence of modular design principles and immutability-centric lifecy-
cle management is reshaping OS design for the edge. Solutions like reUpNix demonstrate
how these ideas can be practically integrated into production-ready systems, offering a

pathway toward more secure, maintainable, and scalable edge infrastructures.

3.3.1 Key Gaps

Overall, the literature on edge OS design is fairly mature in addressing scalability (through
modularity and orchestration support) and reliability (through isolation, safety, and self-
healing mechanisms). However, until recently, most of this research assumed classical se-
curity primitives; the question now is how to make such edge operating systems quantum-
safe without compromising their lightweight and reliable nature.

Important questions remain regarding how cryptographic operations are handled at the
OS level and how resource constraints affect the real-time use of PQC. These system-level
concerns are essential for long-term security and reliability, but are rarely addressed in
current research. The next section explores how operating systems are being developed

or adapted to address these challenges.

3.4 PQC Readiness in Edge OS Architecture

The integration of PQC into edge computing platforms is still at an early stage. Most ex-
isting edge OSes and middleware do not yet include PQC by default, but there is growing
awareness of the need for quantum readiness. Some mainstream platforms are preparing

for PQC through crypto-agile frameworks. For instance, Red Hat has outlined a strategic
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roadmap to adopt cryptographic methods resistant to both classical and quantum attacks.
The company is actively involved in collaborations with industry groups and monitors
the progress of standardization bodies such as NIST and the Internet Engineering Task
Force (IETF) to assess the security, performance, and scalability of quantum-resistant
algorithms. Red Hat’s strategy is built around several key phases. The "classical" phase
represents the current state where products contain only traditional cryptographic func-
tions. In the "PQ-Capable" phase, post-quantum functions are included but are not yet
the default option. The goal is to progress to a "PQ-Ready" phase, where quantum-
resistant algorithms become the default for most applications. Classical cryptography
will still be available for compatibility when needed. This phase also supports hybrid
cryptographic schemes that combine classical and post-quantum algorithms, offering a
layered defense in case one algorithm is compromised. Red Hat is also aligning its de-
velopment roadmap with the cryptographic transition guidelines issued by governments
including the United States, France, and Germany [76].

In October 2024, Red Hat engineer Daiki Ueno gave a presentation on migrating oper-
ating systems toward post-quantum cryptography, highlighting the need to update core
components such as OpenSSL, GnuTLS, and IPSec that an OS relies on [77]. Similarly,
the IETF industry group is updating protocols such as TLS 1.3 [78] and SSH [79] to
support hybrid post-quantum key exchange, which will eventually be integrated into OS

networking stacks.

3.4.1 Key Gaps

Despite these steps, full post-quantum readiness in edge computing is not yet reality —
most current deployments remain on classical ECC/RSA-based security, with PQC seen
in pilot projects or research testbeds. The extent of PQC-aware OS architectures today
is limited primarily to experimental systems and roadmap planning. The consensus in
recent literature is that much work remains to adapt OS components (device identity
management, secure boot, update signing, etc.) to use quantum-resistant algorithms, all

while keeping the edge system scalable and stable.
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3.5 Open Challenges and Next Steps

Despite recent progress, important gaps remain at the intersection of PQC, edge com-
puting, and OS design (see Figure 3.3). Much of the existing work focuses on individual
components, such as cryptographic algorithms or OS kernels, without offering integrated
frameworks. There is a need for lightweight edge platforms that combine PQC support
with proven scalability. The performance impact of PQC in edge environments, partic-
ularly for key exchange and signatures, remains unclear. Further research is needed to
measure it and explore OS-level optimizations for maintaining responsiveness. Although
crypto-agility is frequently mentioned, it is rarely implemented at scale. Managing secure
updates across large fleets of edge devices will require dual-algorithm support and resilient
update mechanisms built into the OS. Current standards from NIST, ENISA, ANSSI, and
others offer general guidance on PQC but do not provide detailed recommendations for
edge-specific OS design. Practical design guidelines and minimum cryptographic support
requirements are still missing. Finally, more real-world experiments are needed. Many
solutions exist in theory, but few have been validated in long-term, large-scale edge de-
ployments. Bridging this maturity gap is essential for building trust in PQC-ready edge
infrastructure. As adoption advances, deeper integration into edge platforms will require
coordination between cryptographers, OS developers, and industry to move from isolated

components to unified, quantum-secure systems.

OS Design Edge
Computing
Platform

Figure 3.3: Intersection of three distinct domains: Post-Quantum Cryptography, Edge
Computing, and Operating System Architecture



4 OS Selection Criteria for Secure and

Efficient Edge Deployments

4.1 Key Traits of Post-Quantum Edge OSs

Operating systems designed for edge environments must meet a distinct set of operational
requirements [80]. These arise not only from the decentralized and resource-constrained
nature of edge infrastructure, but also from the increasing cryptographic complexity
introduced by the post-quantum era. Unlike traditional systems, edge nodes are often
expected to operate autonomously in physically inaccessible locations, sometimes for
years at a time, all while maintaining a strong security posture against both classical and

quantum-era threats.

To begin with, autonomy and resilience are fundamental. An edge OS must be capable
of reliable operation without constant reliance on cloud connectivity. This includes the
ability to verify software update integrity locally, ideally using post-quantum algorithms,
and to recover from system failures in a controlled manner, especially when physical in-
tervention is not feasible.

Equally important is the ability to manage systems remotely and securely. Teleme-
try and software updates must be transmitted and verified with strong cryptographic
guarantees. The OS should support crypto-agile authentication mechanisms and remote
attestation frameworks that can adapt to future post-quantum standards. Crucially,

these upgrades should not necessitate a full OS reinstallation.
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A robust and future-proof update mechanism is also essential. Updates need to be
atomic, verifiable, and capable of being rolled back in case of failure. The update system
should be extensible to support digital signatures based on post-quantum cryptography,
including hybrid schemes that combine classical and post-quantum algorithms during
transitional phases.

Security must go beyond basic hardening techniques such as secure boot and surface min-
imization. The OS must be designed with cryptographic agility in mind. It should
allow the integration of post-quantum libraries, enable dual-stack cryptography where
needed, and make it possible to replace cryptographic primitives as standards evolve, all
without requiring significant architectural changes [81].

Consistency and reproducibility also become increasingly important in this context.
As post-quantum algorithms may impose greater computational or memory demands,
reproducibility ensures that configurations can be tested and validated across different
hardware nodes. An edge OS must guarantee that all deployed instances maintain iden-
tical cryptographic and system-level configurations to reduce complexity and increase
reliability at scale.

Finally, longevity and maintainability are critical [82|. Many edge deployments are
expected to remain in operation for over a decade. This long lifecycle must align with
the evolving timeline of post-quantum cryptographic standardization, which is projected
to continue through 2030 and beyond. To remain secure and functional, the OS must of-
fer predictable patching mechanisms and support crypto-upgradable toolchains that can

evolve without disrupting deployed systems.

4.2 Comparing Edge OS Architecture Classes and Their

Update Models

The OS is a core component of any edge device, providing the foundation for workload
execution, security enforcement, update management, and system recovery. The OS on

edge devices must be lightweight, resilient, secure, and capable of long-term operation
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without manual intervention.

Operating systems deployed at the edge generally fall into four broad categories, as shown
in Figure 4.1: traditional general-purpose distributions that are mutable (1), immutable
operating systems (2), container-based operating systems (3), and custom-built minimal
systems via Yocto or Buildroot (4). Each category offers different trade-offs in terms of

flexibility, security, reliability, and resource usage.

Mutable OS

Immutable OS

>

Container-
Optimized
(0]

Yocto / Buildroot
oS

Figure 4.1: Classification of Operating Systems for Edge Devices.

4.2.1 Mutable OSs: Flexible but Fragile

Traditional operating systems, that can be referred to as mutable OSs (MOS), form the
foundation of most computing environments today [83]. These systems allow direct, in-
place modification of the root filesystem, meaning that system files, configurations, and
installed applications can be changed at runtime [84|. Examples include general-purpose
Linux distributions like Ubuntu, Debian, and CentOS.

This flexibility has long been considered a strength, as it enables administrators to tailor
systems to specific use cases. However, it also introduces significant challenges, especially
in large-scale or security-critical deployments. Over time, systems are prone to configura-
tion drift, where individual machines deviate slightly from their intended or baseline state
[85]. This can occur due to differences in how and when updates are applied, or through
manual interventions during troubleshooting. Such drift makes it increasingly difficult to

reproduce system behavior, track changes, or maintain consistent security postures.
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Approaches to Updates

The primary mechanism for managing software and updates on mutable OSs is through
package managers like APT, DNF or YUM, and Zypper. These tools automate the instal-
lation, upgrade, and removal of software by resolving dependencies and fetching packages
from remote repositories [84].

During a typical update process, the system first checks for newer versions of installed
packages. If updates are available, it downloads them along with any required dependen-
cies, then proceeds to overwrite the relevant system files directly in the live environment.
Depending on the nature of the updates, the process may also restart services or prompt
the user for a system reboot to apply changes fully.

This update model is imperative and stateful (non-atomic), modifying the live system
during runtime. If an update fails midway due to power loss, package conflicts, or bro-
ken dependencies, the system can end up in an inconsistent state that requires manual
intervention. Small differences in configuration or update timing can result in inconsis-
tent behavior across nodes. Package conflicts or dependency mismatches often prompt
user involvement, which poses significant challenges when managing systems at scale [86].
Faulty or partial updates may leave systems in a non-functional state. Moreover, security
baselines are hard to verify and maintain.

To mitigate this complexity, tools like Ansible and Puppet are often used to automate
provisioning and updates. These tools help enforce consistency by defining configuration
states or execution workflows [87]. However, they introduce additional layers of complex-
ity and cannot fully prevent drift or inconsistencies across large fleets of devices. They
still rely on the mutable nature of the system and are affected by the same fragility in
update mechanisms [88].

The need for consistency, reproducibility, and fail-safe updates has led to the emergence
of a different paradigm: the Immutable Operating System. These systems take a fun-
damentally different approach [74]. The next section introduces this model and explains

how it addresses the shortcomings of traditional systems.
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4.2.2 Immutable OSs: Built for Resilience

Immutable Operating Systems (IOS) represent a major advancement in OS design, par-
ticularly well-suited for modern cloud-native, edge, and distributed environments. Unlike
traditional systems that permit in-place modifications of system files and configurations,
IOSs enforce a clear separation between immutable and mutable components. This
section draws primarily from the comprehensive survey by Sebastian Bohm and Guido
Wirtz, who define an IOS as follows:
"An Immutable Operating System is a special type of operating system, pri-
marily a minimal Linux distribution that introduces read-only file systems,
automatic atomic updates, rollbacks, declarative configuration, and workload
isolation to achieve better reliability, scalability, and security, especially to
serve as a container host." [89]
At the core of an I0OS is a read-only root filesystem, typically mounted at /usr, which
cannot be modified during runtime. Directories such as /ete, /var, /home, and /root
remain writable to allow for configuration files, log storage, and user data. However, it
is important to emphasize that all core OS files remain immutable. This design prevents
configuration drift and unauthorized changes, ensuring that the OS remains consistent,
reproducible, and tamper-resistant across reboots.
By enforcing immutability, IOSs guarantee that all instances of a system run the exact
same software state [90|. This greatly simplifies debugging and maintenance: a bug
observed on one node is reproducible across all others, enabling systematic fixes. More-
over, this homogeneity eliminates the common "works on some, fails on others" issue
often encountered in large-scale deployments.
To support system evolution, IOSs rely on update mechanisms that do not alter the run-
ning system. Instead, updates are applied to a copy or snapshot of the system state. If
an update fails or results in an unbootable system, a rollback to the last known working
version is automatically or manually triggered. These systems are typically designed for
unattended operation, with features such as scheduled updates, automated reboots, and

boot health checks to ensure seamless integration into production environments.
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Configuration in I0Ss is also handled declaratively, meaning that instead of executing
a series of imperative commands to configure the system step by step, the user speci-
fies the desired end state of the system, such as which users should exist, what services
should be enabled, and how the network should be configured. The system then auto-
matically interprets and applies this configuration during the early boot process. Tools
like Ignition or cloud-init are responsible for interpreting these declarative specifications
and performing the necessary actions to bring the system into the defined state. This
approach greatly simplifies system initialization and enables consistent, repeatable de-
ployments across heterogeneous environments, making it especially well-suited for mass
provisioning in large-scale cloud or edge infrastructures.

A GitHub repository named "Awesome-Atomic" maintains a list of various immutable
Linux distributions [91]. The table 4.1 presents those compatible with the Raspberry
Pi, with additional details focused on their suitability for large-scale edge deployments.

Each distribution is evaluated based on key criteria relevant to operating systems in such

environments.
Criteria NixOS Ubuntu Core | Vanilla OS | Fedora Silverblue
Base Architecture Nix DGSZIZE / Debian Sid Fedora
. APX, OSTree + RPM

Package Management Nix Snap Flatpak (rpm-ostree)

. Atomic, Transactional Atomic Atomic
Update Mechanism Declarative | (Snap-based) (ABRoot) (OSTree)
Resource Usage Moderate Moderate Moderate Mode'rate

to High
Flexibility High Low Moderate Low
Ease of Use Advanced Begmner— Moderate Moderate
friendly
. Consulting In

Enterprise Support companies Yes development No

Table 4.1: Overview of Key Immutable Operating Systems

So far, the immutability model has been shown to offer several key benefits:
e Reliability, by preventing unintended runtime modifications;
e Security, by reducing the attack surface and preventing persistent threats;

e Scalability, by making large-scale, uniform deployments easier to manage.
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However, this model also introduces specific challenges related to system updates. Since
live modification is not allowed, IOSs must adopt specialized update mechanisms that
preserve system integrity while allowing for evolution over time. These mechanisms are
typically atomic, reversible, and often automated, minimizing the risk of failed up-

dates and downtime.

Approaches to Updates

In the section, we present the three predominant update models employed in IOSs: trans-

actional updates, OSTree-based image management, and the A /B partition schema [89)].

The transactional (snapshot-based) update model, as depicted in Figure 4.2, lever-
ages copy-on-write (CoW) filesystems, such as btrfs, to implement atomic, versioned up-
dates through the use of filesystem snapshots [92]. It is prominently used by openSUSE
MicroOS, which employs the transactional-update utility to manage system modifications
in a safe and consistent manner [93].

When a system update is initiated, a new snapshot of the root filesystem is created
using btrfs’s native snapshotting capabilities. Instead of applying updates directly to
the running system, all changes such as package installations, removals, or configuration
modifications are written to the newly created snapshot. This approach ensures that the
live environment remains unaffected during the update process.

The system is then configured to boot from the updated snapshot on the next reboot.
If the boot process completes successfully, the new snapshot becomes the active system
state. However, if the boot fails or the system becomes unstable, the bootloader can be
configured to automatically fall back to the previously known working snapshot, thereby
ensuring a fail-safe rollback mechanism.

This update model is also tightly integrated with traditional Linux package managers.
For instance, zypper, the default package manager on openSUSE, can be invoked through
transactional-update to install or remove RPM packages in a transactional fashion, mean-
ing that changes are only committed if the update and reboot sequence succeeds.

Internally, the transactional-update tool follows a series of steps to apply changes safely.
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It first mounts a new overlay snapshot of the root filesystem, then applies updates (such
as package installations) to this snapshot using package manager hooks. Once complete,
it marks the snapshot as the next boot target via GRUB or another bootloader. Upon
a successful reboot, the system switches to the new snapshot. If the update fails, the
system automatically reverts to the previous snapshot without requiring manual inter-
vention. This mechanism ensures atomicity, consistency, and reversibility, aligning well

with the reliability principles required in critical infrastructure environments.

/ CoW Filesystem

(Active)

Update Failure
(Automatic Rollback)

Update Success

\ 4

Set
as
Next
Boot

Figure 4.2: Fundamental Concepts of the Transactional Update Model

The image-based update model is centered around the use of OSTree (also known as
libostree), a versioned filesystem and deployment mechanism that treats the entire root
filesystem of the OS as a content-addressed object store, conceptually similar to Git, but
designed for binary files and system images [94]. This model is employed by distributions
such as Fedora CoreOS, Fedora Silverblue, and Fedora Kinoite, which rely on rpm-ostree,
a hybrid system that layers RPM packages on top of a base OSTree commit.

OSTree constructs the root filesystem as a tree of hard-linked, immutable files stored in
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Jostree/repo [95]. Each update is treated as a new commit in the OSTree repository,
representing a full filesystem state. These commits are content-addressed and crypto-
graphically hashed, allowing for robust integrity verification and tamper detection [96].
In OSTree-based systems, updates begin by fetching a new commit that represents the
updated filesystem tree from a remote OSTree repository. This commit is then stored
locally and added to the system’s deployment history. A new deployment is created in a
separate bootable directory (e.g., /ostree/deploy /$STATEROOT /$SCHECKSUM), which
contains symbolic and hard links to the appropriate files. The bootloader, such as GRUB
or bootupd, is updated to set this new deployment as the next boot target. Upon reboot,
the system seamlessly switches to the new deployment without altering the previous ver-
sion. If any issues occur, the user can easily roll back to the previous deployment using
the rpm-ostree rollback command or by selecting the earlier version from the boot menu.
OSTree ensures that the system is only modified between reboots and in a fully atomic
fashion. Application installations must be layered as additional rpm-ostree layers or con-
tainerized. Every system update is a full state snapshot, with no partial or incremental
state changes applied live. Switching between deployments is as simple as selecting a dif-
ferent OSTree commit. OSTree also supports static delta updates, where only the changed
portions of the filesystem tree are transmitted and applied, reducing bandwidth and disk
usage [97].

Figure 4.3 illustrates the core concepts of the OSTree update model [98]. At the center
of this model are repositories, which serve as central storage for all OS versions, mak-
ing it easier to distribute updates across large-scale deployments. Branches represent
different OS variants, such as stable or development versions, allowing for parallel devel-
opment and testing. OSTree ensures that system upgrades are atomic and consistent,
minimizing the risk of partial or unstable updates. In the event of an issue, users can
perform a rollback to a previous version with ease, enhancing overall system reliability.
Each commit is an immutable snapshot of the full filesystem, providing strong trace-
ability and integrity. Signing and verification mechanisms further secure the update

process by ensuring that only trusted and authenticated commits are deployed. During
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a deployment, a selected commit is activated as the system’s boot target. Checkouts
create the live environment from that specific commit, defining what the system boots
into. Together, these components form a modern, version-controlled framework for man-
aging the OS lifecycle. By combining Git-like structures with robust update mechanisms,

OSTree offers a reliable and secure solution for maintaining Linux-based systems at scale.
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Figure 4.3: Fundamental concepts of the OSTree update model

The A/B partition update model, as depicted in Figure 4.4, is a robust and deter-
ministic update mechanism commonly used in immutable operating systems designed for
reliability-critical environments such as edge computing, embedded systems, and Kuber-
netes clusters. This model is implemented by OSs like Flatcar Container Linux, AWS
Bottlerocket, and Talos Linux [89]. The system is provisioned with two root partitions,
conventionally labeled A and B, each containing a complete bootable image of the OS.
At any point, the system actively runs from one of these partitions (e.g., A), while the

other (e.g., B) remains inactive and available for updates [99]. In this update workflow,
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the system initially boots from the active partition (A), which remains read-only during
runtime to preserve immutability and prevent configuration drift. When an update is
triggered, either manually or by an orchestrated controller, the new OS image is written
to the inactive partition (B). This image is typically a signed and pre-verified system
snapshot, such as a SquashFS, ext4 image, or a container-like filesystem. The boot-
loader, such as GRUB or a system-specific alternative, is then configured to boot from
partition B on the next reboot. After rebooting, the system transitions into the updated
partition (B). If the boot is successful and the system reaches a defined healthy state,
verified through boot-time checks, systemd targets, or readiness probes, the update is
marked as successful and partition B becomes the new active partition. If the system
fails to boot or does not reach the required operational state within a set timeout, the
bootloader automatically rolls back to the last known good state on partition A. This
rollback mechanism helps maintain system stability, even when updates are faulty or in-
complete. This approach effectively eliminates the risk of deploying broken updates to
production environments, especially important in unattended, autonomous systems such
as [oT devices or remote edge nodes. Updates are fully atomic: either the entire updated
image is booted successfully, or the previous known-good system is restored without in-
termediate or partial states. A/B systems often include cryptographic verification (e.g.,
image signature verification via dm-verity [100]) to ensure the integrity and authenticity

of updates before boot.

Boot failure (Rollback)

Boot1

Boot success

Install update

!

Reboot

Figure 4.4: A /B partition update model
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NixOS as a Leading Immutable OS

NixOS exemplifies the immutable OS model and has gained popularity for its declar-
ative configuration, atomic upgrades, and reproducible builds, offering a consistent and
reliable foundation for modern infrastructure [74].

It is built around the Nix package manager, a purely functional tool that enables its
unique approach to system configuration and software deployment [101]. Unlike tradi-
tional mutable Linux distributions, NixOS is designed around immutability, declarative
system management, and full reproducibility [102]. System configuration is treated as
code, defined in a single version-controlled file (configuration.nix) that describes the en-
tire system state (packages, services, users, and kernel version). This allows systems to be
built, rebuilt, or rolled back deterministically. NixOS’s immutability is enforced through
a generation-based update model. Instead of modifying the live system, it builds new
system generations in isolation and activates them by updating a symlink (/run/current-
system) [103]. The root filesystem is composed of read-only, content-addressed paths
in the Nix store (/nix/store), ensuring consistency and preventing unintended changes
[75]. While conceptually similar to transactional and OSTree-based update models, the
generation-based approach in NixOS is unique in that it builds system generations from
declarative configurations and switches between them atomically via symlinks, without
relying on filesystem snapshots or partition duplication. These atomic upgrades allow
safe testing of system changes. If an update fails, users can simply reboot and select a
previous working generation from the boot menu [104]. This rollback mechanism is espe-
cially valuable in edge environments where physical access is limited. NixOS also avoids
dependency conflicts by computing cryptographic hashes of all build inputs, allowing
multiple versions of packages to coexist without interference. NixOS supports isolated
workloads via tools like nix-shell and integration with container runtimes [105]. It also
enables multiple system profiles, making it ideal for edge use cases such as industrial
[oT or satellites, where evolving requirements must not compromise the base platform.
While NixOS enforces immutability, it remains flexible. Changes are introduced through

source-controlled configuration updates and rebuilds, ensuring all modifications are in-
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tentional, traceable, and reversible.

As demand grows for secure, reliable systems, NixOS stands out as a modern OS that
brings immutability, declarativity, and reproducibility into practical use. It serves both
developers who need precision and production environments that require resilience and

automation

4.2.3 Container-based OSs: Optimized for Isolation

Container-based Operating Systems (COS) represent a specialized category of Linux-
based systems explicitly designed to run containerized workloads. They are very lightweight
operating systems designed specifically to run containers — and nothing else [73].

COSs overlap with immutable operating systems but are not the same. Although these
two models share several traits, especially in how they handle system state and updates,
they emerge from different needs and embody distinct philosophies.

While COSs inherit the immutability and atomic update properties, they go further by
assuming that all workloads will run in containers. These systems are built from the
ground up to host containers, often eliminating traditional system features such as pack-
age managers, SSH access, or even a shell. Examples like Talos Linux, Bottlerocket,
and Flatcar Container Linux operate under the assumption that the host OS should be
as minimal and secure as possible. Everything else, including update mechanisms and
administrative interfaces, runs in containers or via APIs.

This shift has major implications. Whereas immutable OSs still allow an administrator
to SSH in and tweak configuration files or install additional software through controlled
layering, a container-based OS does not. It offloads all custom logic into containers and
often integrates tightly with Kubernetes or GitOps tools for orchestration and manage-
ment. Some, like Talos Linux, are completely API-driven and administrators never “log
in” to the device in the traditional sense.

Immutable OSs strike a powerful balance by locking down the core system while still
offering some administrator control and update flexibility. Container-based OSs take it

one step further by assuming developers won’t touch the OS at all. They’ll build every-
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thing as containerized applications. This model fits in cloud-native ecosystems but can
be overly rigid if you have legacy needs or require more hands-on control.

So, Immutable and Container-based Operating Systems share core principles such as a
read-only root filesystem, atomic updates, rollback support, and a focus on reliability
and security. However, their design goals differ. Immutable OSs represent a system-level
model, emphasizing stability and reproducibility while still allowing a range of work-
loads. In contrast, Container-based OSs follow an application-centric model, assuming all
workloads run as containers and often removing traditional system interfaces in favor of
remote, declarative control.

The tables 4.2 and 4.3 present a comparison of leading container-based OSs, outlining

their essential attributes and design choices.

Criteria Talox Linux | Bottlerocket Flatcar .Contalner Kairos
Linux —
Base Architecture Custom Custom Gentoo Custom
Container Runtime Containerd Containerd D(;glg{:r/ None
Package Manager No No Ignition Bundles
config
. A/B, A/B, A/B,
Update Mechanism API-driven API-driven Rolling A/B
SSH No No Yes Yes
Enterprise Support Consultl.ng Yes No Consultl.ng
companies companies
Use Case K&s node AWS EKS K8s K8s
only Docker Swarm

Table 4.2: Comparison of Leading Container-based Operating Systems - First Part

openSUSE microOS as a Leading Container-based OS

openSUSE MicroOS is a modern, lightweight Linux distribution designed specifically for
hosting containerized workloads in a secure and reliable manner. As part of the broader
openSUSE family, MicroOS distinguishes itself with an immutable root filesystem, auto-

mated updates, and minimal surface area, making it particularly suitable for edge devices.

A central feature of MicroOS is its use of the transactional-update wrapper tool,

which manages system updates in a safe and atomic way. Unlike traditional package
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el . openSUSE Fedora
Criteria MicroOS CoreOS Photon OS RancherOS
Base Architecture openSUSE Fedora VMware Custom
Container Runtime Podman Docker/ Docker Docker
podman
Package Manager transactional-update rpm-ostree tdnf No
(wrapper tool)
. Atomic, Atomic RPM
Update Mechanism Transactional (OSTree) | (granular updates) A/B
SSH Yes No No Yes
Enterprise Support No No No Yes
. vSphere Docker-
Use Case Gzilcfsl;p}? rpt(i)ic ?(IécnnSlgft, Azure, EC2 only
comtainer Hosting 5 nodes GCE Environments

Table 4.3: Comparison of Leading Container-based Operating Systems - Second Part

managers that apply changes directly to the live system, transactional-update per-
forms all modifications in a separate Btrfs snapshot. These updates only take effect after
a reboot, ensuring that the running system remains stable throughout the process. This
approach prevents issues caused by interrupted or failed updates, which are common in
mutable systems. In case something goes wrong, users can easily roll back to the last

known good state using the built-in snapshot and rollback capabilities.

The utility of transactional-update becomes even more apparent in unattended or
production environments, where consistency and reliability are critical. By isolating
changes from the live system and enabling controlled activation on reboot, it greatly
reduces the risk of downtime or misconfiguration. Combined with its container-first
philosophy and support for Podman as a rootless container runtime, openSUSE MicroOS

offers a compelling solution for running secure, self-maintaining container hosts at scale.

4.2.4 OS images built with Yocto or Buildroot

Custom minimal systems are Linux-based operating systems tailored from the ground
up for a specific hardware platform and use case. Rather than starting with a general-
purpose distribution and stripping it down, these systems are constructed by selecting

only the essential components required for the target environment. Two of the most
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widely adopted tools for building such systems are the Yocto Project and Buildroot.

Yocto is known for its power and robustness, making it a strong choice for complex, large-
scale projects. However, this capability comes with trade-offs: a steep learning curve and
slower build performance. Buildroot, in contrast, offers a simpler and more lightweight
build environment that enables fast iteration, making it better suited for quick proto-
typing and smaller-scale deployments, albeit with less flexibility for highly customized
setups [106].

A major advantage of custom minimal systems is the high level of control they provide
during the design phase. Developers can fine-tune kernel configurations, include only
essential libraries and drivers, and tailor the user-space environment to match the exact
needs of the application [107]. This flexibility allows for highly optimized systems in
terms of both performance and hardware compatibility. However, this advantage typ-
ically ends at deployment: once a system is compiled and deployed, it becomes much
harder to change or extend. Without a dedicated update strategy designed upfront,
post-deployment modifications can be extremely challenging.

In addition to flexibility, these OS images are extremely lightweight, often just a few
megabytes in size. For instance, Yocto-based images can be as small as 600 megabytes,
significantly smaller than minimal Ubuntu images, which typically start at around 3 giga-
bytes [108]. This minimal footprint is a key benefit in edge computing, where hardware
is frequently constrained in CPU, memory, and storage. Custom OS images built via
Yocto or Buildroot can boot quickly, consume less power, and make more efficient use of
limited resources. This makes them especially well-suited for single-board computers and
energy-sensitive applications, where performance-per-watt and memory optimization are
critical.

It is also worth noting that the Yocto Project supports building images that are compat-
ible with a variety of popular Linux distribution environments through its use of build
targets and SDK integration. While Yocto is not a full Linux distribution itself, it
provides the tools and metadata layers necessary to construct custom distributions tai-

lored to specific hardware. This differs from conventional distributions like Ubuntu or
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Fedora, which are prebuilt, general-purpose systems. Instead, Yocto provides a flexible
framework for assembling a Linux system from source, component by component, en-
abling exact reproducibility and fine-grained customization.

As indicated in the poky.conf file within the official Yocto Project documentation [109][110][111],

the supported host environments and reference platforms are included in Table 4.4.

Table 4.4: Supported Host Environments and Reference Platforms for the Yocto Project

Poky 5.1 Ubuntu 20.04 Fedora 39
Poky 5.2 | Ubuntu 22.04 Fedora 40
Debian 11 | Ubuntu 24.04 Fedora 41
Debian 12 | Ubuntu 24.10 Cent0S Stream 9

rocky-8 OpenSUSE Leap 15.5 | AlmaLinux 8.8

rocky-9 OpenSUSE Leap 15.6 | Almalinux 9.2

Approaches to Updates

The minimal and static nature of these systems presents major challenges for implement-
ing software updates. Unlike most Linux distributions, Yocto or Buildroot-based systems
do not come with a built-in update mechanism. As a result, one of the most basic ap-
proaches is manual re-flashing, where a new image is generated and the entire SD card
is reflashed. While this method can be useful during development, it is neither scalable
nor safe for remote devices, making it unsuitable for production use. Therefore, up-
date strategies must be carefully designed and integrated during the system development

phase.

The most commonly used mechanisms in the Yocto ecosystem are RAUC, SWUpdate,
Mender, and OSTree, each offering a different trade-off between complexity, flexibility,
atomicity, and robustness [112]. Below is a short overview of these different mechanisms.
RAUC (Robust Auto-Update Controller) is one of the most widely used tools for sys-
tem updates with Yocto and offers a versatile approach, supporting both file-based and
block-level update mechanisms. It handles full system bundles and supports secure,

X.509-signed OTA updates. RAUC integrates with bootloaders for A/B setups and roll-
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back, and is ideal for embedded systems requiring high assurance and flexibility. Yocto
integration is available through meta-rauc.

Mender is another block-based A/B update system with a focus on robustness and
remote management. It supports full rootfs and kernel updates, along with custom mod-
ules for other components. Mender provides automatic rollback on failure, secure artifact
signing, and a hosted or self-managed backend. Yocto integration is available via meta-
mender.

SWUpdate is another well known tool and is a flexible update framework supporting
both block and file-based updates. It can update bootloaders, kernels, rootfs, and external
components. It supports A/B and rescue setups, rollback (via bootloader integration),
and a wide variety of backends like Hawkbit. It is highly customizable and well integrated
with Yocto via meta-swupdate.

Swupd is a file-based update mechanism initially developed for Clear Linux. It updates
files directly within a single root filesystem and supports incremental and delta updates.
It’s lightweight and minimizes downtime, but lacks built-in rollback and recovery fea-
tures. Best for systems where high update speed and minimal space usage are priorities.
Lastly, OSTree is also supported as an update mechanism in Yocto. As seen in the
Immutable OS section 4.2.2, it is a file-based, Git-like mechanism for managing root
filesystem trees. It enables atomic updates with efficient delta delivery and supports
rollback via deployment switching. It requires specific filesystem layout conventions and
bootloader compatibility. Good for use cases where fine-grained file versioning is useful.

Yocto integration is in progress via meta-ostree.

For Buildroot, update strategies are similarly not provided out of the box and must
be integrated manually. Given Buildroot’s focus on simplicity and generating complete
root filesystems from scratch, its default workflow is not geared toward incremental up-
dates. The most straightforward approach is also full image replacement, where the entire
root filesystem is rebuilt and reflashed onto the device. However, for production envi-
ronments, more advanced solutions such as SWUpdate [113] or RAUC [114] can be

manually integrated. Both tools are compatible with Buildroot and supported through
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dedicated community-maintained packages or external layers. These allow implementing
A /B partition schemes, secure OTA updates, and rollback mechanisms, similar to Yocto-
based setups. Although integration may require more manual configuration compared to
Yocto’s metadata-driven layers, the result can be equally robust if planned early in the

system design phase.

4.3 Understanding PQC Workload Demands on Edge

OSs

Resource limitations in edge devices become even more significant when integrating post-
quantum cryptography.

For Key Encapsulation Mechanisms (KEMs), such as ML-KEM (Kyber), the key op-
erations to focus on are key generation, encapsulation, and decapsulation [115].
These operations play a central role in establishing secure communications. Key gener-
ation affects how devices are provisioned and how certificates are issued. Encapsulation
and decapsulation are critical for securely exchanging keys between devices.

In the case of digital signature schemes, including ML-DSA (Dilithium) and SLH-
DSA (SPHINCS+), the most meaningful operations to measure are key generation,
signing, and verification [116|. Key generation again impacts provisioning and certifi-
cate issuance. Signing is particularly relevant for tasks like code signing, OTA updates,
and maintaining audit logs. Verification, on the other hand, is essential for validating
updates, securing the boot process, and supporting protocols like TLS and authentication
mechanisms. In edge environments, verification tends to be performed more frequently
than signing, such as when checking updates or remote commands. As a result, its

efficiency can have a greater impact on overall system performance.

4.3.1 Operational Implications for OS Selection

Integrating PQC into edge environments introduces operational constraints that influence

OS selection:
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e CPU and RAM Efficiency: Lattice-based schemes like ML-KEM and ML-DSA
require more CPU cycles and memory than classical algorithms. An edge-compatible
OS must minimize overhead, support SIMD optimizations (e.g., NEON), and limit
background services to free resources.

e Deterministic Performance: In time-sensitive edge scenarios, consistent response
times matter more than peak throughput.

e Robust Filesystem and Updates: Larger PQC keys and signatures affect update
verification and boot-time checks. OSs with atomic updates (e.g., OSTree) or repro-
ducible builds (e.g., NixOS) handle this more reliably.

e Boot and Recovery: PQC in boot flows increases the cost of delays or failures.
OSs with fast, staged initialization and resilient recovery mechanisms maintain better

uptime.

4.3.2 0OS-Level Factors in PQC Deployment

Operating systems are not neutral platforms in the transition to post-quantum security
[117]. Their internal design, including kernel version, scheduling behavior, background
services, power management, and cryptographic library integration, directly influences
the performance and practicality of deploying PQC on edge devices. Even when the
same cryptographic library is used, results can vary based on the underlying C standard
library, compiler optimizations, CPU frequency scaling, and support for instruction sets
such as NEON on ARM. These implementation details determine how efficiently an OS
can manage the additional computational and memory demands introduced by PQC
algorithms.

Selecting an OS for secure, scalable edge deployments requires more than traditional
performance metrics. Factors like cryptographic readiness, consistent performance under
load, and reliability in constrained conditions are essential. The framework developed in
this thesis provides a more realistic basis for evaluating OS suitability in the post-quantum

era.



5 Research Methodology

5.1 Framework for Evaluating Edge OS Suitability

The goal of this study is to evaluate Linux-based operating systems suitable for de-
ployment in edge computing environments, with a focus on performance, reliability, and

security. The selection of OS candidates was guided by the following criteria:

e Architectural Diversity: Inclusion of both mutable and immutable OS models to
explore trade-offs between flexibility and stability.

e Lightweight Footprint: Preference for distributions with minimal resource overhead,
suitable for constrained edge hardware.

e Mainline Kernel, Community, and Enterprise Support: Preference for distribu-
tions with active development, strong community or enterprise backing, comprehensive

documentation, and solid hardware compatibility with ARM-based platforms.

Operating systems built using Yocto or Buildroot were intentionally excluded from the
performance benchmarking in this chapter. While these meta-distributions are commonly
used in embedded and edge product development, they represent highly customized en-
vironments where system performance is tightly coupled to specific application require-
ments and build configurations. Their inclusion would limit comparability due to the lack
of a standardized base image and the overhead required to ensure a consistent software

stack across all tested systems.

That said, if a custom-built OS had been included, this study would have prioritized
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Yocto over Buildroot. Yocto offers a more scalable and maintainable build system, better
suited for complex or large-scale edge deployments. Unlike Buildroot, which targets rapid
prototyping with limited extensibility, Yocto supports layered builds, version-controlled
recipes, and integration with advanced update frameworks such as RAUC, SWUpdate,
and Mender. These capabilities are critical for secure and reliable edge software manage-
ment. Among the many distributions that Yocto can build or target, openSUSE Leap
would have been a strong candidate for benchmarking. As a mature distribution, it offers
several capabilities aligned with the goals of edge system reliability. Notably, when config-
ured with Snapper and the Btrfs filesystem, openSUSE Leap supports filesystem-level
rollback for system updates. This mechanism automatically creates Btrfs snapshots
before and after critical operations such as package upgrades or system configuration
changes. In the event of failure or instability, users can revert the system to a previ-
ous working state without manual recovery, significantly improving update safety and

resilience [118].

5.2 OS Candidates Selected for Evaluation

The six selected operating systems reflect a cross-section of architectural philosophies and

optimization goals within the Linux ecosystem.

5.2.1 Immutable and Container-based OSs

e NixOS: A declarative, immutable OS that leverages the Nix package manager. NixOS
was selected as a representative of modern immutable infrastructure models and purely
functional system configuration. Its emphasis on reproducibility, rollback capability,
and minimal global state aligns well with the goals of secure and reliable edge deploy-

ments.

e openSUSE MicroOS: An immutable and container-centric Linux distribution de-

signed for automated and transactional system updates. Unlike NixOS, MicroOS

adopts a more conventional base system (rpm + btrfs + zypper) while offering a mini-
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mal environment optimized for container workloads (e.g., with podman and Kubernetes).
Its inclusion highlights the trade-offs between container-native design and traditional

package management models in edge systems.

5.2.2 Mutable OSs

e Raspberry Pi OS Lite: A lightweight, mutable Debian-based distribution specifi-

cally optimized for Raspberry Pi hardware. It serves as a well-established baseline
OS with excellent hardware support, low memory footprint, and widespread use in
academic and hobbyist edge deployments.

e Ultramarine Linux (ARM Edition): A Fedora-based distribution tailored for ARM

SBCs. It offers a mutable systems that aim to combine usability and performance.

e DietPi: An extremely minimal Debian derivative focused on resource efficiency. It
offers aggressive memory optimizations, lightweight default services, and a simplified
software installation process. DietPi was chosen for its relevance in ultra-lightweight
edge scenarios where minimizing overhead is critical.

e Manjaro ARM: A mutable, Arch-based rolling-release distribution with a growing

ARM community. It combines up-to-date kernels and packages with access to the Arch
User Repository (AUR), making it suitable for developers who need the latest features.
Its performance characteristics offer a contrast to more conservative, stable systems

like Debian derivatives.

This diverse selection enables comparative analysis of key trade-offs in edge system design,
between mutability and reproducibility, size and functionality, and innovation versus
stability. The benchmarking results in the following sections aim to provide actionable
insight into which OS models best align with the operational demands of scalable, secure

edge deployments.
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5.3 Testbed Setup

To ensure consistency and fairness across all performance measurements, a uniform hard-
ware testbed was used throughout the benchmarking process. The experiments were
conducted on a Raspberry Pi 4 Model B, a widely adopted single-board computer in
edge computing research due to its balance between performance, power efficiency, and
broad OS support.

Table 5.1 summarizes the hardware configuration of the edge device used in this study.
The system features a quad-core ARMv8 Cortex-A72 processor clocked at 1.80GHz, with
dynamic frequency scaling managed by the ondemand governor via the cpufreq-dt driver.
The device is equipped with 8GB of RAM and a 128GB solid-state drive formatted with
the ext4 filesystem using a block size of 4096 bytes. To minimize disk write overhead
and improve performance consistency, the filesystem was mounted with the noatime and

rw options.

Table 5.1: Hardware Configuration of the Edge Device

Component Details

Processor ARMvS8 Cortex-A72 @ 1.80GHz, 4 cores
CPU Scaling cpufreq-dt, governor: ondemand

Motherboard Raspberry Pi 4 Model B Rev 1.5

Chipset Broadcom BCM2711
Memory 8GB
Disk 128GB ED2S5, ext4, block size: 4096

Mount Options | noatime, rw

5.3.1 Benchmark Execution Environment

To ensure fairness and reproducibility across all tested operating systems, a standardized
software environment was established prior to executing any benchmarks. All tests were
performed on a common base configuration to eliminate variability caused by missing

dependencies, divergent runtime environments, or distribution-specific package versions.
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Importantly, to maintain consistency at the kernel level, which could potentially influ-
ence performance results, all operating systems were configured to run the same Linux
kernel version (6.12).

A minimal yet sufficient set of packages was manually installed on each system to sup-
port benchmark compilation, container management, and low-level system testing. The

common software stack included:

e docker
e git, wget, unzip, file, which — for retrieving, extracting, and identifying benchmark
dependencies and files.

e gcc, glibe, cmake — standard development tools required to compile and run source-

based benchmarks (e.g., CoreMark, RAMspeed).
e php — used by the Phoronix Test Suite for scripting and automation.

e tmux — for terminal session management during test automation.

In addition, a lightweight BusyBox Docker container was run during each benchmark.
This was not intended to simulate a realistic edge workload, but rather to enforce consis-
tency across all test environments. By introducing an identical and controlled background
process on each operating system, the benchmarking conditions remained uniform. This
ensured that all systems experienced the same minimal runtime activity during testing,
eliminating discrepancies caused by any idle-state optimizations or varying default back-
ground services.

Overall, this standardized testing environment allows for accurate and fair performance
comparisons by focusing on the behavior of the operating system kernel and its interac-
tion with system resources, rather than on differences in package management or user

space utilities



6 Evaluating System Performance

Across OS Architectures

6.1 Objective

The objective of this evaluation is to analyze and compare the system-level performance

characteristics of the selected operating systems designed for edge environments.

In edge computing scenarios, system resources are often limited, workloads are highly
diverse, and performance predictability is critical. Therefore, this chapter focuses on

benchmarking three foundational dimensions of system performance:

e CPU Throughput — Reflects the processing capability of the OS and is crucial for
compute-bound workloads such as data filtering, encryption, or inference tasks.

e Memory Bandwidth (RAM) — Measures how efficiently an OS manages data trans-
fers within main memory, which directly impacts applications involving buffering,
caching, or real-time data streaming.

e Disk I/O Performance — Captures how well the OS handles storage operations,
which is essential for logging, local persistence, container image unpacking, and filesys-

tem responsiveness.

These three metrics form the backbone of system performance on constrained edge
devices. By conducting reproducible benchmarks in a uniform hardware environment de-

scribed in Table 5.1, this analysis aims to provide both a quantitative and qualitative
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foundation for identifying operating systems that are optimized not just for peak perfor-

mance, but for consistent and resource-efficient behavior under realistic edge workloads.

6.2 Specific Methodology

All system-level performance evaluations in this study were conducted using the Phoronix
Test Suite (PTS), a widely adopted and open-source benchmarking platform [119].
PTS has been extensively used in academic and industry research for cross-platform
performance analysis. Notable examples include the work by Marko Boras et al. on
the performance evaluation of desktop Linux operating systems [83|, and the study by
Christos Liambas et al. comparing the performance of digital forensic tools across various
operating systems [120]. Its ability to provide consistent test execution, automated result
collection, and standardized procedures makes it a reliable and reproducible benchmark-
ing framework for comparative OS analysis.

PTS operates by executing a set of predefined or custom benchmark test profiles, cap-
turing detailed performance metrics, and storing results in a structured format for com-
parison. Each test is run in a controlled environment, with system information logged

alongside the results to ensure transparency and reproducibility.

6.2.1 CPU Benchmark

The first CPU benchmark used in this study is CoreMark, a lightweight yet effective
synthetic benchmark developed by EEMBC to evaluate processor core performance. De-
signed as a modern alternative to the outdated Dhrystone benchmark, CoreMark provides
a single numerical score that enables quick and consistent performance comparisons across
platforms. It simulates realistic embedded workloads, including list processing, matrix
manipulation, state machine evaluation, and cyclic redundancy checks (CRC). The CRC
serves a dual purpose by both contributing to the computational workload and acting as
a built-in validation mechanism to ensure result correctness. To prevent compiler opti-

mizations from skewing the results, all values are generated dynamically at runtime, and
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no external library calls are used during the timed execution.

CoreMark reports performance in iterations per second, indicating how many com-
plete benchmark iterations the processor can execute within one second. Each iteration
consists of a fixed sequence of operations that reflect typical control logic and arithmetic
workloads in embedded systems. This unit of measurement captures the sustained com-
putational throughput of the processor while remaining independent of memory capacity
or data volume, making it particularly useful for cross-platform benchmarking in embed-
ded and edge computing environments.

In this study, the benchmark was configured with a size parameter of 666. In CoreMark,
this parameter specifies the number of elements used in the internal data structures, such
as the linked list and matrix. A size of 666 means the benchmark processes a linked list
with 666 nodes, and the matrix and state machine components are proportionally scaled.
This configuration is intentionally small to ensure the working set fits entirely within the
L1 or L2 cache of most CPUs. As a result, the benchmark focuses on stressing CPU core
logic, branch prediction, and instruction throughput, rather than being constrained by

memory latency or bandwidth limitations.

To complement the CoreMark benchmark, a series of cryptographic performance tests
was conducted using the Phoronix Test Suite’s Botan-based profiles. These benchmarks
evaluate the encryption throughput of five widely used symmetric algorithms: Blowfish,
KASUMI, CAST-256, AES-256, and ChaCha20-Poly1305. Only the encryption
phase was measured.

The results are reported in MiB /s (mebibytes per second), indicating how fast the CPU
encrypts data. Each benchmark encrypts a fixed data volume and measures the time

taken. Throughput is calculated as:

Total Data Encrypted (MiB)

Throughput (MiB/s) = Time Taken (s)

This metric provides a more practical and interpretable measure of cryptographic per-

formance than instruction count or cycle-based metrics, as it directly reflects the CPU’s
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ability to process secure data in real time. Each algorithm represents a distinct cryp-
tographic design and application domain. AES-256 and ChaCha20-Poly1305 are widely
used in modern security protocols such as TLS and VPNs, while Blowfish, CAST-256,
and KASUMI are older or domain-specific ciphers still relevant in constrained or embed-
ded systems.

Benchmarking encryption performance is particularly relevant for edge computing, where
devices frequently handle secure data transmission, local encryption, and privacy-preserving
computations. Unlike general-purpose workloads, cryptographic operations place stress
on specific CPU subsystems, including instruction-level parallelism, memory hierarchies,
and, where available, hardware acceleration. Measuring encryption throughput thus pro-
vides a realistic and security-aware perspective on processor performance in resource-

constrained environments.

6.2.2 RAM Benchmark

To evaluate memory performance, this study used the RAMspeed SMP benchmark
from the Phoronix Test Suite, a tool specifically designed to assess sustained memory
bandwidth under parallel workloads. RAMspeed operates by executing low-level mem-
ory operations in rapid succession, bypassing higher-level abstractions to isolate the raw
throughput of the memory subsystem. The results are reported in megabytes per sec-
ond (MB/s), indicating the effective rate at which data is moved or manipulated in
memory. The benchmark consists of several tests that simulate common memory access
patterns for both integer and floating-point data types. Each test is multithreaded and
designed to reflect real-world computational tasks frequently encountered in embedded

systems, edge computing, and high-performance workloads.

e Add Integer (MB/s): Measures the speed at which the system can read two integer
arrays from memory, perform element-wise addition, and store the result in a third
array. This tests memory read/write throughput and integer arithmetic combined.

e Copy Integer (MB/s): Assesses the bandwidth for copying data from one integer

array to another. It reflects pure memory transfer speed without arithmetic overhead,
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making it useful for identifying memory bandwidth limits.

e Scale Integer (MB/s): Evaluates performance when scaling an integer array by a
constant factor. This test combines memory access with basic arithmetic and simulates
workloads such as signal scaling or normalization.

e Triad Integer (MB/s): Measures the system’s ability to compute and store the result
of a fused multiply-add operation, suchas C = A + B * scalar. It is often considered
a good indicator of memory bandwidth under mixed compute and transfer loads.

e Add Float (MB/s): Similar to Add Integer, but operates on 32-bit or 64-bit floating-
point values. This test reflects performance in scientific, multimedia, or machine learn-
ing workloads that rely heavily on floating-point math.

e Copy Float (MB/s): Tests raw memory copy speed for floating-point arrays. It is
useful for detecting how efficiently floating-point data structures can be moved across
the memory hierarchy.

e Scale Float (MB/s): Measures the throughput for multiplying every element of a
floating-point array by a constant value. This is common in numerical simulations,
graphics pipelines, and data preprocessing.

To complement the RAMspeed tests and provide additional insight into memory transfer

performance, the MBW (Memory BandWidth) benchmark was also executed. MBW is

a lightweight tool designed to measure the throughput of basic memory copy operations

in user space, using standard C library functions such as memcpy (). Unlike RAMspeed,

which evaluates a variety of memory operations with arithmetic logic, MBW focuses
purely on memory copy performance. This makes it particularly useful for isolating the
raw memory bandwidth of a system without interference from computational overhead.

Two specific test modes were used:

e MBW Copy128MiB (MiB/s): This test measures the memory bandwidth while
copying 128 MiB of data in bulk. The size of the memory block remains consistent
during the test, allowing for high-throughput sustained copy operations that stress the

memory controller and data paths. It is representative of real-world scenarios such as
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data buffering, stream processing, and inter-process communication.

e MBW Copy128MiB-FixedSize (MiB/s): In this variant, the test also copies 128
MiB of data, but with strict control over memory allocation and access patterns. It
avoids dynamic memory management optimizations and ensures that each run uses a
fixed-size, page-aligned buffer. This helps eliminate variability due to malloc behavior
or memory alignment, resulting in more deterministic and reproducible measurements

of peak memory throughput.

These MBW results complement the RAMspeed benchmarks by providing a focused
evaluation of memory copy efficiency, which is critical in edge environments where fast
data movement between components (e.g., sensors, buffers, processing units) is often
required. Together, RAMspeed and MBW offer a well-rounded view of the memory

subsystem’s performance under both compute-intensive and pure-transfer workloads.

6.2.3 Disk I/O Benchmark

Disk I/O performance was evaluated using FIO (Flexible I/O Tester), a powerful and
widely used benchmarking tool originally developed by Jens Axboe for testing and vali-
dating the Linux I/O subsystem and various I/O schedulers. FIO provides fine-grained
control over test parameters, allowing for precise simulation of real-world disk access pat-
terns. In this study, FIO was used to benchmark both sequential read and sequential

write performance. The following configuration was applied for both tests:

e I/0O Type: Sequential Read / Sequential Write

e I/0 Engine: io_uring — the modern Linux asynchronous I/0O interface introduced in
kernel 5.1, offering lower overhead and higher throughput compared to legacy interfaces
like 1ibaio.

e Direct I/0: Yes — bypasses the OS page cache to ensure that measured performance
reflects actual disk access latency and throughput, rather than cache-assisted speeds.

e Block Size: 4KB — a standard block size that reflects typical filesystem and hardware-

level I/O granularity, allowing for accurate benchmarking of small, aligned I/O opera-
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tions.

e Job Count: 1 — a single-threaded workload was used to ensure consistency across all
OSs and to better reflect the I/O performance of single-task edge workloads.

e Target: Default test directory — FIO writes and reads from a temporary file located on
the main mounted filesystem of the containerized environment, ensuring a consistent

disk path for all tests.

The benchmark measures throughput in megabytes per second (MB/s), indicating
the sustained read or write rate under the given configuration. Sequential read tests
simulate workloads such as log analysis, media streaming, or loading of large models, while
sequential write tests reflect scenarios like sensor data buffering, logging, or configuration
saves. By using io_uring with direct I/O and a controlled block size, this benchmark
provides an accurate representation of raw disk subsystem performance, independent of
filesystem caching or read-ahead mechanisms. The use of consistent parameters across
all operating systems ensures fair and reproducible comparisons in the context of edge

system deployment.

To complement block-level disk measurements from FIO, this study also used CacheBench
from the LLCbench suite. It offers valuable insight into processor’s cache and memory
hierarchy performance, which significantly affects real-world 1/O, especially in buffered
or hybrid I/O scenarios. CacheBench is designed to measure the effective bandwidth
between different levels of memory, including I.1/L.2/1.3 caches and main memory,
under high-intensity read and write operations. It performs a series of memory accesses
with controlled strides and working set sizes, simulating how data is moved through the

cache hierarchy under load. In this study, the following test modes were executed:

e Cache Read (MB/s): Measures the bandwidth for sequential memory read opera-
tions from cache-aligned regions. This test provides insight into how quickly the CPU
can fetch data from the L1/L2/L3 caches during I/O operations.

e Cache Write (MB/s): Measures the speed at which the CPU can write to cache-

aligned memory regions, reflecting the upper limit of data output rates during buffered
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or write-behind disk operations.

The results, reported in megabytes per second (MB /s), quantify the maximum cache-
level data transfer rates the system can sustain. High performance in these tests suggests
efficient memory hierarchy behavior, which is particularly relevant for edge workloads
that rely heavily on memory-mapped 1/0O, fast temporary file handling, or caching layers
in local storage stacks.

Including CacheBench alongside FIO enables this study to assess both disk throughput
and memory /cache bandwidth, providing a more complete view of the data path from

storage to processor in edge environments.

To evaluate filesystem-level performance, this study included the FS-Mark benchmark,
a utility specifically designed to stress and measure the performance of file creation and
metadata operations in a realistic workload scenario. While tools like FIO focus on raw
block-level 1/O throughput, FS-Mark provides insight into the behavior and efficiency
of the file system under metadata-heavy operations. In this study, the benchmark was
executed with the following configuration: the test involved creating and writing 1,000
files, each 1 MB in size. This test simulates a common real-world use case where a system
must create and write many medium-sized files in quick succession. It stresses several

components of the I/0O stack simultaneously:

e Filesystem metadata operations: Each file creation involves updates to inodes,
directory entries, and allocation maps.

e Write throughput: Writing 1,000 MB of data exercises sustained sequential write
capabilities.

e File allocation and journaling: Depending on the filesystem type and mount op-

tions, journaling, delayed allocation, and write barriers may impact performance.

The result, reported in files per second (files/s), represents the rate at which the
system can complete the full cycle of creating, writing, and closing files. A higher value
indicates better performance in handling file-intensive workloads, such as logging systems,

temporary storage in pipelines, container image unpacking, or edge devices that buffer
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sensor data locally before upload. FS-Mark complements block-level and cache/memory-
level tests by offering a practical measure of how well each operating system handles
real-world file operations under pressure. It also helps reveal performance bottlenecks in
mount configurations, journal policies, or background I/O handling mechanisms that are

critical in edge scenarios.

Finally, this Disk I/O benchmark also included the “Unpacking the Linux Kernel”
test, identified as pts/unpack-1linux-1.2.0 in the Phoronix Test Suite. This benchmark
evaluates real-world file system and I/O performance by measuring how long it takes to
extract a compressed Linux kernel source archive.

Specifically, the test involves extracting a .tar.xz archive of the Linux 5.19 kernel source
tree, simulating a common workload where a large number of files and directories must
be created and written to disk in rapid succession. The archive contains thousands of
small files organized in a deeply nested directory structure, making the operation both
I/O- and metadata-intensive.

The result is reported in seconds, representing the total time required to complete the
unpacking process. A lower time indicates better overall I/O performance, as the system

must efficiently manage both:

e Sequential and random writes: Writing many small files and directory metadata
to disk.
e Decompression overhead: Processing the xz-compressed archive in memory and

streaming the data to the filesystem.

e File system handling efficiency: Interactions with journaling, allocation strategies,

and inode management.

This benchmark complements synthetic I/O tests (such as FIO and FS-Mark) by pro-
viding a practical, application-level workload that mirrors real-world usage scenarios. It
is particularly relevant in edge systems that rely on containerized application deploy-
ment, software updates, or log file extraction, where filesystem responsiveness and disk

throughput have a direct impact on performance and reliability.
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6.2.4 Analysis Approach

Rationale for Using Average Normalized Scores

To fairly compare the performance of multiple operating systems across a diverse set of
metrics, this study employs a two-step aggregation approach: per-metric normaliza-

tion, followed by average score computation using the geometric mean.

Normalization Strategy. Each raw benchmark score is first normalized on a per-

metric basis to allow fair comparisons across metrics of different scales and units. Since
most metrics in this study represent performance scores where higher is better, nor-
malization is performed by dividing each score by the maximum score observed for that

metric:

Lim
N lized; ,, = ——F——~ 6.1
ormalized; max(z5) (6.1)
j

Here, z;,, is the raw benchmark value of operating system ¢ for metric m, and the index
7 iterates over all operating systems in the benchmark set to identify the maximum value
for metric m. This yields a normalized score in the range [0, 1], where a score of 1.0

indicates the best-performing system for that metric.

However, for metrics where lower values indicate better performance, such as the
“Unpack Kernel” benchmark which measures the time (in seconds) required to extract
a large compressed archive, this normalization strategy is inverted. In these cases, the
minimum value (that is, the shortest execution time) corresponds to the best performance,
and normalization is performed as follows:

min(z;,m)

Normalized, , = ——— (6.2)

Lim

This ensures that, regardless of whether a metric is "higher is better" or "lower is bet-

" a normalized value of 1.0 always represents the best performance, and all scores

ter,
remain within the [0, 1] interval. This consistency is essential for computing aggregated
performance scores using the geometric mean, and for producing intuitive comparative

visualizations.
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Geometric Mean Aggregation. To aggregate normalized scores across all metrics in

a category (e.g., CPU), the geometric mean is used instead of the arithmetic mean. The
geometric mean is particularly suitable for performance analysis, as it provides a balanced
average of ratios and avoids the distortion caused by outliers or skewed distributions. For
an operating system ¢ with n normalized scores {s; 1, i 2, ..., Sin}, the average normalized

score is computed as:

n 1/n
GeometricMean; = (H Si7k> (6.3)
k=1

This methodology is widely recommended in the systems performance community, in-

cluding by Philip J. Fleming and John J. Wallace, for its mathematical suitability in

summarizing relative performance across multiple benchmarks [121].

Visualization. The computed geometric mean scores are used to generate comparative

bar plots for each resource category (CPU, RAM, Disk I/O), enabling quick interpretation
of relative performance. This approach distills complex multidimensional benchmark data
into a single interpretable score per OS per category, while still preserving metric-level
detail in accompanying tables.

This method ensures consistency, fairness, and statistical soundness in the cross-platform

evaluation of operating systems for edge environments.

Statistical Dispersion of Normalized Performance

To evaluate the overall consistency of each operating system’s performance, the statistical
dispersion analysis was applied across the entire set of normalized performance
scores, combining all metrics from the CPU, RAM, and Disk I/O benchmark categories.
Rather than analyzing variability within each domain separately, this unified approach
captures how uniformly each OS performs across the full spectrum of system-level tasks.
This is particularly relevant for edge environments, where general-purpose consistency
across subsystems is often more critical than isolated peak performance.

Five classical dispersion measures were used:

1. Standard Deviation (SD): Measures the average amount by which individual nor-
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malized scores deviate from the geometric mean. A lower standard deviation indicates

more consistent performance. It is computed as:

0 = L > (si — i) (6.4)

where s; ; is the normalized score for metric k& on operating system ¢, and g, is the
geometric mean for that OS.
2. Variance: The square of the standard deviation. It provides a non-rooted version of

dispersion, more sensitive to large outliers. Defined as:
Var, = 13" (50— u)? (6.5)
) n i,k Hi .
k=1
3. Range: The simplest dispersion metric, computed as the difference between the high-

est and lowest normalized values for a given OS:

Range; = ml?x(si’k) - mkln(slk) (6.6)

4. Interquartile Range (IQR): The IQR quantifies the spread of the middle 50% of

the data, defined as the difference between the third quartile (@)3) and the first quartile

(Q1):

IQR; = Q3 — Q1 (6.7)
For each operating system ¢, the IQR highlights the internal consistency of normalized
scores by measuring the variability in the central portion of its performance profile.
Unlike variance or standard deviation, the IQR is robust to extreme values, making it

valuable when analyzing performance distributions that may contain outliers.

5. Coefficient of Variation (CV): The CV expresses the ratio of the standard devia-

tion to the mean of normalized scores, offering a unitless measure of relative dispersion:

Si
where o; is the standard deviation and 5; is the arithmetic mean of the normalized

scores for OS 7. The CV is useful for comparing variability between OSs with different
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mean performance levels. A lower CV indicates a more balanced and predictable
performance profile, which is desirable for real-world edge deployments where workload

consistency is critical.

These measures were calculated for each operating system across all normalized metrics
from the CPU, RAM, and Disk I/O datasets. Prior to aggregation, all benchmark values
were normalized to the range [0, 1], with appropriate inversion applied for metrics where
lower values indicate better performance (e.g., Unpack Kernel). This ensures consistency

in interpretation across all tests.

Visualization via Parallel Coordinates. To visually explore and compare the dis-
persion characteristics across operating systems, the computed five dispersion metrics
were plotted using a Parallel Coordinates Plot. This technique enables multidimen-
sional comparisons by representing each operating system as a polyline that intersects a
series of vertical axes, with each axis corresponding to a specific statistical metric. All
metrics are normalized to the [0, 1] interval to ensure visual comparability, even if their
original scales differ substantially.

Parallel coordinates effectively reveal consistency, outliers, and performance trade-offs
across multiple dispersion dimensions. Unlike bar plots, which are typically limited to
single-metric comparisons, parallel coordinates allow for compact and expressive visual
inspection of how each OS behaves across the entire spectrum of variability indicators.
In general, lower dispersion values are preferable, as it reflects consistently strong

performance across workloads rather than isolated peaks.

6.3 Results and Analysis

CPU Results

CPU Performance Summary. As shown by the CPU throughput measurements in

Table 6.1 and Figure 6.1, NixOS achieves the highest geometric mean score (0.992),
closely followed by Ultramarine Linux and RPi OS Lite. Ultramarine delivers the best

CoreMark result and strong performance across all ciphers. NixOS leads in four of seven
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Table 6.1: CPU Performance Comparison of Edge OSs on a Common Software Stack

Metric RE;tSS Olf/ﬁgrsfoSSE Ultﬁ:ﬁime DietPi M:g;‘/fo NixOS
Coremark-Size666 (iterations/s) | 37071.68 | 27365.67 | 38170.17 | 31677.34 | 31891.76 | 37521.61
Blowfish (MiB/s) 120.19 82.83 121.25 91.00 | 10075 | 121.55
KASUMI (MiB/s) 33.04 26.19 35.25 2519 | 2753 | 35.36
Twofish (MiB/s) 107.41 | 7097 104.38 8217 | 89.93 | 104.96
CAST-256 (MiB/s) 58.06 38.97 56.92 4318 | 4849 | 5717
AES-256 (MiB/s) 54.90 37.39 54.79 439 | 4583 | 54.91
ChaCha20Poly1305 (MiB/s) 126.91 95.30 130.18 10112 | 10648 | 130.763

cryptographic benchmarks: Blowfish, KASUMI, AES-256, and ChaCha20-Poly1305. RPi
OS Lite outperforms others in CAST-256 and Twofish, maintaining competitive perfor-
mance across the board.

These three distributions form a high-performing group with minimal variation in aver-
age scores. Manjaro ARM ranks lower, with a geometric mean of 0.823. It performs

consistently but never leads in any test.

Consistency and Dispersion. While geometric mean scores reveal average perfor-

mance, statistical dispersion highlights how consistently each OS performs across the
various CPU benchmarks (see Figure 6.2). Ultramarine Linux has the lowest dis-
persion across all metrics, indicating highly stable CPU behavior. NixOS, despite its
top average, shows greater variability, particularly in IQR and CV. RPi OS Lite and
Manjaro ARM demonstrate moderate dispersion with predictable, if not leading, per-
formance. DietPi and openSUSE MicroOS exhibit the highest variability and the

weakest CPU scores overall.

Interpretation. Most of the performance spread might be attributed to build and ker-

nel configuration choices rather than inherent hardware limitations. For example, open-
SUSE MicroOS uses the musl C library and a conservative implementation of memcpy,
which avoids aggressive vectorization. This means memory operations are handled in
smaller chunks using general-purpose instructions. As a result, memory-intensive algo-

rithms like Twofish, which rely heavily on fast and repeated memory access patterns, are
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Average Normalized CPU Benchmark Score per OS

NixOS
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Geometric Mean of Normalized Performance (higher is better)

Figure 6.1: Average Normalized CPU Benchmark Score per OS

more likely to exceed the capacity of the L1 cache and spill into the L2 cache. The L2
cache serves as a larger backup to the faster but smaller L1 cache. While it helps reduce
access to main memory, it has higher latency, which can slow down performance if used
frequently.

In contrast, distributions like Ultramarine and NixOS use glibc or llvm-libc with
SIMD-optimized routines, particularly through NEON instructions on ARM architec-
tures. SIMD (Single Instruction, Multiple Data) is a type of parallel processing that
allows the processor to perform the same operation on multiple data points at once.
In the context of memory functions like memcpy, SIMD enables copying large blocks of
memory in parallel, which significantly increases throughput. This reduces the number
of memory accesses and helps keep more data within the faster L1 cache, improving per-
formance in workloads that are sensitive to memory bandwidth and latency. Compiler
choice also plays a role: CoreMark runs 39% slower on openSUSE compared to Ultrama-
rine, likely due to openSUSE using GCC 12. In contrast, Ultramarine and NixOS employ
newer compilers like GCC 14 or Clang, with builds optimized for -mcpu=cortex-a72,

resulting in more efficient code generation for the target architecture.
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Figure 6.2: CPU Dispersion Metrics (Normalized)

Conclusion. Among the tested OSs, NixOS, Ultramarine, and RPi OS Lite deliver the
best balance of throughput and consistency. In short, kernel configuration, and user-space
libraries, rather than the underlying silicon could explain the clear separation between

the high and mid-performance tiers.

RAM Results
Table 6.2: RAM Performance Comparison of Edge OSs on a Common Software Stack

Add Integer (MBs/s) 4086.71 3592.43 3529.95 4282.88 | 3933.36 3711.25
Copy Integer (MB/s) 3478.46 4077.03 3831.50 4357.96 3429.69 | 4441.79
Scale Integer (MB/s) 3354.21 4026.05 3843.28 4520.45 3673.79 | 4592.11
Triad Integer (MB/s) 2639.11 4163.78 3601.72 2872.03 2430.06 3971.51
Add Float (MB/s) 3960.02 3915.32 3467.42 4325.34 | 3990.87 3825.25
Copy Float (MB/s) 3537.16 3983.38 3873.12 4895.8 3610.61 4419.92
Scale Float (MB/s) 3677.05 4046.20 3878.05 4938.11 4038.5 4137.79
Copy128MiB (MiB/s) 2459.777 2283.713 2239.169 2204.937 | 2349.814 | 2172.112
Copy128MiB-FixedSize (MiB/s) | 2409.189 2360.534 2223.789 1993.410 | 2329.071 | 2165.964
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Figure 6.3: Average Normalized RAM Benchmark Score per OS
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Figure 6.4: RAM Dispersion Metrics (Normalized)

RAM Performance Summary. For RAM performance, as presented in Table 6.2 and

Figure 6.3, DietPi ranks first with a normalized average score of 0.925, demonstrating
consistent dominance in floating-point operations and competitive results in integer-based

tests. It led in four metrics: Add Integer, Add Float, Copy Float, and Scale Float. This is
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particularly notable considering DietPi’s minimalist design, as it combines a lightweight
footprint with high memory throughput. To minimize disk writes and enhance perfor-
mance, DietPi stores temporary files and logs in a tmpfs RAM drive by default. This
strategy not only speeds up operations involving these files but also reduces wear on
storage devices, which is particularly beneficial for systems using SD cards [122].
NixOS follows closely with a score of 0.913, leading in Copy Integer and Scale Integer,
and showing strong performance across the remaining benchmarks. It also achieved high
results in both MBW tests, indicating efficient memory copy behavior.

openSUSE MicroOS exceeded expectations with a score of 0.896, especially when com-
pared to its weaker CPU results. It achieved the top score in the Triad Integer benchmark
and remained consistently near the top in other metrics. Notably, openSUSE MicroOS is
one of the few ARM64 distros still built for a 64 kB kernel page size [123] [124]. Recent
snapshots of openSUSE MicroOS for ARM64 include a kernel-64kb flavor, indicating
ongoing support for this configuration [125]. This larger page size reduces the number of
required TLB (Translation Lookaside Buffer) entries by a factor of 16, since 64 kB pages
are sixteen times larger than the standard 4 kB pages. As a result, the processor can cover
sixteen times more memory with the same number of TLB entries. This is particularly
beneficial during memory-intensive workloads like the Triad kernel, which involves three
large arrays (A + B x scalar - C) and is especially prone to TLB misses. Additionally,
openSUSE patches binutils to make 64 kB the default common-page size [123].

By contrast, Ultramarine, despite showing stronger CPU results, fall behind in memory-
intensive workloads like Triad. One contributing factor could be its kernel configura-
tion: it ships with CONFIG_TRANSPARENT _HUGEPAGE_MADVISE=y rather than ALWAYS [126].
Transparent Huge Pages (THP) are a Linux feature that allows the system to use larger
memory pages, typically 2 MB instead of the standard 4 kB, to reduce TLB pressure
and improve memory access efficiency. However, when THP is set to MADVISE, the kernel
only promotes standard pages to huge pages if the application explicitly requests it using
madvise (MADV_HUGEPAGE). The Triad benchmark does not issue such calls. As a result,

its arrays remain allocated as 4 kB pages, and no promotion to 2 MB huge pages occurs.
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Without huge pages, the TLB must manage many more entries to cover the same memory
region, increasing the likelihood of TLB misses and reducing overall performance. This
illustrates how kernel configuration and application behavior jointly determine whether

advanced memory features like THP are effectively utilized.

Consistency and Dispersion. Beyond throughput, stability matters. Dispersion met-

rics reveal key insights (see Figure 6.4).

While DietPi ranks first in geometric mean RAM performance (0.925), its dispersion
metrics reveal some notable variability. It exhibits a mid-to-high range on both range and
variance, indicating that although it excels in specific benchmarks (e.g., floating-point
operations), its performance fluctuates more across metrics compared to top contenders
like NixOS or Ultramarine Linux. Interestingly, its IQR. is among the lowest, suggesting
that the middle 50% of its scores are tightly grouped, but outliers (such as lower scores in
the MBW tests) drive up overall variability. The CV also remains moderate, indicating
a decent balance between high mean and spread.

NixOS again demonstrates its well-rounded nature, showing not only strong perfor-
mance across the board but also consistently low dispersion metrics. It maintains one
of the lowest values for standard deviation, variance, and range, meaning its RAM
performance is both high and stable across all test types. This is a strong indicator of
a mature memory stack configuration and optimized memory subsystem. NixOS also
achieves a low IQR and CV| reinforcing its robustness and reliability, especially impor-
tant for edge deployments where predictability is critical.

openSUSE MicroOS also performs well in terms of consistency, maintaining relatively
low values for variance, CV, and IQR. Its standard deviation is slightly higher than
NixOS, but still well within the range of a consistent performer. This matches its position
as a runner-up in RAM throughput, and its statistical stability strengthens its case as a
reliable system under memory-intensive conditions.

Despite ranking fourth in mean RAM performance (0.843), Ultramarine Linux exhibits
the lowest dispersion across all metrics. Its near-zero values in standard deviation,

variance, range, and CV suggest extremely stable behavior, even if it does not achieve
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the absolute highest throughput. For applications where predictable memory perfor-
mance is prioritized over peak bandwidth, Ultramarine might be an excellent candidate.
Both RPi OS Lite and Manjaro ARM show higher variability, especially in terms
of range and IQR. This indicates fluctuating performance between specific tests, which
might be due to differences in memory management strategies or lower optimization for
RAM-bound operations. Their lower geometric mean scores (both at 0.821) combined

with high dispersion reinforce that their performance is not only less competitive on

average but also less consistent.

Conclusion. Considering both average performance and consistency, NixOS stands
out as the most balanced RAM performer. DietPi is ideal for raw memory throughput
on constrained devices, while Ultramarine Linux offers unmatched stability. openSUSE
MicroOS strikes a strong middle ground. RPi OS Lite and Manjaro ARM may suffice

for general use but are less optimized for memory-intensive or latency-sensitive edge

workloads.

Disk I/0O Results

Table 6.3: Disk I/O Performance Comparison of Edge OSs on a Common Software Stack

RPi OS

openSUSE

Ultramarine

Manjaro

Metric Lite | MicroOS | Linux | DitP1 | zgyp | NIXOS
DiskSeqRead (MB/s) 39.6 40.3 40.2 39.6 33.1 37.2
DiskSeqWrite (MB/s) 15.8 2.921 15.0 15.0 15.3 15.6
CacheRead (MB/s) 4571.61 3709.73 4551.72 3758.39 3806.50 4570.75
CacheWrite (MB/s) 13038.11 10600.30 13038.19 10805.54 | 10841.84 | 13048.30
Unpack Kernel (s) 23.31 65.63 22.35 34.74 13.27 14.36
1000 files-1MB (files/s) 25.9 18.5 23.1 24.1 24.8 26.0

Disk I/O Performance Summary.

In terms of disk I/O performance, as shown in

Table 6.3 and Figure 6.5, NixOS clearly leads in overall Disk I/O performance, achiev-
ing top results in Cache Write (13,048.30 MB/s) and FS-Mark (26.0 files/sec), and scoring
near the best in Cache Read (4570.75 MB/s) and Unpack Kernel (14.36 s). Its consis-

tently strong performance across all six benchmarks reflects a balanced and efficient 1/0
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Figure 6.5: Average Normalized Disk IO Benchmark Score per OS

profile.

This behavior can be attributed to the efficient filesystem layout used by NixOS. All bina-
ries and dependencies are stored in the /nix/store, which follows a content-addressable
and read-only structure. This approach helps minimize file duplication, enhances cache
locality, and reduces the number of in-place file modifications. These characteristics lower
[/O overhead and improve performance in tasks involving directory traversal, large file
reads, or unpacking compressed archives, such as those measured by filesystem bench-
marks. Moreover, NixOS features minimal background I/O activity. Since services are
only enabled explicitly, it tends to run fewer I/O-heavy daemons, such as journald in
persistent mode, log rotation tools, or background software updaters. It also maintains
a stateless and clean system environment. Unlike traditional systems, NixOS does not
mutate system state during package installations or upgrades. This helps reduce file
fragmentation, metadata overhead, and leftover temporary files. As a result, disk usage
remains clean and predictable, which is particularly advantageous in benchmarks like
FS-Mark and kernel unpacking.

RPi OS Lite follows closely with a normalized score of 0.907. It leads in Cache Read
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Disk I/O Dispersion Metrics
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Figure 6.6: Disk I/O Dispersion Metrics (Normalized)

(4571.61 MB/s) and Sequential Write (15.8 MB/s), with solid performance in FS-Mark
and Unpack Kernel. Its lightweight kernel and minimal services likely contribute to effi-
cient, low-latency disk transactions, which is especially useful for logging and edge storage

workloads on Raspberry Pi devices.

Consistency and Dispersion. While NixOS demonstrates the highest average nor-

malized Disk I/O performance, statistical dispersion metrics provide a deeper under-
standing of how consistently that performance is maintained across different tests (see
Figure 6.6). NixOS not only performs best on average but is also the most consistent.
It shows minimal variance, range, and interquartile spread, indicating tightly clustered
results and reliable behavior across all tests. Its low CV confirms stability relative to its
strong mean.

Manjaro ARM shows moderate consistency, with slightly more spread in IQR and CV
but no extreme outliers. It’s a solid general-purpose option.

openSUSE MicroOS displays the highest variability, caused by strong read perfor-
mance (40.3 MB/s) but weak write performance (2.921 MB/s). This imbalance leads to

high standard deviation and CV, making it less predictable and potentially unsuitable
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for critical I/O-bound workloads.

DietPi performs well in some tests (Cache Read/Write) but lags in others like Unpack
Kernel, resulting in one of the widest performance ranges.

RPi OS Lite has an almost negligible IQR, suggesting that most of its performance
values are concentrated within the middle 50% of its dataset. This reveals that while it
does have strong performance peaks (e.g., Cache Read), they are not isolated outliers but
representative of its broader performance distribution.

Ultramarine Linux presents a balanced picture, with moderate dispersion across all
statistical measures. While it does not lead any metric, it maintains competitive results
in key tests like Cache Read (4551.72 MB/s) and Unpack Kernel (22.35 s), making it a

dependable choice for scenarios prioritizing predictable, middle-ground performance.

Conclusion. For disk-intensive edge workloads, NixOS is the most robust choice, of-
fering top-tier performance with exceptional consistency. RPi OS Lite is highly efficient
and stable, making it ideal for Raspberry Pi-based deployments. Ultramarine provides
steady general-purpose performance. DietPi is viable when performance variability is

acceptable. openSUSE MicroOS requires caution due to its inconsistent write behavior.

6.4 Discussion and Recommendations

The comparative performance evaluation across CPU, RAM, and Disk I/O dimensions re-
veals a diverse landscape of strengths and trade-offs among the tested operating systems.
The analysis integrates both average normalized performance and statistical dispersion

to offer a holistic perspective suitable for decision-making in edge environments

Key Observations

NixOS delivers top-tier performance across CPU, RAM, and disk I/O with consistently
low dispersion. Its stateless, declarative architecture and optimized toolchain make it
well-suited for scalable and secure edge deployments.

Ultramarine Linux is the most stable across benchmarks, excelling in performance con-
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sistency rather than peak throughput. Its predictable RAM behavior and minimal vari-
ability make it a strong choice for real-time or stability-sensitive applications.scenarios.
openSUSE MicroOS performs well in RAM workloads, likely due to its 64 kB page size
support. While it shows weak CPU and erratic disk results, its consistent RAM behavior
makes it appealing for container-first and memory-focused deployments.

DietPi offers the best RAM throughput and competitive CPU performance, making it an
attractive option for resource-constrained systems. However, it exhibits higher dispersion
in several categories, particularly Disk 1/O. While ideal for lightweight memory-bound
workloads, DietPi may require additional tuning to ensure predictability across hetero-
geneous tasks.

RPi OS Lite provides good average performance and consistent behavior across all
benchmarks. It ranks second in Disk I/O and shows minimal dispersion in CPU and
memory tests. As a distribution tailored for the Raspberry Pi hardware, its efficiency
and predictability make it a safe and practical choice for Raspberry Pi-based edge de-
ployments.

Manjaro ARM performs reasonably across the board but lacks standout strengths and
shows higher performance variation, making it less ideal for critical or highly predictable

edge applications.

Recommendations

Based on the combined benchmark results and statistical consistency analysis, the fol-

lowing recommendations can be made:

e For high-performance and stability-critical deployments: NizOS is the most
suitable choice. It delivers industry-leading results across all categories with low vari-
ability, making it a strong candidate for complex edge environments. Beyond perfor-
mance, its immutable design adds a critical operational advantage: system state is
defined declaratively, upgrades are atomic, and rollback is seamless. This ensures not
only high throughput and consistency, but also resilience, reproducibility, and security,

which are core requirements for scalable and autonomous edge deployments. As such,
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NixOS uniquely aligns performance excellence with modern infrastructure principles.

e For predictability-first or real-time workloads: Ultramarine Linux is ideal due
to its exceptionally low dispersion, ensuring consistent behavior even if it does not lead
in raw speed.

e For memory-sensitive or RAM-optimized systems: DietPi excels in RAM through-
put and is suitable where lightweight footprints are necessary, provided variability in
disk performance is acceptable.

e For experimental or container-first scenarios with strong memory handling:

openSUSE MicroOS is a solid option if disk I/O is not the primary bottleneck.

e For general-purpose edge workloads: RPi OS Lite is a natural fit, balancing per-
formance and consistency in a package tailored to the hardware. Manjaro ARM is also
usable, but its higher dispersion indicates the need for further tuning or consideration

of more consistent alternatives.



7 Testing the Update Resilience of OS

Architectures to Power Failures

7.1 Objective

The second set of experiments evaluates and compares the resilience of different edge-
compatible operating systems when a system update process is unexpectedly interrupted
by a power failure. This scenario is highly relevant in edge computing environments,
where devices are often deployed in unreliable or remote locations and may be exposed to
power instability. As a concrete example, in residential environments where edge devices
are under the direct control of the user, it is possible that the user leaves for vacation and
shuts off the electricity in the house. If a system update is in progress at that time or has
been scheduled shortly before the power is cut, the update process may be interrupted.
This can lead to an incomplete or corrupted system state, potentially making the device
unusable without anyone available to perform a recovery.

Moreover, even in urban or well-managed settings, power grids are not immune to dis-
ruption. A recent large-scale blackout affecting Spain, Portugal, and parts of France in
April 2025 serves as a reminder that electricity providers cannot guarantee uninterrupted
service at all times. During this event, millions were affected by a prolonged power out-
age that disrupted both residential and industrial infrastructure [127]. Events like this
highlight the need for robust update mechanisms that can tolerate unexpected shutdowns

without compromising system integrity:.
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Ensuring that an operating system can gracefully handle such failures without compro-
mising system integrity is critical for maintaining the reliability and maintainability of
edge infrastructures. Indeed, operating system updates often involve changes to critical
system components such as the kernel, libraries, bootloader, or configuration files. An
unexpected power cut during this process can leave the system in a partially-updated or

corrupted state, potentially rendering it unbootable.

To explore how different system architectures influence resilience in such scenarios, this
experiment includes a comparative analysis of both mutable and immutable operating
systems. Mutable systems perform in-place modifications during updates. In contrast
immutable systems employ mechanisms like atomic updates, snapshotting, or genera-
tional rollbacks.

By testing a representative set of operating systems across this architectural spectrum,
the experiment assesses how update mechanisms and filesystem designs affect recovery
behavior, user intervention needs, and downtime. These insights are particularly valu-
able for guiding OS selection in scalable, unattended edge deployments where robustness
against power loss or environmental instability is critical.

The OS set and hardware platform used in this experiment remain consistent with ear-
lier performance tests. Immutable systems (openSUSE MicroOS, NixOS) are compared
with mutable ones (Raspberry Pi OS Lite, DietPi, Manjaro ARM, Ultramarine Linux)
to evaluate fault tolerance under identical failure conditions. The testbed is based on a
Raspberry Pi 4B, and its specifications are provided in Table 5.1, ensuring fairness and

reproducibility across all test cases.

7.2 Test Procedure

The test procedure consists of four main phases, designed to simulate and evaluate the
impact of an unexpected power failure during a system update. Each step is conducted

in a controlled and repeatable manner across all tested operating systems.

1. Preparation: To ensure that meaningful updates are available during testing, each
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operating system is flashed using an official release image that is at least 4 to 8 weeks
old at the time of the experiment. This approach increases the likelihood of system-
level updates, such as kernel or core library changes, and realistically reflects the
state of edge devices that have been deployed for some time without maintenance.
Following the image installation, each system undergoes an initial boot and baseline
configuration, including network setup and SSH access where applicable.

2. Update Triggering: Once the system is operational, the standard update mechanism
for each OS is invoked. Update progress is monitored using system logs and, where
possible, through a serial console connection. The specific commands used to initiate

updates are as follows:

e Debian-based systems (Raspberry Pi OS, DietPi): apt full-upgrade

Manjaro ARM: pacman -Syu

Ultramarine Linux: dnf upgrade

NixOS: nixos-rebuild switch -upgrade

openSUSE MicroOS: transactional-update dup

3. Power Failure Injection: During the update process, at approximately 30% to
60% completion (estimated based on console output and observed update duration),
a simulated power failure is introduced by physically disconnecting the power supply
from the Raspberry Pi. This step aims to interrupt the update at a critical point,
increasing the chances of exposing update-related vulnerabilities or inconsistencies.

4. Post-Reboot Observation: After power is restored, the device is rebooted and
its behavior is closely observed. The evaluation criteria include whether the system
successfully boots, the presence of any broken packages or corrupted filesystems, and
whether manual recovery steps are required. If the system boots successfully, service
availability is also assessed to determine whether critical services are operational and

stable.

To ensure that the results are robust and not dependent on timing artifacts or one-off

behaviors, each test scenario was repeated multiple times. This included varying the
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precise moment of the power interruption slightly in each trial, while keeping the overall
window between 30% and 60% of the update progress. Repeating the experiments helped
verify the consistency of observed outcomes and minimize the impact of random variation.
This approach enhances the reliability and fairness of the comparison across operating
systems and ensures that the conclusions drawn reflect typical rather than exceptional

system behavior.

7.3 Results and Analysis

7.3.1 Immutable Operating Systems

openSUSE MicroOS. For openSUSE MicroOS, the update was initiated using the

command transactional-update dup, which performs a full system upgrade in a trans-
actional and atomic manner. During testing, a power failure was introduced partway
through the update process. Upon restoring power, the system booted normally on the
first attempt, without any noticeable delay or service degradation.

Upon logging in and re-running the update command, the system simply restarted the
transactional update process from the beginning. No signs of corruption, partial changes,
or inconsistent system state were observed. This behavior confirms that the update had
not yet been activated, since MicroOS applies updates to a separate Btrfs snapshot that
is only switched into use after a successful reboot. Because the power failure occurred
before the reboot phase, the new snapshot was never activated, and the system continued
running the previous stable version without impact.

This result highlights the robustness of openSUSE MicroOS’s update mechanism. Its
ability to discard incomplete update states and cleanly retry the process without manual
intervention makes it particularly well-suited for edge environments. The separation be-
tween the running system and the update target ensures high resilience to interruptions,

aligning with the goals of reliable, unattended operation in distributed infrastructures.

NixOS. NixOS follows a declarative, immutable system design and uses the nix pack-

age manager along with nixos-rebuild to perform system updates. When the command
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sudo nixos-rebuild switch -upgrade is executed, the system builds a new configura-
tion generation in the Nix store and only activates it upon successful completion. This
approach ensures that the current running system remains untouched during the update
process.

In this experiment, a power failure was simulated while the system was performing the
update. Despite the interruption, the system booted successfully on the first attempt
after power was restored. This is consistent with the expected behavior of NixOS, as the
existing system generation remains fully functional and no active changes are made to
the live system until the new configuration is built and switched.

Upon re-running the update command after reboot, the process resumed without error.
Since the interrupted build process had not completed, no changes had been applied,
and the system simply restarted the update operation. No corruption, degraded state,
or manual recovery was necessary.

This result highlights the resilience of NixOS to failures during system updates. Its func-
tional and atomic update model ensures that incomplete or failed updates have no effect
on the running system. This design makes NixOS particularly well-suited for deploy-
ment in edge environments where stability, recoverability, and unattended operation are

essential.

7.3.2 Mutable Operating Systems

Raspberry Pi OS Lite. During testing with RPi OS Lite, a power failure was inten-

tionally introduced while the sudo apt update command was executing. Although this
command typically updates local package metadata and does not directly install or up-
grade software packages, it modifies critical files such as those in /var/lib/apt/lists/
and manages lock files related to the package database. If interrupted during this process,
especially when other system services or automated maintenance tasks are accessing the
package manager at the same time, the system may be left in an inconsistent or partially
modified state.

After the simulated power loss, the first reboot attempt failed. This suggests that the
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system was temporarily unable to initialize certain components correctly. However, the
second boot attempt was successful, indicating that some transient issues had been re-
solved or bypassed during the boot process. Upon accessing the system and running sudo
apt full-upgrade, the following error was returned:

E: dpkg was interrupted, you must manually run

‘sudo dpkg -configure -a’ to correct the problem

This message indicates that a package operation managed by dpkg had been interrupted
before completion, leaving the system’s package database in an incomplete configuration
state. In this situation, the user must manually restore the integrity of the package
manager by running the sudo dpkg -configure -a command. This reconfigures any
partially installed packages and ensures that the package management system can resume
normal operation.

This result highlights a critical limitation of mutable operating systems in the context
of edge computing. Even if no packages are being actively installed, a power loss during
routine maintenance operations such as apt update can result in system instability and
require manual recovery steps. In unattended edge deployments, this behavior poses
a significant reliability risk. It emphasizes the importance of update mechanisms that
can tolerate abrupt interruptions, such as those employed in immutable or transactional

operating systems.

DietPi. DietPi, a minimal Debian-based distribution optimized for low-resource envi-
ronments, uses the same package management system as Raspberry Pi OS Lite, namely
apt and dpkg. During testing, a simulated power failure was introduced while the system
was executing sudo apt full-upgrade. Despite DietPi’s smaller system footprint and
shorter update duration, the effects of the interruption closely resembled those observed
on Raspberry Pi OS.

Following the power cut, the first reboot attempt failed, indicating that the system had
entered an unstable or partially configured state. On the second boot, the system man-

aged to reach a login shell. However, when attempting to re-run the upgrade command,
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the following error was displayed:
E: dpkg was interrupted, you must manually run

‘sudo dpkg -configure -a’ to correct the problem

This confirms that the interruption had left dpkg in an inconsistent state, with at least one
package partially configured. Manual intervention was required to recover the system by
running sudo dpkg -configure -a, after which the package manager resumed normal
operation.

This outcome demonstrates that, like Raspberry Pi OS Lite, DietPi does not include built-
in resilience mechanisms such as transactional updates or atomic rollbacks. Although its
minimalism may reduce the update surface, it does not prevent corruption or instability
when updates are interrupted. As a result, DietPi shares the same limitations as other
mutable Debian-based distributions in scenarios involving unexpected power loss during

critical system maintenance.

Manjaro ARM. In the Manjaro ARM test case, a power failure was introduced while

the system was running sudo pacman -Syu, which is the standard command for perform-
ing a full system upgrade on Arch-based systems. Unlike some other mutable systems
tested, the system successfully booted on the first attempt after power was restored,
although the boot time was slightly longer than usual. This suggests that while the up-
date process was interrupted, critical system components were not in the middle of being
modified, or the package manager was able to recover to a minimally stable state.

Upon logging in and re-running sudo pacman -Syu, the following error was encountered:

error: failed to synchronize all databases (unable to lock database)

This error indicates that the package database was left in a locked state, most likely due
to the abrupt shutdown. Pacman creates a lock file (typically /var/1lib/pacman/db.1ck)
during update operations to prevent multiple processes from modifying the package
database simultaneously. Since the update was interrupted, the lock file persisted and
prevented further package operations from proceeding.

This issue was resolved by manually removing the lock file using the command:
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sudo rm /var/lib/pacman/db.lck

After this manual step, the package manager resumed normal operation and the system
was able to complete the update process without further error.

The results from this test highlight that although Manjaro ARM remained bootable after
an interrupted update, its package manager was left in an unusable state until manual
intervention was performed. This reinforces the broader conclusion that mutable rolling-
release systems are particularly sensitive to update-time interruptions. Even if they do not
immediately fail to boot, they may enter an inconsistent state that prevents automated
or unattended recovery. This behavior makes them less suitable for deployment in edge

environments where resilience and autonomy are critical.

Ultramarine Linux. Ultramarine Linux, in its standard edition, is a Fedora-based

mutable operating system that uses the dnf package manager for system updates. During
testing, a power failure was simulated while the system was executing sudo dnf upgrade.
Since dnf performs in-place updates that modify the live filesystem, this architecture does
not provide transactional guarantees or rollback mechanisms during updates.

Following the interruption, the system failed to boot on the first attempt. This suggests
that one or more critical components, such as the kernel, system libraries, or the init
system, may have been in the process of being modified at the time of the power loss. As
a result, the system entered an inconsistent or partially updated state. On the second
boot attempt, the system was able to reach the login shell, although some warnings
appeared during startup, indicating degraded system integrity.

Upon running the update command again, dnf produced errors indicating that the RPM
database was in an inconsistent state, which required manual recovery. This was resolved

by rebuilding the RPM database using the following commands:
sudo rm -f /var/lib/rpm/__db* && sudo rpm --rebuilddb

After these recovery steps, the update process could be resumed normally. This outcome
highlights the fragility of mutable systems such as Ultramarine Linux when exposed to

power interruptions during update operations. The lack of transactional protection and
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the need for manual recovery make such systems less suited to unattended or remote edge

environments, where availability and fault tolerance are critical operational requirements.

Tables 7.1 and 7.2 summarize the results of the power failure experiments, comparing the

resilience of each tested operating system in terms of boot success, need for recovery, and

post-reboot service availability.

Table 7.1: Resilience to Power Failure — RPi OS Lite, DietPi, Manjaro ARM

Category RPi OS Lite DietPi Manjaro ARM
0S Tvoe Mutable Mutable Mutable
yP (Debian/APT) (Debian/APT) (Arch/Pacman)
Boot Success On 2nd boot only On 2nd boot only Yes
Recovery Needed Yes Yes Yes
Service Availability Partial Partial Partial
Manual Manual .
Notes dok £ dok £5 Lock file issue,
pkg -configure -a | dpkg -configure -a| = o0
required required

Table 7.2: Resilience to Power Failure — Ultramarine Linux, NixOS, openSUSE MicroOS

. . . openSUSE
Category Ultramarine Linux NixOS MicroOS
0S Tvpe Mutable Immutable Immutable

YP (Fedora/DNF) (Nix) (‘transactional-update’)
Boot Success No Yes Yes
Recovery Needed Yes No No
Service Availability Partial Full Full
Required Booted into last Booted from last
Notes rpm -rebuilddb active generation; valid snapshot;
to fix RPM DB update not applied update not applied




8 Evaluating PQC Performance Across

OS Architectures

8.1 Specific Methodology

This section outlines the methodology used to evaluate the performance of PQC schemes
across different OS architectures. The goal is to assess the computational impact of PQC

operations in realistic, resource-constrained edge environments.

8.1.1 Selected PQC Algorithms

This analysis covers two of the three algorithms standardized by NIST in 2024, as detailed

in Section 3.1.1:

e FIPS 203 (ML-KEM): This key encapsulation mechanism supports three parameter
sets: 512, 768, and 1024. These values correspond to the module dimension in the
lattice-based construction and directly influence both the computational cost and the
security level. Specifically, ML-KEM-512, 768, and 1024 target NIST security levels
1, 3, and 5, respectively. These levels represent increasing resistance to attacks, with
Level 1 comparable to AES-128 and Level 5 to AES-256 [128]. As the parameter
set increases, the algorithm provides stronger cryptographic guarantees but also incurs
higher demands in terms of computation time, memory usage, and energy consumption

during operations such as key generation, encapsulation, and decapsulation.

e FIPS 204 (ML-DSA): This digital signature scheme includes three parameter sets:
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44, 65, and 87. These parameter sets define the configuration for key generation, sign-
ing, and verification, with higher values offering stronger security guarantees. Specifi-
cally, ML-DSA-44 targets NIST security strength category 2 (equivalent to SHA3-256
[128]), ML-DSA-65 targets category 3, and ML-DSA-87 targets category 5 [129]. As the
parameter set increases, so does the expected security level, but at the cost of increased
signature size, longer execution time, and higher resource consumption. Additionally,
each parameter set includes algorithm-specific variables such as the expected number
of signing loop repetitions, which also impact performance. The evaluated operations
for this scheme include key generation, signing, and signature verification, all of which

scale in cost with the selected parameter set and its cryptographic complexity.

FIPS 205 (SLH-DSA) was not included in this study, as no stable and optimized im-
plementation was available at the time of testing.

The selection of ML-KEM and ML-DSA was guided by their standardization status,
practical relevance, and readiness for deployment in real-world systems. Both algorithms
have been officially validated and standardized by NIST in 2024, making them trust-
worthy candidates for post-quantum adoption. These two algorithms also cover distinct
cryptographic functions: ML-KEM provides key encapsulation, while ML-DSA offers
digital signatures. Including both in the evaluation enables a comprehensive analysis of
PQC performance across the two core primitives required for secure communication and
authentication.

All implementations were sourced from the liboqs library, maintained by the Open
Quantum Safe (OQS) project [130]. This library provides a unified API and optimized
C implementations of multiple PQC algorithms, making it well-suited for benchmarking

and integration testing.

8.1.2 Stress-Based Load Simulation

In addition to the conditions described in the research methodology, cryptographic oper-
ations were executed while the system was under moderate load to better approximate

real-world edge deployment scenarios. The stress was introduced using the stress-ng
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tool, with the configuration shown in Table 8.1. This setup ensured that both CPU and
memory were actively utilized during benchmarking, mimicking common edge workloads
such as local data processing, monitoring tasks, or lightweight inference.

stress-ng is a versatile Linux-based workload generator designed to impose a config-
urable load on various system components, including CPU, memory, 1/O, and more. It
supports over 300 different stress tests and provides detailed control over how resources
are exercised. For this study, it was used to simulate typical multi-tasking behavior by
spawning dedicated CPU workers and memory allocators during cryptographic bench-
marking.

Using stress-ng offers several advantages. It ensures consistent and reproducible stress
levels across all tested operating systems, which is critical for fair comparison. Its com-
patibility with a wide range of Linux distributions, including embedded and minimal OS
configurations, makes it especially suitable for this multi-platform evaluation. Further-
more, by introducing controlled background activity, stress-ng helps assess how well
post-quantum algorithms perform in realistic scenarios where edge devices must juggle

cryptographic tasks alongside concurrent workloads.

Table 8.1: System Load Configuration Applied During PQC Benchmarking

Stress-ng Option | Value | Description

-cpu 4 Launches 4 CPU stress workers to consume CPU cycles
-vm 2 Starts 2 memory stress workers (virtual memory allocators)
-vm-bytes 75% Each memory stressor allocates 75% of system RAM

Hardware and OS Platforms. All experiments were conducted on the same hard-

ware configuration used in the previous tests, as detailed in Table 5.1. To ensure con-
sistency across all tests, each of the six operating systems was configured with the same
set of packages listed in 5.3.1, with the addition of stress-ng. The same version of the

libogs library, compiled from source, was used on every system.
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8.1.3 Iteration Volume and Statistical Significance

To ensure statistically meaningful and stable measurements, all benchmarked crypto-
graphic operations were executed over a large number of iterations. Each test scenario
involved performing between 10,000 and 500,000 repetitions of the key generation, en-
capsulation, or signing process, depending on the specific algorithm and its computational
footprint. A key objective of the high iteration count is effective noise reduction. Run-
ning each cryptographic primitive many times minimizes the impact of transient system
fluctuations, such as CPU frequency scaling or background service interruptions. Averag-
ing results over a large sample ensures that the reported performance metrics accurately
reflect consistent system behavior rather than outliers. Each benchmark was preceded
by a calibration phase to determine the ideal iteration count that balances accuracy with
test duration, given the device’s thermal and operational constraints. This methodology
aligns with best practices in empirical cryptographic benchmarking and enables fair com-
parison across OS architectures and PQC implementations, as demonstrated in related

studies [58].

8.1.4 Analysis Approach

To complement the raw execution time measurements, a normalized statistical analysis
was conducted to provide a fair and interpretable comparison of ML-KEM and ML-DSA
performance across operating systems. The approach is based on geometric mean aggre-
gation of normalized performance metrics, allowing consistent cross-platform evaluation

despite differences in absolute timing values.

Normalization of Execution Times. Each OS was evaluated across nine benchmark
cases: three ML-KEM operations (Key Generation, Encapsulation, Decapsulation) for
each of the three parameter sets (512, 768, and 1024). The same applies for the three
ML-DSA operations (Key Generation, Signing, Signature Verification). For each metric ¢
(e.g., ML-KEM-768 Encaps), the normalized performance score V; ; for operating system

j is defined as:
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Ny, = miny (75 )
T

where T; ; denotes the raw execution time of operation ¢ on operating system j, and
ming(7; ;) represents the best (i.e., lowest) execution time observed for operation i across
all operating systems. A normalized score of 1.0 indicates the best performance for that
specific operation, while values below 1.0 indicate slower relative performance. This nor-

malization produces dimensionless ratios that allow fair comparisons across heterogeneous

workloads.

Geometric Mean Aggregation. Tosummarize the overall post-quantum performance

of each OS, the geometric mean G; of its normalized scores is computed:
9 3
G; = <H Nm)
i=1

Ranking and Interpretation. Operating systems are ranked based on their geometric
mean score G;, with higher values indicating better overall performance relative to the
best observed system. This approach highlights systems that perform well across all

parameter sets and operations, rather than excelling in only a subset.

8.2 Results and Analysis

8.2.1 ML-KEM Results

The ML-KEM benchmark results highlight stark differences in how efficiently each OS

handles PQC operations under identical hardware and software conditions.

Overall Trends and Leaders. At all three parameter sets (512, 768, and 1024), Ul-

tramarine Linux emerges as the clear leader, consistently delivering the lowest
latencies across key generation, encapsulation, and decapsulation. At the ML-KEM-512
level, as shown in Figure 8.1, Ultramarine Linux achieves exceptional performance (Key-
gen: 46 ps, Encaps: 51 ps, Decaps: 53 ps), outperforming all competitors and indicating

a highly optimized toolchain and build environment. Manjaro ARM closely follows,
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ML-KEM-512 Performance Across Edge OSs
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Figure 8.1: Comparing ML-KEM-512 Performance Across Edge OSs Under Identical
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maintaining sub-60 ps times across all operations, likely benefiting from architecture-

specific optimizations and support for AArch64-accelerated code paths in libogs.

Lowest Performing OS. On the opposite end, openSUSE MicroOS demonstrates

the weakest performance, with Keygen and Decaps times reaching 145 ps and 127 ps,
respectively. These figures are approximately 2.5-3x slower than the leaders, indicating

systemic inefficiencies.

Middle-Tier Performance. NixOS, DietPi, and RPi OS Lite form a middle
tier, showing moderate and nearly equivalent performance. Their latencies for ML-KEM-
512 key generation range from 86-95 ps, with encapsulation and decapsulation remaining
within a consistent margin. These results suggest the use of generic, portable builds
of libogs and conservative compiler settings, which prioritize compatibility and stability

over maximum speed.

Consistency Across Security Levels. The performance trends remain consistent at

higher security levels. In ML-KEM-768 (see Appendix A), Ultramarine Linux maintains
its lead with tightly clustered execution times around 78-84 ps. Manjaro ARM again
performs strongly, while NixOS, DietPi, and RPi OS Lite remain in the middle range.
openSUSE MicroOS continues to lag behind with significantly elevated values (up to 182
s for encapsulation), further reinforcing its outlier status in PQC workloads.

As expected, ML-KEM-1024, shown in Appendix A, introduces greater computational
cost across all OSs, amplifying the relative differences. Ultramarine Linux is again the
most efficient, remaining below 125 ps for all operations. Manjaro ARM maintains com-
parable performance, while the middle-tier operating systems scale in a predictable man-
ner. In contrast, openSUSE MicroOS exhibits a significant performance degradation,
with key generation reaching 349 ps and decapsulation taking 288 ps. These values place
it well outside the practical latency thresholds required for edge environments where low

response times are critical.

Normalized Performance. The normalized performance chart in Figure 8.2 provides

a geometric mean-based overview of overall ML-KEM efficiency per OS across all three
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parameter sets. This reveals that Ultramarine Linux leads consistently, achieving
the best average performance across all operations and sizes.

Manjaro ARM performs nearly as well, with a normalized score of 0.924, making
it a strong contender for edge deployments requiring efficient PQC operations.

NixOS, DietPi, and RPi OS Lite form a middle tier, with scores between 0.51
and 0.56. These systems may still be viable choices depending on non-cryptographic
constraints (e.g., update strategy, package ecosystem).

openSUSE MicroOS ranks lowest with a normalized score of 0.423. Its high execu-
tion time variance and significantly slower keygen performance reduce its suitability for
PQC-heavy edge workloads. These systemic inefficiencies may be attributed to the use
of the musl C library, hardened compilation settings, and the reliance on portable C im-
plementations resulting from disabled SIMD optimizations. These results reinforce that

toolchain optimization, libc choice, and SIMD support significantly affect PQC efficiency.

Implications for Edge Deployment. For latency-sensitive edge workloads, systems

like Ultramarine and Manjaro offer tangible benefits. Others like NixOS may still be
viable depending on priorities like update strategy, ecosystem familiarity, or immutability

features.

8.2.2 MUL-DSA Results

Overall Trends and Leaders. The ML-DSA benchmarks reveal consistent and sig-

nificant performance differences across operating systems, underscoring the impact of
system-level optimizations on lattice-based signature schemes. As with the ML-KEM
results, Ultramarine Linux and Manjaro ARM lead across all three ML-DSA
security levels (44, 65, and 87), delivering the lowest average latencies in key genera-
tion, signing, and verification.

At ML-DSA-44 (see Figure 8.3), Ultramarine Linux sets the performance baseline with
remarkably low operation times (Keypair: 221 ps, Sign: 969 ps, Verify: 230 ps), fol-

lowed closely by Manjaro ARM. Their fast and consistent results suggest the presence
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ML-DSA-44 Performance Across Edge OSs
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Figure 8.3: Comparing ML-DSA-44 Performance Across Edge OSs Under Identical Work-
loads

of optimized builds that leverage NEON-accelerated SHAKE implementations and care-
fully tuned memory allocation strategies, both of which are critical for ML-DSA’s hash-
intensive workflows. In contrast, openSUSE MicroOS lags significantly, requiring over 2
ms to generate a signature and more than twice as long for verification compared to the
leading systems.

As expected, the computational cost increases with higher parameter sets. ML-DSA-65
and ML-DSA-87, shown in Appendix B, involve larger keys and signatures, additional
matrix multiplications, and deeper SHAKE hash chains. Signing performance is particu-
larly impacted, with execution times reaching 5515 ps on DietPi, 4511 s on NixOS, and
3832 s on RPi OS Lite at the ML-DSA-87 level. These results are approximately two to

three times slower than those recorded on Ultramarine or Manjaro, further highlighting



8.2 RESULTS AND ANALYSIS 93

Average Normalized ML-DSA Performance per OS (ldentical Workloads)

Ultramarine Linux

Manjaro ARM

RPi OS Lite

NixOS

DietPi

openSUSE MicroOS

0.0 0.2 0.4 0.6 0.8 1.0
Geometric Mean of Normalized ML-DSA Performance (higher is better)

Figure 8.4: Overall ML-DSA Performance Across OSs Under Identical Workloads

the efficiency gap between systems.

Notably, signature verification remains relatively uniform across most OSs, especially at
the ML-DSA-44 and ML-DSA-65 levels. This pattern is consistent with ML-DSA’s al-
gorithm design, where the verifier performs fewer polynomial operations than the signer.
For edge nodes primarily tasked with verification, such as validating firmware updates or
secure messages, this makes even mid-tier systems like NixOS and RPi OS Lite viable,

despite their longer keypair and signing durations.

Implications for Edge Deployment. For signature-heavy tasks like certificate is-

suance, device authentication, or consensus protocols, signing performance is critical.
Ultramarine Linux and Manjaro ARM stand out by maintaining sub-2500 ps signing
times even with ML-DSA-87, making them more suitable for these roles.

This assessment is further supported by the geometric mean summary presented in Fig-
ure 8.4. Ultramarine Linux achieves the highest normalized score at 0.984, indicating
strong and consistent performance across all workloads. Manjaro ARM follows closely
with a score of 0.891, while openSUSE MicroOS ranks the lowest at 0.455. This lower score

reflects the consistently high operation latencies observed across the evaluated tasks.



9 Discussion

9.1 Bridging Gaps in Existing Work

This thesis examined how OS design influences secure, scalable, and efficient edge com-
puting in the context of PQC, a critical but often overlooked intersection in the current
research landscape. Although PQC and edge computing have each advanced significantly,
prior work has largely concentrated on algorithm design, protocol integration, or hard-
ware feasibility, often treating these areas in isolation. The OS, which is essential for
managing scheduling, updates, and cryptographic workloads, has received limited atten-
tion in this context.

By performing a structured evaluation of Linux-based operating systems with different
architectural models, including mutable, immutable, and container-centric designs, this
work addresses that gap. It evaluates how practical OS-level design choices affect PQC
cryptographic performance, system reliability, and long-term maintainability in realistic
edge environments.

The remainder of this chapter expands on these findings. The next sections present com-
parative results across three critical dimensions: performance trade-offs, resilience during
interrupted updates, and the system-level impact on PQC workloads. Together, these
insights highlight how OS design directly shapes the readiness of edge platforms for secure

operation in a post-quantum world.
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9.2 System-level Performance Trade-offs in Edge OSs

Selecting an OS for edge computing requires balancing performance, consistency, and
architectural fit. This study shows that some systems offer raw speed, while others ex-
cel through stability, both of which are critical traits for real-world edge deployments.
NixOS emerges as the most well-rounded option, delivering top-tier CPU, RAM,
and Disk I/O performance with low statistical variability. Its immutable, declarative
design adds operational resilience by enabling atomic upgrades, clean rollbacks, and min-
imized configuration drift. This makes NixOS not just fast, but also robust and scalable.
Ultramarine Linux offers unmatched consistency across benchmarks, making it ideal
for workloads requiring predictable behavior. DietPi stands out for its RAM through-
put and minimalism, particularly suited for constrained, memory-bound environments
like SD-card-based systems. Raspberry Pi OS Lite remains a reliable, low-overhead
baseline for Raspberry Pi devices, with balanced and predictable performance. open-
SUSE MicroOS and Manjaro ARM show specific strengths, with MicroOS excelling
in immutability and rollback support, and Manjaro offering strong general-purpose us-
ability. However, both exhibit variability that may affect their suitability in critical edge

contexts.

9.3 OS Update Resilience in Edge

This study demonstrates that immutable operating systems clearly outperform
mutable ones in their ability to withstand power failures during system updates. NixOS
and openSUSE MicroOS both demonstrated reliable boot behavior following interrup-
tions, with no need for manual recovery and seamless continuation of updates. This
reliability is attributed to their atomic and transactional update mechanisms. In con-
trast, all mutable OSs (Raspberry Pi OS Lite, DietPi, Manjaro ARM, Ultramarine
Linux) experienced boot issues or required manual recovery. These failures highlight the
risks of in-place updates and underscore the need for more robust system design in edge
environments. For deployments where autonomy, recoverability, and operational integrity

are essential, immutable systems are the clear recommendation.
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9.4 OS Influence on PQC

This evaluation reveals that OS architecture significantly affects the performance of PQC
operations on edge devices.

Across both the ML-KEM and ML-DSA benchmarks, Ultramarine Linux consistently
delivered the best results, with the lowest latencies and highest normalized scores. Its
optimized toolchain and efficient handling of cryptographic workloads make it especially
suitable for PQC-intensive edge applications. Manjaro ARM closely followed, main-
taining strong performance with competitive signing and encapsulation times, making it
a viable alternative for performance-critical deployments. NixOS, DietPi, and Rasp-
berry Pi OS Lite formed a middle tier, showing adequate and predictable performance
but lacking the level of optimization needed for high-throughput PQC tasks. However,
their reliability and broader ecosystem support may make them appealing for general-
purpose or verification-heavy roles. openSUSE MicroOS ranked last, suffering from
high operation latencies and limited SIMD usage. Its secure-by-default build settings
may be beneficial from a hardening perspective but impose performance penalties that
hinder its PQC suitability in constrained environments.

Overall, for edge systems expected to perform frequent key exchanges or digital signa-
tures under load, selecting a well-optimized OS like Ultramarine Linux or Manjaro
ARM offers significant benefits. For systems where maintainability or immutability
is more critical, NixOS remains a strong middle-ground choice with consistent

performance and robust operational characteristics.

Collectively, the contributions of this thesis are threefold. First, it provides one of the
few end-to-end evaluations of post-quantum algorithms (ML-KEM, ML-DSA) across di-
verse edge-focused operating systems. Second, it demonstrates that immutable systems
like NixOS and openSUSE MicroOS offer stronger resilience to update interruptions,
which is critical in remote or unreliable edge environments. Third, it proposes a repro-
ducible benchmarking approach and provides system-level insights to guide operating

system selection for quantum-secure edge deployments.
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Conclusion for RQ1. Since 2018, research into PQC for edge computing has pro-

gressed, especially in algorithm optimization and feasibility on constrained devices. How-
ever, most studies address PQC, edge computing, and OS design in isolation, without
exploring their intersection. This is a critical gap, given the OS’s central role in resource
management, scheduling, and update mechanisms.

Although key foundations like the three NIST PQC standards have been established [31],
current research still falls short in addressing the system-level challenges of deploy-
ing PQC in large-scale edge environments. A deeper understanding of OS-level
impacts and more integrated solutions are needed to achieve true quantum readiness
by 2030. Bridging this gap requires not only algorithmic advances but also a careful
re-evaluation of the operating systems that underpin edge deployments, as their design

choices critically influence both cryptographic performance and system resilience.

Conclusion for RQ2. Selecting an OS for scalable edge deployments requires balanc-

ing operational reliability, long-term maintainability, and resource efficiency. Critical fac-
tors include support for atomic and verifiable update mechanisms, remote management
capabilities, cryptographic agility, and reproducibility across devices. Edge operating
systems must also operate securely and autonomously in constrained environments, of-
ten without physical access. Immutable and container-based systems (e.g., NixOS,
openSUSE MicroOS) offer strong guarantees in consistency, rollback safety, and lifecycle
automation, making them increasingly suitable for edge-scale deployments. In contrast,

mutable systems provide flexibility but are prone to drift and operational fragility at
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scale. Importantly, OS design directly impacts the performance of cryptographic opera-
tions, including PQC workloads. Kernel behavior, scheduling, and background processes
influence how efficiently these operations run under real-world edge conditions, a dimen-
sion that is often overlooked in traditional OS selection processes.

In short, OS choice is not just about footprint or feature set; it fundamentally shapes the

scalability, security, and cryptographic resilience of edge infrastructure.

Three key experiments were conducted to evaluate different aspects of OS behavior on
edge devices. The first experiment involved system-level benchmarking of CPU,
memory, and I/O performance across six OSs running on a Raspberry Pi 4B. The goal was
to assess baseline performance differences between various OS architectures. The second
experiment tested update resilience by simulating power failures during critical
OS update phases. This was done to observe how different systems handle recovery in
scenarios where physical intervention is not possible. The third experiment focused on
PQC. It measured the performance of ML-KEM and ML-DSA primitives under

controlled conditions to assess the cryptographic readiness of each OS.

A consistent and reproducible testbed was set up using a Raspberry Pi 4B board, with
each OS configured to run the same Linux kernel version (6.12). A uniform software
environment was installed to avoid dependency-induced variability. For PQC bench-
marking, systems were tested under moderate background load to mimic real-world edge
conditions. The evaluation included a diverse set of OSs representing different archi-
tectural approaches. The immutable systems selected were NixOS and openSUSE
MicroOS, both designed for reliability and minimal system drift. The mutable systems
included Raspberry Pi OS Lite, DietPi, Manjaro ARM, and Ultramarine Linux,
which offer more traditional, stateful configurations with varying levels of optimization
for resource-constrained hardware. This selection enabled a comprehensive comparison of
how different OS architectures influence system behavior, update robustness, and PQC

performance in edge environments.
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Conclusion for RQ3. NixOS demonstrated the most balanced overall performance

across CPU, memory, and disk I/O benchmarks. Ultramarine Linux and Manjaro ARM
stood out in PQC tasks, delivering the lowest latencies in key exchange and signature
operations. Immutable systems outperformed their mutable counterparts in handling in-
terrupted updates. Both NixOS and openSUSE MicroOS were able to boot successfully
after simulated power failures. In contrast, all mutable systems required manual inter-
vention to recover. Ultramarine Linux achieved the highest efficiency in PQC workloads,
with Manjaro ARM performing closely behind. NixOS combined strong cryptographic
performance with reliable operational behavior. openSUSE MicroOS showed lower per-

formance in PQC tasks, likely due to its security-hardened build configuration.

The design of the OS is a critical factor in building secure, efficient, scalable, and post-
quantum-ready edge infrastructures. Although cryptographic algorithms often take cen-
ter stage, this study shows that their practical effectiveness and the resilience of the
systems that implement them are deeply influenced by the underlying OS architecture.
Immutable and declarative systems such as NixOS are well suited for long-term edge de-
ployments, particularly in scenarios that demand consistency and minimal manual inter-
vention. In contrast, performance-oriented systems like Ultramarine Linux and Manjaro
ARM show strong potential for handling cryptographic workloads efficiently, especially
when high throughput or low-latency responses are needed.

Selecting an OS for post-quantum deployments requires a careful balance between im-
mutability, update reliability, cryptographic performance, and resource constraints. These
trade-offs must be considered early in the system design process to ensure secure and sus-
tainable edge computing environments. While this thesis provides a structured evaluation
of OS-level impacts on edge system performance and PQC readiness, several aspects re-

main beyond its scope and present valuable directions for future exploration.
10.1 Limitations and Future Work

This study focused on a representative subset of Linux-based OSs compatible with the

Raspberry Pi. Future work could expand to include real-time operating systems (RTOSs),
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unikernels, or Yocto/Buildroot-based systems to capture a broader range of OS de-
sign trade-offs and operational traits.

All experiments used a single hardware platform: the Raspberry Pi 4B with 8GB RAM.
While common in edge scenarios, OS behavior could vary across platforms with different
storage (e.g., eMMC, NVMe), bootloaders, or hardware components like watchdog
timers. Future studies could explore these factors to assess cross-platform performance
and reliability.

The performance evaluation in this thesis relies on synthetic benchmarks such as Core-
Mark, RAMspeed. While effective and recognized in research for standardized compar-
isons, these benchmarks may not fully reflect real-world workload dynamics. Future work
could incorporate application-level tests such as TensorFlow Lite inference to provide
a more comprehensive view of system suitability in practical edge deployments.

In addition, measuring boot and reboot times could offer valuable insight, as fast
startup is crucial in edge environments with frequent power cycles or OS updates. Eval-
uating startup latency helps assess system readiness and responsiveness in time-sensitive
applications.

Further research could explore deeper aspects of resilience by performing low-level
filesystem integrity checks and analyzing kernel logs. This would provide in-
sight into system behavior beyond basic recovery from visible failures.

Finally, while this work assessed PQC primitives such as ML-KEM and ML-DSA in iso-
lation, future studies could explore their integration into end-to-end protocols like
TLS 1.3. Evaluating handshake speed, certificate handling, and hybrid schemes across

OSs would yield more practical insights into their edge deployment readiness.
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Appendix A ML-KEM-768 &
ML-KEM-1024 Performance Results

ML-KEM-768 Performance Across Edge OSs
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Figure A.1: Comparing ML-KEM-768 Performance Across Edge OSs Under Identical
Workloads
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ML-KEM-1024 Performance Across Edge OSs
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Figure A.2: Comparing ML-KEM-1024 Performance Across Edge OSs Under Identical

Workloads



Appendix B ML-DSA-65 &
ML-DSA-87 Performance Results

ML-DSA-65 Performance Across Edge OSs
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Figure B.1: Comparing ML-DSA-65 Performance Across Edge OSs Under Identical Work-
loads
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ML-DSA-87 Performance Across Edge OSs
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Figure B.2: Comparing ML-DSA-87 Performance Across Edge OSs Under Identical Work-
loads



Use of Al in this Master’s Thesis

NB: I used AI (GPT-40 LLM) to help refine and improve the flow of some of the longer
sentences in this report. The prompts I used were focused on improving clarity, and
rephrasing technical content for better readability. For example, I provided sentences

such as “Refine the sentence to enhance clarity and flow: [MY TEXT]".
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