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As digital technologies continue to grow, computer applications are becoming an es-
sential part of everyday life. These applications need a host machine to run, whether
it is a physical machine or a virtual machine. In existing host machines, security
settings are typically configured manually by users, using low-level configurations.
This process can be time-consuming and error-prone, and often requires specialized
technical knowledge. This can lead to security gaps and make security management
difficult. One way to simplify this kind of manual configuration is an intent-based
approach, where users describe what they want the system to achieve instead of
specifying the low-level implementation details. This approach has already been
applied in networking, where users state their network goals and the system works
out the configurations needed to meet them. However, the concept is underexplored
in the domain of host-level security. This thesis addresses that gap by extending the
intent-based approach to host-level security.

The study used literature review, case study, requirements engineering, and user
journey mapping. Existing intent-based systems were examined to understand their
capabilities and limitations. Based on the findings, this thesis proposes an architec-
ture for a system that receives security intent expressed by a user in natural language
and fulfills it on a host machine. The proposed architecture interprets the intent us-
ing large language models, translates it into executable actions, and executes them
on the host machine. The thesis also introduces a unified structure to represent
security intent, the steps required to fulfill that intent, and the information needed
for intent-lifecycle management in a machine-friendly form.

The proposed architecture was validated through both scenario-based and empirical
evaluations performed with a proof-of-concept prototype. The validation results
suggest that an intent-based approach is a promising solution for simplifying host-
level security management. By allowing the user to define security intent in natural
language, the proposed architecture makes host-level security management easy for
a user without in-depth technical knowledge. This thesis lays the groundwork for
further research into more user-friendly ways of managing host-level security.

Keywords: intent-based security, intent-based systems, host-level security, Intent
Representation Model, large language models
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AT has been used to suggest alternative wordings, correct spelling, and
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storming design strategies and refining certain technical aspects. Cursor
has been used to support the development of the proof-of-concept pro-
totype. However, all the ideas, analysis, and conclusions remain my own
original work, and I have critically reviewed and edited all Al-generated

suggestions.
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1 Introduction

People naturally seek ways to simplify tasks and achieve their goals with minimal
effort. This tendency is evident in many aspects of our daily lives and is equally
relevant in the use and management of computer systems. As computing envi-
ronments have evolved, they have become more complex, consisting of numerous
interconnected components, services, and configuration parameters. While these
advancements have expanded the capabilities of modern systems, they have also
increased the burden on users, who are often required to understand extensive tech-
nical details to achieve relatively simple objectives. One key factor contributing to
this burden is the gap between the language used by users and systems.

Human—machine interactions have always been limited by language more than
anything else, as both speak different languages. In most of the earlier systems,
the users had to speak the language of the machine, such as machine code and
assembly language, not the other way around. Consequently, there has been a
growing demand for approaches that enable users to focus on desired outcomes
rather than the technical steps required to achieve them. Intent-based systems
represent one such approach that simplifies the management of complex technical
environments [1].

Over the past decade, intent-based systems have gained attention as a new
paradigm for human-computer interaction and system administration. Reducing

the semantic gap between human requirements and machine-level configurations is
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the primary goal of intent-based systems. Instead of requiring users to define low-
level implementation details, intent-based systems allow them to specify high-level
objectives and desired outcomes. Traditionally, users have been required to translate
their goals into numerous technical commands, rules, or configuration parameters.
This process introduces the possibility of human error. By providing a higher level
of abstraction, intent-based systems help bridge this gap and allow users to com-
municate their objectives in a manner closer to natural human conversation. For
example, a user may express what they want the system to achieve rather than how
each component should be configured. The system is then responsible for interpret-
ing the user’s intent, determining the necessary actions, and executing those actions
automatically. By automating the translation of objectives into executable actions,
these systems can reduce manual effort and increase consistency in system behavior.

Growing interest in intent-based systems has led to research as well as their imple-
mentation in various domains. In networking, an intent-based system allows admin-
istrators to specify desired network goals, while the system automatically configures
and manages network resources [1]. In infrastructure management, intent-based sys-
tems handle tasks related to resource orchestration based on user requirements |[2|.
Similar concepts have also been explored in blockchain systems and conversational

agents, where high-level objectives are translated into low-level actions [3], [4].

1.1 Problem Statement

Despite the progress made in intent-based systems, achieving host-level security
using intents remains underexplored. Although there have been attempts to achieve
security through intents, most of these research efforts have focused on networking
environments [5-[7]. In this context, administrators typically specify objectives
related to traffic control, communication restrictions, and access between systems.

Existing studies have shown that high-level security requirements can be translated
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into effective network configurations without requiring administrators to manage
every implementation detail.

However, security management is not limited to the network alone. Many
security-critical activities, such as file access control and user privilege enforcement,
occur at the host level. Therefore, host-level security is critical. We define a host as
a desktop operating system that runs on a physical or virtual machine. Managing
host security often requires administrators to work with platform-specific permis-
sion systems such as access control lists. They need to translate high-level security
requirements into multiple low-level configuration settings. This translation process
can be both time-consuming and error-prone (8], [9].

Despite the importance of host security, it has received relatively limited atten-
tion in the literature on intent-based security. Although researchers have explored
how high-level intents can be used to manage network security, to the best of our
knowledge, none of the previous studies have investigated how similar concepts can
be applied to the host-level security. This gap highlights the need for further re-
search into approaches that enforce security intents at the host level while reducing
administrative effort. Large Language Models (LLMs) are good at natural language
processing [10]. Therefore, it is useful to explore how LLMs can be utilized in

intent-based systems for host-level security.

1.2 Research Objectives and Questions

This thesis explores how intent-based concepts can be extended to host-level security.
Specifically, this thesis aims to understand how system users, including administra-
tors, can provide security requirements using simple, high-level instructions, and
how these instructions can be automatically converted into executable actions. By
reducing the need for low-level configuration, this approach has the potential to

simplify security administration.
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To achieve this goal, the thesis addresses the following research questions:

e RQ1: How is security currently achieved in intent-based systems?

¢ RQ2: How should an intent-based security system be designed and

implemented at the host level?

¢ RQ3: How can LLMs serve as an interface for handling security
requirements, thereby reducing the need for manual configuration

expertise?
Based on these research questions, the objectives of this thesis are:

1. To examine existing intent-based systems and approaches from the

perspectives of systems security.

2. To identify the requirements for an intent-based security system at
the host level, followed by designing and implementing a proof-of-

concept system sufficing those requirements.

3. To methodologically evaluate the proposed intent-based security sys-

tem for functional correctness.

1.3 Scope

We define the scope of this thesis work as follows:

e The thesis focuses on Linux-based desktop operating systems (e.g., Ubuntu)
as the host environment where the security policies are executed. No other

host operating systems are considered.

e We limit the intents to those related to file-system access-control policies.

Even though the thesis focuses on the file-system, since everything in the
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Linux operating system is a file [11], the system can potentially be extended
to satisfy the requirements of other system internals such as hardware devices

and inter-process communication in Linux-based operating systems.

e The thesis focuses on security intents expressed in natural language by human
users. While we are aware of machine-to-machine intents [12], we exclude them

to reduce the complexity of system design.

1.4 Structure

The remainder of the thesis is structured as follows. Chapter 2 provides the neces-
sary background for the thesis, including the literature review. Chapter 3 presents
the methodology used for this research. Chapter 4 describes the architecture of
the proposed system and the implementation details of the proof-of-concept proto-
type. Chapter 5 provides the evaluation details of the proof-of-concept prototype.
Chapter 6 discusses the limitations of our work and the directions for future work.

Finally, Chapter 7 concludes the thesis by summarizing the key contributions.



2 Background

2.1 Host-Level Security

Host-level security refers to the security measures that operate on individual com-
puting devices to protect them from potential threats. Early host-level protection
mainly relied on basic operating system controls, such as file permissions and user
accounts. Over time, host-level security has grown into a layered approach that
also includes kernel-level protection, application restrictions, firmware checks, and

hardware-backed trust mechanisms.

2.1.1 Operating System-level Mechanisms

Operating system-level mechanisms are one of the layers in host-level security. In
Linux-based systems, access to files and directories is mainly controlled through
permission bits. Each file normally has nine permission bits, which define what
the file owner, the owning group, and other users are allowed to do. This model
is simple and useful, but it becomes limited when several users, groups, or services
need different types of access to the same file or directory.

Access-control lists (ACLs) extend the traditional Linux permission model when
basic permission bits are insufficient [13]. ACLs allow administrators to assign spe-
cific permissions to additional users and groups without changing the main owner

or group of a file. However, ACLs still work within the general idea that a valid user
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or process is allowed to use the permissions assigned to it. If a trusted account or
process becomes compromised, file permissions and ACLs alone will not prevent an

attacker from misusing the access already granted to that account or process.

2.1.2 Kernel-level Mechanisms

Kernel-level mechanisms provide stronger control to address some of the weaknesses
of basic file permissions and ACLs. The Linux Security Modules (LSM) framework
provides hooks inside the kernel that security modules can use to check whether
an operation should be allowed. Security-Enhanced Linux (SELinux) and AppAr-
mor are two well-known examples of security modules that use this framework.
SELinux is an implementation of a flexible mandatory access control architecture
in the Linux operating system [14]. SELinux assigns labels to subjects, such as
processes, and objects, such as files. When a process requests access to a file or
another resource, SELinux checks the labels and the policy rules before allowing or
denying the request [15]. AppArmor also provides mandatory access control, but
it follows a different style. AppArmor confines programs by using profiles that de-
scribe what each program is allowed to access and perform. The per-application
profiles define which operations are allowed based on file paths, and every access to
system resources by the application must be explicitly permitted in the profile. The
per-profile limitations are enforced by the kernel, and an application cannot simply
change or bypass its own profile, limiting the damage when the application becomes
compromised [16].

Network filtering is another important aspect of kernel-level security mechanisms.
Network filtering at the kernel level protects the host by controlling network packets
before they reach local services or leave the machine. In Linux-based systems,
netfilter is a framework inside the kernel that provides hooks other modules can use

to register callback functions at different locations of the Linux network stack [17].
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The traditional user-space tool for configuring many of these rules has been iptables.
With iptables, rules are arranged in chains, and each rule matches packets based
on selected conditions before applying an action such as accepting, dropping, or
forwarding the packet [18|. nftables is a successor to iptables and also uses netfilter.
nftables provides in-kernel packet classification based on a virtual machine, and the
rulesets are compiled into bytecode [19].

Some of the kernel mechanisms focus more on isolation and attack-surface re-
duction. Secure Computing Mode, commonly called seccomp, filters and restricts
the system calls that a process can make, thereby reducing the number of kernel in-
terfaces available to that process and limiting the effect of a compromised program.
Namespaces isolate what a process can see by giving it a separate view of system
resources, such as process IDs, network interfaces, mount points, and user IDs [20].
Control groups, or cgroups, allow the system to limit and manage resource use for
groups of processes, which helps prevent one process or container from consuming
too much CPU, memory, or other host resources [21]. All these mechanisms work on
the assumption that the kernel is trusted, but they are not reliable when the kernel

itself is compromised.

2.1.3 Hardware-level Mechanisms

Hardware-level mechanisms add a lower layer of trust below the kernel. They do
not replace operating system and kernel controls, but they can protect sensitive
information and support trust decisions even when parts of the software stack are not
fully trusted. Two important examples are the Trusted Platform Module (TPM) and
the Trusted Execution Environment (TEE). TPMs mainly support secure storage,
cryptographic operations, and platform measurement, while TEEs provide protected
environments for running sensitive code and processing sensitive data.

A TPM is a technology that provides hardware-based security functions. While
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usually implemented as a discrete hardware chip (dTPM), it can also be imple-
mented via firmware (fTPM) or as a virtualized TPM (vIPM). TPM works as
a secure cryptographic processor that can support protected key storage, crypto-
graphic operations, and platform integrity measurements [22]. Software can ask the
TPM to perform cryptographic operations or read public measurement values, such
as Platform Configuration Registers. However, the TPM architecture prevents the
plaintext extraction of sensitive cryptographic material, such as private keys. A
TPM helps establish trust in the boot process through Measured Boot by storing
cryptographic hashes of boot components. A TPM is not designed to run arbitrary
application logic. Instead, its main goals are to protect keys, support cryptographic
operations, and record measurements.

A TEE addresses the need to protect sensitive computations while they are
running. Sabt et al. [23] define TEE as "a tamper-resistant processing environment
that runs on a separation kernel". A TEE is an isolated area of the CPU and memory
where sensitive programs can run. Any code outside the isolated area cannot read or
modify the data inside the isolated area [24]. Sensitive application code is normally
executed inside the TEE. Therefore, even in a compromised host, the sensitive data

is not easily accessible to the operating system.

2.1.4 Other Mechanisms

Application-level mechanisms add another layer of host-level protection by control-
ling what software is allowed to run and what it is allowed to access. Code signing
is one such mechanism. In code signing, a software binary or file is signed using a
digital signature from the software author or publisher [25|. Depending on the op-
erating system and policy, this signature may be checked before installation, before
execution, or during software updates. Application sandboxing is another security

mechanism, which isolates an application from the rest of the system by restricting
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the application’s access to files, memory, and network resources. This containment
prevents malicious code or vulnerabilities within the sandboxed application from
compromising other parts of the environment [26]. Code signing improves trust in
software distribution, but it does not guarantee that signed software is safe, because
a trusted signer can still make mistakes or have its signing key compromised. Simi-
larly, the strength of a sandbox depends on the rules it applies and on whether the
sandbox itself contains weaknesses.

Firmware-level mechanisms protect the host before the operating system fully
starts. Secure Boot is one such mechanism that ensures that a device boots using
only trusted software. When the device starts, Secure Boot checks the signature of
each important boot component before allowing it to run. If the signature check
fails, Secure Boot may block the boot process or start a recovery process instead,
making it difficult to exploit the host by hijacking the boot process. BIOS write
protection is another security mechanism that prevents writes to security-sensitive
regions, such as the BIOS bootblock and recovery regions [27]. This reduces the risk
of attackers modifying the firmware.

Despite these advances, host-level security still has limitations. Basic file permis-
sions and ACLs can fail when a trusted process itself is compromised. Kernel-level
controls, such as SELinux, AppArmor, seccomp, namespaces, and cgroups, depend
on correct policies, proper configuration, and a trustworthy kernel. TPMs can pro-
tect keys and support Measured Boot, but they do not monitor every action an
application performs after the system starts. TEEs reduce the amount of trust that
must be placed in the host operating system, but they can still face side-channel
attacks. Furthermore, most of these mechanisms require the host-system administra-

tor to have deep knowledge to carry out the cumbersome configuration process [28|,

29].
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2.2 Large Language Models

Language Models are systems that learn patterns in natural language and predict
the probability of the next token in a sequence. Tokens may be characters, subwords,
words, symbols, or other text units, depending on the tokenization method used.
Earlier language models were based on statistical methods. Large Language Models
(LLMs) extend this idea using very large neural networks trained on a large corpus
of data. The main objective of an LLM is to predict the next token given the
previous context, although there are exceptions such as BERT and T5. Although
the objective is simple, large-scale training allows LLMs to perform many language-
related tasks, such as text generation, summarization, and translation. This has
made them useful in areas where large amounts of textual or semi-structured data
need to be interpreted.

Most modern LLMs are built on the Transformer architecture introduced by
Vaswani et al. [30]. The main idea behind the Transformer is the attention mech-
anism, which allows the model to connect one token with other tokens in the same
context. Self-attention assigns different levels of importance to different tokens, so
that the model can focus more on the parts of the context that are most relevant.
This is useful because the meaning of a word or symbol often depends on what
appears around it.

LLMs are usually trained through more than one stage. During pre-training,
the model learns from large datasets in a self-supervised manner, with the objective
of predicting the next token from the previous context. After pre-training, the
model can be adapted for more specific tasks or user expectations through fine-
tuning. Fine-tuning may include instruction tuning, where the model learns to follow
natural language instructions, and reinforcement learning from human feedback,
where human preferences are used to improve the model’s responses [31]. Some

systems also use Retrieval-Augmented Generation (RAG) during inference, where
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relevant external information is retrieved and passed to the model [32]. The retrieved
data can help the model give more grounded responses, especially when the answer
depends on external or changing information.

Prompting is the process of providing an LLM with instructions and context at
inference time so that it can produce a useful response. A prompt may contain a
question, a task description, background information, examples, or rules that the
LLM is expected to follow. Different prompting methods, such as zero-shot prompt-
ing, one-shot prompting, and few-shot prompting, are available. They differ mainly
in the number of examples provided to the LLM. In zero-shot prompting, the LLM
is provided with a natural-language instruction describing the task it is expected
to perform. In one-shot prompting, the LLM is provided with a demonstration of
the task it is expected to perform as an example along with the instructions in
natural language, while in few-shot prompting, instead of one demonstration, a few

demonstrations are included in the instruction.

2.2.1 LLMs in Host-Level Security

Researchers have started exploring the use of LLMs for host-level security. A host
system often produces large amounts of log data. The logs can contain useful details
but are often noisy, long, and difficult for analysts to review manually. LLMs are
useful here because they can summarize text, connect related events, and explain
suspicious behavior. For the same reason, much of the recent work on LLMs in
host-level security has focused on intrusion detection and alert interpretation.

Sun et al. [33] propose a multi-level LLM framework for host-level intrusion de-
tection called Secure Host-based Intrusion dEtection with LLM Defense (SHIELD).
The system addresses the problems that traditional host-level intrusion detection
systems often face, such as high false-positive rates. SHIELD first parses raw au-

dit logs to extract event identifiers, event attributes, and entity information related
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to activities such as command execution and application behavior. Because raw
log data can exceed the context length of an LLM, the authors use masked autoen-
coders to identify time windows that are more likely to contain attack-related events.
Identifying the relevant time windows helps reduce the amount of information that
must be sent to the LLM and allows the later stages of analysis to focus on the
most relevant parts of the log. Then, SHIELD uses a focus-and-expand process to
investigate suspicious events in more detail, where the LLM first identifies events
that appear highly suspicious and uses a breadth-first search method to build an
evidence neighborhood of events that are directly or indirectly related to them. The
system also uses a method called Deterministic Data Augmentation to create benign
profiles for processes based on attack-free training data. These benign profiles help
the LLM compare suspicious behavior with normal process behavior. Finally, the
LLM receives attack evidence, evidence neighborhood, and benign profiles as input
and is prompted to support attack investigation. Specifically, the LLM is instructed
to provide three different types of output: entities exploited by the attacker and
events associated with those entities, each step of the attack chain labeled with the
appropriate MITRE ATT&CK tactic, and a detailed narrative that outlines the en-
tire attack in plain text. Sun et al. [34] also introduce HIDBench as a benchmark
for evaluating how well LLMs can support host-level intrusion detection.

Maseno et al. [35] explore the integration of LLMs with intrusion detection sys-
tems for analyst-guided automated threat response to reduce the Mean Time to
Respond (MTTR) and analyst fatigue. Their work connects the Suricata intru-
sion detection system with an LLM, specifically the GPT-4 model, to support alert
classification and mitigation recommendation. In this system, Suricata works as
the primary detection engine and produces real-time security alerts in a structured
JSON format. The alerts are stored in a file, which is continuously monitored by

a Python-based auto-responder engine. The engine filters alerts based on selected
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criteria, such as IP address or severity level, and places them into a queue in a per-
sistent state store for analyst review, along with their pending response actions. The
system also sends a Slack notification to the analyst and makes the alert available
through a dashboard. When the analyst selects an alert in the dashboard, the alert
and its related context are sent to the LLM through an API. The LLM classifies the
severity, explains the potential threats, and recommends mitigation. The analyst
can then approve or deny the mitigation action from the dashboard itself, based on
that the system parses the pending action from the state store and executes the
corresponding mitigation. However, the authors did not explicitly mention what
happens with the LLM-recommended mitigation if it is different from the pending

action in the persistent state store.

2.2.2 Limitations of LLMs

LLMs still have important limitations that must be considered before using them in
security-related tasks. One of the most discussed limitations is hallucination, where
an LLM produces an answer that sounds convincing but is factually wrong, especially
when the LLM is uncertain [36]. LLMs are also sensitive to the way prompts are
written. Small changes in wording, ordering, or examples can sometimes lead to
different outputs. In few-shot prompting, even the order of examples can affect the
model’s performance [37|. In ordinary writing tasks, issues such as hallucination
may lead to inaccurate explanations. In security tasks, the same problem can be
more serious because a wrong answer may cause an analyst to miss a threat, trust
vulnerable code, or take an unsafe action.

LLMs also have different kinds of risks associated with them, such as technical
risks [38] and ethical risks [39], [40]. Prompt injection is one such technical risk,
which occurs when user prompts alter the LLM’s behavior or output in unintended

ways [41]. This is especially relevant when the LLM reads logs, alerts, or other
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untrusted content. An attacker may place malicious instructions inside the input so
that the model ignores the original task, leaks information, or recommends unsafe
actions. Another technical risk is data poisoning, where training, fine-tuning, or
retrieval data is manipulated to introduce bias, vulnerabilities, or hidden backdoors
into the model or system [42]. One ethical risk is that LLMs may act in conflict
with ethical standards or human goals and values, especially the goals of designers or
users. Another risk is that an LLM may memorize and leak sensitive personal data
or infer private information about individuals without their consent. These risks
are especially important in security contexts because logs and alerts may contain
sensitive details such as usernames, IP addresses, commands, file paths, and system
configurations. Other similar risks are described in detail by Slattery et al. [40].
The limitations of LLMs are particularly problematic when it comes to security-
related tasks. For example, when LLMs are used in host-level security tasks, a
hallucinated answer may incorrectly state that a vulnerable configuration is safe or
that a malicious event is harmless. Prompt injection may cause the model to ignore
security rules or produce instructions that benefit the attacker. Poisoned data may
cause the model to hide certain attack patterns or recommend unsafe actions. For
these reasons, even though LLMs can improve security workflows, they should not

be treated as fully reliable security authorities.

2.3 Overview of Intent-Based Systems

2.3.1 Definition of an Intent

Intent-based systems represent a fundamental shift in how people envision future
machines. Hewlett-Packard (HP) can be seen as one of the early contributors to
this shift, having taken the initiative to bring together the work on Intent-Based
Networking (IBN) in 2013 by hosting the first IBN summit in Palo Alto [43]. Many
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major networking companies have continued this work through the North-Bound
Interface (NBI) working group, which has since published the definition and technical
overview of IBN. Over time, the same idea has also been adopted in other domains
beyond networking.

The meaning of the word intent changes depending on its context. In the context
of Android, an intent is an abstract description of an operation to be performed,
and it requests an action from another application component [44]. It also supports
runtime binding between components within the same application or across different
applications [45]. In blockchain, intent refers to a concept that allows the user to
define their goals in abstract terms rather than executing specific instructions. A few
researchers have developed a system in which users can specify their expectations
from a chosen blockchain without needing to know the implementation details [3].
In the context of chatbots, an intent refers to what a person wants when interacting
with a chatbot or virtual agent. In other words, it represents what the user wants
to do or ask about [46].

In contrast to all these, in the case of autonomous Al agents, intent has several
layers. For example, user intent is the goal or task that the user is trying to accom-
plish. Developer intent refers to the purpose for which the agent is designed and
built, whereas role-based intent refers to the specific function the agent performs
within an organization. Another layer called organization intent relates to business
policies, standards, and operational constraints. Here, a successful Al agent must
satisfy what the user intended to accomplish, while operating within the bounds of
what the developer, role, and organization intended it to do [47].

Therefore, in a broader sense, intent can be defined as a high-level abstraction
that specifies the end goals a system should meet without mentioning how to achieve

them or delving into lower-level details [2], [48].
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2.3.2 Types of Intent-Based Systems
Intent-Based Networking Systems

The most prominent intent-based systems are IBN systems. These are the systems
that allow an operator to control a network through a set of operational goals that
a network is supposed to meet and outcomes that a network is supposed to deliver,
without specifying how to achieve or implement them [1|. Traditionally, operators
manually configure each network device whenever a change is required. The con-
figuration process is time-consuming and prone to errors, and IBN addresses this
problem. Advances in Software-Defined Networking (SDN) have played an impor-
tant role in making this possible, as many IBN systems are built on SDN.

There are different types of IBNs. Commercial solutions, such as Cisco Catalyst
Center [49] target enterprise environments, whereas solutions like Juniper Apstra [50]
target mainly data centers. When these commercial solutions are not enough, orga-
nizations with global-scale infrastructure have developed their own proprietary sys-
tems, such as Robotron by Facebook [51] and Orion by Google [52|. Robotron [51]
is a top-down management system that uses standardized data models to convert
high-level operator goals into device settings and provides tools for safe deploy-
ment and constant health checks. The results from long-term use at Facebook have
shown that this model-driven method reduces operational mistakes and allows for
the smooth update of network designs while ensuring that the system stays in its
intended state. Orion [52] is a modular system that coordinates independent ser-
vices, which translate high-level operator goals into device settings. It operates as a
real-time control plane designed for traffic engineering within large-scale networks.

In addition to commercial and proprietary systems, several open-source and
research-oriented IBN solutions have been developed. An early attempt to create
IBN specifically for scientific networks is iINDIRA [53], developed by the Energy Sci-

ences Network. Its developers aimed to address the difficulty faced by non-technical
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scientists when trying to manually provision complex, high-performance network
resources for large-scale data transfers and collaborative experiments. iNDIRA is a
tool that uses natural language processing and structured data models to translate
simple user requests into automated network configurations and service commands.
There are also open-source frameworks that are used to build IBN systems, such as
ONOS, developed by the Open Networking Foundation [54|, and the OpenDaylight
SDN controller [55].

Intent-Based Infrastructure Management Systems

Inspired by developments in the domain of IBN, the idea of intent-based systems has
also been adopted for infrastructure management. There are mainly two types of
systems based on how they convert high-level intents to infrastructure: deterministic
rule-based systems and LLM-based systems.

Rule-based systems make use of predefined grammars, rules, and templates.
The system described in [56] uses a language parser based on parsing rules and
Part-of-Speech tagging to identify requirements from an intent to deploy cloud re-
sources accordingly. Another framework, Int2IT [2|, maps intents to standardized
infrastructure-as-code (IaC) templates. Int2IT is an autonomic infrastructure man-
agement platform that realizes high-level business requirements expressed in the
natural language. It converts user intents into standardized application descriptions
and uses an autonomic control loop to continuously monitor and adjust the system
state. The platform uses TOSCA [57] to manage the infrastructure by generating
configurations from natural language intents. The platform then uses these config-
urations to deploy and manage infrastructure.

A few other studies have used advancements in LLMs for infrastructure man-
agement. In AppleSeed [58], the authors used generic LLMs to translate natural-

language intents into Python code for infrastructure provisioning. The platform uses
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in-context learning to translate natural language into an intermediate high-level ex-
ecution plan. The platform then automatically converts this high-level execution
plan into a parallelized execution graph using Just-in-Time compilation. Finally, it
converts the execution graph to domain-specific execution plans, which an execu-
tor uses for actual execution. Similarly, some researchers have proposed the use of
LLMs to build microservices by decomposing an intent into multiple hierarchical

steps, such as high-level design and low-level design [59].

Intent-Based Security Systems

Security is becoming an important area within intent-based systems, where high-
level user objectives are translated into enforceable security policies and configura-
tions. Existing research has explored several approaches to achieve security through
intent, including formal methods and Al-driven frameworks. These approaches dif-
fer in how intents are interpreted and deployed, but they share the common goal
of reducing the complexity of security management while ensuring that security
requirements are correctly enforced.

Methods such as formal verification and finite automata have been used in some
works as supporting mechanisms to achieve security through intents. The Intent-
Based Cloud Service (IBCS) framework, described in [60], uses a formal method. It
focuses on the intent-driven deployment of cloud security services. The IBCS frame-
work uses finite automata to understand the security intent and then identifies and
deploys suitable Network Security Functions (NSFs) to satisfy the intent. A sys-
tem called INTPOL, described in [61], uses formal verification to identify conflicts
between intents. Conflict detection is crucial because conflicting intents, if imple-
mented, can make the system unstable. INTPOL works by translating high-level
security goals into a unified representation and applying mathematical verification

techniques to identify policy conflicts before deployment. The framework combines
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Linear Temporal Logic (LTL) with bounded model checking and uses a SAT solver
together with the symbolic model checker NuSMV [62] to perform the verification.

Several recent studies have also explored the possibility of using the ability
of LLMs to process unstructured information in systems that handle security in-
tents. RefinementEngine, presented in [5], expects users to express their intents in
High-level Security Policy Language (HSPL), while using LLMs to extract security-
relevant entities, such as malicious IP addresses, from Cyber Threat Intelligence
(CTI) reports written in natural language. The system then uses this information
to generate device-specific commands for deployment in a deterministic manner. Su
et al. [63] used an LLM to generate policies for Kubernetes [64] deployments based
on data privacy and residency requirements expressed in natural language. The
system uses intents expressed in natural language to select compliant Kubernetes
nodes for pod placement and deploy traffic management rules that ensure network
traffic is confined to compliant paths only. Here, the LLM analyzes the requirements
expressed in natural language and generates ready-to-deploy policies. Zacarias et
al. [65] proposed a framework that is more autonomous than the systems mentioned
in [63] and [5]. They introduced a hierarchical multi-agent architecture that incor-
porates a dedicated Security Plane. The system relies on Al agents to translate
natural language requests into technical security configurations and deploy them ac-
cordingly. A central coordinator Al agent coordinates task execution and delegates
responsibilities to specialized sub-agents. The results from their functional proto-
type showed that even small, on-premises language models can effectively automate
complex security tasks with high accuracy.

Although all three works mentioned previously in this subsection used LLMs,
they were utilized differently. In RefinementEngine [5], the user must provide the
intent in HSPL, and the system uses an LLM only as an information-extraction

component to analyze the CTI reports. In contrast, the framework described in [63]
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allows the user to specify their intent in natural language, and the LLM generates
a ready-to-deploy Kubernetes policy based on the extracted intent. Zacarias et
al. [65] extend this approach further by giving Al agents more autonomy to control

the entire pipeline, from capturing user intents to their deployment.

Other Intent-Based Systems

The concept of intent is not limited to the technical domain. The intent-based
paradigm has also been extended to several other domains. It has found its way to
the military. Researchers from the US military are working toward a framework for
intent-based orchestration of distributed command-and-control centers to achieve
a commander’s intent [66]. The framework applies automated networking princi-
ples to translate a commander’s goals into machine-readable tasks using standard-
ized mission models and mathematical reasoning. Researchers have also proposed
intent-based systems to orchestrate the networking and computing requirements of
vehicular edge computing applications [67]. In addition, there is an intent-based sys-
tem that generates reinforcement learning environments that can be used to train

AT agents to satisfy user intents expressed in natural language [68|.

2.3.3 Stages of an Intent-Based System

There are different stages associated with the lifecycle of an intent in an intent-
based system. This section discusses those stages. Since the most widely used
intent-based paradigm is IBN, much of the literature referenced here is from that
domain. However, at a high level, these stages are common to all intent-based

systems in general.
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Intent Expression

The first stage of any intent-based system is intent expression. At this stage, the
user conveys their intent, that is, what they want the system to achieve. This
intent can be expressed in several ways, depending on what the system supports.
The easiest and most natural way is through natural language [4], [48], [63]. This
allows users to clearly express their needs in their own language. Especially with
the advancements in natural language processing and LLMs, natural language has
become the preferred option in several recent works.

Controlled languages are also used to express intents. Although natural language
allows users to express their requirements freely, processing natural language is chal-
lenging because of many factors, including ambiguity and contradictions. Therefore,
other forms of expression, such as domain-specific controlled languages, are used in-
stead. A controlled language is a subset of natural language with limited vocabulary
and grammar. This reduces ambiguity and enables more efficient text processing.
Some of the controlled languages are Network Intent LanguagE (NILE) [4], Net-
work Modeling (NeMo) [69], and Language for ACL Intents (LAI) [7]. NILE is an
intent language designed to capture connectivity and middlebox intents through a
human-friendly syntax. Bezahaf et al. [70] have developed a system that uses natu-
ral language processing to translate simple human instructions into an intermediate
representation and then into network settings. They used an extended version of
NILE in their work. Similarly, NeMo [69] is a controlled language used mainly in
networking. Researchers at Alibaba Cloud have developed an automated system
called Jinjing that allows network operators to update ACL configurations using a
high-level language. They used LAI as the high-level language for this system [7].
Researchers have also used controlled languages for intent expression to support the
selection of suitable blockchains [3].

Both natural and controlled languages are best suited for humans to express
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their intents, but the question of how machines can express intents to other ma-
chines still remains. Researchers at Nokia Bell Labs addressed this question in their
work [12|. They introduced the concept of emergent communication for intents,
in which machines autonomously agree on the meaning of the vocabulary used for
intent expression between them.

In addition to the language of intent expression, methods for capturing intent
are also important. One common method is a Graphical User Interface (GUI),
which is usually paired with predefined templates that map user choices to low-level
configurations. This method has several advantages. For example, it simplifies the
configuration process for inexperienced users, limits the action space to supported
operations, and eliminates certain conflicts. It also makes intent extraction simpler,
since the system just needs to parse input that is already structured. A related
approach lets users type free-form text instead of selecting from a fixed template,
giving them more freedom to express their intents. Chatbots can also be used for this
purpose. For example, Jacobs et al. [4] used Dialogflow [71]| (which is currently part
of Google’s Customer Engagement Suite) to capture intent from the user. Similarly,
the system described in [72] used a Rasa-based chatbot as an interface for interacting
with an intent management layer. Researchers have also explored voice-based intent

expressions [73].

Intent Extraction

Once the user intent is captured, the next step is to extract the main requirements
expressed in that intent. The extraction process largely depends on how the intent
is captured. When the system collects intents through a template-based GUI, the
extraction process is relatively straightforward because the required information
can be directly parsed from the template fields. However, extracting requirements

from natural language is more challenging. Natural language intents may contain
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ambiguous expressions or may not use commonly accepted technical terminology.

Previous studies have explored several approaches for extracting requirements
from user intents. The approaches include methods based on deterministic finite
automata, NLP, and LLMs. These techniques identify relevant information from
user inputs and transform them into structured representations that support intent
realization. An overview of different types of methods and associated research works
is presented in Table 2.1.

Deterministic finite automata have been used in previous works for data ex-
traction from intents. For example, researchers have proposed a framework that
combines standardized security interfaces, such as Interface to Network Security
Functions (I2NSF), with network function virtualization to automatically trans-
late high-level user intents into executable technical policies for virtualized security
tools [60]. The framework uses deterministic finite automata in the data extractor
module of the system to parse the high-level intent delivered by the user and extract
meaningful data points. Similarly, in another intent-based system for the selection
of suitable blockchains, the system uses deterministic finite automata for parsing
intents expressed in a controlled language [3].

NLP techniques have been widely used for requirement extraction from natural-
language intents. The system described by Jacobs et al. [4] uses Named Entity
Recognition to identify important entities from user intent captured through Di-
alogflow. Similarly, the parser module in iNDIRA uses NLP methods for identi-
fying user-provided terms and maps them to specific network service commands
to generate Resource Description Framework (RDF) graphs for intent realization.
EVIAN |[74] uses a natural language chatbot and machine learning to extract user
requirements and then converts them into structured data models for automated
network configuration. This system also uses NLP techniques to generate RDF

graphs that map user intents to network commands.
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More recent studies have explored the use of LLMs for extraction tasks. The hier-
archical multi-agent framework for performing security actions discussed by Zacarias
et al. [65] uses an LLM. Here, the LLM is used to extract the required information
from natural-language intents to convert them into structured representations using
predefined data structures. Capova et al. [68] used an LLM to decompose vague
business intents into a set of manageable sub-intents and extract relevant node la-
bels from associated infrastructure knowledge graphs. Similarly, Su et al. [63] also
used an LLM to extract the requirements expressed in natural language and link
them to specific low-level Kubernetes labels.

Table 2.1: Methods of Intent Extraction

Type of Method Method Related Works

Formal Method Deterministic Finite Automata | [3], [60]

Natural Language Process- | Named Entity Recognition [4], [74]

ing

Large Language Models ReAct paradigm, Few-Shot | [63], [68]
Prompting

Intent Translation

After requirements are extracted, they must be converted into a machine-friendly
structured form. Researchers have proposed different methods for this transforma-
tion process, such as using context-free grammars, custom translation modules, and
large language models.

A few approaches rely on custom translators or external providers [70] to sup-
port requirement translation. The Int2IT [2| framework, described in Section 2.3.2,
includes a custom translator module that converts user intent into machine-friendly
TOSCA YAML definitions. Similarly, RefinementEngine [5] has a custom trans-
lator that translates high-level requirements into a Medium-level Security Policy
Language (MSPL). Some researchers have also used context-free grammar (CFG)

to translate user requirements into machine-friendly representations. The policy
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generator component of the IBCS [60] creates an XML-based low-level security pol-
icy from user intent. This component uses CFGs to transform the extracted intent
information into structured XML documents.

Large language models are also widely used in this stage because of their abil-
ity to understand and structure natural language inputs. NFV-Intent is a system
that deploys virtual network functions and service chains based on natural language
instructions. The system converts user instructions into structured JSON configura-
tions and then uses these configurations to call the APIs of the underlying Network
Intelligence Network Function Virtualization Orchestrator. The system achieves this
transformation process using the in-context learning capability of LLMs [75|. Apple-
Seed [58], described in Section 2.3.2, also uses in-context learning to translate high-
level intents into execution graphs for infrastructure provisioning. Emergence [48]
is a system that automates the deployment and monitoring of applications through
natural language. Emergence uses an LLM to progressively translate natural lan-
guage instructions into a policy tree with policies as JSON objects. The system
uses prompt engineering and few-shot learning techniques to map user intent into

policies.

Intent Fulfillment

Once the requirements are translated into a machine-friendly structured form, they
must be deployed as actual actions to fulfill the intent. Before this, the system must
verify that no active intents conflict with the new requirements. If conflicts exist,
they must be resolved through a process known as conflict detection and resolution.

Graph-based approaches have been widely explored for representing and analyz-
ing relationships. Prakash et al. [76] introduced Policy Graph Abstraction (PGA)
to represent ACL policies as graphs, allowing the system to identify and resolve con-

flicts through graph analysis techniques. Building on this idea, JANUS [77] extends
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PGA using heuristic algorithms to resolve conflicts and optimize QoS-related poli-
cies in networks. Another graph-oriented direction for policy analysis was presented
by McNamara et al. [78]. Their method structures intents using five descriptors and
applies a specialized dictionary to convert values into a common representation that
supports direct comparison between policies. These approaches have shown that
graph abstractions can simplify the analysis of complex policy relationships while
supporting conflict management.

Formal verification methods have also been applied for intent conflict detection.
INTPOL [61], described in Section 2.3.2, converts intents into LTL and applies
bounded model checking to detect conflicts before deployment. The evaluation re-
sults demonstrate that detecting conflicts at the intent level is significantly faster
than checking the rules individually at the network-device level. In Jinjing [7], a
Satisfiability Modulo Theories (SMT)-based module detects and resolves ACL up-
date conflicts while validating policy consistency during updates. Similarly, Li et
al. [79] address the limitations of earlier systems that evaluate only individual flow
rules while ignoring complete user intents and temporal constraints, such as delayed
requests. The mechanism they propose uses an SMT solver to analyze logical ex-
pressions across nine policy characteristics and identify five relationship categories
between translated policy sets. All these studies highlight the value of formal meth-
ods in providing precise and verifiable conflict analysis for intent-driven systems.

Recent studies have increasingly used Al and machine learning techniques for
conflict detection. The authors of AGIR [80] use natural language processing to
translate business objectives into network instructions for open radio access net-
works. Its conflict resolver module uses an LSTM-based classification technique
to detect semantically conflicting intents by treating conflict detection as a binary
classification problem. The authors reported more than 80 percent precision in

identifying conflicting instructions. Perepu et al. [81] proposed a framework for
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handling multiple network performance goals in cellular systems using multi-agent
reinforcement learning. The framework treats conflicts as situations where the ac-
tions of one control loop negatively affect the Key Performance Indicators (KPIs)
of another loop. During centralized training, agents learn coordination strategies
through a shared global reward function that discourages greedy actions, which lead
to conflicting behavior. Natarajan et al. [82] introduced a logistic-regression-based
approach for conflict detection. They first translate natural-language intents into
a controlled language called NILE. Then, they transform each NILE intent into a
vector embedding and process the modulus difference between embeddings using
a logistic regression model to estimate the probability of conflict. An overview of
conflict detection and assurance mechanisms in the domain of IBN can be found in
the survey paper by Gharbaoui et al. [83].

After conflicts have been resolved, translated intents must be deployed using
executable actions. Some systems rely on deterministic rule-based mechanisms to
invoke the required applications and services [6], [70]. Other studies have explored
Al-driven orchestration methods that dynamically route tasks and coordinate ex-
ecution workflows [63], [68]. For instance, the Int2IT [2| framework fulfills intents
by converting them into standardized infrastructure-as-code files, which are then
processed by a resource manager to provision and manage cloud resources through
external connectors. In contrast, Zacarias et al. [65] used an orchestrator Al agent
that distributes tasks among specialized subordinate Al agents. These deployment
approaches demonstrate the growing shift from static execution pipelines toward

more adaptive and intelligent orchestration frameworks in intent-based systems.

Intent Assurance

Intent assurance is fundamental to closed-loop automation in intent-based systems,

since deployed intents must continue to satisfy user-defined requirements throughout
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their lifecycle. This closed-loop automation relies on continuous monitoring. Com-
monly, intent assurance is carried out by observing KPIs and applying corrective
actions whenever the observed behavior deviates from the expected behavior. Such
deviations are commonly referred to as intent drift, a condition in which the opera-
tional state of the system no longer matches the original intent specification. Several
studies have explored different approaches for detecting, analyzing, and mitigating
intent drift.

Graph-based assurance mechanisms have been widely used to maintain intent re-
quirements. In the work by Edeline et al. [84], the open-source tool DxAgent collects
data from multiple sources to construct assurance graphs that the system later uses
to detect intent drift. An orchestrator then plans the rectifying actions based on
the identified drift. Ferndndez et al. [85] presented a different monitoring-oriented
approach, which uses the multi-pronged monitoring framework. Their approach
aggregates metrics gathered from multiple network segments to establish a ground-
truth view of the current network state. These metrics are continuously monitored
and compared with predefined threshold values. When a metric deviates from its
expected value, a state transition is triggered in an extended finite state machine.
This transition activates a self-healing mechanism to restore normal system opera-
tion. Both of these studies demonstrate that continuous monitoring and state-based
analysis can support automated assurance in closed-loop systems.

SAFLA [86] follows a different approach for intent reconstruction. Instead of
relying on predefined models, it uses a bottom-up method that examines the flow
tables currently deployed in the network. By analyzing the installed flow rules, the
framework derives the effective network intent and compares it with the original
intent to identify any differences. When intent drift is detected, SAFLA uses an
Event-Condition-Action mechanism to correct the deviation. Herbaut et al. [87]

proposed another approach using a conformance-checking algorithm that uses intent-



2.4 RELATED WORKS 31

based models as an intermediate layer between management policies and observed
network traffic. This approach helps identify missing or unnecessary flow rules that
violate existing SDN security policies.

Machine learning techniques have also been integrated into intent assurance
frameworks to improve prediction and adaptive decision-making capabilities. The
closed-loop automation architecture presented by Leivadeas et al. [88] uses telemetry
data to train machine learning models that can predict KPI deviations before they
occur. Zheng et al. [89] explored a similar predictive approach, where they used
neural networks in data center IBN environments to estimate CPU usage patterns
that can result in intent drift. These studies show a shift from reactive assurance,
which addresses problems after they occur, to proactive assurance, which seeks to
identify and prevent potential deviations in advance.

Recent research has explored the use of LLMs and reinforcement learning tech-
niques for intent assurance. Dzeparoska et al. [90] used few-shot learning with LLMs
to define KPIs and KPI-related policies. In addition to LLM-based approaches, re-
inforcement learning has also been investigated for adaptive service assurance. The
framework by Njah et al. [91] uses deep reinforcement learning agents to support
intent assurance operations. A broader overview of assurance mechanisms, archi-

tectures, and research challenges in this area is presented in the survey paper by

Gharbaoui et al. [83].

2.4 Related Works

Since intent itself is a relatively new concept, there are not a lot of works that deal
with intent-based security. To the best of our knowledge, there has been no academic
research on intent-based security systems at the host level. A few works that can
be considered closely related to our work are Emergence proposed by Dzeparoska

et al. [48], RefinementEngine proposed by Colaiacomo et al. [5], and the natural
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language interface to configure enterprise firewalls proposed by Taghiyev et al. [92].

Emergence, proposed by Dzeparoska et al. [48], is an intent-based management
system for application deployment. The main goal of Emergence is to automate
application management by decomposing a user’s intent in natural language into
smaller policy steps that can be mapped to system APIs. It uses a generic LLM with
few-shot prompting to generate policies whose actions follow the Monitor-Analyze-
Plan-Execute-Knowledge (MAPE-K) closed control loop principles. The system
uses a three-stage LLM pipeline and policy-based abstraction to achieve this. The
first stage is intent classification, where the LLM classifies the user intent into one
or more supported intent types, such as creating a resource or deploying a service.
The second stage of the pipeline is progressive intent decomposition, where the LLM
decomposes intent into policies with actions to deploy the intent in a MAPE-based
fashion. Instead of generating all policies at once, the LLM outputs one policy at a
time. After each policy is generated, the system maps it to an API, executes it in the
digital twin environment, and sends the result back to the LLM. The LLM then uses
this result to decide the next policy, which allows the policy sequence to adapt to
the current state of the system. The final stage of Emergence focuses on validation
before deployment. In this stage, an LLM reviews the generated policy tree to find
possible problems such as formatting errors, missing attributes, or incorrect ordering
of actions. If the validation process changes any policy, the updated policy tree is
tested again in the digital twin environment before it is used for deployment. Once
the validation is successful, the policy tree is used to deploy the intent. However,
Emergence mainly focuses on application management and does not address security.

RefinementEngine, described by Colaiacomo et al. [5], is also close to our work
because it converts high-level security intents into deployment-ready configurations.
The RefinementEngine focuses on network-level filtering policies under topology and

device constraints. The system starts by processing CTI reports using an extrac-
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tor module. This module uses LLM-based processing to identify security-relevant
entities, such as malicious IP addresses and indicators of compromise, and repre-
sents them as facts in an expert language called CLIPS [93|. The refiner module
then combines CTI-derived facts with security objectives defined by the user using
HSPL, and a network topology model described using TOSCA. The refiner module
then analyzes possible traffic paths between endpoints and identifies where filtering
rules should be placed in the network to ensure full coverage of all traffic paths while
minimizing the number of devices configured. The module also considers the secu-
rity capabilities of available devices defined using the Security Capability Model [94]
while selecting the enforcement points for filtering rules. The converter module then
generates device-specific policy definitions through an intermediate representation
in MSPL, which are represented as XML documents. The translator module then
converts the MSPL policies into low-level rules in the native language of the target
device, such as iptables commands or other filtering rules. The RefinementEngine
is useful for understanding how high-level security goals can be refined into concrete
configurations. However, the RefinementEngine focuses on network-level enforce-
ment and does not address host-level security intent.

Taghiyev et al. [92| present a system that uses natural language to configure
enterprise firewalls. Their system allows administrators to express access control
intent in natural language. The natural language intent is then translated into a
vendor-specific firewall configuration. A key idea in this work is the use of a struc-
tured Intermediate Representation (IR), which separates the administrator’s intent
from the final device-level syntax. This makes the intent easier to validate and audit
before any configuration is applied. The natural language frontend allows adminis-
trators to provide access control intent and upload a network context file containing
information about existing objects, zones, and services. An LLM agent known as

the resolver agent parses the natural language access control intent and replaces
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ambiguous names, such as HR laptops or Payroll SaaS, with concrete entities in the
network context, such as specific subnets or address objects. Another LLM agent
called the IR builder agent then takes the resolved access control intent and converts
it into the predefined IR format. After the IR has been produced, it undergoes ver-
ification and analysis. A general linter and a vendor-specific linter check the IR for
structural issues and hygiene rules, providing non-blocking warnings to the adminis-
trator. Then the safety gate inspects the final IR for inherently unsafe rules, such as
any-to-any permit rules or rules with empty source/destination lists. Once the IR
passes these checks, it is translated deterministically into vendor-specific commands.
Before the configuration reaches a live firewall, an offline simulator checks for issues
such as parsing errors, undefined references, and unused structures. Although this
work deals with access control intent, the focus remains on the network level rather
than the host level.

Both the RefinementEngine and the natural language interface to configure en-
terprise firewalls deal with security at the network level, whereas Emergence focuses
on intent-based application management. Even though all the works deal with
intent-based systems, none of them specifically target intent-based security systems
at the host level. To address this gap, we designed an architecture for an intent-
based security system at the host level, taking inspiration from these works and a
few others. We took inspiration from the few-shot intent decomposition approach
used in Emergence [48|. We also adopted the idea of human-in-the-loop clarification
for vague or incomplete intents from the work of Zacarias et al. [65]. The decision
to use an intermediate representation was influenced by the firewall configuration
system of Taghiyev et al. [92] and RefinementEngine [5]. In addition, the idea of
using an execution queue based on dependency analysis over an intent graph was

inspired by AppleSeed [58].



3 Methodology

This thesis followed a mixed-methods approach combining a literature review [95],
a case study [96], requirements engineering 97|, user journey mapping [98], and Al-
assisted software development methods. The goal of using these methods together
was to develop a thorough understanding of the existing work and use these insights
to design, build, and evaluate an intent-based security system. An overview of the
research workflow is presented in Figure 3.1.
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Figure 3.1: Overview of Research Workflow

To understand the problem space, we conducted a literature review of peer-

reviewed articles and research preprints, focused on understanding how security is



CHAPTER 3. METHODOLOGY 36

achieved through intent. The review covered research papers indexed in Google
Scholar and DBLP. The search was performed using the keywords “intent-based sys-
tems”, “intent-based networks”, “intent-based security”, “intent-based management”,
and “host-level intents”. For each keyword, the search results were limited to the
first 50 results. After collecting the papers, we examined their abstracts to identify
studies relevant to this research. Papers were selected for detailed review if they dis-
cussed any of the following: systems that use user-defined intents in any application
domain, the security aspects of intent-based systems, or systems that implement
security requirements through intents. The selected literature was then analyzed
to identify the main components of intent-based systems and the stages of intent
processing. The review also examined how existing intent-based security systems
handled security requirements.

In addition to the literature review, we conducted a case study to understand
how intent-based systems are applied outside of a research environment. We studied
the technical documentation of commercial IBN products, specifically Cisco Cata-
lyst Center and Juniper Apstra. This helped us understand the different use cases
associated with an intent-based system. Together, the literature review and case
study provided an understanding of the generalized architecture of an intent-based
system and the state of the art in the domain.

Using the information gathered from the literature review, we applied require-
ments engineering to identify the different modules of the system and the functions
associated with those modules. The functional requirements identified from the lit-
erature were converted into architectural components and their interactions. This
step helped shape the structure of the proposed architecture.

Building on the architecture identified through requirements engineering, we used
user journey mapping to understand how a user would interact with the system and

to further refine the system modules. This helped us understand the system from
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the perspective of the user and identify all the actions a user would perform while
interacting with the system.

Alongside user journey mapping, we built process flows to show how the system
would respond to each action in the user journey. This allowed us to follow an intent
as it moved through the system, from the moment it was entered to the moment it
was fulfilled, giving us a clear picture of the intent’s lifecycle from the perspective of
the system. Using all these insights, we designed an architecture for the intent-based
security system at the host level.

Based on the architecture diagram, we developed a proof-of-concept prototype
of the system using Al-assisted software development. Cursor served as the main
development environment. However, using Cursor extensively could get expensive.
To keep the cost in check, we adopted metaprompting for the more demanding parts
of the build, such as the individual system modules. Metaprompting [99] is the
process of using one LLM to generate a detailed task prompt that is then provided
as input to another LLM. For this step, we used Google Al Studio and its Gemini 3.1
Pro model to generate a detailed implementation prompt. The generated prompt
was then provided to Cursor to carry out the coding task. The approach reduced
repeated experimentation within Cursor and provided more detailed instructions
for larger tasks. For smaller tasks, such as limited code changes or adjustments to
existing functions, we prompted Cursor directly.

After developing the proof-of-concept prototype, we evaluated its functional cor-
rectness. We used two methods for the evaluation, namely scenario-based evaluation
and empirical evaluation. The scenario-based evaluation used two representative
scenarios and assessed their outcomes manually. For the empirical evaluation, we
utilized Al-assisted software testing. We divided the intents into seven different
categories and manually created two examples for each category. We then used

ChatGPT, specifically the GPT-5.6 Sol model, to generate 28 additional intents for
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each category based on those examples. We used random sampling to select eight
generated intents from each category and combine them with the two manually
created example intents. These intents were used for empirical evaluation by pro-
viding them to the system one at a time and manually comparing each result with
its expected outcome. Both the scenario-based and empirical evaluations helped us

validate our proposed architecture.



4 System Design

As mentioned in Section 2.3.2, although intent-based paradigms have been exten-
sively studied in networking and service orchestration, their application to host-level
security management remains unexplored. To bridge this gap, we propose an intent-

based security system at the host level.

4.1 System Overview

The proposed system analyzes security intents expressed in natural language and
converts them into executable actions. Rather than directly executing the intents
without verification, the system processes them through validation and planning
stages. At a high level, the architecture consists of four modules: Intent Process-
ing Module, Task Deployment Module, User Interaction Module, and Logger and
Retriever Module. The system also has three databases for data storage: a graph
database, an unstructured database, and a vector database. A high-level architec-

ture diagram of the system is shown in Figure 4.1.
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User communication and data handling are kept separate from the rest of the
system through two shared modules, namely, the User Interaction Module and the
Logger and Retriever Module. All interactions between the system and the user
are coordinated through the User Interaction Module, so individual modules never
talk to the user directly. The workflow begins when a user submits a security intent
in natural language through the User Interaction Module. The submitted intent is
forwarded to the Intent Processing Module.

The Intent Processing Module serves as the central module for interpreting user
security requirements and preparing them for execution. It uses an LLM to analyze
the intent, decompose it into smaller executable tasks, and identify the appropri-
ate tools on the host machine that are required for each task. After the intent is
processed, the system converts the extracted information into a machine-friendly In-
tent Representation Model (IRM). This IRM is then passed to the Task Deployment
Module.

The Task Deployment Module acts as the execution layer of the architecture. The
module converts the IRM into a graph that maps out how the different tasks and
intents depend on one another. The module then analyzes this graph to determine
the execution sequence and builds a task execution queue from it. Following the
successful execution of all the tasks in the queue, the intent is marked as active,
and the intent graph is saved in the graph database, marking the completion of the
deployment workflow. As mentioned earlier, all storage and retrieval operations to
the databases go through the Logger and Retriever Module, which sits between the
system’s modules and the databases themselves.

The LLM is treated as an external service that is outside the system boundary.
This choice is made to keep the system LLM-agnostic, allowing the implementer to
use any LLM of their choice. The design also provides the flexibility to modify the

system to use specific models for specific operations during intent processing.
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4.2 System Modules

4.2.1 User Interaction Module

The User Interaction Module is responsible for managing all user-facing communica-
tions within the system. It supports interactions such as intent clarification requests,
task execution confirmations, and execution-related status updates. Acting as an
intermediary between the user and system modules, it collects user responses and
returns them to the module that initiated the request. The module serves as a
shared service that can be used by other system modules. This approach ensures
that information is presented to users in a consistent manner.

In addition, the module supports auditing and traceability by maintaining records
of user interactions. Information related to approvals, clarifications, feedback, and
decisions is stored in an unstructured database using the Logger and Retriever Mod-
ule. These records provide a clear history of actions involving human input and help
ensure a consistent audit trail throughout the system.

The first step in realizing a security intent is capturing the intent from the user.
As mentioned in Section 2.3.3, there are multiple ways to express and capture user
intents. We chose natural language as the language of expression because it allows
the user to express their requirements more flexibly. The system allows users to
express their intent through a GUI with a free-form text box. The User Interaction
Module captures the intent entered in the text box.

The module workflow starts when a system module requests input or confirma-
tion from the user. In such situations, the requesting module sends relevant infor-
mation to the User Interaction Module. The module then displays the information
to the user through the GUI. After the information is displayed, the module waits
for the user to provide a response. When the user provides a response, the module

captures the response and forwards it back to the module that initiated the request.
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The requesting module can then continue its execution using the received input,

allowing user decisions to be incorporated into the automated system processes.
The workflow also includes logging as part of the response handling process. User

responses, approval decisions, and clarification-related interactions are stored in the

unstructured database through the Logger and Retriever Module for later reference.

4.2.2 Intent Processing Module

The Intent Processing Module serves as the central point for all LLM-related op-
erations within the system. The module is responsible for processing the intents,
including decomposing them into different tasks and identifying the tools required
for each task. It also manages prompt preparation and the collection of reasoning
summaries related to LLM decision-making.

The module consists of several components responsible for prompt generation,
context enrichment, and data handling. The module prepares the prompts for the
LLM depending on the stage of processing. When additional context is required,
these prompts are enhanced using information such as few-shot examples or available
tool details. This additional context helps the LLM produce more consistent and
reliable outputs.

The module also has a mechanism for handling LLM interactions that require
user involvement. When clarification or confirmation is needed during intent pro-
cessing, the module communicates with the User Interaction Module. This enables
the system to obtain the necessary user input before continuing with the process.
To support this interaction, the module requires the LLM to return outputs in a
structured format that contains an attribute indicating whether further user input
is required. This mechanism supports iterative interactions that allow the LLM to
resume processing the request based on the user’s response.

In addition, the module supports reasoning-summary logging for auditability.



4.2 SYSTEM MODULES 44

During certain operations, such as task planning and tool identification, the mod-
ule instructs the LLM to generate summaries explaining the reasoning behind its
decisions. These reasoning summaries are preserved for later auditing purposes.
Logging operations associated with the reasoning summaries are managed through
the Logger and Retriever Module. The system maintains an unstructured database
where reasoning summaries associated with LLM-related operations are stored.

The final output of the module is a structured intent representation. Once pro-
cessing is complete, the LLM uses the available details associated with the intent to
generate a machine-friendly representation. We propose a model called the Intent
Representation Model (IRM) to represent the intent in a machine-friendly manner,
as described in Listing 1. Thus, the input to the module is the intent in natural
language, and the output is an IRM.

The design of our representation model started with an evaluation of existing
security and privacy policy languages. We reviewed several policy languages dis-
cussed in the study [100] and languages such as NILE [4], NeMo [69], and LAI [7],
with the goal of finding a suitable way to represent the intents related to security
requirements. In particular, we needed a representation that can capture the intent
expressed in natural language, how that intent can be fulfilled, and the details to
support its lifecycle management. To the best of our knowledge, none of the exist-
ing representations fully supported our requirements. Most of the languages support
only a single use case, such as access control policies, accountability-related policies,
or monitoring policies. Because no existing solution provides all the capabilities we
needed in a single representation, we propose a new representation model that offers
a unified structure for representing the intent, the process flow needed to realize
that intent, and the information needed for intent-lifecycle management. It serves
as an intermediate layer between security requirements in natural language and the

process flow that implements them. It is important to note that the IRM is not a
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Listing 1 Intent Representation Model

{
"intent_id": "<intent_id>",
"intent_status": "<active | deleted | provisioning>",
"action": "<allow | deny | create | delete | update>",
"scope": [
{
"type": "<scope_type>",
"value": "<scope_value>"
3
]’
"conditions": {
"combiner": "<AND | OR | NOT>",
"rules": [
{
"field": "<field_name>",
"operator": "<operator>",
"value": "<value>"

"combiner": "<AND | OR | NOT>",
"rules": [
{
"field": "<field_name>",
"operator": "<operator>",
"value": "<value>"

3,
{

"field": "<field_name>",
"operator": "<operator>",
"value": "<value>"

},

"owner": "<user_id>",

"parent_id": "<intent_id>",

"depends_on": ["<intent_id>"],

"sub_intents": ["<sub_intent_in_IRM_structure>"],
"metadata": {

"raw_intent_in_NL": "<natural_language_description>",

"version": "<intent_version_string>",
"timestamp": "<timestamp>"
},
"associated_tasks": [{
"task_id": "<task_id>",
"tool": "<tool_id>",
"arguments": [],

"task_status": "<pending | executing | successful | failed>",

"depends_on": ["<task_id>"],
"reasoning_id": "<reasoning_id>",
"task_type": "<primary | rollback>",
"rollback_tasks": ["<task_id>"]
H,
"reasoning_id": "<reasoning_id>"

3
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security-policy language. Instead, it is an intent representation model for security
requirements.

Figure 4.2 illustrates the workflow of the module. It begins when a user submits
an intent through the User Interaction Module using natural language. The sub-
mitted intent is first forwarded to the LLM for intent analysis and understanding.
Because natural language input may contain ambiguous or missing details, the LLM
evaluates whether the provided information is sufficient for further processing. If the
intent is unclear, the LLM generates clarification questions and requests additional
information from the user through the User Interaction Module. The clarification
cycle continues iteratively until the LLM determines that the intent is sufficiently
precise for processing. To prevent an infinite clarification loop, intent processing
is terminated if the intent remains unclear after five iterations. The threshold of
five iterations is selected to balance usability and processing efficiency. All clarifi-
cation interactions are stored in an unstructured database through the Logger and
Retriever Module.

The next stage of processing focuses on breaking down complex intent into sim-
pler and more manageable parts. During this stage, the LLM analyzes the intent
and identifies whether it contains multiple objectives. When necessary, the original
intent is broken down by the LLM into smaller sub-intents that can be processed
more effectively in later stages. Along with the generated sub-intents, the LLM
provides brief reasoning summaries that explain the basis for decomposition. These
reasoning summaries are stored in the unstructured database through the Logger
and Retriever Module.

The next stage focuses on converting the intent into executable tasks. The intent,
along with any corresponding sub-intents, is sent back to the LLM for task decom-
position. The LLM determines the set of tasks required to fulfill each intent and

identifies the corresponding rollback tasks that can be used for recovery purposes.
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If the tasks are irreversible, the rollback tasks are indicated as none. To improve
consistency in the generated outputs, the prompt used at this stage is enriched with
few-shot examples of task decomposition. The LLM then returns the list of tasks,
rollback tasks, and reasoning summaries associated with its decisions. Similar to
the previous stage, all reasoning summaries produced during task decomposition
are stored in the unstructured database for future reference.

Once the sub-intents are decomposed into associated tasks, the workflow then
moves to tool identification and argument generation. The generated tasks associ-
ated with each sub-intent are submitted to the LLM to identify the required tool
for execution and generate the arguments required for that specific tool. During
this step, the module enriches the prompt using few-shot examples for tool iden-
tification and tool descriptions. Following the principles of Retrieval-Augmented
Generation, data for enrichment are retrieved by performing a similarity search in
the vector database. This enrichment process helps maintain consistency in tool
mapping across different intents. After task-to-tool mapping is completed, the LLM
returns a list of tools and arguments associated with each task. If the LLM cannot
identify a suitable tool for a particular task, the system informs the user and termi-
nates further processing of the intent. Reasoning summaries generated during tool
identification are also stored in the unstructured database.

After the tool identification process is complete, all the information about the
intent is sent to the LLM for IRM generation. The LLM uses available details, such
as identified tasks, rollback tasks, tools, and arguments, to generate the IRM. Once
the IRM is generated, it is passed to the Task Deployment Module. This marks the

completion of the intent processing workflow.
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4.2.3 Task Deployment Module

The Task Deployment Module acts as the execution layer of the system and is re-
sponsible for carrying out the tasks defined in the IRM. Its primary role is to trans-
form the structured intent representation into an execution sequence and execute
the tasks while ensuring that task dependencies are respected during execution. The
module receives the IRM as input and converts it into an in-memory graph represen-
tation. This graph structure allows the system to model the relationships between
tasks, including execution dependencies and rollback mappings.

The module is responsible for execution coordination. Based on the dependency
graph, the module generates an execution queue containing an ordered list of tasks.
This queue serves as the execution plan used for deploying the intent. The module
also manages execution state tracking. During task execution, the status of tasks
is updated in the graph. After deployment, the intent status is also updated in the
graph.

Figure 4.3 depicts the workflow of the module. The workflow starts after an
IRM becomes available for deployment. The module converts it into an in-memory
graph. Once the graph is constructed, the module analyzes the dependency links
between tasks and generates an execution queue based on that. The queue contains
the tasks to be executed, along with the tools and arguments associated with each
task.

After the execution queue is prepared, it is shown to the user for approval through
the User Interaction Module. If the user rejects the execution queue, the processing
of the intent is stopped, and the intent is discarded. If the user approves the execu-
tion queue, the module begins processing tasks sequentially. The tool corresponding
to each task is invoked with the associated arguments. Once execution completes,
the module updates the task status in the graph and adds the task to a completed

tasks queue before moving to the next task in the execution queue.
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The execution cycle continues until all tasks associated with the intent have
completed successfully or the retry limit is reached. When all associated tasks are
executed successfully, the intent status is updated to active in the graph. The
graph is then stored in the graph database. The updated intent status is shown to
the user through the User Interaction Module. Finally, the completed tasks queue
is cleared, which marks the successful completion of the deployment workflow for
the given intent.

A separate workflow is triggered when the task execution fails. If a task is
not completed successfully, the module retries the task according to the retry limit
configured during the system implementation. When the retry limit is exceeded, the
module identifies the rollback tasks associated with all tasks that have already been
executed and prepares a new execution queue for the rollback tasks. The system
then informs the user of the failure and related error details. It also shows the
rollback task details for the approval. The system notifies the user if any of the
deployed tasks are irreversible and asks whether the user still wants to proceed with
the planned rollback tasks. Once approved, the rollback tasks are executed to revert
the changes introduced by previously executed tasks associated with the intent.

The user can initiate the deletion of an active intent through the User Interaction
Module. The User Interaction Module then forwards the intent identifier to the
deletion workflow for processing. The deletion workflow begins when it receives the
identifier of the intent that must be removed. The Task Deployment Module then
uses the Logger and Retriever Module to query the graph database and retrieve all
the sub-intents, tasks, and rollback-related information associated with the specified
intent. This retrieval stage provides the details required for the deletion planning.

Once the relevant entities are retrieved, the system performs a dependency anal-
ysis on the related tasks to determine the correct execution order. During this

process, the rollback task associated with each task is added to the execution queue
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together with the required tool details and arguments. After the dependency anal-
ysis is completed, the system reverses the execution queue. This ensures that the
rollback task related to the most recently executed task is performed first during
deletion. Following this step, the system presents the complete list of tasks planned
as part of the intent deletion for user approval. The deletion tasks are executed only
after the user approves them. These tasks are carried out sequentially to ensure
that dependency relationships remain valid throughout the deletion process. When
all rollback tasks are completed successfully, the status of the corresponding intent
in the graph database is updated to deleted. This status change indicates that the
deletion workflow is complete.

If any rollback or deletion task fails during execution, the system immediately
stops further processing and notifies the user of the failure. In such cases, the user
is asked to handle the situation manually. Although this approach requires manual

intervention, it prevents the system from continuing in an inconsistent state.

4.2.4 Logger and Retriever Module

The Logger and Retriever Module is responsible for managing data storage, retrieval,
and audit logging across the system. It acts as a central interface through which
other system modules access the available databases. By centralizing data storage,
the module ensures consistency in data management across the system. The details
of the databases are described in Section 4.2.5.

A key responsibility of the module is to determine how an incoming data-storage
or data-retrieval request should be processed. It uses a rule-based mechanism that
evaluates each request and selects the most suitable database. The selection is
based on factors such as the source of the request and the type of data involved.
This approach allows different types of data to be stored in and retrieved from

the appropriate databases through a single module. Another important function
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of the module is the abstraction of database operations. It provides the necessary
implementations for interacting with the different databases used by the system
while hiding the underlying technical details.

The module also supports the use of multiple database technologies within the
same architecture. Because all database interactions are handled through the mod-
ule, additional storage backends can be integrated without requiring changes to other
system modules. This improves flexibility and simplifies future system extensions.

The workflow begins whenever a module requires either storage or retrieval of
information during its execution. The module with a storage or retrieval requirement
invokes the Logger and Retriever Module along with the relevant data and operation
details. Subsequently, the rule-based mechanism within the module processes the
parameters received during the invocation to determine the correct database. It
takes into account the invoking module and the type of data while deciding the
database to use. Once the correct database is identified, the module invokes the
corresponding storage or retrieval function associated with that database. These
functions perform the actual read or write operations and return the results to the
Logger and Retriever Module. After completing the storage or retrieval operation,
the Logger and Retriever Module returns the output to the module that requested

the operation so that the system workflow can continue.

4.2.5 Databases

The system uses multiple databases to manage different categories of data, such as
operational, reasoning, and contextual data. Each database associated based on the
type of data it handles. This separation helps improve scalability and maintainability
by allowing each database to be optimized for a specific type of data.

A graph database is used to store intents, tasks, tools, and the relationships

between them. These elements are represented as nodes, each with its own at-
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tributes. The relationships and dependencies between these elements are stored as
edges connecting the nodes. This graph-based representation makes it easier to per-
form dependency analysis and task sequencing. In addition to the relationships, the
graph database also stores the current status of the intents, enabling state tracking.

An unstructured database is used to store the reasoning summaries generated
during LLM-assisted operations. The stored reasoning summaries are primarily used
for auditing, allowing system decisions to be reviewed and analyzed when required.
Storing reasoning summaries in a dedicated database ensures that unstructured data
is managed independently from other intent data. The database is also used to store
the logging data associated with the User Interaction Module.

A vector database is used to support context enrichment that is part of the In-
tent Processing Module. The LLM context is enriched with few-shot examples, tool
documentation, and domain-specific knowledge during reasoning tasks. Input docu-
ments with the required data are first converted into vector embeddings, and these
embeddings are then stored in the vector database. During retrieval, relevant em-
beddings are identified, and related text is passed to the LLM to provide additional
contextual information. This improves the relevance and consistency of responses

generated by LLMs.

4.3 System Implementation

We have built a proof-of-concept prototype of the intent-based security system. We
have deliberately narrowed the scope to only handle security intents that are related
to file-system access control. This limited scope has allowed us to test the main
ideas of the system without building functions that are not necessary for the initial

evaluation.
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4.3.1 Implementation Strategy and Technology Stack

We relied on Al-assisted methods to build the prototype, with Cursor serving as
our main development environment. We used metaprompting to develop individual
modules and gave Cursor direct prompts for smaller code changes. Although Cursor
supported the coding process, it did not control the main development decisions.
Every architectural choice and every detail of the technology stack was decided by
us. These details were included explicitly in the instructions provided during each
stage of development. Therefore, the Al tools acted as coding assistants rather than
independent system designers.

The UI has been kept intentionally simple because the system is a proof-of-
concept prototype. On the frontend, the interface was built with plain HTML
and CSS, with vanilla JavaScript handling the dynamic parts of the interaction.
Frameworks such as React have been considered but set aside in favor of a simpler
setup. The interface communicates with a set of session-scoped API endpoints on
the backend, which drive the step-by-step nature of the user workflow, moving the
user from one stage of intent processing to the next.

The backend has been implemented in Python, using the Django framework. The
choice is grounded less in a technical comparison between frameworks and more in
familiarity. Our prior experience with Python has made Django a natural starting
point. Because parts of the workflow need to run asynchronously, we used asyncio
and httpx to support them. The application runs on the Uvicorn ASGI server,
which supports asynchronous behavior. Graph-related logic in the system relies on
the NetworkX library for in-memory graph creation and manipulation. For task
execution, we chose to keep things simple by relying on Python’s native asyncio
library rather than adding a workflow engine such as Celery to the stack. The IRM
is represented using Pydantic v2 models, as they support the validation of the JSON

structures returned by the LLM. In total, the backend exposes 10 API endpoints,
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and their details are listed in Table 4.1. We have designed the UI such that IRM
approval and execution queue approval can be carried out as a single step instead
of two separate steps. This has been done to improve the user experience. A few
helper components have also been developed to support file-system access control.
One of them is responsible for enriching prompts sent to the LLM with metadata
about the file path and the user. Another carries out a deterministic check of
whether the access being requested is already granted or denied, based on existing
permission bits, ACLs, and group membership. The metadata and the result of the
deterministic checks become part of the information used in the later stages of the
workflow.

For the LLM-related workflows, we evaluated two LLMs. Initially, we used a lo-
cally hosted gemma4 model. Although the model produced usable outputs, inference
was slow because of the limitations of our hardware setup. We therefore decided to
use Google as an external model provider and used the gemini-3.1-flash-lite model.
Google was selected because Google Al Studio provided access to a free-tier API.
In both cases, we set the model temperature to 0.1 and the top-p value to 0.9. The
prompts used in the system are provided in Appendix A.

We chose Neodj, MongoDB, and ChromaDB as the databases for the system.
For the graph database, we selected Neo4j over alternatives such as TigerGraph
and ArangoDB, mainly because of its native graph support and because it is oper-
ationally simpler to run than the others considered. MongoDB was chosen as the
unstructured database. Even though Elasticsearch is a potential candidate for stor-
ing unstructured data, the prototype does not require a dedicated full-text indexing
process and the overhead that comes with it. For the vector database, ChromaDB
was selected over options such as Milvus and Qdrant because it is comparatively light

on resources and suits prototyping. All three databases run as Docker containers.
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Table 4.1: API Endpoints

Method|Endpoint Input Description

POST |/api/intents/start/ raw_intent and|Creates a mnew intent-
user_id in the request|processing session and
body. starts intent analysis.

GET /api/intents/ The session identifier is| Returns the current work-
{session_id}/status/ |provided as a path pa-|flow state. The response

rameter. may include clarification
questions, the generated
IRM, execution informa-
tion, or rollback details.

POST |/api/intents/ user_response in the|Records the user’s clarifi-
{session_id}/clarify/ |request body. cation response and contin-

ues intent analysis using the
updated conversation.

POST |/api/intents/ The  boolean  field| Approves or rejects the gen-
{session_id}/ approved and optional |erated IRM.
approve-irm/ feedback in the re-

quest body.

POST |/api/intents/ The  boolean  field| Approves or rejects a roll-
{session_id}/ approved in the re-|back plan created after task
approve-rollback/ quest body. execution fails.

GET /api/intents/active/ |No input is required. |[Returns active intents,
including their identifiers,
original intent text, action,
owner, and creation time.

GET /api/intents/{intent_ |The intent identifier is|Returns execution logs, in-
id}/logs/ provided as a path pa-|cluding task identifiers, tool

rameter. identifiers, arguments, out-
puts, errors, and execution
status.

GET /api/intents/{intent_ |The intent identifier is|Returns audit information,
id}/audit/ provided as a path pa-|including sub-intents, rea-

rameter. soning summaries, user in-
teractions, and execution
logs.

DELETEHE /api/intents/{intent_ |The intent identifier is|Starts the intent-deletion
id}/ provided as a path pa-|workflow.

rameter.

POST |/api/intents/{intent_ |interaction_id and|Confirms or cancels a pro-

id}/confirm-delete/ the boolean field | posed deletion and per-
approved in the re-|forms any required rollback
quest body. operations.
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4.3.2 Implemented Features
Capture Intent

The system captures security intent through its UI. Users describe what they want
to achieve in natural language, using the text box in the UI. A screenshot of the

intent-capturing Ul can be seen in Figure 4.4.

Filesystem Access Control New Intent

What access control change do you need?

Figure 4.4: Capture Intent

Clarify Intent

Natural-language intent can sometimes be ambiguous. In these cases, the system
asks the user for clarification through the UI before processing continues, as shown in
Figure 4.5. The system only proceeds with intent processing once it has determined

that the intent is clear.
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Filesystem Access Control New Intent

Clarification needed

Submit Answer

Figure 4.5: Clarify Intent

Review and Approve Tasks

After the system has understood the intent, it plans the tasks needed to fulfill it.
The user must then review and approve these tasks. To support this, the UI displays
the tasks along with the IRM. The user sees a summary of the tasks, as shown in

Figure 4.6, as well as the complete IRM, as shown in Figure 4.7.
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Filesystem Access Control New Intent

Review Intent Model

Summary

path: /home/ubuntu/ib st_folder/testl.txt

setfacl

setfacl

~ Approve & Execute

Figure 4.6: Task Summary

Filesystem Access Control New Intent  Ac

Review Intent Model

Full JSON

v Approve & Execute

Figure 4.7: Complete IRM
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Request Changes

After reviewing the tasks and the IRM, the user can request changes through the
text box shown in Figure 4.8, describing the required change in natural language.
The system then applies the requested changes and returns an updated IRM, as

shown in Figure 4.9.

Filesystem Access Control New Intent

Review Intent Model

Full JSON

[1]:
DESCRIBE WHAT NEEDS TO CHANGE

Instead of ubuntu deny access to user admin1

Submit Feedback

Figure 4.8: IRM Before Requested Changes
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Filesystem Access Control New Intent

Review Intent Model

Full JSON

v Approve & Execute Request Changes

Figure 4.9: IRM After Requested Changes

List Active Intents

Once all tasks associated with an intent have executed successfully, the intent moves
into an active state. The Active Intents screen lists all active intents, as shown in

Figure 4.10.
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Filesystem Access Control

Active Intents

CREATED

894c692e... Allow read and v

Deny read : o group admins on file

ccBebf2c.. Allow everyone to e files in fhome/ubun...

Allow ew c e files in /home/ubun...

a%aafc7s.. Allow read and write access to everyone onF...

be6labce.. Allow read ace user dev1 on file [home/...

bf750141... ENCELE r /home/ubuntuyib...

68051083... Deny write ac on file /nome/ubuntu/i

a40e01bo.. Allow te to user ubuntu onfile /...

Figure 4.10: Active Intents List

View Audit Log

Users can view the audit logs associated with each intent, as shown in Figure 4.11.
The audit log screen presents three types of logs. The first is the reasoning log,
which records the reasoning summaries behind each LLM decision. The second
is the interaction log, which records user interactions at different stages of intent
processing, such as approving the planned tasks or requesting changes to the IRM.
The third is the execution log, which shows the tools and arguments used for each

task.
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Filesystem Access Control

Audit Log

Remov
fubuntufi

IntentProcessingModule -+ decompose_intent

IntentProcessingModule -+ generate_tasks

IntentProcessingModule - map_tools

(a) Reasoning Log



4.3 SYSTEM IMPLEMENTATION 65

Interactions (4)

irm_approval_request

(b) Interaction Log

Executions (1)

chmod (si_1_t 1)

Arguments: {"path":"/home/ubuntu/ibss act Folder/tect? txt

(c) Execution Log

Figure 4.11: Audit Log
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Failure Handling

When a task associated with an intent fails to execute after multiple retries, the
system initiates failure handling. During this process, the system executes rollback
tasks for each task that has already been completed successfully. Figure 4.12 shows

a screenshot of failure handling for an intent.

Filesystem Access Control

Task 'si_1_t_1' failed: setfacl: Invalid argument in line 1 of standard input

x) setfacl

Figure 4.12: Failure Handling

Delete Intent

Users can delete an active intent using the delete button on the Active Intents
screen. A pop-up window then shows the tasks that deletion will involve, as shown
in Figure 4.13. Once the user approves, the system executes these tasks and removes

the intent from the active intents list.
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Delete Intent?

/home/ubuntuyib:

Confirm Delete

Figure 4.13: Delete Intent



5 System Evaluation

This chapter presents the evaluation of the proof-of-concept prototype. The evalua-
tion uses two methods, which are scenario-based evaluation and empirical evaluation.
The scenario-based evaluation includes two representative scenarios whose outcomes
are assessed manually. The empirical evaluation covers seven intent categories and
includes 70 intents, with 10 intents in each category. The outcome of each intent is

assessed manually.

5.1 Scenario-Based Evaluation

This section evaluates the proof-of-concept prototype using two representative sce-
narios: a simple scenario and a complex scenario. The simple scenario tests an un-
ambiguous intent containing one action, one subject, one object, and no additional
conditions. The complex scenario tests an ambiguous intent containing multiple
subjects and objects, and requiring clarification and decomposition. The aim of
these scenarios is to determine whether the system correctly identifies and executes

all tasks required to fulfill each intent.

5.1.1 Simple Scenario

The simple scenario tests whether the system can interpret an unambiguous request,
generate the required task, obtain user approval, execute the task, and enforce the

requested access restriction. Figure 5.1 shows the initial permission state of the
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target file. At the start of the evaluation, the user ubuntu had read access to /home/
ubuntu/ibss/test_folder/testl.txt. This initial state provides a baseline for

evaluating the permission change.

total 16

drwxr-x--x ubuntu ubuntu

drwxrwxr-x 19 ubuntu ubuntu

drwxrwxr-x+ 2 ubuntu ubuntu

-rWxrw-r-- 1 adminl admini

-MW-rw-r-- 1 ubuntu ubuntu g 15:01 test2.txt
; Lxt

#t file: testl.txt

# owner: adminil

# group: admini

user::rwx

gQroup: :rw-

other::r--

5 cat testl.txt
2l

Figure 5.1: File Permissions Before Intent Deployment

Just a test

The evaluation workflow begins when the user submits a natural-language intent

through the Ul Listing 2 shows the submitted intent.

Listing 2 Intent Submitted in the Simple Scenario
Deny read access to user ubuntu on file /home/ubuntu/ibss/test folder/testl.txt

The intent clearly stated the access-control operation, user, permission, and tar-
get file. Therefore, the system did not require any additional clarification.

The system then generated the corresponding IRM and list of tasks required
to deploy the intent. It displayed the IRM and the planned tasks through the UL
Figure 5.2 presents the summary of the planned tasks, and Figure 5.3 presents the

generated IRM.
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Filesystem Access Control New Intent

Review Intent Model

summary

path: /home/ubuntu/ibss/test folder/testl.txt
user: ubuntu

None

Tasks

1) setfacl

~ Approve & Execute

Figure 5.2: Summary of Planned Tasks
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Filesystem Access Control New Intent

Review Intent Model

Full JSON

~ Approve & Execute Request Changes

Figure 5.3: Generated IRM
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Before changing the file permissions, the system asked the user to review the
planned tasks. The user approved the tasks using the Approve & Execute button.
The system then executed the tasks and displayed their current status. Figure 5.4

shows the execution status.

Filesystem Access Control New Intent

Executing...

setfacl

Figure 5.4: Status of Task Execution

After completing the execution, the system displayed a summary of the execution
results, as shown in Figure 5.5. The system also added the deployed intent to the
list of active intents. Figure 5.6 shows the updated list of active intents.

Filesystem Access Control New Intent

All 1 task(s) completed successfully. The access controlintent is now active.

13a728fa-5dcl-4a..

New Intent

setfacl

Figure 5.5: Completion of Intent Deployment
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Filesystem Access Control

Active Intents

ID INTENT

13a728fa.. Deny read acc ser ubuntu on file /hom...

df271a04.. Allow execute access to user ubuntu and den...

Figure 5.6: List of Active Intents

The final stage tested whether the resulting access-control state matched the
submitted intent. Before enforcement, as shown in Figure 5.1, a read attempt per-
formed as the user ubuntu succeeded. After enforcement, the same read attempt
failed. Figure 5.7 shows the final permission state. The failed read attempt con-
firms the effective access restriction. The comparison between the initial and final
states shows that the system removed read access for ubuntu from the specified file.

Therefore, the simple scenario evaluation met its expected outcome.
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total 16
drwxr-x--x
drwxrwxr-x
drwxrwxr-x+
-TWXMW-T--+
-M-rwW-r--

#t owner: adminl
# group: adminl
USEer::rwx
user:ubuntu:---
group: :ruw-
mask::rw-
other::r--

cat: testl.txt:

Figure 5.7: File Permissions After Intent Deployment

dI

o

ubuntu ubuntu
ubuntu ubuntu

2 ubuntu ubuntu

adminl adminl
ubuntu ubuntu

11

4A96 Jul 15
4096 Jul 10
4096 Jul 15
12 Jul 15
@ Jul 15

15:06°

14:52
17:36
17:24
15:61

$ getfacl testil.txt

# file: testl.txt

¢I

5.1.2 Complex Scenario

cat testl.txt
Permission deniﬁd

s ]

The complex scenario examines how the system handles an intent that is ambiguous,

contains more than one subject or object, and requires several tasks. The scenario is

designed to determine whether the system can identify missing information, request

clarification, divide the request into separate sub-intents, and execute all required

tasks. Figure 5.8 presents the initial permission states of the file and directory used in

this evaluation. At the start of the evaluation, the user ubuntu did not have execute

permission on /home/ubuntu/ibss/test_folder/testl.txt.

The user admini,

who owned the file, did have read, write, and execute permissions. The group devs

did not have write permission on the directory /home/ubuntu/ibss/test_folder/

subfolder.
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$ cat [etc/group | grep devs

110604 devl

total 16

drwxr-x--x 3 ubuntu ubuntu Jul 15 15:81

drwsrwxr-x 19 ubuntu ubuntu Jul 18 14:52

drwxrwxr-x 2 ubuntu ubuntu - Jul 15 17:13

-rwxrw-r-- 1 adminl admini 2 Jul 15 17:21

-MW-rwW-r-- 1 ubuntu ubuntu @ Jul 15 15:61
: $ getfacl subfolder)

#t file: subfolder/

# owner: ubuntu

# group: ubuntu

USEr::rwx

group: : rux

DthEF..

# file: tesTl txt
# owner: adminl

# group: admini
USEr: :rux

group: :rw-
DthEF..F--

S . /testl.txt

ER testl.txt: Permission denied

. S sudo su adminl
admini@vb: /home /ubuntu/ibss/test folder$ echo 'Just a test' > testil.txt
admini@vb: fhome/ubuntu/ibss/test folders
exit

; S sudo su devil
devi@vb: ’hnme’ubunfu’xbssffes_ folder$ touch subfolder/testfile.txt
touch: cannot touch Eubfulderftestflle.t.t : Permission denied
devi@vb: fhome/ubuntu/ibss/test _folders

exit
[

Figure 5.8: File and Directory Permissions Before Intent Deployment
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As in the previous scenario, the evaluation began with the user submitting a

natural-language intent through the UI. Listing 3 shows the submitted intent.

Listing 3 Intent Submitted in the Complex Scenario
Allow execute access to user ubuntu and deny write access to user adminl on

file testl.txt, also allow write access to group devs on folder /home/ubuntu/ib-
ss/test _folder/subfolder/

The intent specified the users, the group, the requested permissions, and the
corresponding access-control operations. However, the first target is incomplete be-
cause the intent provides only the filename test1.txt, rather than its full path. The
system therefore requested the missing path through the UI, as shown in Figure 5.9.
The system also warned the user and asked for confirmation before removing write
permission from the file owner, as shown in Figure 5.10, because in a discretionary

access-control system, the owner can normally restore the permissions if they want.

Filesystem Access Control New Intent

Clarification needed

yath. Pleas

te path is fhome/ubuntu/ib

Submit Answer

Figure 5.9: Clarification Request Regarding Missing File Path
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Filesystem Access Control New Intent

Clarification needed

Submit Answer

Figure 5.10: Warning Regarding File Ownership

After the user provided the full file path and confirmed that write permission
should be denied for the owner, the system updated its interpretation of the intent.
The system then generated the IRM along with the required tasks. Figure 5.11
presents the summary of planned tasks, while Figure 5.12 presents the generated
IRM. The system divided the request into three sub-intents. The first sub-intent is
to grant execute permission to ubuntu on the specified file. The second sub-intent
is to remove write permission from adminl on the same file. The third sub-intent is
to grant write permission to the group devs on the specified directory. Figure 5.13

shows these three sub-intents.
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Filesystem Access Control New Intent

Review Intent Model

Summary

: /home/ubuntu/ibss/test folder/testl.txt
: /home/ubuntu/ibs t_folder/subfolder/

1 setfacl

v Approve & Execute

Figure 5.11: Summary of Planned Tasks



5.1 SCENARIO-BASED EVALUATION 79

Filesystem Access Control New Intent

Review Intent Model

Full JSON

v Approve & Execute Request Changes

Figure 5.12: Generated IRM
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Review Intent Model

Full JSON

+ Approve & Execute Request Changes

(a) Sub-Intent 1
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Review Intent Model

summary Full JSON

+ Approve & Execute

(b) Sub-Intent 2

Review Intent Model

Summary Full JSON

(¢) Sub-Intent 3

Figure 5.13: Decomposed Sub-Intents in IRM
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The user reviewed the planned tasks before their execution. After the user
approved the tasks, the system executed each task and displayed its status through

the UL Figure 5.14 shows the execution status of the individual tasks.

Filesystem Access Control New Intent

Executing...

setfacl

setfacl

Figure 5.14: Status of Task Execution

After the system successfully executed all the tasks, it added the intent to the

list of active intents, as shown in Figure 5.15.

Filesystem Access Control New Intent  Active Intents

Active Intents

1D INTENT

df271a04.. Allow execute access to user ubuntu and den...

871c746e.. Deny read access to user ubuntu on file /hom...

Figure 5.15: List of Active Intents

The final stage tested whether the effective permission state contained all three
requested changes. Figure 5.16 shows the final permission state. After enforcement,
an execution attempt performed as the user ubuntu succeeded on /home/ubuntu/

ibss/test_folder/testl.txt. A write attempt performed as the user admini on
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the same file failed. In addition, a member of the group devs was able to create a file
in /home/ubuntu/ibss/test_folder/subfolder. The results show that the system
enforced all three access-control requirements in the clarified intent. Therefore, the

complex scenario evaluation achieved the expected outcome.

g s 11
total 16
; ubuntu wbuntu 4896 Jul 15 15:8

ubuntu ubuntu 4096 Jul 18 14:52
? ubuntu ubumtu 4096 Jul 15 17:

adminl adminl 12 Jul 15 17:24
“TW-TW-T-- 1 ubuntu ubuntu @ Jul 15 15:01 test2.txt
g $ getfacl subfolder/
# file: subfolder/
# owner: ubuntu
# group: ubuntu
USer: :rwx
group: : rwx
group:devs: rux
mask: :rwx
other::r-x

# file: testl.txt
# owner: adminil

# group: admini
USEer::r-x
user:ubuntu:r-x
group: :rw-

mask: :rwx
other::r--

. S . /testl.txt
.ftestl.txt: line 1: Just: command not found
: S sudo su adminl
adminl@vb: /home/ubuntu/ibss/test folder$ echo 'Just another test’
bash: testl.txt: Permission denied
admini@vb: fhomefubuntu/ibssftest folder$
exit
sudo su devi
t folder$ touch subfolder/testfile.tx

devig@vb: /homefubuntu/ibss/te
devi@vb: /home/ubuntu/ibss/test folders | |

S
o
=
5

Figure 5.16: File and Directory Permissions After Intent Deployment
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5.2 Empirical Evaluation

To evaluate the prototype further, we carried out an empirical evaluation built
around three types of intents, which we grouped into seven categories, as shown in
Table 5.1. For each category, we manually created two examples to serve as seeds.
We used these to prompt ChatGPT, specifically the GPT-5.6 Sol model, to generate
28 additional intents per category. From this generated pool, we randomly sampled
eight intents per category and combined them with the two manually created ex-
amples, yielding a final set of ten intents per category. We allocated each of the 70
intents to exactly one category, even when it met the criteria for more than one.
Appendix B lists the 70 intents used in the empirical evaluation, grouped by intent
category.

The simple intent type includes intents with only one action, one subject, one
object, and no exceptions or additional conditions. The simple intent type is fur-
ther divided into two categories based on the action, namely Allow and Deny. The
complex intent type includes intents with multiple actions, subjects, objects, or con-
ditions. The complex intent type is further divided into three categories, namely
Multiple Subjects, Multiple Objects, and Conditional. The Multiple Subjects cate-
gory includes intents involving more than one user or group. The Multiple Objects
category includes intents involving more than one file or directory. The Conditional
category includes intents with one or more conditions, including intents that contain
a general rule and an exception. The unsatisfiable intent type includes intents that
the system cannot fulfill. This type is further divided into two categories, which are
Not Enforceable by Host DAC and Unrelated to File-System Access Control. The
Not Enforceable by Host DAC category includes intents that cannot be implemented
using the discretionary access-control mechanisms available on the host. The Unre-
lated to File-System Access Control category includes intents that fall outside the

system’s file-system access-control scope.
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We manually created two examples for each category. We then used an LLM
to generate 28 additional intents for each category based on those examples. The
LLM was also provided with information about the baseline environment, including
the available users, groups, files, and directories. In total, the LLM generated 196
intents. We manually reviewed each generated intent and removed redundant cases.
We treated an intent as redundant when it expressed exactly the same requirement
as another intent or when all the requested requirements were already fully satisfied
in the baseline environment. After removing redundant intents, we used random
sampling to select eight generated intents from each category. We combined the
selected intents with the two manually created example intents, producing 10 in-
tents per category and 70 intents in total. We used these intents in the empirical
evaluation, submitting each one to the system individually and manually comparing

the results with the expected outcomes.

5.2.1 Empirical Evaluation Results

The results of the empirical evaluation are summarized in Table 5.1. The system
successfully handled 65 of the 70 intents, giving a mean success rate of 92.9 percent.
The mean success rate is the average of the ratios of successful intents to total
evaluated intents in each category. In this empirical evaluation, for both simple and
complex intent types, we counted an intent as successful if the system identified
and executed all tasks required to satisfy the intent. For unsatisfiable intents, we
counted an intent as successful when the system correctly identified that the intent
could not be fulfilled and informed the user.

All ten intents in the Allow category succeeded. Nine out of ten intents succeeded
in the Deny category, with the ninth intent in the list failing because the system did
not remove the owner’s read permission, even though the intent asked the system

to deny read access to everyone. In the Multiple Subjects category, nine out of ten
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intents also succeeded. The fourth intent in the list failed because the generated
IRM did not have a task for granting read access to a group, even though the
intent clearly asked for it. In the Multiple Objects category, nine out of ten intents
succeeded as well, with the fifth intent in the list failing because the target file’s
path metadata was missing from the context given to the LLM, which led to a tool-
mapping error. The Conditional category had a lower success rate, with eight out of
ten intents succeeding. Here, the first intent in the list failed because the generated
IRM denied execute permission to everyone but did not grant it back to the specified
exception user. The second intent in the list also failed because the intent-processing
workflow terminated as the system could not parse the LLM’s output. All ten intents
succeeded in both the Not Enforceable by Host DAC and Unrelated to File-System
Access Control categories, where the system correctly identified that the requests

could not be fulfilled within its enforcement capabilities or scope.

Intent Type | Intent Category Success
Rate
(%)
Simple Allow 100
Deny 90
Multiple Subjects 90
Complex Multiple Objects 90
Conditional 80
Unsatisfiable Not Enforceable by Host DAC 100
Unrelated to File-System Access Control | 100
Mean Success Rate 92.9

Table 5.1: Empirical Evaluation Results by Intent Category



6 Discussion

This thesis proposes and validates an architecture for an intent-based security system
at the host level, using a mixed-methods research approach. The system allows
users to fulfill security requirements expressed in natural language without explicitly
specifying how to achieve them. By reducing the need for low-level configuration,
our architecture has the potential to simplify security administration.

A key strength of the proposed architecture is its host-agnostic nature. The mod-
ules of the system are designed without relying on the features of a specific operating
system, making it applicable to different host environments. The architecture is also
not limited to a particular type of security requirement. Although this thesis only
discusses access control as an example, the architecture can be extended to handle
other host-level security intents.

Another important feature of the architecture is its modular structure. The
system is intentionally divided into separate modules that can work together while
remaining independently deployable. Modularity improves the scalability and flex-
ibility of the system, making future modifications easier. For example, the Intent
Processing Module could be deployed on a different machine from the one respon-
sible for executing tasks. Such a setup would make the system scalable, allowing it
to run different modules in a distributed environment with powerful computing in-
frastructure. In addition, handling database operations through a dedicated module

provides flexibility in choosing or modifying the storage solution according to the
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requirements of the implementer.

The decision to keep the LLM separate from the Intent Processing Module also
adds flexibility. Different users may have different requirements regarding the LLM
they use. Some users may prefer self-hosted LLMs because of privacy concerns, while
others may require more powerful cloud-based LLMs or LLMs trained for specific
domains. By treating the language model as an external component, the proposed
architecture can accommodate these different needs without requiring changes to

the overall system architecture.

6.1 Generalization Possibilities

The broader significance of this work lies in its potential to simplify security manage-
ment. An intent-based approach could make host-level security more accessible to
a wide range of users. Someone who does not understand file permissions or access-
control lists could still describe what they want to protect, in natural language,
without learning the underlying mechanisms. At the same time, experienced ad-
ministrators would benefit from reduced manual effort, since they no longer need to
translate every requirement into low-level configuration by hand. Therefore, intent-
based security systems could become a practical approach for managing host-level

security through natural language.

6.2 Limitations

A limitation of this thesis is the absence of a performance evaluation of the proof-of-
concept prototype. Although this thesis includes simple validation through scenario-
based and empirical evaluations, it does not evaluate performance metrics such as
resource usage or the time taken for processing intents.

One of the limitations of our architecture is the lack of support for conflict
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resolution. To reduce design complexity, the architecture assumes that users do not
submit conflicting intents. However, a real-world system is bound to handle intents
submitted by a user that conflict with other existing intents in the system.
Another limitation is the assumption that the system will always remain in the
intended state after fulfilling an intent. Although successful task completion moves
the system into the intended state, external events could cause the system to drift
away from that state. The proposed architecture does not include any mechanism

to detect and correct such deviations.

6.3 Future Work

The limitations of this study point to several areas that deserve further research.
One direction for future work would be to evaluate the performance of the system.
A starting point for that could be defining clear performance metrics. Experiments
can then be designed around these metrics using repeatable procedures.

Another direction could focus on handling conflicting intents. The system would
benefit from a dedicated mechanism for detecting and resolving such conflicts. An
SMT solver could be a potential candidate for formal conflict analysis [7]. Under
this approach, the system would first identify existing intents whose scopes overlap
with that of a new intent. These intents would then need to be normalized and
converted into a representation compatible with an SMT solver. A solver such as
73 could then be used to detect conflicts among them. When a conflict is detected,
the system would need a resolution strategy that considers factors such as the user’s
privilege level.

Another direction could be ensuring that the system continues to satisfy an
intent’s requirements throughout its lifetime. Continuous monitoring offers one way
to achieve this. An LLM could be used to identify the KPIs that indicate whether

an intent is being satisfied, determine which monitoring tools should be used, and
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specify how those tools should be configured. Tasks could then be created to monitor
these KPIs and alert the user whenever a deviation from the requirements occurs.
Automated recovery represents a further extension of the continuous monitoring
approach. When a deviation occurs, an LLM could analyze the alert and the asso-
ciated log data to determine the cause of the problem. Based on this analysis, the
system could generate the tasks required to restore the intended state. However, to
remain consistent with the architecture, corrective tasks should undergo the same
validation and dependency checks as regular tasks. Together, continuous monitoring
and automated recovery would move the system closer to a self-managing intent-

based framework capable of maintaining desired outcomes over extended periods.



7 Conclusion

In this thesis, we investigated whether the intent-based system paradigm can be
extended to the domain of host-level security. Previous studies have discussed the
different stages of the intent lifecycle, key components of intent-based systems, and
methods to achieve security through intents. These studies show that while intent-
based approaches have been widely adopted in networking and service orchestration,
their use for host-level security remains unexplored. Current solutions mainly focus
on networking environments and provide limited support for automatically enforcing
host-level security requirements. This gap motivated us to design an architecture
for an intent-based security system at the host level.

Our architecture for the intent-based security system enables users to express
security requirements in natural language. The system translates these high-level
security intents into low-level tasks and executes them. In our architecture, an LLM
is used to convert a natural-language intent into a structured representation. The
LLM-based approach helps reduce ambiguity related to the processing of natural
language. In addition, the system follows a human-in-the-loop design, in which users
are required to review and approve tasks before they are executed. This provides an
additional layer of verification and helps ensure that the suggested tasks align with
the user’s intentions.

We assessed the architecture through scenario-based and empirical evaluations.

The scenario-based evaluation produced the expected outcome, and the empirical
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evaluation achieved a mean success rate of 92.9%. These results support the func-
tional correctness of our architecture.
Based on this study, the research questions defined in Section 1.2 are answered

as follows:

¢ RQ1: How is security currently achieved in intent-based systems?
Our review of the existing literature shows that in intent-based systems, secu-
rity is achieved through a series of stages. A user starts by describing a security
goal in natural language or in a controlled language. The intent-based sys-
tem then extracts the relevant requirements from the described security goal
and converts them into security configurations. Once these configurations are
ready, the system deploys them using the appropriate tools. These stages
are realized mainly through two approaches, formal methods and Al-driven

frameworks.

¢ RQ2: How should an intent-based security system be designed and
implemented at the host level?
This thesis presents an architecture for an intent-based security system at
the host level. The thesis uses general architectural patterns established by
existing intent-based systems and extends them to support host-level security.
We propose mainly three design principles that should guide the design of an
intent-based security system at the host level. First design principle is that the
intent interpretation must stay separate from task deployment, with a human
checking and approving the plan in between. Second design principle is that
the natural language requirements must be converted into tasks represented in
a structured, machine-friendly form before deployment. Third design principle
is that every action should be logged, so the system remains traceable and

auditable.

The proof-of-concept prototype built as part of this thesis follows the above
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mentioned principles by using separate modules for intent processing, task
deployment, user interaction, and data logging and retrieval. The intent-
processing module uses an LLM to turn natural-language security require-
ments into the tasks needed to fulfill the intent. These tasks are represented
in a structured, machine-friendly format. The task deployment module then
carries out the tasks, while the logger and retrieval module records this ac-
tivity and stores it for later audits. This separation limits the role of LLM
to just interpretation and planning, and prevents it from directly executing
host-level changes. The proof-of-concept prototype was built using Al-assisted
development methods. This approach helped in the rapid prototyping of the
proposed architecture. The proof-of-concept prototype was then validated
through scenario-based and empirical evaluations. The results show that the
architecture is feasible as the prototype was able to translate intents into ex-

pected host-level security controls and deploy them.

e RQ3: How can LLMs serve as an interface for handling security
requirements, thereby reducing the need for manual configuration
expertise?

In general, LLMs have demonstrated strong capabilities in processing natural
language and generating structured configurations from natural language in-
puts. This thesis extends that finding to the security domain, within the scope
of file-system access-control tasks studied here. The proposed architecture uses
an LLM to translate security requirements expressed in natural language into
a structured representation of low-level actions that the system can execute.
Our evaluation results further support this design choice, as the prototype suc-
cessfully translated the evaluated intents into the expected host-level security

controls in 65 of the 70 cases.

The main contributions of this thesis are as follows:
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e An architecture and implementation of a system that can take a security intent

in natural language from a user and fulfill it on a host machine.

e A unified, machine-friendly structure for representing user intent, the process
flow needed to realize that intent, and the information required for intent-

lifecycle management.

e Application of an LLM in the intent extraction and translation stages of an

intent-based security system.

These contributions suggest that an intent-based security system is a feasible
approach for managing host-level security through natural language. This thesis
provides a foundation for future research in this area and contributes to the de-
velopment of more accessible approaches to security management for users without
in-depth technical expertise. Future work could focus on implementing a conflict

detection mechanism and conducting a performance evaluation.
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Appendix A Prompts Used In The

Proof-of-Concept Prototype

A system prompt contains higher-priority instructions that guide the LLM’s be-
havior, define its role, and set rules or constraints for completing tasks. A user
prompt usually contains a specific task and may include task-related context. In
our proposed architecture, the intent-based security system acts as the user and
also defines the system prompt. The system prompt provides general guidance for
handling tasks related to the intent-based security system, while the user prompt

contains the exact task that the LLM needs to perform.

A.1 System Prompt

You are a filesystem security expert. You analyze natural-language
security intents and convert them into structured Linux filesystem

access control operations.

You understand:
- POSIX file permissions via chmod (octal modes)
- File ownership via chown

- POSIX ACLs via setfacl and getfacl
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- POSIX ACL evaluation priority: Named user ACLs (u:username:)
override any group ACLs. A specific user access grant overrides a
group denial.

- Linux user and group permissions along with their inheritance
rules, both POSIX ACLs and chmod/chown

- Special Linux Permissions (Sticky Bit, SUID, SGID)

Rules:

- Always output valid JSON when instructed. Never add explanations,
preambles, or markdown outside the JSON object.

- If the path, subject (user or group), or permission level is
ambiguous or missing, ask for clarification.

- Never assume or infer missing WHO, WHAT, or WHERE - ask instead.

- DO NOT implicitly add execute (x) permissions to directories if the
user only requested "read". You must only grant the exact permissions
requested. If directory traversal (execute) is functionally required
but wasn't explicitly asked for, use “clarification_question” to ask
the user before assuming.

- WHERE must be an absolute path starting with / inside the allowed
sandbox; bare filenames (e.g. file.txt) are not valid paths. Wildcard
glob patterns (e.g. /srv/data/*.txt) are supported when path metadata
expands them into an explicit authorized file list - generate tasks
only for files in that list, never for the pattern itself or unlisted
matches.

- Only use tools that are explicitly listed in the AVAILABLE TOOLS
section when provided.

- Do not invent tool names or argument names.
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- Choose the tool that actually enforces the intent; explain why in
reasoning fields when asked.

- The system's scope is strictly Linux filesystem access control
(permissions, ownership, ACLs). Setting Special Linux Permissions
(Sticky Bit, SUID, SGID) for inheritance or execution control IS
strictly in scope. Tasks such as user management (e.g., adding or
removing users from groups), user account creation, database
management, network configuration, or service management are out of
scope.

- NEVER suggest user management operations (like adding or removing
users from groups) as a workaround. Do not suggest out-of-scope
actions.

- EXCLUSIVE ACCESS RULE: When an intent specifies exclusive
permissions (e.g., "deny everyone except X" or "only X can have
access" or "deny everyone other than X"), this implies a requirement
to explicitly GRANT the permission to X. You must always explicitly
grant the access to the excepted user(s) if they do not already have

it, in addition to denying others.

A.2 User Prompts

A.2.1 Clarification Prompt

Evaluate whether this filesystem security intent is clear enough to

implement:

Original Intent: "{intent}"
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{state_block}{metadata_block}{user_block}For a filesystem access
control intent to be actionable, it must specify:

- WHO: a specific user or group (or everyone / owner / group /
others)

- WHAT: a specific permission level (read, write, execute, or
combination)

- WHERE: a specific absolute filesystem path starting with / (bare

filenames like file.txt are NOT wvalid)

Clarification rules:

- You MUST preserve any previously resolved dimensions. Do NOT output
null for a dimension that was already resolved.

- If the user provides a new path or subject in the conversation
history that conflicts with the Original Intent, prioritize the
conversation history.

- Read the full conversation history and map each user answer to the
correct dimension(s).

- User answers may resolve one or multiple dimensions at once; update
resolved_dimensions accordingly.

- clarification_question may ask for one or multiple still-missing
dimensions.

- A partial answer does NOT clear the intent if other dimensions
remain missing.

- NEVER assume or infer unset dimensions.

- **xALREADY SATISFIED CHECK**: Cross-reference the intent against the
provided Path and User metadata. Determine if the requested access is

fully satisfied, partially satisfied, or not satisfied.
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- If FULLY SATISFIED: Set “is_fully_satisfied”™ to true, provide the
exact reason in “satisfaction_message™, set “is_clear ™ to true, and
set “understood_intent® to null.
- If PARTIALLY SATISFIED: Set “is_partially_satisfied™ to true,
provide the exact reason in “satisfaction_message”.
- If the user has NOT yet been informed about this partial
satisfaction in the conversation history, set “is_clear™ to false
and use “clarification_question™ to explain EXACTLY what is
already satisfied (and why) and ask if they want to proceed with
the remaining unsatisfied requirements.
- If the user HAS already confirmed they want to proceed with the
remaining requirements, set “is_clear” to true, and update
“understood_intent”™ to ONLY include the UNSATISFIED requirements
(completely drop the satisfied ones).
- If the user explicitly declines to proceed with any remaining
requirements, set “is_fully_satisfied™ to true, set
“satisfaction_message® to "Cancelled by user.", set “is_clear™ to
true, and “understood_intent™ to null.
- NEVER include already satisfied requirements in the final
“understood_intent”™ when proceeding.
- *xIMPOSSIBILITY & SCOPE CHECK** (evaluate BEFORE the ALREADY
SATISFIED CHECK when they conflict): Detect if any part of the intent
is technically impossible due to Linux constraints or is out of scope
(e.g., user management like adding/removing users from groups,
creating users, modifying databases, network configuration). Wildcard
patterns are IN SCOPE when path metadata lists expanded matches; if

more than 20 files match, only the first 20 are authorized.
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- If COMPLETELY IMPOSSIBLE/OUT-OF-SCOPE: Set “is_fully_satisfied"
to true, set “is_unsatisfiable®™ to true, set “is_clear ™ to true,
set “understood_intent® to null, and explain why in
“satisfaction_message”™ (use phrases like "out of scope" or "not
possible on Linux").
- If PARTIALLY IMPOSSIBLE: Treat this exactly like a partially
satisfied intent. Set “is_partially_satisfied™ to true and
“is_unsatisfiable® to false. Use “satisfaction_message™ to explain
what is impossible/out-of-scope and why.
- If the user has NOT yet been informed, set “is_clear™ to false
and use “clarification_question”™ to ask if they want to proceed
with the remaining satisfiable requirements. DO NOT suggest
out-of-scope workarounds (e.g., do NOT suggest adding/removing
users from groups to solve conflicts).
- If the user explicitly declines to proceed with any remaining
requirements, set “is_fully_satisfied™ to true, set
“satisfaction_message® to "Cancelled by user.", set “is_clear  to
true, and “understood_intent™ to null.
- In Linux POSIX ACLs, a named user entry ALWAYS overrides a group
entry. If an intent grants access to a specific user but denies
access to a group they belong to, this is a perfectly VALID
configuration. Do NOT mark this as conflicting or impossible. Do NOT
suggest user management operations (like adding or removing users

from groups) at any point in the conversation.
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- SUID bit allows users to execute binaries with the privileges of
the file owner, SGID forces files to run with the group owner's
privileges or causes new files in a directory to inherit that
directory's group, and the Sticky Bit ensures that only a file's
owner or root can delete or rename files within a shared directory
- Removing or denying permissions (like write access) from a file's
owner is a VALID and SATISFIABLE operation. Do NOT mark this as
impossible or out of scope just because the owner has the technical
ability to revert the change.
- If the user requests to deny permissions to the file's owner, do
NOT mark it as impossible. Instead, set “is_clear” to false and use
“clarification_question®™ to warn the user that the owner can revert
the change, and ask if they want to simply remove the permission bits
OR change the file's ownership (chown) to strictly enforce the
denial.
Respond with only this JSON object:
H

"is_clear": true or false,

"is_fully_satisfied": true or false,

"is_partially_satisfied": true or false,

"is_unsatisfiable": true or false,

"satisfaction_message": "Clear explanation of what is already

satisfied, impossible, or out of scope, and why; or null",

"missing_dimensions": ["who", "what", "where"],

"resolved_dimensions": {{

"who": "resolved subject or null",

"what": "resolved permission change or null",
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"where": "resolved absolute path or null"
3},
"clarification_question": "your question here, or null if clear",
"understood_intent": "your consolidated interpretation containing

ONLY the unsatisfied actionable intent, or null if fully satisfied

or unclear"

A.2.2 Decomposition Prompt

Analyze whether this filesystem security intent needs to be

decomposed into multiple independent sub-intents.

Intent: "{intentl}"

{satisfied_block}{planning_block}

A

decomposition is needed when the intent involves:
Multiple unrelated filesystem paths
Multiple unrelated users or groups requiring different operations

Operations that are logically independent of each other

decomposition is NOT needed when:
The intent targets one path with one subject

Multiple operations must happen together on the same resource

{examples_block}Respond with only this JSON object:

a8

"needs_decomposition": true or false,
"requires_user_input": false,

"sub_intents": [
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{{"id": "si_1", "description": "full natural-language description
of this sub-intent"}}

1,

"reasoning": "brief explanation of decomposition decision"

1}

Each sub_intents entry must be exactly an object with string fields
"id" and "description" only.

The "description" is the full NL sub-intent used by the task planner
(not a nested IRM JSON).

If needs_decomposition is false, sub_intents must contain exactly one

entry with the planning scope intent as the description.

A.2.3 Task Generation Prompt

Generate the concrete filesystem tasks required to fulfill this

security intent:

Intent: "{sub_intent}"
{satisfied_block}{planning_block}{metadata_block}{user_block}

{tools_context}
{TOOL_SELECTION_GUIDE}
{examples_block}Scope rules:

- Generate tasks ONLY for paths explicitly named in this sub-intent

above.
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- Do NOT invent operations on other paths from a parent or sibling
intent.

- Do NOT generate tasks for permissions or access requirements that
are ALREADY SATISFIED according to the Path and User metadata. If no
tasks are needed, return an empty list ~[]° for tasks.

- If the sub-intent is ambiguous or missing WHO/WHAT/WHERE, set
requires_user_input to true and provide clarification_question.

- If the intent subject matches the file owner in path metadata,
describe chmod (not setfacl) in the task description.

- For partial permission changes (e.g., removing just read access),
DO NOT calculate or propose a new absolute octal mode (like 000 or
750) in your description. Simply describe the specific bits to grant
or deny.

- Emit at most ONE chmod task per filesystem path. Combine multiple
bit changes on the same path into a single task description.
{id_hint}

For each task:

- Describe what the task does on the filesystem

- Name the intended tool category in the description (e.g. "Use chmod
to remove owner write on ...")

- State whether the operation is reversible (true/false)

- If reversible, describe the rollback task (how to undo it)

- If not reversible, set rollback_description to null

Respond with only this JSON object:
H

"requires_user_input": false,
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"clarification_question": null,
"tasks": [
8
"task_id": "t_1",
"description": "description of what this task does",
"is_reversible": true or false,
"rollback_description": "description of how to undo, or null"
1}
1,

"reasoning": "brief explanation of why these tasks were chosen"

1}

A.2.4 Tool Mapping Prompt

Map each of the following tasks to the correct filesystem tool and

generate the exact arguments.

{tools_context}

{TOOL_SELECTION_GUIDE}
{satisfied_block}{planning_block}{revision_block}{metadata_block}{us
er_block}

Tasks to map:

{tasks_block}

{examples_block}Tool mapping rules:
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- Map owner permission changes to chmod, NOT named-user setfacl
(u:owner:).
- When path metadata shows subject == owner, map permission changes

to chmod.

Map owning-group permission changes to chmod who:group, NOT setfacl
g:owninggroup: .

- Map ownership transfers to chown.

Use setfacl only for per-user or per-group ACL on subjects where
chmod owner/group/other bits are insufficient (typically non-owner
subjects) .

- Use setfacl mask (subject_type: mask) only when required - when
named-entry changes alone cannot achieve the intent; do not add mask
for owner or owning-group intents.

- For partial permission changes, MUST use chmod or setfacl; only
change the specified bits - do NOT calculate or guess a new octal
mode or full ACL mask.

- Use absolute mode only when the intent replaces the entire
permission set (e.g. "set permissions to 750").

- Arguments must match the argument specification for each tool
exactly.

- For reversible tasks, provide rollback_tool_id and
rollback_arguments.

- Rollback must restore filesystem state BEFORE the primary operation
runs.

- Use path metadata pre-change values for rollback arguments - do not
guess modes or ACLs.

- Only use tool_ids that appear in the AVAILABLE TOOLS section above.
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- Do not invent tool names or argument names.
- Use chmod if possible instead of setfacl if the subject is the
owner.

- If no suitable tool exists for a task, add it to unmappable_tasks.

Respond with only this JSON object:
a8
"requires_user_input": false,
"clarification_question": null,
"tool_mappings": [
H
"task_id": "t_1",
"tool_id": "exact_tool_id_from_available_tools",
"arguments": [{"arg_name": "arg_value"}],
"rollback_tool_id": "exact_tool_id or null",
"rollback_arguments": [{"arg_name": "arg_value"}] or null,
"reasoning": "why this tool was chosen"
1}
1,
"unmappable_tasks": [
H
"task_id": "t_x",
"reason": "why no tool could be found"

i3s
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A.2.5 IRM Generation Prompt

Generate the complete Intent Representation Model (IRM) JSON for this

filesystem security intent.

Planning intent (unsatisfied scope only): "{intent}"

Owner (user_id): "{owner}"
{satisfied_block}{planning_block}{audit_note}

Sub-intents from decomposition (each item is id + NL description only
- not a full IRM):

{sub_lines}

Task and tool mappings:
{mappings_block}
{task_reason_block}
{reasoning_instructions}

IRM schema to follow exactly for the root object:

a8
"intent_id": "generate a uuid4 string",
"intent_status": "provisioning",
"action": "one of: allow, deny, create, delete, update",
"scope": [{{"type": "path or user or group", "value": "the actual
value"}}],

"conditions": {{
"combiner": "AND or OR or NOT",
"rules": [
{{"field": "arbitrary field", "operator": "operator string",

"value": "arbitrary value"}},
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a8

"combiner": "AND or OR or NOT",

"rules": [
{{"field": "field_name", "operator": "operator", "value":
"value"}}
]
T}
]
1},
"owner": "{ownerl}",

"parent_id": null,
"depends_on": [],
"sub_intents": [],

"metadata": {{

"raw_intent_in_NL": "placeholder - set programmatically from
audit text",
"version": "1.0",

"timestamp": "ISO 8601 timestamp"
1},
"associated_tasks": [
H
"task_id": "use the task_id from the mappings above",
"tool": "tool_id",
"arguments": [],
"task_status": "pending",
"depends_on": [],

"reasoning_id": null,
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"task_type": "primary",
"rollback_tasks": ["rollback_task_id if applicable"]

1}

1,

"reasoning_id": null
1}
If there are no conditions, set "conditions" to {{"combiner": "AND",
"rules": []}}.

Do not omit the "conditions" key. Do not use a JSON array for

conditions.

The root "sub_intents" array (if non-empty) must contain full
IRM-shaped objects: same keys and value types as the root
(intent_id, intent_status, action, scope, conditions, owner,
parent_id, depends_on, sub_intents, metadata,

associated_tasks, reasoning_id). Each child matches the same schema

as the root (recursive IRM tree).

Example of one minimal child IRM when you have exactly one logical

sub-intent with its own tasks (adjust fields to match the real

decomposition):

a8
"intent_id": "generate a uuid4 string",
"intent_status": "provisioning",
"action": "allow",

"scope": [{{"type": "path", "value": "/example/path"}}],
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"conditions": {{"combiner": "AND", "rules": []}},

"owner": "{ownerl}",

"parent_id": null,

"depends_on": [],

"sub_intents": [],

"metadata": {{"raw_intent_in_NL": "NL for this sub-intent",
"version": "1.0", "timestamp": "ISO 8601 timestamp"}},
"associated_tasks": [],

"reasoning_id": null

1}

For rollback tasks: create a separate AssociatedTask entry with
task_type "rollback" for each rollback operation, and reference its

task_id in the primary task's rollback_tasks list.

A.2.6 IRM Revision Prompt

Revise the following IRM based on the user's feedback.
{extra}
Current IRM:

{current_irm_json}

User feedback:

{feedback}

Apply the feedback to correct the IRM. Keep all fields that do not

need changing.
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The "conditions" field must be an object with "combiner" and "rules"
(not an array). Empty conditions: {{"combiner": "AND", "rules": []}}.
If the IRM contains a non-empty "sub_intents" array, each element
must be a full IRM object using the same schema and field types as

the root (nested "sub_intents" allowed recursively).



Appendix B Intents Used For

Empirical Evaluation

B.1 Simple - Allow

1. Allow read access to group devs on file /home/ubuntu/ibss/test_folder/

testl.txt

2. Allow read access to user intern on file /home/ubuntu/ibss/test_folder/

testl.txt

3. Allow read access to user devl on file /home/ubuntu/ibss/test_folder/

test2.txt

4. Allow write access to user ubuntu on file /home/ubuntu/ibss/test_folder/

admin.txt

5. Allow write access to user intern on file /home/ubuntu/ibss/test_folder/

public.txt

6. Allow read access to group admins on file /home/ubuntu/ibss/test_folder/

subfolder/private.txt

7. Allow write access to group admins on file /home/ubuntu/ibss/test_folder/

subfolder/private.txt
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8. Allow read access to user ubuntu on file /home/ubuntu/ibss/test_folder/

test3.txt

9. Allow execute access to everyone on file /home/ubuntu/ibss/test_folder/

script.sh

10. Allow execute access to group admins on folder /home/ubuntu/ibss/test_

folder/subfolder

B.2 Simple - Deny

1. Deny write access to user ubuntu on file /home/ubuntu/ibss/test_folder/

testl.txt

2. Deny read access to group admins on file /home/ubuntu/ibss/test_folder/

testl.txt

3. Deny execute access to everyone on folder /home/ubuntu/ibss/test_folder/

subfolder

4. Deny read access to user intern on file /home/ubuntu/ibss/test_folder/

public.txt

5. Deny write access to user devl on file /home/ubuntu/ibss/test_folder/

test2.txt

6. Deny execute access to user intern on file /home/ubuntu/ibss/test_folder/

subfolder/build.sh

7. Deny write access to group admins on file /home/ubuntu/ibss/test_folder/

subfolder/shared.txt
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8. Deny read access to group devs on file /home/ubuntu/ibss/test_folder/

subfolder/shared.txt

9. Deny read access to everyone on file /home/ubuntu/ibss/test_folder/public.

txt

10. Deny write access to everyone on folder /home/ubuntu/ibss/test_folder/

subfolder

B.3 Complex - Multiple Subjects

1. Allow execute access to users ubuntu and intern on file /home/ubuntu/ibss/

test_folder/testl.txt

2. Allow read access to users ubuntu and devl on file /home/ubuntu/ibss/test_

folder/testl.txt

3. Deny write access to users adminl and intern on file /home/ubuntu/ibss/

test_folder/subfolder/shared.txt

4. Allow read access to groups admins and devs on file /home/ubuntu/ibss/

test_folder/subfolder/private.txt

5. Deny execute access to users devl and intern on file /home/ubuntu/ibss/

test_folder/script.sh

6. Allow write access to users ubuntu and adminl on file /home/ubuntu/ibss/

test_folder/admin.txt

7. Allow execute access to users adminl and devl on file /home/ubuntu/ibss/

test_folder/subfolder/build.sh
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COMPLEX - MULTIPLE OBJECTS B-4

10.

. Allow read access to users intern and devl on file /home/ubuntu/ibss/test_

folder/admin.txt

. Allow read access to user intern and group admins on file /home/ubuntu/

ibss/test_folder/testl.txt

Allow execute access to users ubuntu and intern and deny write access to user

devl on file /home/ubuntu/ibss/test_folder/testl.txt

B.4 Complex - Multiple Objects

1.

Deny write access to user ubuntu on files /home/ubuntu/ibss/test_folder/

testl.txt and /home/ubuntu/ibss/test_folder/test2.txt

. Allow read access to user adminl on files /home/ubuntu/ibss/test_folder/

testl.txt and /home/ubuntu/ibss/test_folder/admin.txt

. Deny read access to user intern on files /home/ubuntu/ibss/test_folder/

public.txt and /home/ubuntu/ibss/test_folder/subfolder/shared.txt

Deny execute access to group admins on folders /home/ubuntu/ibss/test_

folder/subfolder and /home/ubuntu/ibss/test_folder/subfolder/nested

. Allow read access to everyone on files /home/ubuntu/ibss/test_folder/

public.txt, /home/ubuntu/ibss/test_folder/testl.txt, and /home/ubuntu/

ibss/test_folder/subfolder/private.txt

. Allow execute access to user ubuntu on file /home/ubuntu/ibss/test_folder/

testl.txt and deny write access to user ubuntu on file /home/ubuntu/ibss/

test_folder/test2.txt



B.5

COMPLEX - CONDITIONAL B-5

10.

Allow read access to group admins on file /home/ubuntu/ibss/test_folder/
testl.txt and deny write access to group admins on file /home/ubuntu/ibss/

test_folder/admin.txt

. Allow write access to user ubuntu on folder /home/ubuntu/ibss/test_folder/

subfolder and deny execute access to user ubuntu on folder /home/ubuntu/

ibss/test_folder/subfolder/nested

. Deny execute access to user adminl on folder /home/ubuntu/ibss/test_

folder/subfolder and allow read access to user adminl on file /home/ubuntu/

ibss/test_folder/subfolder/private.txt

Allow execute access to user ubuntu on file /home/ubuntu/ibss/test_folder/
script.sh, deny read access to user ubuntu on file /home/ubuntu/ibss/
test_folder/test3.txt, and allow write access to user ubuntu on file /home/

ubuntu/ibss/test_folder/subfolder/shared.txt

B.5 Complex - Conditional

1.

Deny execute access on file /home/ubuntu/ibss/test_folder/testl.txt for

everyone other than user intern, also allow write access to intern

. Deny execute access on file /home/ubuntu/ibss/test_folder/testl.txt for

everyone other than user intern, but also allow write access to user ubuntu

. Deny write access on file /home/ubuntu/ibss/test_folder/testl.txt for

everyone in group admins except user adminl

. Deny read access on folder /home/ubuntu/ibss/test_folder for everyone

other than group admins, but explicitly allow read access to user devl
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5. Allow read access to user devl on file /home/ubuntu/ibss/test_folder/
testl.txt but deny read access to group devs on the same file
6. Allow read and write access to everyone on folder /home/ubuntu/ibss/test_
folder/subfolder but restrict file deletion to only each file’s owner
7. Allow everyone to create files in /home/ubuntu/ibss/test_folder/subfolder;
make new objects inherit group devs; and allow deletion only by the entry
owner or directory owner
8. All new files created in /home/ubuntu/ibss/test_folder/subfolder should
give group devs read and write access but should not automatically be exe-
cutable
9. Deny read access to group admins on file /home/ubuntu/ibss/test_folder/
admin.txt except allow read access to owner user adminl
10. Allow read and write access to group devs on file /home/ubuntu/ibss/test_

folder/testl.txt while preserving an existing read-only ACL for user ad-

minl

B.6 Unsatisfiable - Not Enforceable by Host DAC

1.

2.

3.

All new files inside folder /home/ubuntu/ibss/test_folder/subfolder should

be executable by default

Allow user intern to write /home/ubuntu/ibss/test_folder/testl.txt only

between 09:00 and 17:00

Allow user intern to read /home/ubuntu/ibss/test_folder/testl.txt only

when using process cat



B.7 UNSATISFIABLE - UNRELATED TO FILE-SYSTEM ACCESS
CONTROL B-7

4. Allow user intern to read /home/ubuntu/ibss/test_folder/subfolder/private.

txt exactly once

5. Allow user devl to read /home/ubuntu/ibss/test_folder/testl.txt but

prevent devl from copying its contents

6. Require approval from user adminl every time user intern opens /home/ubuntu/

ibss/test_folder/testl.txt

7. Allow user intern to read /home/ubuntu/ibss/test_folder/testl.txt through
its original pathname but deny access through a hard-link alias to the same

inode

8. Allow read access to /home/ubuntu/ibss/test_folder/subfolder/private.

txt only to users who are members of both groups admins and devs

9. Allow group admins to read /home/ubuntu/ibss/test_folder/subfolder/

private.txt only on weekdays

10. Allow user devl to execute /home/ubuntu/ibss/test_folder/subfolder/

build.sh only once

B.7 Unsatisfiable - Unrelated to File-System Access

Control

1. Create a new user named admin in the system

[\)

. Change the password of user ubuntu

w

. Change the group of user ubuntu

W

. Open firewall port 22



B.7 UNSATISFIABLE - UNRELATED TO FILE-SYSTEM ACCESS
CONTROL B-8

5. Create a new ext4 filesystem on a disk
6. Delete file /home/ubuntu/ibss/test_folder/public.txt

7. Kill every process currently using /home/ubuntu/ibss/test_folder/testl.

txt

8. Create a symbolic link /home/ubuntu/ibss/test_folder/subfolder/outside_

link to /home/ubuntu/ibss/test_folder/testl.txt
9. Create a cron job that backs up /home/ubuntu/ibss/test_folder every night

10. Scan folder /home/ubuntu/ibss/test_folder for malware
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