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Abstract

The objective of the research was to find if it was possible to apply fuzz testing, a technique that can be used to test software to
discover vulnerabilities, on an embedded avionic software using an open-source fuzz tool. The open-source fuzz tool AFL++ was
applied to an NH90 Airbus Helicopter embedded software component to find the vulnerabilities. The proposed setup was able to
find a few crashes related to data parsing associated with Ada strong typing declaration requirement. Moreover, the experiments
outline practical guidelines and considerations for implementing fuzz testing on embedded avionic software.
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1. Introduction

In recent years, software, in general, has been employed within several kinds of different devices [1], eventually
taking the name embedded software. Nonetheless, there is a growing concern for the security of these particular de-
vices since there is widespread adoption and implementation of embedded systems [2], which could be vulnerable to
several attacks. The avionics field scenario represents a field in particular that may be vulnerable to these attacks [3],
which threats could pose a serious risk for the aircraft. Numerous aircraft functions and operations are controlled by
embedded software. As a result, it is critical to test the software and give adequate attention to the security. In this
regard, it is important to determine whether any tools or techniques could help programmers quickly find possible
vulnerabilities in the software.

To find answers to these questions, companies and certified authorities explore several possible solutions. This in-
cludes stricter standards to help developers produce robust software as well as software testing tools [4]. Researchers
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have studied and evaluated several tools and techniques that may be used for testing specific attacks, like pen-testing,
or more random approaches, like fuzz testing. These methods are eventually used in the avionic software development
industry because of their excellent results (fuzz testing, for example, provides an alternative to more traditional meth-
ods like pen testing) [5].

However, the scientific literature does not adequately provide research studies on using these techniques, particularly
fuzz testing. A few companies have already begun using this approach [6], but they have not disclosed any particular
requirements or potential guidelines on how to use this testing method. Thus, research is required to determine the
most effective approach for testing embedded avionic software through the use of fuzz testing while also providing
some insights into the key requirements and challenges that need to be addressed.

2. Research problem

These days, fuzz testing is gradually becoming more widely used in the context of avionic software, where com-

panies like AdaCore already provide this type of software testing. However, there is little, if any, research on the fuzz
testing method for avionic systems that provides an in-depth overview of the primary issues that this technique may
raise or more information on the specifics of its implementation. It also means that most works do not guide how to
handle fuzz testing for avionic software in general, which forces more companies to rely on proprietary software for
testing when there is open-source software that might accomplish the same task for a lesser cost. A potential strategy
for using an open-source fuzz testing tool could provide further ideas for future projects, such as companies designing
their own fuzz testing tool using an already-existing one.
This work aims to identify and specify a potential method for applying fuzz testing to proprietary embedded avionic
software using an open-source fuzz testing tool. Additionally, the work displays the key findings of the main exper-
iment to determine whether the software under test exhibits vulnerabilities or other issues. By focusing on this, a
strategy to employ an open-source software fuzz testing tool for complex software, like that found in avionic systems,
may be outlined. Furthermore, the work will provide an overview necessary background to increase understanding of
the fuzz testing approach and suggest ways to improve it. This includes background information on the needs for the
avionic software system and potential vulnerabilities, many of which are similar to those found in regular embedded
software.

3. Related Works on Fuzz Testing

Several works in the scientific literature attempt to describe how and what kind of results fuzz testing can achieve
when applied to different applications. However, no research has been done to investigate using fuzz testing in the
context of avionic software. The only fuzz testing approach that is applied to avionic software is provided by AdaCore,
which offers the tool GNATfuzz [6], a tool for implementing an automated testing technique to detect abnormal and
faulty behaviour. However, it doesn’t explain how the fuzz works or how it can be replicated to try to perform the fuzz
without relying on the private solution. Other works, such as [7], discussed the basic procedure and the main aspects
to provide a more comprehensive understanding of the general features that classify fuzz testing. This work was taken
into account since it provided insights into the primary issues and fuzz testing approaches, as well as a discussion of
potentially useful fuzzers that are employed in well-known application areas. The paper provides further information
on how to select amongst the different approaches while also providing a clear understanding of the primary fuzzing
techniques that can be used for each particular kind of software (e.g., white-box and black-box fuzzing).

Other more specific works regarding fuzzing on embedded systems scenarios are [8] and [9]. The first one, which
suggests a gray-box fuzz testing framework, provides a clear understanding of how to build a potential framework
for using fuzz testing in the automotive industry to test specific autonomous car systems. The second paper, which
is one of the few that genuinely shows step-by-step how the fuzz testing with AFL is carried out towards the target
system, applies the fuzz testing to a different kind of embedded software scenario, specifically a Garming Datalink 90
protocol. Even though the work primarily focuses on possible DoS attacks against a particular protocol, it provides
a clear understanding of the fuzz testing process. Finally, the only work that attempted a similar strategy was [10],
where AFL was used to test multiple Ada projects to identify probable issues and provided instructions on how to
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change the target source code to enable the application of fuzz testing. This work provides guidelines for setting up
the target to be fuzzed by AFL and explains in detail how fuzz testing operates in an Ada software scenario.

4. Fuzz testing with AFL++

Fuzz testing is an automated process that generates test cases and finds anomalies in the system. In order to gener-
ate extra test cases that are injected into the system to discover any abnormal behaviour, fuzzing capabilities usually
need modifying an initial corpus of test case inputs. Fuzzing is the process of identifying system inputs that can lead
the system to enter an insecure state. Of all the possible fuzzing tools that can be used, American Fuzzy Lop (AFL)
is the most the leading candidate due to its simplicity and efficiency. Many vulnerabilities and flaws discovered in
various open-source libraries and tools have contributed to its success and rich history [11].

Specifically, our work utilizes AFL++ for experiments, which is an improved fork of the original AFL that offers faster
execution times, more and better mutations, better instrumentation, and support for new modules. AFL++ was chosen
in order to find possible configurations for it to produce a better fuzzing approach for Ada. AFL++ can provide more
functions with higher performances and has never been used to fuzz an Ada project. Given that AFL++ is built upon
AFL, a mutational, coverage-guided fuzzer, it already has a number of capabilities that are essential for carrying out
the fuzzing, including coverage-guided feedback, mutation, and persistent mode. Other features that are frequently in-
cluded in fuzzer tools to improve efficiency include smart scheduling, which uses a variety of prioritization algorithms
to schedule different parts of the fuzzing pipeline in order to maximize code coverage. Because fuzzers frequently
produce a large number of incorrect inputs, features like the ability to mutate structured inputs are helpful. For this
reason, some tools, such as AFLSmart, can reduce the space of created inputs, thus making the creation of incorrect
but right-structured inputs more feasible.

However, AFL++ further enhances these features by adding more components [12], allowing for more potential find-
ings and performances. Some of these features are seed scheduling to enable more enhanced schedules and mutators.
In addition to the standard ones, it is possible to use a customized mutator, and instrumentation, offering support for a
wide range of code-instrumentation tools to test more components and platform support to enable the fuzz in different
environments.

5. Target Architecture

The NHIndustries NH90, or NH90, is a modern multi-role rotorcraft that is one of Airbus Helicopter’s primary
products. It is built to meet and adhere to NATO specifications [13]. It is produced and supplied as a military helicopter
in two variants: the NATO frigate helicopter (NFH) and the tactical transport (TTH). Additionally, the NH90 operates
in many different kinds of scenarios because of its fully integrated mission system.

The NHO0 comprises two primary subsystems that work together to form the main system, which is what makes up the
Avionic System Architecture. These are the two primary subsystems, the CORE system and the MISSION system. The
subsystem researched in this work is the CORE system, which is one of the subsystems that has the duty of managing
the CORE functions, such as Vehicle Management, Communication, etc. This subsystem is managed by the CMC
(Core Management Computer), which is the main component that will be studied and discussed in this work. Due to
its responsibility for accurately ensuring the operation of the components, software architecture plays a crucial role in
aircraft design and must be of the highest quality. The CORE and MISSION computers in the NH90 are controlled
by a unique framework that was created to alleviate programmers to work on laborious and challenging tasks like
data conversion, real-time scheduling, I/O handling, syntax errors, and various low-level errors, such as redundancy
management, etc. This framework is known as NH90 Embedded System Software (NSS), and it interfaces with the
Equipment Software (EQSW), which provides all the hardware-related functions. Both computers share the same
platform, therefore there is only one NSS that interfaces with both of them. Figure 1 shows the software architecture
comprising several parts that perform different roles.

Operational Processing Functions (OPFs), which mainly include the mission functions and control for the avionic
equipment, are crucial components of the software architecture. Also, in Figure 1, we can see the Isolation Layer,
which plays an important role because it creates a barrier between the hardware and the software, providing a kind of
“cutting edge” where it is possible to separate the hardware and EQSW from the software and improve its modularity.
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Fig. 1. NH90 Main computers software architecture, which represent how the main components inside the CMC interfaces with each other. [14]

This will play a significant role in the fuzz testing approach.

The CMC is one of the key components that constitute the NH90 software architecture. In the NH90, all of the CMC
and MTC Onboard Flight Resident Software (OFRS) components are combined into a single suite known as the NH90
embedded System Software (NSS). The CMC is a component of the TTH and NFH and provides a crucial role in the
system, such as offering Operational Functions (CMC-OPF) to execute determinate tasks. The CMC uses the NSS as
its common real-time operating system. The NSS manages all the various operational processing threads in addition
to all the necessary system processing. We call these the Onboard Processing Functions (OPFs). For communication
with the outside world and between OPFs, the NSS offers a variety of data interfaces. The NSS also is connected to the
isolation layer, which is connected to the EQSW. The EQSW contains all the boards that are necessary for providing
suitable processor parts and I/O part interfaces for the NH90-OFRS.

Given the target, fuzz testing resulted in a more suitable choice to test the vulnerabilities. There are minimal chances
that this target system may be targeted by external threats since there are a lot of constraints and protections behind
the embedded system. Since a hostile insider is the only type of attacker that may have access to the test tools used to
test this particular kind of software, which is the only method in which input can be injected, they emerge as one of
the primary threats in this case study.

6. Test environment

For the test environment, there were two essential components: the main computer, which was the work computer,
where the test was performed, and the virtual environment, where the real tests were performed. The test computer
was equipped with intel 11th Gen Intel(R) Core i7-1185G7 3GHz with 32GB of RAM. The virtual environment was
created in Virtual-Box and running Ubuntu 20.04.6 with 4 processors and 16GB RAM. Regarding the compiler used
for the test, the main compiler used was GCC (version 9.4.0), but for compiling the component that would be fuzzed,
the AFL compiler “afl-gcc” was used. To compile the Ada project, “gprbuild” was used. It is essential to use AFL-
gcc to appropriately compile and instrument the program since the code must be instrumented before applying the
fuzzer, which can be done with GPRbuild by using the line ”—compiler-subst=Ada, afl-gcc,”. Since each instance of
afl-fuzz may operate on a single CPU core, it is possible to run many instances of the fuzzer for the same application
simultaneously using the n-core resource, allowing for faster execution.

7. Implementation and Verification

In order to determine whether a fuzz method to find potential vulnerabilities was possible, the CMC component of
the NH90 was chosen as the component for fuzz testing. Considering the extreme complexity of the CMC code, se-
lecting only one library within the component was required. This is also partially because the fuzzer generates random
inputs. Also. adding multiple random variables to large-scale projects like the CMC would be too difficult and would
require too much time. Therefore, rather than fuzzing the entire CMC, the initial approach to fuzzing was to find a
suitable library inside the CMC that could meet particular conditions, which were chosen together with the company
in order to produce results quicker, like the number of dependencies of the library, the number of variables, and the
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overall complexity of the library.

In the end, an OPF library within the OPS area was selected as the component; however, the purpose and name of the
component cannot be disclosed, so the library will now be referred to as "FuzzedComponent” from here onwards. As
a result of the FuzzedComponent’s multiple dependencies on the EQSW and the NSS, it was necessary to disconnect
it from both of them and take into consideration all of these dependencies, which later would be used to create all
of the wrapper functions. To properly isolate the OPF, which would undergo the fuzz testing, it was necessary to
separate and create the appropriate wrapper functions, which would simulate the data exchange and thus ensure its
correct functioning. This was possible by using the tool called ”Understand” [15] to identify all the dependencies of
the OPF. However, other tools can also be used for the same purpose. After this, it was possible to move the selected
FuzzedComponent from the Solaris environment to the VirtualBox environment, allowing to perform the fuzz testing.
Since the NSS and EQSW components, in this case, served as the entry points to inject the fuzzer generated input, all
of the dependencies were changed with a wrapper function after the FuzzedComponent was isolated. The “wrapper
functions” can receive a crafted data object containing the parameters that will be set inside the component, allowing
FuzzedComponent to function correctly.

Therefore, the basic methodology to create the wrapper functions resides in working with the cut dependencies. To
begin with, you must accurately separate every external dependency from the library you wish to fuzz. It is crucial to
accurately identify every variable that might be exploited as a potential entry point to inject the input after isolating
the component. After having identified the variables, the package can be created to store the data and its structure,
which will be then referenced by the fuzzed library. To achieve this, a file called ’fuzzed_data.ads” was created that
defines a package called "Fuzzed_Data”. This file contains the specification (so the variables) to create a record called
“Input_Data_Record” that will simulate the data that has to be passed to the target. The package defines the type of
variables and which ones are necessary to create a record, which will store the future inserted inputs. While the file
“fuzzed_data.ads” is used to construct and build the package with the right values by passing the "Input_Data_Record”
as an argument for a new package called “Input_Data_File”, which redefined the type ”Sequential _Io”. An example of
this code is shown in Figure 3(a). Using the package allows to create an object of type “Input_Data_Record”, which
will contain some ad-hoc values inserted by the user. The file ”generate_input_data_file.adb” will generate an object
which will be used to initialize the values contained in “Input_Data_Record”. In conclusion, the last thing needed to do
is to correctly bind these files from the libraries that need these variables. Inside there, all the variables that in reality
should need input from the outside or from libraries that had to be deleted because of the stabbing can be simply
initialized by referring to the specific value stored in “Input_Data_Record”. Lastly, it is possible to correctly generate
the record and pass the inputs to the right components in the main file, as shown in Figure 3(b).

Some bash-programmed scripts were utilized for this project (e.g., compile the target), allowing the virtual machine
to have all of its primary functions implemented immediately and to have all the environment variables easily modifi-
able. An example of the main functions written in the script used to compile the target and start the fuzzer is shown in
Figure 2(a). It is also necessary to change the files to the appropriate extension because there were other issues with
the file extensions that were being used in the original environment (Solaris), such as ”.1.ada” instead of .ads”.
Since fuzz testing aims to intercept all the crashes that happen after the injection of a crafted input, the programs must
warn the fuzzer of this crash by using exceptions. Therefore, to catch the error, a simple top-level exception handler
was used based on the work of [10], which is shown in Figure 2(b). The following libraries are used to create the
exception and to create the core dump: ”Ada.Exceptions” and "GNAT.Exception_Actions”.

The initial input must be properly constructed for the program to function properly; otherwise, the fuzzer will not be
able to generate further cases because the first case has already crashed. To create it, a file was constructed to correctly
create the initial test case, where the initial inputs were possible values that could be accepted by the FuzzedCompo-
nent. This file would create an object that would be used as the input for the fuzzer, which after being inserted in the
executable, would be parsed by a constructed function to give value to the appropriate variables.

After all the preparations for the fuzz testing are done, it is possible to start the real fuzz testing by executing the scripts
and thus starting the process. First of all, the program must be compiled with gprbuild, using afl-gcc as a compiler
to instrument the code so that the executable can provide code coverage information. After that, it is possible to start
AFL-fuzz with the obtained executable from the previous compilation, passing in input all the test cases, which in this
case will be created by us by compiling the relevant file with the procedure for the file creation.
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ti .Exception_Information(Occurence);
2gin

C_FA A Put_Line ("exception occurred ["
} & Ada.Exceptions.Exception_Name(Oc 2)
& "] [" & Ada.Exceptions.Exception ge(0 ce)

fuzz_compile_programs() { & "] [" & Ada.Exceptions.Exception urence)

gprbuild -p --compiler-subst=Ada,afl-gcc & "]1");

-P $GPR PROJECT ‘,:‘.‘h EXc tion_Actions.Core Dump (Occure I8

--autoconf=fuzzing/fuzzing.cgpr o
}

(a) (b)

Fig. 2. Main examples of code components needed to correctly apply the fuzz testing. Figure 2(a) represents the script’s functions needed to compile
and start the fuzz testing. Figure 2(b) represents the Exception’s code needed to catch the crashes.

with F
with Text_Io

with Generate_Input_Data_File;
procedure Main {is

Da ile : Fuz Data.Input_Data_File.File_Type;
D Data.Input_Data_Record;
begin
Data 1is -- procedure to create the fuzzed_data object

type Input_Data_Record is -- (should be used only once to just create the object)
record Generate_Input_Data_File;

-- list here as fields record all the input Open the file

-- parameters of the procedure under test; Fuzzed_Data.Input a_File.Open

Inputl : Boolean; originally from Libraryl (File => Dat

Input2 : Boolean; from Library2 Mode B a.Input_Data_File.In_File,

Input3 : SomeType.Subtype; from Library3 Name => "prova",

. and so on Form:=>: )

end record; Read The First (Only) record

This is the container of the data which will be read Fuzzed_Data.Input_Data_File.Read

by the procedure under test (File => Data_File, Item => Data_Record);

1e_Data : Input_Data_Record; -- Copy the record in the one which is used by

package Input_Data_File is new Sequential_Io -- the stubbed function

(Element_Type => Input_Data_Record); zzed_Data.The_Data := Data_Record;

end Fuzzed_Data;
(@) (b)

Fig. 3. Different examples of codes that allow the correct exchange of data between the components. Figure 3(a) represents fuzzed_data.ads to
create the data record type which will be used as input. Figure 3(a) represents how the main.ads should be constructed to receive the correct data
type from the fuzzer.

8. Results and Discussion

The fuzzer was left active for several hours, waiting for it to find possible vulnerabilities, thus creating a dump
of the crash and further completing the queue of test cases generated by AFL. This resulted in a total run-time of
more than three days (roughly 3 days and 14 hours), performing more than four million execution of the fuzz testing
(4 million and 666 thousand executions circa), shared between the four main fuzzers alive (1 master and 3 slaves) as
shown in Figure 4. The experiment achieved an average speed of 14 executions for seconds, which could be influenced
by the computer performances and the several fuzzer actives. Nonetheless, it was possible for each fuzzer to complete
several cycles of the code and to find all the possible paths.

The most important decision for the experiment was to decide when to stop the fuzzer. Otherwise, it would continue
endlessly despite the nonpresence of more things to discover. Therefore, it was decided to stop it after at least 24 hours
of inactivity, which in this case corresponds to not finding any new crashes or possible paths. In the end, the fuzzer
found 4 crashes in total, as shown in the summary of the fuzzing session in Figure 5. More information regarding the
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behaviour of the fuzzer at runtime can be seen in Figure 6, 7, and 8. The proposed fuzz testing approach found some

Individual fuzzers

Summary stats

=>» pin/main (0 days, 16 hrs) fuzzer PID: 290548 <<< )
Fuzzers alive : 4

slow execution, 14 execs/sec Total run time : 3 days, 14 hours

last find : 1 days, 0 hours Total execs : 4 millions, 666 thousands
last crash : 1 days, 0 hours Cumulative speed : 58 execs/sec

last_hang 1 days, @ hours Average speed : 14 execs/sec

cycles wo finds : 19 Pending items : @ faves, 1 total

cpu usage 28.6%, memory usage 0.7% Pending per fuzzer : © faves, 0 total (on average)
cycles 21, lifetime speed 14 execs/sec, items 4/17 (23%) Crashes saved : 4

pending 8/0, coverage 0.00%, crashes saved 1 (!} Cycles without finds : 19/3/4/5

Time without finds : 1 days, @ hours
>>> pin/main (1 days, © hrs) fuzzer PID: 291448 <<<

ST ST S S e Fig. 5. Summary of the main results of all the fuzzers.
last_find : 1 days, 0 hours
last_crash : 1 days, 0 hours

corpus count
current fuzz item
pending items
pending favs
cycles done

last_hang : 15 hours, 54 minutes
cycles_wo_finds : not available

cpu usage 24.0%, memory usage 0.7%

cycles 5, lifetime speed 30 execs/sec, items 0/17 (0%)
pending @/0, coverage 0.00%, crashes saved 1 (!}

»>>> bin/main (@ days, 21 hrs) fuzzer PID: 297511 =<< 10000 20000 30000 40000

relative time in seconds

50000

slow execution, 13 execs/sec

last_find + 1 days, 8 hours Fig. 6. Graph that shows the behavior of the fuzzer at runtime.
last_crash : 7 hours, 30 minutes
last_hang : 1 days, @ hours
cycles_wo_finds : not available 2 P
cpu usage 17.4%, memory usage 0.7% 15 ‘ g hangs
cycles 6, lifetime speed 13 execs/sec, items 7/17 (41%) L
pending 8/0, coverage 0.00%, crashes saved 1 (!} 021
10000 20000 30000 40000 50000
>>> pin/main {1 days, @ hrs) fuzzer PID: 298317 <=< KBl five I seconds
slow execution, 1 execs/sec Fig. 7. Graph which shows the main crashes and hangs found at run-
last find : 1 days, 0 hours time.
last crash : 16 hours, 51 minutes
last_hang : 1 days, O hours

cycles wo_Tinds @ not available

Cpu usage 27.7%, memory usage 0.7%

cycles 7, lifetime speed 1 execs/sec, items 10/17 (58%)
pending @/1, coverage 0.00%, crashes saved 1 (!}

execs/sec

o
N ECSOR G
oBEEBS3E3S

L it B
10000 20000 30000 40000 50000
relative ime in seconds

Fig. 4. Main information regarding each fuzzer that was running at run-
time. Fig. 8. Graph that shows the execution speed.

problems that could give crucial insight into the behaviour of an avionic software when under stress test by the fuzzer.
This further confirms some hypotheses on the behaviour of a fuzzer towards an Ada program and gives an idea of the
expected performances. Few system crashes were discovered as a result of the fuzz testing, which made it possible
to examine the component and system and determine whether or not a fuzz testing strategy may be effective. These
crashes were mostly due to the type constraints imposed by the strong typing of Ada, which would throw a runtime
error when a variable would have assigned a wrong input type. The primary reason for this is that Ada would not
accept these kinds of parameters since the file created by the fuzzer did not adhere to the correct types specified by
the record. This further confirms its strength against these types of attacks, as this behaviour was quite expected given
Ada’s strong typing particularity. While it’s possible that the fuzzer may have found more issues with more time, it
was highly unlikely, considering that there have been no new findings for more than a day and that the coverage was
nearly finished.

In summary, it is possible to confirm that, with some work, AFL-fuzz can be applied to the avionic system in general
and that Ada can provide an additional layer of protection against the kinds of attacks generated by the fuzzer. Even
though they were not considered for this work, there may be additional components (like sanitisers) that might be
utilized in conjunction with the fuzzer and should be taken into account in the future.
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In the end, the experiment was successful since it provided some crashes as a result of the random inputs injected
by the fuzzer. Since the fuzzer was able to find some errors, it is then possible to apply the fuzz testing to avionic
software by using an open-source tool, which could also work with different programming languages apart from Ada.
The errors were mostly due to the type constraints imposed by Ada, thus further demonstrating its resistance against
mistyping.

9. Conclusion

The basic principles and core notion of a potential approach to applying fuzz testing to embedded avionic software
using open-source software were presented in this work. Several tests were conducted on an actual embedded software
component that is a part of the complex avionic embedded software of an Airbus NH90 helicopter to accomplish this
goal. We demonstrated the applicability of fuzz testing in embedded avionic software using an open-source tool and
to enable future researchers to use this tool and fine-tune it for their test cases. A potential use of an open-source
fuzzing testing tool (AFL++) was shown, which allowed to find some crashes in the targeted component. From this
application, an approach was outlined, which could be used as a reference for future works.

Additionally, there is an emphasis on modifying the code in advance of the fuzz testing, which is necessary to
identify potential crashes or vulnerabilities. Depending on the code that is fuzzed and the language used, different
performances and outcomes may occur since these factors may allow for vulnerabilities that the fuzzer is more likely
to find. Understanding the primary features and configurations that permit the fuzzing of a software component al-
lowed the experiment to be conducted, and the guidelines that emerged from the work done on the component were
important.
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