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This thesis measures the computational resource cost of OpenTelemetry distributed
tracing when running a single instrumented Go service on Kubernetes. The focus
is on CPU, memory, latency and network overhead and on how different sampling
strategies change those costs. The diagnostic value obtained from each strategy and
the privacy and security trade-offs of different configurations are also examined.

A Go service with five different workload endpoints was built and experiments were
run on a managed Kubernetes cluster at three load levels. Prometheus was used to
collect resource and performance metrics during the test runs. Trace data was ex-
ported to Grafana Tempo for span count validation and sampling rate confirmation.
The results show that tracing overhead is predictable and scales with the sampling
rate. Even at 100% sampling the system stayed stable. In this single-service setup,
head-based and parent-based sampling performed the same across all workloads.
In multi-service deployments the difference moves more to architectural questions
since parent-based sampling keeps traces consistent across services without notice-
able resource overhead. A custom adaptive sampler was also implemented in the Go
service that adjusts its rate based on observed error counts and latency. It did not
add measurable overhead to the service and captured a larger batch of relevant re-
quests and traces. Overhead from this strategy was stable across all configurations.
The privacy and security analysis shows that at low overhead levels, sampling rate
becomes more of a data governance decision: what accumulates in the tracing back-
end and who can access it depends on configuration choices rather than technical
constraints.

Keywords: OpenTelemetry, distributed tracing, Go, Kubernetes, sampling strate-
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1 Introduction

1.1 Background

Modern software is increasingly built using microservice architectures where appli-
cations are split into small services that communicate over a network. Platforms
such as Kubernetes handle the orchestration of these services, meaning managing
deployment, scaling, and operation. This approach gives developers flexibility, but
it also makes it harder to see what is happening inside the system. A single user
request can travel through multiple services on different machines and when failures
occur it is not always easy to identify where the problem originated.

Distributed tracing addresses this challenge. It tracks requests as they move
through services and records timing and metadata at each step. This gives develop-
ers and system administrators a way to see the full path of a request and identify
where requests slow down or fail. OpenTelemetry is a popular vendor-neutral frame-
work for implementing this kind of tracing, supported by a variety of backends and

tools without locking users into a single platform.
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1.2 Problem Statement

Despite the growing adoption of distributed tracing, its actual resource cost in
production-like environments is rarely measured in a systematic way. Tracing is
commonly enabled because it is considered best practice, but the overhead that
tracing introduces on CPU, memory, latency and network usage is not well docu-
mented for single-service Go deployments on Kubernetes. Sampling strategies are
used to control how much trace data is collected but their performance differences
are not well documented. Available documentation is either general or based on
benchmarks that do not reflect single service configurations.

It is also worth noting that higher sampling rates and centralized trace storage
introduce privacy and security risks that are easily overlooked when talking about
observability. It is also hard to find any adaptive sampling strategies that can adjust
their sampling rate based on runtime conditions such as error rates or latency. It
should be evaluated whether such strategies are feasible without adding measurable

overhead to a service.

1.3 Scope and Objectives

This thesis measures the performance overhead of OpenTelemetry tracing in a sin-
gle Go service deployed on Kubernetes. Three sampling strategies are compared:
head-based, parent-based and a custom adaptive sampler built for this thesis. The
adaptive sampler adjusts its rate based on observed errors and latency. The experi-
ments evaluate if dynamic rate adjustment is feasible without considerable overhead.
The privacy and security aspects of different tracing configurations are also studied

based on experimental results and existing literature.
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1.4 Thesis Structure

The thesis is structured as follows: Chapter 2 covers the background on microser-
vices and observability in systems. Chapter 3 defines the research questions and
experiment design. Chapter 4 describes the test service, the infrastructure, the sys-
tem and the measurement setup. Chapter 5 presents the results for each research

question. Chapter 6 presents the discussion and conclusions.

1.5 Use of Al

The Claude Sonnet 4.6 language model was used during the writing of this thesis
for proofreading and checking language correctness. This included fixing grammar
and improving the sentence structure for better readability. The technical imple-
mentations were developed by the author but were reviewed by the same tool for
any errors. The research design, experimental setup, infrastructure configuration

and interpretation of the experiment results were made by the author.



2 Observability and tracing in

microservices

Modern software systems are increasingly built with microservice architectures in
mind. Microservice architecture structures applications as small, independently de-
ployable services that communicate over a network. Microservices divide an applica-
tion into smaller, autonomous units. Each unit is responsible for a specific function
or a transaction between said units. Microservices communicate with each other
using mechanisms such as RESTful or RPC-based APIs [1]. This design allows
the services to be developed, deployed and scaled independently within the overall
system. It also enhances modularity, flexibility and resilience, making it a suitable
choice for delivering and maintaining modern software. However, it also introduces
new challenges in system management, monitoring and debugging by adding extra

layers of complexity. [2]-[4].

2.1 Microservice Architecture and Kubernetes

To orchestrate these distributed services, teams use container orchestrators. One
of the most widely adopted is Kubernetes. Kubernetes is a container orchestration
platform originally developed by Google in 2014. It was later released as an open-

source project and is now developed and maintained by a large active community

under the Cloud Native Computing Foundation (CNCF). [5]-{7]



2.1 MICROSERVICE ARCHITECTURE AND KUBERNETES )

2.1.1 Kubernetes orchestrator & microservices

The main function of Kubernetes is to automate deployment, scaling and keeping
containerized applications running. It handles multiple aspects within a cluster, in-
cluding service discovery, load balancing, resource allocation and automatic restarts
of failed components. This ensures that the system maintains its desired state.
These capabilities allow Kubernetes to maintain high availability in environments
where services are constantly changing. It is also flexible and can be adapted to
specific workloads. Since Kubernetes is an open-source project, it has active devel-
opment and maintenance from a large group of maintainers. This means extensive

support, documentation and a broad ecosystem of supporting tools [8|.

2.1.2 System Complexity and Observability

The benefits of microservices and platforms like Kubernetes come at the cost of
increased system complexity. Since most tasks in the application are split into
individual services, the execution path of a single request often spans multiple con-
tainers, hosts, or even cloud regions. This makes it harder to trace failures within
the architecture and complicates understanding system behavior without the help
of dedicated observability and monitoring tooling. Before the widespread adop-
tion of distributed architectures, software systems were commonly implemented as
monolithic applications.

In a monolithic design, the entire application is built as a single, unified codebase
that runs as one process. All core components such as business logic, data access
and user interfaces are tightly coupled within the same process. This centralized
structure simplifies tasks like debugging and performance monitoring, as developers
can trace the execution of a request from start to finish using conventional logging or
profiling tools within a single runtime environment. However, monolithic systems are

cumbersome to scale and are prone to full application crashes if a single component
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fails.

Microservice architectures improve scalability and flexibility by separating appli-
cation components but it also makes it harder to trace requests, detect performance
bottlenecks or identify failure points in applications. A single user interaction might
involve dozens of services operating across different machines or cloud regions. This
complicates visibility on how the system behaves under load or during failures. [2],
9]

This complexity makes the ability to observe and understand system behavior a
critical requirement, leading to the need for dedicated observability and monitoring
tooling. In Kubernetes-based environments, services often start and stop quickly
and the system scales workloads up or down based on demand and resource usage.
This means that parts of the application may only run for a short time or move
between servers, depending on how the system is being used. Because of this it can
be difficult to monitor what is happening in the system at any given time, especially
when trying to find the root cause of a problem. Tracing makes it possible to follow

individual requests across multiple services and find performance or reliability issues.

[10]

2.2 General items of Observability & Monitoring

Understanding what is happening inside an application can be difficult without
proper visibility and tools. This is where the concept of observability becomes useful.
Observability refers to the ability to understand what is happening inside a system
by analyzing the data it produces during operation. This includes information such
as logs, metrics and traces. Together they help reveal the system’s internal state,
especially when something goes wrong. Unlike simple monitoring that typically
focuses on predefined alerts and metrics, observability gives engineers enough data

to diagnose unexpected problems based on what the application produces. [11], [12]
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2.2.1 Logs, Metrics and Traces

Observability has three main components, each giving a different view of the system:
logs, metrics and traces. These help developers and operators understand how the

system is functioning, identify problems and respond to incidents. [11]

Logs Logs are timestamped records of events that occur within an application.
They often include contextual information useful for diagnosing errors or un-
derstanding behavior during specific points in time. Developers can add their
own data to logs to help find and determine errors in services. In microservice
architectures, logs are usually collected from each container and centralized
using tools like Loki, Fluent Bit, or the ELK stack, enabling system-wide
querying and correlation. Logs are typically shipped to a central location us-
ing lightweight agents or log forwarders, which format, buffer and transmit
the logs over the network to ensure reliable delivery even under high load or

temporary network disruptions. [11]

Metrics Metrics are numeric representations of system performance and resource
usage over time. Metrics are usually collected from the service itself or from the
system running and supporting the service. Examples include CPU utilization,
memory consumption, response times, request counts and error rates. Metrics
are typically exposed as time-series data and are well suited for dashboards,
trend analysis and alerting. Tools like Prometheus and Grafana are widely

used for collecting and visualizing these metrics. [13]

Traces Traces follow the lifecycle of individual requests as they travel through
multiple services in a distributed system. Each segment of a trace is called
a span, which contains metadata such as duration, parent-child relationships
and annotations. Like with logs, developers can configure what is exported in

traces. Tracing helps uncover latency bottlenecks, failed service calls, or de-
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pendencies that contribute to system instability. Tracing is especially valuable
in Kubernetes-based microservices, where a single request might pass through
several short-lived services that can run on different servers or even in different

cloud locations. [10], [14]

While each of the components offers unique insights, incorporating all three
into the same stack will enable sufficient observability of services. For example,
a trace might reveal slow response times between services, a metric could show
high CPU usage on a specific server and logs might explain what caused the spike.
Together they provide causality and help identify the root cause of the problem.
This combination is particularly important in large-scale tracing deployments where
correlation across services is required [15].

Monitoring complements observability by defining known failure conditions or
performance thresholds, often through static alerts. These can be defined by system
operators and alerts can be triggered based on logs, metrics, or traces. For example,
an alert could be fired when a specific log line appears, when CPU usage remains
high or when a trace shows an error in a request flow. Compared to monitoring,
observability helps explore unexpected or new issues, especially in systems where
it is difficult to predict how failures might occur. It also helps investigate the root

cause behind alerts triggered by monitoring. [11], [14]
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2.2.2 Observability Stack

Observability is usually integrated into microservice-based systems to support mon-
itoring, debugging and performance optimization in multi-service and complex en-
vironments. Modern practice in software development utilizes instrumentation to
give developers and operators access to data for maintaining and securing complex
applications. [11]

Observability stacks typically consist of a set of specialized components. Each
component is designed to handle a particular type of telemetry data. They collect
and send observability data to consumers such as dashboards, alerting systems and
incident response tools. [13], [16]

Metrics collector gathers numerical time-series data from services and infras-
tructure. It scrapes or receives data at regular intervals and stores it in a format
optimized for querying and alerting. [13]

Log aggregator collects log data from multiple sources, centralizes it for index-
ing and search and may also parse, enrich or route it to storage.

Trace collector receives trace data from instrumented applications and assem-
bles spans into end-to-end traces for analysis and visualization. [16]

Visualization layer provides dashboards and query interfaces for exploring the
collected data which helps operators and administrators respond to events in the
system. [13], [17]

These components are typically deployed as services within the observability
infrastructure and work together to give visibility into distributed systems. In ad-
dition to operational benefits, observability can also support security by helping de-
tect anomalies, unauthorized access patterns, or abnormal service behaviors. When
telemetry is tagged with context and monitored in real-time, it becomes easier to
investigate incidents and trace potential vulnerabilities across services. The work-

load design draws on prior microservice benchmarking work on how instrumentation
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interacts with load [11], [18].

2.3 'Tracing and Span Structure

As explained in section 2.2, traces are an essential part of observability in distributed
systems. They offer insight into how individual requests move through the various
components of an application and the system. This is particularly valuable in mi-
croservice environments, where a single request might involve multiple services and
layers of infrastructure. Without tracing, it becomes difficult to pinpoint where

bottlenecks, service failures or unexpected behavior happen. [11], [14]

2.3.1 Span and Trace Structure

At its core, tracing involves capturing the flow of a request across services and repre-
senting it as a series of connected operations, called spans. A span corresponds to a
single unit of work, such as an HT'TP request, database query or an internal compu-
tation. Spans typically include metadata like start time, duration, service name but
they can be modified with additional attributes. They may also carry contextual
information such as error indicators, HT'TP status codes or custom attributes. This
lets developers control what each span records. [10], [16]

All spans belonging to the same request are grouped under a trace. The rela-
tionships between spans are defined using parent-child references. For example, a
span containing an HTTP request that was received by a frontend service might be
the parent of another span that captures a database query made by that service. If
the frontend calls another backend service, a new child span would be created from

that request. [10], [19]
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This structure creates a tree-like trace that shows the full path and timing of a
request across the system, which helps developers understand the order and struc-
ture of a request. By analyzing the trace, it becomes easier to detect where latency
accumulates, which services contribute to errors, or which dependencies slow down
request handling. The trace-span model and its use for end-to-end request correla-
tion were used in early tracing systems such as Dapper [10], [14], [20]

To avoid overloading the network or trace collectors, spans are usually batched
before export. Rather than sending each span individually, instrumentation groups
spans together and transmits them at regular intervals or once a buffer is full. This
reduces overhead and helps ensure more efficient resource usage, especially in sys-
tems where there is high throughput. Batching improves performance but it also
introduces a trade-off in observability latency. Some trace data may be delayed or

even lost if the system fails before exporting the spans. [10], [16]

2.3.2 Context Propagation

The structure and terminology used in tracing systems tend to follow similar pat-
terns. A trace is identified by a unique trace ID while each span has its own span
ID along with a reference to its parent span ID. These identifiers let services link
spans together even across different hosts and technologies. They can also link to
corresponding log lines and metrics. In distributed environments like Kubernetes
this matters since services are often short-lived and spread across multiple nodes
or clusters. Trace context propagation across service boundaries is standardized
through the W3C Trace Context specification [5], [10], [21]

Tracing tools also allow attaching custom data to spans. These could be business-
specific tags or security-related attributes. This makes it easier to search for traces
related to a particular user, endpoint, or anomaly. Additionally, spans can be sam-

pled, meaning that only a portion of all traces is collected and analyzed, to reduce
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overhead. Different sampling strategies have a direct impact on the visibility and
reliability of tracing data. Sampling strategies will be discussed in more detail in

section 2.4. Actual instrumentation will be covered in Chapter 4. [14], [16], [22]

2.4 Sampling Strategies

Always-On Sampling All traces are collected within the service. This provides
full visibility of the service but can lead to high resource and network usage.
It is generally only used in development or debugging environments since it

will use more resources and it also produces redundant traces [14], [16].

Always-Off Sampling No traces are collected within the service. This can be

used when no tracing data from a service is needed or used. [16]

Probabilistic Sampling A percentage of traces are collected at random, for ex-
ample 10% of all traces. This helps reduce load while still providing insight
into typical system behavior. However, rare or critical events may be missed
unless specifically configured to be included. Best used when a service gener-
ates a huge amount of tracing data, for example high request HT'TP services.

[10], [16]

Rate-Limiting Sampling Limits the number of traces per time unit (e.g., 5 traces
per second). This provides predictable resource usage regardless of traffic

spikes but can result in sampling bias. [14], [16]

Tail-Based Sampling The sampling decision is made after a trace is collected,
which allows smarter filtering (e.g., keeping only failed or slow requests). Tail-
based sampling requires buffering entire traces before deciding what to keep
and is often implemented by the collector rather than the client itself. [15],
[22]
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Parent-Based Sampling This strategy ensures that all spans within a distributed
trace share the same sampling decision, meaning that if a parent span is sam-
pled, its children are also sampled and vice versa. For root spans, another
strategy, such as probabilistic or always-on, is applied. Parent-based sampling
is useful for maintaining trace consistency across services, avoiding fragmented
or incomplete traces, but it also means that individual traces and spans cannot

be tweaked independently. [16], [21]

Head-Based Sampling The sampling decision is made at the very beginning of a
request, before the trace has completed. Most tracing SDKs (including Open-
Telemetry) use head-based sampling by default, as it minimizes overhead in
client libraries and avoids buffering. However, it may miss valuable informa-
tion since the decision is made without knowing whether the service runs will

have errors or slowdowns. [10], [14], [23]

Context-Aware Sampling This strategy uses attributes of the request or runtime
context to decide whether a trace should be collected. For example, sampling
requests from specific endpoints, users, or error codes more aggressively than
normal traffic. Context-aware sampling helps capture critical traces that may
otherwise be dropped. It is often combined with probabilistic or tail-based

strategies for finer control over resource use and observability. [22], [24]
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2.4.1 Choosing a Strategy

Choosing the right sampling strategy depends on the system resource capacity, vol-
ume of the wanted data and observability needs within the system. For example,
high-throughput systems might combine probabilistic sampling with tail-based rules
to capture only performance outliers or errors, while in development always-on sam-
pling can be used for full observability. [14], |22]

Sampling decisions can also be context-aware, such as retaining traces for a
specific user, endpoint, or transaction type. While sampling reduces overhead, it
introduces limitations in root-cause analysis and statistical accuracy. This trade-off
must be managed carefully to avoid blind spots in system monitoring. Finding a
balance between resource use and observability is critical. [14], [15]

Sampling has historically been used to control telemetry volume in production
tracing systems and it directly shapes the cost and visibility trade-off of tracing
[10]. More advanced approaches extend uniform random sampling by prioritizing
unusual or diagnostically valuable traces, which supports strategies that increase
sampling under abnormal conditions [22]. The OpenTelemetry specification defines
the sampling interfaces used in this thesis and the placement of sampling decisions

in the SDK [16].
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2.5 Privacy and Security Considerations in Teleme-
try

Telemetry data can include sensitive information since logs, traces and metrics cap-
ture user inputs, internal system behavior and network interactions. This makes
telemetry a potential target since it records what happened inside the system. It is
similar to an audit log [25]|. If this data is centralized, it should be considered who

can access the data and whether they can tamper with it. [26]

2.5.1 Data Privacy

An important starting point is collecting only what is needed. Authentication end-
points are a common source of leaking sensitive data, since request bodies may
contain tokens or credentials. Sensitive payloads such as passwords or personal to-
kens and identifiers should not appear in spans or logs. Filtering can be applied
at instrumentation level or at the collector backend to force this. Most observa-
tion tools support regex-based redaction which makes it easier to apply consistent
policies generally. [16], [27], [28]

Telemetry also carries risks related to how context travels across services. W3C
traceparent headers propagate trace context across service boundaries and if these
are forwarded to external or untrusted services, they can expose internal system
topology. A single log line or metric may not identify anyone but combining traces,
logs and metrics across services and systems can reveal patterns. This may be
sufficient to profile a specific user or service. For this reason, both the scope of

collected telemetry and its retention period should be considered. [21], [29], [30]
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2.5.2 Security

On the backend side, observability infrastructure needs the same protections as
other production services. The collector backend should require authentication and
authorization. Telemetry should be encrypted in transit and at rest. mTLS between
agents and collectors also protects against data injection into the tracing pipeline.
For cloud-hosted deployments it is worth checking where collector backends store
data by default since some services route to regions that may not comply with
GDPR. Access to observability data should be logged since telemetry backends can
be considered useful targets for anyone trying to map how a system works. [21],
[25], [27], [31]-[33]

Sampling decisions also affect what ends up stored. Head-based sampling cap-
tures the full request before knowing its content which means sensitive data may be
included in the payload. Tail-based and filtered sampling give more control since
the decision can be based on what the trace actually contains. In systems with
authentication flows it is often safer to exclude those spans from tracing entirely.
10], [22], [28]

These concerns are easy to miss when instrumentation is added gradually along-
side development. In practice, data minimization and access controls can be consid-
ered high priority since they limit exposure even if other measures are not in place.
Telemetry design is worth including in security reviews alongside other infrastructure

components. [11], [25]
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2.6 Related Work

To identify related work for this thesis, a targeted literature search was conducted
using IEEE Xplore, ACM Digital Library, ScienceDirect/Elsevier and Springer-
Link. Search terms included combinations of “OpenTelemetry”, “distributed tracing”,

YORNA4

“sampling strategy”, “microservice”, “Kubernetes”, “tracing overhead”, “adaptive sam-
pling”, "telemetry privacy”, "telemetry security” and "observability data governance”.
The search was narrowed to studies addressing tracing overhead, sampling behavior,
Kubernetes-based microservices, adaptive and runtime sampling and telemetry data
security. The purpose was to identify literature relevant to the thesis experiments
and results.

The performance overhead of distributed tracing instrumentation in microservice
systems has attracted research interest, particularly as OpenTelemetry has become
a widely adopted standard for vendor-neutral telemetry. Related work covers empir-

ical overhead measurements, sampling strategy design and evaluation, observability

frameworks and the privacy implications of telemetry.

Empirical Overhead Measurements

Several studies have measured the resource overhead introduced by OpenTelemetry
instrumentation in Kubernetes-based environments. Nou et al. [34] measured perfor-
mance overhead of distributed tracing using both OpenTelemetry and Elastic APM
across microservice and serverless deployments on Kubernetes. The study compares
the effect of different sampling configurations on CPU utilization and request la-
tency. Their results show that overhead varies with sampling rate and workload
type. Higher sampling rates correlate with increased resource consumption.
Karkan [35] examined OpenTelemetry sampling methods in a cloud infrastruc-
ture and reported CPU overhead of 71.33% under always-on sampling relative to a

no-tracing baseline. Sandberg [36] evaluated the impact of OpenTelemetry on CPU
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and latency in a microservice architecture and reported CPU overhead reaching 42%
at maximum sampling rates. Both of these studies confirm that sampling rate is the
primary driver of tracing overhead and that reducing the rate brings resource use
close to the no-tracing baseline. These study results provide reference points for the
measurements presented in this thesis.

Based on the searches, no study was found that simultaneously compares head-
based, parent-based and a custom adaptive sampling strategy in a single Go mi-

croservice deployed on Kubernetes using OpenTelemetry.

Sampling Strategy Design and Evaluation

Beyond head-based and probabilistic sampling, research has explored more adaptive
approaches. Huang et al. [37] proposed Trastrainer, an adaptive sampling system
that adjusts sampling rates based on system runtime state. The system dynamically
raises or lowers sampling depending on observed anomalies and resource conditions.
The aim is to maintain trace visibility while limiting overhead. This approach is
related to the adaptive sampler implemented in this thesis.

Chen et al. [38] address the practical limitations of head-based sampling by
proposing TraceMesh, a scalable streaming sampler for distributed traces. TraceMesh
uses locality-sensitivity hashing to cluster traces and dynamically adjusts sampling
decisions to avoid over-capturing common recurring patterns. This demonstrates
the trade-off between trace completeness and storage costs in high-throughput en-

vironments.

Observability Frameworks and Instrumentation Overhead

OpenTelemetry has displaced earlier framework solutions such as Jaeger and Zip-
kin by providing a vendor-neutral, CNCF-standardized instrumentation layer that

decouples application code from the backend that is used to store and visualize
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traces [39]. Comparable instrumentation overheads have been reported, suggest-
ing that the overhead findings extend to distributed tracing in general rather than
specific to OpenTelemetry [39].

Usman et al. [40] conducted a survey of observability approaches in distributed
edge and container-based microservices. This survey covers tracing, metrics and
logging in Kubernetes environments. The survey establishes OpenTelemetry as the
dominant instrumentation standard and identifies overhead management and sam-
pling strategy selection as key open problems in the field.

Reichelt et al. [39] benchmarked the instrumentation overhead of multiple frame-
works using the MooBench benchmark. This shows that the framework choice mea-
surably affects CPU and latency regardless of sampling configuration. This provides
broader context for interpreting the findings of this thesis: overhead comes from both

the instrumentation layer itself and the sampling behavior on top of it.

Privacy and Security of Telemetry Data

Privacy implications of observability data have received less attention than perfor-
mance concerns in the literature. Usman et al. [40] note that data governance (what
is collected, how long it is retained, and who can access it) remains an open prob-
lem in observability deployments. OpenTelemetry span attributes routinely include
HTTP routes, service names, operation names and user-agent strings, meaning that
trace data can carry sensitive information about user interactions even when that is

not the intent. This is the context for the privacy and security discussion in RQ4.
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2.7 Closing summary

Chapter 2 explains how logs, metrics and traces give visibility in modern microservice
systems. Span structure and context propagation show how requests move across
services. The chapter covers sampling strategies and where in the pipeline they can
be applied and the trade-off between resource use and observability. It also lists
privacy and security practices for telemetry, such as collecting only what is needed,
filtering out sensitive fields, controlling and auditing access and setting retention
for stored data. Related work gives context to the thesis through existing empirical
overhead measurements, sampling strategy research and observability surveys.

Observability is a set of design choices such as what to instrument, how to
structure spans, how to sample and how to protect telemetry through its lifecycle.
Observability should be measured, developed and revisited as systems and data
regulations evolve. These concepts are explored more in later chapters.

Chapter 3 defines the research design used to measure tracing overhead and eval-
uate sampling strategies in Kubernetes-hosted Go services. It specifies the research
questions and the methods used to design the experiments. Chapter 4 then describes
the experimental setup in detail, including the system under test, infrastructure en-

vironment, workload generation and sampling strategy implementations.



3 Research Design

3.1 Research Questions

This chapter describes the research approach used to measure the performance over-
head of distributed tracing and to compare different sampling strategies in Go-based
microservices running on Kubernetes. The goal is to provide a clear and repeatable
process that builds on the concepts from Chapter 2 and produces interpretable re-
sults. The experimental design is based on established guidelines for conducting and

reporting controlled software engineering experiments [41], [42].

RQ1. What overhead does distributed tracing introduce compared to a no-tracing

baseline for a Go microservice on Kubernetes?

RQ2. How do sampling strategies change overhead and diagnostic value under com-

parable load?
RQ3. Is it feasible to have adaptable sampling strategies?

RQ4. What privacy and security trade-offs follow from these configurations, based

on the experimental results and existing literature?

Operational notes. Overhead refers to the increase in response time, reduction in
throughput and higher CPU and memory usage compared to running the same ser-

vices without tracing enabled. Because diagnostic usefulness is difficult to measure
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directly, practical checks are used instead: whether traces are complete, whether
errors have traces attached and whether key attributes are present. Section 3.3 lists
the specific metrics used to measure both overhead and diagnostic value.
Measuring a system can affect its behavior, so the influence of instrumentation is
accounted for when interpreting the results [43]. Chapter 4 describes the system un-
der test, the test environment, the workloads used, and how each sampling strategy

was implemented.

3.2 Experimental Factors and Variables

This section lists what is tested during the research, what tools are used and what
measurements are expected. The aim is to keep the factors small and clear so results

are easy to compare with each other.

3.2.1 Factors in the experiment

Sampling strategy None (baseline measurement), head sampling, parent-based
sampling and adaptive sampling. The baseline shows the natural performance
of the service without tracing. Head sampling keeps a fixed percentage of
requests based on trace ID. Parent-based sampling follows parent span deci-
sions when available. Adaptive sampling adjusts the sampling rate based on
events in the service (e.g., increased rate in sampling when errors occur). The

adaptive logic was developed as part of this thesis.

Sampling rate The sampling rate is set to one of six fixed values: 1%, 5%, 10%,
30%, 50% and 100%. These are configured using the OpenTelemetry Go SDK’s

built-in samplers.

Load level Low, medium and high request rates with fixed patterns per level.
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Payload size Small vs. large to test how message size interacts with tracing over-

head.

Each run changes one of the above where possible. When two factors change

together (e.g., strategy and rate), the combination is treated as one configuration.

3.2.2 Measured outcomes

Service performance Latency (p50, p95, p99), throughput, HTTP error rate,

CPU and memory.

Observability pipeline Collector resource usage available from the observability

stack.
Tracing backend Ingest rate, storage writes and dropped span counts.

Network Egress bytes and overall network usage

3.2.3 Conditions

e Fixed Kubernetes version, node type, kernel and container images.
e Resource requests/limits set and unchanged and autoscaling disabled.

e Time sync enabled on all nodes, meaning identical deployment workflow for

all runs.
e Load profiles taken from the middle of a test run.

e One code branch and image tag for the service, meaning configuration via

values files only.
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3.2.4 Experiment Matrix and Run Order

The experiment matrix is built from combinations of sampling strategy x load level

x workload endpoint.

Baseline 1 sampling strategy x 3 load levels x 5 endpoints = 15 configurations.

Head sampling 6 rates (1%, 5%, 10%, 30%, 50%, 100%) x 3 load levels x 5

endpoints = 90 configurations.

Parent-based sampling 5 rates (1%, 5%, 10%, 50%, 100%) x 3 load levels x 5

endpoints = 75 configurations.

Adaptive sampling 4 base rates (1%, 10%, 30%, 50%) x 3 load levels x 5 end-

points = 60 configurations.

Total: 240 unique configurations.

The adaptive configurations use different base rates but the rate can shift up
during a run when errors or latency thresholds are hit. Each configuration was run
twice to reduce noise in recorded values. Adaptive configurations were run three

times since they showed more variation between runs than the static strategies.

3.3 Metrics and Data Collection

This section describes the metrics collected during the experiments and how they
were processed for analysis. Measurements covered the service under test, the Ku-
bernetes environment, the load generator and the trace backend. To ensure con-
sistency, only data from the 10-minute measurement window was included in the
analysis. Prometheus scraped metrics every 15 seconds and all raw data was saved

for analysis. [13]
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3.3.1 Service-Level Metrics

Service-level metrics capture the direct impact of tracing on request handling and

mstrumentation:

Latency and throughput Request duration (p50, p95, p99) and response rates,
measured via server-side Prometheus histogram metrics and cross-checked

against load generator throughput counters.

Error rate Proportion of HI'TP 5xx and timeout responses, also used to confirm

adaptive sampling triggers.

Trace volume Number of spans ingested by the trace backend, verifying that the

intended sampling rates were applied.

3.3.2 System-Level Metrics

System metrics were collected from Kubernetes to quantify resource overhead:

CPU utilization Per pod and per node, with focus on the instrumented service

pods.

Memory usage Container working set memory of service pods, as reported by
cAdvisor via the Kubernetes metrics API, reflecting the additional memory

footprint of instrumentation and span buffering.

Network usage Outbound traffic from service pods to the collector, measuring

export overhead.
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3.3.3 Load Generator Metrics

The load generator (hey) was used to send requests to the service endpoints. Achieved
throughput was confirmed through the rps_total and rps_2xx Prometheus metrics
to verify that the generator sustained the configured RPS levels. Request latency was
measured server-side via Prometheus histogram percentiles (p50, p95, p99) rather

than from client-side generator summaries [43].

3.3.4 Trace Backend Validation

The trace backend (Tempo) was monitored to validate end-to-end correctness:

Sampling confirmation Comparison of expected vs. observed sampling rates via

ingested span counts (tempo_ingest_spans, tempo_traces_created).

Export reliability Detection of dropped spans at the backend (tempo_spans_dropped),
ensuring overhead results reflect actual tracing activity. Collector-internal
metrics such as queue depth and exporter error counters were not available
since the collector was not configured to expose them to Prometheus, and are

not included in this analysis.

3.3.5 Data Processing and Quality Control

All metrics were aggregated over the 10-minute measurement window, using medians
and 95th percentiles for latency and throughput and mean values for CPU, memory
and network utilization [44].

After collecting the data, runs were checked for large variances between runs
of the same configuration. Runs with incomplete data (e.g., missed scrapes) or
unusually high variance were excluded. Only data from the middle of the runtime
was used to cut out any startup or shutdown period data that would not represent

normal workload. The data points from all runs of the same configuration were then
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averaged into a single mean value per metric, which was used as the comparison value
for that configuration. These averages were then compared against each other to

evaluate differences in overhead for each sampling strategy.

3.3.6 Summary of Metrics

Table 3.1: Summary of metrics collected during experiments.

Metric Source Purpose

Latency (p50, p95, p99) Service (Prometheus histograms) Measure request latency and baseline overhead
Throughput Service (Prometheus), load generator Measure sustained request rate under load

Error rate Service logs, load generator Validate adaptive sampling triggers and stability
Trace volume Trace backend (Tempo) Confirm sampling configuration and volume reduction
CPU utilization Kubernetes (per pod/node) Quantify processing overhead from instrumentation
Network usage Kubernetes (service pod) Measure export overhead to collector

Achieved request rate Load generator, Prometheus Verify load generator maintained target RPS

Dropped spans Trace backend (Tempo) Detect span loss and validate pipeline reliability




4 Experimental Setup

This chapter describes the technical components and configurations used to execute
the experiments defined in Chapter 3. It covers the test service implementation,
infrastructure environment, workload generation procedures and the specific sam-
pling strategy implementations. Together, these elements form the experimental

apparatus that enables controlled measurement of tracing overhead.

4.1 System Under Test

The test service is a Go HTTP application with OpenTelemetry instrumentation,
designed to represent typical microservice workloads. The service provides multiple
endpoints that simulate different workload types and resource usage patterns. It
also includes custom adaptive sampling logic to implement dynamic sampling ratios

based on different statuses of the query endpoints.

4.1.1 Service Endpoints

The service exposes five primary endpoints for testing load:

/api/basic Lightweight computation representing standard business logic. It counts

the sum of squares from 0 to 999 to add calculation processes.

/api/large-payload Configurable payload generation to test memory and network

impact. The default is 100 KB.
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/api/long-running Simulated slow operations for timeout and span duration test-

ing. Applied 1 to 5 second timeout.

/api/deep-spans Nested span creation to evaluate tracing overhead with call tree.

Set span level 5 in the service.

/api/cpu-intensive CPU-intensive workload that uses prime calculation to test

resource utilization.

The service also comes with additional endpoints that provide service status and

monitoring;:
/health Service health status and tracing configuration.

/config Current configuration in JSON format.

/adaptive-metrics Real-time adaptive sampling metrics (only when using the

adaptive strategy).

4.1.2 Tracing Configuration

The service supports runtime configuration via environment variables that map to

the experimental factors. These are set before each test run:

TRACING ENABLED Boolean to enable/disable all tracing from the service.

Baseline resource usage is tested with tracing disabled.

SAMPLING STRATEGY Options: always_on, always_off, traceidratiobased,

parentbased_traceidratiobased, adaptive.
SAMPLING RATE Float64 value (0.0-1.0) for probabilistic sampling rates.

COLLECTOR_ ENDPOINT OTLP HTTP endpoint for trace export.
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The service uses OpenTelemetry Go SDK v1.19.0 with HTTP instrumentation
via otelhttp. Spans include standard semantic conventions and custom attributes
to classify each operation.

The adaptive sampler was built to test whether runtime logic for adjusting the
sampling rate affects overhead in Go services. For this, additional configuration

parameters control the adaptation behavior:
ADAPTIVE BASE RATE Starting sampling rate (default: 0.05).
ADAPTIVE ERROR_BOOST Multiplier for error conditions (default: 3.0).

ADAPTIVE LATENCY THRESHOLD Latency threshold in milliseconds
(default: 1000).

ADAPTIVE LATENCY BOOST Multiplier for high latency (default: 2.0).

ADAPTIVE UPDATE INTERVAL Rate recalculation interval in seconds
(default: 30).

ADAPTIVE MAX RATE Maximum allowed sampling rate (default: 1.0).

Note: adaptive sampling does not allow the sampling rate to drop below 0.01,

ensuring that some traces are always collected.

4.1.3 Deployment Configuration

Container images are built from a fixed Dockerfile and deployed to a Kubernetes
cluster using manifests. The Dockerfile and deployment manifests are provided in
the appendix of this research. The service runs with fixed resource requests and
limits to ensure consistent baseline performance. These limits are set to avoid "out
of memory" errors and prevent worker nodes from evicting services. No horizontal
or vertical autoscaling is enabled during experiments. The worker nodes host other

services in parallel with this test service.
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4.2 Environment and Infrastructure

The test environment uses a managed Kubernetes cluster to provide realistic deploy-
ment conditions while maintaining experimental control. This cluster hosts other
services outside of this research, but the experiments have dedicated compute re-
sources inside the cluster. Supporting services such as the observability stack will

not be changed during the experiments to keep conditions consistent.

4.2.1 Kubernetes Cluster

The cluster uses a Rancher-managed Kubernetes setup running v1.33.3+rke2r1
with one worker and one master. The cluster infrastructure consists of virtual ma-
chines hosted in VMware vSphere. Cluster scaling is managed through Rancher
which is a centralized Kubernetes management platform [45].

The nodes are uniform: 4 vCPU, 8 GB RAM, Ubuntu 24.04 LTS. The kernel
version is 6.8.0-35-generic and containerd v2.0.5-k3s2 is used for container
runtime [46].

The cluster uses Cilium as the Container Network Interface (CNI). Cilium pro-
vides eBPF-based networking and also provides good observation tools and security
policies [47]. The cluster also uses Traefik v2.2 as the ingress controller and load
balancer [48].

This infrastructure was set up to mimic a production-like environment with real-
istic networking and load balancing while maintaining experimental control through

virtualization (vSphere) and centralized management (Rancher).
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4.2.2 Observability Stack

Grafana Alloy v1.10.1 [49] is deployed as a DaemonSet for service log collection
from worker node. Alloy is a telemetry collection agent that aggregates container
logs from all pods on the worker and ships them to Loki v3.5.5 for log storage [50].
Loki is a log aggregation system that stores log data in object storage while only
indexing metadata. This reduces storage costs.

Application traces are sent from the Go service to Grafana Tempo [17] via OTLP
HTTP endpoints. Grafana Tempo v2.8.2 works as the tracing receiver. The ser-
vice exports traces directly to Tempo without intermediate processing, keeping the
pipeline simple. Tempo stores the traces in a dedicated volume.

This architecture separates infrastructure monitoring from application tracing,
so that tracing overhead can be measured without interference from metric collection
and processing. This separation is also used in modern observability stacks where
logs, metrics and traces have their own pipelines.

Metrics are collected from the Go service with the use of Prometheus [13] v2.45. 3.
Prometheus is a time-series monitoring system that uses a pull-based model to col-
lect metrics from services and infrastructure components. It stores metrics in a
local time-series database and provides PromQL for querying and alerting based
on collected metrics. Retention is set to 7 days during experiments, with auto-
mated cleanup afterward to free up space while keeping enough data for analysis.

Prometheus is configured to scrape metrics from all components every 15 seconds.
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Grafana v10.2. 1 serves as the visualization and dashboard platform [51]. Grafana
provides visualizations and data source integrations for metrics, logs and traces. It
connects to Prometheus for metrics visualization, Loki for log exploration and Tempo
for trace analysis. Grafana can also be used for alerting but that is not relevant for
the experiments. Custom dashboards are configured to monitor experimental met-
rics, service performance and infrastructure health during test execution. In this

thesis, Grafana is used to verify that the experiment’s core services are stable.

4.2.3 Version Control and Deployment

All infrastructure services are version-controlled in GitHub repositories with GitOps
deployment handled through pipelines. GitHub serves as the centralized version
control system where infrastructure configurations are maintained and tracked. Any
changes to infrastructure components are handled through GitHub.

The Go service used in this thesis is maintained in a separate repository with
independent versioning. Service code changes are pushed to GitHub, after which a
Docker image is built and tagged based on the service iteration. Other versioning
schemes are not needed.

This separation allows independent versioning on the test service while main-
taining stable infrastructure versions throughout the experiment. All configuration
changes and experiment parameters are tracked through Git commits. This ensures

reproducibility of the experiments and keeps track of any changes made.
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4.3 Workload Generation and Test Execution

Load generation with Hey simulates realistic HI'TP traffic while keeping runs re-
peatable. The goal is to apply controlled load to the service endpoints to see how
different request volumes and patterns affect tracing overhead.

The following subsections describe the load generator setup, execution timeline,

request patterns and deployment considerations in more detail.

4.3.1 Load Generator Configuration

The experiment uses hey v0.1.4 as the HTTP load generator [52]. Hey is a
lightweight Go-based tool capable of sustaining fixed request rates with minimal
overhead on the client side. This makes it ideal for this experiment as it generates
stable request patterns without significant variance from the client side.

Three load levels used in the experiment:

Low 50 requests per second (RPS) in total.
Medium 500 RPS in total.

High 1000 RPS in total.

These levels target different operational conditions: low load establishes baseline
overhead, medium load reflects typical service behavior and high load pushes the

system toward saturation, where the impact of tracing overhead is most pronounced.



4.3 WORKLOAD GENERATION AND TEST EXECUTION 35

4.3.2 Test Execution Timeline

Each run follows a timeline to ensure consistency across configurations:

0-2 minutes: service deployment, runtime start and health checks for the

service.

2—4 minutes: warm-up period to allow the service to stabilize.
e 4-14 minutes: measurement window of 10 minutes.

e 14-16 minutes: metrics export.

The total duration of a single run is 16 minutes. Focusing on the 10-minute
window after warm-up avoids startup effects and produces data that is reliable for

analysis.

4.3.3 Request Patterns and Endpoint Isolation

Traffic is directed to one endpoint at a time so the tracing overhead of each operation
can be measured in isolation and without interference. This avoids overlap between
workloads and makes it possible to directly link performance differences to endpoint
behavior.

Endpoints used in testing:

/api/basic Lightweight computation with very small JSON payloads (<1 KB).

/api/large-payload Configurable payload generation, defaulting to 100 KB re-

sponses.
/api/long-running Simulated slow operations with fixed delays (1-5 seconds).
/api/deep-spans Requests generating nested spans (five levels deep).

/api/cpu-intensive CPU-bound operations such as prime calculation.
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Request design characteristics:

e Deterministic payloads: fixed JSON structures remove variance from serial-

ization.
e Consistent timing: open-loop generation prevents latency feedback.
e Reproducible content: identical request bodies across test iterations.

e Minimal client overhead: simple HTTP requests without authentication or

session state.

This design makes it possible to observe how different workload types interact
with tracing instrumentation and to identify which patterns are most sensitive to

sampling strategies and overhead.

4.3.4 Load Generator Deployment

To run hey next to the Go service, a test pod is deployed in the same namespace
and worker node. This pod image is a minimal Alpine Linux environment with hey
installed in it. All requests to the experimental service are run through this test
pod over Cilium CNI network.

The location of the test pod removes any variables from external networking
and ensures that latency between the client and service remains consistent across
experiment runs. To prevent overuse of resources on the worker, the load generator

pod is given fixed resource allocations.

4.4 Sampling Strategy Implementation

This section defines the specific sampling configurations tested in the experiment.
The theoretical sampling approaches that were introduced in Chapter 2 are imple-

mented in OpenTelemetry so that their overhead can be measured and compared.
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Each strategy has a trade-off between observability and system resource usage. This

makes it possible to compare their effects side by side.

4.4.1 Baseline Configuration (No Tracing)

The baseline configuration disables all tracing instrumentation to give a benchmark
on the service performance. No spans are created and telemetry is not exported to
Tempo. This captures the natural performance characteristics of the service without
interference from instrumentation.

This configuration is applied by disabling tracing in the application configuration,
relying on no-operation (noop) implementations that OpenTelemetry provides. The
noop tracer creates placeholder objects that perform no actual work, ensuring that

instrumentation code paths remain unchanged while eliminating tracing overhead.

4.4.2 Head Sampling Configurations

Head sampling decides whether to record a trace when a request first enters the
system. This is done using OpenTelemetry’s TraceIDRatioBased sampler, which
makes a decision based on the trace ID. The sampler takes the 64-bit trace ID and
applies a hash to it. It then compares the trace ID against the configured sampling
strategy. This ensures that the same trace ID always produces the same decision.
Head sampling works like a reproducible "coin flip" controlled by the trace ID.
The configured sampling rate sets how often that "flip" comes up "trace this." For
example, at a 1% rate, roughly one out of every hundred requests will be traced.
Because the decision is made only once at the start of the trace, every span be-
longing to that trace either gets recorded or not. This makes overhead predictable.
Instrumentation costs remain constant since spans are always created, while export

and storage costs scale with the number of traces sampled and transmitted.
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The configurations used in experiments are:

1% SAMPLING_STRATEGY=traceidratiobased, SAMPLING_RATE=0.01
5% SAMPLING_STRATEGY=traceidratiobased, SAMPLING_RATE=0.05
10% SAMPLING_STRATEGY=traceidratiobased, SAMPLING_RATE=0.10
30% SAMPLING_STRATEGY=traceidratiobased, SAMPLING_RATE=0.30
50% SAMPLING_STRATEGY=traceidratiobased, SAMPLING_RATE=0.50

100% SAMPLING_STRATEGY=always_on, SAMPLING_RATE=1.0

4.4.3 Parent-Based Sampling Configuration

Parent-based sampling makes its decision by looking at the parent span if one is
present. When a request enters the service with an existing trace context, the
sampler inherits the parent’s decision. If the parent was sampled, all child spans
are sampled. And if the parent was dropped, the children are also dropped. This
ensures that the trace remains consistent through services.

For requests that start a new trace (root spans), there is no parent decision
to follow. In this case, OpenTelemetry’s ParentBased sampler falls back to a
TraceIDRatioBased policy, using the same hash-based comparison described in Sec-
tion 4.4.2.

Tested rates for parent-based: 1%, 5%, 10%, 50% and 100%. The 100% con-
figuration was included to compare parent-based behavior against always-on head
sampling, even though for single-service entry points the two strategies produce the

same sampling decisions.
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This strategy captures how parent—child relationships affect the sampling out-
comes. Compared to pure head sampling, it avoids inconsistent recording of spans
across services. The experiments measure whether this has any additional overhead

compared to independent head-based decisions.

4.4.4 Adaptive Sampling Configuration

Adaptive sampling uses a custom sampler that dynamically adjusts rates based on
real-time service conditions. The sampler recalculates the sampling value every 30
seconds and applies multipliers when error rates or latencies exceed values set in
the configuration. The maximum sampling rate is 100%. This allows the system
to capture more traces during conditions that are not normal to the service while
keeping overhead low on normal runtime.

Key configuration parameters:

Base rates 1%, 10%, 30% and 50%.
Update interval 30 seconds.
Error multiplier x3 when HTTP errors are detected in the service.

Latency threshold 1000 ms, with a x2 multiplier applied when exceeded.

Adaptive sampling changes behavior during the service runtime. It adds some
constant cost for monitoring conditions and overhead can increase temporarily when

errors or slow requests trigger higher sampling rates.
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4.4.5 Configuration Matrix and Test Combinations

The experiment design combines sampling strategies with workload types and load
levels to give ample data on overhead comparison.

Workload endpoints in the experiment:
e /api/basic (lightweight requests)
e /api/large-payload (network and memory heavy)
e /api/cpu-intensive (compute heavy)
e /api/long-running (latency sensitive)
e /api/deep-spans (nested span hierarchy)
Load levels:
Low 50 requests per second (RPS)
Medium 500 RPS
High 1000 RPS
Sampling strategies:
Baseline No tracing (1 configuration).
Head sampling 1%, 5%, 10%, 30%, 50% and 100% rates (6 configurations).
Parent-based sampling 1%, 5%, 10%, 50% and 100% rates (5 configurations).

Adaptive sampling Four base rates (1%, 10%, 30%, 50%) with dynamic boosting

(4 configurations).
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Below is the configuration matrix:

Table 4.1: Experiment configuration matrix.

Strategy Rates Loads Endpoints Total
Baseline 1 3 5t 15
Head sampling 6 3 5 90
Parent-based 5 3 ) 75
Adaptive 4 3 5 60
Total 240

Each configuration was run twice to capture any variation between experiment
runs. Adaptive configurations were run three times since the dynamic capturing &
value changes can have more variation between runs than the static strategies. This
gives approximately 240 experiment runs in total. After the data has been captured,
any large variances between runs were identified, and only data from the middle of
the runtime was used to cut any warm-up or shutdown period data that did not

represent the experiment.



5 Results and Analysis

This chapter goes through the results from the experiments described in Chapter 4.
The analysis follows the research questions from Chapter 3. For RQ1 to RQ3 it
means analysis on measured data. RQ4 on the other hand is structured a bit dif-
ferently since the experiment results are used to analyze the privacy and security
aspects of different tracing configurations.

Load was generated with fixed configurations using hey. The actual numbers
reflect what the service could sustain during runtime rather than the configured
target request rate. All overhead percentages are calculated relative to the baseline
achieved requests per second (RPS). This means that if the service could not keep
up with the target RPS, that shows up as a capacity limit on the service side and

not as a data quality issue.
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5.1 Research Question 1

5.1.1 Endpoint Selection

Two endpoints were selected for this research question: api-basic and api-cpu-intensive.
These endpoints can be considered as the lightest and heaviest workloads in the test
suite in terms of resource usage. The resource usage of the other endpoints (large-
payload, deep-spans, long-running) fell between api-basic and api-cpu-intensive.
This is a simplification but it keeps the results subsection more manageable and does

not affect the analysis of the gathered data.

5.1.2 CPU Overhead

CPU Overhead for Basic Endpoint
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Figure 5.1: CPU overhead for api-basic endpoint with configured sampling rates.
Figure shows percentage increase in CPU usage relative to baseline (0% sampling)

at different load levels (50, 500, 1000 RPS).
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CPU Overhead for Cpu Intensive Endpoint
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Figure 5.2: CPU overhead for api-cpu-intensive endpoint with configured sampling
rates. Despite higher CPU usage, overhead percentage follows the same pattern as

api-basic endpoint.

Figures 1 and 2 show how CPU overhead from tracing scales with the sampling rate
for both lightweight and CPU-heavy workloads. CPU usage in terms of total usage
is very different between the two endpoints but the relative overhead that tracing
adds follow a pattern in both cases.

For api-basic (Figure 1), CPU overhead goes up roughly linearly with the sam-
pling rate. At low rates (1-10%), the overhead stays below 10% across all load
levels. At 100% sampling it climbs to around 18-22% depending on the request
rate. This makes sense because the endpoint itself does little computational work
so the resource cost of creating and exporting spans becomes more visible relative
to the baseline.

The api-cpu-intensive endpoint (Figure 2) shows a different picture. The rela-
tive overhead stays below about 6% even at full sampling. The reason is that the

endpoint already uses a lot of CPU for its computation, so the tracing cost gets



5.1 RESEARCH QUESTION 1 45

mitigated by the larger baseline CPU usage. This indicates that tracing overhead
becomes less significant as the workload itself gets heavier.

Across both endpoints and all load levels, CPU overhead scales smoothly with
the sampling rate. There are no sudden spikes. This shows that tracing does add
resource cost but it stays predictable. Lightweight endpoints feel it more at high
sampling rates while compute-heavy workloads mitigate the resource usage.

No configuration caused the service to become unstable or run out of resources.
Memory usage stayed flat across all sampling rates. It shows that in Go services,
tracing overhead can be controlled with sampling without affecting core perfor-

mance.

5.1.3 Request Latency

Request latency (p95 and p99, the 95th and 99th response time percentiles) was
also measured for all configurations. Figures 5.3 and 5.4 show the results for the
two representative endpoints.
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Figure 5.3: p95 and p99 request latency for api-basic from all configured sampling
rates and load levels. Both percentiles stay close to the no-tracing baseline regardless

of configurations.
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Request Latency: api-cpu-intensive
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Figure 5.4: p95 and p99 request latency for api-cpu-intensive all configured sampling
rates and load levels. At the highest load and sampling rate combinations, p99
rises slightly as the service approaches CPU-usage limitation but the increase stays

consistent between test runs.

For api-basic, p95 and p99 stay within a small margin across all configured sam-
pling rates and load levels. Tracing does not seem to produce any measurable latency
increase for this lightweight workload. For api-cpu-intensive, p99 rises slightly at
the highest load and sampling configuration combinations as the service approaches
high CPU-usage but there is no evidence of anything being unstable. None of the

configurations produced anomalous latency, so the analysis remains valid.

5.2 Research Question 2

5.2.1 Scope and Context

This subsection builds on the baseline overhead analysis from RQ1. RQ2 is based
on the question of whether the sampling strategy used in tracing affects resource
usage overhead. The comparison used in this subsection is between head-based and
parent-based sampling.

The similar results between the two strategies are partly explained by the single-
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service setup. As discussed in chapter 2, parent-based sampling works by inheriting
the sampling decision from an incoming trace header. In a multi-service system
this is what keeps a trace consistent through its lifecycle, but in this experiment
there are no incoming parent spans. This means that every request starts a new
root span. When that happens, parent-based sampling falls back to the same Tra-
celDRatioBased decision as head-based sampling. The architectural difference only
shows up when sampling decisions need to carry over from one service to another.
The following subsections compare the resource overhead of head-based and
parent-based sampling across CPU usage, memory consumption, request latency
and network egress. The goal is to determine whether the choice of sampling strat-
egy produces any measurable difference in overhead, independently of the sampling

rate applied.

5.2.2 Experiment Overview

The same five workload endpoints as in RQ1 were tested:
e api-basic: lightweight request processing
e api-cpu-intensive: CPU-heavy workload
e api-deep-spans: deep span hierarchy

e api-large-payload: increased network usage

api-long-running: requests with longer processing time

Each workload was tested at three load levels (50, 500 and 1000 requests per

second) and six sampling rates (1%, 5%, 10%, 30%, 50% and 100%).
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5.2.3 CPU Usage

From all of the configured workloads and load levels, CPU usage does not show
much difference between head-based and parent-based sampling. Both strategies
have a similar usage pattern. CPU goes up with the request rate and sampling rate
as expected from the RQ1 findings, but the strategy itself does not seem to matter.

There are some small differences in the high-load and high-sampling runs, but
the differences flip between strategies and do not grow consistently with load or
sampling rate. This looks like normal variance between runs.

For CPU-heavy workloads the workload itself uses most of the CPU, and for
slow workloads like api-long-running the CPU usage is low by design. In both cases,
changing the sampling strategy has little noticeable effect on CPU usage.
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Figure 5.5: CPU usage as a function of sampling rate for the api-basic workload
at 50, 500 and 1000 requests per second, comparing head-based and parent-based

sampling.
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CPU Utilisation - api-cpu-intensive
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Figure 5.6: CPU usage as a function of sampling rate for the api-cpu-intensive
workload at 50, 500 and 1000 requests per second. Application CPU dominates over

any sampling strategy effects.

5.2.4 Request Latency

Request latency stays the same between the two strategies. For fast endpoints, p95
and p99 are stable across all sampling rates. The sampling decision does not affect
the request path in any measurable way.

At high request rates on the CPU-intensive workload, there is some minor p99
variability as the service gets close to saturation. But this hits both strategies
equally and without a consistent direction. For delay-dominated workloads like api-
deep-spans and api-long-running, the injected delays dominate the latency numbers
completely, so any sampling-related effect is invisible.

In short, parent-based context propagation does not add any latency compared

to independent head-based decisions.
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Request Latency - api-cpu-intensive
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Figure 5.7: p95 and p99 request latency for the api-cpu-intensive workload across

sampling rates and load levels. Both strategies show the same tail-latency behavior.

5.2.5 Memory Usage

Memory usage stays flat across sampling rates and load levels. Memory use stays

within roughly 0.5 MiB across all experiment configurations.

5.2.6 Network Egress

Network egress scales with request rate and sampling rate, which makes sense since
more sampled spans means more data exported to the backend. Higher sampling
rates produce more network traffic.

Head-based and parent-based sampling have nearly the same network egress
usage. The occasional small deviations can be attributed to normal variance in the
data. This confirms that the cost of exporting traces depends on how many are

sampled and not on which strategy is used to make the decision.

5.2.7 Throughput

Throughput is the number of successful requests per second the service actually han-

dled. Both strategies achieve the same throughput at every load level and sampling
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rate. Small differences at high load reflect the workload itself and not the sampler.

Compute-heavy endpoints are affected by CPU limitations and long-running ones

are bound by their artificial delays.
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Figure 5.8: Achieved throughput for the api-basic workload under increasing sam-

pling rates and load levels. Head-based and parent-based sampling show comparable

capacity.

5.2.8 Trace Completeness

Both sampling strategies produced complete traces in every run. No spans were
dropped and trace volume matched the configured sampling rates during experiment
runs. This confirms both samplers work as intended.

As stated in other chapters, the sampling decision only matters when services
make calls to other services. Head-based sampling lets each service decide indepen-
dently, which can leave traces incomplete in a multi-service setup. Parent-based
sampling inherits the parent’s decision so the full trace is either sampled or not.

This experiment did not include calls to other services but the propagation be-
havior is the main reason to prefer parent-based sampling in a distributed system.

The key finding here is that this consistency comes without any visible resource

overhead.
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5.2.9 Summary and Implications

The results from RQ2 show that head-based and parent-based sampling perform the
same across all measured metrics which were CPU, latency, memory, network and
throughput. There seems to be no penalty for using parent-based sampling.

This means that the choice between the two sampling strategies should be based
on architectural needs rather than performance concerns. For multi-service plat-
forms where visibility into calls between services is needed, parent-based sampling
gives that without noticeable overhead in resource usage.

This also sets up the comparison for RQ3, which looks at whether adaptive
sampling is feasible without breaking this predictable overhead profile. Adaptive
sampling will be using logic where sampling rate changes based on runtime condi-

tions.

5.3 Research Question 3

This subsection looks at whether adaptive sampling can be implemented and run
in a Kubernetes-hosted Go microservice. The idea is to see if the span rate can be
adjusted by checking if there are any error events inside the service.

Usability is evaluated from three angles: if the sampling behavior stays stable, if
the service performance is affected and whether adaptive sampling adds observability
when the service encounters error events. The data captured from adaptive sampling
is compared with data from head-based sampling at the same configured experiment

rates.

5.3.1 Effective Sampling Behavior

The adaptive sampler built into the Go service dynamically adjusts its rate based

on observed error rates inside the service. It recalculates the sampling value every
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30 seconds. To check whether this produces predictable behavior, the actual span
ingestion rate was compared against the configured base sampling rate from head-

based strategy.

Spans Ingested per Second: Adaptive vs Head-Based (500 rps)
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Figure 5.9: Spans ingested per second for adaptive and head-based sampling at 500
requests per second. Each panel shows a separate endpoint workload. Adaptive
sampling produces more spans at every rate above 1%, with the gap widening con-

sistently as the base rate increases.

At low base rates (1%), adaptive and head-based sampling produce almost the
same span volumes. As the base rate goes up, adaptive sampling starts to produce
a higher sampling rate compared to head-based. This is expected since the adaptive
span multipliers kick in when errors are crossed, pushing the span & trace rate above
the configured base.

The increase stays consistent across endpoints and load levels. No variations or

sudden jumps in the rate were observed during the measurement window.

5.3.2 Span Volume and Backend Impact

Since adaptive sampling ends up with a higher effective rate, it also sends more

spans to the tracing backend.
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Cost vs Benefit: Adaptive vs Head-Based (500 rps, averaged across endpoints)
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Figure 5.10: CPU usage and span yield for adaptive versus head-based sampling at
500 requests per second, averaged across all endpoints. The left panel shows that
CPU cost in cores stays nearly identical between strategies at every sampling rate.
The right panel shows the span yield advantage of adaptive sampling, which reaches

approximately 50% at rates of 10% and above.

The difference is most visible at higher base rates (30% and 50%). Head-based
sampling scales proportionally with the configured rate as expected. Adaptive sam-
pling produces a steeper increase because the multipliers push the effective rate
higher.

No span drops or exporter errors were observed under any of the experiment
configurations. Tempo as the tracing backend handled all the span volumes without

issues during the experimental runs.

5.3.3 Application-Level Performance

CPU usage was compared across adaptive and head-based configurations to see

whether the dynamic rate adjustments add overhead to the service itself.
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CPU Utilisation: Adaptive vs Head-Based (500 rps)
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Figure 5.11: CPU usage in cores for adaptive and head-based sampling at 500
requests per second, split by endpoint. Both strategies follow each other closely

within each workload group across all tested sampling rates.

Across all workloads and request rates, CPU usage is driven by the endpoint
characteristics rather than the sampling strategy. Within each workload group,
adaptive and head-based sampling show comparable CPU numbers. The differences
fall within normal run-to-run variance and do not point in a consistent direction.

Latency percentiles (p95 and p99) also stay stable across strategies. No latency
increases were observed that would come from just adaptive sampling. Memory

usage stayed around the normal ranges across all experiment configurations.
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Request Latency (p95): Adaptive vs Head-Based
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Bars are equal — adaptive sampling introduces no additional request latency.

Figure 5.12: p95 request latency for adaptive and head-based sampling at 30%
sampling rate and 500 requests per second. The bars are equal across all four
endpoints, confirming that adaptive sampling adds no measurable latency overhead

compared to head-based sampling.

The results confirm that the adaptive sampler does not add measurable overhead
to the application compared to static head-based sampling. The computation it does
to check the service condition and recalculate the sampling rate every 30 seconds is

not noticeable.

5.3.4 Diagnostic Coverage

To check whether adaptive sampling actually helps with diagnostics, the span amount
delivered was compared against head-based sampling at the same configured base
rate. Figure 5.10 shows this directly: at rates of 10% and above, adaptive sampling
captures approximately 50% more spans per second without adding CPU cost. More
spans means a higher chance that the requests worth investigating actually have a

trace recorded against them.
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CPU Utilisation: Adaptive vs Head-Based Across Load Levels
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Figure 5.13: CPU usage in cores averaged across endpoints as a function of sampling
rate at 50, 500 and 1000 requests per second. Adaptive and head-based sampling
remain comparable across all load levels, showing that overhead does not change

radically with the applied request rates.

When error conditions triggered adaptive multipliers, the effective sampling rate
increased above the configured base. This means that those events were more likely
to have a trace recorded against them compared to head-based sampling at the same
rate. The adaptive design targets exactly the requests where visibility matters.

At higher base rates, adaptive sampling approaches the coverage of the 100%
configuration during abnormal conditions while using a lower overall average rate.
This is the main practical benefit since better visibility into problems is available

without sampling everything all the time.

5.3.5 Feasibility Assessment

In this experiment, feasibility means that adaptive sampling can be deployed without
causing unstable behavior to the service or adding unexpected performance costs.

Based on the experiments:

e The adaptive sampler does not add measurable CPU, latency or memory over-
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head compared to head-based sampling.
e The rate adjustments do not spike and stay within reasonable limits.

e Span volume does increase compared to static sampling at the same nominal

rate, which is expected.

e More visibility into error requests when adaptive triggers are activated.

Within the scope of this single-service experiment, adaptive sampling works and
is feasible to deploy. It helps in gathering spans during error states in the service.
The trade-off is that the backend gets more spans than it would with static sampling
at the same base rate, but the service itself does not suffer from it.

It should be noted that the adaptive sampling rate is done with only the test
service in mind. Different adaptations in other languages might bring different

results.

5.4 Research Question 4

The results from RQ1 through RQ3 showed that tracing overhead stays stable
throughout the different configurations and workloads. Memory usage and latency
did not show noticeable increases regardless of which sampling strategy was used or
how high the sampling rate was set. CPU overhead did increase with the sampling
rate, reaching up to about 20% for lightweight workloads at full sampling.

No spans were dropped and throughput held even at 100% sampling. This is
good from a performance standpoint but it also means that nothing on the system
side stops someone from collecting a large amount of trace data. Running at full
sampling is feasible but what gets stored in the backend becomes a data governance
question rather than a performance issue. Centralized telemetry backends hold

similar kinds of data to audit log and should be treated with the same care [25].
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This subsection goes through the security aspects of different sampling strategies

and tracing in general.

5.4.1 Sampling Rate and Risk of Data Exposure

Telemetry volume scales linearly with the sampling rate, meaning that more sam-
pling means more data sitting in the backend and its storage. Even when nobody
intentionally records payloads, traces carry context such as routes that the service
called, service names and versions, time data, attributes in span and error messages.

When considering tracing in a service, performance should be one factor and
the data gathered another. At low sample rates, the odds of capturing something
sensitive on any given request or workload are small. At 100%, everything is kept

and traced.

5.4.2 Adaptive Sampling and Sensitive Events in Service

RQ3 showed that the adaptive sampler raises the effective sampling rate when it
detects abnormal or error conditions in the service. From a security perspective this
is useful since anomalies are captured in more detail which makes debugging the
service easier.

The problem is that out of the ordinary conditions may often include sensitive
information. Things like failed authentication attempts, authorization errors, input
validation failures and internal exception traces can show up when microservices
talk to each other.

Since everything the sampler decides to capture actually gets stored, boosting
the rate during those events increases the chance of retaining error messages or
contextual identifiers in the tracing backend.

The idea for the adaptive sampler was to capture unexpected behavior. This

unexpected behavior is usually where sensitive data tends to come from. This means



5.4 RESEARCH QUESTION 4 60

that adaptive sampling should be paired with attribute filtering. This way the

amount of sensitive data stored would be minimized.

5.4.3 Centralized Trace Storage and Multi-Tenant Risk

All experiments were run against a centralized Grafana Tempo backend deployed in
the same Kubernetes cluster as the test service. Centralized storage makes corre-
lating traces with the service easy but it also creates a problem with data sitting
in one place. In a system accessed by multiple people, unrestricted access to the
tracing backend could expose sensitive information about the system’s internals.

Even if individual traces would not contain personal data, the combined dataset
reveals information about the system architecture and its operations. This kind of
information could be used to map out the system without the need to search or
analyze the actual services. Causal datasets like provenance records are known to
reveal detailed system relationships and need confidentiality and integrity controls
[26].

Since no spans were dropped during experiments, the backend stored everything
it received. Combined with centralized storage and higher sampling, this increases
how much data could be exposed if the backend is compromised. Retention and
access policies are the main controls here, meaning that those limits have to come

from policy decisions rather than from constraints on the system.

5.4.4 Context Propagation and Topology Exposure

The sampling strategies tested relied on context propagation through traceparent
headers. The overhead was barely noticeable which means that it is possible to
propagate trace context across every service in a cluster. But universal propagation
also means that service relationships become visible throughout the system.

Trace context links requests across microservices, exposes internal service rela-
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tionships and makes it possible to reconstruct full call graphs inside the system.
Trace IDs themselves are not sensitive but predictable or improperly validated con-
text propagation could enable correlation attacks or let an attacker inject trace
context. On top of the identifiers, trace metadata reveals topology. Timing rela-
tionships and span names expose how services are connected even without looking at
payloads. Research has shown that metadata alone can leak structural information
about systems and their communication patterns [21], [30].

Since context propagation costs almost nothing computation wise, it can be
enabled across every service. But doing so means that the internal structure of the
system becomes visible in the traces, including from externally accessible endpoints

if they are connected to the services or system.

5.4.5 Mitigation Mechanisms

Based on the experimental results and the trade-offs described above, there are five

areas where adding control might benefit the security posture of the service:

e Minimizing data: Only record attributes that are actually useful for diag-
nosing problems. The experiments ran fine with a minimal attribute set, which

shows that capturing everything is not necessary to get useful traces.

e Redaction and filtering: Strip or hash sensitive fields before spans leave
the service. This is more of a factor in adaptive sampling since higher error
rates push up the volume of captured traces and those traces are more likely

to contain error details.

e Access control: Tracing backends need access controls so teams can only

query traces from their own services.

¢ Retention policies: Shorter retention windows would reduce long-term ex-

posure without affecting how useful traces are day to day. Since span volume
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scales predictably with sampling rate, cutting retention is one of the more

straightforward ways to limit stored data.

e Sampling as a data control: Sampling rate is also a decision on data
collection. Lower rates reduce how much gets recorded and adaptive sampling

can be scoped to specific endpoints rather than applied to the whole service.

5.4.6 Overall Trade-off Assessment

Higher sampling rates improve observability but increase the amount of metadata
stored in the backend. Adaptive sampling improves visibility into anomalies and
error conditions but also concentrates data capture around sensitive events. Cen-
tralized trace storage simplifies analysis by consolidating data in one location but
it also increases the risk of data exposure. Universal context propagation improves
correlation but reveals service relationships inside the system. These limits are not
enforced automatically by the system. Sampling, redaction, filtering, access controls
and data retention must all be explicitly configured. When controls and filters are

in place, the risks described above are more manageable.



6 Discussion and Conclusions

This chapter summarizes the main findings of the thesis. The chapter also discusses
the limitations encountered and directions for future work. The goal is to put the
experiment results into a broader context and to reflect on what they mean for

practitioners deploying distributed tracing in production environments.

6.1 Summary of Findings

The evaluation of RQ1 showed that tracing overhead is predictable in basic sampling
strategies. CPU usage increases with the sampling rate and reaches around 20% for
lightweight workloads at full sampling. For compute-heavy workloads the relative
overhead is much smaller because the application itself already uses most of the
CPU. Memory usage and latency remained close to the no-tracing baseline across
all configurations. This is notably lower than the 42% CPU overhead reported by
Sandberg [36] and the 71.33% reported by Karkan [35] under always-on sampling.
The difference is likely attributable to the single-service scope and Go’s low-overhead
concurrency model, but the directional finding is consistent: sampling rate is the
primary driver of tracing overhead.

RQ2 compared head-based and parent-based sampling. Both strategies per-
formed similarly across all measured metrics: CPU usage, latency, memory usage,
network egress and throughput. The difference between the strategies is therefore

architectural rather than performance-related. Parent-based sampling keeps traces
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consistent across service boundaries by inheriting the sampling decision from the
parent span. This consistency does not cause measurable overhead. This is con-
sistent with Nou et al. [34], who similarly found that overhead differences between
tracing configurations are driven by sampling rate rather than by the specific sam-
pling strategy used.

For RQ3, a custom adaptive sampler was tested that adjusts the sampling rate
based on error rates and latency inside the service during runtime. It did not add
measurable overhead compared to head-based sampling. When errors in the service
triggered the multipliers, it captured a higher share of those requests than a static
sampler would at the same base rate. The tracing backend handled all the extra
spans without dropping any of them.

RQ4 goes over the privacy and security side of these results. Because tracing
overhead is low, the sampling rate becomes more of a data governance decision
rather than a performance issue. Centralized trace storage holds a lot of metadata.
Context propagation exposes service relationships. The system does not enforce any
limits on its own, so sampling rate, redaction, access control and retention all have

to be configured.

6.2 Discussion

The main finding of these experiments is that tracing overhead in a Go microservice
on Kubernetes is predictable enough to plan around. The tested sampling strategies
all performed at the same service level. This shifts the question away from overhead
and toward which strategy best fits the observability requirements. The decision
comes down to what kind of trace consistency and diagnostic coverage is needed.
Parent-based sampling keeps full traces together when calls go through multiple
services inside the system. It inherits the sampling decision from the parent span, so

a trace is either kept completely or dropped completely. The results show this does
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not introduce measurable additional overhead compared to head-based sampling.
For any multi-service deployment that makes it the more practical strategy.

The adaptive sampler built for this thesis is a simple one. It checks error rates and
latency every 30 seconds and raises the sampling rate when errors occur. Overhead
of running that check was not visible in the CPU or latency measurements. More
advanced systems such as Trastrainer [37] use runtime anomaly signals to adjust
sampling budgets dynamically across multi-service environments. The sampler in
this thesis follows the same principle at a smaller scale: adjusting the rate based
on observed errors and latency without measurable overhead cost. More advanced
versions could use more signals or adjust rates per endpoint, but the basic approach
works and the resource cost was low in the experiments.

The privacy and security side is where risks may be overlooked. Tracing is cheap
to run, which makes it easy to leave at a high sampling rate without considering
what accumulates in the backend. Nothing stops the backend from gathering a large
amount of trace data by default. That means the controls and filters have to come
from policy decisions: what gets collected, how long it is kept and who can query it.
Data governance considerations are often addressed later than the technical aspects
of tracing, and this is worth keeping in mind. [27], [28|.

Compared with previous OpenTelemetry overhead studies, the results of this
thesis support the general conclusion that sampling rate is the primary factor con-
trolling tracing overhead. The measured overhead is lower than in several earlier
studies, which is likely attributable to the narrower single-service scope, the Go
runtime’s low-overhead concurrency model, and the absence of cross-service trace
propagation chains. The contribution of this thesis is therefore not to contradict
earlier work, but to provide a controlled single-service Kubernetes baseline and to
show that adaptive sampling can improve diagnostic coverage without measurable

additional application-level overhead in this setting. The adaptive sampler is con-
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siderably simpler than systems such as Trastrainer [37] and TraceMesh [38], which
target multi-service environments and use richer runtime signals, but the results
point in the same direction: selective sampling decisions add little overhead while

improving the relevance of collected traces.

6.3 Limitations

The experiments ran on a single Go microservice. This makes it easy to isolate
the tracing overhead, but it does not show how things change when spans reach
other services or when sampling decisions propagate through multiple services. In
a real multi-service setup the aggregate overhead and the behavior of parent-based
sampling could look different from what was measured.

The test environment used a dedicated cluster with fixed resource limits and
no autoscaling. Production environments typically carry additional workloads and
share resources across services. These conditions could interact with tracing over-
head in ways that the controlled setup did not have. It is also worth mentioning
that the environment ran on virtualized platforms, which may also be a factor.

The adaptive sampler is a custom implementation made for this thesis. It uses a
simple interval-based check with fixed multipliers. A production version would likely
need more thought. This could be for example per-endpoint settings and some way
to read feedback from the tracing backend.

The tracing pipeline was validated through span counts and drop metrics. Collector-
internal metrics were not available because the collector was not configured to expose
them to Prometheus. Pipeline reliability was assessed based on end-to-end span de-
livery rather than internal collector metrics.

The privacy and security analysis in RQ4 is based on the experimental setup
and existing literature. It was not tested against a real multi-tenant production

environment. The trade-offs described are grounded in the data but how much they
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matter in practice depends on the deployment context.

6.4 Future Work

The most obvious next step is running the same experiments across multiple services.
That would show how overhead adds up along a call chain and how parent-based
sampling behaves when decisions have to carry over service boundaries. It would
also be beneficial to see if the adaptive sampler holds up in multiple services.

Tail-based sampling was not part of these experiments because it needs to buffer
full traces at the collector before making a sampling decision. Adding it would be
useful, especially for setups where the sampling decision depends on what happened
at the end of the request.

The adaptive sampler could be extended to use more signals. Possibilities would
be for example per-endpoint sampling policies, feedback from the tracing backend
on queue or tying the rate adjustment to incident severity from an alerting system
rather than just reading errors and latency from the service itself.

On the privacy side, it would be useful to measure the overhead of specific redac-
tion and filtering implementations in the OpenTelemetry pipeline. Understanding
what attribute processing costs at the SDK or collector level would support the
sampling-focused results in this thesis.

Running the same experiments in other languages and runtimes would also show
how much of what was found is specific to Go and even Kubernetes. Go’s concur-
rency model and garbage collector behavior may contribute heavily to the stability
observed in experiments. Other runtimes could behave differently under the same

conditions.
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6.5 Concluding Remarks

Distributed tracing in Go-based microservices on Kubernetes adds stable and pre-
dictable overhead. The choice of sampling strategy does not really matter for service
performance in Go. The decision should come down to what trace consistency and
observability coverage is needed for the service and the system.

The adaptive sampler worked well and captured more of the requests worth
investigating. The more significant trade-off is not about CPU or latency. It is about
how much data accumulates in the backend and who has access to it. If sampling,
filtering, access control and retention are set, tracing is a useful and manageable

addition to any Go microservice on Kubernetes.
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Appendix A Technical Material

Technical material used in this thesis is publicly available in the following GitHub

repository:
https://github.com/vphoikka/thesis-material-ville-pekka-hoikka

The repository contains:

e Go service used in the experiment

e Kubernetes manifests for deploying the test environment

e Shell scripts used for experiment automation and data collection
e Raw measurement data

Note that any sensitive data such as private repositories or hostnames have been

removed.
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