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Continuous Integration and Continuous Delivery (CI/CD) practices remain difficult
to adopt in embedded software development. This is due to hardware dependen-
cies, heterogeneous test environments, lengthy validation cycles, and complex prod-
uct variants. This thesis explores how these constraints manifest in an industrial
GNSS firmware project and how changes to the pipeline can improve CI/CD per-
formance under such conditions. The research uses a structured literature review,
a survey of developer perceptions, and technical experiments on an industrial CI
pipeline. The analysis considers both technical and organizational aspects of em-
bedded CI/CD, such as build architecture, development practices, test strategies,
and product-variants management. It also identifies several system constraints, such
as critical dependency paths, pipeline orchestration, test execution latency, and the
maintainability of pipeline scripts.

Based on these empirical findings, the thesis designs and evaluates targeted opti-
mization strategies, including declarative CI templates, dynamic test selection, and
the use of modern CI platform features. The empirical analysis found that CI/CD
optimization is inherently a multidimensional challenge: technical, architectural,
and organizational constraints are tightly coupled, and no single optimization tech-
nique is sufficient alone. Finally, the thesis discusses how Al-assisted development
is likely to accelerate development throughput in large-scale projects, while not
eliminating underlying hardware or architectural bottlenecks. As a result, scalable
and maintainable CI/CD infrastructure will become increasingly important for large
embedded software projects.
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1 Introduction

Continuous Integration and Continuous Delivery (CI/CD) pipelines for embedded
software face fundamental technical, architectural, and organizational constraints
that differentiate them from traditional software development pipelines [1]. These
constraints create systemic inefficiencies that slow down developer productivity, ex-
tend feedback loops, and limit scalability in embedded projects. In cloud-native
environments, resources are virtualized and can scale abundantly, whereas in em-
bedded pipelines, some automated testing requires access to limited physical devices
or test environments. As a result, test cycles are predominantly slower and less de-
terministic than in software projects, and a significant amount of developer time is

spent fixing build and integration issues rather than building new features.

1.1 Problem statement

DevOps practices and Continuous Integration and Continuous Delivery pipelines
have revolutionized software development in web and cloud environments by en-
abling rapid iteration cycles and continuous delivery [2]. However, embedded soft-
ware development presents unique challenges that resist straightforward adaptation
of these practices. The core challenge is that existing CI/CD tools and processes were
designed for pure software systems and often fail to address the unique constraints
of embedded development. Many embedded teams still operate with a waterfall

mindset, resisting iterative approaches and CI/CD principles. In addition, there are
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cultural gaps between developer expectations and what current pipeline tools can
deliver.

Organizations recurrently face productivity bottlenecks resulting from product
line management, fragmented toolchains, slow feedback loops, and hardware-dependent
testing, which create deployment delays while consuming expensive hardware re-
sources [1]. The effectiveness of CI/CD pipelines is challenged by the following core

limitations:

e Hardware Limitations: Physical devices cannot be elastically provisioned
like cloud resources, creating system testing bottlenecks. When both hardware
and software are developed simultaneously for a new product. In such cases,
the hardware may still be under design, available only as a prototype, or com-
pletely unavailable [3]. In short, development environments are inconsistent
with runtime environments, and heterogeneous hardware platforms further

complicate the environment [1].

e Multi-Variant Complexity: Embedded CI/CD pipelines deal with the chal-
lenge of multiple firmware configurations, hardware targets, and product lines
within a single pipeline architecture. Unlike web applications that typically
target a uniform cloud environment, embedded software development rarely

produces a single, uniform product. There are:
— Hardware Variants: Different microcontrollers, electronic control units
(ECUs), memory sizes and vendor-specific components.
— Product Variants: Families of products with customized software features

tailored for different customers or markets (Software Product Lines).

The pipeline complexity arises when hardware targets and product features

are combined. Because an organization might support multiple software ver-



1.2 RESEARCH OBJECTIVES 3

sions across multiple hardware generations, the number of possible execution

environments results in a combinatorial explosion [4].

e Real-Time Validation Requirements: Hardware-in-the-Loop testing and
timing-critical validation that cannot be fully virtualized and is inherently
slow. Literature indicates that simulators inherently model “ideal” electronics
and struggle to replicate complex interactions, signal noise, or real-time prop-
erties found in production environments [5]. Even if virtualization and emula-
tion tools are available, they are often insufficient for heterogeneous hardware

targets and must be complemented by tests on actual target platforms [6].

1.2 Research objectives

The primary objective of this research is to identify the unique constraints in em-
bedded development, assess the effectiveness and complexity of embedded CI/CD
pipelines, and improve CI/CD performance by addressing efficient multi-variant

product management. The specific objectives include:

e Identify and measure technical and organizational constraints in embedded

CI/CD.
e Identify gaps and prioritize factors that enable more continuous integration.

e Design and implement pipeline improvement strategies, including efficient

management of multi-variant complexity in embedded CI/CD pipelines.

e Establish measurable metrics for pipeline performance, reliability, and effi-

ciency.
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1.3 Research questions
This study addresses four primary research questions:

e RQ1: What technical and organizational constraints distinguish CI/CD pipelines

for embedded software from traditional software pipelines?

e RQ2: Where are the gaps between developer expectations and current expe-
rience in CI/CD pipelines and which factors should be prioritized to enable

more continuous integration?

e RQ3: Which pipeline improvement strategies lead to measurable gains in

CI/CD performance in the embedded case study?

e RQ4: How do architectural and technological changes impact the perfor-

mance, scalability, and maintainability of embedded CI/CD pipelines?

1.4 Scope

This study focuses on the constraints, operation, and optimization of CI/CD pipelines
for embedded firmware development. The u-blox firmware project ! serves as the
primary case study for this thesis. The scope is limited to the parts of the de-
velopment lifecycle related to the CI/CD pipeline configuration and its supporting
infrastructure. The research includes literature reviews, in-depth analysis of an in-
dustrial firmware, and the evaluation of strategies to optimize CI/CD pipelines. The

scope of this study includes the following activities and boundaries:

1. System boundary: The study is primarily limited to the CI/CD pipeline,
including pipeline definitions, build and test scripts, artifact handling and

deployment steps related to embedded firmware.

Thttps://www.u-blox.com /en
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2. Process mapping: The current CI/CD process for the selected firmware
project is mapped end-to-end to identify all pipeline stages, build variants,

tools, infrastructure and human touchpoints.

3. Data collection: The study adopts a mixed-methods approach to analyze
the selected case. The study will assess both quantitative data (such as GitLab
pipeline metadata, job and pipeline durations, and failure logs) and qualitative

data (literature, interviews and surveys with u-blox developers).

4. Implementation: The study will develop proof-of-concept solutions for man-
aging build variants and pipeline optimization strategies. The developed PoC
will be tested for its feasibility and performance within the current memory

and hardware limits.

1.5 Thesis structure

This thesis is organized into eight chapters. Chapter 1 introduces the industrial
context, the problem statement, and presents the research questions and scope of
the study. Background Chapter provides the theoretical background derived from
the literature review and presents both technical and organizational constraints for
Embedded CI/CD. It also summarizes existing optimization techniques and met-
rics for observing CI/CD performance. Chapter 3 (Methodology) describes the
research design and process.

Chapter 4 presents the embedded firmware case study used in this research. It
presents an abstracted firmware architecture, the existing CI process, and some key
system constraints. Chapter 5 reports on the EMFIS model survey, identifying
developer perception gaps and organizational impediments for Continuous integra-
tion. Chapter 6 describes the implementation of the proposed CI/CD optimization

strategies.
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Chapter 7 provides the empirical results and addresses the research questions.
Chapter 8 discusses the findings, their implications for embedded CI/CD pipelines,

and the study’s limitations and concluding the thesis with directions for future work.



2 Background

2.1 Systematic literature search

The systematic literature search targeted three major digital libraries that cover

software engineering and embedded systems:
e [EEE Xplore
e ACM Digital Library
e Scopus

For the review of the embedded CI/CD literature for this thesis, a search strat-
egy was adopted following the PRISMA 2020 recommendations for reproducible
reporting of information sources and search strings |7]. The base search pattern was
adapted to RQ-specific concepts.

Base Search Pattern

All searches followed this hierarchical structure:

"Block 1 (CI/CD concepts) AND Block 2 (embedded domains) AND Block 3
(RQ-specific concepts)”

Block 1 (CI/CD concepts): "continuous integration OR continuous delivery
OR continuous deployment OR CI/CD OR devops."

Block 2 (Embedded domains): "embedded OR embedded system OR em-
bedded systems OR firmware OR Internet of Things OR IoT OR cyber-physical OR
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hardware-in-the-loop OR HIL."

Block 3 (RQ-specific concepts):

e RQ1 (Constraints and Challenges): "pipeline OR build system OR build
time OR feedback time OR feedback loop OR test OR architecture OR con-

straint OR challenge OR impediment OR bottleneck."

e RQ2 (Perceptions and Experience): "survey OR interview OR case study
OR experience report OR perception OR expectation OR developer feedback

OR developer satisfaction."

e RQ3 (Test Selection and Optimization): "test selection OR test prioriti-
zation OR regression testing OR build optimization OR caching OR feedback
time OR feedback loop OR pipeline optimization OR modular OR component-
based OR subsystem OR software product line OR variant OR impact analysis

OR test orchestration OR staged testing."

e RQ4 (Architecture and Variants): "architecture OR modular® OR component-

based OR software product line OR product line OR variant OR pipeline."

In all databases, queries were limited to the Abstract field using the advanced
search interface, and four RQ-specific strings were executed by combining the generic
CI/CD and embedded blocks with RQ-specific terms. This pattern was adapted to
the syntax of individual databases and applied with limits to 2010-2026 and English-
language publications. This produced several hundred candidate records from the

three sources, with the per-RQ hit counts summarized in Table 2.1.

Source RQ1 RQ2 RQ3 RQ4
IEEE Xplore 97 32 9 55
ACM Digital Library 140 31 12 92
Scopus 297 96 42 200

Table 2.1: Database search results by Research Questions.



2.1 SYSTEMATIC LITERATURE SEARCH 9

After de-duplication, 90 unique records remained and were screened based on
their titles and abstracts. Studies were included if they met all of the following

criteria:
e The study focused primarily on CI/CD or DevOps.

e The study addressed embedded software systems, cyber-physical systems, firmware

development, or other hardware-dependent domains.

e The study provided architectural approaches, industrial experience, methods,

frameworks, or technical discussions relevant to CI/CD implementation.

e The study addressed at least one of the following aspects: constraints, ar-
chitecture, software product variants, testing strategies, pipeline performance

and feedback.

Studies outside of software systems, papers lacking technical details, and Al
model-driven or exclusive cloud-native workflows were excluded. A full-text review
of the remaining papers led to further exclusions. Although the search strategy
was structured around the four research questions, the final literature synthesis was
organized into six thematic areas. This thematic structure was adopted because
many studies addressed multiple research questions simultaneously. Specifically,
Sections 2.2 and 2.3 provide the conceptual background for all research questions.
Technical and organizational constraints in Sections 2.4 and 2.5 primarily address
RQ1 and RQ2 by identifying barriers to effective CI/CD adoption. Optimization
Techniques (Section 2.6) and Section 2.7 mainly contribute to RQ3 by examining ap-
proaches for improving and evaluating pipeline performance. Table 2.2 summarizes

the studies contributing to each theme, which form the basis of Sections 2.2-2.7.
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Theme ‘ Key References

DevOps and CI/CD Fundamentals in | [1], [8], [9], [10], [11]

Embedded Systems

CI/CD Tools [12], [13], [14], [15], [16]

Technical Constraints (1], [4], [5], [6], 9], [10], [13], [17], [18],
[19], [20], [21], [22], [23], [24]

Organizational Constraints [8], [10], [19], [21], [25], [26]

Optimization Techniques [5], [17], [27], [28], [29], [30], [31], [32],
[33], [34], [35],

Metrics and Observability [26], |36]

Table 2.2: Thematic classification of the selected literature.
2.2 DevOps and CI/CD in embedded systems

DevOps is a set of principles and practices that define, control, and continuously im-
prove software life cycle processes. It is an interdisciplinary approach that integrates
software development (Dev) and operations (Ops). Its key objectives are to improve
stakeholder communication, software lifecycle management, including specification,
development, and operation, and continuous improvement of the lifecycle [36]. In
the embedded systems context, DevOps extends to hardware-software codesign and
requires managing resource-constrained environments in real time. However, an-
other core challenge involves the adoption of Agile and Lean ways of working into
the traditionally long stage-gate development cycles in the embedded domain [1].
Continuous Integration and Continuous Delivery (CI/CD) forms the backbone
of modern DevOps practices. Continuous Integration (CI) refers to the frequent in-
tegration of source code changes from multiple developers into a shared mainline |[2].
CI/CD pipelines automate code compilation, multi-level testing (unit, integration,
component, regression), and deployment [8], [9]. In embedded systems, however,
CI/CD pipelines must orchestrate Hardware-in-the-Loop (HiL) testing, heteroge-
neous target architectures, and real-time validation. Automated HiL testing requires

the pipeline to interact directly with the physical hardware through serial interfaces,
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adapters, and low-level communication protocols. The dependency on physical test
rigs may affect test outcomes due to external factors such as communication issues
and environmental conditions, leading to flaky behavior. Consequently, the scope of
automated testing in embedded CI/CD must expand to handle these physical inter-
actions and hardware constraints before relying on cloud-native CI/CD practices.
Adopting CI/CD in embedded projects requires a systematic assessment of tech-
nical, architectural, and organizational constraints and bottlenecks. This challenge
is extensively addressed in Torvald Martensson’s Ph.D. thesis, which focuses on ap-
plying CI/CD to large-scale, software-intensive embedded systems [10]. To measure
organizational readiness and identify specific bottlenecks, Martensson et al. devel-
oped the EMFIS (Enable More Frequent Integration of Software) model [11]. This
model provides a systematic framework to identify what an organization must pri-
oritize to enable more continuous integration of software. This study utilizes the
EMFIS model to address Research Question 2 (RQ2) , where we investigate the gaps

between developer expectations and the current state within CI/CD pipelines.

2.3 CI/CD pipeline tools

Modern embedded CI/CD pipelines are increasingly defined as Pipeline-as-Code,
where the pipeline logic is expressed declaratively and stored in version control to-
gether with the source code. Modern CI engines (GitLab CI, GitHub Actions, Travis
CI) rely heavily on YAML configuration files (e.g., .gitlab-ci.yml) to define pipelines
[5]. Python, Groovy, Ruby, or Shell scripts are used as a scripting language, and even
Domain Specific Language (DSL) has been developed to manage the complexity of
the CI/CD pipeline [12].

The embedded CI/CD landscape is a hybrid of standard IT tools and domain-

specific hardware interfaces. The main categories of tools are:
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e Orchestration and CI servers: These tools act as the central coordinators
of the pipeline, monitoring source code repositories for changes, triggering jobs,

and reporting build statuses.

Jenkins is a common CI orchestrator used in many older, complex embed-
ded projects because of its large plugin ecosystem and flexibility in managing
distributed build agents [13]. However, it lacks built-in version control and
must be explicitly integrated with external Source Code Management (SCM)

repositories.

GitLab CI has gained popularity because it combines source code hosting and
pipeline orchestration within a single platform, with support for Docker-based
runners. GitLab CI supports configuration modularity via include and extends,
allowing developers to build reusable templates. Furthermore, GitLab CI en-
ables centralized logic via /rules and /reference, supports non-linear execution
through Directed Acyclic Graph (DAG) pipelines using the needs keyword,
and supports high-concurrency testing through parallel:matriz configurations

[37].

e Infrastructure as Code (IaC) tools are used to configure and manage the
environments in which pipelines run. Ansible is frequently used for the provi-
sioning of CI/CD infrastructure and test environments, generating CI config-
uration files, and deploying artifacts [14]. Terraform complements this by pro-
visioning cloud or virtualized infrastructure that hosts CI runners, simulators,
and auxiliary services. Docker images provide lightweight and reproducible

build environments that package cross-compilers and dependencies.

e Virtualization and containerization: Docker is the de facto standard for
creating reproducible build images that bundle compilers, toolchains, and de-

pendencies, although embedded targets rarely run Docker directly due to re-
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source constraints [15]. QEMU is widely used as a machine emulator, enabling
pipelines to execute and test firmware on emulated ARM or RISC-V architec-
tures before physical hardware becomes available [38]. Kubernetes (K8S) is
an industry-standard container orchestration system that automates the de-
ployment, scaling, management, and networking of containers and facilitates

scalable CI/CD infrastructures for embedded software development [16].

2.4 Embedded CI/CD constraints

CI is an indispensable part where a group of developers works concurrently on a
large-scale software project. Part of the project’s success depends on how effec-
tive and reliable the CI pipeline is. Embedded systems development introduces
unique layers of complexity to CI/CD pipelines compared to general-purpose soft-
ware. These complexities stem from the need to manage physical hardware, hetero-
geneous target architectures, and rigorous compliance standards while attempting to
maintain the pace of Agile development. Hardware constraints, misconfigurations,
and heterogeneous test environments can easily impact CI pipeline performance and

delay the feedback loop for developers.

2.4.1 Hardware dependency

The key contrast with Software/Web development to Embedded development is
strong dependency on hardware, and consequently Embedded CI/CD must vali-
date firmware through HiL testing. Hardware-dependent validation has timing con-

straints and cannot be “scaled out” simply by adding computational resources.

e HIL bottlenecks: Telschig et al. (2018), reported that embedded systems
often manage time-critical control loops, where sequential operations, such as

system boot cycles or functionality tests, consistently takes fixed amount of
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time that cannot be fast-forwarded with additional resources [24]. The long
execution time of such processes blocks the hardware resources for an extended
period. Subsequently, CI/CD pipelines may face long waiting times or limited

availability of target devices [1]

e Resource limitation: Embedded systems’ internal constraints, such as mem-
ory and processing power, are significantly limited compared to a typical in-
ternet host environment [6]. This limitation directly dictates firmware archi-
tecture, for example: the subject codebase achieves compile-time optimization
for minimal memory footprint by conditionally including features via #ifndef
directives, creating many distinct configuration combinations. Although this
approach reduces binary size but explodes configuration combinations. This

trade-off increases maintenance burden and testing complexity.

e Target device discrepancy: Separate Hardware and Software development
cycles prolong overall product development. In some cases, the target device
for which firmware is being developed may not be available if development
occurs simultaneously. Even when target devices are available, end-to-end
testing on a physical device may fail non-deterministically due to loose phys-
ical connections, environmental noise affecting sensor measurements, network
glitches, or because a previous failed test run left the device inoperable or in
an unresponsive state. As discussed in Section 2.2, this discrepancy between
the development and execution environments inevitably leads to "flaky" tests
and causes non-deterministic failures. Such instability reduces developer con-

fidence in the mainline build and delays the discovery of defects [5], [9].
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2.4.2 Combinatorial complexity of build variants

Organizations developing embedded software routinely manage complex Software
Product Lines (SPL) where a shared codebase supports a large number of hardware
variants, customer configurations, and older versions of the firmware. In industrial
contexts, such as automotive powertrain control, a single product family may involve
over 20,000 software variation points and 800,000 unique calibration parameters.
This creates a very large configuration space that is difficult to verify and validate
efficiently. "Clone and Own" approach works for a small number of variants, but it
quickly becomes unmanageable at an industrial scale. Organizations must therefore
manage variability systematically across both pre-compilation and post-compilation
phases [4], [19].

The challenge of variability is most visible during the testing phase. In prac-
tice, many embedded systems resolve features at compile time using conditional
compilation and other build-time mechanisms to minimize the binary size and meet
real-time hardware constraints [23]. As a result, different product configurations
can generate completely different binaries from the same shared codebase. These
binaries can lead to significantly different execution paths, hidden dependencies, and
timing behavior. A “test once” strategy is therefore infeasible: unit testing, integra-
tion testing, and system validation must be executed across many configurations.
The problem becomes even larger in embedded environments because a single prod-
uct family may need to generate and verify binaries for different microcontrollers
(ARM vs. RISC-V), peripheral configurations, and execution environments (simu-
lator vs. FPGA vs. prototypes vs. actual hardware). Each additional hardware
or environment option multiplies the number of unique build jobs, test executions,
and verification tasks that a CI/CD pipeline must orchestrate. This rapidly leads
to a combinatorial explosion in large product lines. With so many hardware config-

urations and unique binaries, the traditional rule that “100% of tests must pass for



2.4 EMBEDDED CI/CD CONSTRAINTS 16

every build” becomes unrealistic and too expensive in terms of time and resources
[10].

Architectural strategies based on modularity and abstraction have been applied
to mitigate this complexity, for example, by introducing clear subsystem boundaries,
reusable components, and standard interfaces. However, each additional abstraction
layer adds extra cycles between hardware events and application response. Refactor-
ing legacy systems is even more difficult and requires immense human and financial
effort. Ultimately, this forces organizations to abandon exhaustive full-matrix exe-
cution and instead rely on advanced test selection, partial sampling, and hardware

abstraction approaches to maintain continuous integration efficiency [4], [21], [22].

2.4.3 Monolithic firmware

The embedded systems development has historically converged toward the produc-
tion of monolithic firmware images to optimize for the limited memory constraints
and computational power. As functionality grows over time, weak encapsulation
and cross-module dependencies naturally reinforce this monolithic design, creating
tight coupling between software components and the underlying hardware platform.
Monolithic structures increase build times and feedback latency because the CI sys-
tem cannot use incremental compilation or parallel "module build" stages. While
transitioning to a modular architecture or independent deployment units often re-
quires extensive rework and is costly [20], [22].

Consequently, development teams are often forced into "lock-step evolution," a
scenario where all software assets must move to the next release simultaneously. In
some cases, a single defect in a non-critical component can stall the entire integration
pipeline for multiple teams. Martensson et al (2017), further observe that monolithic
structures hinder the breakdown of work into small, independently testable units,

thereby limiting the effectiveness of continuous integration. In practice, managing
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a single monolithic codebase creates a constant conflict between changes and stable

integrations that prevents the CI pipeline from scaling effectively [10], [17], [18].

2.4.4 Build system and heterogeneous toolchains

In the embedded domain, build system complexity arises from cross-compilation,
where software is developed on a host workstation but compiled into a binary im-
age for a target hardware platform. Moreover, the system must coordinate linking,
artifact generation, packaging, and target-specific configuration steps along with
compilation. This complexity increases further because each hardware family may
require its own combination of compilers, debuggers, flashing utilities, board sup-
port packages, and hardware interfaces such as JTAG or other vendor-specific tools.
Many of these tools are proprietary, costly and platform-dependent. Differences in
versions, operating system requirements, and restrictive vendor ecosystems make it
exceedingly difficult to integrate such tools into automated CI/CD workflows [6],
[13].

The long lifecycle of embedded products further amplifies this challenge. To
maintain older devices and product variants, organizations often need to preserve
legacy compilers, historical build scripts, and outdated development environments
for compatibility reasons. As a result, CI/CD pipelines must manage highly hetero-
geneous build environments instead of relying on a single standardized toolchain.
They often need to support both modern and legacy tools simultaneously, which

increases operational and maintenance overhead [1], [4].

2.4.5 Hybrid validation - virtual and HiL

In the embedded domain, software validation is incomplete until the firmware is
executed on the target hardware. However, accessing physical devices during devel-

opment introduces major bottlenecks, as hardware resources are expensive, scarce,
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and difficult to scale. This challenge is compounded by the fact that hardware
quickly becomes outdated and new projects often require entirely new platforms or
emerging technologies [4], [6], [26].

To address these constraints, embedded CI/CD pipelines adopt a hybrid vali-
dation strategy that combines virtualization with HilL testing. In this approach,
the early stages of the pipeline use simulation and virtualization to enable rapid
logic validation and high test coverage without requiring access to physical devices.
By decoupling software logic from physical dependencies, it enables pipelines to
run parallel and exhaustive tests, including resource-intensive tests, such as fuzzing
and complex integration tests. This strategy also supports the "shift-left" testing
principle, where defects are detected earlier, before the time-consuming hardware-
dependent tests. Meanwhile, HiLL testing can be utilized for final system-level vali-
dation and hardware-software interaction.

This approach introduces a trade-off between speed and fidelity. Virtual envi-
ronments are scalable and fast, but simulators or early prototypes often fail to fully
replicate the production hardware behavior. This is particularly true for sensor-
driven IoT systems. Sensor behavior depends on real-world conditions, which are
difficult to reproduce accurately in virtual environments. In contrast, Hardware-
in-the-Loop (HiL) testing provides high fidelity but introduces significant latency.
Processes like firmware flashing, device resetting, and real-time execution are much

slower than software-only testing [5], [21], [22].

2.5 Organizational constraints

The success of CI/CD in an embedded context depends on organizational culture
as much as it depends on technical infrastructure. As discussed in section 2.4,
technical constraints involve hardware, architecture, and tools, while organizational

constraints refer to the internal processes, structures, and cultural mindset. Orga-
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nizational practices govern how software is developed and delivered. Often, estab-
lished organizational workflows create friction towards automation and consequently

CI/CD pipelines.

2.5.1 Conway’s law and team structure

Industrial embedded projects face challenges arising from the way development
teams and responsibilities are organized. A phenomenon famously described as
Conway’s Law: "Any organization thats design systems are constrained to produce
systems which are copies of the communication structures of these organizations"
[39]. In the embedded domain, where development is traditionally divided into iso-
lated silos of module teams, the resulting software architectures naturally mirror
these fragmented, historical team structures. Bosch(2010) reported that this led
to increased effort as each business unit must balance prioritizing its own products
against contributing to the shared platform [17].

This organizational coupling propagates into the CI/CD pipeline as systemic
technical debt: tightly coupled subsystems, overlapping responsibilities, and unclear
ownership make integration difficult. Consequently, the pipeline frequently encoun-
ters severe merge conflicts, checkout failures, and broken builds when multiple teams

attempt to synchronize concurrent code changes 8], [21].

2.5.2 Legacy methodologies

The transition to CI/CD in embedded systems is often constrained by a traditional
"waterfall" mindset. In the waterfall model, work proceeds in a step-by-step se-
quence, with requirements, development, and testing treated as separate phases
rather than a continuous loop. This is particularly true for the hardware side of
development, which ultimately affects firmware development as well. As a result,

system integration, field testing, and final validation are often performed near the
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end of the development cycle rather than continuously throughout development.
This late integration and validation lead to incredibly slow feedback loops, meaning
developers often do not discover critical defects or integration issues until much later
in the project, and earlier assumptions may require substantial rework.

Similarly, organizational silos create further barriers in this transition. When spe-
cialized teams focus solely on their respective piece of hardware or software rather
than the whole product, this prevents shared accountability and causes teams to lose
end-to-end visibility into the overall product. Even when these organizations try to
use modern tools, they often keep rigid "stage-gate" rules that require extensive doc-
umentation and manual approvals. Furthermore, Many managers follow a "don’t
fix it if it’s not broken" rule and view software updates as risky events rather than
routine automated tasks [1], [25]. This is in direct conflict with emerging European
regulation. Software updates, especially security updates and patching vulnerabil-
ities throughout the product lifecycle, are now legal requirements for companies

according to the EU Cyber Resilience Act [40].

2.5.3 Compliance, safety standards, and traceability

One of the core values of the Agile Manifesto is “working software over comprehen-
sive documentation” [41]. While this principle works well in many software domains,
safety-critical embedded systems operate under very different conditions. Industries
such as aerospace, automotive, and medical devices must comply with strict reg-
ulatory standards (e.g., DO-178B, ISO 26262) [10], [19]. In these environments,
verifiable documentation for safety and compliance is as important as working soft-
ware. This regulatory landscape is expanding to encompass rigorous data privacy
and cybersecurity laws, such as the General Data Protection Regulation (GDPR)
and the EU Cyber Resilience Act [40], [42].

These directives impose strict legal requirements on how systems handle data
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and require organizations to provide verifiable evidence of security testing, vulner-
ability management, and encrypted communications throughout the product life-
cycle. Moreover, safety-critical systems legally require development, and the V&V
teams must be separate [5]. In such regulated environments, quality assurance, au-
ditability, and traceability become critical requirements for ensuring compliance and
system reliability. Hence, CI/CD must maintain a verifiable chain linking require-
ments, source code changes, and test executions. Although these practices improve
safety, quality assurance, and accountability, enforcing such traceability and compli-
ance makes CI/CD pipelines significantly more complex. It introduces mandatory

compliance checks and approval stages, and results in slow feedback cycles.

2.5.4 Branching overhead and integration delay

In embedded development, organizations frequently attempt to manage complex
hardware variants and strict stage-gate processes by maintaining multiple long-lived
version control branches. Because these systems must support heterogeneous hard-
ware platforms over extended lifecycles, relying on a singular "master-only" workflow
is often practically infeasible [26]. Consequently, teams face a twofold scaling chal-
lenge: horizontal scaling (managing numerous active variants of a current product)
and vertical scaling (maintaining legacy branches for decade-long support cycles).
This practice induces significant "branch overhead," as each active branch requires
its own dedicated CI/CD pipeline and testing environment, where each branch steals
away limited and expensive hardware resources [25].

In addition, developers working on isolated branches delay merging their work
to avoid breaking the shared build or dealing with complex merge conflicts. When
these divergent branches are finally merged, teams face "integration delay"—where
they must handle complex and time-consuming merge conflicts [10], [21]. As in the

organizational coupling described in Section 2.5.1, this branching strategy further
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accelerates the accumulation of technical debt across the organization.

2.6 CI/CD optimization techniques

Organizations apply multiple optimization strategies to address the complexity, per-
formance and resource constraints of CI/CD pipelines, particularly in large-scale
and embedded systems. This section discusses some of the optimization strategies

appearing in the literature:

e Build acceleration: Long build times hinder rapid feedback and frequent
integration. The most straightforward solution is to improve performance
by upgrading hardware resources, such as CPU power and memory capacity,
though this carries financial overhead. To optimize further, incremental builds
can reduce overhead by recompiling only modified components; however, this
requires proper dependency management and decoupled system architectures
to accurately determine what needs recompilation. Pipelines also mitigate long
build times by distributing build and test processes across multiple execution
environments to increase throughput. Finally, caching build artifacts and de-
pendencies further optimizes the process by reducing redundant computation

and network overhead [21], [27].

e Dynamic test selection: To address the combinatorial explosion of variants
described in Section 2.4.2, Test selection technique reduces the volume of ex-
ecuted tests by identifying and running only a specific subset of tests affected
by the code change. There are many automated test selection techniques ap-

peared in the literature:

— Code churn models: These models recommend test cases by using

historical correlations between source code changes and past test-case

failures [28].
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— Defect-driven selection: This approach selects black-box tests by pri-
oritizing tests associated with files that previously contained defects [29].
This is simpler than code churn models; it links tests directly to the

specific defect without any code-change correlation.

— Trace-based selection: This approach selects the system-level tests
by identifying modified parts of the system rather than individual code

changes based on system-level communication traces [30].

— Search-based test selection: This method utilizes optimization algo-
rithms and predefined fitness functions to dynamically identify an effec-

tive subset of tests [31].

e Architectural refactoring: The effectiveness of CI/CD pipelines depends on
how well the architecture of the software is testable. To deal with monolithic
firmware constraints discussed in Section 2.4.3, many authors advocate for
transitioning from monolithic to modular architecture [13], [32]. Breaking the
system into smaller, loosely coupled subsystems helps reduce the bottleneck
of a single, massive build process. However, empirical studies indicate that
systematic modularization is not always feasible under restricted resources.
Transitioning to a modular structure requires significant organizational effort

and rigorous upfront design and interface specification [4], [17], [33].

e CI/CD pipeline restructuring: To maintain CI/CD efficiency, the config-
uration files defining the pipeline (e.g., YAML scripts) must be optimized and
refactored. Developers continually restructure pipelines by removing unneeded
environments or scripts, cleanup the build matrix, extracting environment
variables, and introducing reusable templates. Restructuring also involves re-
designing dependency-driven job orders instead of just stage ordering. In tools

like GitLab CI, this is achieved by using the needs keyword instead of tradi-
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tional stages. This allows downstream jobs to trigger immediately as their
specific requirements are met, rather than waiting for every unrelated job in

a previous stage to finish, and decreases the total lead time [5].

e Infrastructure tuning and tool migration: Optimizing the underlying
infrastructure is an important strategy for handling the high computational
load of CI/CD pipelines. For example, replacing static virtual machines with
containerized build agents managed by orchestration platforms such as Kuber-
netes allows build resources to scale more dynamically. Kubernetes improves
resource utilization by distributing workloads across available worker nodes
and reduces pipeline queue times by automatically scheduling new jobs on

nodes with free resources [27].

Organizations also improve infrastructure efficiency by introducing different
runner classes optimized for specific workloads, such as high-memory or high-
CPU tasks [34]. Furthermore, when existing proprietary solutions fail to meet
performance, feature, or pricing requirements, organizations may switch to a

different CI/CD platform entirely.

e Pipeline quality and anti-patterns: CI/CD pipeline scripts themselves
are commonly prone to configuration smells, CI/CD anti-patterns, and fuzzy
versioning introduced over time by developers. Use of retry-failure in flaky
jobs or using allow-failure to make the pipeline green can mask real issues and
compromise the effectiveness of the pipeline [35]. In the Ericsson Case, CI
Pipeline Script Errors accounted for 36% of the total compilation failure, indi-
cating that the pipeline scripts can be as fragile as the source code it compiles
[8]. As discussed previously, embedded CI/CD is tightly coupled with its test
environment and heterogeneous, proprietary toolchains (compilers, debuggers)

characteristically restrict how pipelines can be configured.
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2.7 Metrics and observability in CI/CD pipelines

To effectively monitor both the pipeline’s efficiency and the software’s quality, orga-
nizations track a specific set of Key Performance Indicators (KPIs) and metrics. The
ISO/IEC/IEEE 32675:2022 standard identifies core DevOps performance mea-
sures, including Deployment Frequency, Change Lead Time (the duration required
for a code commit to transition from integration to successful production deploy-
ment), Mean Time to Recovery (MTTR), and Mean Time to Detection (MTTD),
among other commonly adopted DevOps performance indicators [36].

However, many of these metrics are primarily designed for cloud-native or web-
service environments where software can be deployed continuously to production.
Meanwhile, the delivery process in embedded software projects differs substantially
from cloud-native contexts. Firmware releases are often dependent on hardware val-
idation, safety requirements, and product-specific configuration. Furthermore, the
"production" is highly complex in embedded environments, as multiple software ver-
sions, including legacy variants, may coexist simultaneously due to different product
profiles and customer-specific requirements.

As a result, metrics related to frequent production deployment provide limited
practical value. Instead, teams are typically more concerned with how efficiently
developers can validate changes, how stable the integration branch is, or how well
the pipeline scales with an increasing number of hardware targets and variants. For
this reason, the study focuses on metrics that are directly relevant to the daily
development workflow and the maintainability of the CI/CD system itself. The

following three categories present commonly used analysis-oriented metrics:

e Performance-related metrics: Metrics such as pipeline duration, individ-
ual job duration, queue time, pipeline success rate, and time-to-feedback for
typical merge request commits. These measures reflect how efficiently the

CI/CD system supports day-to-day development.



2.7 METRICS AND OBSERVABILITY IN CI/CD PIPELINES 26

e Scalability-related metrics: These metrics capture how well the CI/CD
infrastructure scales as workload complexity increases. Key indicators include
concurrent execution capacity, ability to support an increasing number of hard-

ware variants, resource efficiency, and scheduling delays under load.

e Maintainability-related indicators: Reduction in duplicated pipeline con-
figuration, complexity of CI definitions, ease of extending the pipeline for
new variants. These indicators help assess the long-term sustainability of the

CI/CD architecture.

In addition, workflow-oriented indicators are highly relevant in embedded CI/CD
environments. Examples include merge throughput, frequency of integration fail-
ures, and the stability of nightly or release pipelines. Pipeline resource consump-
tion or execution cost is also an important consideration, particularly in large-scale
CI/CD systems with extensive hardware validation requirements. These measures
provide a more realistic view of development efficiency and integration quality than
traditional deployment-centric DevOps metrics.

Observability and monitoring tools play a central role in collecting, correlating,
and visualizing these metrics across CI/CD pipelines. Platforms such as Grafana
and Prometheus are widely adopted for time-series data visualization and creating

automated alerts for resource usage, latency, and pipeline failures [26].



3 Methodology

3.1 Research design

This thesis follows a mixed-methods research approach combining qualitative and
quantitative analysis [43|. The study is conducted as an information-rich industrial
case study based on the GNSS firmware project at u-blox, where the CI/CD pipeline
infrastructure serves as the primary unit of analysis.

The research design is structured around four research questions (RQs) that
progress from problem identification to solution evaluation. The study first estab-
lishes the domain-specific constraints of embedded CI/CD systems through a litera-
ture review and baseline analysis of the case project. The literature review process
followed the PRISMA 2020 guidelines for identification and screening of relevant
embedded CI/CD studies |7]. Detailed search strategies and selection criteria are
presented in Section 2.1. The next step of the research was to investigate the hu-
man and organizational dimensions of CI/CD workflows through an EMFIS-based
survey (Chapter 5)[11]. Based on these findings, a set of architectural and pipeline
optimization strategies are designed and implemented within the case project, see
chapter 6. Finally, the effects of these optimizations are evaluated using quantitative

pipeline metrics and qualitative maintainability observations.
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3.1.1 Data sources

The study uses the following data sources from the industrial case:

e Pipeline and build configurations (GitLab CI YAML, Makefiles, job templates,

custom scripts), used to understand pipeline structure, build-variant handling,

and toolchain usage.

e CI/CD pipeline logs and job metadata (timestamps, status, runner informa-

tion) from an already developed Grafana dashboard, used to compute per-

formance metrics such as total pipeline duration, queue times, and success

rates.

e Internal observations, survey results and informal discussions with project

members, used to validate interpretations of constraints and to identify feasible

optimization options.

3.1.2 Linking methods to research questions

Table 3.1 summarizes the relationship between research questions, data sources, and

analysis methods.

RQ Primary Data Sources

Methods

RQ1 Literature review,
documentation,

meetings with stakeholders

Literature synthesis, process mapping, docu-
mentation review, baseline pipeline analysis,
thematic analysis of discussion notes

RQ2 EMFIS survey responses,

pipeline metadata

EMFIS-based assessment, statistical and the-
matic analysis of survey responses, evaluate CI
impediments

RQ3 Pipeline metadata,

configuration files, developer
feedback from surveys

Before-and-after comparison of CI/CD met-
rics, qualitative assessment of maintainability
and workflow impact

RQ4

Results from RQ1-RQ3

Comparative synthesis of findings, evaluate the
impacts of changes on performance, scalability,
and maintainability

Table 3.1: Mapping of research questions to data sources and methods.
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This alignment ensures that the selected methods and data sources provide suf-
ficient evidence to answer each research question and to support the conclusions

drawn in Chapters 7 and 8.

3.2 Evaluation method

The evaluation of the optimization strategies was based on the metrics introduced
in Section 2.7, with a particular focus on the performance, scalability and maintain-
ability aspects relevant to embedded CI/CD environments. The analysis primar-
ily considered metrics such as pipeline duration, job execution time, queue delays,
pipeline success rate, number of concurrent jobs, and the structural complexity of
CI definitions.

For each optimization strategy, a baseline configuration and an optimized con-
figuration were compared using production pipeline data. Depending on the opti-
mization scope, the evaluation also considered changes in total job count, execution
parallelism, CI configuration size, and the effort required to maintain or extend
pipeline definitions for new hardware variants. CI/CD platform metrics were col-
lected through the existing observability infrastructure. Grafana dashboards were
used for both real-time visualization and historical analysis of pipeline performance
and runner activity. Additional pipeline execution details were obtained from the
GitLab interface.

Before the metric-based evaluation, an EMFIS-based assessment captured the
perspectives of developers and enablers on the CI/CD process. The survey targeted
expectation—reality gaps, workflow bottlenecks, and factors affecting continuous in-
tegration practices. It was distributed internally to developers and enablers involved
in the pipeline ecosystem, and participants were given approximately three weeks
to respond. The EMFIS results were analyzed by computing mean scores and vari-

ances for each factor, separately for developers and enablers. Factors with mean
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scores below the concern threshold, or with substantial differences between the two
groups, were treated as priority areas. These findings informed both the selection of
optimization strategies and the interpretation of their impact: improvements were
considered more valuable when they directly addressed EMFIS-identified impedi-
ments.

The combined use of metrics, EMFIS scores, and developer feedback allowed tri-
angulation: an optimization was considered successful when it produced measurable
improvements in one or more key metrics and aligned with perceived needs and ex-
pectations in the organization. RQ4 synthesizes the outcomes of the earlier research
questions by asking how the chosen architectural and technological changes affect
the overall performance, scalability, and maintainability of the embedded CI/CD
pipeline. A cumulative analysis was conducted by comparing the baseline state (as
characterized in Chapters 4 and 5) with the post-optimization state (as reported in

Chapter 7). The synthesis focused on whether the implemented changes:

e reduced or mitigated the most critical constraints identified in RQ1;

e addressed the high-priority gaps and perception mismatches highlighted by
the EMFIS assessment in RQ2;

e delivered sustained improvements in the selected CI/CD metrics, rather than

isolated gains in narrowly scoped scenarios.

By cumulatively analyzing evidence from all previous research questions, RQ4
provides an integrated view of how architectural and technological changes shape
the embedded CI/CD pipeline and whether they move the organization closer to

continuous integration in practice.



4 Case study

An industrial GNSS firmware project

This chapter presents the empirical case study conducted in an industrial embedded
firmware project which works as a GNSS receiver. The case provides the context
in which the research questions, methods, and optimization strategies are initiated

and evaluated.

4.1 System overview

The case project develops embedded firmware for a family of GNSS receiver products
deployed on ARM-based hardware platforms. The firmware supports several product
profiles (e.g., Standard Precision SPG, High Precision HPG) derived from a shared
code base. The common firmware platform is configured into multiple variants
through build-time options and product-specific features.

Development teams are organized into modular sub-units, such as signal process-
ing, navigation, measurement engine, embedded platform and drivers. All teams
collaborate in a single Git-based version-controlled repository and share a common
continuous integration pipeline. CI pipelines run cross-compilation, static analysis,

unit tests, and integration tests for each change.
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4.1.1 Firmware architecture

At a high level, the firmware follows a layered architecture composed of multiple
functional subsystems built on top of a lightweight RTOS abstraction layer. Fig-
ure 4.1 presents an abstracted view of the firmware architecture derived from project
documentation and architectural specifications. The figure is intended to provide
a conceptual overview of the system structure and subsystem relationships rather

than a detailed functional architecture.
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Figure 4.1: High-level architecture of the GNSS firmware system.

A System Service layer provides the underlying infrastructure and lifecycle sup-
port, handling all non-navigation functions such as storage, 1/0, security, and log-
ging. A global Configuration Manager (CFG) provides runtime configuration to all
modules using a shared configuration key database. Above this, the core GNSS mod-
ules consist of a Measurement Engine (ME) for RF signal acquisition and tracking,
a Positioning Engine (PE) to compute the position, and a Sensor Engine (SE) to
process external sensor inputs. These core engines are coordinated by an application
and interface layer. The application layer exposes configuration and product-specific

behavior via standardized protocols (like UBX or NMEA). A hardware-abstraction
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layer isolates these cores from concrete hardware platforms by providing uniform
driver and interface APIs for RF, SPI, UART, I12C, and memory control.
Build-time configuration selects platform, image type, product, and feature set
using a central project definition. It compiles relevant source files and configuration
parameters from the project definition to be built for different hardware boards and

product profiles.

4.1.2 CI process

The Continuous Integration (CI) process, shown in Figure 4.2, is implemented using
GitLab CI and runs on a pool of containerized runners managed by Kubernetes.
The process begins when a developer pushes code changes to the shared Git reposi-
tory and opens a merge request. This event automatically triggers a merge-request
pipeline that validates the code as if it were already merged into the target branch.

As illustrated in Figure 4.2, the pipeline is divided into multiple stages: quick,
prebuilt, build, validate, test, report, and registry. The quick stage runs lightweight
validation checks to provide early feedback, such as static analysis, code quality
checks, and a few quick smoke tests. If these checks pass, the pipeline moves on
to more complex tasks. But later stages are only available after a manual select
stage. Developers choose a platform family to unlock the related build jobs and
their downstream jobs, since the pipeline jobs are connected via a DAG dependency
structure.

The build stage uses the GNU Make—based build system together with an ARM
cross-compiler to produce firmware binaries for selected platform families. The val-
tdate and test stages then run more extensive tests, including additional unit tests,
component tests, and integration tests that verify the firmware logic without re-
quiring physical hardware. The pipeline also generates execution reports, stores the

result summaries, and publishes firmware artifacts through the report and registry



4.1 SYSTEM OVERVIEW 34

code review & approvals l_
Q0 Revi PR
= ‘ o Failed
o) : Reviewer
o Devejoper N W J .
Mekge Review
Reqpest
T o
L Gitlab Repo iPlpeIme Stages :
| 1
Triggers f Select Prebuilt Test Report ! Package
-8 I : . Registry
= I - (Artifacts) |
5 v i T v T I : )
gitlab-ci.yml 4% Quick Check ‘ Build H Validate H Registry
P — x~
Input
o p— put ——
) Generated Scripts i job_templates.yml : ANSIBLE playbook
C
[—just-in-time nodes —
@ Kubernetes Pod
; Karpenter autoscaler EKS Nodes Runner Pod
< - .‘ Docker Images (gitlab-runner)
watch unschedulable pods
Figure 4.2: High-level CI workflow of the firmware project.
stages.

If any job fails, except those explicitly marked as allowed to fail, the system
blocks the Merge-Request (MR). As long as MR remains blocked, the developer
must investigate failed jobs, fix issues, and push updates. This cycle continues until
a pipeline run completes successfully. Once the pipeline succeeds, code reviewers
inspect the changes. They evaluate the code logic and the test results before approv-
ing. After the change is approved, it is added to an integration queue (merge train),
which ensures that multiple merge requests queued for merging remain compatible
with each other before finally merging into the master branch. Merging into the

main branch triggers a Master pipeline that re-runs a selected subset of build and
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test stages to confirm the stability of the codebase and to create artifacts and met-
rics. Besides these event-driven pipelines, the project also uses a scheduled nightly
pipeline. This pipeline runs once per day, and it executes extensive tests that are
too long for MR pipelines. These include system-level regression tests and HiL tests.

The CI configuration is partially generated using Ansible playbooks and reusable
job templates that produce the final gitlab-ci.yml definitions. At the infrastruc-
ture side, GitLab runners run inside Kubernetes pods deployed on AWS Elastic
Kubernetes Service (EKS) nodes. A Karpenter autoscaler dynamically provisions
worker nodes as needed. This setup allows the system to scale dynamically during
periods of high pipeline activity and improves resource utilization across parallel

jobs.

4.2 System constraints and requirements.

Several constraints shape the design of CI/CD pipelines in this environment. These

include build architecture, pipeline orchestration, and testing infrastructure:

e Variant management: The firmware build system organizes configurations
through a fixed set of variant dimensions that are embedded into the build
logic. The project follows a "4-Slot" variant management model consisting of
IMAGE, PLATFORM, VARIANT, and PRODUCT. The variant resolve model is tightly
coupled to the existing build-system structure, making it difficult to extend
without updating every conditional branch that inspects it. As the number
of supported products, platforms, and feature combinations increased, the
number of build targets and CI jobs grew significantly. This creates a form of
combinatorial growth in configuration complexity, reflecting the “complexity
barrier” pattern described by Becker et al. [4]. Adding a new product profile

further multiplies this complexity across all supported platform configurations.
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e Pipeline orchestration bottlenecks: The current pipeline structure intro-
duces DAG dependency structure, which improved parallel execution across
stages. However, in some cases, DAG extended the critical path and conse-
quently, the overall pipeline duration. For example, validation jobs that could
run in parallel with compilation are instead executed afterward. Some post-
build jobs are also blocked due to rigid dependency constraints, even though

they could safely be executed in parallel.

Redundant work further increases pipeline overhead. Build checks are exe-
cuted separately for each build target, and they create many duplicated job
definitions that follow nearly identical patterns. This creates maintenance
overhead, since even small structural changes — such as adding a new rule
or introducing an additional validation step — must be propagated across
many repeated job definitions and then revalidated throughout the generated

pipeline configurations.

e Test execution constraints: The test pipeline spans multiple execution
tiers with substantially different latency profiles. Fast checks, such as static
analysis, are complete within minutes. Cross-compilation and analysis jobs
extend this to the range of fifteen to thirty minutes. Virtual simulation-based
tests require up to one hour. Acceptance tests are scheduled nightly and run

for up to sixteen hours.

Moreover, the test setup uses different types of heterogeneous environments.
Each test category needs its own execution environment. For example, some
tests use dedicated EKS runners, while others need a special tagged board
runner. Some tests also trigger child pipelines in external repositories, which
extends the failure surface beyond the firmware codebase and adds additional

dependencies.
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Across the pipeline tiers, a consistent constraint is that high-fidelity testing
does not scale well with time and available resources. As a result, some hard-
ware, simulation, and analysis tests are allowed to fail or run in a non-blocking

mode.

e Build system maintainability: The existing Make-based build system is
monolithic and difficult to evolve, which makes it challenging to introduce
new variants or restructure the pipeline without risking regressions. It also
relies on Regex matching in the build configuration file to find source files. As
the system grows, these Regex patterns become "fragile and hard to read."
The consequence for the CI pipeline is that build correctness depends on the
stability of the directory structure, and it increases the risk of silent regressions

when variants are added or modified.

e Architectural Challenges: Finally, there are also significant bottlenecks
within the system architecture. Although the projects are meant to follow
clean, modular, and layered architectural principles, the actual implementation
exhibits strong coupling between subsystems. Much of this coupling is inherent
to the problem domain; components share global configuration, depend on
the same middleware, and interact through timing-sensitive hardware events.
Because of this, it is harder to separate subsystems in practice than it looks
in architecture diagrams. Consequently, a change in one area may create

unintended effects in other parts of the system, increasing integration risk.

High coupling complicates independent subsystem testing. Isolating a single
component often requires extensive use of mocks, fakes, or simulation layers
to replace operating system services, hardware interfaces, and other modules.
While this test setup can improve test coverage, it might not match timing or

hardware interactions on the real target platform.
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Together, these constraints show that optimizing CI/CD in this context is not
just about changing pipeline code. It is a socio-technical problem that involves both
tools and people. The main goal is to reduce duplication, make feedback faster,
and improve maintainability. At the same time, there is a need to simplify the
configuration without changing how the system behaves. Any successful redesign
requires cleaner architecture, while still handling the complexity of a large firmware

system with many variants.



5 EMFIS model survey

This chapter addresses RQ2: Where are the gaps between developer expec-
tations and current experience in CI/CD pipelines, and which factors
should be prioritized to enable more continuous integration?

The EMFIS model (Enable More Frequent Integration of Software) [11] was
applied to assess the current state of the CI/CD pipeline across the project. The
EMFIS questionnaire was transformed into an online form, and employees of u-blox
who regularly use CI pipelines were invited to participate in the survey. The full
questionnaire used in this study is listed in Appendix:A.

A total of 34 participants completed the survey: 26 developers and 8 enablers.
Enablers comprised roles responsible for processes, tools, and test environments,
including a small number of Team Leads and Product Owners. The twelve EMFIS
factors are organized under four themes: Activity Planning and Execution, System
Thinking, Speed, and Confidence Through Test Activities. Each factor was rated on
a Likert scale from 1 (Major impediment to frequent integration) to 5 (Works really

well for frequent integration) [11].

5.1 Survey result

Table 5.1 presents the mean scores for each factor, separated by developer and en-
abler groups. The EMFIS model is developer-centric; accordingly, developer ratings

are treated as the primary signal for identifying impediments [11]. A mean score
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< 2 is interpreted as a critical impediment, < 3 as a notable concern , and a differ-
ence > (0.5 between enabler and developer means signals a perception gap requiring

investigation.

Developers’ Enablers’

Factor
Assessment Assessment

Activity Planning and Execution

Work breakdown 3.54 3.13
Teams and responsibilities 2.92 ! 2.88 !
Activity sequencing 2.88 ! 2.75 !

System Thinking

Modular and loosely coupled architecture 3.12 3.25
Developers must think about the complete system 3.00 3.25
Speed

Tools and processes that are fast and simple # 3.12 3.88
Availability of test environments 2.80 ! 3.00
Test selection 3.04 2.75 !
Fast feedback from the integration pipeline 3.62 3.38

Confidence Through Test Activities

Test before merge # 3.12 3.63
Regression tests on the mainline 3.16 3.00
Reliability of test environments 3.00 3.00

Note: mean > 3 (satisfactory); | mean < 3 (concern);
# enabler—developer gap > 0.5 (perception mismatch)

Table 5.1: EMFIS evaluation results.

5.2 Analysis of EMFIS assessment

Before presenting the detailed EMFIS assessment, it is important to note that the

responses are explicitly perception-based. Respondents rate statements like “Tools
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and processes that are fast and simple”, “Modular and loosely coupled architecture”,
or “Availability of test environments” on a 1-5 Likert scale based on their own
interpretation and daily experience.

As a result, the assessment is inherently subjective. Different roles with varying
levels of experience may interpret the same question through different lenses. Not
everyone interacts with the CI/CD pipeline in the same way or as frequently. Some
respondents also mention testing activities outside the CI/CD pipeline, such as live
or field tests, which influence how they judge factors like test selection and feedback
speed. For these reasons, the EMFIS scores reported in this chapter should be seen
as structured perceptions of current CI/CD impediments, rather than as absolute

measurements of technical capability.

5.2.1 Activity planning and execution

This theme addresses how the organization structures work, assigns team respon-
sibilities, and coordinates integration activities. Two factors fall below a mean of
3.0 for both groups, indicating that planning and execution are one of the major

impediments to frequent integration in this project.

e Work breakdown: Work breakdown is the highest-rated factor within this
theme (Developers: 3.54 | Enablers: 3.13). However, high Enabler variance
(1.55) suggests there is strong disagreement between enablers, but the devel-
oper score reflects moderate satisfaction at the individual task level. One en-
abler, however, explicitly identified this factor as a systemic constraint: "Work
breakdown often leads to long-living feature branches that are not integrated in
master fast — but stay alive for months. This is a challenge as teams con-

tribute to their branches, but not to master for a very long time’."

e Teams and responsibilities: Both groups agree that this is an impediment,

as ownership and coordination gaps emerged in the survey. A DevOps engineer
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stated directly: "code ownership: there should be a specific person responsible
for each repo/code”, while another participant highlighted: "Some Codeowners

are very slow (= days)", which delays continuous integration.

A senior architect called for better alignment between teams. A developer
shared this concern and noted that teams do not know what the other teams
are working on. He added that there is limited visibility into upcoming features
and that the lack of clear release notes and implementation details makes it

harder for teams to integrate new features effectively.

e Activity sequencing: Activity Sequencing received the lowest scores in this
theme, with both groups rating it under 3.0. Enablers rate it even lower than
developers, suggesting those closest to the coordination infrastructure recog-
nize its inadequacy most. One Software Engineer noted: "Better organized Ini-
tiative concepting to allow for smaller and self-contained epics”, and pointed
out that this is something product owners and architects should address. This
feedback suggests that most activity sequencing challenges originate mainly at
the planning level rather than during execution. Poor activity sequencing and
tight architectural coupling are co-dependent problems, and the lack of clear
ownership is creating "integration silos" where long-lived branches accumulate

risk.

5.2.2 System thinking

System-level understanding and architectural design play a critical role in deter-
mining test scope and the clarity of feedback in CI/CD pipelines. Tight coupling
between components tends to slow down pipelines and complicate integration. Both
factors scored marginally above 3.0 in both groups, but high enabler variance and

qualitative evidence reveal significant bottlenecks and internal disagreement.
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e Modular and loosely coupled architecture: The moderate mean scores
(Developers: 3.12 | Enablers: 3.25) mask the divided assessment as it can be
observed in high variance (Developers Var.: 1.31 | Enablers Var: 2.21). There
is sharp disagreement within the enabler group about the current architecture.
However, one enabler argued for "A major improvement requires architectural
changes in the Firmware and reduction of the complexity”. While another re-
spondent addresses the issues as "the system is spread around... to change
things you meed to go across the project, touching areas that one has no ex-

" The suggestion came from another senior manager to split the

perience o
Monorepo and separate repositories for major subsystems for the separation

of concerns.

e Developers must think about the complete system: The developer
score sits exactly at the threshold of 3.0. An embedded software engineer with
5-10 years of experience rated this factor 1 and asked for: "Good training that
explains the complete file system ... what files are there in each folders and
which area of the entire system does it belong to”. An Embedded Software En-
gineer added: "Proper Documentation and accessibility to it, from developers
that do not work on a specific module." Even if it might not a immediate pri-
ority the need and accessibility of proper internal documentation appeared in
developer responses which could greatly improve this factor and coordination

among teams.

5.2.3 Speed

Developers tend to commit to the mainline less frequently if it is time-consuming
or complicated [11]. Speed evaluates the simplicity of tools, the availability of
test resources, and feedback latency. This assessment found the largest expecta-

tion—experience gap in this theme, and 2 factors scored below the mean of 3.0.
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e Tools and processes that are fast and simple: This factor represents
the largest perception gap (0.76) in the entire assessment ( Enabler 3.88 |
Developer 3.12 ). The high rating and the low variance(0.41) among enablers
indicate that they confidently perceive tooling as adequate. Although both
groups rated this factor above the concern threshold, developers have a more
divided experience (variance 0.99). Developers consistently indicated room for
improvement, requesting clearer pass/fail criteria, Al-supported code reviews,

faster integration tests, and shortcuts to skip pipelines for non-code changes.

e Availability of test environments: The developer’s mean is 2.8, indicating
a notable concern, while the enabler rated it at just the threshold level. Many
respondents pointed out that Hardware-in-the-Loop (HiL) testing is missing
from the MR pipeline. A Software Engineer stated: "No Hardware in Loop
tests in the pipeline are critically missing”. An Embedded SW Engineer rated
this factor 1 and commented: "Increase Hil by increasing targets (FPGA &

ASIC), invest in traceability of testing of requirements.”

e Test selection: Test Selection presents an inverted pattern: enablers rated
it lower than developers. Except for one enabler, all gave it a low score (3 or
below). The average developer score is just above 3.0, which points to moder-
ate but not strong confidence in current testing activities. Some engineers also
recommended test selection based on code changes and avoiding unnecessary
or long-running tests. In summary, test selection should be prioritized and
needs a targeted testing effort rather than just running a comprehensive test

suite.

e Fast feedback from the integration pipeline: Fast Feedback is the highest-
rated factor in this theme (Developers: 3.62 | Enablers: 3.38). The high

developer score reflects general satisfaction, except one developer said the



5.2 ANALYSIS OF EMFIS ASSESSMENT 45

CI pipeline should complete in less than 10 minutes. However qualitative
responses suggested that developers would trade faster pipelines with more
effective pipelines with more tests, as confidence in feedback depends on rele-
vance, traceability, coverage quality, and clarity of validation outcomes rather

than speed alone.

5.2.4 Confidence through test activities

Confidence is built through appropriate testing before merging and ensuring main-
line reliability. All three factors cluster around a mean of 3.0-3.16 for developers,

with a significant perception gap on Test Before Merge.

e Test before merge: Test Before Merge presents a gap of +0.51. Enablers
rated higher for pre-merge testing, while developers are measurably less confi-
dent. The qualitative evidence identifies the merge train as the critical point.
An Embedded Developer stated: "Sometimes an MR is all ready and approved,
but then only when you try to merge, it discovers additional issues, which then
requires another whole round of review”. An Embedded Developer corrobo-
rated this: "It does the job well; most issues come from the merge train, which

can be moved to an earlier stage in many cases.”.

e Regression tests on the mainline: Both groups rate Regression Tests sim-
ilarly (Developers: 3.16 | Enablers: 3.00). Broadly, the response indicates the
pipeline is good for regressions, however there is a strong call for increasing
code coverage and adding new tests in the pipeline. Additionally, a software
engineer proposed "would be great if the CI pipeline would run (more) compo-

nent tests”.

e Reliability of test environments: Both groups’ average is 3.0, which means

the test environment is functional but not robust. One key enabler noted "Re-
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quirement traceability and test management" as the primary needed improve-
ment, and this is agreed upon by several other engineers. This links reliability
and confidence to the ability to interpret failures and establish credible evi-

dence chains.

A summary of the findings from the EMFIS assessment is presented in Result
Chapter (Section 7.2). These findings also influence the selection and design of the

CI/CD optimization strategies presented in Chapter 6.



6 CI/CD optimization strategies

This chapter examines the optimization strategies applied to improve CI/CD effi-
ciency in a large embedded software project. In line with RQ3, it evaluates how con-
crete CI/CD restructuring strategies can produce measurable improvements without

requiring a full redesign of the software product or its test framework.

6.1 Overview of optimization approach

To address RQ3, several optimization strategies were implemented on the project’s
CI/CD pipeline. Each strategy targeted a specific bottleneck identified through
prior analysis of pipeline execution data and developer feedback collected from the
RQ2-related survey (see Chapter 5). The strategies were applied incrementally to
production pipelines in two separate branches. The branches collectively handled
around 100 build targets across 20 platform families. The evaluation compared the
restructured pipeline against the baseline configuration before optimization using

pipeline duration, job counts, and resource utilization as primary indicators.

6.1.1 Gitlab native templates

The baseline pipeline used Ansible playbook with Jinja2 templates to generate CI job
definitions for each platform family. Fach platform had a variable file listing targets

and their job types, and a Jinja2 template iterated over these to emit individual

YAML job blocks. While the Ansible variable files were the intended source of truth,
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the generated YAML was also committed to the repository. This meant a developer
could modify the generated output directly — adding or adjusting jobs without
touching the variables — causing configuration drift silently over time. While the
resulting jobs ran in parallel, they produced a "flat" and cluttered pipeline graph.
With the total pipeline exceeding 250 jobs, this structure became a visual burden.

The optimization replaced this generation pipeline with GitLab’s native spec,/in-
puts templating mechanism combined with matriz-based jobs. A single parame-
terized template defined all job types — build, lint, and test jobs as composable
blocks controlled by boolean input parameters. Listing 6.1 shows the abstracted

matrix-based build template used in the optimized design.

platform—build :
extends: .build
parallel :
matrix: $[| inputs.build matrix |]
variable:
Build Options: "$[| inputs.build options |[]|"
needs:

— job: $[| inputs.platform |]—select

Listing 6.1: GitLab parallel matrix template.

A platform definition now passes only the data needed for a shared template,
such as the list of targets, optional checks, or build options. At runtime, GitLab
expands this definition into N concurrent instances, N being the number of targets.
Listing 6.2 illustrates how a platform definition consumes the shared build template.
In this structure, one platform definition can expand into several parallel build jobs

while still reusing a single shared template.

include:

— local: '"/ci/templates/platform build.yml'
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inputs:
platform: Platform—A
Build Options: "OPTION=1"
build matrix:

— TARGET: |[Target A, Target B, Target C, ...]

Listing 6.2: Platform definition using the shared build template.

The optimized design established the Platform Definition as the single source
of truth, while consolidating execution logic into reusable shared templates. This
transformed the pipeline architecture from an imperative generation model into a
declarative and functional templating approach. Additionally, the visual structure
of the pipeline became substantially cleaner and more hierarchical, improving read-

ability and developer experience.

6.1.2 Test suite parallelization

This optimization strategy focused on decomposing and parallelizing tasks to reduce
pipeline duration. In the case study, we found an ideal candidate to apply this
change. The project’s unittest framework contained 400 package-level test modules
with approximately 3000 registered test cases. In the baseline configuration, these
tests were run as one monolithic job unittests, which sequentially ran all of the tests
and generated a code coverage report within the same context. The average job

duration for this job was approximately 13 minutes, as shown in the figure 6.1
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Job Durations for Unittest
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Figure 6.1: Unit-test job duration before optimization.

The monolithic job was replaced with a 27-partition parallel matrix job using
GitLab’s parallel: matriz feature. Each matrix instance executed one logical parti-
tion of the suite. This partition boundary followed the existing test-tree structure, so
no changes to the test framework were needed. Each partition produced an interme-
diate coverage report and a downstream job (unittests-coverage-report) collects
the 27 trace files and merges them for the final report. This preserved the original
reporting behavior while distributing tests across independent runners. Concep-

tually, theoretical runtime improvement can be expressed as the transition from a

summation of all test durations to the duration of the longest-running partition:

n
Tbefore ~ E T; + Treport

i=1

after parallelization, it became,
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Tafter ~ maX(Tlu T2; s 7Tn> + Taggregate + Tqueue

The gain depends on workload balance across partitions and runner availability.
After parallelization, the runtime moved closer to the duration of the slowest par-
tition, plus the cost of report aggregation and any queuing overhead due to runner

availability.

6.1.3 Refactoring pre-build workflows

Similar to previous optimization, this strategy also focused on reducing pipeline du-
ration by eliminating redundant jobs, and it targeted the way pre-compilation vali-
dation was structured in the CI/CD pipeline. In the baseline workflow, each build
target passed through a dedicated pre-build stage before compilation. That stage
executed target-specific static validation tasks, such as header-consistency checks,
development-only features detection, and then aggregated the outcome into a re-
port. These checks were useful because they could stop faulty targets before full
compilation, and it was resource-efficient for on-prem servers. However, this design
introduced additional orchestration overhead and complexity. Each target required
an extra scheduled job, which increased the total number of pipeline jobs and added
another step to the dependency chain. In addition, different targets required differ-
ent combinations of checks, and these variations had to be explicitly maintained in
the CI configuration. As the number of targets grew, the jobs were losing uniformity
over time.

As an optimization, the pre-build checks were integrated into the build system,
and dedicated build check jobs for each target were removed from the pipeline exe-
cution path. The pipeline now executes both activities within a single job. Now the
CI layer only triggers a standard build entry point, and the build system decides

what to execute. The build step begins by running the relevant validation checks
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and proceeds to compilation only if those checks succeed. This preserves the origi-
nal fail-fast behavior, since static issues are still detected before compilation begins,
but it removes the need for a separate scheduling boundary between the checks and
build execution.

The main benefit of this change is therefore both operational and structural.
Structurally, the CI definition becomes cleaner as there are no separate build-checks
jobs per target and it removes the repetitive job definitions. Operationally, less
scheduling overhead and a shorter execution graph, which improves pipeline execu-
tion time at scale. The detailed improvements are discussed in Result chapter (see

Section 7.3.2)

6.1.4 Dynamic tests selection

One gap identified in the EMFIS assessment(See Section 5.2.3) was the lack of ef-
fective test selection based on code changes. A custom script called "Test-the-fix"
existed to selectively run a subset of unit tests based on relevant code changes.
The remaining jobs were gated behind manual selection steps to avoid unnecessary
execution. Triggering one of these manual gates would unlock a family of plat-
form builds, validation, and system-level jobs. This approach introduced two key
inefficiencies. First, developers had to wait for the initial stage to complete before
manually triggering the selection gates, and then rely on their own judgment to
choose the relevant jobs. Second, the gating operated at the platform-family level
and often triggers a wide set of builds even when the code change affected only a
small part of the system.

The optimization strategy was to replace this manual decision step with an au-
tomated test selection approach. Similar to the existing “Test-the-fix” script, a new
job was introduced to map changed files to the corresponding build configurations.

This was implemented using an existing file-filtering script that identified which
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source files belonged to each build target. Once the build targets were identified,
a separate job would trigger a dynamic child pipeline containing only the relevant

targets and their required downstream jobs.

6.2 Technical challenges

In the unittests case, if sufficient runners were not available, some of the expected
gain could be lost to queueing delays. Similarly, because the logical partitions were
uneven in size, the slowest partition still dominated the completion time of the full
validation phase. Third, the partition configuration is statically defined in the CI job
(hardcoded matrix). This creates structural coupling between the CI configuration
and the test topology, introducing a risk of configuration drift when the test suite
evolves, but the partition definitions are not updated accordingly.

In the dynamic test selection case, the manual selection jobs could be overridden
to run the affected jobs without creating an additional child pipeline. However,
this approach introduced several challenges. The selection was still done at the
platform-family level, so all jobs in the affected family were executed instead of only
the required ones. Another constraint was that overriding jobs through the GitLab
API caused permission errors in downstream jobs. Many of these jobs needed to
download container images from another repository, but the API triggered jobs did
not have the required access permissions.

We also performed additional experiments in which the results were not as effec-
tive as expected. For instance, increasing CPU allocation for build acceleration as
discussed in Section 2.6. While the jobs themselves became faster, this introduced
scheduling delays in the Kubernetes cluster. For example, when a job requested
only one CPU, Kubernetes could usually schedule it immediately. After increasing
the request to three CPUs, the scheduler had to wait until enough resources became

available on a node. Since many jobs were started in parallel in the same pipeline
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stage, this often caused the job to remain queued before execution. As a result, part
of the performance gain from faster execution was lost due to queued time. Since the
scope of this work primarily focused on CI/CD pipeline and orchestration, further
investigation of infrastructure scaling or resource management was not explored in

detail.



7 Results

7.1 RQ1: embedded CI/CD: technical and organi-
zational constraints

Our first research question investigates,

“What technical and organizational constraints distinguish CI/CD

pipelines for embedded software from traditional software pipelines?”.

This section answers RQ1 by identifying the constraints in embedded CI/CD pipelines.
In addressing RQ1, this analysis frames CI/CD challenges not as isolated tool-
ing problems but as arising from a hierarchical constraint structure. In embedded
systems, hardware constraints shape firmware architecture, and consequently, the
architecture bounds pipeline design and organizational flexibility. Chapter 2 identi-
fied a set of recurring technical constraints specific to embedded CI/CD pipelines.
To make these distinctions explicit, Table 7.1 was derived by consolidating the con-
straint categories introduced in Sections 2.4 and contrasting them with character-
istics of CI/CD in web and cloud systems. For each dimension, the “embedded”
column summarizes the synthesis from the earlier Background (Section 2.4) chapter,
while the “traditional” column summarizes the dominant patterns in software-only

environments.
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CONSTRAINTS o6
Constraint | Embedded Soft- | Traditional Soft- | CI/CD Differentia-
ware ware tor
Execution Customized or | Virtualized envi- | Physical hardware
Target product-specific ronments (contain- | cannot be scaled on
(Sec. 2.4.1) | hardware platform ers/VMs in  cloud | demand.
infrastructure)
Build Combinatorial explo- | Typically, a  sin- | Testing complexity in-
Variants sion of binary configu- | gle build artifact is | creases proportionally
(Sec. 2.4.2) | rations. promoted across envi- | with variants
ronments
Architecture | Monolithic ~ systems | Microservices or | Harder to parallelize
(Sec. 2.4.3) | with tight hardware- | loosely coupled modu- | or use incremental
software coupling. lar architectures. builds.
Toolchain Heterogeneous Standardized  cloud- | Vendor-locked and
(Sec. 2.4.4) | toolchains with | native toolchains (e.g., | platform-dependent
cross-compilers  and | Docker, Kubernetes) tools.
proprietary SDKs.
Validation Hybrid validation: | Automated testing fo- | Hybrid Validation is
(Sec. 2.4.5) | simulation and physi- | cusing on software cor- | expensive and HiL is

cal HiL testing.

rectness and deploy-

ment.

limited

Table 7.1: Comparison of technical constraints in embedded and traditional CI/CD

systems.

Before presenting the organizational constraints in Table 7.2, it is important to

note that many of these challenges are not exclusive to embedded software devel-

opment. Traditional software systems can face similar issues, including team silos,

compliance requirements and resistance to process change. However, in web and

cloud environments, many of these constraints have been reduced through widely
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adopted engineering practices such as cross-functional DevOps teams and higher
levels of automation [1]. The comparison, therefore, does not suggest that tradi-
tional software systems are free from organizational constraints, but rather that
these challenges are often less severe or better mitigated. In embedded environ-

ments, hardware dependencies, legacy product lifecycles, and regulatory demands

tend to reinforce the same constraints [4].

Constraint | Embedded Soft- | Traditional Soft- | CI/CD Differen-
ware ware tiator
Team Fragmented  hard- | Cross-functional Team silos creating
Structure ware and software | teams organized | coordination and
(Sec. 2.5.1) | teams. around ser- | communication gaps
vices/products. and slow integration
Methodology| Stage-gate, waterfall | Continuous agile cy- | Limited continuous
(Sec. 2.5.2) | legacy mindset. cles. integration practices
Compliance | Safety-critical stan- | Primarily  security | Embedded systems
Gate dards, traceability, | and regulatory com- | have different reg-
(Sec. 2.5.3) | security, and reg- | pliance = (GDPR/- | ulations and rigid
ulatory compliance | SOC2). process gates.
(e.g., ISO 26262)

Branching Long-lived  variant | Short-lived branches | Older variants re-
(Sec. 2.5.4) | and legacy support | with frequent in- | quire long-term sup-
branches. tegration and easy | port.
rollback.

Table 7.2: Comparison of organizational constraints in embedded and traditional
CI/CD systems.
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7.2 RQ2: summary of expectation—reality gaps

A more detailed analysis of the EMFIS assessment is presented in Chapter 5. This

section provides a summary of the main findings relevant to RQ2:

Where are the gaps between developer expectations and current
experience in CI/CD pipelines, and which factors should be

prioritized to enable more continuous integration?

The EMFIS survey results (Table 5.1) indicate that overall CI/CD process was
generally perceived as functional but still improvable, with most average scores
clustering around 3 on a 5-point scale. However, few recurring constraints and

perception gaps emerged across both quantitative and qualitative responses.

7.2.1 Expectation—reality gaps

The clearest expectation—reality gaps were observed in Tools and processes that
are fast and simple and Test before merge, where the difference between devel-
oper and enabler assessments exceeded > 0.5 points. For Tools and processes, en-
ablers rated the current workflow considerably higher (3.88) than developers (3.12),
indicating that developers experience more friction in the day-to-day CI/CD process
than enablers perceive.

Similarly, Test before merge showed a notable perception gap (Developers:
3.12, Enablers: 3.63), suggesting different expectations regarding the effective-
ness of pre-merge tests and processes. The survey also captured developer frustra-
tion with the current merge process, where integration-related issues may not be
detected early in the pipeline, resulting in additional review cycles. Although these
factors exhibited the largest perception gaps, their overall scores remained above
the threshold for notable concern. This indicates that the primary issue is not the

absence of these capabilities, but rather differences in how different roles perceive
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the effectiveness and usability of the system.

7.2.2 Primary constraints: planning and environment

The most prominent constraints were related to Activity Planning and Execution.
The lowest-rated factors shared by both developers and enablers were Teams and
responsibilities and Activity sequencing, both scoring below 3.0. These results
indicate coordination challenges within the development process, particularly around
ownership, work breakdown, and synchronization between teams.

Developers also identified Availability of test environments as a notable
concern (2.80), reflecting difficulties in accessing reliable Hil. during pre-merge de-
velopment and testing. In contrast, enablers rated Test selection lower than devel-
opers, suggesting concerns regarding the efficiency or relevance of the current testing

strategy.

7.2.3 Prioritized improvement areas

Overall, the EMFIS results for RQ2 suggest that the following areas should be

prioritized to enable more continuous integration in the studied project:

e (larifying teams and responsibilities and improving activity sequencing, to

reduce long-lived branches and integration silos.

e Expanding and stabilizing test environments, especially HilL in or near the

Merge-Request pipeline.

e Improving test selection and classification, focusing on relevance and code
change-based selection rather than volume, to balance fast feedback with con-

fidence.

e Reducing developer-perceived friction in tools and processes, through clearer
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pass/fail criteria, skip pipelines for non-code changes, and possibly additional

automation support, thereby closing the perception gap with enabler.

7.3 RQ3: pipeline improvements

Several optimization strategies were evaluated to address RQ3:

Which pipeline improvement strategies lead to measurable gains

in CI/CD performance in the embedded case study?

This section discusses the outcomes, observed improvements, and practical lim-

itations of the implemented strategies.

7.3.1 Unit test optimization improvement

As strategies adopted in Section 6.1.2, the overall pipeline execution time, feed-
back latency, and maintainability improved in multiple dimensions. The monolithic
unittests-full job, which previously executed the entire test suite sequentially,
was replaced by 27 parallel matrix instances, each responsible for executing a single
partition. The partitions improve failure visibility, evolving from a single pass/fail
outcome into 27 independent results. As a result, failures within a specific pack-
age became immediately visible without requiring the full test suite to complete
execution.

The achievable performance improvement, however, remained bounded by the
heaviest partition, which had the longest execution time, and by runner scheduling
overhead caused by the additional 27 execution pods. Overall, the optimization
reduced the total pipeline execution time. Figure 7.1 illustrates the improvement
observed in Branch pipelines after introducing the parallel unit-test matrix.

The red point (®) in the figure marks the point at which the changes were

introduced. It can be observed that the average duration of the Branch pipeline
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Figure 7.1: Impact of unit-test parallelization on master branch pipeline duration.

decreased from approximately 15 minutes to around 8 minutes. The improvement
at the job level can be compared against Figure 6.1, where the original monolithic
unit test job had an average completion time of 13 minutes. After parallelization,
the partitioned unit test jobs completed within approximately 6 minutes, as shown
in Figure 7.2.

It should be noted that this observation applies only to the Branch pipeline.
The reduction in overall duration in the Merge Request and Merge Train pipelines
was minimal, as other long-running jobs continued to dominate the total pipeline
duration. Furthermore, the measurement presented in Figure 7.2 represents a single
pipeline execution. In practice, the average duration varies by approximately 42

minutes depending on runner availability.
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Figure 7.2: Completion time of parallelized unit tests.
7.3.2 Pre-build workflows improvement

The primary benefit of refactoring pre-build workflows are reduction in pipeline com-
plexity and scheduling overhead. The number of pre-build jobs was proportional to
the number of build targets in the pipelines and the strategy removed a large num-
ber of standalone validation jobs. In one production branch where the optimization
was applied, the total number of jobs was reduced by approximately 16%. Running
validation and compilation in the same job eliminated repeated environment setup
and teardown between stages, reducing redundant initialization overhead. It also
impacted resource availability on shared runners. From a maintainability perspec-

tive, large amounts of duplicated CI configuration were removed and replaced with
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a centralized build-system-based approach.

Figure 7.3 illustrates the shift in cumulative CPU execution time across pipeline
stages following the pre-build refactoring. As discussed in Section 6.1.3, the checks
were consolidated into the build jobs and predictably CPU execution time increased
in the build stages. However, the most significant improvement is observed in the
prebuild stage, where execution time is reduced by nearly half due to the removal

of standalone validation jobs.

CPU execution time

29.1 mins
32.7 mins

quick

2.49 mins
1.95 mins

select

prebuild 2.56 hours

418 hours

1.95 hours

build
1.30 hours

1.22 hours
1.22 hours

validate

2.32 hours
2.59 hours

test

2.16 mins
report
212 mins

Os 1.67 hours 3.33 hours

== With Build Check optimization == Baseline Pipeline

Figure 7.3: Impact of build-check optimization on per-stage CPU execution time.

Note that Figure 7.3 displays the cumulative CPU execution time per stage,
rather than the actual duration of the pipeline. In practice, the difference in total
pipeline duration between the two pipelines is negligible. The structural reasons
for this are discussed in Discussion chapter (See Section 8.1). Despite no overall
runtime gain, the pipeline is more efficient. It achieves the same results with fewer

jobs and lower total CPU usage while simplifying the CI configuration.
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7.3.3 Benefit of templating strategy

The transition from a generated pipeline model to native templating fundamentally
reduces one of functional abstraction. In the generated approach, every platform in-
dependently declared identical job structures—repeating the same extends:, needs:,
and artifacts: blocks for every target—which violated the DRY (Don’t Repeat Your-
self) principle. With native templating, the job structure is defined once. Platforms
differ only in their inputs: which targets to build, which optional steps to enable,
and what resource allocation to request. Adding a new platform is a single in-

clude: block with input parameters. This modularity ensures structural updates are

inherited instantly by all targets without any regeneration step.

Metric Baseline (Ansi- | Optimized (Native
ble/Jinja2) Templates)

Platform  configuration | 11 generated files 9 Ansi- | 1 shared template and 1

files ble variable files composition file

Pipeline YAML lines

~2400 generated lines

~500 authored lines

Structural pipeline
changes

Modify Jinja2 templates
— regenerate yaml script

Edit shared template
once

Table 7.3: Quantified impact of native CI/CD templates.

Moreover, incorporating GitLab matrix parallelization together with native tem-
plates created a more maintainable solution compared to the previous Ansible-based
generation approach. By consolidating pipeline configuration directly within Git-
Lab CI, the system removed the additional overhead of maintaining an external
generator tool. From a maintainability perspective, the total amount of authored
CI configuration was reduced substantially, as shown in Table 7.3. In addition, the
resulting pipeline structure became more organized, since targets belonging to the

same platform family were visually grouped together within the pipeline graph.
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7.3.4 Dynamic test selection

To evaluate the Dynamic Test Selection strategy, the approach was tested on five
merge requests created by other developers that modified at least one firmware build-
related file. The merge requests were selected randomly to represent different scopes
of changes. For each merge request, the selection script generated a dynamic child
pipeline containing only the affected build targets and their required downstream
jobs, while the parent pipeline remained responsible for lightweight pre-compilation
checks such as static analysis and configuration validation. Across the evaluated
merge requests, the generated child pipelines executed 7, 12, 37, 40, and 59 jobs
respectively. In total, the experimental setup was executed 15 times to validate the
consistency of the selection mechanism.

The results demonstrate that the approach successfully reduced unnecessary
pipeline execution by limiting builds and validation stages to only the affected
targets. This shifted the pipeline from manual platform-family selection toward
impact-based execution, reducing both manual intervention and redundant CI work-
load. The same idea works for non-code changes as well, and the pipeline can skip
unnecessary builds. This will enable quick feedback and run only the relevant vali-
dation test. However, the accuracy and completeness of the job-selection mechanism
need more testing and developer approval before production adoption. The results
indicate the approach works, but the selection algorithm still has room for improve-
ment, particularly in ensuring that all required downstream jobs are identified for

complex cross-component changes.

7.3.5 RQ3 summary

This study demonstrates that restructuring the CI/CD pipeline architecture yields
immediate improvements in maintainability and local pipeline performance. Transi-

tioning to data-driven native templates simplified the pipeline structure and reduced
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configuration complexity. As discussed in Section 4.2 and further elaborated in Sec-
tion 8.1, the study found that micro-optimizing individual jobs has a limited impact
on overall pipeline runtime unless those jobs are located on the critical path. Instead,

meaningful improvements can be achieved through:

e Optimizing pipeline flow: Implement DAG Execution, Merge small orches-
tration jobs, Clean Up the Build Matrix, Compress the End-to-End Critical

Path.

e Configuration changes: Adopt Native Templating, Refactor CI Definition,

Remove CI Anti-Patterns, Migrate tools and platform.

e Testing Strategies: Dynamic Test Selection, Tiered test strategy, Leverage

Incremental Builds and Caching.

e Infrastructure Tuning and Observability: Standard Container Images,

Scale Runners and Resource Classes, Add Observability and Metrics.

7.4 RQ4: architectural and technological impact

This section presents a holistic summary of the thesis findings in order to answer

RQ4.

How do architectural and technological changes impact the per-
formance, scalability, and maintainability of embedded CI/CD

pipelines?

The findings show that CI/CD pipeline effectiveness cannot be improved through
isolated fixes alone. Developers indicate they would actually trade a faster pipeline
for more effective pipelines with higher-quality tests, better traceability, and clearer
pass/fail criteria (see Section 5.2.3). Instead, CI/CD performance is intrinsically

tied to a combination of technical and organizational factors, as shown in Table 7.4.
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Factor ‘ Supporting Sections
Compute and Hardware resources 2.4.1,24.5

Platform Tools 2.3,2.4.4,52.3

System Constraints 2.4.2,24.3,4.1.1,4.2,5.2.2
Pipeline configuration complexity 4.2,4.1.2,5.2.4 ,6.2
Organizational Integration Practices 2.5, 5.2.1

Table 7.4: Key factors affecting CI/CD pipeline performance.

Martensson et al. argue that breaking down large systems — software systems
and organizational structure — into smaller pieces is a key enabler for continuous
integration at scale [10]. However, refactoring the core firmware architecture requires
a multi-year effort, and it requires substantial budget and human effort to mitigate
years of technical debt [4]. As discussed in Sections 2.4.3 and 4.2, it is not always
feasible in embedded contexts, particularly when the system has limited memory
and computing resources. Although recent Al-assisted workflows can significantly
reduce the cost and human effort of exploring modularization options for monolithic
architectures (See Section 8.2).

Given these constraints, the architectural and technological changes investigated
in this thesis focus on the CI/CD pipeline rather than the firmware architecture
itself. As shown in Section 7.3.5, optimizing CI/CD configuration is comparatively
low effort and there are multiple ways to approach it. In this project, the organi-
zation had already standardized on GitLab and AWS as a consolidated toolchain
for source control, orchestration, and compute resources. This consolidation elimi-
nated cross-tool dependencies and synchronization overhead and provided a stable
foundation for further pipeline-level optimizations. The impact of the implemented

changes can be discussed along three primary dimensions:

e Performance: Technological changes such as test-suite partitioning and par-
allelization produced clear local performance gains. For example, the branch

pipeline duration was reduced by roughly half after optimizing unit tests (Sec-
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tion 7.3.1). However, the DAG-based execution model means that the pipeline
time is dominated by long-running hardware or simulation-based tests (Sec-
tion 8.1). This thesis shows ways to shorten the critical path by removing
redundant build-check jobs and identifying jobs that can run in parallel (Sec-

tion 4.2, 6.1.3).

e Scalability: Changes like Dynamic Test Selection and Native Templating
strategy directly address the combinatorial complexity of build variants. Na-
tive templating makes it much easier to add or remove variants than be-
fore(Section 7.3.3). Experiments with dynamic child pipelines show that only
the build targets and downstream jobs affected by a change need to be exe-
cuted, which reduces redundant workload while preserving coverage (Section
7.3.4). At the same time, simply infrastructure scaling alone is not sufficient

to guarantee performance improvements (Section 6.2).

e Maintainability: The strongest observable impact is on the maintainability
of the CI/CD configuration. Moving to native GitLab templating from exter-
nal Ansible playbook generation is another step towards consolidating tools
and processes. This transition effectively reduces configuration drift, mini-
mizes total lines of code, and eliminates the need for manual regeneration
steps. Additionally, utilizing the parallel matrix feature allows for the con-
densed grouping of jobs within the same family. However, implementing this

strategy can be a challenging effort if the jobs are not uniform (Section 7.3.3).



8 Discussion

Before the optimization work in this thesis started, the baseline pipeline had al-
ready been modernized. Moving from an on-premise Jenkins setup to an AWS
cloud-native environment with Kubernetes solved most infrastructure scaling issues.
Shared caching helped reuse artifacts, and using standard Docker image definitions
made environments more consistent across different targets.

Despite these updates, challenges remained in pipeline orchestration, configu-
ration redundancy, managing heterogeneous hardware variants, test accuracy, and
maintaining CI definitions over time. Therefore, the main focus of the optimization
work in this thesis was to improve pipeline maintainability, reduce unnecessary ex-
ecution, and faster validation workflows on top of an already elastic cloud-native

infrastructure.

8.1 CI/CD optimization constraints

In this project, job-level optimization has a limited impact unless evaluated in the
context of the pipeline’s dependency graph. In traditional stage-ordered models,
each stage acts as a barrier; downstream work must wait for every job in the current
stage to finish. In this case, accelerating individual jobs directly reduces stage
completion time and consequently, total pipeline duration.

However, the studied pipeline is primarily DAG-driven rather than traditional

stage-gated. Most jobs use explicit needs relationships and are allowed to start im-
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mediately after their required dependencies are completed. This design enables high
cross-stage parallelism and reduces unnecessary waiting between stages. Because of
this execution model, the total pipeline duration was determined mainly by the
longest critical execution path rather than by the average duration of all jobs. The
case project shows that this critical path originates from a combination of build and
test chains inherent to the system domain. The path includes the slowest test parti-
tions, particularly long-running on-device and integration tests whose durations are
constrained by physical hardware behavior and the need to execute timing-sensitive,
sequential scenarios such as GNSS acquisition. As a result, micro-optimizing indi-
vidual jobs produces weak global gains. If an optimized job was not part of the
critical path, the effect on total execution time remained limited.

This became one of the main optimization constraints observed during the study.
Pipeline performance was ultimately bounded by the longest-running dependency
chain and runner scheduling latency. The pipeline already exploits DAG parallelism
effectively; future performance improvements should focus on the job dependency

structure and critical-path compression rather than on isolated job optimization.

8.2 Implications of Al-assisted development

In this work, various Al models supported coding, refactoring, and technical writing
tasks (see Appendix B). The experience suggests that Al-assisted development is
beginning to change the cost, speed, and accessibility of large-scale software modi-
fication. However, current Large Language Models (LLMs) are still constrained by
context window limits and may misinterpret domain-specific terminology or implicit
system behavior without sufficient project context.

The architectural refactoring challenge discussed in Section 7.4 remains substan-
tial, but the nature of the approach is beginning to change. Historically, restruc-

turing monolithic firmware or refactoring complex CI/CD configurations required
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extensive manual analysis by experts with deep system knowledge and months of
coding effort. With Al-assisted workflows - such as iterative prompting and rapid
prototyping- a less experienced developer can now explore alternatives, generate
proof-of-concept, and summarize large parts of a codebase much more quickly than
before, provided that review practices are in place. Essentially, the cost of producing
and iterating on meaningful code changes has decreased, even though architectural
decisions and verification responsibility remain with humans.

However, Al does not remove the fundamental bottlenecks identified in this
study. The key constraints identified in RQ1 (Section 7.1) - HiL. dependent vali-
dation, organizational integration practices, and build variant complexity - still re-
main as structural challenges. Al models do not eliminate the need for engineering
judgment, particularly in safety-critical or constrained embedded environments. In-
stead, the effort and time shift toward verification and architectural decision-making
rather than manual implementation. In the context of this thesis, Al-assisted de-
velopment is an enabler and accelerator for the heavy lifting required to modernize
legacy CI/CD infrastructure, provided it is supported by rigorous human review and

testing.

8.3 Validity and limitations

The study has several limitations that affect the validity of its findings. First, the
scope is limited to a single company and one embedded firmware product line. This
restricts external validity because the observed constraints and optimization effects
may not fully apply to other domains or organizations.

Second, the industrial environment imposes confidentiality constraints that re-
strict the level of detail that can be reported about specific configurations, variants,

or hardware setups.
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8.4 Conclusion

This thesis investigated how CI/CD pipelines can be optimized for large-scale em-
bedded firmware projects operating under hardware constraints, multi-variant build
complexity, and organizational impediments. Even though the studied system al-
ready employed modern DevOps practices and state-of-the-art CI/CD technologies,
substantial friction remained in both developer experience and execution efficiency.
The study examined both the technical and human factors that limit continuous
integration in embedded environments.

The first research question established how embedded CI/CD pipelines differ
from traditional software pipelines. The primary constraint is that validation de-
pends on physical hardware, which cannot be scaled like cloud resources, and nu-
merous product variants increase configuration complexity. Monolithic firmware
architectures, heterogeneous toolchains, and lengthy validation cycles also reinforce
these limitations. Organizational factors such as team silos, waterfall-style work-
flows, and long-lived branches further slow down integration cycles.

According to the EMFIS survey, developers generally perceived the studied
pipeline as functional, but identified several pain points. Key impediments were
found in processes and tools, test-before-merge practices, and test selection. Guided
by these constraints, the implemented optimizations showed meaningful improve-
ments through targeted pipeline-level changes. Native templating reduced configu-
ration complexity, dynamic test selection reduced redundant execution, and pipeline
restructuring improved local performance. However, micro-optimizing individual
jobs had a limited effect on overall pipeline duration due to dependency chain struc-
tures.

Finally, the last research question showed that embedded CI/CD optimization is
a multidimensional challenge, as summarized in Table 7.4. The findings demonstrate

that meaningful improvements cannot be achieved through isolated fixes alone, since
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pipeline behavior is tightly connected to the identified factors. In large-scale embed-
ded environments, CI/CD pipelines evolve together with the product architecture,
testing strategy, and organizational processes. Consequently, CI/CD optimization
should not be viewed as a one-time migration effort, but rather as a continuous
process of measurement, refinement, and architectural adaptation.

Overall, this thesis contributes both analytical and practical insights into embed-
ded CI/CD engineering. The study demonstrates that while embedded systems have
constraints that cannot be completely eliminated, careful architectural and organi-
zational improvements can significantly improve pipeline scalability, maintainability,

and performance.
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Appendix A EMFIS survey

questionnaire

This appendix presents the survey instrument used to assess the current state of the
CI/CD pipeline. The survey is based on the EMFIS model (Enable More Frequent
Integration of Software) [11] and was adapted for embedded firmware development.

The survey evaluates developer expectations and current experiences regarding

CI pipeline performance, including speed, feedback, and reliability.

A.1 Survey overview

Format:
e 12 key factors rated on a 1-5 Likert scale.
e Additional open-ended questions for qualitative feedback.
Scale:
e 1 = Major impediment to frequent integration
e 2 = Needs significant improvement
e 3 = Neutral

e 4 = Works reasonably well



A3 ACTIVITY PLANNING AND EXECUTION A-2

e 5 = Works very well for frequent integration

A.2 Respondent information

e Role
e Years of experience:

— < 2 years
— 2-5 years

— 5-10 years

> 10 years

A.3 Activity planning and execution

How we plan and coordinate work affects pipeline flow.

e Work breakdown: A way of working that supports work breakdown into
small pieces that can be delivered to the software mainline. It involves clear
directives on whether a commit must include complete functions, documenta-

tion, or tests.

How well does our current work breakdown allow you to merge small, 1 2 3 4 5

independent deltas daily?

e Teams and responsibilities : An organization that supports both work-
ing with functional changes and at the same time takes responsibility for the

architecture.

Do current team structures provide clear ownership to functional 1 2 3 4 5

changes and architecture?
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e Activity sequencing : Synchronization between the teams in order to opti-

mize the flow of activities when functions and systems are implemented.

How well synchronized are team activities to avoid integration delays?

1 2 3 4 5

Open questions:
e What needs to be improved in activity planning and execution?

e Who is the best driver of this improvement?

A.4 System thinking

Architecture and system understanding determine test scope and feedback clarity.

Tight coupling — slow pipelines.

e Modular and loosely coupled architecture: A modular architecture with

small components, which makes it possible for many teams to work in parallel.

Loosely coupled architecture with as few dependencies as possible between the

components.

Does the firmware architecture allow you to commit changes without

being hindered by cross-module dependencies?

1 2 3 45

e Developers must think about the complete system: Developers under-

stand the functions and design of the whole system, and not just their own

sub-system.

How confident are you that you understand the full system impact of

your changes before you commit?

1 2 3 45
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Open questions:

e What needs to be improved in System Thinking to get effective CI pipeline?

e Who is the best driver of this improvement?

A.5 Speed

e Tools and processes that are fast and simple: All tools and processes

related to integration of the software are fast and simple to use.

How fast and simple are our build, test, and integration tools to use

daily?

1 2 3 4 5

e Availability of test environments: Developers can get access to sufficient

test resources for their test activities before committing to the mainline.

How available are hardware, simulators, and HIL when developers

need them?

1 2 3 4 5

e Test selection: Strategies are established to define which tests run on an

event basis, fixed schedules(e.g. Nightly), and release testing.

How effectively does our automated test selection run only the relevant

tests for your specific change?

1 2 3 45

e Fast feedback from the integration pipeline: The developer gets fast

feedback when software is committed to the mainline, signaling any deviations

or problems.

How quickly do you receive actionable feedback after commits?

1 2 3 45
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Open questions:

e What needs to be improved in Speed to get faster pipeline feedback?

e Who is the best driver of this improvement?

A.6 Confidence through test activities

e Test before merge: The test activities that are performed by the developers

before merging code to the mainline are appropriate and conducive.

How effective are pre-merge tests available to developers?

1 2 3 4 5

e Regression tests on the mainline: The regression tests on the mainline

include a mix of test activities of varying scope and test coverage that protect

mainline quality and stability.

How effectively do our "Regression tests" support system stability and

frequent integration?

1 2 3 45

e Reliability of test environments: The test environments have idempotent

behavior and do fully represent the production environment.

How stable and reproducible are our test environments?

1 2 3 4 5

Open questions:

e What needs to be improved in Confidence through test activities to get faster

pipeline feedback?

e Who is the best driver of this improvement?
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A.7 Final remarks

e Based on your experience. how well does the CI pipeline perform particularly
in terms of detecting issues, maintaining firmware quality, and supporting your

productivity?

e If you could improve one aspect of the CI pipelines to better meet your expec-

tations, what would it be?

o Additional comments.



Appendix B Al usage declaration

In accordance with the University of Turku guidelines on the responsible and trans-

parent use of artificial intelligence in studying and research, the use of Al-based

tools in this thesis is documented in Table B.1.

AT Tools

Stage of work

Use in thesis work

ChatGPT
(GPT-5.3-mini)

Drafting and re-
vision

Used for iterative drafting, rewriting, sum-
marization, and refinement of technical
and academic text. Assisted in devel-
oping the thesis structure, restructuring
explanations, condensing verbose sections,
maintaining consistency, and academic tone
throughout the thesis writing process.

Gemini (Gemini

Drafting and re-

Used similarly to ChatGPT throughout the

3) vision writing process.

GitHub Copilot Code study and Used for explaining code, debugging, refac-

(Claude, GPT- implementation toring suggestions, generating test ideas,

Codex) in VS quick validation of implementation ideas,

Code and assisting with CI/CD scripting during
experimentation and development.

Grammarly Proofreading Used for grammar correction, punctuation

and final editing

checking, readability improvement, and
sentence-level proofreading of the thesis
manuscript.

Table B.1: Summary of Al tool usage in this thesis

The author confirms full responsibility for the content, accuracy, originality, and

integrity of this thesis. All research design, analysis, and conclusions are the result

of independent academic work and critical judgment.

Al-based tools were used solely as supporting tools to assist with language re-
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finement, structural improvement, coding support, and technical clarifications. In
particular, Al tools were not used to autonomously generate experimental results,
measurements, or final research findings. All Al-assisted outputs were reviewed,

verified, and manually validated by the author before inclusion in the thesis.
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