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Background: Federated learning (FL) is a rapidly advancing technique that enables collaborative model training
while preserving data privacy. This approach is particularly relevant in healthcare, where privacy concerns and
regulatory restrictions often prevent centralized data sharing. FL has shown promise in tasks such as disease
detection, achieving performance levels comparable to centralized systems. However, its practical usability in
real-world applications remains underexplored.

Methods: We evaluate the practical effectiveness of FL in predicting whether patients suspected of prostate
cancer require invasive biopsy procedures. The study uses 14 publicly available prostate cancer datasets from 10
countries. We propose and benchmark a novel FL evaluation strategy, Leave-Silo-Out (LSO), which quantifies the
performance gap between federated training and free-riding (utilizing the federated model without contributing
data). Additionally, we investigate whether locally trained models can outperform multi-hospital FL. models. The
results are assessed with a focus on improving the diagnosis of local patients.

Results: Our findings reveal that the benefits of FL vary with the amount of locally available annotated data.
Hospitals with very small datasets see negligible improvements from FL compared to free-riding. Institutions
with moderate datasets may achieve some gains through FL training. However, hospitals with extensive datasets
often experience little to no advantage from FL and, in some cases, observe reduced performance compared to
local training.

Conclusion: Federated learning shows potential in scenarios with limited data availability. However, its practical
applicability is highly context-dependent, influenced by factors such as data availability and specific task
requirements.
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Although cross-device FL has been widely adopted in real-world ap-
plications, cross-silo FL, especially cross-hospital, remains rare outside
of research settings. Regulatory challenges are a significant barrier to
implementing cross-silo FL [24], even for cohorts within the same coun-
try, let alone internationally. Another challenge lies in demonstrating

1. Introduction

Federated Learning (FL) is gaining recognition as a secure method
of training models across multiple data sources. Its core principle is that

sites share only model parameters, not raw data. This enables collab-
orative model development while preserving the privacy of individual
datasets. FL algorithms are categorized into cross-device FL for training
on mobile/IoT devices and cross-silo FL for training with a few sta-
ble, trusted clients [8]. Cross-silo FL has gained particular interest in
healthcare, enabling hospitals to collaborate on disease diagnosis with-
out exposing patient information.
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tangible benefits to individual hospitals participating in a multi-silo co-
hort.

Many cross-silo FL studies rely on artificially partitioned homoge-
neous benchmark datasets, such as CIFAR-10 or MNIST, divided among
simulated clients. Although useful for preliminary validation, this ap-
proach fails to capture the real-world complexities and data heterogene-
ity of cross-silo FL applications, particularly in healthcare.
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Fig. 1. Federated training strategies for real-world medical applications: Lo-
cal, FL, and Free-riding (FR). Blue arrows indicate the final global model being
shared to the hospitals. The preferred strategy depends on the amount of local
data. (For interpretation of the colors in the figure(s), the reader is referred to
the web version of this article.)

When datasets originate from different hospitals, they often lack crit-
ical documentation on essential factors such as data collection methods,
equipment, and procedural differences. Although public datasets for FL
are sometimes accessible through platforms such as Kaggle competitions
[38] or specialized medical challenges [37], comparing them can feel
like “comparing apples and oranges” due to inconsistencies between
sites.

Even when data is collected across multiple institutions with thor-
ough documentation, evaluation methodologies often remain underde-
veloped for FL-specific tasks. Although many studies show that FL mod-
els can achieve performance comparable to centralized training (where
data from all sites is combined) [36], there is limited analysis on when
FL benefits a hospital enough to justify participation.

Broadly, hospitals have three main options to obtain diagnostic mod-
els:

+ Local Training - training exclusively on their own data.

+ FL Training — actively participating in federated learning.

* Free-riding (FR) — using a federated model without contributing
data.

In the literature, the term free-rider [12] often carries a negative
connotation, implying the unfair exploitation of others’ efforts. How-
ever, for smaller institutions, relying on shared predictive models may
be their only option, as they lack sufficient data to train their own and
contribute negligible amounts to the global model.

In this paper, we propose a comprehensive evaluation methodology
to assess the practical usability of FL. We introduce a novel evaluation
strategy, Leave-Silo-Out (LSO), which aligns with the established termi-
nology of cross-silo FL [8]. LSO serves as an estimator of the expected
performance for free-riders. Simply put, LSO represents the expected
prediction performance of an existing model collaboratively trained by
other participants. Again, this is particularly relevant for small or newly
established hospitals as a means to access high-quality predictive mod-
els. The training options are summarized in Fig. 1.

We evaluate the effectiveness of these approaches in the context of
reducing unnecessary prostate cancer biopsies, a critical issue in modern
urology. Our study highlights how different FL participation strategies
impact prediction accuracy, investigating the potential practical benefits
of federated learning for localized healthcare decision-making.

In prostate cancer (PCa) research, a key focus has been to incorpo-
rate a risk estimation model (or risk calculator) into the early detection
pathway to reduce unnecessary biopsies, thereby preventing overdiag-
nosis and overtreatment. Many models have been proposed [27,25];
however, training and validating models that generalize well and accu-
rately differentiate between benign/low-risk and high-risk PCa remains
challenging. In this context, FL offers a solution by utilizing data from

International Journal of Medical Informatics 204 (2025) 106046

multiple institutions to create more representative and accurate models
while preserving patient data privacy.

2. Related work

Realistic FL in Healthcare. Several previous studies have implemented
realistic FL by distributing the training process across hospitals, using
both images [31,33,26] and tabular data [2,39]. These studies have ex-
plored the potential of FL to address various medical challenges, such
as breast density classification [31], COVID-19 detection [2,39], and
prostate segmentation [33]. Notably, Pati et al. [26] conducted one of
the largest real-world federated experiments, involving 71 medical in-
stitutions, thereby highlighting the challenges of evaluating FL. model
performance in practical settings [22].

Another approach to realistic FL involves partitioning data by origin,
as seen in studies using hospital data from different regions [37,7,36,41,
10,38]. Most FL studies evaluate global models using standard metrics
like AUC and accuracy, while some focus on FL-specific metrics. For
instance, an ensemble of local models from the four largest hospitals
was used in [26].

Leave-Silo-Out. The term Leave-Something-Out has been used in medi-
cal research, primarily to describe non-federated cross-validation meth-
ods across hospitals. Examples include Leave-Site-Out [32], Leave-
Hospital-Out [35], Leave-Institution-Out [6], and Leave-Source-Out
[14]. These approaches focus on excluding one institution during model
training and then using it as a test set to evaluate performance. In
the context of FL, variations like Leave-One-(Institution)-Out [36] and
Leave-Center-Out [15] have also been explored.

PCa Risk Calculator. The diagnosis of prostate cancer relies on prostate
biopsies, which can expose men to significant complications, such as
bleeding and severe infection [1]. Moreover, it is not uncommon for
biopsies to yield benign results or reveal low-risk cancer [9]. Therefore,
it is crucial to assess the individual’s risk of significant prostate can-
cer before performing a biopsy to weigh the potential risks. In recent
decades, several risk calculators have been developed for this purpose
[21,28,5].

3. Methods

To reflect real-world data heterogeneity for cross-silo FL, we com-
piled 14 publicly available datasets from 10 countries. Each dataset is
accompanied by a peer-reviewed article describing its data collection
methods, clinical parameters, and procedures. This documentation al-
lows for alignment and harmonization between institutions, ensuring
consistency in the analysis. Fig. 2 illustrates the countries and cities
where the participating hospitals are located.

3.1. Data

Each dataset includes key parameters relevant to PCa research: age
in years, PSA in ng/ml, Prostate Volume (PV) in cm?, Prostate Imaging—
Reporting and Data System (PI-RADS) Score, and the presence of clini-
cally significant PCa (csPCa) based on the Gleason Grade Group (GGG).

Although all datasets share the same features and variables, mak-
ing their participation in FL mathematically feasible, we excluded the
datasets from Tiirkiye and Finland from our study. The Turkish dataset
has low feature diversity, as it includes only patients with PI-RADS 3.
The Finnish dataset differs from other cohorts by including only men
diagnosed with low-risk prostate cancer who are undergoing active
surveillance. Ultimately, incorporating these datasets would be clini-
cally unsound. Table 1 briefly summarizes the datasets used in this
work. Since both Koreal and Korea2 were collected at the same hos-
pital, we combined them as Korea (kr). A more detailed description of
the datasets, their corresponding clinical tasks, the methods used to han-
dle missing values, and the data preprocessing steps is provided in the
supplementary materials.
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Fig. 2. World map showing the countries and cities where the hospitals and corresponding datasets are located. Datasets highlighted in orange are excluded from

the experimental analysis due to clinical incompatibility.

Table 1

Clinical summary of the studied datasets.
Dataset Incl Study Year Patient # Systematic Biopsy Targeted Biopsy PI-RADS GGG >2
Spain (es) v [19] 2021-2022 1640 v v 2.0 v
Koreal (krl) v [13] 2014-2018 406 v v 2.0 v
Korea2 (kr2) v [20] 2019-2021 593 v 4 2.1 v
Germany1 (del) v [11] 2014-2019 774 v v 2.1 v
China2 (ch2) v [23] 2018-2020 530 v v 2.0 v
Chinal(chl) v [42] 2013-2015 312 v 4 1.0 v
USA2 (us2) v [30] 2012-2014 310 v v 2.0 v
USA1 (usl) v [18] 2014-2021 280 v v 1.0/2.0/2.1 v
Netherlands (nl) v [42] 2013-2015 266 v v 1.0 v
Italy (it) v [16] 2014-2016 218 v v 2.0 v
Germany?2 (de2) v [29] 2010-2012 162 v v 2.0 v
UK (gb) v [29] 2010-2012 133 v v 2.0 v
Finland (fi) X [4] 2006-2015 75 v v 1.0 v
Tiirkiye (tk) X [34] 2019-2022 55 v v 2.0 v

3.1.1. Statistics of the datasets

This section provides an overview of the dataset statistics, highlight-

ing heterogeneity across participating hospitals, and describes the steps
taken to harmonize data across sites.
Features. To support cross-silo FL, we ensured that each dataset in-
cluded a consistent set of features. Fig. 3a displays the distribution of
the most influential features for prediction outcomes. Although the age
distribution roughly follows a normal curve, PSA levels display extreme
outliers, ranging from 0.7% to 13,300% of the mean. Additionally, PI-
RADS scores vary significantly between hospitals.

To further explore differences in feature distributions, we applied
t-Distributed Stochastic Neighbor Embedding (tSNE) to the datasets.
However, since tSNE did not identify notable outliers within the studied
datasets, the results are included only in the supplementary materials.
Labels. The primary label, csPCa, is defined as histopathological GGG
> 2 observed in prostate biopsies. The proportion of significant cancer
cases varies between hospitals, as shown in Fig. 3b.

3.2. Model

We build on the work of Ettala et al. [5], which introduced a lo-
gistic regression (LR) model designed to prioritize the classification of
patients with PI-RADS 3. Following their methodology, we adopt their
recommended model architecture and coefficients as a baseline for our
FL experiments, as shown in Fig. 5. This framework includes a non-linear
spline transformation applied to PSA values to address non-linearity (see
Fig. 3a). Additionally, a PI-RADS transformation assigns LR coefficients
to scores of 3, 4, and 5, while scores below 3 are set to zero. This results
in a model with a total of eight coefficients and an intercept. Although
the original study adjusted PSA and PV values for patients based on 5-
ARI medication, we exclude this factor from our analysis. This decision
is based on its absence in the studied datasets and its minimal impact
on overall model performance [5]. For model federation, we implement
the Federated Averaging (FedAvg) algorithm [17]. A detailed descrip-
tion of the hyperparameters used can be found in the supplementary
materials.

3.3. AUC estimators for training strategies

Let Z denote a Z-valued random variable corresponding to a sin-
gle datum, endowed with some unknown probability distribution. We
decompose the variable and its outcome space as Z = (X,Y,S) and
Z=Xx{0,1} X S, respectively, in which X takes its values from the
set of possible feature vectors X, Y is binary valued variable correspond-
ing to the datum’s class label and S is a nominally valued silo identity
with S being the set of all silo identities. With z = (x,y, z) € Z, we de-
note a realization of Z. Finally, we use bold notation for denoting the
d-dimensional Z?-valued random vectors variables Z endowed with the
dth order product probability distribution of Z and analogously z € Z¢
for its realizations.

LetC, ; C Z9 be the subset of data sequences of length d that consists
of data from K + 1 distinct silos and at least 5/4n data originating from
silo s in particular. Moreover, let ¢ be a function, whose value #(z, n, s)
is the AUC of a federated learning model trained on all data from the all
silos present in z except only the first #» data from silo s in z, tested on
the remaining 1/4n data from the silo s not used for training. Then,
0y- =El(Z,n,5)| Z €C,

n,s]

is the FL approach’s expected AUC on new data from silo s, given that
the FL model is trained with exactly »n other data from the same silo and
d —5/4n data from any other K distinct silos. Analogously,

OF" =E[H(Z,n, )| Z €C, 4],

is the same quantity without fixing the test silo. As special cases with
n =0, we obtain the analogous estimands for the FR approach, namely
67 = GF and 6™ = GFL.

The statistic ¢ itself can be considered as an estimator of 95};, hence
its value on a given z € C, ; provides an estimate for it. A standard ap-
proach for reducing the variance of the estimator is to average it over all
reorderings of the data sequence that are conformable with its domain.
That is,
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Fig. 3. Datasets statistics. For (a), the minimum, maximum, and mean values are
illustrated. While all features are linearly spaced, the final bin for PSA ranges
from 28.5 to 1891. For (b), the datasets highlighted in orange lack raw GGG
scores and only include binary 0 (blue) or 1 (red) labels for csPCa, preventing
label recalibration.

fhzy= Y tx-zn59)

”EH'IJ

where I, is the subset of all bijections z : {1,...,d} = {1,...,d} such
that 7 - z € C, 5, and r - z denotes the data sequence, whose entries are
reordered from z according to x. Similarly, a reduced variance estimator
for 6™ can be obtained as

otz = 0=

s
where the sum is taken over all silo identities that have at least 5/4n
data in z. These are what we refer to as the leave-silo-partly-out (LSPO)
estimators and for the FR special cases the leave-silo-out (LSO) estima-
tors.

In practice, averaging over all conformable reorderings is infeasible,
and hence one usually resorts to using only a representative subset of
them. Here, for estimators of 05’];, we average over 10000 reorderings.
The complete pseudocode of the LSPO estimator can be seen in Algo-
rithm 1, where {z; };¢s\(s) represents data from K distinct silos. The
LSO estimator can also be derived from it by using all data from z; for
testing and none for training.
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Algorithm 1 LSPO Estimation in Mathematical Notation.

1: Input: {z }.g, number of repetitions R, number of federated rounds T’
2: for each s € S do
3: forr=1to Rdo

4: 7, < randomly from IT,,
5: z'"in  p first data from (z, - z),
6: 2! « 20% last data from (r, - z),
7: for each k€ S\ {5} do
8: zi i — 80% first data from (r, - 2),
9: Initialize global model parameters w,
10: fort=1to T do
11: for each k € S\ {5} do
12: Train local model on 2"
13: Compute local update Aw,
14: Train local model on z!r"
15: Compute local update Aw,
16: Aggregate: w, — A({Aw,}, Aw,)
17: Compute #(z, - z,n,s) as AUC evaluated on z\™

R
1
18:  Compute é\fk_(z) =z ; H(x, - 2,1, 5)

19: Output: {aFmﬁ(Z)}ses’

4. Results

In this study, we explore three real-world strategies for hospitals
seeking to obtain a diagnostic model: Local Training, FL Training, or
Free-riding (FR). All modeling decisions were made on the training sets
for each repetition of all the experiments done in this work. Our ap-
proach begins by training models on local data using an 80/20 train-test
split. These locally trained models are then evaluated on all other test
datasets, creating a federated evaluation matrix shown in the upper part
of Fig. 4. It displays the results averaged over 10,000 Monte Carlo sim-
ulations, each with random train/test splits. The rows correspond to
the hospitals that trained the models, while the columns represent the
datasets used for testing. The datasets are sorted in descending order by
patient count (see Fig. 3b). We report two aggregation metrics, AV-H
and AV-W. AV-H represents the average test performance for each hos-
pital (row). AV-W calculates AV-H weighted by the number of patients
in each dataset. The highlighted diagonal shows the local accuracies
achieved by each hospital, with AV-DIAG representing the average per-
formance of locally trained models. This serves as a baseline metric, with
an AUC of 84.0, indicating the expected accuracy of a locally trained
model.

To compare with Local Training, we evaluated models trained using
multi-hospital learning. The results, averaged over 10,000 Monte Carlo
simulations with random train/test splits, are presented in the lower
matrix of Fig. 4. As an optimal baseline, a centralized model (row 1) is
trained on the combined training data from all sites and tested on the
respective 20% test parts. FL results using the FedAvg algorithm (row 2)
are similarly derived, where models are trained on hospital training
parts and evaluated on their corresponding test data. FR performance
is estimated with LSO by sequentially excluding one institution during
the training phase and testing the resulting model on the entire dataset
of the excluded hospital (rows 3-13). AV-H, AV-W, and AV-DIAG are
defined as before, with AV-DIAG in this context reflecting the average
performance of FR (LSO) on local data. We focus on comparing the two
diagonals, ranked from highest to lowest based on the number of local
patients.

As expected, the centralized model achieves the highest overall per-
formance with an average AUC of 84.7. When comparing the three
practical training strategies (Local, FL, and FR), FL achieves the highest
performance with an average AUC of 84.2 (highlighted in blue). How-
ever, both Local Training (AV-DIAG = 84.0) and FR (AV-DIAG = 83.9)
demonstrate comparable results. Notably, the advantages of FL over
FR diminish for hospitals with smaller datasets (fewer than 200 pa-
tients). For institutions like Italy, Germany2, and UK, FL provides only
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Fig. 4. Heatmap Matrices of Single-Hospital Learning (top) and Multi-Hospital Learning (bottom). Rows represent the training hospitals, and columns indicate those
used for testing. Datasets are labeled by their country alpha-2 codes, with code marking silos excluded from federated training. AV-H is the average test performance
across testing hospitals (row), while AV-W provides the patient-weighted average. AV-DIAGs show the average result along the highlighted diagonals. CEN denotes re-
sults from centralized training, and FL indicates the federated model trained across all participating hospitals. Datasets are arranged in descending order by sample size.

a marginal improvement over FR. Conversely, for larger silos such as
Spain, Korea, and Germanyl, FL significantly underperforms compared
to Local Training. These observations suggest that FL. may not always be
the most effective strategy for all hospitals. USA1 presents a particularly
interesting case. Its locally trained model performs poorly, especially
when cross-evaluated with data from other sites. However, under the
FR setup, where USA1 is excluded during training, the resulting global
model achieves an AUC of 84.4, outperforming FL. This outcome points
to specific challenges in the USA1 local dataset, such as variations in
data quality or other unmeasured factors.

Although Local Training and FR produce similar overall results,
their effectiveness in local data varies significantly depending on hos-
pital dataset size. A comparison of the two matrices reveals that Local
Training excels for larger datasets (top-left of the highlighted diagonal),
whereas FRis more effective for smaller datasets (bottom-right of the
highlighted diagonal). It appears that hospitals with larger population
are likely to achieve the best diagnostic results using Local Training,
while those with limited data gain more from being a free-rider. Al-
though Local Training performs well for local patient outcomes, its
cross-evaluation results on data from other sites are understandably
inferior. Analyzing the off-diagonal values in the matrices shows that,
on average, FR outperforms Local Training by 4.1 AUC points in cross-
evaluation, underscoring its advantage in multi-hospital scenarios.

To explore these findings further, we analyze how dataset size im-
pacts the effectiveness of each training strategy. For each dataset, we
randomly fixed the test set size at 20% of the dataset, varied the train-
ing size, and compared three possible training methods alongside the

baseline model. Since the baseline and FR models do not involve the
hospital in question in training, their performance remains constant re-
gardless of training data. To ensure robust results, we performed 1,000
simulations. The complete pseudocode of the pipeline can be found in
Appendix. The first 13 plots of Fig. 5 (Spain through UK) display how
dataset size affects AUC performance for each hospital. The final plot
(Average Difference) summarizes the average AUC differences between
Local Training and FR Local and FL, as well as between FL and FR, across
all sites. For this aggregated graph, only hospitals with a sufficient num-
ber of patients were included for each sample size. The analysis is limited
to 400 samples, as the number of contributing hospitals drops to three
beyond this threshold, reducing the representativeness of the results.
The results indicate that AUC for Local Training improves steadily as
the number of samples increases, often exceeding FL performance once
a hospital’s dataset is sufficiently large. Although FL performance also
improves with larger sample sizes, its rate of improvement is slower. The
final graph demonstrates that when sample sizes reach approximately
250, Local Training consistently outperforms Multi-hospital Training,
suggesting it may be the preferred strategy for institutions with enough
data to effectively diagnose local patients. Similarly, FL begins to no-
ticeably outperform FR only when hospitals have a sufficient number of
samples, approximately 250. However, with too few samples, a hospi-
tal’s contribution does not significantly enhance the global model, and
by the time FL outperforms FR, the local model has already become the
most effective option for local patients. Considering the trade-off be-
tween setup complexity, privacy, and benefit, the “optimal” solution for
a hospital appears to be a free-rider until a sufficient number of local
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Fig. 5. Effect of Varying Training Dataset Size on AUC for Local Test Data. Baseline and Free-riding (FR) curves are horizontal as these hospitals do not participate
in training. ‘Average Difference’ shows the difference between training methods. Only hospitals with a sufficient number of patients contribute to the average.

samples is available, which in our use case is approximately 250. Once
this threshold is reached, the hospital can transition to training its own
local model without ever contributing to the federated model.

5. Discussion

Our findings suggest that no single federated strategy is ideal for all
hospitals or scenarios. Institutions with substantial patient data may find
training a local model more viable, avoiding the complexity of federated
infrastructure. Conversely, smaller hospitals might prefer the free-rider
approach due to minimal AUC loss compared to federated training and
privacy concerns associated with sharing local model updates. As a re-
sult, participation in federated training may never be the optimal choice
for these institutions.

However, the availability of high-quality off-the-shelf models de-
pends on large, self-sufficient institutions contributing to the federated
model’s development. If too many contributors opt out, the global model
could degrade and become unusable. A potentially viable setup might
involve a fixed number of large hospitals maintaining a federated model
while simultaneously managing their own internal models. This fed-
erated model could then be shared — either freely or with financial
incentives — with smaller hospitals lacking the data to train their own
models. Importantly, when local model performance does not signifi-
cantly surpass that of federated model, the latter may be preferred due
to its superior generalizability across hospitals.

Questions about learning curves relative to the number of partici-
pating hospitals and the practical implementation of such setups remain
open. We leave these considerations for future research.

Real-world Heterogeneity. The methodological differences between
the studied datasets, such as variations in biopsy procedures, PI-RADS
versions, and MRI equipment, could be seen as a limitation due to the re-
sulting heterogeneity. However, these differences are a strength of this
study, as they reflect the reality of a new hospital joining a federated
consortium with its unique protocols. This heterogeneity enables us to
explore the most effective training strategies under real-world condi-
tions.

Clinical considerations. Although the LR models used in this study
include only eight features, clinical practice demonstrates that even re-
lying solely on the PI-RADS score can yield reasonable AUC. In practice,
patients with PI-RADS scores of 4 and 5 are typically referred for biopsy,
while those with scores of 1 and 2 are not. The greatest challenge lies
in accurately classifying men with PI-RADS 3, where all eight features
contribute significantly to improving outcomes for this group.

The original risk calculator paper [5] used GGG > 3 as the threshold
for defining csPCa. However, all datasets in this study adopt a different
cutoff, GGG > 2, which slightly alters the clinical question addressed by
the trained models. Since raw GGG scores were unavailable for some
hospitals (see Fig. 3b), recalibrating the csPCa definition was not fea-
sible. To ensure comparability across all datasets, we adhered to this
common definition. Despite the baseline model being tuned for a slightly
different task, its performance was only marginally worse compared to
other methods.

Limitations. The main limitation of this study is that it was conducted in
a simulated setting without actual data distribution across distinct hos-
pitals. While such physical separation is a critical aspect of real-world
cross-hospital deployments, we believe the findings of this paper are still



A. Kazlouski, I. Montoya Perez, F. Noor et al.

applicable and translatable to practical federated learning scenarios. An-
other limitation is that we tested our approach on only the problem of
PCa. Naturally, it would be valuable to evaluate it on other diseases
and datasets as well. However, it is rare to find large publicly available
collections of medical datasets that genuinely originate from distinct
hospitals. This scarcity makes our contribution of sourcing open-access
PCa datasets and publishing them even more valuable. A further limi-
tation of our work is the lack of discussion around the privacy concerns
inherent to federated learning. Although FL avoids direct data sharing,
it still involves the exchange of model updates, which alone may not
be sufficient to guarantee data privacy. Attacks such as model inversion
attacks [40] can potentially lead to the inference of sensitive patient
information. Therefore, additional techniques, such as differential pri-
vacy [3], may be necessary to enhance protection. We leave exploring
privacy-preserving strategies in federated learning to future work.

6. Conclusion

In this work, we gathered geographically diverse datasets on prostate
cancer and evaluated practical FL training strategies. We show that, de-
spite significant improvements in cross-hospital evaluation, federated
learning does not always outperform alternative training strategies for
local disease predictions. This is especially true given the practical com-
plexities, privacy concerns, and regulatory challenges involved in estab-
lishing federated learning connections. The optimal strategy for each
hospital is likely to be situation-specific.

Summary table

What was already known?

FL medical prediction models can achieve results comparable to
centralized learning.

It is challenging to evaluate FL medical prediction models in real-
world settings.

The “free-rider” mode allows hospitals to obtain a predictive model
in federated settings.

Prostate cancer risk calculators can be utilized to reduce unneces-
sary biopsies.

What does this study add to our knowledge?

We propose a realistic framework for evaluating FL prediction mod-
els designed for medical tasks in cross-hospital settings, outlining
practical strategies for institutions to develop high-performing di-
agnostic models for their local patients.

We introduce and systematize a Leave-Silo-Out evaluation strategy
for FL, which allows estimating how effectively hospitals can lever-
age federated models when not actively participating in training.
We compile and publish a list of openly available prostate cancer
datasets sourced from peer-reviewed journals. Additionally, we pro-
vide the code to process these datasets and implement our bench-
marks.

To the best of our knowledge, this is the first study to implement and
analyze cross-silo FL for prostate cancer, with a focus on reducing
unnecessary biopsies.
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