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Cyber attacks are continuously growing in volume and complexity, which requires
developing efficient and effective solutions that enable Security Operations Center
(SOC) environments to detect and mitigate these threats. This thesis focuses on de-
signing and evaluating the application of agents powered by Large Language Models
(LLM) in the triage process of Tier 1 SOC analysts. This research evaluates 5 LLMs:
OpenAl’'s GPT-40 and GPT-3.5, Meta Llama 3, Mixtral 8x22B, and OpenHermes
2.5 Mistral 7B. The study investigates LLM agents’ ability to label different alerts
as either 'interesting’ or 'not-interesting.’

The research proposes a framework consisting of an alert generation and processing
module, the LLM agent, and a reporting module. An experiment uses an open-
source SIEM, Wazuh, with three endpoints connected to test this framework. 'Not-
interesting’ alerts were generated from normal user operations, with ’interesting’
alerts from adversary emulation using CALDERA. The results show that LLM
agents can significantly improve the speed of initial triage and reduce the cogni-
tive load on human analysts by automating routine tasks and providing natural
language explanations for alerts. However, challenges like occasional hallucinations,
integration complexity, and privacy risks are identified. The research concludes that
while LLM agents show promise for use in the triage process in Tier 1 SOC op-
erations, a hybrid approach that uses the LLM agents as co-pilots is essential to
maximize benefits and mitigate risks.

This research contributes to the growing body of knowledge on artificial intelligence
in cybersecurity, providing practical insights for organizations considering integrat-
ing LLMs into their SOC workflows. Recommendations for future work include
exploring testing and training LLMs on a large dataset of alerts and investigating
prompt optimization techniques to get the best results from LLM agents.

Keywords: Cybersecurity, Large Language Model (LLM), Security Operation Cen-
ter (SOC), Analysis and Triage, Security Information and Event Management
(SIEM), ChatGPT, Mistral AI, OpenHermes, Llama 3
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1 Introduction

Cybersecurity has become critical in today’s modern digital world due to the in-
creasing dependence on interconnected technologies. The widespread use of elec-
tronic devices, cloud services, and digitalization of assets has introduced easier ways
to communicate and conduct business. Technology is more important than ever be-
fore, with several critical infrastructures and sectors depending on it in one way or
another. However, the pervasiveness of technology worldwide also introduces differ-
ent security challenges and threats, with cyber-attacks continuously evolving with
new techniques and targets. Cyber attacks can take various forms but ultimately
cause financial and reputational loss for individuals and corporations when they are
successful. Cyber attacks can also lead to loss of lives when they are successful
against critical infrastructure like healthcare.

To combat cyber threats, nations and organizations continue to develop and use
various cyber security tools, processes, and strategies to prevent cyber incidents
and reduce their impact when they occur. One of such developments is the Security
Operations Center (SOC). For organizations, the SOC is the central hub of all alerts
generated by different security tools. The primary purpose of the SOC is to detect,
respond to, and report cyber-attacks promptly in monitored environments [1]. Also,
Mutemwa et al. highlight that SOCs are critical to the cyber security strategy of
organizations [2|. Therefore, any attempt to optimize SOC processes will usually

lead to an improvement in the cyber security posture of an organization.
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There are several tools used in a SOC to function properly and achieve its goals
of protecting the organization, and one such tool is the Security Information and
Event Management (SIEM) system [2|. The SIEM is an integral SOC tool that
collects, correlates, and analyzes events and alerts from security logs generated by
network devices, servers, applications, and users [3]. The SIEM also connects to
cyber threat intelligence (CTI) platforms, which provide context to the generated
alerts [4]. Research on SIEM technology usually focuses on enhancing the capabili-
ties of SIEM solutions to detect threats more effectively from the logs it receives [5,
6.

However, the incident detection process in the SOC includes a human component.
This is because human analysts are used in the SOC to review and triage the alerts
generated by the SIEM system to determine the presence of threats and incidents
within the organization. A conventional SOC uses a system of analysts that operate
in a tiered system [7]. From the ground up, the Tier 1 analysts or SOC operators
are the first to review and triage alerts. Only the relevant alerts are forwarded to
the higher tier analysts, Tier 2 and Tier 3, who are more experienced in conducting
in-depth investigations and remediation of identified incidents.

SIEM solutions usually generate many alerts using redefined rules with a high
frequency of false positives because they collect security logs from several devices
and applications. False positives are alerts that wrongly indicate the occurrence of
an incident in the monitored environment. Besides false positives, most SIEM rules
and the alerts they generate are usually informational and require no further steps in
the incident detection process. This leads to a situation where Tier 1 analysts must
review a lot of alerts within a limited time. This amount of workload leads to the
widely known issue of alert fatigue. Alert fatigue is a state of desensitization experi-
enced by SOC operators after continuous exposure to SIEM alerts [8]. Alert fatigue

can lead to incidents not being identified promptly or, worse, not being identified.
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A contributing factor to alert fatigue is the high frequency of false positives in SIEM
alerts, and Ban et al. state that 31.9% of security analysts reported that they do
not pay attention to alerts anymore due to alert fatigue [8]. Another contributing
factor to alert fatigue is the monotonous work performed by SOC operators [9).

Several systems have been designed to address the alert fatigue issue by opti-
mizing or automating the Tier 1 alert triage process. For example, Kersten et al.
provide a process that improves the Tier 1 analyst’s decision-making quality. The
method outlines the sequence of tasks required for a Tier 1 analyst to make a correct
decision regarding determining the importance of an SIEM alert [7]. In their study,
Kersten et al. showed that analysts who used this outlined process made better deci-
sions than analysts who relied on experience and knowledge [7] . Meanwhile, Ban et
al. focused on automating the Tier 1 analyst triage process entirely using Artificial
Intelligence (AI) [8]. The results showed a low false positive rate and a high rate of
alerts correctly identified as potential incidents. This study also demonstrates the
potential of Al in cyber security operations.

Artificial Intelligence has grown in popularity recently due to the developments
and general availability of Large Language Models (LLMs) in intelligent chatbots.
LLMs are neural networks that use data in text format to process language-related
tasks. The latest breakthrough in LLMs comes from using Transformer-based mod-
els in Natural Language Processing (NLP). This has resulted in developing effective
LLM models like GPT (Generative pre-trained Transformer), PaLM, and Llama [10].
These models serve as the foundation for intelligent chatbots; for example, Chat-
GPT uses various versions of GPT, including the latest GPT-4, which is multimodal
and can accept image and text inputs [11].

Although LLM-based chatbots are most widely used to generate content (images,
text, and videos), they can also perform powerful functions such as multilingual ma-

chine translation, code writing, and debugging [11]. Compared to other disciplines,
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the study and use of LLMs in cyber security are underexplored [3]. For example,
in education, LLMs have been shown to help generate questions for educators and
provide assessment and feedback to students [10]. LLMs have also been used to
automate and deliver services in customer care, marketing, and healthcare [10]. In
cyber security, Motlagh et al. identifies various uses of LLMs in defensive and of-
fensive security [10]. Specifically, in the detection phase of defensive security, LLMs
can be used to detect anomalies in logs and vulnerabilities in software. Therefore,
this research explores the effectiveness of applying LLMs to the alert triage of Tier
1 analysts in a SOC to automate the process, reducing human workload and alert

fatigue.

1.1 Problem Statement

The recent growth in the popularity of Al, particularly LLMs, has resulted in sev-
eral research opportunities in different fields, even though it has not directly resulted
in widespread adoption. Consequently, there has been an increase in the number
of papers related to LLMs. However, Motlagh et al. notes that cybersecurity is
traditionally slow to adopt data-driven and machine-learning solutions [10]. Never-
theless, cybersecurity research has continued to show the benefits and threats that
AT presents in cybersecurity. For example, Zeadally et al. thoroughly describes AI’s
opportunities in cyber security, particularly in the domain of incident detection [12].
However, a study by Gartner Inc. in 2023 showed that only a third of the respon-
dents were using or implementing Al application security tools, and slightly over
half considered it [13]. Compared to the potential shown by AT in security research,
Al-backed solutions are not heavily adopted in the industry.

One barrier to adopting Al solutions is usually job security, as noted by a sys-
tematic literature review on the adoption of Al [14]. However, when the available

workforce cannot meet the industry’s demands, Al augmentation should be accept-
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able even to employees who feel that their job security is threatened. It is widely
accepted that there is a global skill shortage in cybersecurity. Although the esti-
mates vary, Furnell reports that there are between 1.8 million and 4 million unfilled
cybersecurity positions worldwide [15]. This skill shortage also affects entry-level
positions, such as Tier 1 analysts in the SOC. This issue is further exacerbated by
the fact that organizations find filling positions with staff with the required skills
challenging.

Alert fatigue is thus a product of the cybersecurity skill shortage when the avail-
able staff must analyze more events than they can handle [15]. Sundaramurthy et
al. also notes that a high turnover of analysts plagues SOCs due to burnout [16].
Moreover, burnout can result in analysts making poor decisions, which can lead to
huge financial losses in a critical field like cybersecurity. Since SOC analysts usually
perform the same tasks repeatedly, it is easy to see how automating some of these
tasks can mitigate burnout and improve the creativity of analysts in the SOC [16].
Therefore, this study will focus on designing and determining the efficiency of a sys-
tem that utilizes openly available LLMs to automate the Tier 1 analyst alert triage
process. Such a system provides much-needed support for analysts in the SOC and

will also provide an idea of how useful LLMs can be in cybersecurity.

1.2 Aim and Objectives

This study aims to design and test the effectiveness of an automated Tier 1 analyst
alert trigate process performed by an LLM system.

The objective is to determine the reliability of using an LLM-backed system in
a SOC for Tier 1 analyst alert triage processes. If such a system is proven to be
reliable, it will help reduce alert fatigue and improve operational efficiency in SOCs,

especially those employed by SMEs.
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1.3 Research Questions
This thesis aims to answer the following research questions:

e RQ1: How can an LLM agent perform the SOC Tier 1 analyst’s alert triage

process?

e RQ2: What is the accuracy of LLMs when they are used to automate the Tier

1 analyst’s alert triage process?

1.4 Thesis Structure

The rest of the thesis consists of 6 chapters, and a brief description of the chapters
is provided below.

Chapters 2 and 3 focus on the relevant theory and helpful terminology to the rest
of the thesis. Chapter 2 specifically describes SOCs, the team structure, incident
detection processes, SOC tools, and the SIEM. Chapter 3 describes and analyses
LLMs, how they work, and the application of LLMs in cybersecurity and the SOC.
Chapter 4 introduces the different components of a system that integrates LLMs
into the SOC Tier 1 analyst workflow and the experiment design. Chapter 5 is a
discussion of the results of the research. Chapter 6 summarizes the findings for the

research questions of the studies and provides recommendations.



2 The Security Operation Center

This chapter will address the fundamental theory relevant to answering the research
questions posed in the previous chapter. This study discusses the relevant literature
concerning automating the workflow for Tier 1 security analysts in a SOC, SOC
operations and processes, and SIEM alerts analysis and triage. This chapter will
describe a Security Operations Center, its structure, and the tools used in conven-
tional SOC environments. The chapter also explains the SOC analyst workflow,

emphasizing Tier 1 analysts in the SOC.

2.1 Description of the Security Operation Center

A SOC is a centralized hub that operates at the heart of an organization’s network
and security architecture and monitors an organization’s assets to detect, analyze,
mitigate, and report security incidents [2, 4]. A unit within the organization can
provide these SOC services, or a third-party managed security solution provider
who monitors the organization for a fee [7]. A SOC can also operate in a hybrid
model that incorporates a dedicated internal SOC with the services of an outsourced
service provider [4]. Regardless of the mode of implementation, a SOC is usually
heavily integrated into the organization’s information technology infrastructure 2]
and serves as the centralized hub where all security events are directed to be ana-
lyzed. One of the key features of any successful SOC is continuous monitoring [17],

which enables the SOC to detect issues in near real-time and carry out mitigating
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actions to prevent damage from cyber-attacks. Mughal asserts that the SOC is es-
sential to any organization’s security strategy [17|. Furthermore, Mutemwa et al.
state that the SOC is critical in measuring the maturity of an organization’s security

posture [2].

2.1.1 SOC Architecture

A SOC’s overall architecture can be centralized, distributed, or decentralized [4].
A SOC with a centralized architecture requires that all the logs sent from different
devices and locations are processed in one central SOC. Log processing and analysis
are spread across several subsidiaries in a distributed SOC. The decentralized SOC
combines centralized and distributed SOC design into an architecture comprising

SOC subsidiaries reporting to a central SOC to eliminate any single point of failure.

Technological Architecture

The building blocks of any SOC require several technologies that perform specific
functions. On a basic level, conventional SOC environments have technologies that
perform the functions of event generation, event collection, event databases, analysis
engines, case management, and response management [4]|. Recently, this architecture
has been improved to include cyber threat intelligence to provide additional context
to internal events and incidents [18, 19]. As seen in Figure 2.1 [4, 20], the various
technologies in the SOC are integrated with the SIEM, which provides a holistic

view of the environment that the SOC is monitoring.

2.1.2 SOC Structure

To discuss the structure of a SOC, Vielberth et al. propose the PPTGC framework,
which is an abbreviation of People, Processes, Technology, and Governance and

Compliance [4]. This framework provides a lens through which we can understand
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Figure 2.1: SOC structure and architecture

the various elements of the SOC. It is an improvement of the PPT (People, Process,
and Technology) framework that is usually used to describe information technology

systems.

People

People have several roles and responsibilities within a SOC. Although there are dif-
ferent classification systems, it is generally recognized that a SOC should have Tier
1 analysts who handle triage, Tier 2 and Tier 3 analysts who are incident respon-
ders and threat hunters, and a SOC manager [4, 7|. Apart from this tiered system,
Mughal describes a SOC that uses a responsibility-based classification system that
focuses on the roles carried out by members of the SOC team. In this system, the
additional roles include threat intelligence analysts, vulnerability management spe-

cialists, penetration testers, forensic analysts, and user and entity behavior analysts

[17].
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Process

The process followed by the SOC for handling alerts is usually the same as con-
ventional incident response guidelines like the NIST Computer Security Incident
Handling Guide [21]. This is because the core functions of the SOC are to prevent,
detect, and respond to cyber security incidents. In the guide, NIST recommends

PAENA4

four steps, which are “preparation,” “detection and analysis,” “containment, eradi-
cation, and recovery,” and “post-incident activity” [21]|. Figure 2.2 shows how each
of these steps relate to each other to create a cyclical process where each incident
leads to the improvement of the incident response process.

In a SOC, preparation activities include designing and implementing systems
that collect, process, and log event data. The processing of events includes nor-
malization, filtering, reduction, log rotation, synchronizing time across log sources,
aggregation, and correlation [4]. Correlation especially allows the SOC to track
related activities from different log sources.

The detection and analysis phase in the SOC comprises the generation of alerts
that indicate suspicious activities using different tools and techniques and the human
analysts’ triage and prioritization of these alerts by the SOC [4]. The success of these
phases depends on the quality of the detection mechanisms implemented and the
skill of the analysts involved [7].

The containment phase depends on the SOC’s operational model. In an out-
sourced SOC, it is possible that the SOC is not responsible for any of the processes
after detecting, analyzing, and reporting the incident to the organization. This phase
can include using Security Orchestration, Automation, and Response (SOAR) tools
to automate response actions to identified incidents. This phase aims to ensure that
the incident does not spread across the organization’s assets and that affected assets
are recovered successfully [21]. These assets can include endpoints, servers, network

devices, and user accounts.
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Preparation and Data

. Detection and Analysis Alert Prioritization
Collection

Post-incident Activity Eradication and Recovery Containment

Figure 2.2: SOC alert and incident management

Post-incident activity in the SOC involves enhancing its tools and detection ca-
pabilities using the information gathered during the forensic analysis of an incident.
The activities performed in this phase ensure that future attacks using similar tech-

niques are detected and mitigated early before any damage is done.

Technology

The technology used in a SOC has been categorized into data collection tools, anal-
ysis and detection tools, and visualization tools [4]. A SOC is usually filled with
several screens with dashboards showing changes in the state of devices in the or-
ganization’s network. These dashboards help analysts to identify anomalies and
respond appropriately.

Data collection in the SOC requires collecting data from several sources. The
data sources include security software, like firewalls, anti-malware software, and
vulnerability scanners. Other sources include network assets, virtualization envi-
ronments, operational technology, physical security assets like cameras, threat in-
telligence, employees, and external users. Additionally, logs are collected from op-
erating systems and applications and provide information about activities on those

assets [4]. Usually, all the events from these different data sources are forwarded to
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a SIEM solution for further analysis [2]. SIEM solutions will be discussed in depth
in the second part of this chapter. However, it should be noted that the SIEM is
a part of each block in the SOC technology stack described above. SIEM solutions
usually have a threat detection engine and dashboards for investigating and visu-
alizing security data. Other technologies in the SOC include log storage systems,
endpoint detection and response (EDR) solutions, and SOAR solutions. EDR and
SOAR solutions can automatically respond to detected incidents, which can help
reduce the impact and effectiveness of cyber-attacks [17].

Although technically not a technology, Vielberth et al. note that a conventional
SOC uses playbooks to automate frequent use cases [4]. These playbooks can also

be implemented in the SOAR platform.

Governance and Compliance

Governance and compliance describe activities that can be a service provided to the
SOC or by the SOC. They can be used to measure the performance of the SOC
against industry standards and regulations. Although there are no recognized holis-
tic SOC standards [4], it is vital for every SOC to have metrics and key performance
indicators to measure its performance [17|. The purpose of measuring SOC perfor-
mance is to identify subpar performance and implement policies and procedures to
improve the SOC. As mentioned above, the SOC can also ensure that the organiza-
tion it monitors meets specific compliance regulations by conducting regular audits,
documenting its findings, and providing recommendations. However, the rest of this
section will discuss some metrics that can be used to measure SOC performance.
One of the metrics used to measure SOC performance is coverage [4]. This
measures the number of monitored assets about an organization’s total number of
assets. This is important to measure because a SOC can only monitor a limited

number of assets due to resource constraints.
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Another metric used to measure SOC performance is false positive rate [4]. This
metric measures the percentage of alerts generated by the SOC that are not inci-
dents. Ideally, the SOC should have a very low rate of false positives [22]. However,
as mentioned in the previous chapter, that is hardly the case.

To measure the performance of analysts in the SOC, the average analysis time
is used to measure how much time analysts spend on alerts on average [4].

Mean Time to Detect (MTTD) is one of the key SOC metrics [17]. This metric
measures the time the SOC takes to detect a security incident. An efficient SOC
team will have a low M'T'TD value, indicating that its analysts quickly review alerts
and identify incidents.

Another key SOC metric is Mean Time to Respond (MTTR) [17]. This is the
time the SOC takes to respond to a security incident. This metric is only relevant
to SOC teams responsible for incident response activities.

Compliance metrics [4] are used to measure the SOC team’s adherence to regula-
tory and industry standards. Examples of such standards include ISO/IEC 27001, a
general cyber security standard that describes requirements for information security
management systems. A SOC can measure its performance against such a standard

by measuring the number of policy violations in the SOC environment [22].

Assessing SOC Performance with Adversary Emulation

The metrics described in the previous section are useful for evaluating the perfor-
mance of a SOC against real alerts and incidents. However, adversary emulation is
another technique for evaluating a SOC and identifying gaps in its coverage and tech-
nologies. Adversary emulation uses the tactics, techniques, and procedures (TTPs)
known threat actors use to test an organization’s security implementation [23]. The
TTPs of the threat actors is firstly gathered from threat intelligence and mapped to
a threat model like the ATT&CK framework created by The MITRE Corporation
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[24]. This is beneficial to a SOC because it identifies gaps in the coverage of the
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Figure 2.3: STEM components

SOC and can also be used to measure the performance of the SOC analysts and the
SIEM rule engine. For example, SAIBERSOC is an adversary emulation tool that
can measure SOC performance and identify areas in the SOC that can be improved

125].

2.2 Security Information and Event Management

As mentioned above, the SIEM is one of the tools used in a SOC. Furthermore,
SIEM systems have been described as the central or core technology in a SOC [26].
Bhatt et al. note that SIEM solutions are critical in SOC processes [27]. The
functions performed using the SIEM in the SOC are widely known and generally
the same across several research papers. These functions include collecting logs from
several sources, normalizing the logs from these disparate sources into a standard
format, aggregating, correlating, and storing these logs before using the built-in and
custom detection mechanisms to detect and report anomalies, and visualizing the
same anomalies using dashboards and other reporting mechanisms [26, 28|. The
functions of a SIEM solution also directly correlate to its essential components, as
shown in Figure 2.3 [26]. It is important to understand the SIEM because it is an

important component of the Tier 1 analyst workflow.
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Log Collection

SIEM systems were developed as a response to the growth in the number of different
security tools used by organizations and the need to collect data from these tools into
one platform [27]. Therefore, log collection is the first function of a SIEM, and it is
usually performed by a component called a log collector. Although the component’s
name differs depending on the SIEM solution, the function is usually the same; it
provides a mechanism by which the log source can send logs. Logs can be sent using
protocols like Syslog or by installing an agent on the log source, which will collect
and send the logs to a central SIEM server [28]. The log sources for a SIEM can
include firewalls, intrusion detection and prevention systems, anti-malware systems,

application systems, network devices, and operating systems.

Normalization

Normalization is necessary because the SIEM collects logs from different sources
whose logs come in different formats. The SIEM converts the logs into a standard
format, which aids visualization and rule building. This process is also referred to

as log parsing.

Realtime Analysis and Correlation

In this phase, the SIEM uses different mechanisms to analyze the events, detect
anomalies, and create alerts to notify the analysts. One of the most common mech-
anisms is using a rule engine containing built-in and custom rules and correlating
information from different log sources to create alerts [28|. SIEM rules are created
by analyzing attack patterns and including the patterns in conditional statements
that are triggered when the patterns are discovered in the events from log sources.
SIEM rules can also use contextual information and cyber threat intelligence to

create and prioritize alerts [27|. However, Vielberth and Pernul highlight that the
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issues with using rules for threat identification are poor detection rates and many
false positives [28|. In describing the weaknesses of rules, Cinque et al. state that
the problems lie in the fact that these rules rely on historical attack patterns, which

do not always work for novel attack techniques [29].

Log Storage

The SIEM is also responsible for storing logs from the different sources. Log storage
can be configured for either long- or short-term and usually depends on compliance
requirements. However, log storage also serves a forensic purpose [27], especially
when incidents are confirmed. The logs stored by the SIEM can be analyzed to

discover activities by threat actors that the SIEM did not identify in real-time [27].

2.2.1 SIEM Types

Two types of SIEM solutions are available to organizations. There are commercial
solutions and open source/free SIEM solutions [30]. The commercial solutions pro-
vide enterprise-grade coverage and are known to be more sophisticated than their
open-source counterparts [30]. On the other hand, the free and open-source alter-
natives are ideal for SMEs, which usually have budgetary constraints for network
security.

Examples of commercial STEM solutions include Microsoft Sentinel, Splunk En-
terprise Security (ES), IBM QRadar, LogRhythm’s STEM, AlienVault USM, McAfee
Enterprise Security Manager (ESM), Micro Focus ArcSight ESM, Exabeam SMP,
Securonix STEM and Rapid7 InsightIDR [30]. Commercial STEM solutions usually
come bundled with additional features such as User Entity and Behavior Analytics
(UEBA), SOAR, EDR, and cloud monitoring.

On the other hand, some of the popular free or open-source SIEM solutions

include Wazuh, Elastic SIEM, OSSIM, and Splunk Free [30]. Open-source solutions
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like Wazuh offer a large community of users and developers, which can be helpful

to SMEs and startups looking to implement SIEM solutions.

Wazuh

Wazuh is an open-source security platform with SIEM and XDR capabilities. As a
SIEM, Wazuh can collect logs from various sources, including servers, workstations,
and network devices. Wazuh facilitates its log collection using an agent-server ar-
chitecture. The Wazuh agent installed on the systems collects events and forwards
those events to the Wazuh server for analysis and correlation. Additionally, the
agents can take action on monitored endpoints, such as removing malicious files or
updating firewall rules to block threats. Wazuh creates alerts based on an extensive
set of rules to detect threats. The rules contain patterns and conditions that trig-
ger alerts when met. Each alert also has a specific severity level, which indicates
its importance. Wazuh comes with built-in rules, but it also allows users to create
custom rules and modify the predefined rules. In their study which explored the
use of an LLM agent to streamline tasks in the SOC, Kaheh et al. use Wazuh and
highlight its adaptability and open-source nature [3]. In a comparative analysis of
open-source SIEM solutions, Wazuh had the highest scores for solutions still avail-
able as open-source [30]. Figure 2.4 shows a sample Wazuh dashboard with alerts

and security events from different endpoints [31].

2.3 The SOC Tier 1 Analyst

The SOC Tier 1 analyst is usually the least experienced [7] and is responsible for the
initial investigation of alerts that the SIEM and other security products generate
[32]. Nevertheless, the SOC Tier 1 analyst role is fundamental to the success of a
SOC. This is because they are the first to assess and determine the criticality of a

security event [7]. In other words, if a Tier 1 analyst does not correctly classify a
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Figure 2.4: Sample Wazuh dashboard

security event, it could result in unidentified incidents.

The responsibility of the Tier 1 analyst is referred to as alert triage in several
literature [4, 7, 27|, and the process description is mostly the same. The process
starts with the STEM generating alerts based on the detection rules and mechanisms
used in the SOC. The Tier 1 analyst must review each alert and determine whether
it is interesting. An interesting alert is not a false positive and indicates a likely
security incident. The Tier 1 analyst is required to escalate such alerts to the Tier 2
analyst along with related alerts. The Tier 2 analysts investigate further to confirm
the incident and start remediation actions for confirmed incidents.

The SOC Tier 1 analysts, just like the SOC, have metrics that can be used to
evaluate the performance of each Tier 1 analyst. Vielberth et al. identify people
metrics as one of the SOC metrics categories, including the number of incidents
closed in a shift and average workload [4]. Furthermore, metrics like average analysis

time [4], false positive rate [4], and incident response time [17] also apply to each
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SOC analyst as much as they apply to the SOC in general. In the case of Tier 1
analysts, the false positive rate refers to the percentage of false incidents identified
by the analyst. In a survey, Agyepong et al. identified the number of incidents
raised, time taken to detect incidents, and quality of analysis as the top metrics

mentioned by study participants [32].

2.3.1 Triage Process

The Tier 1 analyst process is centered around alert triage and escalation. However,
the alert triage process can include several sub-steps. Kersten et al. proposed a
model of the Tier 1 analyst’s triage process that provides a good overview of the
required steps in the triage process [7]. This model is shown in Figure 2.5 and
involves a four-stage process that enables analysts to correctly identify alerts as
‘interesting’ or not [7].

The first stage of the process involves the analyst reviewing what Kersten et al.
refer to as 'Relevance indicators’ |7]. The relevance indicators include reviewing the
specificity and age of the rule that triggered the alert and whether it applies to the
scope of the monitored environment. These considerations enable the analysts to
decide whether an alert is relevant to the monitored environment. For example, an
organization can have a guest network where low-priority alerts should be ignored.

The second stage of the process involves analyzing the alert history and sur-
rounding alerts to decide whether it is a known 'non-interesting’ alert. These two
alert properties, their history, and surrounding alerts can provide additional context
to alerts in review. For example, if a penetration test is ongoing and the SOC has
been notified of the source, then all alerts from that source can be observed but do
not need to be escalated as incidents.

The third stage of the process involves reviewing related logs (including those

that did not generate alerts) and analyzing traffic and the target host information
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to find evidence of a potential attack. This phase is necessary when no surrounding
context exists around an alert to suggest it is 'not interesting.” Therefore, in this
stage, the analyst analyses every possible source of information to find evidence of
an attack.

In the final stage, the analysts review the attack to find information about the
attacker, indicators of compromise, and related use cases for the attack. The inves-
tigation in this stage provides the Tier 1 analyst with the necessary information to
decide whether the alert was successful and escalate the alert to the Tier 2 analysts,
if necessary. The related use cases for the attack can also inform the Tier 1 analyst
of the correct way to report the alert.

This Tier 1 analyst triage process model shows that deciding on an alert’s authen-
ticity must involve reviewing the alert itself, along with all contextual information
about it, surrounding alerts, and the monitored environment. In addition, under-
standing attack types and extracting indicators of compromise are critical to alert

escalation.

2.3.2 Related Work

Due to the monotonous nature of the Tier 1 analyst role [7], some security operation
centers usually develop and use playbooks or standard operating procedures for the
Tier 1 analysts [4]. These playbooks contain recommendations that Tier 1 analysts
follow to perform their roles in the SOC. Regardless of this measure, Kersten et
al. highlight that Tier 1 analysts are still known to provide error-prone analysis of
security events [7]. Apart from this, the repetitive nature of the process also quickly
results in analyst burnout and huge turnover. This turnover results in experienced
Tier 1 analysts being replaced by inexperienced substitutes, continuing the vicious
cycle. This thesis aims to resolve the issue by developing and testing a process

that uses a Large Language Model to perform the duties of the SOC Tier 1 analyst.
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However, this section describes other attempts at optimizing the SOC Tier 1 analyst
process and improving its performance.

Although there has been in-depth research into solutions that support or auto-
mate the Tier 1 analyst process, there is little research into using Large Language
Models (LLMs) to automate the process. Filar et al. developed a conversational
agent that supports analysts during alert triage, which increased analyst efficiency
and improved focus [34]. However, this proposed system only supports the Tier 1
analyst process without automating it. Perera et al. integrated artificial intelligence
into a conversational SOC chatbot [9], similar to [34]. Kaheh et al. proposed a sys-
tem that uses LLMs in a SOC conversational agent to explain cyber threats to the
analysts. Kaheh et al. reports that the agents were also capable of taking proactive
actions like a SOAR tool to remediate identified incident [3].

Other attempts at automating or improving the Tier 1 analyst process focus on
developing models or frameworks. Danquah [20] proposed a framework to auto-
mate the entire lifecycle of a SOC alert from triage to escalation and containment.
The proposed framework uses artificial intelligence to develop the SOC baseline in-
telligence and respond to identified vulnerabilities. Although the study does not
test the framework, it mentions the viability of an artificial intelligence model in
automating certain SOC processes. Mulders [33] proposes and tests a model that
automates the triage process in a SOC to identify non-interesting events. To verify
the model, SAIBERSOC, a tool which uses advsersay emuldation to test the per-
formance of a SOC and its analyst |25], is employed. SAIBERSOC is a tool based
on the MITRE ATT&CK framework, and it can be used to identify areas of im-
provement in the SOC. Apart from showing the value of using MITRE ATT&CK
based testing methodologies, the model developed by [33] accurately identified non-
interesting events. The model focused on breaking down the Tier 1 analyst process

into steps rather than implementing a single tool or machine learning model to au-
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tomate the entire process. The model focuses on using the model to improve the
Tier 1 analyst process rather than automating it entirely. In their tests, Kersten et
al. showed that Tier 1 analysts who followed the proposed model produced better
results than those who did not [7].

Finally, Ban et al. proposed an alert triage system that used machine learning
models to triage and visualize alerts [8]. This system is the closest implementation to
this thesis and reported a recall rate of 99.598% for highly critical alerts and a false
positive rate of 0.001%. Ban et al. collected network logs into a security appliance
and tested them against several machine learning algorithms [8]. The study showed

the viability of using artificial intelligence in the Tier 1 analyst triage process.



3 Large Language Models in

Cybersecurity

Artificial intelligence (Al) is a branch of computer science that explores the theories
and techniques necessary for the simulation, extensions, and expansion of human
intelligence [35]. Al technology is usually comprised of systems capable of analyz-
ing their environment and autonomously responding to achieve specific goals [36].
Language modeling is one of the ways to enhance machine intelligence [37], and a
Large Language Models (LLM) is a type of Al that “possess deep language compre-
hension, human-like text generation capabilities, contextual awareness, and robust
problem-solving skills” [38]. This combination of features makes them useful in per-
forming various tasks in different domains. For example, Motlagh et al. mention
that LLMs can support teachers in education, develop music captions and video
game scripts in the entertainment industry, automate customer service and supply
chain management, and support medical professionals in the healthcare sector [10].
The use of LLMs in cybersecurity is also growing both for offensive and defensive
purposes. The rest of this chapter is dedicated to highlighting literature concerning
core LLM concepts and the use of LLMs in cybersecurity, specifically for threat
detection. This chapter will also present related work on using LLMs to automate

cybersecurity processes.
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3.1 Evolution of Large Language Models

The recent growth in the development of Large Language Models (LLMs) can be
credited to the improvements in deep learning research, the increase in the avail-
ability and relative affordability of massive computational resources, and the huge
amounts of available training data [39]. This section briefly describes the significant
milestones and core technology behind Large Language Models. Large language
models are a type of language model. In general, language models aim to determine
the probability of words occurring in a sequence [37]. Hadi et al. note that the
history of language models can be traced to the 1950s and 1960s when the first lan-
guage models were developed [39]. The models were rule-based and relied on manual
linguistic rules and features to process language. Researchers agree that there were
four stages in the development of LLMs with the first stage being the development
of Statistical Language Models (SLM) [37, 39]. SLMs estimated the likelihood of the
next word using the frequency of occurrence of the previous words. These models
were developed in the 1990s but suffered from the curse of dimensionality, which
made it difficult to accurately estimate higher-order language models [37|. However,
SLMs were still used to improve the performance of information retrieval tasks [37].

The second stage in the development of LLMs was the introduction of neural
network-based language models (NLM). This technique used neural networks to es-
timate the probability of the next words in a sequence [39]. The third stage was the
development of Pre-trained Language Models (PLMs), which attempted to capture
the meaning and context of words in a piece of text [39]. PLMs used pre-training
tasks that incorporated unlabeled data to develop context-aware word representa-
tions [37]. Finally, the fourth stage occurred when researchers discovered that PLMs
could be scaled to improve performance. This gave birth to LLMs which are fun-
damentally PLMs whose model or data size has been scaled up exponentially [37].

Furthermore, researchers observed that scaling these models resulted in “emergent
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abilities” [37], useful to language translation and solving tasks [39].

The ability of LLMs to comprehend patterns and linguistic nuances in the train-
ing data is responsible for its current success. Using this context awareness and
observed patterns, Yao et al. highlight the ability of LLMs to create coherent and
contextually relevant responses [38]. Examples of LLMs include OpenAl’s Chat-
GPT [40], Meta AI and Microsoft’s Llama [41], and Google’s PaLM [42|. These
models have been used in chatbots to create conversational experiences for users
[39]. These models can either be proprietary or open-source models. For example,
OpenAT’'s GPT-3.5 and GPT-4 models are proprietary while models like Llama, Mis-
tral, and OpenHermes are open source. Open source LLMs can be trained, tuned,
and deployed locally while proprietary models require a subscription to use. Yao et
al. state that LLMs should have four core capabilities; excellent comprehension of
natural language context, the ability to generate human-like text, the ability to dis-
play awareness of knowledge-intensive domains, and the ability to follow instructions
[38]. The last capability enables LLMs to perform new tasks out of the box without
new training data. This feature is known as in-context learning and it allows LLMs

to be controlled using natural language task specifications or in short, prompts [43].

3.2 Prompt Engineering

As mentioned in the previous section, prompts are used to instruct LLMs on how to
perform new tasks that the LLM may have not been originally trained for. Arora
et al. define prompts as instructions that describe the inputs and outputs for a
task [43]. Chang et al. highlight the usefulness of using prompts to guide LLMs
in providing accurate feedback and completing tasks [44]. In the survey Chang
et al. also highlights that prompts are one of the ways researchers evaluate LLM
performance. Furthermore, Hadi et al. assert that LLM performance can be affected

by the specificity and clarity of the words used in a prompt [39]. This makes it
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essential for any prompts to provide as much context and relevant information as
possible, to ensure the model performs the task better. Hadi et al. also mention that
such kind of prompts leads to more accurate responses from the model [39]. Zhao et
al. state that there are four features of a good prompt; it should contain a clear task
description, appropriate input data, contextual or background information for the
task, and a prompt style that contains positive reinforcements [37]. Additionally,
the prompt style should also break down complex prompts into sub-tasks, which
would help the LLM reason step by step [37|. For example, Zhao et al. state that

using a prefix like “You are an expert in this field” can boost LLM performance [37].

3.2.1 Zero-shot Learning

Zero-shot learning is a machine learning feature where a model is trained to solve
new tasks without labeled training data [45]. LLMs have shown an ability to perform
tasks that they were not originally trained for, and prompt engineering is one of the
ways to improve this ability [43]. This indicates that with a good description of a
task, an LLM can performs tasks that involve textual input and outputs. Other
ways to improve the zero-shot learning capabilities of LLMs are bespoke training,
prompt aggregation, and weak supervision. This thesis will use a zero-shot approach
to the prompts since there is no research into the capabilities of LLM for performing

the triage process of SIEM alerts using this or any other approach.

3.2.2 Chain-of-thought Prompting

Chain-of-thought (CoT) prompting compels LLMs to follow and provide interme-
diate reasoning steps when completing a task [45]. This technique has shown the
effectiveness of LLMs in zero-shot tasks. This is because chain-of-thought prompt-
ing encourages LLMs to elaborate on their reasoning, and this has been shown to

improve performance [10].
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3.2.3 LLM Public APIs

Due to the high computational cost of building and training LLMs, Zhao et al.
highlight that model checkpoints, also known as Application Programming Interfaces
(API) can be used for experimental study [37]. For example, OpenAl provides
interfaces to several models, including GPT-3, GPT-3.5, and GPT-4. OpenAl also
provides an API called Assistants API, which makes developing task-specific agents
easier. Using this API, researchers can create agents with specific prompts to fulfill
the needs of tasks [37]. For example, the Python code snippet in Snippet 3.1 will

create an agent that is a math tutor who uses code to solve math problems [46].

from openai import OpenAl

client = OpenAI()

assistant = client.beta.assistants.create(
name="Math Tutor",
instructions="You are a personal math tutor. Write and run code
to answer math questions.",
tools=[{"type": "code_interpreter"}],

model="gpt-40",

Snippet 3.1: Python code to create an OpenAl assistant math tutor

Fang et al. used the assistant API with GPT-3.5 and GPT-4 in a research that
tested the ability of LLM agents to exploit one-day vulnerabilities autonomously
[47]. The research used the Together AT API to assess other open-source LLMs. The

Together API provides an interface to models like LLama, Mistral, and OpenHermes.
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3.3 LLMs and Threat Detection

The rest of this chapter will focus on research into applying LLMs in cybersecurity
with special emphasis on threat detection. As discussed in Chapter 2, the Tier 1
analyst triage process is a part of the detection stage of the NIST Computer Incident
Handling guide. The application of LLMs in different phases of cybersecurity is
currently growing. For example, Motlagh et al. identified several applications of
LLMs through the lens of the NIST cybersecurity framework [10]. The survey shows
the application of LLMs in the ‘Identify’, ‘Protect’, ‘Detect’, and ‘Respond’ functions
of the framework. The ‘Detect’” function encompasses the work performed by Tier 1
analysts in the SOC. The ‘Detect’ function also includes log analysis, and Karlsen et
al. discovered that LLM-based approaches displayed superior performance compared
to syntactic approaches in analyzing two of the three used datasets [48]. Motlagh et
al. also identifies VulDetect [49], a vulnerability detection framework that detects
vulnerable code using GPT-2. CyBERT [50], an enhanced version of BERT, which
was trained using open-source Cyber Threat Intelligence (CTI) data, displayed a
high performance and usefulness for common SOC tasks. Using chain-of-thought
prompting, Koide et al. demonstrated a technique for detecting phishing websites
using LLMs [51]. The system that used GPT-4 had an accuracy of 99.7%, suggesting

that LLM-based detection mechanisms can be effective in threat detection.

3.3.1 Other Cybersecurity applications of LLMs

Apart from threat detection, LLMs have been used in other areas of cybersecurity.
This section covers some of these applications. de Lima et al. uses LLMs to iden-
tify risk through application reviews [52]. In another research, Charalambous et al.
prescribe a three-step process that uses LLMs to automate vulnerability remedia-
tion [53]. LLMs have also been extensively applied in offensive security, the area of

cybersecurity concerned with developing attacks and testing cybersecurity architec-
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ture. Motlagh et al. mentions several LLM-based tools that cover several MITRE
ATT&CK Tactics [10]. The tools include malware generators, phishing emails and
websites creators, and password guessing. Fang et al. also demonstrated that an
LLM agent using GPT-4 could exploit 87% of 15 one-day vulnerabilities when given
an adequate description of the vulnerability [47]. Kaheh et al. proposed Cyber
Sentinel, a dialogue engine that chains together several GPT-4 models to streamline
SOC tasks [3]. Cyber Sentinel can query and analyze cyber threat intelligence data
and remediate identified threats using prompt engineering.

However, the continuous advancements in the development and applications of
LLMs mean malicious actors can also use these models. Two famous examples
of LLM-based tools created for executing malicious actions are WormGPT and
FraudGPT [54]. WormGPT is designed to automate the creation of spear phishing
emails, while FraudGPT can be used to create enticing content to trick users into
clicking on malicious links. The use of LLMs for malicious intent is not limited to
LLMs alone but applies to other AI approaches. Like other Al approaches, LLMs
are subject to adversarial attacks that can affect their learning and decision-making
[35, 39]. For example, Chao et al. describe an algorithm that jailbreaks black box
LLMs to violate their safeguards and causes the LLM to generate malicious content

[55].

3.3.2 LLM Limitations

Different researchers have highlighted several limitations of LLMs. For example,
Karlsen et al. assert that although the evaluated LLMs showed potential promises in
log analysis, the models had a high computational cost [48]. The high computational
cost can be reduced by better adapting the Large Language Model to the log files.
Wu et al. posit that LLMs like ChatGPT can generate responses with factual errors,

often referred to as hallucinations [11]. Additionally, Chang et al. identified that



3.3 LLMS AND THREAT DETECTION 31

LLMs are sensitive to adversarial prompts, which are prompts designed to deceive

LLMs to induce damaging, biased, or inaccurate outputs from them [44].

LLMs as autonomous agents

LLMs can be used as “copilots” or autonomous agents in a system. As copilots,
LLMs can provide assistance and suggestions but does not make decisions without
human intervention. On the other hand, an autonomous agent can make choices
and act without human input. The success of LLMs as the backbone of autonomous
agents relies on the capabilities discussed in previous sections, including in-context
learning and the ability to self-reflect, process documentation, and take actions via
integrated tools [47].

However, given the limitations of LLMs, it can be argued that they are better
used as “assistants” rather than autonomous agents, as concluded by Hadi et al. in
their survey [39]. However, the success demonstrated by LLMs in [47], and several

similar research is encouraging.

Ethics and Privacy

Other issues in the discourse of LLMs and artificial intelligence in general are ethics
and privacy. Although this thesis is not primarily concerned with the ethics of
developing and using artificial intelligence, it should be noted that the ethics issue is
incredibly complex in cybersecurity because the same models that can be trained for
good can also be used for malicious intent. For example, Wu et al. make an essential
point about how ChatGPT inadvertently lowers the skill level required to create and
facilitate cyber-attacks [11|. Furthermore, LLMs have been seen to internalize and
propagate social biases based on the information in crawled training datasets, which
can hurt society [44].

Privacy issues with LLMs have already been identified in healthcare [44]. These
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issues also affect cybersecurity applications of LLMs that rely on confidential data
and external models. To mitigate these privacy issues, LLM datasets are usually
scanned with rules to remove Personally Identifiable Information (PII) before being
used [37]. However, Hadi et al. advise organizations using LLMs with confidential
data to ensure that techniques like encryption and appropriate data protection poli-
cies are implemented [39]. However, Yao et al. conclude in their research that LLMs

contribute more positively than negatively to security and privacy [38].

3.3.3 LLMs and the SOC Tier 1 Analyst Triage Process

This section summarises the key observations from different literature concerning
LLMs and the SOC Tier 1 analyst triage process. The SIEM system plays a pivotal
role because it is responsible for creating the alerts that will be analyzed by the
Tier 1 analyst [3, 7]. Furthermore, concerning LLM prompts, there is a need to
provide carefully designed prompts that follow best practices to enhance the model’s
performance in the given task. The prompts should contain positive reinforcement
for the ability of the LLM, and describe the triage process as best as possible,
including the expected output from the LLM agent. Although some LLMs can
receive input in different forms apart from text, the triage process will be best
served by presenting the alerts in a textual form. Fang et al. reported failures when
LLM agents were instructed to navigate a web application [47]. To avoid this issue,

it is best to provide the alerts in a textual form and receive the output similarly.



4 Framwework and Experiment

Design

The methodology of this thesis is presented in two sections. The first section in-
troduces a novel system that leverages an LLM agent to automate the SOC Tier 1
analyst triage process. This innovative approach is a key highlight of the research.
The second section details the experiment procedure and evaluation metrics used to

test the LLM agents.

4.1 'Triage System

This section describes the components of the system, which uses an LLM agent
to perform the SOC Tier 1 analyst triage process. The system comprises an alert

generation and processing module, the LLM agent, and a reporting component.

4.1.1 Alert Generation and Processing Component (SIEM)

Just like in a conventional SOC, this component acts as the central hub for the
logs and alerts generated by the different devices in the network. This component
is responsible for log collection, correlation, and alert generation and processing.
The alert generation function requires an analysis engine to identify anomalies in

collected alerts and generate alerts that indicate possible incidents. Additionally, the
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component can present and store the alerts in JavaScript object notation (JSON)
format. In this thesis, the SIEM module used is Wazuh, an open-source SIEM
solution that was described in Chapter 2. Wazuh generates alerts in JSON which
is the same format that will be sent to the LLM agent for triage. A typical Wazuh
alert contains the rule description and severity of the rule that triggered the alert.
Furthermore, other fields in the alert are extracted from the raw logs, with the
SIEM analysis engine adding relevant compliance details. The alerts are saved to
/var/ossec/logs/alerts/alerts.json on the Wazuh server. A sample Wazuh alert is

provided in Appendix A.

4.1.2 LLM Agent

The LLM agent uses the underlying training of the LLM with carefully crafted
prompts to classify ‘interesting’ alerts and ‘non-interesting’ alerts. The definition of
an interesting alert is an alert that requires further investigation because it might
indicate a cybersecurity incident. A non-interesting alert is an alert that is either
informational or can be treated as a false positive. This design closely follows the
triage process of a SOC Tier 1 analyst, including the expected outputs from the
process. The LLM agents in this thesis are accessed using publicly available APIs:
the OpenAl Assistant API and the Together API.

4.1.3 Reporting Component

The reporting component uses the output from the LLM to generate a report that
contains the number of interesting and non-interesting alerts. The report also in-

cludes a Uniform Resource Locator (URL) for the alerts to facilitate further review.
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Figure 4.1: Framework for automated alert triage

4.2 Experiment Design

This section will describe the experimental procedures used to evaluate the perfor-

mance of the LLM agents using the framework described in the previous section.

4.2.1 Dataset Preparation
Log collection and alert generation

Similar to the process used by Ban et al. [§8], logs were collected and forwarded
to the Wazuh server from three different endpoints using the Wazuh agent. The
endpoints had different operating systems installed, Windows, Ubuntu Linux, and
macOS, the most popular desktop operating systems in use worldwide [56]. The ver-
sions were Windows 11, Ubuntu Linux 22, and macOS Ventura. Figure 4.3 shows
the Wazuh dashboard displaying the connected agents. Logs from these agents were
forwarded to the Wazuh server for correlation and analysis. To generate logs that

indicate “attacks”, CALDERA was employed. CALDERA is a cybersecurity frame-
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work developed by MITRE, which allows cybersecurity teams to perform adversary
emulation. CALDERA enables automated security assessments and, in this case,

was used to trigger alerts in the Wazuh analysis engine.
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Table 4.1: Alert classification

Operating system | Interesting | Non-interesting
Ubuntu Linux 22 12 11
Windows 11 11 15
macOS Ventura 2 7

Alert selection

From the alerts generated, 58 unique alerts were selected. The alerts contained
33 uninteresting and 25 interesting alerts. The 25 interesting alerts are incident-
related from the attack simulation performed using CALDERA. The interesting
alerts were representative of the MITRE ATT&CK framework, which provides a
good coverage of the different kinds of alerts encountered by SOC Tier 1 analysts.
The alerts contain a unique ID and are labeled appropriately, whether interesting
or not. Furthermore, the alerts were saved to a JSON file, with each alert being in

the JSON format, albeit without the labels.

4.2.2 LLM Agent Alert Triage

To measure the performance of the LLM agent in the triage of the selected alerts,
the OpenAl Assistant API and Together ATl API were used. The OpenAl Assistant
API granted access to the GPT-3.5 and GPT-4 models. Meanwhile, the Together
AT API enabled access to other open-source models. The focus was testing the top
models in the ChatBot Arena [57], a leaderboard that ranks LLM based on thier

performance in different categories.

Models

The following models were tested using the triage framework:
1. GPT-4o

2. GPT-3.5
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3. OpenHermes-2.5-Mistral (7B)
4. Meta Llama 3 70B Instruct

5. Mixtral-8x22B Instruct v0.1

GPT-40 (GPT-4 Omni) is a multilingual and multi-modal Large Language Model
developed by OpenAl and released in May 2024. It can process and generate text,
images, and audio [58]. The knowledge cutoff for the model used in this thesis is
October 2023. GPT-3.5 is an older generation of GPT-40 with a knowledge cutoff
of September 2021.

Llama 3 is an open-source model developed and released by Meta. It comes
in two sizes: 8B and 70B parameters. The variant tested in this thesis contains
pre-trained and instruction-tuned generative text models in 70B sizes. The 70B
variant performs better and has a knowledge cutoff of December 2023 [59]. Mixtral
8x22B is an open-source model developed by Mistral Al and is known for its cost
efficiency [60]. OpenHermes 2.5 Mistral 7B continues the OpenHermes 2 model,
another open-source LLM. The model performs worse than the other models in this
test using LLM evaluation benchmarks. However, this model was selected to see

how well it would perform against the other more advanced models.

Prompts

The LLM APIs were queried using prompts that used optimization techniques rec-
ommended by [37, 39]. The prompts include positive reinforcement and a clear
description of the required tasks. The description of the task also contains the
needed outputs or deliverables that are expected of the agent. The prompts in-
struct the LLM agent to access the alerts saved to a file, evaluate them, and return
feedback based on their evaluation. The APIs are accessed using Python, a high-

level general-purpose programming language. A significant difference between the
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OpenAl Assistant API and the Together AT API is the alert files are handled. The

OpenAl Assistant API allows the upload of files separate from the prompts, while

the file contents are added to the prompts used to access the models using the

Together AT API.

Open AI Python script

The OpenAl Python script starts with importing the OpenAl package and creating

a client using the API key. Using the instructions from OpenAl, the script creates

an assistant using the prompt in Snippet 4.1.

1 from openai import OpenAl

2

3 client = OpenAI(api_key=$API_KEY)

1

5 assistant = client.beta.assistants.create(

6

10

name="Tier 1 SOC Analyst",
instructions="You are an experienced tier 1 SOC analyst. Review
the SIEM alerts and decide which alerts are "

" interesting or not -interesting . An

interesting alert indicates a potential incident that needs "
"to be investigated further. A non-interesting
alert is either informational or a false positive. "
"Make this decision based on the details in the
alert and respond with your decision",

tools=[{"type": "file_search"}],

model="gpt-40",

Snippet 4.1: Create OpenAl Assistant

The script continues in Snippet 4.2 with creating a vector store for the alert file,

and then uploading the alert file alert.json to the OpenAl assistant API.

1 # Create a vector store called "Alert"
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vector_store = client.beta.vector_stores.create(name="Alert")

# Ready the files for upload to OpenAI
file_paths = ["alert.json"]

file_streams = [open(path, "rb") for path in file_paths]

# Use the upload and poll SDK helper to upload the files, add them
to the vector store,

# and poll the status of the file batch for completion.

file_batch = client.beta.vector_stores.file_batches.upload_and_poll
(

vector_store_id=vector_store.id, files=file_streams

# Print the status and the file counts of the batch to see the
result of this operation.
print (file_batch.status)

print (file_batch.file_counts)

assistant = client.beta.assistants.update(
assistant_id=assistant.id,
tool_resources={"file_search": {"vector_store_ids": [

vector_store.id]}},

# Upload the user provided file to OpenAI
message_file = client.files.create(

file=open("alert.json", "rb"), purpose="assistants"

Snippet 4.2: Upload alert file to OpenAl assistant

The last part of the script creates a message thread and sends a message in-

structing the LLM agent to review the uploaded alert file and provide an output
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based on its analysis. The structure of the expected output is defined in the message
content sent to the OpenAl assistant, as seen in Lines 8 and 9 of Snippet 4.3. The

script ends by printing the output of the LLM agent to the execution window.

# Create a thread and attach the file to the message
thread = client.beta.threads.create(
messages=[
{
"role": "user",
"content": "There is 1 Wazuh alert in the file. Please
review the alert and indicate whether it is "
"'interesting' or 'mot-interesting'. Your"
"message should use the following format:
alert_id: \n alert_description: \nalert_decision: "
"\nreason:",
# Attach the new file to the message.
"attachments": [
{"file_id": message_file.id, "tools": [{"type": "
file_search"}1}

1

# The thread now has a vector store with that file in its tool
resources .

print (thread.tool_resources.file_search)
# Use the create and poll SDK helper to create a run and poll the
status of

# the run until it's in a terminal state.

run = client.beta.threads.runs.create_and_poll(
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25 thread_id=thread.id, assistant_id=assistant.id

28 messages = list(client.beta.threads.messages.list(thread_id=thread.

id, run_id=run.id))

30 message_content = messages [0].content [0]. text

31 annotations = message_content.annotations

32 citations = []

; for index, annotation in enumerate (annotations):

34 message_content.value = message_content.value.replace(
annotation.text, f"[{index}]")

35 if file_citation := getattr (annotation, "file_citation", None):

36 cited_file = client.files.retrieve(file_citation.file_id)

37 citations.append(f" [{index}] {cited_file.filenamel}")

9 print (message_content.value)

o print("\n".join(citations))

Snippet 4.3: Create and send message to OpenAl assistant

Together AI Python script

The Together Al Python script is much smaller although it uses the same prompt
used with the OpenAl Assistant API. The major difference is that alert is appended
to the message in the Together Al API script, which is different from OpenAl
Assistant API which provides an interface to upload the files directly. Another
difference is that the prompt to create the Tier 1 analyst assistant is also appended
to the message sent to the tested models. The full script is shown in Snippet 4.4.

| import json

2 from together import Together

3
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1+ client = Together (api_key=$API_KEY)

7 with open('alert.json') as file:

8 alerts = json.load(file)

9

10 for index, alert in enumerate (alerts):

11 message = (f"You are an experienced tier 1 SOC analyst. Review
the SIEM alerts and decide which alerts are "

12 £ interesting or not -interesting . An
interesting alert indicates a potential incident that needs "

13 f"to be investigated further. A non-interesting
alert is either informational or a false positive. "

14 f"Make this decision based on the details in the
alert and respond with your decision. There is one "

15 f"Wazuh alert in JSON format. Please review the
alert and indicate whether it is 'interesting' "

16 f"or 'not-interesting'. Your message should use the

following format: alert_id: alert_description:

17 f"alert_decision: reason:' Alert: {alert}"

18

19 response = client.chat.completions.create(

20 model="meta-1llama/Llama-3-70b-chat-hf",

21 messages=[{"role": "user", "content": f'{messagel}'}]

22 )

23 print (£ '{index+1}\n{response.choices [0] .message.content}\n"')

Snippet 4.4: Together Al prompt

4.2.3 Evaluation Metrics

This section will describe the metrics used to evaluate the LLM performance in the

alert triage process. Hadi et al. state that accuracy, precision, recall, and F1 score
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are fundamental to evaluating the performance of a model on a given task [39].
These metrics can also be used to identify areas of improvement.
The descriptions of these metrics are linked to the intermediate measures de-

scribed below:

e True Positive (TP): This is the number of alerts correctly labeled as interesting

by the model.

e False Positive (FP): This is the number of alerts incorrectly labeled as inter-

esting by the model.

e True Negative (TN): This is the number of alerts correctly labeled as non-

interesting by the model.

e False Negative (FN): This is the number of alerts incorrectly labeled as non-

interesting by the model.

The accuracy is the percentage of the dataset that the model correctly labels.
It is used to show how often the model is correct overall. It is calculated using the
formula below where n is the number of alerts in the dataset:
TP+TN

Accuracy = —— (4.1)
n

The precision is the probability that the labeled interesting alerts are correctly
classified. This metric evaluates how correct the model is in predicting interesting
alerts. It is calculated using the formula:

TP

Precision — — L 4.2
recision = 5 p (4.2)

The recall is the probability that the labeled interesting alerts are correctly classi-
fied. It measures whether the model can find all the interesting alerts in the dataset.

It is calculated using the formula:
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TP
- 4.
Recall TPLFN (4.3)

The F-score is the harmonic mean of the precision and recall and can evaluate

the balance of the two:

Recall - Precision
F— = 4.4
seore Recall + Precision (44)

The models can also be evaluated using the false positive rate (FPR). The FPR
is the probability that an uninteresting alert is incorrectly predicted to be interesting
by the mode.

FP

FPR=92.—~ 4.
i FP+TN (45)



5 Results and Discussion

This research involves building and testing a system that uses LLM agents to perform
the typical triage process of tier 1 analysts in a SOC. The research tested 5 LLM
agents against 58 alerts from an open-source SIEM. This chapter describes the alerts,

results, and analysis of the results.

5.1 Description of Alert Dataset

Similar to methods used by [7, 25|, a bespoke alert dataset was designed and used
in this research. The dataset contained 58 alerts generated by the SIEM using logs
from three different operating system endpoints. Of the 58 alerts, 26 were labeled
as interesting, while the rest were generic events with little or no security signifi-
cance. The interesting alerts were generated using adversary emulation techniques
performed by CALDERA. Thirty-two non-interesting alerts were generated from

normal system operations. The rest of this section will describe the alerts.

5.1.1 Windows Alerts

The non-interesting Windows alerts include Wazuh agent activities, process activ-
ities by genuine Microsoft binaries, and generic system activities. The interesting
alerts triggered by CALDERA included process activities by suspicious binaries,
obfuscation actions performed in the Windows registry, user account activities in-

volving the Administrator and Guest accounts (which should always be disabled in
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Figure 5.1: Alert classification overall and for each operating system

Windows endpoints), and clearing of audit logs, which is an activity performed by

adversaries to hide their footprint.

5.1.2 Linux Alerts

The non-interesting Linux alerts included authentication success and timeout alerts.
The non-interesting alerts included creating privileged login sessions by a “trusted”
user, Wazuh agent activities, a port change alert, and generic log and Debian package
activities. The interesting alerts included user and group tampering, root account

exploitation, and account brute-force attacks.

5.1.3 macOS Alerts

The closed-source nature and lack of in-depth documentation make generating secu-
rity alerts for macOS endpoints difficult. This research contained generic screen lock

and unlock alerts, port status changes, and Wazuh agent activities. The interest-
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Table 5.1: Windows alerts

Alert ID

Description

Label

1716460351.2348

New Wazuh agent connected

Not-interesting

1716460446.1542036

The start type of the Background Intelligent
Transfer Service service was changed from auto
start to demand start.

Not-interesting

1716460457.1543868

Windows logon success (eventID 4624) on host
DESKTOP-I1PBMQ1.

Not-interesting

1716461131.1560198

Wazuh agent started.

Not-interesting

1716461133.1560539

Discovery activity executed

Not-interesting

1716461783.1683166

Software protection service scheduled successfully.

Not-interesting

1716461784.1684765

Process loaded taskschd.dll module. May be used
to create delayed malware execution

Not-interesting

1716465387.1851263

Application Compatibility Database launched

Not-interesting

1716484801.2290155

WSearch was unavailable to handle a notification
event.

Not-interesting

1716484801.2291659

Windows User Logoff.

Not-interesting

1716553887.166930

Printer spooler service loaded a dll file. Possible
PrintNightmare exploit: CVE-2021-34527

Not-interesting

1716553886.161133

Sysmon - Suspicious Process - svchost.exe

Not-interesting

1716553907.185312

The Windows search service started.

Not-interesting

1716579663.1598575

Windows logon success.

Not-interesting

1716579671.1615206

Explorer process was accessed by powershell.exe,
possible process injection

Not-interesting

1716579897.1687901 | Windows command prompt started by an abnor- | Interesting
mal process

1716579897.1705930 | User account enabled or created. Interesting

1716580030.2239372 | Scripting interpreter spawned a new process Interesting

1716580845.2470765 | Suspicious Windows cmd shell execution - "wmic | Interesting
useraccount get /ALL /format:csv"

1716581007.2585021 | Value added to registry key has Base64-like pat- | Interesting
tern

1716581058.2628503 | Domain users group changed. Interesting

1716581058.2631698 | User account enabled or created. Interesting

1716581605.2740787 | User account changed. Interesting

1716582127.2814135 | The audit log was cleared. Interesting

1716583670.3337247 | User account disabled or deleted. Interesting

1716583692.3439135

User account disabled or deleted.

Interesting
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Table 5.2: Linux alerts

Alert ID

Description

Label

1716123945.13961

sshd: authentication success.

Not-interesting

1716123945.14470

PAM: Login session opened.

Not-interesting

1716124422.24818

Successful sudo to ROOT executed.

Not-interesting

1716124706.25744

PAM: Login session closed.

Not-interesting

1716126525.33374

sshd: Timeout while logging in.

Not-interesting

1716125093.30331

PAM: Login session opened.

Not-interesting

1716128884.33634 | Log file rotated. Not-interesting
1716134605.0 Wazuh agent started. Not-interesting
1716134607.321 Listened ports status (netstat) changed (new port | Not-interesting

opened or closed).

1716134616.13709

Wazuh server started.

Not-interesting

1716154961.54191

Dpkg (Debian Package) half configured.

Not-interesting

1716327886.22797 | New group added to the system. Interesting
1716327886.22212 | New user added to the system. Interesting
1716327954.24067 | Information from the user was changed. Interesting
1716329950.41028 | Group (or user) deleted from the system. Interesting
1716330807.42863 | Integrity checksum changed. Interesting
1716407215.30217 | Root’s crontab entry changed. Interesting
1716407561.34643 | Successful sudo to ROOT executed. Interesting
1716407661.46394 | PAM: User changed password. Interesting
1716410397.125073 | Group (or user) deleted from the system. Interesting
1716410399.125547 | Group (or user) deleted from the system. Interesting
1716411003.145038 | PAM: Multiple failed logins in a small period of | Interesting
time.
1716411005.153348 | sshd: brute force trying to get access to the system. | Interesting

Authentication failed.
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Table 5.3: macOS alerts

Alert ID Description Label
1716658325.0 New wazuh agent connected. Not-interesting
1716658333.1528 Wazuh agent started. Not-interesting

1716658337.2271 Listened ports status (netstat) changed (new port | Not-interesting
opened or closed).

1716659042.294078 | Session 4433 has been created. Not-interesting
1716659070.296176 | Session 4433 has been destroyed. Not-interesting
1716660702.633659 | Screen locked with userID:501. Not-interesting
1716661307.634213 | Screen unlocked with userID:501. Not-interesting

1716659010.291893 | /usr/libexec/sshd-keygen-wrapper — has  been | Interesting
granted permission to kTCCServiceSystemPoli-
cyAllFiles at 17:43:46.

1716665618.647220 | sshd: brute force trying to get access to the system. | Interesting
Authentication failed.

ing macOS alerts were triggered by permission tampering and account brute-forcing

attacks.

5.2 Numerical Results

This section discusses the numerical results of the experiments. Table 5.4 shows the
results obtained after testing the different LLM agents against the prepared alert
dataset. Chapter 4 describes the criteria used to evaluate the LLM agents in the
table. The numerical results show the performance of each LLM in the overall alert
dataset, which contains alerts for the three operating systems used in the experiment.

The table shows that the Llama 3 agent performs the best in accuracy. This
shows the model is the most balanced of the five models tested in this experi-
ment. Llama 3’s performance is balanced because it identifies interesting and not-
interesting alerts well in the dataset. The results also indicate that the latest models
from the models tested produced better results than older models. For example,
GPT-40, Llama 3, and Mixtral-8x22B Instruct v0.1 outperformed older models like
GPT-3.5 and OpenHermes-2.5-Mistral (7B) in almost all categories.

The best three models for identifying interesting alerts were GPT-40, Llama 3,
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and Mixtral-8x22B Instruct v0.1. Digging deeper into the performance data, GPT-
40 identified all 25 interesting alerts from every operating system, which is reflected
in its recall percentage. Llama 3 did not identify one of the macOS interesting alerts
and rather labeled the alert as a false positive.

The best-performing model at identifying uninteresting alerts was Llama 3, which
correctly identified 29 of the 33 uninteresting alerts. Interestingly, the worst per-
former at identifying not-interesting alerts was GPT-4o, indicating a high ‘paranoia
level.” GPT-40’s performance at identifying non-interesting alerts is reflected in its
FPR, which is the highest for all the models tested. Ban et al. noted that a high
FPR can affect the effectiveness of SOC operations, but in a field like LLMs, this
can be a good thing because it gives room for further tuning to improve performance
[8]. Also, OpenHermes-2.5-Mistral (7B) identified all the macOS alerts as not inter-
esting, indicating that it might have had an issue with the alert structure or field
names.

The performance of the tested models reflects their ranking on [57], except in
the case of Llama 3, which outperformed the higher-ranked GPT-40. This shows
an emerging ability in LLMs that might require benchmarks different from those
conventionally used for general evaluation. The results of this research resemble
the results and sentiments from Fang et al. who successfully used LLMs for a
cybersecurity task like exploiting 1-day vulnerabilities [47].

The numerical results suggest that Llama 3, GPT-40, and Mixtral-8X22B-Instruct-
v0.1 are suitable for the alert triage process if trained and tuned specifically for a
specific organization’s data. However, in the next section, this research will evaluate

if tuning using prompts can improve the baseline performance of these models.
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Table 5.4: Performance comparison of LLM agents
Models Accuracy (%) | Precision (%) | Recall (%) | F-score | FPR(%)
GPT-40 84.5 73.5 100 424 54.6
GPT-3.5 77.6 7.3 68 36.2 30.3
Mixtral-8x22B Instruct v0.1 84.5 78.6 88 41.5 36.4
Meta Llama 3 70B Instruct 91.4 85.7 96 45.3 24.2
OpenHermes-2.5-Mistral (7B)) 70.7 70 56 31.1 36.4

5.3 Qualitative Analysis

As noted above, part of the prompt used to test the LLM agents contained a required

output: to state the reason or motivation for the decision. This section will try to

qualitatively analyze the differences between the tested models by looking at the

reasons the LLM models provided for their choices. Firstly, the provided outputs

by the LLM agents showed different degrees of verbosity and reasoning. The more

advanced models like Llama 3, Mixtral-8x22B Instruct v0.1, and GPT-based models

showed a higher degree of verbosity in their responses, unlike the less advanced

OpenHermes-2.5-Mistral (7B). For example, in Listing 5.1, you can see the responses

of three of the models to the same alert using the same prompt.

| OpenHermes -2.5-Mistral (7B)

)

3

1

6

9

10

alert_description: New wazuh agent connected.

alert_decision: not-interesting

reason: The alert is informational and does not indicate a

potential incident.

Mixtral -8x22B Instruct vO0.1

alert_description: New wazuh agent connected.

alert_decision: not-interesting

reason: This alert indicates that a new Wazuh agent has connected

to the server. This is an informational alert and does not

indicate any malicious activity or a potential incident that

needs to be investigated further.
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11 Llama 3

12 alert_id: 1716658325.0: alert_description: New wazuh agent
connected.: alert_decision: not-interesting: reason: This alert
is informational, indicating that a new Wazuh agent has
connected to the manager , which is a normal and expected event
in a Wazuh deployment. It does not indicate any potential

security incident.

Snippet 5.1: Output from LLM agents

Analyzing the level of verbosity is important because it can uncover right and
wrong patterns in the way that the LLM agents process the alerts. The lack of
verbosity in the responses provided by OpenHermes-2.5-Mistral (7B) is not a con-
figuration issue because all the parameters for the APIs used were kept the same
throughout the tests. A deeper look at the reports from the LLM agents also re-
vealed that the most important metric the LLMs cited in their decisions was the
severity attached to the alert by the SIEM solution. This can be seen in the output
in Listing 5.2.

1 GPT-4o0

2 alert_description: Session 4433 has been destroyed.

3 alert_decision: not-interesting:

1 reason: This alert appears to be a normal system event, indicating
that a session has been destroyed. There is no indication of
malicious activity or potential security threat. The alert level

is 3, which is informational, and the rule groups are related

to compliance and auditing, further supporting the conclusion

that this is a non-interesting alert.

Snippet 5.2: LLM agent referencing alert severity

However, some of the tests involved similar alerts triggered by the same rule.
One of the alerts was triggered by normal user activity, while the other one was

triggered using adversary emulation techniques. An example of such an alert is the
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Linux alert ‘Successful sudo to ROOT executed.” The first alert was triggered by
a ‘trusted’ user initiating a privileged shell. From the alert context, the user is
allowed to do this. The second alert shows a Linux privilege escalation technique
using the command /usr/bin/tee -a /etc/rc.local to open a privileged shell on the
endpoint. Alerts like this can reveal how the LLM handles additional contexts, even
when the other parameters are the same. The only LLM agent that successfully
identified both was OpenHermes-2.5-Mistral (7B). However, analyzing the response
shows that the LLM agent did not understand the alert contexts. However, the
responses provided by Mixtral-8x22B Instruct v0.1, GPT-40, and Llama 3 can serve

as a baseline for further testing.

5.3.1 Testing Understanding of Alert Context

As described in Chapter 2, understanding the context of an alert is important for
deciding whether an alert is informational or a potential incident. Furthermore, it
is important for analysts to identify an incident incorrectly rather than misinterpret
alerts that are incident-related. Reflecting on the performance of the LLM agents,
GPT-40 correctly identified every interesting alert used in the testing. The closest
performer was Llama 3, which identified all but one of the interesting alerts. This
performance means it is possible to progressively train and retune these LLM agents
to support the SOC analyst triage process by providing additional contexts in the
prompts. For example, the assumption was that GPT-40’s level of paranoia meant
that it continuously identified certain alerts as interesting because it did not have
the required context in the prompts to declare them as informational. To test this
theory, the ‘Successful sudo to ROOT executed.” alert was tested. Context was
added to the prompts by stating that the vagrant user regularly performs sudo
activities, and as such, all ‘Successful sudo to ROOT executed.” alerts for this user

should be tagged as informational, and alerts without this user should be flagged
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as interesting. This information was added as a message to GPT-40 but placed as
part of the prompt to Llama 3 using the Together Al API. As seen in Listing 5.3,
the alerts were correctly identified as ‘interesting’ and ‘not-interesting’ by GPT-
40. Llama 3, on the other hand, hallucinated the vagrant user into the logs and
declared the interesting alert as not interesting, showing it might have difficulty
understanding the alert context and following instructions in the prompts. A reason
for GPT-40’s performance might be that the model using the Assistant API can
analyze the file and the prompts separately. This is unlike the Together AT API,
which requires appending the alerts to the prompts. However, this test is limited in

scope, and it would be exciting to test GPT-40’s ability further.

1 GPT-4o0

> alert_description: Successful sudo to ROOT executed.

3 alert_decision: interesting

4+ reason: The alert indicates a successful sudo to ROOT command
executed by the root user; however, it is pertinent to note that
the alert does not involve the vagrant user. Therefore, this
alert warrants further investigation as it does not fall under

the exempted user category.

6 alert_id: 1716124422.24818

7 alert_description: Successful sudo to ROOT executed.

g alert_decision: Not-interesting

o reason: The vagrant user regularly performs sudo activities. As
such, all "Successful sudo to ROOT executed" alerts for this

user do not require further investigation.

Snippet 5.3: GPT-40 context analysis
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5.4 Cost Analysis

Following the procedures used in similar research by Fang et al. [47], this section
will evaluate the cost of using LLM agents for the SOC analyst triage process. The
evaluation will provide the estimated cost for a small or medium-sized organization.
At the time of writing, the most advanced GPT-40 model costs $5.00 for 1 million
input tokens and $15.00 for 1 million output tokens, where tokens are comparable
with the amount of words. OpenAl states that 750 words are about 1000 tokens. The
average word count for the alerts used in this research is 201. In their study, Pecchia
et al. found that the SIEM in a production environment produced 1000 alerts on
average each day [61]. This amounts to about 201000 words, which would be roughly
150,000 tokens, resulting in about $1 per day. This cost could be higher or lower
depending on the model, API, and volume of prompts. However, it can be argued
that an organization might benefit more from internal training and hosting an open-
source LLM. This would be comparably cheaper and provide more organization-

specific analysis.

5.5 Research Implications

This research suggests that LLM agents can be used as autonomous or copilots in
the triage process of tier 1 SOC analysts. An advantage of using LLM agents for
the triage process is that it can help reduce the time and manual effort required
by analysts [62]. LLM agents can also improve threat detection by providing rea-
soning to analysts to make informed decisions [62]. However, as was seen in one
of the tests, LLM agents have the potential to hallucinate details based on the
prompts provided. It is, therefore, necessary to test the LLM agent’s performance
using different prompts properly and continuously. Although the recommended im-

plementation is their use as copilots in the security process, this can also lead to
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over-reliance on the LLM agent. Over-reliance can lead to missing complex threats
that require proper investigation to uncover. Privacy risks are also a serious issue
with the use of LLM agents. This research was comfortable with sending the alerts
to third-party APIs because they did not contain any real confidential information.
This is not the same for organizations who would rather ensure their private data is
not transferred to a third party [63]. This suggests that the best way to implement
LLM agents in security processes is to have them completely deployed and trained
in-house or as part of a suite of products provided by a trusted third party. Fur-
thermore, LLMs are vulnerable to attacks that lead them to reveal internal prompts
and certain confidential data [38]. Therefore, integrating LLM agents would require

adversary emulation to ensure that the agents do not reveal confidential data.



6 Conclusion

This research set out to design and test a system that used LLM agents to perform
the triage process of tier 1 analysts in the SOC. The increasing development of LLMs
has provided several research opportunities around their integration into different
cybersecurity processes. This integration can help reduce the workload on SOC
analysts and help to prevent alert fatigue.

The objective of this thesis focuses on designing a framework that utilizes LLM
agents to perform triage on security alerts. The first component of the system is
the SIEM which is responsible for generating and processing alerts. The SIEM is
the central component in most SOC environments and plays the same role in this
framework. The second component is the LLM agent which is accessed through
the use of publicly available APIs. This component can also be used with internal
APIs, depending on the mode of implementation. The LLM agent is accessed using
carefully designed prompts to get the desired output from the agent. The last
component is the reporting component which is used to process the output from the
LLM agent. The reporting component provides a report using unique identity value
of the alert, the decision of the LLM agent, and the reason for the decision.

The thesis also tested the performance of different LLM agents using the pro-
posed system. This involved designing and using an experiment with various stages.
The first stage involved preparing the dataset by generating logs and alerts from

a Windows, Ubuntu Linux, and macOS endpoint. In this phase, the study utilizes
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an adversary emulation tool, CALDERA, to generate logs which trigger ‘interest-
ing’ alerts on the SIEM solution. Regular user activities are used to trigger ‘not-
interesting’” and informational alerts on the STEM solutions. This study selected and
labeled 58 alerts which were either unique in the alert description or because of the
malicious signature in the alerts.

The next stage of the experiment involved using APIs to prompt 5 LLM models
to perform triage on the alerts. Using widely used metrics, the study evaluates the
performance of the models in the prepared alert set. The results showed two standout
performers among the LLM models tested. GPT-4o0 identified all interesting alerts
in the dataset, showing a 100% recall rate. LLaMA-3 had the highest accuracy
among both ‘interesting’ and ‘not-interesting’ alert categories.

Beyond the numerical results, the research also performs qualitative analysis
on the responses provided by the LLM agents. A key finding of the research was
that advanced LLM models were more likely to produce more verbose responses
to the prompts. The level of verbosity in the LLM agent’s response can help with
training and tuning the model further. Additionally, the two highest performing
models, GPT-40 and LLaMA-3 were tested to confirm how they handled additional
alert contexts in the prompt. The experiment showed that GPT-40 handled the
contexts provided well enough, and correctly identified two alerts that had the same
description but different signatures. LLaMA-3, on the other hand, hallucinated
the contexts in the prompts into the alerts provided, which resulted in wrong alert
classification. This thesis posits that this hallucination is caused by the alerts being
part of the prompts, unlike GPT-40’s Assistant API that allows uploading the alerts
in a different file. The thesis also provides a cost analysis of the LLM agent triage
framework framework, and the implications of this research.

Overall, this study contributes to the growing body of research surrounding

the use of LLM agents by employing LLM agents in novel way. The study also
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contributes by designing and testing a system that relies on LLM agents to perform

the SOC tier 1 analyst triage process.

6.1 Limitations of the Study

This section describes this study’s limitations and references to suggested future
works (fl, 2, f3, and f4). The next section recommends future work to overcome
these limitations.

The first limitation observed is the limited alert dataset used in this thesis (f1).
Although the alert dataset generated in this thesis contained a sufficient representa-
tion of the MITRE ATT&CK framework, the study used a dataset with fewer STEM
alerts than the average number of alerts generated daily by organizations. This is
related to the problem identified by Hindy et al. [64] on the lack of current threat
detection datasets. To address this issue, a custom alert dataset was generated and
used to test the LLM agents. However, the dataset contained few alerts, with only
58 alerts tested. In comparison, in their study, Kersten et al. [7] tested 200 alerts,
albeit the study was conducted on human Tier 1 analysts. This thesis’s relatively
low number of alerts and similar studies also show the need to create and collect
alert datasets representative of real-world attack scenarios.

Another notable limitation of this research is the reliance on the general training
of the LLMs that were tested (f2). As discussed in Chapter 3, LLMs are typically
trained on extensive datasets that span various research fields. While this training
equips the LLMs with emergent capabilities, it also implies that the LLMs are
not specifically trained in any particular field. For instance, in the medical field,
training datasets are used to train custom LLMs on specific medical issues and
patient history, leading to enhanced performance [65]. However, it’s important to
note that training custom models entails a significant computational cost, although

it is more cost-effective in the long run than relying on third-party APIs.
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Furthermore, this research did not delve into how different prompts can influence
the performance of LLM agents in the alert triage process (f3). As highlighted in
Chapter 3, the way a prompt is formulated can impact the performance of an LLM
on the same task. This suggests that it’s possible to enhance LLM performance
through prompt engineering and testing. This research used the same prompt for
all the tested LLM agents, incorporating optimization recommendations from the
literature analyzed. However, a thorough analysis was not conducted to ascertain
how different text in the prompts would fare for different models.

As described in the experiment design, this study used the output of the models
after the first execution of the prompts (f4). This thesis did not test whether running
the same tests repeatedly would affect the model’s results. For example, it has been
observed that sending the same API request multiple times to OpenAl’s GPT-4 can
lead to different answers [66]. SOC alerts are usually repetitive, so testing the LLM
agents to determine if the responses are consistent regardless of how often a request

is sent is necessary.

6.2 Future Work

This section describes the suggested future works for this study.

Future research should involve a dataset with many alerts with varied alert signa-
tures representative of real-world attack scenarios (f1). This would include creating
and collecting a large dataset of alerts, which would serve future research. A reliable
alert dataset would make it easier to benchmark the performance of LLMs in alert
triage.

Future research should incorporate training and tuning a custom LLM model
specifically for the alert triage process (£2). Custom models have shown the ability
to perform better than those not trained on the specific dataset being tested [65].

Therefore, training a custom SOC Tier 1 analyst model would involve using a train-
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ing set that contains alerts. Furthermore, the custom model can be tested to see if
it performs better than the general-purpose models.

Future research should measure how the use of different prompts can affect the
performance of the LLM models in the alert triage process (£3).

Future research should measure if running multiple tests on the same alerts can
change the LLM agent’s decisions (f4). This research will determine the reliability

of LLM agents for the SOC Tier 1 analyst triage process.
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_index":

"wazuh-alerts-4.x-2024.05.23",

_id": "FFOCpY8BpwWNZa7JjFdd",

" _version": 1,

_score": null,
_source": {
"input": {
"type": "log"
T
"agent": {
"name": "DESKTOP-I1PBMQ1",
"id": "002"
o

"manager": {

"name": "wazuh-server"
Fe
"data": {
"extra_data": "DESKTOP-I1PBMQ1->any"
T,
"rule": {
"firedtimes": 1,
"mail": false,
"level": 3,

"pci_dss": [

"10.

6.1"
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30

31

32

38

39

40

41

42

43

APPENDIX A. SAMPLE WAZUH ALERT

1,

"hipaa": [
"164.312.b"

1,

Temels I
"cCr.2",
"CC7.3"

1,

"description": "New wazuh agent connected.",

"groups": [
"ossec"

1,

mig": "501",

"nist_800_53": [
"AU.6"

1,

"gpgl3": [
"10.1"

1,

"gdpr": [
"IV_35.7.4"

i
"location": "wazuh-agent",
"decoder": {
"parent": "ossec",
"name": "ossec"
},
"id": "1716460351.2348",
"full_log": "ossec: Agent started: 'DESKTOP-I1PBMQ1->any'.",
"timestamp": "2024-05-23T10:32:31.391+0000"
b

"fields": {



APPENDIX A. SAMPLE WAZUH ALERT

59 "timestamp": [

60 "2024-05-23T10:32:31.3917Z2"

61 ]

62 1,

63 "highlight": {

64 "agent.id": [

65 "Qopensearch-dashboards-highlighted-field@002@/opensearch -

dashboards -highlighted-field@"

66 ],
67 "manager .name": [
68 "Qopensearch-dashboards -highlighted-field@wazuh-server@/

opensearch -dashboards -highlighted-field@"

69 ]

70 },

71 "sort": [

72 1716460351391
3 ]

74}

Snippet A.1: Sample Wazuh alert
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