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ABSTRACT The coming 6G wireless network is poised to achieve unprecedented data rates, latency,
and integration with newer technologies like Al and IoE. On the other hand, along with this
kind of growth in the AI domain and the large-scale connectivity in 6@G, it is also going to raise
many security concerns at the level of intrusion detection and prevention. For intrusion detection,
centralized approaches won’t be able to work effectively, therefore there is an utmost need to design
decentralized and privacy-preserving solutions. In this work, we propose a novel secure gradients
exchange algorithm for distributed intrusion detection in 6G networks. Our method is designed, to
take into account the use of Federated Learning with secure multi-party computation and blockchain
technology to ensure that collaborating parties are able to conduct training of intrusion detection
models in a secure and collaborative way by retaining privacy in the data. Gradient compression and
adaptive secure aggregation strategies are used to further optimize communication overhead and
computational complexity so that our design works in a robust and efficient manner with the high
data rates and huge connectivity that 6G networks will provide. To achieve our goal, experiments
using the CICIoT2023 dataset were performed, and results showed that a federated learning-based
hybrid model composed of CNN1D and a multi-head attention mechanism outperformed other
well-known deep learning models in terms of performance. It achieved the highest average accuracy
with 79.92%, the highest average detection rate with 77.41%, and a low false alarm rate with 2.55%.

INDEX TERMS 6G, Computer Security, Network Security, Intrusion detection, IDS, BlockChain,
TIoT, Machine learning, Deep learning, Multi-Head Attention CNN, LSTM, Hybrid Model, Anomaly
detection, Federated Learning.

I. INTRODUCTION a lot of advanced features, including the IoE and en-
hanced broadband to MTC. Realization of some of

Wireless communication has been one of the catalysts the hyped goals, such as wireless interconnectivity of

of societal progress from audible primitive vibrations
to data transmission using radio waves. The wireless
communication industry has seen rapid proliferation and
significant inventions in the past few decades, starting
with the seminal invention of the Advanced Mobile
Phone System (AMPS), or 1G, by Bell Labs. The
feature sets have improved considerably in subsequent
generations, including 2G, 3G, 4G, and the latest 5G
networks [1]. The 5G technology was supposed to bring
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machines without human intervention, seems far-fetched
with the current 5G networks [2]. This realization makes
it important to critically reflect on whether 5G would
be able to satisfy the originally stated goals for con-
ceived applications like IoE and whether the upcoming
generation of wireless network—6G—shall demonstrate
singular adaptability and efliciency to cope with the
large number of sophisticated demands projected by
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2030 [1].

Fig. 1 summarizes an overview of connected intelli-
gence for future networks. When the next generation of
wireless communication networks, the sixth-generation
(6G) network, is compared to its predecessors, a quan-
tum leap in communication is supposed to be experi-
enced. These networks are claimed to offer faster data
speeds, lower latency, and the ability to connect a
much larger number of devices [1]. Looking toward the
realization of these advances, 6G will probably have a
network architecture divided into layers, each catering
to different functionalities. The physical layer concerns
transmitting signals and their modulation techniques,
which could possibly be done through even higher fre-
quency bands than the millimeter wave bands for even
higher capacity [3]. The data link layer handles the
proper transmission of data between the nodes of the
network and may apply the technique of advanced error
correction and AT for real-time channel optimization [4].

The integration of artificial intelligence into 6G net-
work frameworks is heralded to have great potential
in fostering innovation and facilitating real-time intel-
ligent decision-making. However, this is also likely to
introduce some challenges in terms of security risks and
potential attacks. As Al becomes more deeply ingrained
in network functionalities, it is increasingly necessary
to address vulnerabilities and establish solid security
measures to protect the integrity and privacy of these
advanced systems [2]. An intrusion detection system is
either software or hardware that analyzes the traffic in
a network or host logs to detect any security policy
violations [5]. Utilizing AI, especially machine learning
and deep learning, is essential to enhance the capability
of intrusion detection systems in the IoT environment
[6]. The strategic deployment of IDS is a guarantee to
ensure network and system security and integrity. IDSs,
long recognized as stalwart guardians of network in-
tegrity, are faced with new challenges in the dynamic and
complex environment of 6G—borne out of the upsurge
of data rates, growth of IoT devices, and integration
of AT [7]. Novel intrusion detection approaches and
secure collaborative learning are required to meet these
emerging challenges. In such a context, federated learn-
ing has emerged as a promising paradigm that allows
collaborative machine learning to ensure data privacy
[8]. Through model training on distributed data sources
without having to share the data, FL bypasses most
of the privacy concerns associated with the traditional,
centralized machine learning approach. However, the
integration of FL in 6G networks introduces new security
challenges like the secure exchange of model gradients
during the training process.

This paper proposes a new secure gradients exchange-
based IDS that uses the synergy of FL, secure MPC,
and blockchain technology, specially designed for 6G
wireless networks; the algorithm provides the enabling
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of decentralized, secure gradient aggregation; embedding
techniques of gradient compression and quantization;
and adaptive secure aggregation strategies for the op-
timization of communication overhead and computation
complexity. On top of that, the algorithm is designed to
be integrated with 6G network slicing and virtualization,
ensuring that efficient resource allocation and Quality
of Service (QoS) are guaranteed for the process of
secure gradient exchange. The architecture proposed for
the FBMP-IDS leverages a hybrid deep learning model
that adopts the powerful feature extractors—CNNs and
transformers—combined with multi-head attention to
detect intrusions in the 6G networks. This approach
offers several benefits including long-range dependencies
and contextual analysis. Multi-head attention in the
Transformer component helps in uncovering long-range
dependencies inherent in the data [9]. This has the effect
of making the model scrutinize not just the data points
but also their relationships in a way that understanding
the network behavior is taken to a holistic level. In light
of such contextual information, the model will easily
contrast normal network traffic patterns from probable
intrusions.

The rest of this paper is organized as follows. Section
II reviews existing works on intrusion detection systems
(IDS) and especially points out the relevant state of the
art in deep learning and federated learning techniques
applied to 6G network security. Section III explains the
FBMP-IDS architecture and focuses on its component
design and functionalities. Section IV deals with the
computational complexity analysis of the proposed ar-
chitecture FBMP-IDS with respect to communication
complexity, compression overhead, and communication
overhead of federated learning. Section V explains the
experimental setup, including the intrusion detection
dataset, evaluation metrics, and implementation details,
and presents the results of the evaluations in terms of key
performance metrics such as TPRs for different types of
intrusions and AUC-ROC scores. Analyze the perfor-
mance comparison of the hybrid model with respect to
the individual deep learning models inside the FBMP-
IDS framework. Section VI concludes this paper.

Il. RELATED WORKS
The quest to harden the security infrastructure of
6G networks has seen many remarkable studies, which
discuss novel methods in intrusion detection and pre-
vention. Each one of them targets a different type of
network and aims at different problems. This section
details the most important ones on the topic of 6G
intrusion detection, looking at methodologies applied
to vehicular networks, IoT settings, and more general
network scenarios, their key strengths and limitations,
and what exactly they bring new to the ever-changing
landscape of network security.

For the purpose of detecting intrusion or attacks in
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FIGURE 1: Vizualization of connected intelligence for future 6G Networks

5G and IoT networks, a deep auto-encoded dense neural
network technique has been developed by Rezvy et al.
[10]. The benchmark Aegean Wi-Fi Intrusion dataset
served as the basis for the authors’ method evaluation.
The system only detects three sorts of attacks, which
are Flooding (or DoS), Injection, and impersonation
type of attacks, making it infeasible for additional types
and unable to protect against them. Nevertheless, the
findings demonstrated excellent performance with an
overall detection accuracy of 99.9%. Moudoud et al. [12]
presented a detection and prediction stochastic Markov-
based model to prevent false data injection and DDoS
attacks and secure the 5G-enabled IoT.

The proposed multi-layer IDPS system by Abdulgad-
der et al. [14] secures entities such as switches, domain
controllers/smart controllers, NFV infrastructure, and
other networking and data acquisition devices. In ad-
dition, many levels of security are employed. Zhang et
al. [15] proposed a mnovel ensemble machine learning
algorithm based on weight techniques. Their purpose
was to handle the challenges of dynamic and hetero-
geneous vehicular networks and meet the requirements
of the sixth-generation network, particularly in terms
of highly reliable and robust security measures. The
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experimental evaluations are conducted by taking into
account 5 different CAN bus ID data packets and show
good results with an increase in AUC of 13% and 15%
in F-measure. However, the proposed system is only
considered for centralized deployments.

Almiani et al. [17] proposed the use of Kalman
backpropagation neural network in constructing an IDS
model for detecting DDoS attacks in 5G-enabled IoT
networks. The system was benchmarked using the CI-
CDDo0S2019 dataset and achieved an average detection
accuracy of 94%. However, only one attack was consid-
ered. Chen et al. [19] recommended using fuzzing into
evaluating NIDS’s (Network Intrusion Detection Sys-
tems) rules. When compared to the speed of anomaly-
based IDSs, the processing time variability is deemed
inefficient. Alotaibi et al. [20] proposed a software-driven
FL-based IDS, integrated into the network architecture,
and makes use of the advantages that 6G technologies
have to offer. Within IDSoft, they created the hier-
archical FL (HFL) framework for intrusion detection.
The MNIST dataset [21] was used. When using three
clusters, the number of communication rounds was re-
duced by 30%, and when using four clusters, it was
reduced by 60%. However, the system’s security and
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TABLE 1: Comparison of Related Works

Study Year Approach Used Results Strengths Limitations
dataset
Rezvy et al. | 2019 Deep auto-encoded dense | Aegean Accuracy High detection rate | Detects only 3
[10] neural network for intru- | Wi-Fi (99.9%) types of attacks
sion detection in 5G and | Intrusion
IoT networks dataset [11]
Moudoud et al. | 2020 Stochastic Markov-based | Reallog ac- | Detection Lightweight; Considers only two
[12] model for detecting and | tivity from | rate >95% | No complex | types of attacks
predicting  false  data | [13] for DDoS computing
injection and DDoS
attacks in 5G-enabled IoT
Abdulgadder 2020 Multi-layer IDPS system | Own High Detects and mit- | Centralized learn-
et al. [14] for 6G networks with game | Dataset Detection igates various at- | ing; Privacy issues
theory and Four-Q-Curve Rate tacks
technique (96.08%)
Zhang et al. | 2021 Ensemble machine learn- | CAN AUC(77.83%), Addresses dynamic | Centralized
[15] ing algorithm for intrusion | intrusion Fmeasure and heterogeneous | deployment; - High
detection in 6G vehicular | dataset [16] | (75.33%) vehicular networks; | False Positive Rate
CAN bus networks Improves AUC and | (FPR) (10.46%)
F-measure
Almiani et al. | 2021 Kalman backpropagation | CICDDoS Acc. (94%), | Good detection | Considers only
[17] neural network IDS model | 2019 [18] FPR performances one type of attack
for detecting DDoS attacks (0.09%), (DDoS)
in 5G-enabled IoT DR
(97.49%)
Chen et al. [19] | 2022 Fuzzing-based evaluation | Own Analyzing Evaluates effective- | Inefficient
of  Network Intrusion | Dataset phase time | ness of rule imple- | processing time
Detection Systems (NIDS) cost from | mentations variability;
rules 1ms to Signature-
1min based detection
shortcomings
Alotaibi et al. | 2023 Software-driven FL-based | MNIST Accuracy Reduces Lack of security
[20] IDS (IDSoft) with hierar- | [21] (94.17%) communication against malicious
chical FL framework rounds; Leverages | nodes; -Dataset
6G technologies may not be suitable
for the task
Vinita et al. | 2023 FL-based IDS for 6G Inter- | Sybil Accuracy High detection | Does not consider
[22] net of Vehicles (IoV) with | attack (87%) rate; Sybil attack | malicious clients
three-tier model weight ag- | dataset [23] detection
gregation
Prasad et al. | 2023 Fuzzy Logic System (FLS) | Own BRS: TPR | Evaluates Centralized
[24] and ML-based IDS for se- | Dataset (100%) and | performance learning;  Privacy
curing mobile ad-hoc net- Accuracy reliability; concerns; Only two
works (99.7%) on | Potential for | attacks (Blackhole
Wormbhole network  security | and Wormhole)
solutions

the jeopardizing of the entire system in the presence of
malicious nodes were not considered.

Alotaibi et al. [20] proposed a software-driven FL-
based IDS, integrated into the network architecture
and making use of the advantages that 6G technolo-
gies have to offer. Within IDSoft, they created the
hierarchical FL framework for intrusion detection. This
framework features both synchronous and asynchronous
aggregation techniques, as well as a further offloading
mechanism, for an overall performance increase of the
system. The MNIST dataset was used [21]. When using
three clusters, the number of communication rounds
was reduced by 30%, and when using four clusters, the
number of communication rounds was reduced by 60%.
However, the system’s security and the jeopardizing of
the entire system in the presence of malicious nodes were
not considered.

Vinita et al. [22] presented an FL-based IDS de-
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signed for the IoV, compatible with 6G networks. The
improvement of security within cars, where training
and detection are made, was their main priority. Their
research showed that using a small number of global
aggregations might hit a high detection accuracy rate
of 87%. Their system also encompasses a Sybil attack
detection where the data instances are differentiated
between normal and Sybil attacks. However, it doesn’t
take into consideration that normal clients can be tar-
geted and rendered malicious nodes. Prasad et al. [24]
proposed an approach using the Fuzzy Logic System
for performance reliability evaluation and introduced
an ML-based IDS to effectively secure MANETSs. The
experiments are run in a virtual network environment
with benign and hostile nodes to replicate blackhole and
wormbhole attacks.

In Table 1, we summarize the related approaches
adopted for each study, strengths, and limitations.
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Clearly, most of the current approaches are based on
deep learning and machine learning techniques that
provide a great number of detection rates but incur some
major limitations. The current approaches face various
limitations. 1. Limited attack scope: several works target
a particular set of attacks (DDoS, FDI) or specific
network environments (Vehicle CAN bus). 2. Centralized
learning limitation: the centralized learning architecture
is often criticized because it raises privacy concerns and
might not be scalable for large-scale 6G networks. 3.
High False Positive Rates: approaches that produce high
false positives will lead to unnecessary disruptions in
the network. 4. Limited dataset representation: datasets
used in some works might not characterize the complex
attack landscape that could appear in 6G networks. The
major contributions of the proposed system are:

1) Decentralized and Secure Gradient Aggregation

The system removes the requirement for a centralized
aggregation server by distributing the gradient aggre-
gation process across a blockchain network and client
devices. Gradients are aggregated securely by using
MPC protocols, ensuring that individual gradients re-
main private while correctly computing global model
updates.

2) Gradient Compression

In this system, to meet the challenges of high data rates
and massive connectivity issues in 6G networks, we use
gradient compression and quantization. In this way, we
reduce the communication overhead associated with the
transmission of gradients, thereby improving efficiency
without significantly compromising model accuracy.

3) Adaptive Secure Aggregation Strategies

The system has a set of MPC protocols with vary-
ing complexity, communication overhead, and security
guarantees. Given the real-time network conditions and
participant characteristics, the system will dynamically
choose the most appropriate MPC protocol in each
round of FL to ensure secure aggregation, optimally
trading off between security, communication overhead,
and computational complexity.

4) Blockchain-enabled Decentralization and Transparency
This system includes blockchain technology to make the
FL process decentralized, transparent, and immutable.
The blockchain network collectively manages the global
state of the model, verifies the gradients’ authenticity
and integrity, and broadcasts the updated model weights
to participating clients.

5) Hybrid Model Based on CNN1D and Multi-Head Attention

With the aim of reaching high performance regarding
the detection rate and false alarm rate, we devised a
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hybrid model that combines lightweight design, high
performance, and efficient training. For this purpose, we
use CNN1D and Multi-Head Attention. We incorporate
both CNNs with multi-head attention in the architecture
of the FBMP-IDS, which is very promising for per-
forming intrusion detection on the complex 6G network
environment. Such techniques are designed to guarantee
better feature extraction, better contextual analysis of
network traffic data, and possibly even superior learning
efficiency as compared to models based on a single
learning paradigm.

lIl. THE FBMP-IDS: AN OVERVIEW

In this paper, we have proposed a secure gradients
exchange-based IDS for FL in a 6G wireless network
environment, as provided in Alg. 1. The algorithm
uses the synergy of FL, secure MPC, and blockchain
to enable privacy-preserving and secure collaborative
model training in a decentralized manner.

A. MOTIVATION

The motivation for the present work, of course, lies in
the foreseen challenges and requirements of 6G wireless
networks, such as massive connectivity, stringent latency
and reliability constraints, and efficient resource utiliza-
tion and network slicing issues [1], [2], and not to forget
the issues related to privacy and security in the backdrop
of collaborative machine learning and data sharing [7].
Combining FL, MPC, and blockchain technology into
our proposed system, we are able to respond to these
challenges in a holistic and innovative manner. It al-
lows privacy-preserving and secure collaborative model
training while harnessing the unique characteristics of
the 6G networks, such as network slicing and virtual-
ization, high data rates, and the potential integration
of blockchain-enabled infrastructure. The resilience is
better enhanced through the inherent distributed na-
ture of the algorithm and hence avoiding single points
of failure. The adaptive secure aggregation strategies
and gradient compression techniques further optimize
the trade-offs among security, communication overhead,
and computational complexity [14]. Overall, the present
work is a contribution in view of realizing privacy-
preserving and secure FL-based IDS for next-generation
wireless networks to realize collaborative and distributed
machine learning for a wide range of applications and
services in the 6G era.

B. THREAT MODEL

To model the network for distributed intrusion detec-
tion in 6G networks, a number of potential threats
and security vulnerabilities would have to be taken
seriously that could compromise the system’s integrity
and effectiveness. With this, it would help to develop a
more comprehensive threat model that appreciates the
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adversarial landscape with regard to the designing of
effective countermeasures.

1) Malicious Intrusion Detection Agents:

Intrusion Detection Agents are responsible for providing
local network traffic data and computing resources to the
collaborative training process. On the other hand, some
of these agents might be compromised or controlled by
adversaries, which will cause the following threats:

o Poisoning attacks: Malicious agents could inject
corrupted or manipulated data into the training
process to degrade the performance of the intrusion
detection model [7].

e« Model extraction attacks: Adversaries could at-
tempt to extract or reconstruct the global intru-
sion detection model by exploiting the gradients
or model updates exchanged during the training
process [25].

e Privacy violations: Malicious agents could try to
infer sensitive information about other participants’
network traffic data from the exchanged gradients
or model updates [26].

2) Insecure Communication Channels:

The secure exchange of gradients and model updates
relies on communication channels between the Intru-
sion Detection Agents, Security Edge Nodes, and the
Blockchain Network. Some of the potential threats in-
clude:

« Eavesdropping attacks: Adversaries could intercept
and monitor the communication channels, making
unauthorized access to sensitive information, for
example, gradients or model updates [25].

o Man-in-the-middle attacks: Adversaries can inter-
cept and tamper with the data being exchanged,
possibly being injected with malicious payloads or
corrupting the gradients or model updates [27].

C. NETWORK MODEL

Network architectures have to be designed for the dis-
tributed intrusion detection problem arising from inte-
grating FL. and Al in 6G wireless networks. This archi-
tecture corresponds to our new architecture featuring
a network architecture tuned for distributed intrusion
detection and designed in a way to take advantage
of network slicing, virtualization, and edge computing
for effective resource allocation, low latency, and high
security for collaborative training of intrusion detection
models. In this network model, we consider the 6G
network infrastructure that offers network slicing and
thereby makes possible the creation of multiple logical
network instances dedicated to specific security services
or applications [28]. Each network slice can further be
divided into multiple sub-slices that can be dynamically
allocated and orchestrated based on the needs of the
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distributed intrusion detection system [28]. The network
consists of three main parts: the Intrusion Detection
Agents, the Security Edge Nodes, and the Blockchain
Network, as can be seen in Figure 2.

1) Intrusion Detection Agents

The contributing devices or nodes are called Intrusion
Detection Agents in this case, and they contribute their
local network traffic data and computing resources to a
collaborative training of the intrusion detection models.
Therefore, the agents can represent any IoT device,
network router, firewall, or any other kind of connected
device that can capture network traffic and undertake
local model training and computing of gradients [25].
Each agent will be assigned a specific sub-slice in the
slice of the network reserved for the application of
intrusion detection. This sub-slice will ensure isolated
and secure communication channels for gradient ex-
change and resource allocation, while it provides QoS
guarantees.

2) Security Edge Nodes

The Security Edge Nodes are distributed computing
resources placed on the network edge and closest to
the Intrusion Detection Agents. These nodes become
secure transmission points for the gradients in the col-
laborative training process, using the basic tenets of edge
computing to reduce the overhead of latency and com-
munication [25]. Security Edge Nodes are tasked with
coordinating the secure gradients exchange algorithm,
thereby helping the secure aggregation of gradients
from the agents in their respective sub-slices. They also
handle the integration with the Blockchain Network,
broadcasting the aggregated gradients for verification
and global model updates [26].

3) Blockchain Network

The Blockchain Network is the decentralized and im-
mutable platform for secure gradient aggregation and
management of the global intrusion detection model.
Each node in the distributed network maintains and
validates the blockchain ledger, ensuring transparency,
traceability, and resilience against single points of failure
[29]. Within the Blockchain Network, smart contracts
are employed to encode the secure gradients exchange
algorithm, enabling the verification of gradients, the
computation of global model updates, and the distribu-
tion of the updated global intrusion detection model to
the participating agents [29]. The Blockchain Network is
integrated with the Security Edge Nodes and Intrusion
Detection Agents to ensure a secure and decentralized
collaborative training process. It makes use of blockchain
technology to provide this functionality while keeping
the integrity and privacy of the participating entities’
network traffic data [25].
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With network slicing, virtualization, edge computing, guarantees is defined.

and blockchain techniques, our proposed network model
provides a secure and strong frame for the deployment of

distributed intrusion detection in 6G wireless networks. 2) Round Preparation

It will meet the challenges of resource allocation, latency, For each round r of FL, an MPC protocol P, € P is
and Security in a framework that allows for efficient and selected based on the current network conditions and
privacy-preserving collaborative training of intrusion de- participant characteristics.

tection models for the enhanced security of 6G networks.

3) Client Training

D. SYSTEM MODEL o a. Each participant P; initializes a local model M;

1) Initialization with the same architecture as the global model M.
e a. The global model M is initialized with random e b. P; copies the current weights of Mg to M;.
weights. e c. P; trains M; on their local data using a suitable
e b. Participants P1,Ps,..., P, engage in an MPC optimization algorithm and loss function.
setup phase, establishing secure communication o d. P; computes the gradients V; of M; with respect
channels and generating shared secrets or crypto- to the initial weights copied from Mg.
graphic keys necessary for MPC computations. e e. P; compresses the gradients V; using the com-
e c. A set of MPC protocols P with varying levels of pression function Q(-) to obtain compressed gradi-
complexity, communication overhead, and security ents Q(V;).
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Algorithm 1 FL-based Blockchain-powered Lightweight
MPC-secured IDS for 6G networks
Require: Participants Py, Ps,..., Py, Blockchain BC,
Global Model Mg, Compression Function Q(-), Set
of MPC Protocols P
1: Initialize Mg with random weights
2: Perform MPC setup: establish secure channels and
generate shared secrets
3: for each round r do
4: Select MPC protocol P, € P based on network
conditions and participant characteristics

5: for each participant P; do
Initialize local model M; with same architec-
ture as Mg
Copy weights of Mg to M;
8: Train M; on local data of P; using optimiza-
tion algorithm and loss function
9: Compute gradients V; of M; with respect to
initial weights from Mg
10: Compress gradients: Q(V;)
11: Secret-share Q(V;) using P, to obtain shares
CRAMERA RN AN
12: end for
13: Execute secure aggregation protocol in P, to
compute [Q(V)]i = %Z?:l[Q(Vj)]i for each P;
14: Reconstruct average compressed gradients Q(V)

from shares [Q(V)]1, [Q(V)]2, ..., [Q(V)]
15: Broadcast Q(V) to BC and verify using partici-

pants’ signatures L

16: Update Mg weights using Q(V): Wl(\;c[zl)
Wiy, = nQ(V)

17: end for

o f. P; secret-shares the compressed gradients Q(V;)
using the selected MPC protocol P., obtaining

shares [Q(Vi)]1, [Q(Vi)]2; ..., [Q(Vi)]n.

4) Secure Aggregation using MPC

« a. Participants execute the secure aggregation pro-
tocol defined by P,, where each P; holds shares
[Q(Vj)]i of every other participant’s compressed
gradients Q(V;).

e b. Through the secure aggregation protocol, par-
ticipants jointly compute the sum of their shared
compressed gradients without revealing individual
values, yielding shares [Q(V)]; = £ Y1, [Q(V;)]; of
the average compressed gradients for each P;.

5) Reconstruction and Blockchain Integration

e a. Participants reconstruct the final average
compressed gradients Q(V) from the shares
[QW)]1, [Q(V)]2, -+, [Q(V)]n using the MPC re-
construction protocol defined by P;.

e b. Q(V) is broadcasted to the blockchain network

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4

BC.
e c. The authenticity and integrity of Q(V) are veri-
fied using the participants’ digital signatures.

6) Global Model Update
o a. Once the average compressed gradients Q(V) are
verified on the blockchain, the global model Mg
weights are updated using the verified gradients:

| _
Wit = Wi, = nQ(V)

where 7 is the learning rate, and t represents the
current round of FL.

E. GRADIENT COMPRESSION APPROACH

DNN quantization has emerged as a pivotal technique
in optimizing the deployment of neural networks on
resource-constrained devices [30]. DNN quantization is
defined as the process of reducing the precision in
weights and activations of neural networks from higher
bit-widths (e.g., 32-bit floating point) to lower bit-
widths (e.g., 8-bit integers) [31], [32]. This reduction
is strongly driven by the quest for improvements in
computational efficiency and memory footprint, with
an additional inference speed boost and no large losses
in terms of model accuracy [33]. In our framework we
implemented this stage using the QKeras quantization
library from Google [33]-[35]. The library is built upon
the work of [36], in creating Quantized Neural Net-
works (QNNs), where during training, all activations
and weights are quantized to Q bits in a fixed point
representation. The quantization function in the forward
pass can be formulated by [36]:

round (2971 x W)
2Q-1
The quantization function is a mathematical trans-
formation applied to the weights of the neural network
during the training process. The equation provided
describes how a weight W is quantized to Q bits using
a fixed-point representation.

q= Chp( ) _17 1- 27(Q71)) (1)

« Rounding and Scaling: The expression round (2271 x
W) scales the weight W by 297! and then rounds
it to the nearest integer.

o Normalization: The result is then divided by 291
to normalize it back to the range of the original
weight values.

o Clipping: The clip function ensures that the quan-
tized value q stays within the range [-1,1 —
2-(Q=D]. This prevents the values from exceeding
the representable range for the given bit-width Q.

By quantizing the weights and activations to lower

bit-widths, significant improvements in computational
efficiency and memory usage are achieved, making it
feasible to deploy complex neural networks on resource-
constrained devices without substantial loss in accuracy.
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Algorithm 2 Dynamic Selection and Execution of MPC

Protocols

Require: Set of MPC Protocols P, Network Conditions
NC, Participant Characteristics PC

1: function SelectMPCProtocol(P,NC, PC)

2: Define a scoring function S(P,,NC,PC) that
evaluates the suitability of each protocol P, € P
based on current network conditions NC and partic-
ipant characteristics PC

Initialize an empty list scores
for each protocol P, € P do
Compute the score s, = S(P;, NC, PC)
Append (P,,s,) to scores
end for
Sort scores based on s, in descending order
Select the protocol with the highest score:
Prest = scores[0][0]
10: return Phest
11: end function

This has been proven by several works including [31],
[35].

F. DYNAMIC SELECTION AND EXECUTION OF MPC
PROTOCOLS

The secure aggregation protocol within our system is
crucial for ensuring that the gradients from participants
are aggregated securely without revealing individual
contributions. The dynamic selection of MPC protocols
is based on current network conditions and participant
characteristics, as presented in Alg. 2.

The scoring function S(P,,NC,PC) can be defined
based on various factors such as communication over-
head, computational complexity, and security guaran-
tees. The scoring function can be defined as:

S(P:,NC,PC) = a-8(P;) — 8- 0(P;,NC) — - ¢(P,, PC)

(2)

where s is the security guarantees, o is the communi-

cation overhead, c is the computational complexity, and

a, 3,y are weights assigned to each factor based on their
importance.

G. ADVANTAGES

By incorporating secure multi-party computation tech-
niques, this system achieves an additional layer of
security and privacy protection for the gradients ex-
change process [37]. Individual gradients remain private
throughout the computation, and the aggregated gra-
dients are computed correctly, even in the presence of
compromised or malicious participants, thanks to the
properties of MPC protocols [38]. Moreover, the system
uses gradient compression to reduce communication
overhead and adaptive secure aggregation strategies that
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dynamically choose the most appropriate MPC protocol
according to the network conditions and the characteris-
tics of the participants. This makes the algorithm more
suited to challenges and requirements of the 6G wireless
network, while preserving security and privacy.

H. OUR SYSTEM VS. TRADITIONAL FL-BASED IDSS

The system is a decentralized secure gradients exchange
algorithm tailored for 6G networks, there is no cen-
tralized aggregation server [8]. The role traditionally
played by a central server is distributed across the
blockchain network and the participating clients [29].
The key aspects of the server’s functionality are handled
as follows:

1) Global Model Initialization and Update

A global model Mg is randomly initialized; its weights
are further updated with the aggregated gradients from
the set of clients participating in a given round. Yet,
all these activities are performed not by a central server
but are collectively managed by the blockchain network
through consensus mechanisms and smart contracts.

2) Gradient Aggregation

The process of aggregating gradients from participating
clients is performed in a decentralized manner by the
blockchain network and the secure multi-party compu-
tation (MPC) protocols. Each client secret-shares their
compressed gradients using the selected MPC protocol
[38], and the participants jointly compute the average
compressed gradients without revealing their individual
values. This secure aggregation is facilitated by the
MPC protocols and the blockchain network’s consensus
mechanisms.

3) Global Model Distribution

After updating the global model weights, the new global
model state needs to be distributed to the participating
clients for the next round of training. In this approach,
the updated global model weights can be broadcasted
as transactions on the blockchain, which achieves trans-
parency and immutability [29]. The updated model can
be stored in a distributed file system for access by all par-
ticipants [25]. Without a centralized aggregation server,
the proposed algorithm may avoid potential single points
of failure and enhance the security, resilience, and decen-
tralization of the FL process. The blockchain network
provides a decentralized and transparent basis, enjoying
the properties of decentralization, immutability, and
consensus mechanisms, for secure gradient aggregation
and global model management.

IV. COMPUTATIONAL COMPLEXITY ANALYSIS
The computational complexity of the algorithm pro-
posed can be decomposed into communication over-

9
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FIGURE 3: Simplified illustration of dataset pre-processing, model training, and evaluation

head, compression overhead, and the number of training
rounds.

A. COMMUNICATION COMPLEXITY

The choice of MPC protocol in each round (P,) is highly
influential in the choice of the time complexity. Popular
MPC protocols typically have communication complex-
ity scaling with O(n.K), where n is the number of
participants and d and K are variable factors depending
on the exact protocol used. [39], [40].

B. COMPRESSION OVERHEAD

Employment of the compression function Q(-) comes
with some computational overhead compared to un-
compressed gradients. However, the compression ratio
attained will directly impact communication overhead.
An efficient compression function with a higher ratio can
hugely reduce the amount of data transmitted during
secure aggregation. This, therefore, calls for care in the
choice of the compression function, since there is a trade-
off between the overhead incurred in compression and
the reduction of communication.

C. TRAINING ROUNDS

The global model is then iterated with many rounds of
training to achieve convergence. Total communication
cost scales with the number of rounds, linearly (R).

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4

1) Time Complexity
Now, this complexity can be written in Big O notation
as: T = O(R - Cuvpc + Ceompression) Where:

e R is the number of rounds of training.

e Cypc denotes the communication complexity of the
MPC protocol chosen for each round.

e Coompression denotes the computational cost associ-
ated with the application of the compression func-

tion Q(+).

V. EXPERIMENTATION

To conduct our experiments, we follow the steps illus-
trated in Figure 3. We start with preprocessing steps.
Then, we use the training dataset for the training phase,
splitting it into five subsets. Each subset is used to train
only one federated client. After completing the various
rounds of federated learning, we use a model from any
client to evaluate the performance using the test dataset.
Various experiments were done using different deep
neural network models: simple deep neural network,
DNN; convolutional neural networks, CNNs; long short-
term memory, LSTM, networks; and a hybrid model
that combines 1D CNN with Multi-Head Attention. We
use the Flower framework for simulation using Tensor-
Flow in training such models with Federated Learning
[41]. The CICIoT2023 dataset [42] is used to train the
different clients and to test one of them. This choice
of dataset is due to its realistic gathered traffic and
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FIGURE 4: Light weight Models used for the Experimental Evaluation
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TABLE 2: The CICIoT2023 dataset classes distribution

Category Attack Number of In-
stances
DDoS-ICMP _ Flood 7,200,504
DDoS-UDP_ Flood 5,412,287
DDoS-TCP _Flood 4,497,667
DDoS- 4,094,755
PSHACK Flood
DDoS-SYN _Flood 4,059,190
DDoS8 (72.7%) DDoS-RSTEINFlood | 4,045,285
DDoS- 3,598,138
SynonymousIP Flood
DDoS-HTTP _Flood 28,790
DDoS- 286,925
UDP _Fragmentation
DDoS- 285,104
ACK Fragmentation
DDoS-SlowLoris 23,426
DDoS- 452,489
ICMP _ Fragmentation
DoS-UDP  Flood 3,318,595
DoS-HTTP _Flood 71,864
Dos (17.3%) DoS-TCP Flood 3,671,445
DoS-SYN Flood 2,028,834

Recon-PingSweep 2262

Recon-HostDiscovery 134,378
Recon (0.75%) Recon-OSScan 98,259
Recon-PortScan 82,284
Mirai-greeth flood 991,866
Mirai (5.64%) Mirai-udpplain 890,576
Mirai-greip flood 751,682
DNS  Spoofing 178,911
Spoofing (1.04) MITM-ArpSpoofing 307,593
Uploading Attack 1252
DictionaryBruteForce 13,064
BrowserHijacking 5859
Web (0.05%) CommandInjection 5409
SqlInjection 5245
XSS 3846
Backdoor Malware 3218
BruteForce (0.02%) | DictionaryBruteForce 13,064
Benign (2.3%) BenignTraffic 1,098,195

accurate representation of modern IoT network traffic.

1) The CICloT2023 dataset [42]

The CICIoT2023 dataset is one of the most recent
datasets, aiming to assist in the design of security
analytics for the IoT environment. It offers full data
generated through different IoT attack scenarios. The
authors developed a complex IoT network topology
with more than 100 devices and subjected these devices
to 33 different attacks. These attacks were part of a
large set of categories, including Distributed Denial-of-
Service (DDoS), Denial-of-Service (DoS), reconnaissance
(Recon), web-based attacks, brute-force attacks, spoof-
ing attacks, and Mirai botnet-related attacks. Worth
mentioning, all attacks were initiated from compromised
TIoT devices to target another device in the network.
The process of data collection was three-fold: generating,
extracting, and labeling the data. In the first step,
the attacks were initiated by simulating various attack
scenarios against the prepared IoT network. Next, the
generated network traffic through these attacks was cap-
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tured in pcap format using the Wireshark network pro-
tocol analyzer. Finally, the traffic data was captured and
labeled against the attack scenario that each segment
represents. The captured pcap files formed a substantial
amount of data, exceeding approximately 548 GB. To
make the data easy to analyze in the next steps, the
authors applied a chunking process to the data, dividing
it into 10-MB chunks. This chunking allowed for parallel
conversion from its pcap format to CSV format, which
is more readily analyzable. After chunking the data, the
authors used the DPKT library to extract a rich set
of features from the traffic data. Table 2 provides a
summary of the benign traffic and different attack types,
along with their subtypes and the number of instances

per type.

2) Pre-processing

As illustrated in Figure 3, to conduct our experiments,
we initially concatenated all CSV files from the CI-
ClIoT2023 dataset into a single dataframe. Subsequently,
we removed redundancy, rows with missing values, and
columns with the same value for all rows. Following this,
we selected a fixed number of rows for each type of attack
and benign activity, as specified in Table 3. Finally, we
applied normalization to every value within each column
using Equation 3.

A. USED MECTRICS

We employed the True Positive Rate (TPR) for each
class, Global Accuracy, Average Detection Rate, False
Alarm Rate, and Average Accuracy, which are respec-
tively detailed in Equation 4, Equation 5, Equation 6,
Equation 7, and Equation 8. These metrics are based
on the confusion matrix illustrated in Table 4. Besides,
we further employ the Receiver Operating Characteristic
curve and Area Under the Curve as metrics for perfor-
mance evaluation. Also, the communication overhead is
presented in Equation 9, where R represents training
rounds, N represents the total number of clients, and
CMS or the Compressed Model Size, which represents
the final model size, after introducing the 8bit quantiza-
tion using the TensorFlow Model Optimization Toolkit
[43] and making it resource constrained friendly using
the TensorFlow Lite Framework [44].

TPclassX
TPRC assX — 4
fassX TPClassX + FNClassX ( )
NBclass
TP
Accuracygiobal = (5)
oba ZNBClaSS(TP + FP)

TPRAttackx

DRAverage = g (6)
NBofAttackx
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FIGURE 5: ROC curve and AUC ROC of our Lightweight Models using Federated learning.
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TABLE 3: Distribution of Attacks and Benign rows on Training and Test subsets extracted from CICIoT2023 dataset

Type of connection Training | Test All
Bening 105025 44972 149997
ACK Fragmentation 3545 1455 5000
UDP Flood 3562 1438 5000
SlowLoris 3526 1474 5000
ICMP Flood 3462 1538 5000
RSTFIN Flood 3470 1530 5000
PSHACK Flood 3520 1480 5000
DDoS HTTP Flood 3518 1482 5000
UDP Fragmentation 3482 1518 5000
ICMP Fragmentation 3515 1485 5000
TCP Flood 3531 1469 5000
SYN Flood 3460 1540 5000
SynonymousIP Flood 3427 1573 5000
Total DDoS 42018 17982 60000
TCP Flood 3498 1502 5000
HTTP Flood 3546 1453 4999
DoS SYN Flood 3502 1498 5000
UDP Flood 3467 1533 5000
Total DoS 14013 5986 19999
Ping Sweep 1554 708 2262
OS Scan 3453 1547 5000
Attack Recon Vulnerability Scan 3521 1479 5000
Port Scan 3485 1515 5000
Host Discovery 3511 1489 5000
Total Recon 15524 6738 22262
Sql Injection 3436 1564 5000
Command Injection 3549 1451 5000
Backdoor Malware 2194 1024 3218
Web-Based Uploading Attack 892 360 1252
XSS 2718 1128 3846
Browser Hijacking 3517 1483 5000
Total Web-Based 16306 7010 23316
Brute Force Dictionary Brute Force 3497 1503 5000
Arp Spoofing 3536 1464 5000
Spoofing DNS Spoofing 3515 1485 5000
Total Spoofing 7051 2949 10000
GREIP Flood 3484 1516 5000
Mirai Greeth Elood 3491 1509 5000
UDPPlain 3491 1509 5000
Total Miria 10466 4534 15000
Total Attack 108875 46702 155577
Total 213900 91674 305574

TABLE 4: Confusion matrix. casted to all the participating clients. Models employed

Predicted class are as follows:
Negati Beni Positi Attack .. . .
Effective | Negative Tfi;: ive (Benign) F;fsl ewe( ack) e CNNI1D model: This is a sequential model archi-
class | (Benign) | negative positive tecture. Two convolutional layers (ConvlD) are
Positive | False True employed: the first with kernel size 3x1x64 and a
(Attack) negative positive

bias of 64. Following the first convolutional layer is
a max pooling layer to reduce the dimensionality of
the data. The second convolutional layer is applied,

TPBenign with 128 bias and a kernel size of 3x64x128. A non-
FAR=1- TPBenign + FNBenign (7) linear activation function is applied. Following this,
a global average pooling is applied to reduce the
1 data along the spatial dimension. A dropout layer

ACCuverage = ——— > TPR 8 ) P : P ¥
Averag NBClass Z X (®) is used to prevent overfitting. Finally, there exists a

fully connected layer.

Overhead =R -N- (N — 1) - CMS (9) o CNN2D model: The first layer is a convolutional
2D layer with a kernel size of 2x2x1x32 and applies
a bias of 32. After that, a max pooling 2D layer is

B. MODELS USED FOR FEDERATED LEARNING applied to reduce the data dimensionality. A second
Figure 4 summarized the different models used as initial convolutional layer 2D is applied with a kernel size
models for federated learning. These models are broad- of 2x2x32x64 and applies a bias of 64, with an
14 VOLUME 10, 2022
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TABLE 5: Hyperparamaters used for the experimental evaluation

Hyperparameters CNN1D CNN2D RNN LSTM DNN Hybrid Model
Learning rate 0.001 0.001 0.001 0.001 0.001 0.001
. Batch size 64 64 64 64 64 256
Client Number
parameters 70 70 20 15 70 70
of epochs
Optimizer adam adam adam adam adam adam
Loss sparse sparse sparse sparse sparse sparse
function categorical categorical categorical categorical categorical categorical
crossentropy crossentropy crossentropy crossentropy crossentropy crossentropy
Number
of Round 40 40 10 10 40 70
Server Number
Parameters of clients 5 5 5 5 5 5
Fraction
of clients 100% 100% 100% 100% 100% 100%
per round
Agnglzetiigon FedAvg FedAvg FedAvg FedAvg FedAvg FedAvg
Client selection Both Both Both Both Both Both
strategy
TABLE 6: Obtained results for the different models
CNN1D | CNN2D | RNN LSTM DNN Hybrid Model
TPR BENIGN 98,45% 91,09% | 96,30% | 95,22% | 94,20% | 97,45 %
TPR DDoS 93,68% 95,34% | 96,06% | 90,49% | 96,25% | 96,76 %
TPR DoS 78,67% 45,42% | 36,54% | 46,58% | 47,58% | 94,65 %
Specific Metrics TPR Recon 53,64% 51,07% | 45,52% | 40,52% | 57,15% | 70,39%
TPR WebBased 71,40% 80,63% | 67,90% | 64,96% | 57,82% | 74,39%
TPR BruteForce 25,68% 16,10% | 15,17% | 14,70% | 29,67% | 51,56%
TPR Spoofing 45,41% 43,30% | 38,12% | 26,45% | 46,42% | 54,70 %
TPR Mirai 99,29% 99,40% | 99,25% | 99,23% | 99,14% | 99,43%
Accuracy 88,00% 82,85% | 83,39% | 81,45% | 83,70% | 91,35 %
FAR 1,55% 8,91% 3,70% 4,78% 5,80% | 2,55 %
Average DR 66,82% 61,61% | 56,94% | 54,70% | 62,01% | 77,41 %
Global Metrics Average Accuracy 70,78% 65,30% | 61,86% | 59,77% | 66,03% | 79,92%

activation layer. Then a max pooling 2D is applied
to further reduce the data. A flattening layer into a
1D vector is applied before a fully connected layer.
A dropout layer is applied to prevent overfitting.
Finally, we find a fully connected layer.

e RNN model: The structure is sequential with an
input layer, 2 RNN layers—SimpleRNN, and then
there are the activation and dense layers. The input
layer gets a vector corresponding to the first element
in the sequence. Then an activation function adds
non-linearity to the output coming from the RNN
layer. A dense layer finally transforms the sequence
data that is processed into the desired output
vector.

o LSTM: The same network architecture is used for
the RNN model, except we will replace the Simple
RNN layers with the LSTM layer.

o Hybrid model: It will amalgamate CNN with a
Transformer block. A CNN—ConvlD—tries to ex-
tract features from the networking traffic data,
while a Transformer with multi-head attention ana-
lyzes the relationships between different data points
in sequences and could therefore show long-range
patterns of attacks.
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1) Used Hyperparamaters

To reach our purpose and achieve high performance of
the FBMP-IDS system, different values of various hy-
perparameters were used in combination. After several
attempts, we identified the optimal hyperparameters
and their corresponding models, which are detailed in
Table 5.

C. RESULTS

The effectiveness of the FBMP-IDS architecture is as-
sessed in this part. In the process of evaluation, a
stratified K-fold cross-validation approach was followed
to reduce the possibility of any bias in the data. Table
6 summarizes the results obtained for the various deep
learning models and the FBMP-IDS.

1) Specific Metrics

The table groups the True Positive Rates that each
model has achieved in detecting various intrusion cat-
egories. Results can be seen in the FBMP-IDS with the
Hybrid Model, attaining the highest overall performance
in benign traffic detection at 97.45%, 99.43% in Mirai
attack detection, 70.39% in Recon-based attacks detec-
tion, and 96.76% in DDoS-based attacks detection while
being powerful in the identification of other attack types.
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FIGURE 6: TPR and Global metrics for the different models.
The following are the comparisons of the models based o Benign Traffic: All models obtained high TPR val-
on the TPR obtained: ues with more than 91%, demonstrating how all

models are capable of distinguishing between nor-
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TABLE 7: Models Sizes and the Network Overhead

CNN1D CNN2D RNN LSTM DNN ﬁ‘é{igyb“d
Orizinal model Total oarame | 33736 17,768 17,160 54,600 35,832 206,602
g p (131.78 KB) (69.41 KB) | (67.03 KB) | (213.28 KB) | (335.28 KB) | (807.04 KB)
Orizinal  model  Trainable | 33730 17,768 17,160 54,600 5,832 206,602
pargms (131.78 KB) | (69.41 KB) | (67.03 KB) | (213.28 KB) | (335.28 KB) | (807.04 KB)
Compressed model size 42.29 KB 22.21 KB 32.66 KB 77.96 KB 101 KB 251 KB
Network Overhead 33.04 MB 17.35 MB 6.38 MB 15.23 MB 78.91 MB 343.16 MDB

mal and malicious traffic. The best of these models
was the Hybrid Model with a TPR. of 97.45%.

o Distributed Denial-of-Service Attacks: Again, the
Hybrid Model was better than the rest with a TPR
of 96.76%. The DNN and RNN models performed
very well in detecting DDoS attacks, with TPR
values of 96.25% and 96.06% respectively.

o Denial-of-Service (DoS) Attack: As in the DDoS
attack, the Hybrid Model was the best of all models,
with a TPR of 94.65%. While CNN2D, RNN, and
others had lower rates.

o Reconnaissance Attacks: The Hybrid Model
achieved the highest TPR (70.39%) in the case of
reconnaissance attack detection. A good TPR value
was received by DNN at 57.15%. All other models
showed lower performance.

e« Web-based Attack: Again, the Hybrid Model
showed strong performance at 74.39% in the case
of web-based attack detection. A notable TPR
(80.63%) is contributed by CNN2D, too, while
others showed lower detection rates.

o Brute-Force Attack: Hybrid Models showed signifi-
cant improvement in the case of brute-force attack
detection over the other models and achieved a
TPR of 51.56%. While all others showed much lower
TPR.

« Spoofing Attack: Again, the Hybrid model showed
the best performance at a TPR of 54.70% in the
case of spoofing attack detection. Also, moderate
TPRs are shown by CNNID and DNN models,
while others showed lower detection rates.

o Mirai Botnet Attack: All models achieved excep-
tionally high TPRs for detecting Mirai botnet at-
tacks and obtained values over 99%, demonstrating
how these are very capable of finding that threat.
And the best among them was the hybrid model at
99.43%.

2) Global Performance Metrics

Global performance metrics include Accuracy, False
Alarm Rate (FAR), Average Detection Rate (DR), and
Average Accuracy. Table 6 shows that the Hybrid Model
has the highest overall Accuracy of 91.35% and Average
Accuracy of 79.92%, along with a very low FAR of
2.55%. Hence, the results indicate the performance of the
Hybrid Model in terms of an adequate balance between
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the accurate detection of intrusions and low false alarms.

3) ROC Analysis for Lightweight Models

The performance evaluation of the FBMP-IDS was not
limited only to individual True Positive Rates of each in-
trusion class. For a better description of the performance
of models, Receiver Operating Characteristic curves
were also constructed for each lightweight deep learning
model that can be used in the FBMP-IDS framework,
as illustrated in Figure 5. The ROC curve plots the
trade-off between the True Positive Rate (TPR) and
the False Positive Rate (FPR) at different classification
thresholds.

In this part, we go through the strengths and
weaknesses of each model using micro-averaged ROC
curves and individual class ROC curves. Analysis of
the ROC curves indicated distinct performance levels
among the compared classification models. Importantly,
for a model’s capability to separate between the positive
and negative instances among all classes, the Hybrid
model (Figure 5 (f)) scored the highest micro-averaged
ROC score of 0.993%, which definitely denoted superior
overall classification performance. This means that the
model has satisfactory robustness to deal with potential
class imbalances within the dataset. The micro-averaged
ROC curve, however, does not show any possible weak-
nesses at the level of individual classes. To further
delve into the matter, we analyze the class-specific ROC
curves. Herein, we note that several models, including
CNN2D (Figure 5 (b)), LSTM (Figure 5 (d)), and DNN
(Figure 5 (e)), perform poorly in certain classes; this is
evidenced by lower AUC values and less defined curves
in their class-specific ROC plots. In contrast, the Hybrid
model shows a consistently good performance across
most classes from its individual class ROC curves.

While the micro-averaged ROCs provided a very good
initial idea regarding the performance of the models, the
single-class ROCs proved to be very interesting. For in-
stance, while the CNN1D model (Figure 5 (a)) managed
a good micro-averaged ROC score of 0.991%, it showed
its limits in handling the "Recon" class. On the other
hand, the CNN2D (Figure 5 (b)) model was poor in
both the "Recon" and "Spoofing" classes. Surprisingly,
both the RNN and LSTM models performed similarly
but were marked with certain inconsistencies at the class
level. For instance, the Hybrid model performed better
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than the LSTM model on the "Bruteforce" class with an
AUC of 0.96% against 0.89%. However, the DNN models
performed worst of all, with AUCs less than 0.9 for
three classes: "Recon", "Bruteforce", and "Spoofing".
These observations underline the importance of looking
both at micro-averaged and single-class ROC curves for
a proper evaluation. Though a model can have strong
performance in general, it may still have problems with
some classes due to some inherent limitations in the
architecture or some potential biases in the training
data. It’s very important to be aware of weaknesses
in class performance for real-world applications since
class importance may vary. For instance, it may be
imperative to correctly classify the "DoS" class, whereas
the misclassification of the "Recon" class may not be
very serious.

D. COMPARISONS

Comparisons presented in Figure 6, show that across
various assessment metrics, the effectiveness of the
FBMP-IDS architecture, particularly the Hybrid Model,
is very effective in detecting a wide range of intrusion
types. The Hybrid Model consistently achieved superior
performance across most intrusion categories, which
shows how the model is flexible and robust. Furthermore,
the Hybrid Model showed the best AUC-ROC across
different intrusion categories. This finding strengthens
the conclusion that the Hybrid Model shows superior
performance compared to other models of individual
lightweight deep learning models within the FBMP-IDS
framework. Table 7 presents the communication over-
head for the different models. While the analysis shows
that the hybrid model has the highest communication
overhead due to its large number of parameters, this
apparent drawback does need to be weighed against
possible benefits. With this, the hybrid architecture
can leverage the strengths of the CNNs and Multi-
Head Attention synergistically to come up with superior
performance on the task in question. This becomes
significantly interesting for tasks that involve complex
relationships in the data or that require high accuracy.
Therefore, if optimal performance is the objective, then
probably the marginally increased overhead of the hy-
brid model can be justified as a concession in light of
the possible gains.

VI. CONCLUSION

Coupled with the realization of 6G wireless networks are
unprecedented opportunities and challenges in network
security and privacy. Leveraging the power of Al in
network connectivity foreseen in 6G networks demands
network intrusion detection and prevention mechanisms
that scale and dynamically adapt to the constantly
changing network topology and distributed nature of
these networks. In this work, we propose a new secure
gradients exchange algorithm for distributed intrusion
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detection in 6G networks, synergistically combining the
power of federated learning with secure multi-party
computation and blockchain. Our proposed system al-
lows collaborative training of intrusion detection models,
preserving data privacy and secure gradient aggregation
through MPC protocols, ensuring adaptivity in secure
aggregation to optimize communication overhead and
computation complexity in real-time. Blockchain tech-
nology is used to offer a decentralized, transparent,
and tamper-proof FL process. Finally, a hybrid model
architecture is presented, where Convolutional Neural
Networks are used for feature extraction and Multi-
Head Attention for better contextual analysis in order
to enhance detection rates and reduce the occurrence of
false alarm rates. We have demonstrated the feasibility
of the proposed approach through extensive experimen-
tal evaluations and comparisons against several baseline
models.
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