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Artificial Intelligence and Smart Homes have become increasingly prevalent in recent
years. Smart Homes contain Internet of Things devices that generate large amounts
of data, which can be used in Artificial Intelligence decision-making processes. This
thesis researches how Artificial Intelligence is used in Smart Homes and the trade-offs
between using Cloud Computing vs Edge Computing for AI. Two separate litera-
ture reviews were conducted to research these problems, screening the first 50 results
from four databases for each review and analyzing the most relevant publications in
depth. In total, 12 publications were analyzed in depth for the first research question
and B for the second. Additionally, we developed our own machine learning applica-
tion using Generative Al for an existing Smart Home environment. The application
was developed almost entirely through Generative Al (Claude Code) with no man-
ual changes to the source code. The application was deployed on a Raspberry Pi
5 with comparable performance to a Desktop PC. The trade-offs we found between
Cloud and Edge Computing included trade-offs between computational power and
latency, bandwidth usage, model training and inference, and privacy and security.
However, few of the reviewed publications provided measured, empirical data to
support these comparisons. The main use cases for Artificial Intelligence was found
to be Smart Homes are energy management, elderly- and healthcare, home antoma-
tion and anomaly detection. Overall, the results show that Artificial Intelligence
has practical and varied applications in Smart Homes, and that both edge devices
and Generative- Al-assisted development are mature enough to support them.

Keywords: Artificial Intelligence, Edge Computing, Cloud Computing, Smart
Home, Smart Home Environments, Generative Al, Raspberry Pi, Internet of
Things
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1 Introduction

Artificial Intelligence and Smart Home technologies hawve experienced a sharp rise
in popularity in recent years. Smart Homes contain Internet of Things devices
that generate vast amounts of data, which can be utilized in Artificial Intelligence
decision-making processes. The aim of this thesis is to research the use of Artificial
Intelligence in Smart Home environments. The focus is on what can be achieved with
Al and how it is implemented. The thesis also examines the trade-offs between using
Cloud Computing and Edge Computing for Artificial Intelligence. Cloud Computing
and data centers are becoming increasingly popular for Al applications; however,
they involve several trade-offs when compared to Edge Computing. Beyond review-
ing existing research, this thesis also explores how Generative Al can be used to
build a Smart Home application in practice.

With the increasing number of Internet of Things devices and the data they
produce, deciding where to run Artificial Intelligence becomes an important design
factor. While Cloud Computing offers advantages with its nearly limitless process-
ing power, Edge Computing has better latency and privacy. Understanding these

technologies in the Smart Home space has become increasingly relevant.

1.1 Research Questions

The research iz based on the following Research Questions:

RQ1: How is Artificial Intelligence used in Smart Home Environments?
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RQ2: What are the trade-offs between using Edge Computing or Cloud Computing
for Artificial Intelligence?

RQ3: How do you implement a face recognition access control system as a machine

learning application on a Raspberry Pi using Generative AI?

These themes were selected due to their relevance in the current technological
landscape. In addition, the literature review indicated that studies combining these

topics into a single research work were limited.

1.2 Structure

In Chapter 2, we discuss Smart Homes, [0oT, and Artificial Intelligence in general.
We form a comprehensive overview of the technologies for the reader to have an
understanding of them going into the later chapters. In Chapters 3 and 4, we aim
to answer Research Questions RQ1 and RQ2 by conducting a literature review.
In Chapter 5, we develop our own Smart Home AI application with the use of

Generative Al and discuss its role in software development in the future.

1.3 Use of Generative Al

Generative Al had limited use in answering RQ1 and RQ2. It was mainly used
for LaTeX formatting, for example, creating LaTeX tables or citations. Generative
Al was used to answer RQ)3, and the discussion is documented in Appendix A.

Additionally, Generative Al was used to find writing errors and typos in the thesis.



2 Smart Home Internet of Things

In this chapter, we will go over general information about Smart Home Internet of
Things technologies. We will also define the types of Artificial Intelligence discussed

in this thesis so that the reader has an understanding of the topic moving forward.

2.1 The Internet of Things

The Internet of Things (IoT) is defined as a paradigm in which objects equipped
with sensors, actuators, and processors communicate with each other to serve a
meaningful purpose. IoT devices range from smart speakers that personalize the user
experience to smart heating systems that optimize energy use. IoT is not a single
technology, but rather an agglomeration of various technologies that work together
in tandem. An IoT sensor can be broadly defined as any device which provides
inputs about its current state [1]. The number of IoT devices is expected to grow
gignificantly in the future. According to Statista, the number of IoT connections in

2025 was 19.8 billion, and the number is forecast to exceed 40.6 billion by 2034. [2]

IoT layers and Architecture

There is no single consensus on what the [oT architecture is, but it can roughly be

divided into three different layers.
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Application Layer is responsible for delivering application-specific services to the
users. [t defines various applications in which the Internet of Things can be

deployed, for example, smart homes, smart cities, and smart health.

Network Layer is responsible for connecting to other smart things, network de-

vices, and servers. It is also used for transmitting and processing sensor data.

Perception Layer is the physical layer which has sensors for sensing and gathering
information about the environment. It senses physical parameters or identifies

other smart objects in the environment. [1]

Some definitions on [oT architecture split the Network layer into the Transport
layer and the Processing layer. The transport layer transfers the sensor data from
the perception layer to the processing layer and vice versa. This layer includes
technologies such as wireless, 3G, LAN, Bluetooth, RFID, etc. The processing layer
stores, analyzes, and processes huge amounts of sensor data that comes from the
transport layer. It includes technologies such as databases, cloud computing and

big data processing modules.

2.2 Smart Home Environment

There are multiple different definitions for Smart Homes. Aldrich et al. defined it

as follows:

A "smart home" can be defined as a residence equipped with computing
and information technology which anticipates and responds to the needs
of the occupants, working to promote their comfort, convenience, security
and entertainment through the management of technology within the

home and connections to the world beyond. [3]
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Smart Home and Internet of Things technologies go hand in hand. Smart Homes
can contain any number of [oT devices with the aim of improving the occupants’
lives in various ways. Smart Home devices such as smart speakers, smart TVs,
smart fridges, etc., have gained popularity. Artificial Intelligence is used in Smart
Homes to further improve the residents’ living conditions. We explore how Artificial

Intelligence is used in Smart Homes in more detail in Chapter 3.

2.3 Types of Artificial Intelligence

Artificial Intellipence (Al) is generally used as an umbrella term that encompasses
multiple different types of Al. Artificial Intelligence can be categorized into three

different types based on its capabilities. These types are as follows [4]:

Artificial Narrow Al is the only type of artificial intelligence that exists currently.
Other forms of Al are theoretical. It can be trained to perform a single or
narrow task, often faster and better than humans can. It cannot, however,
perform outside of its defined tasks. It targets a single set of cognitive abilities

and advances in that spectrum.

Artificial General Intelligence is a theoretical concept. It can use previous
learning and skills to accomplish new tasks in a different context without

the need to train the underlying models.

Super Al is even more theoretical than Artificial General Intelligence. If it were
to exist, it would think, reason, learn and possess more cognitive abilities than

human beings.

In this thesis, we will focus only on Artificial Narrow Al This type of Al can be
further divided into different types of AL
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The primary technologies of artificial intelligence can be divided into the follow-

ing:

Machine learning (ML) is a core branch of Al that allows systems to learn from
data without the need for specific programming for each task. By identifying
patterns in training data, ML models improve their performance over time and

can generalize to make predictions on previously unseen inputs.

Deep learning (DL) is a subset of ML that mimics the structure of the human
brain using artificial neural networks (ANNs). These networks enable machines

to recognize complex patterns and make sophisticated decisions.

Natural Language Processing (NLP) is a branch of AI that focuses on en-
abling machines to understand, interpret, and respond to human language.
Combining linguistice with machine learning, it allows computers to process

text and speech, facilitating communication between humans and machines.

Computer Vision (CV) is a branch of Al that enables computers and systems to
process, analyze, and interpret visual inputs such as images and videos. It is
commonly applied to tasks such as image classification, object detection, and

facial recognition. [5] [6]

These primary technologies are not mutually exclusive, as many real-world sys-
tems combine several of them. There are also more specialized sub-technologies,

many of which appear in the publications reviewed in this thesis. These include [7]:
Learning algorithms:
o Reinforcement Learning (RL)

o Federated Learning (FL)

Neural network architectures:
o Convolutional Neural Networks (CNN)
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e Recurrent Neural Networks (RNN)
o Long Short-Term Memory (LSTM) networks

Classical ML algorithms:
Support Vector Machines (SVM)

Decision Trees

Random Forests

K-means Clustering

2.4 Edge Computing and Cloud Computing

Every Al application requires data processing and computational power. There are
different approaches to meet this need. One solution is to move the data to the
cloud and use cloud computing to process it and then send it back to the device.
The other solution i= to move the processing closer to the source, performing it on
the edge.

According to research firm Gartner, "cloud computing is a style of computing
in which scalable and elastic IT-enabled capabilities are delivered as a service using
internet technologies". [8]

The advantages of cloud computing are:
¢ Lower upfront cost

e Flexible pricing

¢ Limitless compute on demand

e Simplified IT management

o Reliability

Edge computing is the practice of moving computing power closer to where

the data is generated, usually to an IoT device or sensor. Edge computing allows
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for faster data processing, increased bandwidth, and improved data security and
sovereignty.

The advantages of edge computing include the following:
e Lower latency

¢ Reduced cost

¢ Improved model accuracy

e Data sovereignty

Many Al solutions use a mix of Edge and Cloud Computing techniques, lever-
aging both to utilize their respective advantages for optimal results. We will dive
further into the trade-offs between using Edge and Cloud computing for Al in Chap-

ter 4.



3 Artificial Intelligence for Smart

Homes: Literature Review

Artificial intelligence has seen numerous advances in the past few years. In this
chapter, we will answer RQ)1 by conducting a literature review on how Artificial
Intelligence can be used in Smart Home Environments. In the literature review, we
first formulate a search query, then we define the journals we are searching from,

and then select the relevant publications based on the search results.

3.1 Methodologies

3.1.1 Literature Sources

The literature sources used for this review are:
e Google Scholar
e Springer
» IEEE Xplore

¢ UTU Volter, the search engine used by University of Turku
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3.1.2 Search Query

This literature review aims to answer three questions on the publications that we

select for the review. These three questions are:
1. What is the purpose of the Artificial Intelligence?
2. What environment or ecosystem iz the Artificial Intelligence applied in?
3. What Artificial Intelligence methods or techniques were used?

To find relevant sources we need to formulate a search term:

The search query includes key phrases Smart Home and "Artificial Intel-
ligence" OR "AI". The terms (Usage OR Implementation OR. Application) are
also included to limit the results to implementations and not concepts.

The final search query is: "Smart Home" AND ("Artificial Intelligence"
OR "AI") AND (Usage OR Implementation OR Application)

Google Scholar

The initial search on Google Scholar resulted in 27 200 publications. From reading
the title and abstract from the first 50 publications, I found 24 relevant publications,
from which 9 were dropped due to overlapping topics or insufficient specificity. This
leaves 15 publications for the next stage of the literature review. A limitation of
using Google Scholar is the breadth of the search, making it difficult to reproduce

this search later on.

UTU Volter

In UTU Volter, the initial search resulted in 1 913 publications. After reviewing
the first 50 publications based on the title and the abstract, 6 relevant publications

were found, from which 4 had to be dropped due to being duplicates from previous
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searches or having too much overlap with already selected publications. This leaves

2 publications for the next stage of the literature review.

Springer

In Springer, the initial search resulted in 6 216 publications. Out of the first 50
results, 4 publications were relevant, from which 1 had to be dropped due to being
a duplicate result from the Google Scholar search. This leaves 3 publications for the

next stage. The search term provided worse results than in Google Scholar.

IEEE Xplore

In IEEE Xplore, the initial search resulted in 1 432 publications. Out of the first 50
results, 8 publications were found to be relevant, from which 4 had to be dropped
due to topic overlapping or insufficient relevance to the research topic, leaving 4

publications for inclusion.

Results of the Search

Publication Results from Relevant
search publications
Google Scholar 27 200 (50) 15
UTU Volter 1913 (50) 2
Springer 6 216 (50) 3
IEEE Xplore 1 432 (50) 4
Total 36 761 (200) 24

Table 3.1: Overview of publications found in the literature search

3.2 Results of the Search

Every article selected from the search is compiled in Table 3.2. They are in the same

order that they were found during the search.
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3.2 RESULTS OF THE SEARCH
Index Title
Plar Investigating the Impact of AI/ML for Monitoring and Optimizing Energy Usage in Smart Home
Plar Btrategic decision malking in smart home ecosystems: A review on the use of artificial intelligence
and Internet of things
[P3ai] Avrtificial Imtelligenoe of Things (AlIoT) Ensbled Floor Monitering System for Smart Home
Applications
[P4aq] Artificial Intelligence-Based Smart Securlty Systern Uslng Internet of Things for Smart Home
Applications
PBag Acrtificial imtelligert system for multimedia services in smart home environments
PBar Al-Powered Energy Consumption Optimization for Smart Homes Using IoT
PTal An Artificial Intelligence based scheduling algorithm for demand-side energy mansgement in
Smart Homes
[PBai] Energy Community Management Based on Artlficlal Intelligence for the Implementation of
Renewahble Energy Systems in Smart Homes
[POa;] Artificial-Intelligence-Assisted Activities of Dally Living Recognition for Elderly in Smart Home
[FI0a1] | Deslgn and Implementation of an Al-based & IoT-enabled Home Energy Mansgement Systermn: A
case study in Benguerir — Moroeco
Pllaz] | A voloe controlled smart home automation system using artificial intelligent and internet of things
P12a; Application of Deep Learning and Intelligent Sensing Analysis in Smart Horme
Pl3ar Al based elderly fall prediction system using wearable sensors: A smart home-care technology
with IoT
Fldag Edge Al for Real-Time Anomaly Detectlon In Smart Homes
PlEas Artificlal Intelligence Method for the Forecast and Separation of Total and HVAC Loads With
Application to Energy Management of Smart and NZE Homes
Pliag Data-Driven Smart Home Automation for Energy Efficlency
P17ar Enhancing Smart Home Energy Efficlency Using a Hybrid Genetic Algeorithm and Improved
Drandelion Optimizer
FlBa: Data autonomy and privacy In the smart home: the case for a privacy smart home meta-asslstant
Pl9ar An Efficlent Implementation of an IoT-Based Smart Home Security Systemn
P20ar An AT Smart Refrigerator: Enhancing Food Management with Computer Vislon, SBensor, IoT,
and Auntomated Temperature Control
[P2141] | Development of Smart Home System Based on Artificial Intelligence with Varlable Learning Rate
to Manage Household Energy Consumption
[Paia1] An AloT-Enabled Smart Home Automation Framewoerk: Intelligent Control, Security, and
Predictive Monitoring
[P2341] Opto-Electronic Smart Home: Heterogeneous Optical Sensors Approaches and Artificlal
Intelligence for Nowel Paradigms in Remete Monitoring
[P2441] A novel Intelligent technique for energy management In smart home using Internet of things

Table 3.2: Articles selected from the literature search

3.2.1 Selecting the Articles

As previously stated, we will analyze the publications based on three metrics.

o What is the purpose of the Artificial Intelligence?

¢ What environment or ecosystem is the Artificial Intelligence applied in?

o What Artificial Intelligence methods or techniques were used?

If the article does not contain all of these research metrics, it will be discarded

from the final literature review.
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Below iz a table where we select the final articles based on the three categories

of data in them.

Table 3.3: Anslysis of Articles for RQ1

Index Al Purpose Environment / Ecosystem Al Methods & Techniques Salectad
Regresslon Learning, Deep
Enhance energy Smart Home Energy Learning (DL},
[P1lag] No
mansgement in amart homes Management Ecosystern Relnforcement Learning
(RL)
Btrategic decision support, Machine Learning (ML),
[ | ecosystem design, data Smart Home, Corporate, Matural Language
P21 No
interpretation and value Insurance Proceseing (NLF),
creation analysis Computer Visdeon (CV), DL
[ | DL assisted data analytics Smart Home / Smart Office DL, Convelutional Neural
P3ar No
for emart-floor system / Building IoT ecosystem Network (CININ)
Al-based Smart Security
[P441] Smart Home Edge Device OpenCV No
Byetem
Improwve user Quality of
[PEa1] | Experience for multimedia Smart Home Environment RL, DL Yen
devices
Forecasting energy demands
[PEa1] IoT-enabled smart home ML and DL models No
and optimizsing usage
Elitist Non-dominated
Reach compromise betwean Sorting Genetie Algorithm
[P7a1] Smart Homes Yem
energy coat and user comfort I, Support Vector
Regression
decrease reliance on power Deep Relnforcement
[ | smart homes with
P8a1 grid and enhance the learning, Q-learning Yes
solar-battery imtegration
system's economic efficlency algorithm
modified Naive Bayes
Prediction of Activities of
[P9a1] Smart Home Eovironment supervised learning Yem
Daily Living for Elderly
algorithm
Renewable energy
testbed house of Smart
[P10a1] integration and energy BPS0 technique No
Campus
efficlency im provernert
Auntomated Home Appliance
[P11ai] Smart Home Systern NLF, ML Yem
Control
Uper behavior recognition Complex home
[P12a1] DL technology No
based on optical sensors ervironments

Continued on next page
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Index Al Purpose Environment / Ecosystem Al Methods & Techniques Salectad
Long Short-Term Memory
[P134;] Elderly fall prediction amart home-care technology Yem
(LETM) Model
Isclation Forest (IF) and
[P1441]| Bealtime anomaly detectlon | Smart Home environments Yem
LETM Autoencoder
Separate domninant HVAC L3TM encoder-decoder ML
[P1B4;] Regular Homes Yem
load models
idemtify deviee usage
patterns, detect modern residential
[P1641] ML Yen
inefficlencies and develop ervironments
intelligent automation rules
Imtel ligertly scheduls and Hybrid Genetic Algorithm,
[P17a1] manage household IoT-enabled smart homes Improved Dandelion No
appliances Optimizer
Increase users’ data
[P1B4;] Smart Home environmenta Meta-asslstant No
autonomy and privacy
Detect and Respond to "Varlous home slzes and
[P194;] K-means clustering No
pacurity threats configurations"
Recognize stored Items,
& computer vision and
[P2041] track ioventery and predict Smart fridge No
machine learning algorithms
expiry dates
ANN with Back
[P2141]| Manage energy consumption Al-controlled SH device Propagation, Variable Yem
Learning Rate
Real-time control, high-lewal
[P22 4] security, predictive SH environments ML processes No
monitoring
Patient activity recognition Faedforward neural network
[P234;] Opto-electronic smart home Yen
and gait analysis (FFNN)
hybrid wrapper of both
Optimal IoT based Energy Saillfieh Optimizer and
[P24ai1] Smart Home Contrel Systern Yem
Management Adaptive Neuro-Fuzsy
Interference System
3.3 Analysis

The publications we have selected for our literature review are [P5a1], [P7a1], [P8ai],

[P9ai], [P11a1], [P13a1], [P14a1], [P15a1], [P16a1], [P21a1], [P2341], [P24a1].
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[P541] - Artificial intelligent system for multimedia services in smart home
environments presents an Al-based smart system for managing multimedia de-
vices such as video streaming, VoIP, and web browsing within a smart home network.
The research problem that the publication addresses is that deep learning classifiers
for network resource management produce misclassifications, degrading the Quality
of Experience of the users.

The Smart Home Environment in the article is a five-layer Internet of Things ar-
chitecture consisting of Internet,/Cloud, Management, Assistants, Things, and Sen-
gors. The Al system iz embedded in the management layer.

The AT solution combines deep learning and reinforcement learning methods.
The Deep learning classifier identifies which type of multimedia service is currently
in use, and a Reinforcement Learning agent acts as a supervisor, deciding when and

how to correct the actions of the classifier.

[P741] - An Artificial Intelligence based scheduling algorithm for demand-
side energy management in Smart Homes presents a new methodology which
combines three different Artificial Intelligence techniques to solve the energy demand
planning in Smart Homes. The methodology was developed to reach the compromise
between energy cost and user comfort.

It uses an Elitist Non-dominated Sorting Genetic Algorithm II to search for
scheduling options that balance energy costs within the level of comfort that the
user expects. Afterwards it uses a Support Vector regression to predict how much
energy the Smart Home's generator will produce in the near future and finally K-
means clustering to group typical household usage patterns so that the system can
estimate what level of comfort the user prefers.

The Al system operates in a Smart Home with a local generator and a battery

gystem that is connected to a smart grid. The energy management system coordi-
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nates when devices run and how energy is drawn from the generator and when from
the grid.

The system was able to provide a 51.4% cost reduction when compared to Smart
Homes without distributed generation and battery banks. The data was validated
with simulations using real data obtained from a smart home, meaning that it has

not been proven to work in a real-world environment.

[P841] - Energy Community Management Based on Artificial Intelligence
for the Implementation of Renewable Energy Systems in Smart Homes
proposes an Al-based management system for coordinating energy production, stor-
age and exchange in a community of Smart Homes. The research problem addressed
is how to "oversee the exchange, organization, and control of the community’s house-
hold electricity consumption effectively" while reducing costs and improving renew-
able energy utilization.

The Al-based management system operates in a smart-home energy community
which contains "six identical prosumers, encompassing residential energy use, solar
photovoltaic (PV) installations, and battery storage systems".

The Al-based management system uses multi-agent deep reinforcement learning
as its core Al-technique. [P8aj] states that the optimal performance of the model
iz achieved by "using a multi-agent deep reinforcement learning algorithm within a
decentralized training environment", where prosumers and consumers learn how to
schedule appliances, charge and discharge batteries and participate in peer-to-peer
energy trading.

The results of the study show that the proposed Al-based management system
is able to improve the smart home community's economic performance. According
to the authors, the intelligent method "has successfully decreased consumer electric-
ity costs in various circumstances", indicating that both consumers and prosumers

benefit from the system.
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[P9a1] - Artificial-Intelligence- Assisted Activities of Daily Living Recog-
nition for Elderly in Smart Home presents an Al assisted Activities of Daily
Living recognition system for elderly. It uses Activity Recognition to identify a
certain activity from the set of actions. The research problem it addresses is that
"due to the unpredictable behaviors of an elderly person, performance of ADLs can
vary in day-to-day life. Each activity may perform differently, which can affect the
sequence of the sensor’s raw data." In conclusion, the aim of the system is to mon-
itor the elderly and detect potentially dangerous health conditions or actions, for
example falling down.

The environment is a Smart Home environment that is equipped with "a wide
range of smart sensor devices". These sensors may include motion sensors, door
sensors, light sensors, temperature sensors, etc. The data is continuously collected
and saved into the database. The system is designed for a smart home with a single
resident.

The Al method used in this publication iz a modified Naive Bayes supervised

learning algorithm. The proposed method contains three different stages:

1. Data Relabeling - the raw sensor data are allocated by marking the starting

point and the end point.
2. Feature Extraction - deriving features from windowed sensor data.

3. Naive Bayes classification - using the features to train a supervised model to

predict ADL categories.

The authors mentioned that Deep Learning was intentionally avoided because it is
"still considered a complex technique to be applied in analyzing raw sensor data".
The research showed that the proposed Al assisted ADL recognition method

achieves an effective and highly accurate performance in identifying the daily activi-
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ties of an elderly person. The system achieved much better metrics than comparable

methods. The metrics are displayed in Table 3.4.

Table 3.4: Evaluation metrics for comparing with different algorithms. Found in

[P9ai]
Ewvaluation Metrics Proposed Method SVM EK-NN LR
Accuracy 0.892 (+0.03) 0.625 (+0.12) 0.422 {+0.1) 0.467 (+0.05)
Recall/Sensitivity 0.824 (+0.06) 0.571 (+0.02) 0.543 (+£0.03) 0.395 (+0.02)
Precision 0.861 (+0.02) 0.569 (+0.02) 0.522 (+£0.05) 0.338 (+0.02)
F'l-score 0.836 (+0.04) 0.555 (+0.01) 0.484 (+£0.03) 0.360 (+0.02)
Average 0.853 (+0.03) 0.580 (+0.04) 0.492 (+£0.05) 0.390 (+0.02)

The metrics in Table 3.4 show that the proposed Naive Bayes-based solution
performed better than the traditionally used machine learning models. Overall, the
table shows that the proposed model is able to recognize the daily activities of an

elderly resident far more reliably and consistently than the alternative approaches.

[P1141] - A voice controlled smart home automation system using arti-
ficial intelligent and internet of things presents a voice controlled Al smart
home system that directs smart home devices through an Android or a web appli-
cation. The publication aims to improve existing home automation solutions which
rely on rigid command sequences and limited interfaces by "incorporating voice con-
trol and artificial intelligence (AI) into internet of things (IoT)-based smart home
gystems to create more efficient automated smart home systems". The primary aim
of Al in this publication is to enable the use of natural language to automate IoT de-
vices and processes based on user preferences. The system operates in an IoT-based
Smart Home Environment, where Arduino, Raspberry Pi, and NodeMCU are used
to interface with home appliances and cloud services. In this environment, multiple
devices and sensors are connected through cloud services, where the MQTT protocol
and REST API enable real-time communication between the different components.

When the user gives a voice command, it is converted into text and processed with
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Natural Language Processing (NLP). The NLP-module is divided into eight different

layers:
1. Layer 1: expanding contractions
2. Layer 2: Tokenization
3. Layer 3: spelling correction
4. Layer 4: intent and tense detection using a Naive-Bayes classifier algorithm
5. Layer 5: part-of-speech tagging
6. Layer 6: information extraction
7. Layer 7: organization

8. Layer 8: execution

After the speech is converted into text, a Machine Learning based recommender
gystem using a "content-based filtering technique" and the "nearest neighbour al-
gorithm" is used to infer user preferences and automate actions such as movie rec-
ommendations or appliance control. Although the publication does not present
numerical metrics, the authors claim it is tested in a real-world environment. The
publication presents a prototype level solution which demonstrates the feasibility of
an NLP-based speech recognition and a Machine Learning based recommendation

gystem in Smart Home antomation.

[P13 1] - AI based elderly fall prediction system using wearable sensors:
A smart home-care technology with IoT presents an IoT-based fall detection
and prediction system which utilizes wearable sensors and Deep Learning to detect
fall-events among the elderly. The system uses a low-power 3-axis accelerometer
embedded in a 6LoWPAN wearable device, which continuously collects movement

data.
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The proposed method utilizes a Long short-term memory (LSTM)-based Deep
Learning approach that focuses on stacking. This means that multiple LSTM models
are trained for different tasks with small overlap, and the results are combined into
one Al method. This yields more accurate results compared to a single LSTM
model. The effectiveness of the LSTM model is listed in Table 3.5.

Table 3.5: Effectiveness of the LSTM model across different datasets.
Experiments | Precision | Recall | Overall accuracy (%)
MobiAct 0.98 0.98 99.63
Waist (50 Hz) 0.76 0.65 86.3
Waist + leg 0.96 0.95 95.2
(calf)

Waist + Wrist 0.97 0.97 96.6

The results of 3.5 demonstrate that the proposed LSTM-based ensemble ap-
proach performs exceptionally on the MobiAct dataset, with an overall accuracy of
99.63%. The results also demonstrate that sensor placement and the combining of
multiple sensors have a positive impact on the performance of the model. Overall,
the results show that the proposed method offers a reliable solution to real-time fall

detection.

[P1441] - Edge AI for Real-Time Anomaly Detection in Smart Homes
presents an Edge-Al based anomaly detection framework, which analyses the data
provided by IoT-sensors in real time on edge devices. The study addresses the
limitations of cloud-based anomaly detection, including latency issues, privacy risks,
and network reliance, by performing the computation locally on edge devices.

The framework uses a hybrid approach which combines Isolation Forest (IF) and
LSTM Autoencoder (LSTM-AE) models to identify anomalies in IoT sensor data.
The I[F model is a light weight, unsupervised machine learning algorithm designed
for efficient anomaly detection in high-dimensional datasets. The model identifies

outliers by isolating data points that significantly deviate from normal patterns.
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The LSTM-AE model recognizes long-term irregularities, such as gradual energy
consumption spikes or repetitive but anomalous activity patterns.

The system is evaluated on synthetic and real-world smart home datasets, in-
cluding temperature, motion, and energy consumption signals. The dataset was
split into an 80/20 train-test ratio, ensuring that anomalies were proportionally dis-
tributed in both sets. The inference testing was performed on a Raspberry Pi 4 with
4GB RAM.

The experimental results show that the proposed hybrid approach is suitable
for real-time anomaly detection on the edge. The IF model offers a fast analysis,
while the LSTM-AFE refines the detections by analyzing long-term behavioral pat-
terns. Together these models allow for both sudden and gradual anomaly detection
without the need to transfer data to the cloud. This improves the system’s latency
and privacy, making the approach well suited for Smart Home real-time anomaly

detection.

[P1545] - Artificial Intelligence Method for the Forecast and Separation
of Total and HVAC Loads With Application to Energy Management of
Smart and NZE Homes proposes a method that uses deep learning techniques
to separate Heating, Ventilation, and Air Conditioning (HVAC) energy use from the
total residential load. The goal is to improve energy-use monitoring and enhance
home energy management systems (HEMS), particularly in existing houses that do
not have dedicated HVAC submetering.

The method employs a novel LSTM encoder—decoder model, which is trained
using future weather data in place of conventional weather forecasts. The model
receives input data from the two previous days of power usage and generation and
produces a prediction for the following day, covering the period from 6:00 to 21:00.

A key contribution of this publication is the separation of HVAC load from the
total residential load in homes that lack HVAC submetering. The method relies
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on generating two LSTM-based forecasts: a total-load forecast using weather in-
puts, and a ‘baseload’ forecast representing household consumption under conditions
where the HVAC system is not expected to operate. The baseload forecast is pro-
duced by setting the weather and solar-irradiance inputs to values below the HVAC
activation threshold (TmHVAC), enabling the model to estimate the non-HVAC
portion of the load. The final HVAC load is obtained by subtracting the baseload
forecast from either the total-load forecast or the measured total load.

The results show that the LSTM model predicts HVAC and PV loads accu-
rately: the daytime CV(RMSE) values (HVAC 18.8%, PV 7.1%) meet the ASHRAE
building-modeling standards. The HVAC separation method also produces usable
results, although its accuracy does not fully match that of models trained on mea-
sured HVAC data. Nevertheless, the method is sufficiently accurate for HEMS
optimization, load management, and providing user-level energy information.

Owerall, the results of the study show that LSTM-based deep learning models
are well suited for load prediction and additionally enable HVAC-load separation in
houses without HVAC submetering. This makes the approach applicable to a wide
range of buildings where installing dedicated HVAC submetering is not economically

or technically feasible.

[P164;] - Data-Driven Smart Home Automation for Energy Efficiency
aims to improve energy efficiency by analyzing a four-year Smart Home dataset
to identify device usage patterns, detect inefficiencies and develop intelligent au-
tomation rules aligned with user behaviors. According to the study, Smart home
technologies driven by Internet of things and Artificial intelligence promise automa-
tion, energy efficiency, and personalized experience, but their potential is limited by
persistent challenges such as inefficient energy use due to static control algorithms,
a lack of control systems that respond to user behavior, and limited interoperability

among diverse devices.
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The machine learning methods the study uses include decision trees, random
forests, and rule-based modeling to create automation rules. The research process

flow contains four stages:

e Data preprocessing - cleaning and preparing the dataset, addressing missing

values and outliers.

e Exploratory Data Analysis - identifying data trends and correlations relevant

to the objectives.

¢ Model Development - using machine learning and rule-based techniques to

create intelligent automation solutions.

e Testing and Validation - simulating antomation rules and monitoring perfor-
mance using real-time dashboards in Grafana, an open-source analytics and

visualisation app.

Simulation results demonstrate that the proposed automation rules can reduce
energy consumption by 15-25% while the user’s needs are met in the smart home
context. The study also emphasizes the importance of privacy in the smart home
gpace. The collection of large amounts of sensor data requires anonymization and

secure data storage.

[P2145] - Development of Smart Home System Based on Artificial In-
telligence with Variable Learning Rate to Manage Household Energy
Consumption presents an Al-controlled smart home system to manage monthly
energy consumption based on user-defined limits. The authors note that existing
smart home configurations rely largely on manual control and are not fully auto-
mated. A key background factor in this study is the Indonesian government’s energy

conservation policy.
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The system developed in the study combines IoT devices, sensor data and an
Artificial Neural Network based control model. The system uses an ESP32 micro-
controller, which collects real-time data on lighting, temperature, occupancy, and
energy consumption. Raspberry Pi 4 was used for data storage and model inference.
The user can control the system through an Android application, which provides a
real-time view of energy consumption and device management.

The control model is based on an Artificial Neural Network (ANN) trained using
the Backpropagation (BP) method and enhanced through Variable Learning Rate
(VLR) algorithm. The inputs for the Neural Network are light intensity, temper-
ature, occupancy, and the user-defined monthly energy consumption target. The
outputs of the model are the four electrical components - light, television, air condi-
tioning, and refrigerator - optimal daily usage times. The VLR algorithm improves
training stability and accuracy by dynamically adjusting the learning rate based on
the error behaviour.

The experimental results show that the system functions reliably and is able to
provide use-time recommendations with an average error rate of 17.21% in relation to
the monthly consumption target. The Neural Network’s RMSE-values (14.6-15.9%)
show that the VLR-method improves the accuracy of the model when compared
to the traditional Back Propagation method. The system is able to control the
devices automatically based on the generated recommendations, and the user can
make manual adjustments in the application.

The research shows that an IoT-based, neural-network-driven control system can
support residential energy saving and provide the user with cost-optimized usage

strategies.

[P235;] - Opto-Electronic Smart Home: Heterogeneous Optical Sen-
sors Approaches and Artificial Intelligence for Novel Paradigms in

Remote Monitoring presents the development and implementation of an



3.3 ANALYSIS 25

optical-fiber-integrated smart environment with heterogeneous opto-electronic ap-
proaches. The opto-electronic smart home, composed of three different optical
fiber sensor systems, is used for remote patient monitoring. The system consists
of nanoparticle (NP)-doped TRA (Transmission—Reflection Analysis) fiber sensors
for patient localization, polymer optical fiber (POF)}-integrated pants for activity
detection, and a fiber Bragg grating (FBG)-embedded smart carpet for gait analysis.
The system includes more than 50 integrated sensors, enabling remote monitoring
and activity tracking without cameras and thereby preserving user privacy.

The TRA-based sensors utilize NP-doped silica optical fibers, which are posi-
tioned in strategic regions inside the smart home and allow for accurate assessment
of the patient’s location within the environment. The POF Smart Pants have two
POFs incorporated into the back of the pants (left and right leg), with a total of 60
intensity-variation-based multiplexed POF sensors. These sensors enable monitor-
ing of activities such as walking, sitting down, and lying. The FBG-based carpet
allows for monitoring step location, stride length, double-support duration, and
stance-phase duration.

The three systems are synchronized, and data acquisition is managed through
a graphical interface. The interface supports both online and offline operation.
FBG-carpet data are transmitted via Wi-Fi, the POF Smart Pants data via Blue-
tooth, and the TRA-based smart-environment data via serial communication. Deep
learning models handle both data preprocessing and high-level decision-making, al-
though the publication does not provide a detailed description of their internal
workings.

Owerall, the findings demonstrate that combining a heterogeneous optical sen-
sor network with deep-learning-based data processing enables reliable detection of a
user's location, activities, and gait parameters within the home environment. The

gystem provides a novel, privacy-preserving approach to remote monitoring and is
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particularly well suited for supporting the elderly, individuals undergoing rehabili-

tation, and people with chronic health conditions.

[P24,45] - A novel intelligent technique for energy management in smart
home using internet of things presents an IoT-based smart home energy man-
agement system that uses a hybrid approach combining the Sailfish Optimizer (SFO)
and the Adaptive Neuro-Fuzzy Inference System (ANFIS) into a single method,
commonly referred to as the SFOANFIS method. The proposed approach optimally
manages the power and resources of the distribution system.

In the method, every household appliance is connected to the cloud-based Inter-
net of Things, each with a unique IP address. A centralized server collects usage
data from all appliances, and the SFOANFIS method manages the collected data.
The ANFIS model predicts load based on time intervals, while the Sailfish Op-
timizer searches for the optimal energy-management strategy using the predicted
load. The method aims to reduce costs and ensure that energy production, storage,
and consumption remain balanced.

The performance of the SFOANFIS method was compared against existing opti-
mization algorithms (ANFASO, SOGSNN, and SFO). The results show that the
proposed hybrid approach achieves faster inference times and higher optimiza-
tion accuracy at the day, week, and year scales. It proves to be an efficient
energy-management solution, particularly in IoT-based supply networks where the

number of connected devices is large and the data are highly distributed.

3.4 Conclusion

In this chapter, we have done a literature review on the application of Artificial
Intelligence in a Smart Home Environment. We conducted searches using four dif-

ferent search engines and reviewed the first 50 results returned by each. From the
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200 publications identified, 24 were selected for a more in-depth review, of which
12 were ultimately included in the analysis. The criteria were that the publication
had to describe how Al was used, the environment in which it operated, and the Al
methods it employed.

We have shown that Artificial Intelligence has multiple different uses in a Smart
Home environment. The original aim was to include only solutions that are already
in use in some form, but an issue is that most of the Al solutions were methodologies
or algorithms that are not in use in real world scenarios. Out of 12 publications,
6 focused on energy management [P74;], [P8a1], [P1541], [P16a1], [P21,41], [P2441],
3 focused on elderly and healthcare [P9,;], [P1341], [P234;], 2 focused on home
automation [P541], [P11a1], and one was about anomaly detection [P144;]. In this

section, we will go over the core findings of our literature review.

Energy Management With the increasing global demand for energy as every-
thing goes digital around the world, energy management has become increasingly
important in the smart home sector. The publications in our review were able to
show meaningful energy savings with their methods. Rocha et al. [P741] were able
to achieve 51.4% cost reduction with their AI based method. Houshangi [P164;]
demonstrated a 15-25% reduction in energy consumption with the proposed au-
tomation rules. Alden et al. [P15,;] proposed an approach to energy management
by using an LSTM-encoder-decoder model to separate HVAC-load from the total en-
ergy load in homes that lack a separate HVAC-submetering. The aim of the method
is to improve energy usage monitoring and to enhance the house energy manage-
ment systems (HEMS) for existing houses that do not have dedicated HVAC circuits.
Akhinov et al. [P2145] used a back propagation with a variable learning rate system
to manage the electrical consumption of household appliances to stay within user
defined limits. Rajesh et al. [P24,4;] proposed an IoT-based energy management sys-
tem that combines a Sailfish Optimizer-algorithm with the Adaptive Neuro-Fuzzy
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Inference System -model (SFOANFIS) to optimize household energy consumption

and to balance production, consumption, and load in the distribution system.

Elderly and Healthcare Three publications addressed the application of Al to
elderly care and health monitoring within smart home environments. Onthoni and
Sahoo [P9ar] proposed a sensor-based ADL-recognition model that utilizes data
relabeling, feature extraction, and a modified Naive Bayes classifier to monitor the
daily activities of the elderly. Kulurkar et al. [P13,;] used an Al-based elderly and
fall prediction system that uses a wearable 3-axiz accelerometer and LSTM-based
deep learning to detect fall events with an accuracy of 99.63%. Leal-Junior et al.
[P234;1] developed an Opto-Electronic smart home environment that combines three
different sensor systems (TRA-based sensors, FBG-smart carpet and POF-smart
pants). The system detects the residents’ location, classifies activities with deep

learning, enabling multi-layer and real-time monitoring while protecting the users’

privacy.

Home Automation Two publications addressed home automation. Rego et al
[P541] proposed an Al-based system for multimedia services with the goal of improv-
ing users’ Quality of Experience. Torad et al. [P114;1] proposed a voice-controlled
gsmart home system, which combines IoT devices, Natural Language Processing and
a machine learning based recommendation system to improve home automation.
The system allowed users to control home appliances with their speech using an

Android or a Web application.

Anomaly Detection One publication addressed anomaly detection in a smart
home environment. Reis et al. [P14,;] proposed an Edge-Al-based anomaly de-
tection framework, which analyzed the data generated by [oT-sensors in real time

on edge devices. The framework was capable of detecting short- and long-term
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anomalies, including energy consumption, activity patterns, temperature and mo-
tion signals. This demonstrates how Al can enhance the security of smart home
environments by identifying unusual behavior and potential system issues in real

time.

3.4.1 Answer to RQ1

The most prominent use case for Artificial Intelligence in a Smart Home Environ-
ment is Energy Management. This is unsurprising, as rising energy demand is a
global challenge with no immediate solution in sight. With the residential hous-
ing sector accounting for 21% [9] of energy demand worldwide, having even modest
reductions in consumption would make a meaningful difference. The second promi-
nent use case was healthcare and activity monitoring. With the aging population
in many Western societies, having more resources to monitor residents for potential
health issues and emergencies can help alleviate the stress on the healthcare system.
Other use cases include home automation and anomaly detection. These solutions

allow for better user experiences and security in the smart home space.



4 Kdge Computing and Cloud

Computing: Literature Review

We are conducting a literature review to answer RQ2. In the literature review, we
first formulate a search query, then we define the journals we are searching from,

and then select papers based on the search results.

4.1 Methodologies

4.1.1 Literature Sources

The literature sources used for this review were:
e Google Scholar
e Springer
» IEEE Xplore

¢ UTU Volter, the search engine used by University of Turku

4.1.2 Search Query

For our search query, I decided to first include the terms "Edge Computing" AND

"Cloud Computing".
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("Edge Computing" AND "Cloud Computing")

I will also add "Artificial Intelligence" and "AI" to the search query to include
results that discuss the topic in relation to Artificial Intelligence. We are search-
ing for comparizsons between Cloud Computing and Edge Computing for Al, =o I
will be including ("trade-off" OR "trade-offs" OR. "comparison") in the search query.

The final search query is: ("Cloud Computing" AND "Edge Comput-
ing") AND ("Artificial Intelligence" OR "AI") AND ("Trade-off" OR
"Trade-offs" OR "Comparison")

4.1.3 Inclusion and Exclusion Criteria

We will limit the search results to 2020 or newer, and select the most relevant ones
from the first 50 articles.

The exclusion criteria for the articles were:
¢ No mention of cloud OR edge computing in the title or abstract

e Every important keyword is mentioned, but the article does not compare the

two topics

e Article iz behind a paywall or isn’t accessible with University of Turku creden-
tials

Some articles might be included even if they do not mention the phrases "Com-
parison" or "Trade-offs", if the topic seems relevant. For example, an article called
"Artificial Intelligence for Cloud and Edge Computing" and others like it were in-

cluded in the results, because they discuss the topic in general.



4.2 CONDUCTING THE SEARCH 32

4.1.4 Review Steps

To answer RQ2, we need to search for specific keywords in the articles. For each of

the selected articles, an analysis will be conducted by following these steps:
1. Reading the introduction

2. Searching for the following keywords: Artificial intelligence, Cloud Computing,

Edge Computing
3. Reading the chapter which discusses the results of the research

4. Reading the whole article

During each of the analysis steps, the article may be removed from the selected
publications if it does not contain valuable data for the literature review or if the

data seems unreliable.

4.2 Conducting the Search

Google Scholar

In Google Scholar, we found 18400 articles with our initial search. From reading
the title and abstract from the first 50 articles, I found 14 relevant articles to be
analyzed in more depth. Because Google Scholar’s search is too vast, this will be a

limitation on the repeatability of the literature study later on.

UTU Volter

In UTU Volter, the initial search resulted in 150 articles. We reviewed the first 50
articles based on the title and the abstract and found 1 unique article to be analyzed
in more depth. Articles that were found in previous searches were not included in

the results.
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Publication Results from Relevant
search Articles
Google Scholar 18400 (50) 14
UTU Volter 150 (50) 1
Springer 3572 (50) 1
IEEE Xplore 135 (50) 7
Total 22257 (200) 23

Table 4.1: Overview of articles found in the literature search

Springer

In Springer, the initial search resulted in 3,572 articles. Out of the first 50 results,

1 article was found to be relevant.

IEEE

In IEEE, the initial search resulted in 135 articles. Out of the first 50 results, 7

articles were found to be relevant.

Results of the Search

Every article selected from the search is compiled in Table 4 2. They are in the same

order that they were found during the search.
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Index Title

Plec Edge Computing vs. Cloud Computing: A Comparative Analysis for Heal-Time Al Applications
Plpc Optimizing edge computing and AT for low-latency cloud workloads

P3g- Al on the edge: a comprehenshe review

Pipo The development of lot-smart basket: Performance comparieon between edge computing and cloud

computing system

Pbec Edpge computing and cloud computing for internet of things: A review

Poec From sensors to data intelligence: Leveraging IoT, cloud, and edge computing with Al

Prec A survey of recent advances in edge-computing- powered artificlal intellippnoe of things

PBEc Al and computing horlzone: cloud and edge in the modern era

Pipc Scenario-based Al benchmark evaluation of distributed cloud/edge computing systems
Pligc A survey on the convergence of edge computing and Al for UAVa: Opportunities and challenges
Pllec Distributed artifidal intelligence empowered by end-edge-cloud computing: A survey
Plige A review on computational intelligence techniques in cloud and edge computing

Plige- Edpe and Cloud Computing in Smart Citles

Plipq Edge Computing: The Future Era of Cloud Computing-A Review

Pl6pc A Review on Edge-Computing: Challenges in Security and Privacy

Plégpo Keap Clear of the Edges : An Empirical Study of Artificial Intelligence Werldoad Performance and

Resource Footprint on Edge Devices
[P17gc] Comparlson of Cloud Computlng and TinyML Methods for Braln-Computer Interface In Motor
Imagery Problems

PlBpo Application of Machine Learning Algorithm in Cloud-to-edge Computing: Analysis and Limitations
Pligpc Resource Allocation in Combined Fog-Cloud Seenarios by Using Artificial Intelligence
P20gc A Comprehenstve Analysis of Cloud-Edge-IoT Collaboration for Scalable and Instantaneous Uses
P2lpe Al Powered Edge Computing: Enhancing Cloud-Native AT Applications

Pilpo Advancements and Challenges in Cloud Computing, Edge Computing and Edge-Cloud Computing

for IoT: A Comprehensive Review
[P23gc] Edge artificlal Intelligence for blg data: a systematic review

Table 4.2: Articles selected from the literature search

4.2.1 Selecting the Articles

We will select the research data from these articles based on three metrics:
o The trade-off that is measured (e.g. Performance vs Latency)

o The type of artificial intelligence being used (e.g. Image Recognition, Machine

Learning, etc.)
o The use case for artificial intelligence in the article (e.g. Autonomous Vehicles)

If the article does not contain all of these research metrics, it will be discarded

from the final literature review.

Below iz a table where we select the final articles based on the three categories

of data in them.
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Table 4.3: Analysis of Articles
Index Trade-off Al Type U= Case Salectad
Latency, security features,
Machine Learning (ML), Autonomous Vehicles
[Pleg] data processing Yem
Image Recognition (IR) (AV), Smart Home IoT
capahbilities, scalability
Latency, Performance, ML, Federated Learning
[P2gq] Computational capabilities, (FL), Relnforcement AV, Heslthcare Yen
Efficlency, Power efficlency Learning (RL])
Latency, Bandwidth, Deap Learning (DL}, ML
Device Constraints, Subfields, Computer Vision
[P3ea] OV Applications, IoT Yen
Communication Cost ve. (CV), FL, Edge Inference
Accuracy (EI)
[P4gq] Processing Time IR Smart Basket No
Healthecare, OV
[PEEC] x ML, FL, CV, DL No
applications
ML, Support Vector
AV, Industrial Automation,
Latency, Bandwidth, Machinea (FVM),
[PERa] Healtheare, Smart Citles, Yen
Efficlency, Performance Comvolutional Neural
Energy Management
MNetworls (CNN), DL
Autonernous Driving (AD]),
ML, DL, CNN, Recurrent Smart Healthcare, Smart
[PTEa] No trade-off discussed No
Neural Networls Industry, Smart
Agriculture
ML, Reinforcement AV, Bmart Citles, IoT,
[PEEC] No trade-off discussed No
Learning (RL), FL Health monitoring
ML, DL, Long Short-Term AV, Healthecare,
Performance, Latency,
[P9g] Memery (LETM), Image Community Surveillance, Yeg
Accuracy, Speed
Classification Smart City, Smart Home
CV, DL, BRL, Deep Autonomous Navigation,
[P10gc] Mo trade-off discussed Relnforcement Learning, Collision avoldance, OV No
FL, Neural Networla (NIN) Applications
AV, Real-Time Video
Analytics, Remote
[P11gg] Mo trade-off discussed DL, CV, CNN, FL No
Healtheare, Smart Industry
J Manufacturing
Mo specific Al type
[P12Ec] No trade-off discussed Mo use case presented No
mentioned
[P13gc] Mo trade-off discussed FL, RL Mo specific use case No

Continued on next page
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Index Trade-off Al Type U= Case Salectad
Mo specific Al type
[P1ligc] Mo trade-off discussed Mo specific use case No
mentioned
Mo specific Al type
[P1Ego] Mo trade-off discussed Mo specific use case No
mentioned
Clasgification,
Performance, Latency, AV, Object Recognition,
[P1Egc] Image-to-Imags, Yem
Memery, Overhead Bmart City Systems
Bagmentation CNN
ML, CNN, TinyML, SVM,
[P17gc] Latency Brain—Computer Interface Yem
LSTM
Resource Mansgermert,
Cloud-to-Edge Computing
[P18go] Mo trade-off discussed ML, VM, No
IoT, Smart Environments,
Becurity
Task distribution in
[P19gc] No trade-off discussed Artificlal Neural Network No
fog-cloud systems
[P20E:] No trade-off measured ML, FL No use case Implemented No
Lightwelght NN, Objact AV, Smart Cities,
Accuracy, Latency,
[P21Ec] Detection, Declsion Trees, Healtheare monitoring, Yem
Resource Usage
FL Environmental monitoring
Mo specific Al type
[P22EC] No trade-off measured No specific use case No
mentioned
Smart Citles, Smart
Homees, Internet of
[P23gc] No trade-off messured ML, DL, NN, symbclic AT No
Vehicles, Healthcare,
Manufactoring

4.3 Analysis

After reviewing each article against the above-mentioned criteria, we have found 8

articles that meet our criteria. Those articles are: [Pleg|, [P2gc], [P3rc|, [P6rc],
[P9&c], [P16gc], [P17ec], [P21Ec].

We will analyze the articles in numerical order and list the trade-offs found in

them.

At the end of the chapter, we will compile the main findings of every article into

an eagy-to-read table.
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[P1gc] - Edge Computing vs. Cloud Computing: A Comparative Analy-
sis for Real-Time AT Applications Publication [P1gc] conducts a comparative
analysis between Edge Computing and Cloud computing for realtime Al appli-
cations. It examines three challenges for Edge Computing: network bottleneck,
processing capacity, and scalability.

The main findingg it lists are the following:

Metric Cloud Computing | Edge Computing
Latency (ms) 100-200 10-20
Data Security 6,10 7/10
Processing Speed (tasks/sec) 1000-10 000 100-1000
Scalability 9/10 6/10

Table 4.4: Differences between Edge and Cloud Computing listed in [P1gc]

In Table 4.4 the author lists differences in metrics between Edge and Cloud
Computing. While some of the categories do not contain real- world metrics like Data
Security and Scalability, others have quantitative data like Latency and Processing
Speed.

[P1gq] does not specify what type of Al is used for collecting the data. Neverthe-
less, it clearly displays a trade-off between improved latency (edge) and improved

processing speed and scalability (cloud).

[P2gc] - Optimizing edge computing and AT for low-latency cloud work-
loads [P2gc| discusses how edge systems and Al are optimized to perform on the
edge. It discusses methods like hybrid cloud-edge inference, hardware acceleration,
as well as creating new Al models with model quantization, pruning, and knowledge
distillation.

[P2gc] gives us a baseline for how AT algorithms perform without any of these
techniques. Edge devices have larger inference latency compared to using a cloud

server when used in similar tasks. This is due to fewer resources, such as processing
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power and RAM, which limit the performance of Al models. Below is a table from

the article:
Parameter Edge Device Edge Al Cloud Server
(e.g. Raspberry | Accelerator (e.g | (e.g AWS GPU
pi 4) NVIDIA Jetson) Instance)
Processor Type | Quad-core ARM | Embedded GPU | High-end GPU
Cortex-AT2 (256 CUDA (T4, V100,
Cores) A100)
RAM 4GB 8GB 128GB+
Power 5W 10W-30W 200W -+
Consumption
AT Model Small models Medium-Sized Large-Scale
Capacity (TF-Lite) CNNs Transformer
Models
Inference -100ms -10-50ms -5ms
Latency

Table 4.5: Differences between Edge and Cloud systems

With the use of the above-mentioned methods, Edge Al has shown improve-
ments when compared to traditional Cloud Al applications. The article discusses
improvements that can be achieved through using Edge Al but provides no trade-off
other than cloud computing having better inference latency if no model optimization
occurs.

This comparison shows that even though cloud systems offer better performance,
optimization techniques allow Edge Al to achieve good enough latency in many real-
time applications. The trade-off isn't absolute, but depends on how efficiently the
Al models have been adapted to the edge.

[P3gc] - Al on the edge: a comprehensive review [P3gpg| is a systematic
review which discusses model optimization techniques for using different Al models

in Edge Computing.
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The article does not contain measured trade-offs but it discusses several trade-
offs found in different model optimization techniques. These trade-offs are between
model accuracy, compression ratio, latency and device energy consumption.

While [P3gc| does not discuss any measured empirical trade-off, it discusses the

trade-offs in a general way. The trade-offs discussed are:

¢ Cloud computing requires the data to be uploaded to data centers, which can

impose a burden on the network and cause latency issues

¢ Because the data has to be uploaded to the cloud, it cannot provide low-latency

Bervices.

# The data is also uploaded to the cloud, which can be a potential threat to user
privacy.
Compared to cloud computing, edge computing has the following advantages:
¢ Computation is performed locally or at edge servers, reducing latency
e Data isn't uploaded to the cloud, reducing bandwidth

e Data is stored at the edge, which protects user privacy

However, it is difficult to run computationally intensive tasks on resource-
constrained devices.

[P3gc] also discusses cloud-edge collaboration. This collaboration uses both tech-
niques to their advantages, performing low-latency tasks on the edge while high-
compute tasks get sent to the cloud.

The findings in [P3gc] are summarized in the table below:
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Trade-off Edge Computing Cloud Computing
Bandwidth Creates substantial network Significantly reduces network
bandwidth demand bandwidth usage
Latency Unable to deliver low-latency Provides low-latency inference
resSponses close to the data source
Privacy Requires data transmission to Keeps data local, enhancing
the cloud, raising privacy privacy protection
concerns
Computing Offers high computational Operates under limited
Power capacity for intensive Al computational and energy
workloads resources

Table 4.6: Cloud and Edge trade-offs found in [P3gc]

[P6gc] - From sensors to data intelligence: Leveraging IoT, cloud, and

edge computing with AT [P6gc] discusses similar trade-offs as previous publi-

cations, but also introduces new trade-offs such as Model Training & Updates and

Cloud-Edge synergy. For clarity, all trade-offs discussed have been compiled into

Table 4.7.
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Trade-off Edge Computing Cloud Computing
Latency | Processing data near the source | 'Transferring large amounts of
& Real- reduces latency and allows for data canses latency issues
Time real-time response
Response
Bandwidth| Edge systems analyze data Transferring large amounts of
Usage locally, eliminating the need to data causes vast bandwidth
gend vast amounts of data to usage, increasing costs
cloud servers
Computing] FEdge devices face significant Cloud computing has nearly
Power limitations in computational limitless power capabilities,
power, memory and energy allowing it to perform intense
availability computational tasks
Model Maintaining data consistency | The cloud enables the collection
Training | across distributed edge devices of data from edge devices and
& presents additional complexity | retraining of models. Retrained
Updates models can be synchronized

with edge devices
Security | Edge computing allows the data | 'Transferring large amounts of

& to stay local increasing privacy data poses a challenge to
Privacy and security privacy and security
Network Edge computing allows for Network reliability poses a
Depen- reliable operation even with challenge for cloud computing

dence unreliable networks
Energy & | Edge computing processes the High bandwidth costs and the
Sustain- data closer to the source environmental impact of
ability | mitigating the energy impact of communication networks
data transport networks
Cloud- | Critical, time-sensitive tasks are Model training and
Edge executed at the edge high-compute tasks are
Synergy performed in the cloud

Table 4.7: Trade-offs found in [P6gc).

[P9gc] - Scenario-Based AI Benchmark Evwvaluation of Distributed
Cloud/Edge Computing Systems [P9gc| discusses the trade-offs for running
Machine Learning & Deep Learning models in Edge and Cloud scenarios. [P9gg]
is much more focused on machine learning models than other publications. Addi-

tionally it focuses on edge servers, a practice where the edge devices have a network
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server which does the necessary computing. The trade-offs found in the publication

have been compiled into Table 4.8,

Trade-off Edge Computing Cloud Computing
Training vs. The pre-trained ML ML/DL models are trained at the
Inference models run on the edge cloud datacenter due to large

servers. The Al inference is datasets involved
mostly carried out at edge
Servers
Bandwidth & Distributed platform Skipping the edge servers results
Latency alleviates the problems of | in longer network latency in data
limited bandwidth, transmission or control commands
offloading latency and data
storage often found in
centralized platforms
Response Al models running on edge Al models running on cloud
Time servers had lower response | servers had higher response times
times, more complex than those running on edge
models performed poorly SETVETS
on edge device
Recommended | Edge servers should be Cloud Servers should be used for
Usage used for logic inference large-scale training and heavy
purposes computation requiring big
datasets and scalable GPUs.

Table 4.8: Cloud and Edge trade-offs found in [P9gg].

The trade-offs identified in [P9gc] are between training vs inference, bandwidth

vs latency, response time, and recommended usage.

[P16gc] Keep Clear of the Edges - An Empirical Study of Artificial Intel-
ligence Workload Performance and Resource Footprint on Edge Devices
[P16gc] performs an empirical study, measuring the performance of three different
gystems under multiple Al workloads including object recognition, classification,
facial recognition, super resolution, image deblurring, image enhancement, and oth-
ers. The devices that the Al workloads were running on were a Raspberry Pi Model
4B (General edge architecture), NVIDIA Jetson TX2 (Heterogeneous edge architec-
ture), and Amazon EC2 t2.xlarge VM (General cloud architecture).
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A key finding of the study is that general and heterogeneous edge architectures
present completely different performance depending on the presence of hardware
accelerators. If hardware accelerators are available, edge systems can improve per-
formance by offloading computation from the CPU. This, however, increases the
power and memory consumption of the device.

For many Al workloads, general-purpose edge devices and cloud virtual machines
demonstrate comparable resource footprints. For Al applications on the edge, lo-
cal hardware determines its performance. The study also shows that cloud servers
deliver faster and more stable performance due to their higher-end compute infras-
tructure.

The final takeaway is that Al processing in edge devices is also concerned with
other factors such as response time, model volume and cost. Only a few Al workloads

and related models are suitable to execute or deploy on the edge.

[P17gc] Comparison of Cloud Computing and TinyML Methods for
Brain-Computer Interface in Motor Imagery Problems [P17gc] is an em-
pirical study which compares how cloud computing and TinyML edge computing
perform when classifying EEG-motor imagery signals for Brain-Computer Interface
(BCI) applications. It focuses on whether real-time BCI-systems benefit more from
sending data to the cloud or running the models locally on the edge. The study uses
latency as the metric of comparison.

In the study, the authors simulated two scenarios using the same EEG dataset,
one being sent to the cloud where the machine learning model is executed, and the
other where it is executed locally.

In this scenario, TinyML methods performed noticeably better. The latency for
TinyML methods was on average 0.000904 =, while the average latency for cloud
computing methods was 1.545910 s. The much better latency is attributed to not

having the need for data transmission.
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[P21gc] Al-Powered Edge Computing: Enhancing Cloud-Native AT Ap-
plications The aim of the study is to analyze the performance of several Al models
while constrained by edge computing and compare their performance to solutions de-
ployed on the cloud. The study tested lightweight neural networks (e.g., MobileNet
and Tiny-YOLO), decision trees, and federated learning algorithms using the IoT-2
dataset as the real-world data source to conduct environmental monitoring. The
performance iz measured through implementation scenarios where aspects of accu-
racy, latency and resource consumption highlight how useful each model might be
considered in edge based scenarios.

Most articles that contained trade-offs did not directly discuss them.

4.4 Conclusion

We have identified multiple trade-offs between Edge Computing and Cloud Comput-
ing for Artificial Intelligence. The main trade-off discussed in nearly every study was
between latency and computational power [Plgc], [P2rc], [P6rc|, [P16&c], [P1T=c],
[P21gc). Edge systems have significantly reduced latency compared to cloud sys-
tems, with [P17gc] reporting results that were 1.545006 s faster. This reduced
latency is due to edge systems not needing to send data to the cloud, instead per-
forming processing closer to the data source [P3gg|, [P6gc]. [Plrc| also identified
that cloud systems exhibit higher latency but provide greater computational power.
Reduced latency is critical for time-sensitive tasks such as autonomous vehicles and
healthcare applications [P6gc], [P21gc].

Other key trade-offs include reduced bandwidth usage and network load, as edge
computing minimizes the need to transmit data to centralized cloud servers [P3gc],
[P6gc), [P9c|- These studies show that processing data locally reduces the amount
of information that must be transferred through communication networks, improving

gystem efficiency in distributed Al environments.
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Additionally, a trade-off between model training and inference was present in
multiple publications [P6gc|, [P9rc], [P21rc|. Model training requires large amounts
of processing power, whereas inference (making predictions based on the trained
model) is a relatively low-compute task [P6gc). Training machine learning mod-
els benefits greatly from the increased performance that cloud computing provides
[P9ec], [P21gd].

Al inference does not require as much processing power, so it is often more
efficient to perform it on the edge [P6gg], [P9zc]. This is because inference tasks
benefit from lower latency and reduced need for data transmission, enabling faster
real-time responses [P3gg|, [P6gc).

Security and privacy are also important considerations. Edge computing presents
an additional layer of privacy and security compared to cloud computing, as data can
be processed locally without the need to transmit sensitive information to external
servers [P3gc), [P6gc]. In contrast, cloud computing requires data to be sent over
networks, which may introduce potential security and privacy risks [P3gg).

The optimal approach for artificial intelligence i= to use both technologies for
their strengths. Cloud computing can be used to perform high-compute tasks such
as mode] training and large-scale data processing, while edge computing can be used

for low-compute, low-latency tasks such as model inference and real-time decision-

making [P6gc], [P9rc], [P21ec].

Identified Trends and Gaps in the Literature

While conducting the literature review, [ noticed a distinet lack of empirical studies
comparing Edge and Cloud Computing. There are multiple studies discussing the
key differences between the technologies, but many lack measured data to support

their claims.
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Answer to RQ2

In this section, we answered R(Q)2 by identifying the key trade-offs between using
cloud computing vs edge computing for artificial intelligence. The main trade-offs

identified are the trade-offs between:

o Computational power vs Latency [Plgg], [P2gc|, [P6rc], [P16&c], [P17&c],
[P21gg]

o Bandwidth usage [P3gc], [P6rc|, [P9&c]
¢ Training vs Inference [P6gc|, [P9&c], [P21gc]

o Privacy vs Security [P3gg|, [Pbrc]



5 Facial Recognition Access Control

System on Raspberry P15

For the experimental part of this thesis, I decided to combine the themes of the
previous chapters into an allencompassing project. Specifically, I created a facial
recognition application on a Raspberry Pi 5 mini-computer using Generative Al
The application iz containerized with Docker so that it can be deployed on any
compatible device without manual dependency installation. The Raspberry Pi 5 is
a system-on-chip computer which has all the required hardware to run a Linux-based
operating system, allowing it to run programs and scripts.

The technical specifications of Raspberry Pi 5 are listed in Table 5.1:

Category Specification
CPU Broadeom BCM2712, Quad-core Arm Cortex-ATE @ 2 4CHz
CPU VideoCore VII GPU, supporting OpenGL ES 3.1, Vulkan 12
Memory 2CB/4CB/B8CB /16 CGB
GPID 40-pin GPIC header
Video Outputs 2 x micre-HDMI
USE Ports 2x USBE 2.0, 2 x USB 3.0
Camera,/Heplay 2 x mini 32-pin FFC connectors (C8I/D5I combined), 0.5 mm pitch, 11.5 mm width
PCle Single-lane PCle FFC connector
Connectivity Gigabit (1 Gb/s) Ethernet RJ45 with PoE+ support
Wireleas 24/6 GHz dual-band B02 11lac Wi-Fi 5 (300 Mb/a)
Bluetooth Bluetooth 5, Bluetooth Low Energy (BLE)
{Other Connectors UART connector, RT'C battery connector, 4-pin J8T-5H PWM fan connector
Storage microSD) card slot
Power USB-C power; 5V et 5 A (25W); or 5V at 3 A (15 W) with a 600 mA peripheral limit

Table 5.1: Raspberry Pi 5 technical specifications [10]
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5.1 Facial Recognition Access Control System

I decided to create a Facial Recognition Access Control System on my Raspberry Pi
5 for my experimental part. I will also run the same system on my PC to compare
the performance metrics between different types of edge devices. The application is
packaged as a Docker container, making it straightforward to run the same software
on both devices without modifying the environment.

The solution uses the face_recognition library [11] developed by Adam Geit-
gey. It is an API on top of two dlib [12] models:

1. Face detection - dlib’s Histogram of Oriented Gradients (HOG)-based frontal
face detector

2. Face recognition - a Residual Network-based deep neural network trained on
~ 3 million face images that produces a 128-dimensional embedding vector
per face. Two faces are considered the same person if the distance between

their embeddings is below the tolerance threshold

The system uses expression-based liveness detection to prevent access using a
photograph. The Raspberry Pi 5 communicates with two separate devices over
MQTT: a Shelly 1 smart relay module that controls the electric door lock, and an
ESP8266 microcontroller that controls the red, yellow, and green status LEDs. The

gystem operates as follows:
1. The system detects a face in the camera frame:

(a) If the face matches an enrolled user, the Raspberry Pi 5 publishes an
MQTT message to the ESP8266, which turns on the yellow LED to

prompt the user to smile.

(b) If the face is not recognized, the red LED remains on and access is denied.
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2. The user smiles. Once a smile is held for approximately one second, liveness

is confirmed.

3. The Raspberry Pi 5 publishes an MQTT meszage to the ESP8266 to turn on
the green LED, and a separate MQT'T message to the Shelly 1 to activate the

relay and open the door lock.

4. After 10 seconds, the Raspberry Pi 5 publishes MQTT messages to close the
Shelly 1 relay and return the ESP8266 LEDs to the locked state with the red
LED enabled.

5.2 Performance Metrics

I will collect performance metrics from the program and compare the performance
of two different edge devices, Raspberry Pi 5 and my own Desktop PC, with the

following specifications:

Component Desktop PC Raspberry Pi 5

CPU AMD Ryzen 7 3T00X, 8-core @ | Broadcom BCM2712, 4-core
3.6 GHz Arm Cortex-A76 @ 2.4 GHz

RAM 32 GB DDR4 8 GB LPDDR4X

GPU NVIDIA GeForce RTX 3060 Ti | VideoCore VII

Storage Kingston NVMe SS5D 2 TE 64 GB SD Card

Architecture | x86 64 ARM64

Table 5.2: Specifications of the two edge devices used in performance testing

My personal PC is not an edge device in a traditional sense. [t represents
high-end general-purpose hardware, which adds value to the comparizon. Because
the application runs inside a Docker container, the same image can be pulled and
executed on both devices with no changes to the software or its dependencies.

The performance metrics are listed in Table 5.3:
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Metric What it measures

detection ms face_locations() — time to find faces in the frame
recognition ms | face_encodings() — ResNet inference time
landmark ms | face_landmarks() — smile/liveness detection time

total ms full pipeline time per processed frame
fps rolling 30-frame average
cpu_pct process CPU usage %

Table 5.3: Performance metrics collected during testing

5.3 Creating the Initial Prompt

I decided to use the Claude Sonnet 4.6 model on high effort with the Command
Line Interface (CLI) for creating the application. To create the best possible initial
prompt, I used the Prompting best practices [13] guide released by Anthropic, the
model’s creator. The guide emphasized multiple general principles to include in the
prompt. Rather than writing the final prompt immediately, I built it up iteratively

by applying each guideline one at a time. I started with a minimal, unrefined

prompt:

Create a facial recognition app for my Raspberry Pi 5 that

can open my door that is controlled through MQTT.

Be clear and direct. The first principle in Anthropic’s guide is to be clear and
direct about the desired output of the prompt. The prompt needs to be specific
about the desired output format and constraints, and the instructions should be
provided as sequential steps using numbered lists or bullet points when the order
or completeness of the steps matters. I added the key technical constraints to the
prompt: the door is controlled via MQTT through a Shelly 1 smart relay, the LEDs
are controlled via MQTT using an ESP8266 microcontroller, the system should use
the Python face recognition library rather than a custom model, and the application
ghould be containerized with Docker for portability.
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Create a facial recognition access control application

in Python for my Raspberry Pi 5. The application should
use the face_recognition library for face detection

and recognition. When an enrolled face is recognized

and liveness is confirmed via smile detection, publish

an MOQTT message to a Shelly 1 smart relay to open the

door lock, and publish a separate MQTT message to an
ESP8266 microcontroller to control the red, yellow, and
green status LEDs. Packape the application inside a
lightweight Docker container so that it can be deployed on

the Raspberry Pi 5 and a Desktop PC without modifications.

Add context to improve performance. The guide recommends adding context
or motivation to the prompt to improve performance. The context can explain
to Claude why such behavior is important and helps Claude better understand
the goals to deliver more targeted responses. I added context about the hardware
environment, the purpose of the system, the performance metric requirements, and

the Docker deployment target.

I am building a smart home access control system for my
master’s thesis. The Raspberry Pi 5 runs Raspberry Pi 0S
(64-bit, ARM64) and is connected to a USB camera. The same
Docker container must also run on an x86_64 Ubuntu desktop
for performance comparison. The system must prevent
spoofing attacks by requiring the user to smile before
granting access (liveness detection). Collect per-frame

timing metrics (detection, recognition, landmark, total in
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milliseconds), FPS, CPU usage, and RAM usage so that I can

compare performance between the two devices.

Use examples effectively. The guide recommends using examples as one of the
most reliable ways to steer Claude’s output format and structure. The examples

need to be:
¢ Relevant, mirroring the actual use case closely

e Diverse, covering edge cases and varying so that Claude does not pick up

unintended patterns

e Structured, wrapped in <example> tags so that Claude can distinguish them

from instructions

Anthropic recommends including 3-5 examples for the best results.

<examples>

<eXample>
Scenario: An enrolled face is detected.
Expected behavior: Publish MQTT message to ESP8266 to turm on
the yellow LED and begin smile detection. If liveness is
confirmed, publish MQTT message to ESP8266 to turn on the green
LED and publish MQIT message to Shelly 1 to open the door lock.

</example>

<eXample>
Scenario: An unrecognized face is detected.
Expected behavior: Keep the red LED on and do not publish any
MQTT messape to the Shelly 1. Access is denied.

</example>

<example>
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Scenario: An enrolled face is detected but liveness check fails.
Expected behavior: Publish MQTT message to ESP8266 to turn the
red LED back on. Do not open the door lock.

</example>

</examples>

Structure the prompt with XML tags. Finally, the guide recommends struc-
turing the prompt with XML tags to help Claude parse complex prompts unam-
biguously, especially when the prompt mixes instructions, context, examples, and
variable inputs. Each type of content should be wrapped in its own tag (e.g.
<instructions>, <context>, <examples>) to reduce misinterpretation. We have

added context, task, and examples to the prompt.

<context>] am building a smart home access control
system for my master’s thesis. The Raspberry Pi 5 runs
Raspberry Pi 0S (64-bit, ARM64) and is connected to a USB
camera. The same Docker container must also run on an
x86_64 Ubuntu desktop for performance comparison. The
system must prevent spoofing attacks by requiring the
user to smile before granting access (liveness detection).
Collect per-frame timing metrics (detection, recognition,
landmark, total in milliseconds), FPS, CPU usage, and RAM
usage so that I can compare performance between the two

devices. </context>

<task>Create a facial recognition access control
application in Python for my Raspberry Pi 5. The
application should use the face_recognition library

for face detection and recognition. When an enrolled
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face is recognized and liveness is confirmed via smile
detection, publish an MUIT message to a Shelly 1 smart
relay to open the door lock, and publish a separate MQIT
message to an ESP8266 microcontroller to control the red,
yellow, and green status LEDs. Package the application
inside a lightweight Docker container so that it can be
deployed on the Raspberry Pi 5 and a Desktop PC without

modifications. </task>

<examples>

<eXample>
Scenario: An enrolled face is detected.
Expected behavior: Publish MQTT message to ESP8266 to turm on
the yellow LED and begin smile detection. If liveness is
confirmed, publish MQTT message to ESP8266 to turn on the green
LED and publish MQIT message to Shelly 1 to open the door lock.

</example>

<eXample>
Scenario: An unrecognized face is detected.
Expected behavior: Keep the red LED on and do not publish any
MQTT messape to the Shelly 1. Access is denied.

</example>

<eXample>
Scenario: An enrolled face is detected but liveness check fails.
Expected behavior: Publish MQTT message to ESP8266 to turn the
red LED back on. Do not open the door lock.

</example>

</examples>
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With a comprehensive prompt created, the development process can begin. The
created prompt follows guidelines set by Anthropic for using their models. While
further technical requirements and limitations could have been added to the prompt,

these have been left for the model to infer during development.

5.4 TIterative Development with Claude Code

I started Claude Code in an empty project directory and provided the prompt devel-
oped in the previous section. Clande was granted full filesystem and command ex-
ecution permissions. The complete development session is included in Appendix A.
Using ten prompts, Claude generated a working facial recognition access control
gystem that implemented face recognition, liveness detection, and MQTT-based
communication with the external devices. Developing the application did not re-
quire any manual source code modifications. My involvement was limited to editing
configurations in the .env files and executing the system commands required to
install Docker and run the generated application.

The initial prompt produced a project with a complete structure. Prompting
Claude Code to build the program revealed a non-contiguous array bug in dlib.
Claude diagnosed and fixed this bug automatically during the build step. After
fixing the bug, the program was able to build and run. The application initially
failed to connect to the MQTT broker because the broker address was configured
ag 127.0.0.1. Inside a Docker container, this address refers to the container itself
rather than the host system. Claude resolved the issue by configuring the container
to use host networking.

By the fourth interaction, MQTT communication between the application and
the broker had been successfully established and verified. Afterwards, I noticed
that the liveness check wasn't detecting the smiles at all Claude diagnosed two

flaws in the original landmark-based smile detection algorithm and replaced it with
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OpenCV'’s Haar cascade smile detector, which produced substantially more reliable
results.

In the next interaction, I requested a graphical interface for testing purposes.
Claude modified the Docker environment to use the opencv-python package instead
of opencv-python-headless, added the required Qt dependencies, and configured
X11 forwarding so that the camera feed and system status information could be
displayed in a graphical window. The remaining interactions focused on improving
the robustness of the liveness detection process. These changes included increasing
smile detection accuracy at greater distances, adding anti-spoofing detection, and
reducing the number of frames to confirm liveness. In the last interaction, Claunde
provided me with instructions on how to deploy this image on my Raspberry Pi,
gince I did the development on my Desktop PC.

After the program was tested to work, the modules created by Claude were
manually reviewed. No changes were required for the application to work and no
isgues were found in the code. The code created was easily interpreted and had
multiple comments to explain the structure of the modules.

Creating the program after the initial prompt took 2-3 hours of development
time. This represents a substantial reduction in development effort compared to im-
plementing the same system manually, particularly given the need to integrate com-
puter vision, MQTT communication, Docker deployment, and performance moni-
toring into a single application. The advantage of using Generative Al lies in the
speed of development. The project was developed using Claude Sonnet 4.6 rather
than one of the more capable frontier models available at the time. Consequently,
the observed development performance should not necessarily be interpreted as the
upper limit of what current generative Al systems can achieve. The development

sesgion consumed appraximately 150,000 tokens. Because the work was performed
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through a subscription-based Anthropic plan rather than a pay-per-token API, the
monetary cost of the session cannot be determined precisely.

An interesting observation was that Claude was not only able to generate source
code but was also able to diagnose and fix errors and bugs autonomously during
runtime. During development, it identified compatibility problems between NumPy
arrays and dlib, corrected Docker networking configuration issues, redesigned the
liveness detection algorithm when the original solution did not function, and ad-
justed deployment instructions for ARM64 hardware. This shows that modern cod-
ing agents can support not only code creation but the entire development process,
including debugging, testing, and deployment.

The human role in software development will shift to being a curator and a
designer, instead of a creator. Understanding the fundamental software development
principles is important, as it enables developers to critically evaluate the code they

produce.

5.5 Project Structure

The final application generated through Claude Code follows a modular architecture.
The system is divided into different modules for face processing, MQTT communi-
cation, performance metric collection, configuration management, and application
control. This separation follows the Single Responsibility principle and improves
gystem maintainability, allowing the different parts to be edited independently.

The different functions present in the app are listed in Table 5.4.
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Module

Responsibility

main.py

Application control

face_processor.py

Smile detection & liveness check

mqtt_client.py

MQTT communication with the ESP8266 LED board and
the Shelly 1 smart relay

metrics.py

Collecting performance metrics including processing times,
FPS, CPU usage, and memory usage.

config.py Centralized configuration management for using environ-
ment variables and application settings

enroll.py Enrollment of new faces to the application

__init__.py Package initialization file enabling the application modules

to be imported as a Python package

Table 5.4: Software modules generated for the facial recognition access control sys-

tem

The architecture of the system is depicted in Figure 5.1. The figure contains the

Python libraries used by the modules and displays the dependencies. The application

is running inside a Docker container and is divided into separate modules.
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Figure 5.1: Architecture of the facial recognition access control system
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5.6 Performance Comparison

A total of 20 access control cycles were performed under identical conditions on
both devices. Each cycle consisted of the complete anthentication process with
face detection and identity verification. The performance metrics were collected in
metrics.py and saved to a .csv file for comparison. Figure 5.2 presents the mean
processing time for each stage of the pipeline. Figure 5.3 presents the distribution
of processing times for each stage of the pipeline. Figures 5.4 and 5.5 present the
FPS and CPU usage over 20 access cycles.

Mean Processing Time per Pipeline Stage
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Figure 5.2: Mean processing time per pipeline stage
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Figure 5.5: CPU usage over time during 20 access cycles
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The results in Figure 5.2 indicate that the Raspberry Pi achieved comparable
performance metrics to the Desktop PC. The mean total pipeline processing time
differed by only 2% from the Desktop PC’s total pipeline processing time (97.0 ms
vs 98.6 ms). The recognition stage, based on the ResNet neural network inference,
provided nearly identical results on both devices {30.2 ms vs 29.1 ms). The largest
difference observed in the pipeline was in detection using the HOG algorithm at 3%
(64.3 ms vs 66.3 ms).

Figure 5.4 shows that the Frames Per Second (FPS) is significantly better on
the Desktop PC than on the Raspberry Pi 5 (19.1 vs 14.95 on average). Figure 5.5
shows that the Raspberry Pi 5 had higher mean CPU utilization compared to the
PC (48.9% vs 36.9%). While the peak CPU usage was similar on both devices, the
idle CPU usage was significantly higher on the Raspberry Pi 5 compared to the PC
(23.2% vs 5.8%), indicating a higher baseline processor load.

The similar processing times for the authentication pipeline can be explained by
the fact that both dlib’s HOG and ResNet model run on the CPU, not the GPU.
The desktop NVIDIA 3060 Ti GPU provides no advantage in this comparison. Ad-
ditionally, the Raspberry Pi 5 Cortex-A 76 is competitive with the Ryzen 7 processor
in single-threaded performance.

Owerall, the results of this experiment prove that the Raspberry Pi 5 is capa-
ble of running a real-time facial recognition access control system with comparable

performance to a Desktop PC in CPU-heavy applications.



6 Conclusion

6.1 Results

In Chapter 3, we answered RQ1 by conducting a literature review. The results of the
literature review show that the most prominent use case for Artificial Intelligence in
a Smart Home Environment iz Energy Management. This is unsurprising, as rising
energy demand is a global challenge with no immediate solution in sight. With the
residential housing sector accounting for 21% [9] of energy demand worldwide, having
even modest reductions in consumption would make a meaningful difference. The
second prominent use case was healthcare and activity monitoring. With the aging
population in many Western societies, having more resources to monitor residents for
potential health issues and emergencies can help alleviate the stress on the healthcare
gystem. Other use cases include home automation and anomaly detection. These
golutions allow for better user experiences and security in the smart home space.
In Chapter 4, we answered RQ2 by conducting a literature review. The main
trade-offs when choosing between Cloud and Edge Computing for Al are Compu-
tational power vs Latency, Bandwidth usage, Training vs Inference, and Privacy vs
Security. When deciding what kind of technology to use for an Al solution, it is
important to keep these trade-offs in mind. In practice, the optimal approach is
often to combine both technologies, using Cloud Computing for high-compute tasks

guch as model training and Edge Computing for low-latency tasks such as inference.
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In Chapter 5, we answered RQ3. The approach on developing a face recognition
access control application on a Raspberry Pi using Generative Al was successful
Claude Code CLI was proficient in using system tools to independently debug issues
that came up during development. The low amount of human input required was
gurprising, my role in the development process was more of a curator and less of a
creator. The Raspberry Pi 5 also achieved processing times comparable to a desktop
PC for the CPU-bound recognition pipeline, demonstrating that edge hardware is

viable for real-time facial recognition.

6.2 Limitations

When answering RQ1 and RQ2, I conducted the search by looking at the first 50
results from 4 different search tools. The results of the literature review could differ
if I had a bigger sample size or used different search tools. The results could also
differ depending on when the search is made, if new research into the topic has been
released.

When answering RQ3, the output of the prompt was not compared with other
prompts. It was created by only following Anthropic's guidelines and not adding
other details. It could probably be further improved with other Al models and
possible additions to the prompt such as technical details.

The application created in Chapter 5 only uses the CPU of the computer; there-
fore, the comparison does not evaluate the two devices based on their strengths. If
the application had used the GPU of the PC, the results could have been vastly
different. The application was made with the Claude Sonnet 4.6 model on high
effort level. Using a different model could produce different results in development.
Additionally, Generative Al models are making rapid progress, so the process could

be significantly different in a few years.
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6.3 Possible Further Research

There are some subjects that were not explored in my thesis due to time limitations
or them falling out of scope. Possible avenues for further research into this thesis’

topice include:
¢ More empirical studies into the trade-offs between Cloud and Edge computing.

There were a limited number of studies that had measured empirical data about the
topic. Most of the publications that were found discussed the trade-offs in a general
sense but lacked empirical data. Further research comparing the two technologies

with clear, measured empirical data is needed.

e The differences between outputs with different prompts when developing with

Generative AL

In Chapter 5, I created a program using just a single prompt constructed from
Anthropic’s guidelines, but a comparison between the outputs of differing prompts
would be valuable. Having the same end-goal but constructing prompts with dif-
ferent parameters would be a good point of further research. Most guidelines on
prompting are released by the developers of the Al models, and scientific research

into prompt engineering for Generative Al Command Line Interfaces iz lacking.
e The full capabilities of Al Agents in the Command Line

In Chapter 5, I gave Claude Code CLI full permissions to do anything on my
device. Many of the tools that were used came to me as a surprise, and the full ca-

pabilities of Command Line Interface Al Agents could be a topic of further research.
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Appendix A Claude Code

Development Session Summary

This appendix documents the iterative development seszion for the facial recognition
access control prototype running on the Raspberry Pi 5. Each entry reproduces
the exact user prompt followed by a description of the resulting changes made to
the system. The appendix content was created using Claude Sonnet 4.6 model
by summarizing the conversation into a text file and prompting it to generate an

appendix.

Interaction 1

Prompt: “<contert>=I am building a smart home access control system for my mas-
ter’s thesis. The Raspberry Pi 5 runs Raspberry Pi OS (64-bit, ARM64) and is con-
nected to a USB camera. The same Docker container must also run on an 86 64
Ubuntu desktop for performance comparison. The system must prevent spoofing
attacks by reguiring the user to smile before granting access (liveness detection).
Collect per-frame timing metrics (detection, recognition, landmark, total in mil-
liseconds), FPS, CPU usage, and RAM usage so that I can compare performance
between the two devices.</context> <task>Create a facial recognition access con-
trol application in Python for my Raspberry Pi 5. The application should use the

face_recognition library for face detection and recognition. When an enrolled face
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i3 recognized and liveness is confirmed wvia smile detection, publish an MQTT mes-
sage to a Shelly 1 smart relay to open the door lock, and publish a separate MQTT
message to an ESP8266 microcontroller to control the red, yellow, and green status
LEDs. Package the application inside a lghtweight Docker container so that it can
be deployed on the Raspberry Pi 5 and a desktop PC without modifications. < /task>
<eramples> <erample> Scenario: An enrolled face is detected. Expected behavior:
Publish MQTT message to ESP8266 to twrn on the yellow LED and begin smile
detection. If liveness iz confirmed, publish MQTT message to ESP8266 to tuwrn on
the green LED and publish MQTT message to Shelly 1 to open the door lock. </ea-
ample> <erample> Scenario: An unrecognized face is detected. Expected behavior:
Keep the red LED on and do not publish any MQTT message to the Shelly 1. Ac-
cess 18 denied. </example> <erample> Scenario: An enrolled face is detected but
liveness check fails. Ezpected behavior: Publish MQTT message to ESP8266 to turn
the red LED back on. Do not open the door lock. </example> </eramples>"
Result: Created the full project from scratch. The following files were produced:

e app/main.py — State machine and main camera loop
e app/config.py — All tunable parameters via environment variables

e app/face_processor.py — Face detection, recognition, and landmark ex-

traction
e app/mqtt_client.py — Shelly relay and ESP8266 LED publishing

e app/metrics.py — Per-frame CSV logging (detection_ms, recognition_ms,

landmark_ms, total_ms, fps, cpu_percent, ram_percent)
e app/enroll.py — Face enrollment tool

e Dockerfile — Two-stage build (compiles dlib from source), supporting
ARM64 and AMD64
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¢ docker-compose.yml — Compose configuration
e requirements.txt — Python dependencies
e .env.example — Configuration reference

The state machine implemented the following states: IDLE — PEND-

ING LIVENESS — ACCESS GRANTED — COOLDOWN.

Interaction 2

Prompt: “Build the docker image and run the program, allowing me to enroll my
face in the system”

Result: The Docker image was built (dlib compiled from source, requir-
ing several minutes). A bug was discovered and fixed: the frame[:, :, ::-1]
NumPy slice for BGR—RGB conversion produces a non-contiguous array that
dlib’s face encoder rejects. The fix replaced the slice with cv2. cvtColor(frame,
cv2.COLOR_BGR2RGB) in both face_processor.py and enroll.py. The enrollment
script was rewritten to operate headlessly: a 20-frame camera warm-up, a 3-second
countdown, and automatic best-face capture over 5 seconds. Face enrollment com-

pleted successfully for the user “Samu”.

Interaction 3

Prompt: “Run the program and test # on my face”

Result: The MQTT client was updated to handle broker connection failures
gracefully instead of crashing. -network host was added to the docker run com-
mand so the container could reach the broker at 127.0.0.1. Per-frame INFO log-
ging was added in headless mode. A sensitivity issue was identified: the state
machine reset on every single missed detection frame. This was resolved by intro-

ducing FACE_LOST_TOLERANCE=10, requiring the face to be absent for 10 consecutive
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frames before declaring it lost. Headless mode (HEADLESS=true) was enabled to

avoid cv2. imshow blocking the Qt5 event loop.

Interaction 4

Prompt: “T want you to send mgtt messages to the broker”

Result: The root cause was identified: 127.0.0.1 inside a Docker container
resolves to the container itself, not the host machine. Adding -network host to
the docker run command caused the container to share the host network stack, en-
abling correct broker connectivity. MQTT messages were confirmed to be published

guccessfully.

Interaction 5

Prompt: “T don't think the lveness check for smiles is working at all”

Result: Two bugs were diagnosed in the landmark-based smile detection al-
gorithm. First, the algorithm required both a mouth aspect ratio (MAR) above
0.15 and corner elevation above 0.05 simultaneously; a closed-mouth smile always
failed the MAR condition. Second, the reference point (top lip centre, land-
mark 51) moves upward during a smile, making the elevation measurement near
zero. An attempted fix using the lip midline as a stable reference was tried but
produced the opposite problem: the threshold of 0.0 passed every frame. The al-
gorithm was replaced entirely with OpenCV’s built-in Haar cascade smile detector
(haarcascade_smile.xml), applied to the lower 55% of the face region of interest

with minNeighbors=20. Access was granted successfully immediately after the fix.

Interaction 6

Prompt: “T want you to start this again, but not in headless mode”



APPENDIX A. CLAUDE CODE DEVELOPMENT SESSION SUMMARY  A-5

Result: The Docker image was rebuilt using the full opencv-python package
instead of opencv-python-headless, and Qt5 system libraries were added to the
runtime stage of the Dockerfile. The container was launched with X11 forwarding
(DISPLAY=:0, /tmp/.X11-unix volume, and QT_QPA_PLATFORM=xcb). An on-screen
overlay was added showing the face bounding box (colour-coded by recognition re-
sult), the user’s name, the current state, FPS, CPU%, RAM%, and progress counters

for the neutral and smile phases.

Interaction 7

Prompt: “currently the user has to get really close to the camera to smile. Is it
possible for you to zoom into the area so that the user does not need to be as close
to the camera”

Result: The root cause was that the Haar cascade was running on the half-
resolution processing frame (PROCESS_SCALE=0.5), yielding a mouth region of in-
terest of only ~30px at normal distance. Three changes were applied in face_
processor.py: (1) a fullresolution grayscale image (gray_orig) was computed for
smile detection; (2) face locations were scaled back to original frame coordinates
before cropping; (3) a new parameter SMILE_ROI_UPSCALE=3.0 upscales the mouth
ROI by 3x before passing it to the cascade, improving detection at normal sitting
distances. The cascade scaleFactor was lowered from 1.7 to 1.5 for more thorough

scanning.

Interaction 8

Prompt: “Can you make it so that the user can’t be smiling at the start. Berause
otheruise you can just show a picture of someone smiling and it passes them through”
Result: The liveness check was redesigned as a two-phase state machine with an

explicit anti-spoofing mechanism. The new states are: IDLE — PENDING _NEUTRAL
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— PENDING _SMILE — ACCESS GRANTED — COOLDOWN. A face already smiling
when first detected is immediately rejected with a “possible spoof” log entry and
the red LED remains on. The system only transitions to PENDING NEUTRAL if
the face is detected without a smile. A smile during the neutral phase resets the
neutral counter to zero. This design defeats both a static smiling photograph (skips
the neutral phase) and a static neutral photograph (never reaches the smile phase).

The parameter NEUTRAL_CONFIRM_FRAMES=10 was added to config. py.

Interaction 9

Prompt: “Make i so0 that you need to hold a newtral face for 5 frames and smile
for two. No need for more”

Result: The container was restarted with updated environment variables
(NEUTRAL
_CONFIRM_FRAMES=5, SMILE_CONFIRM_FRAMES=2), requiring no image rebuild.
A new blocking issue was also diagnosed: face_recognition failed to match
the smiling face against the enrolled neutral photograph (smile-induced geometry
change pushes the distance above the 0.55 tolerance), causing the state machine to
reset during the smile phase. The fix saves the verified identity as verified_name
once confirmed in PENDING NEUTRAL and skips re-recognition during PEND-
ING _SMILE, tracking any face present instead. The full flow (enrol — neutral hold

— smile — access granted — MQTT published) completed successfully.

Interaction 10

Prompt: “Does this work now in my raspberry pi?”
Result: The image built on x8 64 was not compatible with the Raspberry
Pi 5 (ARM64) and had to be rebuilt natively on the device. The recommended

steps were: copying the project with rsync, installing Docker on the Raspberry
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Pi 5, running docker compose build (estimated 30-60 minutes due to dlib com-
pilation), and configuring HEADLESS=true and the correct MQTT_BROKER address
in .env. Potential issues were noted: missing ARM64 OpenCV wheel (switch to
opencv-python-headless), camera device index (CAMERA_INDEX=1), and reduced

frame rate (lower resolution recommended). The user confirmed: “It worked.”
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