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Abstract 

The purpose of this thesis was to research possible future trends related to implementing ISO 14971:2019 risk 

management standard to Software as a Service (Saas) -type of medical devices in EU area. The research study 

was done by studying the current state of EU medical regulation, guidance and standards. Research papers 

were reviewed since past five years to find possible future trends. Future trends were searched by analyzing 

20 most relevant and recent research papers and collecting key points. Key points were combined and most 

frequent issues were transformed into possible future trend. 

According to this thesis, possible future trends related to implementing ISO 14971:2019 standard to medical 

software devices are: There is a need for global perspective to medical device regulatory instead of regional 

and national standards and regulations. The need was identified for alignment for various guidances and 

standards which typically contain similar issues and similarities. Requirement for better adoption of fast-

evolving cybersecurity issues to software medical product was also identified as a possible future trend. 

Because of increased need for using AI for processing sensitive data, this could be also a reason to extend ISO 

14971 usage from medical device industry to AI applications. 
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Tiivistelmä 

Tämän opinnäytetyön tarkoituksena oli tutkia mahdollisia tulevaisuuden trendejä, jotka liittyvät ISO 

14971:2019-riskienhallintastandardin soveltamiseen SaaS-tyyppisissä lääkinnällisissä laitteissa EU:n alueella. 

Tutkimus tehtiin tutkimalla EU:n lääketieteellisen sääntelyn, ohjeistuksen ja standardien nykytilaa. 

Tutkimuspapereita tarkasteltiin viimeisen viiden vuoden ajalta mahdollisten tulevaisuuden trendien 

löytämiseksi. Tulevaisuuden trendejä etsittiin analysoimalla 20 oleellisinta uusinta tutkimusta ja keräämällä 

keskeisiä kohtia. Keskeiset kohdat yhdistettiin ja yleisimmät ongelmat muutettiin mahdollisiksi tulevaisuuden 

trendeiksi. 

Tämän opinnäytetyön mukaan lääketieteellisten ohjelmistolaitteiden ISO 14971:2019 -standardin 

käyttöönotossa mahdollisia tulevaisuuden trendejä ovat: Lääkinnällisten laitteiden sääntelyyn tarvitaan 

globaali näkökulma alueellisten ja kansallisten standardien ja määräysten sijaan. Tunnistettiin tarve 

yhdenmukaistaa erilaisia ohjeita ja standardeja, jotka tyypillisesti sisältävät samankaltaisia asioita ja 

yhtäläisyyksiä. Myös nopeasti kehittyvien kyberturvallisuusasioiden parempi käyttöönotto lääketieteellisten 

ohjelmistotuotteiden osalta tunnistettiin mahdolliseksi tulevaisuuden trendiksi. 

Koska tekoälyn tarve arkaluonteisten tietojen käsittelyssä kasvaa, tämä voisi olla myös syy laajentaa ISO 

14971 -standardin käyttöä lääkinnällisten laitteiden teollisuudesta tekoälysovelluksiin. 

 

Avainsanat: MDR, ISO 14971, ISO 16485, risk management, software 
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1 Introduction 

This thesis is about future trends of implementing certain risk management standard to software 

medical products.  Future trends of risk management related issues may help defining possible 

improvements and for clarifying current problems. Estimating of possible future trends can also 

help aiming resources in more efficient way. Since the medical device regulation, technology and 

risk management is constantly changing, it might be good to stop for observing current situations 

and planning future directions. 

1.1 Motivation 

Risk management is the heart of medical device regulation. Medical device related regulation aims 

to identifying and mitigating possible risks to end-users. Medical devices can be various types, 

ranging from physical products to complex software systems. Because of the increasing number of 

digital services and data, digitalization megatrend may cause that the number of software products 

(including medical software products) will emerge in the future (Sitra 2026). Typical software is 

more often cloud-based software which can be accessed and used as a service where the 

manufacturer ensures that the software is available and accessible. 

 

The risk management related to physical medical products is easy to understand but complex cloud-

based medical software products can be very complex and new unexpected risks can occur since the 

technology advances rapidly. Although similar risk management methods can be used for detecting 

and mitigating risks of both physical and software products, types of risks can be very different 

between physical and software products. The author of this thesis has worked with ISO 13485 

quality management standard and ISO 14971 risk management standard in a Finnish software 

medical device company several years. 

 

To understand the current state and possible future trends of ISO 14971 based risk management, it 

is important for planning the risk management related activities to understand also possible future 

trends. Understanding the risk management of software medical products can be very difficult task 

because it requires understanding the medical regulation itself, product related information and how 

to apply regulation to the specific medical product. The use of standards ensures that required 

methods, processes and requirements are defined, implemented and used in a daily work, and there 

is a common framework for applying for example risk management methods. The use of external 

auditors will give also a strong signal of regulatory compliance. 
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To understand risk management implementation, it is essential to understand the environment 

where cloud-based medical device software is running, how the software is developed and how 

different risks may affect to the use of the medical software device. The risk management can be 

either reacting to occurred risks or proactively mapping for possible risks that have not been yet 

occurred. Since the proactive risk management approach is considered much better (since it is 

financially more efficient to react problems beforehand) it is also vital to define possible future 

trends how risk management issues of medical software device may evolve. If future trends are 

known or predicted, aiming of resources (like the training of personnel, the use of software tools or 

other similar issues) will be easier. Wrong kind of planning (without knowing future trends) may 

easily lead to wrong assumptions and causing both financial and patient safety related risks. 

 

Mapping of future trends of medical software risk management is not an easy task since there is no 

clear information how technological systems will evolve and what kind of exact solutions there will 

be. However, there is still a possible to detect possible weak signals by analysing recent research 

papers, extracting possible risk management related trends and summarizing those trends. As a 

result, this approach provides hints about what kind of issues will be especially important in the 

near future.  By selecting relevant research papers, extracting key points, summarizing those and 

utilizing author’s previous experience related to risk management, it is possible to define future 

landscape of implementing ISO 14971. If there are some general future trends, those possible trends 

could be somehow visible in reviewing relevant number of research papers. 

1.2 The importance of future trends 

There are numerous scientific papers related to mapping future trends (for example Fergnani 2019) 

where estimating possible future scenarios may bring new information. According to Mazov et al., a 

literature review including expert verifying the results is a common way of estimating possible 

future trends (Mazov et al. 2020). 

 

The mapping of possible future trends related to the risk management of medical software device 

can be valuable in the sense of product development costs - mapping could help reacting to 

identified issues beforehand and utilize the available information in the product development phase 

where the costs of managing risks is cheaper than making corrections to existing products with 

risks. 
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1.3 The definition of a medical product 

This thesis concentrates in EU area because and according to EU regulation, there are certain 

criteria when a product is defined to be a medical product. If a product fulfils the criterion for a 

medical product, it is not allowed to use for medical care without filling the EU regulations. Filling 

EU regulation must be based on filling the official Medical Device Regulation (MDR) (EU 2017) 

and standards, including the implementation of risk management process and other processes and 

documentation requirements. 

If the product only stores patient data, it is not a medical product. However, if the patient data is 

altered or the patient data is used for decision making, thus fulfilling the device's intended medical 

purpose (e.g., diagnosis, prevention, monitoring, treatment, or alleviation of disease), the product 

may fall into category of a medical device (MDR, Article 2(1)). If device is a medical device and it 

is used without filling the EU regulation, sanctions may apply. Medical device must also have a CE 

(Conformité Européenne) mark to show that the product fulfils the EU medical regulation. 

Software or part of the software can be also classified as a medical device (Software as a Medical 

Device, SaMD). The classification is not always straightforward and easy to define and therefore 

there are many guidance documents such as those published by the Medical Device Coordination 

Group (MDCG) and other instructions published. The device's risk level is determined via 

classification rules (I, IIa, IIb, or III), with higher risk devices requiring stricter conformity 

assessment procedures. 

SaaS-type of medical software is a software which is classified as a medical device and the software 

is used for making decisions related to patient health or healthcare operations done for the patient. 

SaaS-type of software is executed in cloud environment and typically the software producer 

guarantees that the software is operational and available for the customer. A key consideration for 

SaaS/cloud-based medical devices is compliance with cybersecurity requirements within the MDR, 

as well as the General Data Protection Regulation (GDPR) for handling sensitive patient data. An 

example of SaaS-type of medical device software is for example cloud-based blood bank software 

which is operated via browser, and which is used for defining suitable blood products for patients. 

An example of a software product which is not classified as a medical device is a system storing 

unprocessed patient information which is not altered. If the system is disabled, the same patient 

information can be recorded elsewhere (in paper or spreadsheet). The role of the system is only to 

automatize the storage of data. 
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An example of similar system which fulfils the criterion of a medical software is a similar system 

which has also algorithms which will be used for manipulation of the patient data. Results of 

algorithms are used for making decisions related to patient health. If the system is disabled, 

decisions cannot be made without the system or decision making is very difficult. This software is 

considered as a medical software. Typically, this kind of software may have also other 

functionalities which are not classified as a medical device but since the existence of medical device 

features, the software is classified as a medical device if the medical part is not isolated from other 

functionalities of the software. 

1.4 Financial aspects of risk management 

The cost of mitigating the risks depends on the phase when the risk is identified and mitigated. If 

risks are known in the very early stages of product development, the cost is l when compared to risk 

which is identified and mitigated after the final product has been already delivered to the customer. 

Cybersecurity, managing sensitive patient data and other similar issues may also cause financial 

loss if risks related to those are not known and mitigated. 

Since medical regulation is constantly expanding, the need for software tools for managing the 

requirements of ISO 14971 is also increasing. Company processes, updating medical software and 

other ongoing issues may also increase the need for more careful planning of risk management 

activities. If changes can be reacted beforehand (proactively), proactive reaction may also affect the 

financial costs of risk management. 

According to Risk Management Association of India, the patient safety and risk management 

software market is expected to rise by 2030. The main driving factors for growth are rising 

investments, advancements in technology and increased focus on patient safety (Risk Management 

Association of India 2025). 

MarketsAndMarkets have estimated that the total patient safety and risk software market was 

around 1.58 billion US dollars in 2024 and will be 2.99 billion US dollars in 2030. The main growth 

in monetary units will take place in Europe and North America. Fastest-growing region is Asia 

Pacific according to the forecast. The main growth will be related to cloud-based software 

(MarketsAndMarkets 2025). 

Since the regulation is increasing, the complexity of the medical products is also increasing and 

software development will be moving to more automatized, the need of software tools for managing 

ISO 14971 tends to increase. The complexity can be controlled by careful proactive planning of risk 



12 
 

management activities. Increasing complexity may easily lead to also increased need for personnel 

training. 

Implementing risk management processes to medical software production is also a way to reduce 

possible financial risks. When processes are controlled and there is a plan, it is easy to estimate 

costs and effects of risk management. Efficient risk management will also reduce possible hazards 

which may cause extensive costs for the company. 

1.5 Typical risks related to general SaaS type of products 

Typical risks related to SaaS type of software products are (Ahmadi 2024): 

- Vendor lock and portability issues related to transferring data from one product to product 

manufacturer by other company. This risk is related to the user of the product (not 

manufacturer’s risk). Also, if the service is frequently used and the service is later 

terminated by the manufacturer, there is a risk of data loss and interruption of the service. 

- Regulatory risks related to managing the data. These are risks for the manufacturer related to 

accessing, storing and processing the user data. Especially patient data must be treated with 

extra care. Medical device manufacturer must also follow the medical regulations and 

standards and deviations from those may cause risks (mainly related to financial and 

reputation related issues). 

- Service availability related risks include the availability issues related to providing the 

service. Typically, there can be an agreement relating how long service interrupts are 

allowed and possible hostile actors may conduct denial of service attacks to disrupt the 

service. Also unexpected service and bug fixing may cause unplanned breaks in service 

availability. Since SaaS product is typically interconnected to other products, service breaks 

of other products may cause also service breaks is products connected to that. 

1.6 Examples of risks related to medical devices 

For example, in Finland, a local authority is Fimea (Finnish Medicines Agency) which will ensure 

that medical devices will meet the regulatory requirements. For example, in 2025, Fimea announced 

that they will conduct surveillance operations to examine the awareness of medical regulation in 

medical software companies (Fimea 2025). If the company is not aware of medical regulation, these 

kinds of surveillance operations can detect such companies. 
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If the medical software does not work as planned, the patient safety may be endangered. Yle 

reported in 2020 about incident, where medical software update caused some laboratory 

examination requests not to be sent. Missing examination requests may delay the patient care (Yle 

2020). This kind of problem may be the result of missing risk management actions in installation of 

medical software updates, possible unseen risks in software testing process or other missing risk 

management actions. 

Risk management of medical software products is not always pure software development issue. Yle 

reported in 2025 that sensitive patient information was found from the memory device in a local 

flea market (Yle 2025a). If patient information can be retrieved from a medical software, risk 

management must be also applied to the patient information exported out of the system. Exporting 

and managing patient information outside of the system may not be obvious risks for the software 

itself but it is however a risk which the company must mitigate. 

If the device fulfils the definition of the medical device but the device does not meet the regulation 

requirements, the authorities will try to prevent the use of the device. For example, in 2025 Yle 

reported that medical devices were sold as a medical device, but devices did not meet the regulation 

requirements (Yle 2025b). 

If the medical software is officially a medical device, the manufacturer must ensure that the device 

will meet the current regulatory requirements. Yle reported about the software which was used by 

Finnish medical laboratories and the software did not meet all regulatory requirements (Yle 2023). 

Although the software mentioned was an old and was about to be replaced with newer software, 

missing regulatory compliance may cause also financial sanctions. 
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2 Background 

To understand the concept of risk management of medical software products, some key concepts 

must be discussed. The medical software product must be defined, the regulation related to the 

medical devices must be addressed and the role of different standards must be understood. 

 

Understanding the risk management of SaaS type of medical software device requires 

understanding the following concepts: 

- EU regulation 

- SaaS concept 

- Medical device quality management standard 

o including risk management standard 

▪ implementation of risk management in medical software device product’s 

processes 

2.1 Medical regulation in EU area 

The medical regulation in EU is based on a regulation related to medical devices (EU 2025a). 

The evolution of medical product regulation in EU in brief is (according to Fraser AG et al 2025 

and Fimea 2021): 

• In 1993, there were many medical related standards and there was a need to harmonize those 

standards 

• The first version of ISO 13458 standard was published in 1996 

• The first version if ISO 14971 standard was published in 1998 

• The work related to implementing medical device directives begun in 2008 

• The Medical Device Regulation 2017/745 was published in 2017 and updated in 2024, 

including implantable and general medical devices, the roles for supervising the regulation 

were also defined. Also, regulation for medical devices used for patient samples outside 

patient (in-vitro) was introduced in 2017. 

o According to medical device regulation, medical device development must have a 

quality system which includes also a comprehensive risk management 
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• Medical Device Regulation 2017/745 is in use in EU since 26.5.2021 

• Medical devices sold as a medical product must follow the medical regulation 

2.2 SaaS-type of medical product 

SaaS-type of medical product is a software which is typically installed to cloud. Software is 

maintained by the software provider. Software updates, bug fixes and other maintenance is done by 

the software provider, and the software is assessable to the customer to be used. Typically, service 

level agreement defines desired amount of time which software should be accessible and usable. 

Medical software product is a software which is classified as a medical product. This type of 

software must fulfil appropriate standards and regulations to be sold as a medical product. A good 

example of SaaS-type of medical software product is a laboratory information system containing 

parts which are classified as a medical product. The laboratory information system itself can be 

used only for information storing purposes but if the system manipulates data and that data is used 

for medical purposes, this part of the system can be classified as a medical product. Laboratory 

information system can be accessed and used via web browser. 

2.3 Medical device quality management standard ISO 13485 

Regulation requires that medical device development must follow medical device related quality 

management standards. Although it is not stated which standard to use, practically ISO 13485 is 

normally used since there might be no other relevant standards. 

ISO 13485 is a quality management standard which can be roughly divided into following parts: 

- ensuring that the management is involved in quality management and there are enough 

resources available and all relevant company processes are described and documents contain 

version and approval history data 

- requirements relating to product development -phase; from collecting customer 

requirements, implementation and testing, product delivery, service maintenance and 

collecting used feedback 

- risk management is also required to control the whole medical device production process 

- measuring the effectiveness of the quality management system and making possible 

corrective actions when needed 



16 
 

2.4 Risk management standard ISO 14971:2019 

According to regulation, medical products must have risk management applied. Risk management is 

used for identifying and mitigating possible risks related to the use of medical products. Risk 

management process is ongoing process which is used for defining and collecting known and 

foreseeable risks. When risks are identified, the usage leading to risk occurrence is defined and 

outcome of risk. Risk severity and probability will be classified, and possible mitigation actions will 

be defined. Mitigations may include various types of implementations. Risks can be mitigated in 

early development phase; bug fixes can be used for mitigating risks and users can be trained to 

avoid risks. 

ISO 14971 standard contains roughly following parts: 

- risk identification 

- identification of circumstances which may lead to risk 

- harm caused by the risk 

o severity 

o probability 

- possible risk mitigation 

- risk severity after the mitigation (typically mitigation affects only severity, and the 

probability stays the same) 

- possible identification of possible new risk(s) caused by mitigation 

- observing the effects of risk mitigations, searching for possible new risks and making 

necessary changes 

2.5 ISO 14971:2019 and SaaS-type of medical software product 

Typically, ISO 14971 standard is used as a framework for risk management for medical software 

products. Medical device manufacturers must have appropriate risk management process which 

must fulfil the requirements for ISO 14971 standards. Risk management actions should be included 

in all relevant company processes to identify and mitigate risk efficiently. The general idea of 
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relationships between regulation, standards and product development is shown in the Figure 1 

below. 

 

 

Figure 1. The relationship between the regulation and product development 

 

Typical cybersecurity risks can be divided into CIA -triad; confidentiality, integrity and 

accessibility (NIST 2024): 

- confidentiality -related 

o for example, ensuring that confident data remains confident and the data is not used 

for unauthorized purposes and the data is not manipulated 
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o for medical software case, there is patient and health related data which must be 

accessible for patients only and persons with special access. 

- accessibility -related 

o for example, the service is accessible and can be used, also possible changes to 

interconnected services are managed and service is not interrupted even if some 

changes or updates are made to the system or interconnected systems 

o for medical software case, the medical software running on cloud (SaaS) must be 

accessible to users and other persons who need an access to the service 

- identity -related 

o for example, user using the system can be identified via different types of 

identification methods 

o medical software must have proper authentication methods for identifying users 

These main principles of cybersecurity issues can be also applied to SaaS-type of medical product 

and the risk management of SaaS. 

Risk management standard must be applied to SaaS-type of medical product. Risk management of 

SaaS-type of medical product is used for making the use of the product safer. Typical viewpoints of 

risk management of SaaS-type of medical products are: 

- risks related especially to the network usage and accessibility of SaaS 

- possible risks and compatibility issues related to interfaces to different systems 

- cybersecurity issues 

- tools and software related to risk management of SaaS 

- managing of identification and access rights of users of SaaS 

- protecting health related data 

2.6 Current state of ISO 14971 risk management in SaaS medical products 

An official guidance document from the Medical Device Coordination Group (MDCG) endorsed by 

the European Commission has been published for the companies producing medical device 
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software. The contents of the document will be about demonstrating compliance with EU MDR 

Annex I General Safety and Performance Requirements (GSPRs) as they relate to cybersecurity. 

The guidance document introduces some basic cybersecurity issues which also include the misuse 

of the product. According to the guidance document, the safe design of the medical device starts 

from the design phase where risks are identified. After the product is set to the market, the post 

market surveillance will be done to monitor for existing risks and detecting possible new and 

emerging risks. MDR and IVDR annexes defines certain cybersecurity -related issues which must 

be considered when producing medical software products (EU 2019, EU 2017). 

Figure 2 below illustrates how EU regulation and standards affect to company processes. The 

company must ensure that company processes are designed according to regulatory requirements. 

For example, risk management issues must be taken into account in several company processes, 

starting from designing phase to implementation and testing, product delivery to customer and 

maintenance. 
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Figure 2. The relationship between standards and typical SaaS type of medical software product 
development 

Typical risk management implementation is shown in the figure 3 below. Typically, medical device 

manufacturing company has several processes which have connections to risk management and risk 

management issues are interconnected between all processes.  
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Figure 3. General implementation of ISO 14971 risk management 

 

This guidance document has been a baseline for other publications, blogs and other similar report. 

For example, a post from I3CGlobal is about integrating especially cybersecurity risk management 

in product’s risk management lifecycle (I3CGlobal 2025). 

Also, earlier posts and documents emphasize the fact that the risk management process should be 

continuous and dynamic (for example C2A Security 2024). The continuous and dynamic risk 

management process is essential for cybersecurity risk management since it is important to 

constantly monitor the system for possible vulnerabilities and other similar activities. 
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There has been also ongoing discussion about the use of artificial intelligence and different kinds of 

adaption of artificial intelligence (for example AAMI Array 2023). The use of artificial intelligence 

usually brings own specific problems – like the possibility that the training data is biased and the 

biased training data will cause medical device software to produce wrong results. 

After the guidance document for cybersecurity issues was published (EU 2019), common theme for 

different blogs was about applying guidance to the product development (for example Medium.com 

2021). Since there are many different medical software products, applying guidance, standards and 

other regulation play a great part of quality related work in companies. 

There has also been discussion related regulatory -based risks (for example LFH Regulatory 2025). 

Regulatory related risks refer to the situation where regulatory requirements are not met, and this 

may cause problems to the medical device software development company or – in worst case – for 

the patient. Since the development of the medical software is a continuous process including 

software releases and updates, the importance of continuous risk management plays a key role in 

mitigating risks. 

Also, discussion has been about breakdown of risk management activities including – for example – 

calculation of residual risk and risk-benefit analysis (for example Ketryx 2024). Calculation of risk-

related issues may be difficult if there are many software releases and the effects of mitigations are 

difficult to be measured. Also, when there are other partners in SaaS-type of environment, the risk 

mitigation and risk management in generally should take those partners, connections and other 

external issues into account. 

Also, official new standards have been published related to implementing risk management of 

medical devices. For example, standard ISO/TR 24971:2020 Medical devices — Guidance on the 

application of ISO 14971 defines step-by-step instructions on integrating risk management based on 

ISO 14971 (ISO 2020) and IEC/TR 80002-1:2009 Medical device software Part 1: Guidance on the 

application of ISO 14971 to medical device software (ISO 2009). Although there are many 

explanatory standards and instructions, understanding the best practices and specific 

implementation can be difficult since every medical software product is a bit different and same 

principles are typically implemented with a bit different ways. 

Since the medical device quality management standard is a risk based, the level of risk management 

also depends on the risk classification of the medical device. Risk classification defines possible 

risks what the device can cause to the patient. If the device is used directly controlling patient health 
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issues, the risk class is high. If the device is used only for monitoring and making suggestions 

related to patient health issues, the device risk class is low. There is a separate guidance related to 

risk classification of medical device called MDCG 2021-24 - Guidance on classification of medical 

devices (EU 2021c). When implementing risk management, the risk class of the medical device and 

risks related to specific parts of the medical software device also affect to the implementation of the 

risk management. 

There is also work done by International Medical Device Regulators Forum (IMDR) about 

specifying what is exactly a software as a medical device (the definition) and how to apply a risk 

management to that (IMDR 2015). 

The evolution of medical device standards and guidance documents are seen on the table below. 

The frequency of releasing new guidance or other relevant information is increased during last 

years. It must be also noted, at the same time, software development tools have been evolving, and 

the evolution of tools have increased the pressure of releasing new guidance documents. 

The table 1 below shows some the general evolution of medical device related standards and EU 

regulations. Although the table is not complete, the long-term evolution and constant development 

of standards and regulations can be seen from the Table 1 below. 

Table 1. Review of the history medical software device related standards and guidance documents 

The table presents an evolution of medical regulation, selected guidance documents and regulation is 
presented.  

Year Document Document type Relationship to risk 
management 

1996 

<ISO 13485 first version 
published> Standard 

Quality management 
definition 

1998 

<ISO 14971 first version 
published> Standard Risk management definition 

2006 

IEC 62304:2006 Medical 
device software — Software 
life cycle processes Standard Software life cycle issues 

2009 

IEC/TR 80002-1:2009 Medical 
device software Part 1: 
Guidance on the application 
of ISO 14971 to medical 
device software Standard 

Guidance about 
implementing risk 
management to medical 
device software 

2016 

ISO 13485:2016 Medical 
devices — Quality 
management systems — 
Requirements for regulatory 
purposes Standard 

Current version of quality 
management standard 
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Year Document Document type Relationship to risk 
management 

    

2017 

Consolidated text: Regulation 
(EU) 2017/745 of the 
European Parliament and of 
the Council of 5 April 2017 on 
medical devices, amending 
Directive 2001/83/EC, 
Regulation (EC) No 178/2002 
and 
Regulation (EC) No 1223/2009 
and repealing Council 
Directives 90/385/EEC and 
93/42/EEC (Text with EEA 
relevance) EU medical directive 

EU directive defining 
principles for medical 
devices 

2017 

Regulation (EU) 2017/746 of 
the European Parliament and 
of the Council of 5 April 2017 
on in vitro diagnostic medical 
devices and repealing 
Directive 98/79/EC and 
Commission Decision 
2010/227/EU (Text with EEA 
relevance. ) 

EU medical directive 
related to in vitro 
diagnostics 

EU directive related to in vitro 
diagnostics related medical 
products 

2019 

ISO 14971:2019 Medical 
devices — Application of risk 
management to medical 
devices Standard 

Current version of quality 
management standard 

2019 

MDCG 2019-16 - Guidance on 
Cybersecurity for medical 
devices. EU guidance 

Cybersecurity risk 
management issues 

2020 

ISO/TR 24971:2020 Medical 
devices — Guidance on the 
application of ISO 14971 Standard 

More specific instructions to 
implement risk management 

2021 

MDCG 2021-24 - Guidance on 
classification of medical 
devices EU guidance 

Clarified instructions related 
to the safety classification of 
medical devices 

2022 

ISO/IEC 27001:2022 
Information security, 
cybersecurity and privacy 
protection — Information 
security management 
systems — Requirements Standard Cybersecurity standard 

2023 

Manual on Borderline and 
Classification in the 
Community Regulatory 
Framework for Medical 
Devices (September 2023). EU guidance 

Clarified definition about 
what is exactly a medical 
device 

2023 

Add 1 - MDCG Position Paper 
on the application of Art.97 
MDR to legacy devices for EU guidance 

Guidance related to older 
medical products whose 
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Year Document Document type Relationship to risk 
management 

which the MDD or AIMDD 
certificate expires before the 
issuance of a MDR certificate 

production began before EU 
regulation 

2023 

Update - MDCG 2020-16 
Rev.2 - Guidance on 
Classification Rules for in vitro 
Diagnostic Medical Devices 
under Regulation (EU) 
2017/746 EU guidance 

Updated safety classification 
for medical devices 

2023 

MDCG 2023-1 Guidance on 
the health institution 
exemption under Article 5(5) 
of Regulation (EU) 2017/745 
and Regulation (EU) 
2017/746. EU guidance 

Specifies in-house software 
product issues. Risk 
management should be also 
applied to in-house 
developed software which 
fulfills the definition of 
medical device. 

2024 

Regulation (EU) 2024/1689 of 
the European Parliament and 
of the Council of 13 June 2024 
laying down harmonised rules 
on artificial intelligence and 
amending Regulations (EC) 
No 300/2008, (EU) No 
167/2013, (EU) No 168/2013, 
(EU) 2018/858, (EU) 
2018/1139 and (EU) 
2019/2144 and Directives 
2014/90/EU, (EU) 2016/797 
and (EU) 2020/1828 (Artificial 
Intelligence Act) (Text with 
EEA relevance) EU AI directive 

Directive defining the safe 
use of AI in medical devices 

2025 

General Principles of Software 
Validation; Final Guidance for 
Industry and FDA Staff FDA guidance 

Guidance related to 
validating (especially cloud-
based) software tools for 
medical device production 

2025 

MDCG 2023-3 rev.1 - 
Questions and Answers on 
vigilance terms and concepts 
as outlined in the Regulation 
(EU) 2017/745 under 
Regulation (EU) 2017/746 - 
November 2024 EU guidance 

Updated information on how 
safety incidents should be 
reported 

2025 

Proposal for a regulation to 
simplify rules on medical and 
in vitro diagnostic devices EU regulation proposal 

Proposal for simplifying the 
EU medical regulation 
related to in vitro diagnostic 
devices 

 

Although to the table, the evolution of medical standards and regulations is ongoing process where 

additional guidance and principles are being published according to specific needs. 
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2.7 EU regulations coming near future related to software medical devices 

In addition to directives and guidance documents, there are many issues currently ongoing related to 

medical software safety. It is vital to follow EU actions to maintain the current status of EU medical 

regulation. Since the regulation is constantly evolving, systematic approach is needed to follow the 

regulation. 

 

Table 2 below shows some examples of ongoing issues related to EU medical device regulation. 

The table is not complete, but the table shows some general issues which are currently important. 

Table 2. Review of the relevant ongoing EU medical device regulation issues 

Article Scope Key points 

Medical Devices – EUDAMED 
(EU 2025c) 

In-vitro medical devices 
including software 

Registration of medical devices 
including software for better 
controlling medical software 
development roles, software versions 
and medical device parts of the 
software 

Medical devices –uniform 
application of the requirements 
for notified bodies (EU 2025d) 

Requirements are being 
defined for notified bodies 
which will inspect the 
regulatory compliance of 
medical devices 

Proposal for requirements related to 
monitoring the regulatory compliance 
are being collected. 

   

Extension of the IVDR 
transitional periods (EU 2024b) 

In-vitro diagnostic -type of 
medical devices are here as an 
example. Medical devices must 
meet the regulatory compliance 
and since there is so-called 
legacy software, EU has set a 
deadline when also legacy 
software must meet EU 
medical regulation 
requirements 

Certain type (in-vitro diagnostics) of 
legacy medical software must be 
regulatory compliant after the 
transition period. This requires that all 
regulatory issues, including ISO 
149871 risk management 
implementation, must be met. 

 

2.8 The relationship of regulation, standards, guidance documents and medical 

software product 

The relationship between regulation and the medical software product is 

- depending on the purpose of the software product, software or part of it can be classified as 

a medical product, the risk classification defines the level of risk management 

- if software or part of it is classified as a medical product, medical regulation must be 

fulfilled 
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- medical regulation set principles for production, for example the use of quality management 

standard (usually ISO 13485) including risk management (ISO 14971) 

- because variety of the medical products, guidance documents are needed to cover and 

explaining issues 

- medical regulation is constantly evolving, software development practices are changing, 

new technologies will appear so there is a need for constant development of company 

processes 

- for SaaS-type of medical devices, cybersecurity and network issues bring extra aspects to 

the risk management 

Since the regulation is constantly changing and the regulation is difficult to manage, EU published 

in 2025 proposal for reducing the regulatory burden for in vitro medical devices (EU 2025e). 

2.9 Earlier studies related to the general risk management of medical devices 

Earlier studies related to thesis subject was searched from Google Scholar by using keywords 

“medical device risk management”. General risk management of all kinds of processes and devices 

(not limited only to medical devices) has been a constant subject for various research. Typically, 

medical device related risk management has more regulation than ordinary risk management. 

Increased regulation causes more work for manufacturers and more challenges to understand all 

aspects related to risk management. 

Key findings are presented in the Table 3 below. 

Table 3. Review of past studies on the topic 

The table presents a list of studies published between 2010 and 2025, together with their main results.  

Article Scope Key points 

Khinvasara et al. (2023): Risk 
Management in Medical Device 
Industry 

Review of general risk 
management process in 
medical device industry 

Risk management is mainly based on 
technical risks (such as errors in use) 
and for example business risks are 
not given much attention. The 
implementation of risk management is 
considered to be generally difficult 
because the risk management 
process should have a strong 
connection to other processes. 

Kortelainen et al. (2025): The 
role of ISO 9001 and ISO 
13485 Quality Management 
System as drivers behind 
health technology supply chain 
performance and evolution 

Integration of ISO 13485 with 
supply chain 

Different standards tend to evolute 
and form combinations with other 
relevant standards and processes. 
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Article Scope Key points 

Karnika et al. (2020): Medical 
device risk management 

Risk management process 
explained according to ISO 
14971. 

The focus of the study is mainly in 
general risk management process. 
The study does not cover how risk 
management process should be 
linked to other company processes 
and the view is limited mainly to 
single process. 

Javanmardia et al. (2024):  

 Exploring business models for 
managing uncertainty in 
healthcare, medical devices, 
and biotechnology industries 

Risks related to companies 
who develop medical devices – 
a research study 

The research paper is about medical 
industry related risks relating to 
company business. Research is a 
literary study of 34 recent research 
papers. Also “product-service system 
business model” (similar to SaaS) is 
included. Regulatory related risks 
produce uncertainty to medical device 
companies in addition to other 
sources of uncertainty. 

In (2021): Cybersecurity: Risk 
management framework and 
investment cost analysis 

Cybersecurity: Risk 
management framework and 
investment cost analysis 

Focus on cybersecurity issues. A 
separate cybersecurity risk 
management model is introduced. 
Also, human role in cybersecurity is 
briefly mentioned and included in 
cybersecurity risk management 
model. 

Mahamudur (2022): Electrical 
and mechanical 
troubleshooting in medical and 
diagnostics device 
manufacturing: A systematic 
review of industry safety and 
performance protocols 

Reporting of hazards related to 
electro-mechanical issues, a 
literature review. 

The varying format of reporting 
hazards might require more 
standardized and harmonized ways of 
reporting. 

Kivimäki (2021): Development 
and implementation of a quality 
system for in vitro diagnostic 
medical software 

Company interview related to 
the implementation of ISO 
13485 and ISO 14971 for 
medical software products 

Documentation requirements seemed 
to require lots of work. 

 

 

According to previous research studies related to risk management, there has been a need for 

harmonized ways of reporting risks, including business risks to risk management processes and the 

need for heavy documentation was noticed. Since the companies have very different products, 

different products may require different ways of risk management. Different ways typically produce 

very different documentation, and companies may have difficulties to fully understand the 

requirements of regulation. 

Risk management of medical devices follows typically the traditional do-plan-check-act -cycle 

where risks are systematically collected, mitigated and the effectiveness of the risk management 

process is observed (Khinvasara et al. 2023). In medical devices, risk management should not be 

just an isolated process. Instead of being an isolated process, risk management should be seen as a 
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cross-functional process with interconnections to other processes. Since this kind of deep 

integration requires more knowledge and maybe also mor involvement, this kind of holistic 

approach may often seem hard to implement. Also Master thesis from Kortelainen and Milovanov 

discuss about the intersection of ISO 13485 with supply chain management and integrating ISO 

13485 to supply chain management (Kortelainen et al. 2025). 

Other research papers also concentrate on risk management process only and other processes in the 

medical device development are not addressed in the study (Karnika et al. 2020). This kind of 

approach may be difficult when all product development and support processes should concentrate 

on identifying and reducing risks. 

Healthcare industry has typically many kinds of risks. In addition to product risks of the medical 

product, companies tend to have a wide range of various types of risks (Javanmardia et al. 2024). 

ISO 14971 standard is often implemented in a way which manages mainly product risks. Also, 

business risks, especially if subcontracting is used, may produce product-related risks which may 

affect product safety. This narrow view may be the result of isolated risk management process. 

Cybersecurity risks may also affect the safety of SaaS-type medical products. In other research 

papers, a separate process for managing cybersecurity risks is introduced. Also, the human role in 

cybersecurity risk management is briefly mentioned (In 2021). Since the product risks of the 

medical product may contain also cybersecurity related risks, adding the cybersecurity viewpoint to 

risk management might improve the process. Especially SaaS-type of medical devices could benefit 

from improved mapping and mitigation of cybersecurity risks. 

A research paper from Mahamudur reviewed 82 peer-reviewed articles related to mechanical and 

electronical -related hazards and risks of medical products. As a result, one of the biggest problems 

in risk management and incident reporting were related to various forms of hazard reporting and 

more unified and harmonized ways of hazard reporting would be needed (Mahamudur 2022). 

Although the reviewed study was not from medical software devices, the results indicate that 

certain systematic ways of reporting risks and hazards is important for risk management and risk 

mitigation. Risks reported by manufacturers are also used in post-market surveillance analysis and 

more harmonized guidelines and instructions might enhance the utilization of risk related 

information. 

Iina Kivimäki has conducted a study related to development and implementation of quality system 

for medical software devices (in-vitro). The study included semi-structured interviews with six 
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companies including literature search. The study concentrated on agile software development 

practices and implementing the quality management system including risk management. According 

to interview, documentation requirements for ISO 13485 were seen to be requiring lots of work. 

Risk management activities were also integrated to software development processes and various 

tools (like Excel and different Atlassian plug-in -software) were used (Kivimäki 2021). Since many 

medical software products may have been started to produce long before EU medical regulation, the 

lack of proper documentation might be also a problem when the implementation of the quality 

management system and risk management processes is taken into use. Also, the role of automatic 

generation of required documentation seems to be wanted functionality. 

2.10 Conclusion of possible trends derived from recent studies 

The summary and possible trends derived from previous studies are: 

- Risk management in medical devices is rather difficult and there is a risk that the risk 

management process will become single, isolated process. 

- Instead of being single, isolated and product risk-centered process, also other company-

related risks should be considered 

- Current ISO 14971 may not contain sufficient cybersecurity risk -related viewpoint and 

there might be some improvement needed for cybersecurity risks 

 

2.11 ISO 14971 convergence with EU AI Act and ISO 42001 

One very important viewpoint can be derived from EU regulatory. Since EU has published AI Act, 

the possibly increase in AI usage (for example, Sitra 2026) may increase the need for advanced risk 

management in AI applications. For example, Nordea is planning to utilize AI for processing of 

sensitive financial data (Nordea 2026). Since ISO 14971 presents an industrial standard for risk 

management in highly regulated and most safety critical medical world, ISO 14971 practices may 

also need to be implemented outside medical device industry. This need has already acknowledged 

in AAMI TIR34971:2023 -standard where ISO 14971 risk management methods are used in 

artificial intelligence applications (AAMI Array 2023). There is also a standard ISO 42001 for the 

safe use of artificial intelligence (ISO 2023). 

Regulatory related to medical devices are under constant changes and similar fast changes can be 

also seen in the development of artificial intelligence. Medical device risk management standard is 
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based on minimizing the patient risk and regulatory takes account of lifecycle management of 

medical software products. Because of those similarities to artificial intelligence applications, one 

possibly outcome from applying EU AI Act may lead to implementing medical device risk 

management standard to AI applications processing sensitive data, such as financial data. 

At the moment, there has been some discussion related to implement ISO 14971 also to general AI 

applications processing sensitive data (Hardian Health 2026, AAMI Array 2024, MPO Magazine 

2025). Extending to use of ISO 14971 to AI applications will also reduce the number of multiple 

risk management standards. As from a personnel point of view, it might be also easier to find 

suitable workforce with previous experience related to risk management if the same risk 

management standard is applied in different industries. 
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3 Research question and methodology 

The main research question of this thesis is about identifying current trends related to the risk 

management of SaaS-type of medical product. The risk management plays a key role in medical 

software development, operation and general company processes. Poorly developed risk 

management process may also have an effect to patient safety, company reputation and financial 

issues and cause various problems. Since it is typically easier to plan and implement risk 

management actions in very early state of software product development, knowing about emerging 

risk management trends is beneficial for proactive risk management. Because of technical 

development, especially complex software -based medical devices are difficult from the risk 

management point of view. Estimating possible future trends may ease the risk management process 

implementation. Identifying also required more general guessing-type of approach which will suit 

better to this thesis when compared to more scientific methods. 

The SaaS-type of medical software product was selected because of cybersecurity point of view. 

The study is limited to mainly to EU area issues to limit the results. Other studies may be needed to 

cover other geographical areas with various national regulation. Since there can be issues which are 

related also to non-medical software products and issues outside EU, these issues will be discussed 

if these are relevant according to research subject. 

The study is risk management -based because the EU medical regulation aims for reducing patient 

risks. Risk management -view is concentrated on patient risks and risks which are interconnected 

with patient risks. 

3.1 Research question 

This master thesis is about researching possible emerging future trends related to implementing ISO 

14971:2019 to the Software as a Service (SaaS) -type of medical product. The main research 

question is: 

- what are the current trends – including opportunities and risk -related to implementing ISO 

14971 based risk management for SaaS-type of medical software 

o current status and trends will be searched mainly from EU regulation and research 

papers related to risk management of medical software product 
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The research question is limited to ISO 13485:2016 and ISO 14971:2019 and to SaaS-type of 

medical software products in EU area (ISO 2016, ISO 2019). According to EU regulation, a quality 

management system must be used when developing a medical product. A medical product can be a 

physical product, algorithm or other software product. ISO 13485:2016 requires that risks related to 

medical software product must be addressed by using relevant methodology. The relevant 

methodology is in this case, the use of ISO 14971:2019 risk management standard which is a risk 

management standard especially for medical devices. 

Figure 4 below illustrates the planned research for mapping future trends. Research papers, 

including relevant EU regulations, are analysed and synthesis will be done for mapping possible 

future trends. 

 

 Figure 4. The general idea of this thesis for mapping possible future trends. 

 

 

The risk management is the key issue for developing medical devices and therefore the study is 

done from the viewpoint of risk management. Because of variety of both physical and software 
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medical product, the study is done from the viewpoint of Software-as-a-Service -type of software 

medical products. 

The form of this thesis is divided as follows: 

- general review of risk management studies related to medical products 

- more specific view of ISO 14971 implementation in SaaS-type of medical products 

according to current EU regulation and research papers 

o Analysis of regulation and especially research literature data 

o Synthesis of collected information for mapping possible future trends 

Main source of information to be used is Google Scholar and research papers between 2020 – 2025. 

The division between general review of risk management issues and specific view of ISO 14971 

implementation was done by the author. Also filtering irrelevant research papers was done by the 

author. 

After reviewing relevant research papers, possible future trends related to implementing ISO 14971 

risk management standard to SaaS-type of medical product were estimated from the results. 

Reviewed research papers will be then divided into subgroups which will present trend. Finally, the 

trend will be visualized and explained. As a result, the general future trends and their significance 

can be roughly defined. Found trends will be categorized to rough categories where possible rough 

future risk management trends will be identified. Research papers will be limited to such research 

papers which relevant to SaaS-type of medical device. 

Research papers were selected to research materials because possible future trends might be visible 

in research studies at the first place. Other sources were also considered but rejected because certain 

reasons. Those other sources considered and rejection reasons were: 

- Global databases for risk reporting sources (HPRA 2026, ANSM 2026, BfArM 2026, 

Swissmedic 2026,MHRA 2026) do contain risk reporting information but because of various 

formats of risk descriptions, various medical product types and product specific -

information, the amount of manual work would be heavy and risks would be most likely 

related to some random product problems instead of bigger picture 
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- News related to risks were also considered but typically newspapers do not have very good 

understanding of medical software risks and typically only major occurred risks will end up 

in newspapers 

- Interviews of company representatives were also considered but since risk management is 

typically company confidential material, probably the interview results would be more or 

less limited. Also risk management personnel knowledge related to future trends may be 

inadequate. 

3.2 Research methodology 

This research is quality based research where the contents of selected research papers will be 

reviewed systematically (Salminen 2023). The reviewing is done by the author, and possible trends 

will be extracted according to the main conclusions of reviewed research papers. Systematic 

approach allows extracting relevant information from a specific research topic, and this approach 

will provide the most relevant information from the research question. Since there are no statistical 

calculations done, the only meta-information will be simple visualization of the most common 

findings. The research method will collect information from previous research papers and the the 

information will be integrated and synthesized in orderd to gain new knowledge. 

This research does not include collection of the original data since the original data was already 

collected by authors of research papers. Therefore, no ethical pre-assessment is not needed. All 

reviewed materials will be listed and research will be documented. A good scientific practice is 

used (TENK 2023). 

3.3 Data collection 

Research papers were collected with a following criterion: 

- Google Scholar was used, research papers were searched from the last five years 

- Keyword ISO 14971 was used and combination of keywords of MDR, ISO 14971, ISO 

16485, risk management, software 

- 20 the most relevant papers will be reviewed; the relevance will since there are over 3000 

research papers from various topics, selection is done manually 



36 
 

o manual selection is done by reflecting the contents of research papers to regulation, 

standards and thesis research question 

o reviewing was done by reading the research paper 

o if there are future trends, it was assumed that very rough guidelines for future trends 

will be visible in reviewing 20 relevant and recent research papers 

- key points from those will be identified and it is assumed that the most common key points 

may predict possible emerging future trend 

3.4 Classifying possible future trend from literature review 

When the research papers are reviewed, key findings from research papers will be roughly 

classified to relevant main scope of possible future trend. This classification may assist detecting 

possible future trends by making rough classification. The exact contents of the trends will be 

textual descriptions related to these pre-defined categories. 

Since there are not any information about real future trends, it was estimated that there could be 

four main scopes. The use of these predefined scopes may help to very roughly classify possible 

risk management trends and to give some rough guidelines related to implementing ISO 14971 risk 

management to SaaS-type of medical software product. 

Combining findings and rough scope of findings, the possible future trend can be retrieved. 

Scope has been divided roughly to certain groups which are 

- General (general trend) 

o The trend is related to general implementation of ISO 14971 in SaaS-type of 

software development. The research paper may contain general viewpoints to 

implementing standards, software development issues or other similar issues 

- Cybersecurity (risk management trend is related to cybersecurity) 

o Reviewed research paper was mainly related especially cybersecurity risks or issues 

related to cybersecurity 

- AI (trend is related to AI) 

o Research papers related to AI or AI’s role in implementing ISO 14971 in SaaS-type 

of medical software device development 

- Human (trend is related to human-centric issues) 
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o Research papers which enhanced human role in implementing ISO 14971 or which 

were related to human-factors in medical software development 

 

Research papers will be reviewed, and key points will be extracted according to key points of each 

research paper. Key points will be viewed from the point of view of the research question of this 

study. 

Possible future trends are derived from the reviewed research article. Trends are generated by 

examining key points of research article and then defining possible trend. The trend definition is 

done by the author according to the context of the research question. 

Since the future trend extraction is based on author’s assumptions, it is important that there is a 

clear linking between research papers and exact future trend. If the trend estimation is done by other 

person, clear linking will help reproducing or expanding the results. 

3.5 Limitations of the research 

This research is limited to certain number of research papers from specific source (Google Scholar). 

Since the selection is done manually, it is possible that some key findings might be missing or the 

conclusions may suffer from the small number of reviewed research papers. However, using the 

automated tools for analysing and retrieving research papers may also present a problem since the 

automation might not fully understand the context of research papers in this study. Therefore, 

manual approach was used for selecting research papers. 

3.6 The role of AI in this thesis work 

AI tools were not used in this thesis because not all AI tools can access research papers in Google 

Scholar. Although AI tools are effective for retrieving information, the main problem with AI tools 

is the classification of found documents. Classification of research papers and other documents 

require the understanding of the role of the document in the context of this study. AI tools, like 

Gemini AI and Microsoft Copilot are not very familiar with the actual medical software issues and 

typically different query results mixed relevant and irrelevant contents and sometimes missed the 

key points or the big picture was not clear. 
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These problems with AI and other automated analysing tools may also reflect the complexity of 

applying medical regulation and risk management issues. Since the environment is very complex, 

typically human is needed for making the final decisions and analysing the relevance of results. 

3.7 The result of literature search for planned trend study 

As a result of research papers search, there were thousands (almost 4000 research papers totally in 

Google Scholar’s search results between 2020-2025/2026, depending on the use of keywords used). 

Research results were reviewed and relevant research papers were selected. Reviewing required 

manual checking of research paper contents. 

As a result of literature search, 20 relevant research papers were selected. Selection criterion was as 

follows: 

• Was the research paper published at least five years ago? 

• Is the viewpoint closely related to implementing ISO 14971 to especially SaaS-type of 

medical software product? 

• Are the research viewpoint in line with EU regulations and possible other standards. 

Regulation is considered to be following guidelines of possible future trends and regulation 

will set guidelines for practical implementation. 

• Does a selected research paper give some kind of practical problem and can trend be derived 

from conclusions of specific research papers 

• Finally, similarities between conclusions (possible emerging future trends) will be identified 

and data will be synthesized in order to define major future trends 

 

3.8 The discussion related to literature search for planned trend study 

Some research papers did not addressed SaaS-type of medical products and some contained only 

too general discussion about general problems in risk management. If the research paper viewpoint 

was limited to single, very specific problem (like the risk management in specific single medical 

facility in specific geographic location), that research paper was left out from this study since the 

aim of this study was to find more general development paths. 
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Since there were thousands of research papers related to somehow to the subject, it was estimated 

the search engine will list the most relevant related to keywords used. After each search, search 

results were manually reviewed until there seemed to be no longer relevant search results (search 

results did not no longer produce any relevant information after reviewing tens of results). 

Automated retrieval and analysis could have speeded up the process. However, there is a risk that 

more results will bring more unwanted “noise” (research papers falling outside thesis’ research 

question) and therefore the use of automatization may not bring enough help defining general future 

trends. 

It was noticed that there had been also some studies which addressed the current state of 

implementing ISO 14971 and the methodology in those research papers followed the methodology 

used in this thesis. The aim of this thesis was to give future prediction of trends related to current 

situation and those earlier research papers were used as a groundwork for this study. 
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4 Results 

This chapter will go through the relevant regulation and guidance and findings of literature search 

results. Relevant research papers will be analyzed from the point of view of the research question. 

Possible future trends will be extracted. EU regulation and guidance represent the current 

implementation of medical software risk management issues and therefore it is very important to 

understand regulatory and guidance related issues before research paper review. 

4.1 EU regulation and guidance 

If the software fulfills the definition of a medical product, the software must also fulfill the 

regulation related to medical products. EU has published various laws and guidance related to 

medical products. The manufacturer must be aware of those and understanding the regulation also 

helps understanding the increased role of risk management. The whole EU medical regulation aims 

to reduce possible patient risks. Since there are many kinds of medical software products, EU has 

also published additional guidance documents to clarify issues which may be unclear or were not 

defined earlier. 

 

The table 4 below presents selection of recent guidance related to medical device regulation. 

Selection was done by listing relevant guidance documents published between 2020 – 2025 by EU. 

Regulation relevant from the risk management point of view was listed. If EU does not have 

updated regulations, regulations from other medical authorities were listed. The list is not meant to 

be complete but to give a general overview of the development of medical device regulation from 

the risk management point of view. 

 

Table 4. Review of recent guidance related to medical device regulation 

Guidance document Contents and publication 
date 

Issued by and risk related purpose 

General Principles of Software 
Validation; Final Guidance for 
Industry and FDA Staff 

Software validation guidelines 
for validation for especially 
cloud-based software / 
September 24, 2025 

FDA (U.S. Department of Health and 
Human Services Food and Drug 
Administration): for addressing the 
use of software for product 
development purposes and better 
validation for especially cloud-based 
software (earlier corresponding 
guidance was mainly for on-site 
software validation). ISO 13485 
standard requires validation of 
software tools used in production of 
medical software. Also the produced 
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Guidance document Contents and publication 
date 

Issued by and risk related purpose 

software itself must be validated so 
that the software will meet 
requirements of the end users 

MDCG 2023-3 rev.1 - 
Questions and Answers on 
vigilance terms and concepts 
as outlined in the Regulation 
(EU) 2017/745 under 
Regulation (EU) 2017/746 - 
November 2024 

Revised instructions related to 
reporting serious incidents for 
medical devices / January 7, 
2025 

EU, Directorate-General for Health 
and Food Safety / Risk management 
is very complex issue, and the 
guidance defines some questions 
especially related to reporting from 
serious incidents. Reporting risks is 
important because there is a 
centralized need for collecting risks 
from various medical products. These 
reported risks can be used between 
manufacturers to spread information 
about risks and making risk reduction 
more efficient. Risk management 
process includes also post-market 
surveillance report which is typically 
done annually. One part of the post 
market surveillance report is to study 
vigilance reports and risks reported 
by other manufacturers. 

Regulation (EU) 2024/1689 of 
the European Parliament and 
of the Council of 13 June 2024 
laying down harmonised rules 
on artificial intelligence and 
amending Regulations (EC) No 
300/2008, (EU) No 167/2013, 
(EU) No 168/2013, (EU) 
2018/858, (EU) 2018/1139 and 
(EU) 2019/2144 and Directives 
2014/90/EU, (EU) 2016/797 
and (EU) 2020/1828 (Artificial 
Intelligence Act) (Text with EEA 
relevance) 

Rules for applying artificial 
intelligence (AI) for medical 
devices / June 13, 2024 

The European Parliament and The 
Council of The European Union / The 
usage of artificial intelligence and the 
mitigation of risks related to that 
explained. EU does not ban the use 
of AI but these rules will give 
instructions and guidelines how AI 
can be utilized in medical software 
products. From a risk point of view, AI 
can be also used for other purposes 
like scanning and monitoring cloud 
environment from different threats. 

Manual on Borderline and 
Classification in the Community 
Regulatory Framework for 
Medical Devices (September 
2023) 

More precise instructions for 
defining what is the medical 
device, also some practical 
examples are included / 
September 27, 2023 

Directorate-General for Health and 
Food Safety / Definition of the 
medical device is explained more 
clearly with relevant examples. Since 
the quality system (ISO 13485) is risk 
based, it is essential to identify when 
the software is a medical device 
which requires fulfilling the EU 
medical regulation. Because of fast 
technology development, there is a 
need to clarify and give practical 
examples which products are 
classified as a medical product. 

Add 1 - MDCG Position Paper 
on the application of Art.97 
MDR to legacy devices for 
which the MDD or AIMDD 
certificate expires before the 
issuance of a MDR certificate 

Instructions for old (legacy) 
medical devices for meeting 
the regulatory requirements / 
June 30, 2023 

EU, Directorate-General for Health 
and Food Safety / The development 
of old (legacy) was typically done 
before the medical regulation and this 
guidance defines how to apply 
regulation issues for such legacy 
devices. Since old medical products 
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Guidance document Contents and publication 
date 

Issued by and risk related purpose 

have been developed without 
knowing EU medical regulation, those 
products may not be documented well 
enough. The risk management issues 
may not have been implemented and 
integrated according to the latest 
regulation. The transition from old 
medical device development towards 
regulated development, is described 
in this document. 

Update - MDCG 2020-16 Rev.2 
- Guidance on Classification 
Rules for in vitro Diagnostic 
Medical Devices under 
Regulation (EU) 2017/746 - 
February 2023 

Medical device classification 
rules explained / February 10, 
2023 

EU, Directorate-General for Health 
and Food Safety / medical device risk 
class classifications explained. EU 
medical device regulation is heavily 
based on device risk class. Reporting 
and actions needed are based on risk 
class and typically products with 
higher risks must be addressed more 
carefully. Since there are many kinds 
of software products, defining the 
appropriate risk class in the same 
way in different circumstances 
requires clear guidance. 

Application of Regulation on 
Medical Devices – EU rules to 
ensure safety of medical 
devices 

An example of news promoting 
the safety of medical products 
and general mitigation of risks 
related to those / May 26, 2021 

EU, Directorate-General for Health 
and Food Safety / Typical general 
news where the safety and risk 
management issues are promoted. 
Since technology, software 
production methods and other similar 
issues develop fast, EU frequently 
publishes information about coming 
changes, notifications related to 
deadlines and other relevant 
information. From risk management 
point of view, following of that 
information is vital for keeping 
processes – including the risk 
management process – up-to-date 
and making sure, that all EU 
guidance documents will be read and 
possible changes will be 
implemented. 

Covid-19: Commission Notice 
on audits to be performed by 
notified bodies 

Safety guidelines for 
performing audits during the 
time of Covid-19 instructed / 
January 11, 2021 

EU, Directorate-General for Health 
and Food Safety / Audits (also related 
for auditing risk management issues) 
performed during Covid-19 explained. 
This is an example of how risk 
management process can react to 
changing circumstances. Since the 
quality management system will be 
audited in order to ensure that EU 
medical regulation is met, there might 
be a situation – like Covid pandemic – 
which may cause situation which 
requires new instructions. Therefore 
EU published safety guidelines 
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Guidance document Contents and publication 
date 

Issued by and risk related purpose 

related to mitigating risks related to 
pandemic issues. 

 

From the risk management point of view, regulation itself had moved towards unspecific definitions 

towards more modern and up-to-date regulation. The regulation aims for mitigation of risks related 

to medical devices and since the environment and devices are under constant change, regulation 

requires constant updating. 

Since the software development tools of medical software products need to be validated before 

being taken into use, FDA has published a new instruction which describes especially the validation 

of cloud-based software development tools (FDA 2025). Earlier, software development tools were 

more on-site tools which were installed on personal computers. The new instructions are more 

suitable for modern IT environments. Since EU has no such validation guideline document for 

validating, especially cloud-based software, it might be logical if EU will publish similar guidance 

soon. 

Because of increased complexity and unclear risk incident reporting, EU has published instructions 

related to reporting risk incidents to authorities (EU 2025b). Since the complexity of medical 

software and especially SaaS-type of medical software have increased, revised and more specific 

instructions are needed. Risk reporting and collecting incidents by authorities will be used for 

improving the general safety of medical devices. 

Because of the increased use of artificial intelligence, EU has published a law related to the safe use 

of artificial intelligence in medical devices. The use of artificial intelligence is not prohibited but the 

possible risks must be known and to be mitigated. AI law also describes the forbidden usage of AI 

in the field of medical devices and an example of forbidden use of AI is to use AI for manipulation 

and social ranking of patients. AI law will be taken into use in 2026 (EU 2024a). The increased 

usage of AI had created the need for understanding the role of AI in medical devices. AI can be 

used for analyzing medical data, but it must be known what the exact use cases for AI are. Since AI 

is constantly developing, it might be possible that EU will publish later more specific AI related 

guidance which will include more use cases. 

The definition of what is a medical device and what is not was earlier a bit unclear. Therefore, EU 

had published a borderline manual which defines boundaries for definitions related to what kind of 

product is a medical device and when the device is not classified as a medical device (EU 2023a). 
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This is especially important for SaaS-type of medical devices since software products can consist of 

many different functionalities. Software can be used for storing and transmitting medical data and 

according to borderline manual and regulations in general, the plain storage feature is not 

considered as a medical product. However, if the medical data is modified with some kind of 

algorithm, according to borderline manual, this kind of software is considered as a medical device. 

Earlier this definition was not clear since there was no official definition where the border exactly 

goes. The borderline manual also discusses non-software medical products and defines borders 

between medical and non-medical products. 

Since medical related regulation has emerged and evolved in recent years, there are some medical 

software products whose development had begun before the regulation was known. Therefore, 

software development and risk management may have been done long time before the regulation. 

After the regulation, there may be gaps in medical software documentation and processes, and 

therefore EU has published instructions how to apply regulation to such medical products (those are 

called “legacy” products) whose development have begun before regulation (EU 2023b). For SaaS-

type of medical software, it may have been common that the software had been first on-site 

software which was installed to personal computers. When cloud-based architecture appeared, the 

software may have been transferred to the cloud-based version where users can use the software via 

browser. Cloud-based transitions may have also affected the business logic of software producers 

causing transition of business logic from selling products to selling services. Also, earlier risk 

management issues may not have been enough after transition from on-site to cloud based and 

therefore new specific instructions for legacy devices are needed. 

The EU regulation requires that medical devices must be classified. The classification is based on 

the possible risk to the patient. Since regulation and standards are risk-based, the classification also 

affects the level of risk management measures. Because of the complexity of medical devices, EU 

had published a guidance how risk classification must be done for medical devices and what issues 

affect risk classification (EU 2023c). Risk classification affects also to time schedule for making 

medical devices compatible with medical regulations. 

The European Union has been active in informing and promoting the safety of medical devices and 

therefore several guidelines, news and safety related guidance have been published (EU 2021a). 

Since the medical device regulation is rather heavy to implement to companies, the management of 

information related to regulations and for promoting the risk management issues is vital for medical 

device regulation. 
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Regulations also apply to the risk management process relating to auditing of the quality 

management system. This is used for ensuring also the safety issues related to people working with 

the risk management of medical software (EU 2021b). The risk management issues are not related 

only to technical issues but also affect human related issues. EU regulation is more based on 

technical viewpoints of risk management and there is no specific guidance related especially to 

human factor issues. Since the EU regulation will continue to cover risk management issues more 

extensively, it might be likely that such guidance will be published. 

4.1.1 Summary of findings from medical device regulatory  

As a conclusion of findings from reviewing medical device regulatory issues, certain issues have 

arisen: 

- Medical device risk classification and the medical device classification itself typically 

require some expert work since SaaS medical software can be very complex and there is a 

clear need to define borders for regulations 

- The use of AI has brought a whole new viewpoint to the development of medical devices 

and for risk management of medical devices 

- EU regulations are increasing, and this will most likely have an effect to the workload and 

training needs for quality personnel working with medical device related issues 

- The development of technologies used for medical devices (like cloud-based software 

development tools) requires new guidance and possibly also new definitions related to 

regulatory borders 

- Currently EU regulation related to risk management of medical products is more technical 

and there might be a need for defining also non-technical, human-centric issues and 

methodologies related to risk management 

 

4.2 Review of relevant research 

This chapter will review 20 relevant research papers. After reviewing, key findings will be extracted 

and possible future trends will be defined. 

A research paper from Kiki Yang underlined the importance of integrating ISO 14971 into ISO 

13485 and other similar standards. Research paper also highlight the importance of integrating risk 
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management process with other product development and quality management processes (Yang 

2024). Since many standards may contain similar functionalities and requirements, it would make 

sense that those similarities might become integrated into one standard. The concern about isolated 

risk management process and the possibly need of better integration of risk management process 

were also discussed in earlier research papers (Javanmardia et al. 2024, Khinvasara et al. 2023, 

Karnika et al. 2020). Instead of having separate risk management process for cybersecurity risks, 

business risks and human-centered risks, maybe it could be relevant to combine all those into 

update version of ISO 14971. The integration would be a logical continuum for evolution of ISO 

14971 and the increased importance of cybersecurity in SaaS-based medical device. Regulation 

inside EU is often criticised (for example Yle 2025c) for heavy burden of regulatory issues which 

may also cause financial burden and slow down the development of medical devices. 

Possible emerging trend derived from the reviewed research paper: 

- Increased integration of ISO 14971 into other relevant standards 

Research paper from Stephen G Odaibo presents a framework of risk management of incremental 

development of medical software and implementing requirements from ISO 14971 (Odaibo 2021). 

Typically, SaaS-type of medical software or medical software in general is developed by 

incremental steps. A new functionality is added, or existing functionality is modified. Each 

modification may alter the functionality of the medical product and therefore there is also a 

possibility that new risks will appear, or existing risk mitigations will be broken. Since there had 

been a need for EU to clarify the definition of the medical product (for example EU 2023a), the 

complexity of the software may present changes for software development. When artificial 

intelligence is used as a part of the software, possible changes to software functionality may be even 

more difficult to identify. 

Possible emerging trend derived from the reviewed research paper: 

- Managing software changes in incremental software development of SaaS-type of medical 

product will require more attention when software becomes more complicated 

According to Master’s thesis by Markus Ojanen focused in observing challenges related to 

implementing ISO 13485 standard in medical device production. According to the study, it was 

often found difficult to interpret and implement standard requirements. It was also observed that the 

implementation of ISO 13485 required creation of various definitions which are needed when 

measuring the effectiveness of the standard implementation. Identified future trends consisted of 
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increased communication between medical device producer and end-users and possible evolution of 

standard to integrate better to the modern software development and integration to other standards 

(Ojanen 2024). Especially SaaS-type of medical software product is used by different customers, 

the role of feedback and collecting the feedback may play bigger role in the future. It was also 

noticed that when the complexity of the software product is increased and especially when artificial 

intelligence is taken into use, the implementation of the standard may get more complicated. On the 

other hand, after the basic framework of ISO 13485 and ISO 14971 is implemented and the 

knowledge is increased, it may be easier to implement the new versions of standards. Collection and 

reaction to feedback of users is already required in ISO 13485 but in SaaS-type of medical software 

product, there might be various kinds of users. The increased number of different users may require 

enhanced collection and utilization of user feedback. 

Possible emerging trend derived from the reviewed research paper: 

- The increasing complexity of SaaS-type of software product may lead to need for enhancing 

collection of user feedback for risk management purposes 

In a research paper concentrating on syringe manufacturing and emphasizes on regular and 

systematic checking of ingredients. The focus of ISO 14971 risk management is in documenting 

components relating to manufacturing of syringe, identifying main risks and implementation of risk 

mitigation actions (Sharma et al. 2024). For a software product, such approach is also effective and 

when the risks are identified and the whole software development process is under constant 

observation, it is easier to define and mitigate possible risks. Since the complexity of medical 

software and medical software development tend to be increased, the importance of managing 

information may play also a big role in the future. 

Possible emerging trend derived from the reviewed research paper: 

- The importance of identifying software components and mapping risks will remain 

important issue in the future. 

According to research conducted by Ajax Raymond, medical software applications operating in 

networks require additional risk management actions. Cybersecurity issues must be considered in a 

design phase. The software products must be tested with penetration tests. When the medical 

software is in use, continuous monitoring must be performed to track possible threats and security 

violations. Also, AI and other sophisticated tools can be used for monitoring the safety of cloud 
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software. The research also defines possible future trends related especially to future cybersecurity 

mitigations and those trends are (Ajax 2025): 

- digital twin simulations, 

- global regulatory harmonization,  

- patient-centric security approaches 

- underscoring the need for proactive collaboration between manufacturers, regulators and 

healthcare providers 

Since ISO 14971 is mainly an ordinary risk management standard for medical devices and 

cybersecurity issues are dealt in a separate standard ISO 27001 (ISO 2022), there might be a need of 

aligning of those standards and applying cybersecurity issues also to medical safety related issues. 

According to research by Ajax Raymond, the use of SaaS-type of medical software has increased 

the need of better collaboration between different stakeholders relating to safe operating in 

networks. When combining ISO 14971 risk management approach with ISO 27001 standard, there 

are no clear instructions how this collaboration can be done safely and what is required. Similar 

results were also discussed in a research paper of Carmichael et al. related to identifying possible 

cybersecurity risks in very early stage of development (Carmichael et al. 2025). The benefit from 

identifying possible risks in very early stage of product development will be much more cost-

efficient than fixing possible problems after the final product had been launched. 

Possible emerging trend derived from the reviewed research paper: 

- Cybersecurity brings the need of alignment of cybersecurity risk management with medical 

software risk management and expanding the scope of risk management actions 

A research paper has studied the consistency of IEC/ISO standards on safety and quality related to 

applications of telehealth and mobile applications. Analysis was divided into three subdivision: 

quality and safety management, core healthcare process and resources. The study is focused on how 

different safety and quality standards are aligned together. According to the study, there are some 

mismatches in alignment and without applying ISO 14971, patient safety may be compromised 

(Meijer et al. 2021). Standard IEC 62304 is a software lifecycle standard which is traditionally used 

in software development. The standard suggests that the software is divided into software units 

which will be integrated into system (ISO 2006). Since ISO 14971 is stricter related to managing 

risks and patient safety issues, applying only IEC 62304 may not provide enough patient safety. 
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Also, if IEC 62304 is applied, there are some risk management parts in both standards – IEC 62304 

and ISO 14971 – but those parts do not fully align together. The use of separate standards may then 

lead to the situation, in that there would be a need for some kind of upper-level control. 

Possible emerging trend derived from the reviewed research paper: 

- Since there are many standards related to patient safety, there is a need for some kind of 

upper level control for ensuring better alignment of different standards 

According to the article Regulatory Prospective on Software as a Medical Device, especially 

cybersecurity issues, decommissioning (end-use management), safety issues and high costs of the 

medical device and the difficultness of managing complex design and development process were 

seen problematic. Since there are different standards and regulations used in different parts of the 

world, managing the global regulatory issues were seen difficult (Foram et al. 2022). Since the 

software development methods and tools typically change after time and new ways to implement 

medical device software will appear, this causes pressure to regulation to be up to date with current 

implementations. If the definitions are different worldwide, ensuring the global regulatory 

compliance would most likely be needed for global regulatory standards. 

Possible emerging trend derived from the reviewed research paper: 

- Instead of national and regional medical device regulatory standards, the use of general 

global standards and regulations would be better for medical software intended for global 

markets 

There is medical software which can be developed in-house and which will fulfill the definition of 

medical device and which will be used in medical care. This kind of software is also regulated and 

must fill the medical regulation. According to the study by Lagerburg at al, an existing software 

development process must be transformed so that the medical regulation needs are met. One part of 

transformation towards regulatory compliance is implementing the risk management system. 

According to the study, currently there are no regulatory guidance documents or information on 

how those in-house products will be translated into regulatory compliance. In that research study, 

the software development process was splitted into smaller parts, regulatory related issues were 

added and responsibilities were defined. As a result, the in-house software production process 

becomes regulatory compliant (Lagerburg et al 2025). There is one EU guidance document related 

especially to in-house software (EU 2023d) but probably more guidance is needed. 
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Possible emerging trend derived from the reviewed research paper: 

- In addition to legacy medical software products, there is a need for similar guidance 

document for in-house developed medical software 

Beckers has studied how EU medical regulation affects medical software using AI and how a 

regulatory roadmap can be set to software medical products. According to research study, one 

problem is that if AI tools are developed in-house and the main purpose of the medical software is 

very narrow, there might be very little relevant guidance from the regulation and company must 

have experts understanding both the software related usage and regulatory issues (Beckers et al. 

2021). This kind of development trend might increase the requirements for people working with 

medical software products. Since the regulations are constantly changing and improving, the need 

for qualified personnel might be an important issue for companies. 

Possible emerging trend derived from the reviewed research paper: 

- Because of fast technology development and evolving medical regulation, requirements for 

qualified product development personnel will increase in the future 

According to the doctoral thesis of Kheir Omar, meeting regulatory compliance is typically harder 

to start-up companies which may typically have a very specific and unique medical software 

product. Especially medical software start-up companies have problems related to the lack of 

market Fitness of the developed product, absence of funding and improper management. Typically 

risk management process is concentrated on technical risks of the product and typically less 

attention is paid to usability and process risks. The thesis also pointed out that especially Small 

start-up companies may suffer the lack of management involvement (Kheir 2023). Although this 

references doctoral thesis did not present any silver bullet for successful risk management of 

medical software, the thesis highlighted the fact that managing risks requires high integration of the 

risk management process and company management involvement for supporting the maintenance of 

the quality management system and risk management process. 

Possible emerging trend derived from the reviewed research paper: 

- In order to succeed, all company personnel must be highly involved to the applying and 

integration of the risk management process 

According to research by Niamh Nolan and Olivia McDermott, Failure Mode Effect Analysis 

(FMEA) is the most common used tool in risk management. FMEA concentrates on defining 
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possible failures and failure causes including risk reduction. As a result, risks will be identified and 

risk probabilities and severities will be estimated. According to this research study, the repeatability 

and difficultness of applying risk management process to subcontractors were seen problematic. 

The research study suggests that also other risk management methods (like the use of hazard 

analysis) should be used in accordance with FMEA. Also, the complexity of risk management and 

the lack of personnel training was seen as a problem (Nolan et al. 2024). This research study 

highlights the fact that understanding the risk management process and making personnel aware of 

risk management issues are important part of medical software development. Very similar issues 

and future trends were seen in previous research by Kheir Omar (Kheir 2023). 

A research study conducted by Han Shihui et al. was about comparing different standard 

requirements (ISO/IEC 25010:2011) to medical device related standards (ISO 13495 and 14971). 

Research study found similarities between those standards and the mapping of similar 

functionalities between standards were possible (Han et al. 2020). Since there are many medical 

software device related standards, the use of some kind of framework for mapping different 

standard requirements into one framework could possibly reduce the documentation and 

implementation burden related to regulatory. Different standards have different viewpoints to 

product development and availability of one single framework could help combining different 

standards. A bit similar idea was discussed in other research study by Meijer (Meijer 2021). 

Master's thesis of Mika Peltokorpi contains a study related to resilient risk management of medical 

devices. The idea of thesis was to conduct interviews related to processing times of detected risks in 

product development. According to thesis, the use of visualizations and standard risk report 

templates helped product development organizations to react more rapidly to detected risks 

(Peltokorpi 2023). Since software development is moving towards increased automation, perhaps 

automation could also be applied to risk management tasks. Visualization, risk report templates and 

use of different automated reports could help managing risks. Automatic reporting could also help 

with increased medical regulation. The increased level of automation is also discussed in the study 

conducted by Häppölä (Häppölä 2024). According to Häppölä, automated tests related to testing of 

the medical software can generate also automatic verification evidence (related to fullfilling the 

requirements of the medical regulation automatically) but human approval is still needed for 

approving the automatically generated verification results. Also research paper from Svempe 

identified that gathering clinical evidence related to medical products will require lots of resources 

especially from smaller companies and causing possible delays for smaller companies to get their 
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products in the market (Svempe 2024). The complex and extensive medical regulation requirements 

may therefore require solutions; either simplifying the regulation or more automation. 

Possible emerging trend derived from the reviewed research paper: 

- The software development moves towards higher levels of automatization and automatic 

creation of regulatory requirements 

A research project conducted by VTT researched for best practices for transition to the medial 

device regulation, artificial intelligence compliant RegOps models and other medical software 

development related to healthcare. The project made co-operation with six industrial partners who 

were related to the production of medical software devices. According to the study, the use of 

artificial intelligence tools is difficult from the viewpoint of regulation (EU AI act was published 

years after this study) and implementing the regulatory related requirements were considered 

difficult and time consuming. Co-operation with other similar companies and exchanging 

experiences were beneficial. Regulation requirements were integrated into workflows of companies 

to meet regulatory requirements (Lähteenmäki et al. 2023). Since software development is moving 

towards higher automation, the need for automation in regulatory work was a key element in this 

study also. Also, earlier study by Peltokorpi had similar views (Peltokorpi 2023). 

According to Ph.D Dissertation of Svana Helen Björnsdóttir, there is a gap between academic risk 

management research and practical implementation of risk management in medical devices. 

According to this study, different risk management activities defined in different standards lack 

uniformity related to terminology and guidance. Also risk management could be better if state of the 

art -tools were used. Ph.D dissertation proposes new models for enhancing risk management 

methods proposed by current standards (Björnsdóttir 2024). Similar view related to the need of 

some kind of upper-level control of medical device related standards and risk management issues 

were also presented in previous research papers (Meijer 2021 and Han et al. 2020). Since medical 

software product development is developing and finding new ways of working, the risk 

management methods might also require their methodologies to be updated and enhanced. 
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5 Discussion 

5.1 List of identified future trends 

The table 5 below summarizes key findings related to possible trends in implementing ISO 14971 to 

the medical device development. References are from reviewed research papers or regulation. If 

reference article is not mentioned, source was general EU regulation. 

Table 5. Possible future trends 

Possible future trend Scope Scope group Reference article or other 
(if available) 

Risk management in 
medical devices is 
rather difficult and there 
is a risk that the risk 
management process 
will become single, 
isolated process. 

General risk 
management of medical 
devices. 

General Khinvasara et al. 2023, 
Karnika et al. 2020 

Current ISO 14971 may 
not contain sufficient 
cybersecurity risk -
related viewpoint and 
there might be some 
improvement needed for 
cybersecurity risks 

Cybersecurity point of 
view to medical device 

risk management 

Cybersecurity In 2021 

The use of AI has 
brought a whole new 
viewpoint to the 
development of medical 
devices and also for risk 
management of medical 
devices 

The increased use of AI 
related to medical 
devices and risk 
management 

AI EU 2024 

EU regulations are 
increasing, and this will 
most likely have an 
affect to the workload 
and also training needs 
for quality personnel 
working with medical 
device related issues 

Medical regulatory 
training 

Human  

The development of 
technologies used for 
medical devices (like 
cloud-based software 
development tools) 
requires new guidance 
and possibly also new 
definitions related to 
regulatory borders 

Risk management 
related to validation of 
product development 
tools for medical 
devices 

General FDA 2025 

Currently EU regulation 
related to risk 
management of medical 

Taking human factor -
issues into more 

Human  
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Possible future trend Scope Scope group Reference article or other 
(if available) 

products is more 
technical and there 
might be a need for 
defining also non-
technical, human-centric 
issues and 
methodologies related 
to risk management 

concern in risk 
management 

Increased integration of 
ISO 14971 into other 
relevant standards 

Risk management 
standard 

General Yang 2024, Javanmardia 
et al. 2024 

Managing software 
changes in incremental 
software development of 
SaaS-type of medical 
product will require 
more attention when 
software becomes more 
complicated 

Managing 
incrementation changes 
in SaaS software 
development 

General Odaibo 2021, EU 2023a 

The increasing 
complexity of SaaS-type 
of software product may 
lead to need for 
enhancing collection of 
user feedback for risk 
management purposes 

Collecting user 
feedback for risk 
management of SaaS 

Human Ojanen 2024 

The importance of 
identifying software 
components and 
mapping risks will 
remain important issue 
in the future. 

Identifying process 
components and 
possible risks 

General Sharma et al. 2024 

The software 
development moves 
towards higher levels of 
automatization and 
automatic creation of 
regulatory requirements 

Software development 
of medical devices and 
risk management 
integration 

AI Häppölä 2024, Peltokorpi 
2023, Lähteenmäki et al. 
2023, Svempe 2024 

Since there are many 
standards related to 
patient safety, there is a 
need for some kind of 
upper level control for 
ensuring better 
alignment of different 
standards 

Alignment of different 
patient safety related 
standards may require 
upper level control 

General Meijer 2021, Han et al. 
2020, Björnsdóttir 2024 

Cybersecurity brings the 
need of alignment of 
cybersecurity risk 
management with 
medical software risk 
management and 
expanding the scope of 

Cybersecurity risk 
mitigations 

Cybersecurity Ajax 2025, Carmichael et 
al. 2025 



55 
 

Possible future trend Scope Scope group Reference article or other 
(if available) 

risk management 
actions 

Instead of national and 
regional medical device 
regulatory standards, 
the use of general 
global standards and 
regulations would be 
better for medical 
software intended for 
global markets 

Global perspective on 
medical regulation of 
medical software 
products 

General Foram et al. 2020 

In addition to legacy 
medical software 
products, there is a 
need for similar 
guidance document for 
in-house developed 
medical software 

Guidance related to in-
house medical products 

General Lagerburg et al. 2025 

Because of fast 
technology development 
and evolving medical 
regulation, requirements 
for qualified product 
development personnel 
will increase in the 
future 

The relationship 
between regulatory 
needs and personnel 
competence 

General Beckers at al. 2021 

In order to succeed, all 
company personnel 
must be highly involved 
to the applying and 
integration of the risk 
management process 

Applying risk 
management process 
for developing medical 
software product 

General Kheir 2023, Nolan et al. 
2024 

 

According to previous table, there are some trends visible and general risk management issues are 

most common in referenced research papers. Since the development process of medical software 

devices is getting more complex, the need for automated tools was also mentioned. Risk 

management -thinking must be expanded from traditional product risks of physical products to 

cover all kinds of risks related to software products and software product operating environment. 

EU regulation is also constantly changing according to needs and technological development. 

Globalization makes also requirements for global regulation instead of regional regulation. This 

might be especially important with SaaS products which can be used from anywhere in the world. 

Identifying possible new risks caused by cybersecurity issues was also mentioned. 
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5.2 List of identified trends 

According to this study, the implementation of quality management system (according to ISO 

13485) including the risk management (according to ISO 14971) requires extensive amount of 

work. 

Especially with SaaS-type of medical product development, the complexity of medical software 

may present challenges. Since the quality management standard and risk management standard give 

guidelines to implement the management systems, there are some extra challenges related 

especially SaaS-type of medical software. Increasing regulations puts pressure on company 

employees to learn new regulations, tools and technical issues. Because of more complex 

environment, risk management thinking shall be expanded also from technical issues also to human 

issues. 

SaaS-type of medical software is typically more connected and more complex than normal, on-site 

and isolated medical software. Therefore, different cybersecurity issues must be addressed in a 

more specific and detailed way. Since the risk management standard ISO 14971 concentrates only 

on general risk related issues, the efficient implementation of managing cyber risks may require 

extra planning. Although there are separate standards and frameworks for managing cyber risks 

(like ISO 27001), implementing cyber risk management especially with medical software is 

somehow an issue with not so specific guidelines and instructions. 

According to search for possible future trends, it was found out that there are many separate 

standards guiding the product development of a medical software product. However, the importance 

of connecting those separate standards may be an important issue in the future. This is because of 

the confidentiality of patient data and patient health issues. 

Maybe the main future trends can be summarized in four main topics: 

- Global perspective to medical device regulatory 

- The need for alignment for various guidances and standards 

- Better adoption of fast-evolving cybersecurity issues to software medical products 

- Increased automation of risk management -related tasks in the development of medical 

software 
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Possible main future trends of risk management are shown at the Table 6 below. The table includes 

possible future trends and possible drivers and driving force which may influence the trends. 

Table 6. Possible main future trends 

Possible main 
future trend 

Possible 
driver 

Scope Current 
regulation 

status 

Driving 
force 

Reference 
article or other 

(if available) 

Instead of 
national and 
regional medical 
device regulatory 
standards, the 
use of general 
global standards 
and regulations 
would be better 
for medical 
software 
intended for 
global markets 

Global 
markets 

Global 
perspective on 
medical 
regulation of 
medical software 
products 

EU has own 
medical 

regulation, 
other market 

areas have their 
own regulation 

Globalization Foram et al. 
2020 

Since there are 
many standards 
related to patient 
safety, there is a 
need for some 
kind of upper 
level control for 
ensuring better 
alignment of 
different 
standards 

The 
increasing 
number of 
standards, 
regulation 
and guidance 

Alignment of 
different patient 
safety related 
standards may 
require upper 
level control 

In EU, medical 
directive 

including the 
number of 
guidance 

documents, 
national 

instructions and 
other standards 

is increasing 

Integration of 
medical 
regulation 

Meijer 2021 

Cybersecurity 
brings the need 
of alignment of 
cybersecurity risk 
management 
with medical 
software risk 
management 
and expanding 
the scope of risk 
management 
actions 

Increased 
complexity of 
medical 
software and 
cloud 
environment 

Cybersecurity 
risk mitigations 

Software 
running in cloud 

service is 
getting more 

complex 
bringing 

Increased 
complexity 
caused by 
cybersecurity 

Ajax 2025 

The software 
development 
moves towards 
higher levels of 
automatization 
and automatic 
creation of 
regulatory 
requirements 

Software 
development 
of medical 
devices and 
risk 
management 
integration 

AI and 
automation 

The use of AI is 
increasing, and 

more 
automation is 

used in 
software 

development, 
the increased 

regulation 
requires more 

work which 
could be 

automatized 

Increased 
regulation 
and 
automation 
tools 

Häppölä 2024, 
Peltokorpi 
2023, 
Lähteenmäki et 
al. 2023, 
Svempe 2024 
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The main trends are explained in more detail in the following chapters. 

5.2.1 Global perspective to medical device regulatory 

Since medical software products are typically sold worldwide, there might be a need for 

international medical regulatory instead of regional regulatory. This can be problematic since the 

amount of work needed to harmonize the regulatory may require work. Typical SaaS-type of 

medical software device can be used globally, and possible risks are also global. Therefore, the use 

of globally accepted standards is important. 

When there are many different regulations, there might be overlapping work which may not 

produce any extra value for the customer. Regional regulations, instead of common global 

regulation, may also cause more financial expenses and delayed development of medical software 

products. 

5.2.2 The need for alignment for various guidances and standards 

Currently there are many guidance documents, standards and similar guiding documents. Although 

there are lots of similarities between those, the alignment of different standards was seen important. 

For SaaS-type of medical software device, the better alignment of risk management and other 

standards could improve risk management in general. 

In a perfect world, things are done only once but because of many similar regulatory needs, there is 

probably overlapping work. Overlapping work causes extra costs and delays. 

5.2.3 Better adoption of fast-evolving cybersecurity issues to software medical product 

Since cybersecurity risks and technologies are evolving fast, there might be a need for better risk 

management especially concerning cybersecurity risk issues. Older and slower approaches may not 

be sufficient for detecting and reducing cybersecurity risks. Since SaaS-type of medical software 

products are vulnerable to cybersecurity risks, there is an efficient need for reducing especially 

those risks. 

In addition to cybersecurity risks, the need for a wider perspective on risk management was 

discussed in several research papers. In addition to technical risks, human-centered aspects and 

financial risks must be considered in addition to new cybersecurity risks. 
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5.2.4 Increased automation of risk management -related tasks in the development of 

medical software 

Since software development moves towards higher level of automation and medical regulation 

increases, there is a need to also automate risk management. Automation could ease the required 

workload and help to implement systematic approach to risk management. For SaaS-type of 

medical software product, possible automation of risk management could be easy to implement 

when implementing other automated software development processes. 

Automation does not remove human role since humans are still needed for validating the results of 

automation. Increased automation would speed up the risk management and product development 

process. Similar automation is already happening in industry as a general. The problem in 

combining automation and risk management is the complexity of risk related issues. 
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6 Conclusion 

Software used for medical purposes must be developed and maintained according to medical device 

regulation. Medical device regulation has a long, over thirtyyears of history, and EU has an 

extensive set of directives and guidance documents related to medical device regulation. The aim of 

medical regulation is to ensure patient safety. 

In addition to medical device regulation, there are several standards (like quality management 

standard ISO 13485 for especially medical products) which are practically mandatory for 

manufacturers of medical devices. Standards define requirements for quality management system, 

including risk management. Since there are many types of medical devices, standards are more like 

a general framework for work and implementing requirements always requires applying and 

understanding regulatory requirements. 

Regulatory requirements affect the whole product development life cycle from design phase to 

implementation, testing, delivery and post-market activities. Since patient safety is the key issue, 

risk management actions must be implemented to all company processes of medical device 

manufacturers. Inadequate risk management process may cause patient safety to be compromised, 

financial losses and reputation losses for the company. If product related risks are known at a very 

early development phase, risk mitigation is cheaper and easier than mitigating risks when the 

product is already delivered to customers. 

Many medical products are nowadays software products and especially software, which may be 

executed in a cloud environment. When the manufacturer delivers the software and takes care of 

updates and running of the software, the customer uses software as a service (SaaS). In a cloud 

environment, in addition to traditional product risks, there are also new cybersecurity risks and 

other risks caused by new technologies. 

Because of the importance of implementing the risk management process for SaaS-type of medical 

software product, it will be beneficial if possible future trends about implementing and using the 

risk management process are known. Estimating those trends may improve the reaction to possible 

risks, finding better risk management implementation solutions and understanding the general 

trends in risk management development. 

Research papers were reviewed and the main future trends were about many general level 

improvements related to risk management issues. Although technology and medical software 

products are becoming increasingly complicated, according to this study it seems that the main 
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development trends of risk management are mainly related to general risk management issues. EU 

regulation has also created additional guidance related to issues which were unclear and which 

needed more clarification. 

Since cloud-based medical software can be used from anywhere in the world, there is a certain need 

for global standardization. From risk management point of view, the ISO 14971 standard could be 

one possible global standard for ensuring that risk of medical software is taken care of. The use of 

global standards, instead of many national and regional standards, could also ease the workload of 

medical software manufacturers. 

Multiple regulations, laws, standards and guidance documents might require ensuring that there is 

no double work and there are no gaps between different requirements. For example, there might be 

many cybersecurity standards which may have many similar issues. Because of the use of multiple 

requirements, it should be ensured that all are covered and same actions are not done multiple times. 

Especially SaaS-type of medical device is vulnerable to cybersecurity risks. Since network 

environment is evolving fast, there is a need for constantly observing and monitoring for possible 

risks. Network environment also requires many kinds of co-operation with various parties, and it 

must be ensured that information is available to all stakeholders. 

Although AI does not seem to provide any silver bullet to risk management of SaaS-type of medical 

software products, more complex regulation tends to lead to increased automation. The problem in 

implementing automated risk management according to ISO 14971, is that human intervention 

might still be a crucial part of risk management. Since automation cannot yet make the final 

decision, the role of humans in risk management is still important. 

One very interesting viewpoint is the extension of the usage of ISO 14971 from medical device 

industry towards processing of sensitive data with AI. ISO 14971 offers tested and robust 

framework for managing sensitive patient health data and same principles could be applied also in 

more general AI applications. There might be similarities between sensitive data used in for 

example medical industry and in financial industry (for example; Nordea 2026), the industry could 

benefit from the use of single risk management standard for all sensitive data. AI applications are 

also typically SaaS-based and there are certain similarities in risk management. 

Figure 5 below summarizes possible future trends of implementing ISO 14971 risk management in 

SaaS-type of medical device. According to the figure, main trend will be implementing various 

general advancements and improvements to risk management. Although AI tools and cybersecurity 
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issues are appearing, the general core risk management thinking and implementation seems to play 

a key role in the future too. 

 

 

Figure 5. Summary of possible SaaS-type of medical device according to this study. 

 

6.1 Possible subjects for further study 

The limitation of this study is the number of research papers reviewed. Using more extensive 

literature reviews might bring broader insights. Medical device regulatory world is very complex 

and vast, and perhaps the research topic could be more specific. Further research could be done by 

automatically analyzing research papers and other relevant information. 

Also, other sources like newspaper articles, professional non-academic journals and whitepapers 

could be added to trend estimation. If newspaper articles related to occurred risks would be added 

alongside with other information, the effectiveness of risk management implementation could be 

studied. With news -related information, it could be possible to define if risk management is 
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developing in the right direction. Since cybersecurity related news have become common, also 

medical device software related news are common. 

Also reports from the medical software manufacturers could be an additional source of information 

and possible interviewing of relevant quality personnel could bring additional information about 

possible risk management future trends. However, it must be kept in mind that manufacturers might 

not publish any confidential information and since risk management is typically a key process in the 

company, companies probably do not want to give such information away. Enhancing and 

automating risk management actions, companies can generate more revenue and therefore 

interviews may not include all information. Companies also control what kind of information they 

want to publish, and it might be difficult to get information from, for example, problems related to 

risk management because company reputation issues. 

There are also some databases where reported risks are stored. Those are for example: 

- HPRA (Health Products Regulatory Authority) database (HPRA 2026) 

- The Agence nationale de sécurité du médicament et des produits de santé (ANSM 2026) 

- Das Bundesinstitut für Arzneimittel und Medizinprodukte (BfArM 2026) 

- The Swiss Agency for Therapeutic Products of Switzerland (Swissmedic 2026) 

- The Medicines and Healthcare products Regulatory Agency (MHRA 2026) 

Those databases contain information of reported risks and trends about occurred risks could be 

estimated from those. Since contents of risk descriptions may vary inside each database and 

between databases, some kind of automation would be useful for automatically retrieving and 

analyzing information from thos databases. Automation would have also required the 

implementation of some kind of complex classification algorithm. 

Risk management and medical device regulation are constantly changing. It must be noted that the 

results of this and another related research may also have a limited lifetime. Also, one promising 

subject for further research could be the suitability of adopting ISO 14971 for such AI applications 

which will process sensitive data. This extension of the standard usage could help limiting the 

number of standards and expanding the use of best risk management practices also in outside 

medical industry. 
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