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1 INTRODUCTION

Privacy is clearly one of the pressing issues of the information age. The topic of privacy
is featured in newspaper articles literally every day. Surveillance cameras are installed
in school toilets (Vasama, 2012), Facebook’s privacy policies are regularly discussed
(Ahlroth, 2010), banks refuse to hand over customer information that they have gath-
ered (Malmberg, 2012) and the European Commission has recently published a pro-
posal for a new data protection regulation to update and reform the Data Protection Di-
rective from 1995 (European Commission, 2012). Privacy concerns are often connected
with new and emerging technologies. Technological systems such as CCTV cameras,
radio-frequency identification (RFID) tags and GPS tracking regularly evoke discussion
and fears among the public. The potential for surveillance and monitoring seems to con-
stantly increase. At the time of writing, newspapers are discussing the privacy concerns
raised by Google Glass, a potentially transformative new technology enabling a camera
and a screen to be unobtrusively placed in a pair of eyeglasses (Arthur, 2013). In addi-
tion to newspaper coverage, countless books and articles have been written and aca-
demic seminars have been held on topics related to privacy and surveillance. In the
quickly changing field of privacy concerns raised by technology, it seems that a schol-
arly account would become obsolete within months of its writing. On the other hand,
there are also constant and recurring themes within privacy concerns. Current privacy
concerns raise an important question about the future. If this is possible now, what will
happen tomorrow?

In this thesis, I will analyse ideal-typical images of the future of privacy held by non-
experts. The aim is to examine currently held images of the future and the assumptions
behind them. The subjective images of the future are set against the objective back-
ground of a conception of privacy as a social phenomenon and the ways in which the
level of privacy changes over time through the influence of technologies, actors, inter-
ests and practices. The theoretical background is a combination of critical futures stud-
ies and critical realism as well as the dialectic of subjective and objective futures, and
causal layered analysis is used as the central methodological tool.

I will argue that current images of the future contain valuable insights but they are
constrained by two main problems: lack of recognition of ongoing social and techno-
logical developments and simplistic conceptions of privacy based on a dichotomy of the
individual and society. A monolithic society is seen either as a threat to privacy or as the
protector of privacy. Due to these problems, images of the future tend to be either fatal-
istic images which view individuals as helpless in the face of unstoppable loss of pri-
vacy or utopian images which neglect path-dependent technological developments and
the difficulty of protecting privacy in a fragmented society consisting of many norma-

tive circles. Therefore, I will argue that one solution is a responsible attitude towards the



future which takes present challenges seriously and views privacy as an institution that
maintains social freedom in the context of normative intersectionality. Awareness of
images of the future and of their assumptions is also important because it enables re-
flexivity and the dialogue of images of the future. Throughout, I maintain that non-ex-
perts’ images of the future are important because they influence the actions of individu-

als and groups and therefore they affect the future of privacy.

1.1 Structure of the Thesis

This study contains two main parts: a theoretical part and an empirical part. First, I will
discuss the theoretical tools which will be used in the empirical part. The study is set
within the framework of critical futures studies and critical realism. Then, I will discuss
the theoretical concept of image of the future and causal layered analysis as the method
of analysis. Next, the foundation for the empirical part will be laid by developing a con-
ception of privacy suitable for this study. This entails discussing central theoretical con-
tributions to the topic of privacy. I will argue for a critical realist perspective that views
privacy as a social institution which consists of norms concerning information flows
and access to individuals. From this perspective, privacy is a structural feature of soci-
ety rather than a mental state or a phenomenon constructed through language, for in-
stance. Drawing on the work of Nissenbaum, Schoeman, Elder-Vass and others, privacy
is conceptualised as a social institution for creating, maintaining and negotiating the
boundaries between normative circles. Moreover, a preliminary model will be de-
veloped to explain changes in privacy. The model considers central elements of how
privacy changes through the privacy-threatening practices of actors.

The empirical material for the study is provided by three focus group sessions held in
spring 2012 in three countries: Finland, Germany and Israel. The focus groups were
held as part of the PRACTIS project and they consisted of non-experts from various
backgrounds who answered four rounds of open questions, each approximately 30 min-
utes in length.' In the empirical part, the focus group discussions will be analysed based
on themes which draw on the theoretical model as well as the literature on privacy. The
aim is to grasp individuals’ privacy-related beliefs about the present and the past as well

as about causes and effects. I will argue that the focus group participants can be divided

1 PRACTIS (Privacy - Appraising Challenges to Technologies and Ethics) was project funded by
the European Commission’s 7th Framework Programme for Research and Technological Devel-
opment and coordinated by the Interdisciplinary Centre for Technology Analysis and Forecast-

ing at Tel Aviv University, Israel. See http:/ /www.practis.org/.



into four clusters: privacy fundamentalists, privacy pragmatists, privacy individualists
and privacy collectivists. Ideal-typical images of the future of these four clusters will be
built and then analysed using the causal layered analysis method. Finally, the conclu-

sion will summarise the findings and suggest their wider implications.

1.2 Assumptions

The approach taken in the thesis is based on three central assumptions or theoretical
starting points. The first assumption is that in an analysis of images of the future, pri-
vacy should be seen as a social and contextual phenomenon. Adopting a social and con-
textual perspective on privacy means that privacy is viewed as a feature of societies
rather than only a mental state of the individual or a universal value, for example. The
contextual nature of privacy also means that privacy is a dynamic phenomenon which
has different forms in different contexts and at different historical periods.” Privacy is
also contextual in the sense that it is experienced within a micro context such as the
home, workplace or a health centre. Because of this contextual nature, privacy is a chal-
lenging topic for a future-oriented study. The context-bound nature of privacy means
that one cannot define privacy precisely and conclusively and then study its de-
velopment into the future as one can with precisely defined variables such as the GDP
of a nation-state. A decontextualised, unhistorical account of privacy would arguably be
a case of privacy fetishism, seeing a human-created phenomenon as a natural one
(Fuchs, 2011, p. 226; Lobet-Maris, Grandjean, Colin, & Birnhack, 2012, p. 47). Instead,
privacy should be seen as a moving target. The particular forms which privacy takes
change along with changes in technology and society, and they may even change differ-
ently in different contexts such as healthcare and policing. However, I will argue below
(section 3.3.2) that there is a general form of privacy as a social phenomenon that is
relatively constant.

The second assumption is that individuals’ images of the future matter for the future
of privacy. This assumption is related to the general premise of futures studies which
states that futures thinking is vital for human action (Bell, 1997, p. 142). Images of the
future are not only interesting in themselves but also because they influence the behav-

iour of individuals and groups.

2 Privacy could also be seen very differently. Raikka (2007, p. 29), for instance, argues that if
privacy is taken to mean the inner life of the individual, it is not appropriate to examine chang-

es in privacy. Clearly this approach would be less useful for futures studies.
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The third assumption is that new and emerging technologies have a role in the future
developments in privacy but they do not determine the future of privacy. As I will argue
in section 3.4.2, I adopt a position of technological realism which sees technology as a
force in creating path dependencies and possibilities, for example, but technology is not
a social actor and its actual influence is tied to actors and their interests. Technology is
seen neither as a determining influence on the future (technological determinism) nor as
a purely instrumental tool that can be used for any purpose (technological neutralism).
Technology gives affordances for privacy violations, but actors and their interests play a
crucial part in determining to what extent this potential is used. On the other hand, peo-
ple can actively appropriate technologies as well as find ways of avoiding privacy vio-
lations or adapting to them. The interests of actors and power relations play a key role in

how the influence of technology comes into effect.

1.3 Research Questions and Hypotheses

In this study, the main topic of the futures of privacy is divided into research questions
on three topics: privacy as a social phenomenon, privacy perceptions and images of the
future of privacy. The main questions and sub-questions I will aim to answer are the

following:

1.  What is privacy as a social phenomenon and how does privacy change
over time?

The first research question relates to the definition of privacy and to changes in privacy.
From the social perspective, what kind of phenomenon is privacy? What functions does
it have? What is it that changes when we say that privacy changes over time? Which
factors cause the changes? Answering these questions will require a literature review of
central theoretical writings on privacy and building a preliminary conception of privacy
and an analytical model of privacy dynamics. My hypothesis is that such conceptions of
privacy and of privacy dynamics can be found which enable a study of images of the

future of privacy.

2. How is privacy perceived among non-experts and which factors are seen to
threaten privacy?

The second question concerns the perceptions of privacy among citizens. The starting

point is that concerning privacy, the views of ordinary citizens are important. Privacy is

a topic that is notoriously difficult to define and it is closely linked with everyday ex-

periences of people. The protection of privacy also depends partly on individuals.

Therefore, it is important to be concerned with the kinds of information that non-experts
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can provide on the topic. Nevertheless, an understanding based on the scientific litera-
ture on privacy is also needed to set the views of individuals into context.

There are several sub-questions that help in examining privacy perceptions. Firstly,
there are general questions concerning privacy. How do individuals define privacy and
the functions of privacy? In what kinds of situations and contexts is privacy important?
Secondly, there are questions relating to privacy threats. If privacy is seen as being un-
der threat, what are viewed as the main threats to privacy? What kinds of actors and
interests would threaten privacy? Who is ultimately responsible for protecting privacy?
How can privacy be protected?

My hypothesis is that views on privacy can be grouped into clusters of similar views
which represent ideal-typical conceptions of privacy. I will not claim that individuals
with different privacy conceptions constitute self-conscious social groups but they do
share assumptions and beliefs which are influenced by certain aspects of the cultural
environment. The aim is not only to discover and describe such groups but also to sys-

tematically examine the underlying assumptions behind the beliefs about privacy.

3.  What types of images of the future of privacy are there among non-experts
with the time frame from the present until the year 2050?

The third research question relates specifically to the futures of privacy. It links with the
first two questions which try to answer what privacy is and what threatens it. The first
question deals with objective aspects while the second question deals with subjective
perceptions. The first two questions, then, specify the topic and perceptions of it, and
the third question is concerned with the futures of that topic. The time frame reaches
from the present until the year 2050. From a policy perspective, the time frame is rather
long but within futures studies such time frames are not unusual. The relatively long
time frame is justifiable by the interest in critically examining alternative futures and
not merely considering futures that seem probable at the moment. If the time frame
were defined very close to the present, the space of possible futures would be much nar-
rower, limited by current institutional arrangements and patterns of thought. With a
longer time frame, there is more room for imagination and creativity in envisioning al-
ternative futures. There are of course drawbacks to this approach. The long time frame
makes the consideration of probable futures very difficult. Not much of value can be
said about the year 2050, especially concerning such a fast-moving area as technology.
The flipside of the increased imaginative possibilities is that the subjective way of per-
ceiving certain social circumstances could be different in the relatively far future, which
further complicates the study of alternative futures.

My hypothesis regarding images of the future is that conceptions of privacy and be-
liefs about the future of privacy are linked in a relatively systematic way in the sense

that there is a logical connection between beliefs about privacy and images of the future
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of privacy. The first research question will be answered using literature on privacy, and
the second and third research questions will be answered using the empirical focus

group material.

1.4 Delimitations of the Study

In this section, I will delimit the approach to privacy that is taken in this thesis. Since
privacy is such a multifaceted phenomenon, it must be approached from a particular
perspective in order to cope with the amount of literature in any depth and to reach in-
teresting results. Privacy will be approached here from the social point of view. Figure 1

illustrates the different aspects of privacy in a simplified way.

Social
Ethical Psychological
Legislative Political
Technological
Figure 1 Different aspects of privacy

The diagram above is a heuristic illustration of different facets of privacy. The dif-
ferent aspects are perhaps best understood as different ways of approaching privacy. For
example, approaching privacy from a social point of view draws attention to different
questions than if one is interested in the psychological point of view. Illustrating the
aspects of privacy as a Venn diagram also demonstrates that the different aspects of
privacy overlap in various ways.’

In order to delimit the area of study, it is useful to briefly describe the aspects of pri-
vacy which are not the topic of this study. The psychological dimensions of privacy

include aspects such as the functions of privacy for psychological wellbeing or cogni-

3 In addition, the illustration raises the question whether privacy has a core which concerns all

the different aspects. This question cannot be solved within the space of this thesis.
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tive performance. Technological questions related to privacy concern the design and use
of information systems, for instance. Ethical aspects of privacy include questions such
as the foundation of the value of privacy and ethical justifications for ways of protecting
privacy. The political dimension of privacy involves questions such as the link between
privacy and democracy. Is privacy necessary for a functioning democratic system (e.g.
the secret ballot), and inversely, is democracy necessary for preserving privacy? More-
over, issues of power and surveillance largely fit into this perspective, even though
power can also be examined from a sociological point of view. Finally, the legislative
approach considers privacy from the viewpoint of jurisprudence and deals with ques-
tions such as how privacy should be defined in legislation and which institutions and
frameworks should protect it.*

The final three systems (ethics, politics and legislation) will be touched in this study,
but only in connection with social aspects of privacy. In general, these issues of psy-
chology, ethics, technology design, politics and legislation are not studied in this thesis
as such, although interpretations and understandings of them that were presented in the
focus group discussions are examined. For instance, focus group participants’ beliefs
about appropriate privacy legislation will be discussed and analysed, but my aim is not
to present detailed law and policy recommendations as this would be the topic of an-
other study.

In this thesis, privacy is studied from the social perspective. It is assumed that pri-
vacy is essentially a social phenomenon or at least that the social aspect is one central
aspect of privacy. Privacy relates to how people interact with others and how they relate
to the wider society, and privacy as an institution is also an aspect of social structure.
The social perspective on privacy does not ignore the individual but it tries to go beyond
the common definition of privacy as atomistic individuals escaping from the influence
of society.

Adopting a social view on privacy does not mean denying the importance of studying
privacy in relation to governmental surveillance, for instance but this is not the main
focus from this viewpoint. The social perspective on privacy is general in the sense that
many actors can potentially threaten privacy. Gavison (1980/1984, p. 357) argues that
most privacy claims are not in fact for non-interference by the state but for interference
by the state to protect against other individuals. In addition to the state, then, other indi-
viduals can be threats to privacy, as Mika Mannermaa (2007) argues by using the con-

cept ‘some brother’ rather than Big Brother. Emphasising the social rather than political

4 In addition to these six dimensions, one could of course suggest others, such as economic,
organisational or cultural perspectives. As mentioned above, the dimensions are listed here for

clarifying the perspective of this thesis.
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aspects of privacy also does not mean ignoring issues of power. Instead, it means that
power is viewed from a sociological viewpoint rather than focusing on formal political
power held by branches of the government and other public actors.

A few general delimitations are also in order. The issue of cultural differences in pri-
vacy perceptions and privacy protection is an interesting issue but it is beyond the scope
of this study. The present study will in effect limit itself to the Western context, al-
though my definition of privacy as a social institution allows the possibility that this
institution takes a different form in different cultures. In addition, I provisionally agree
with Daniel Solove’s (2008, pp. 183—187) contention that while conceptions of privacy
are culturally contingent, the underlying problems related to privacy are similar in most
industrialised societies with an economy that is heavily based on information. The pre-
ferred solutions may differ, but the problems are generally similar. Moreover, with in-
creasing globalisation, there is likely to be more convergence than divergence in this
regard.

Additionally, this thesis will not deal with the issue of organisational privacy, mean-
ing for instance data protection which protects information belonging to an organisa-
tion. My definition of privacy, however, suggests that organisational privacy, in this
meaning, is perhaps best considered under some other title such as secrecy or intellec-
tual property because the functions of privacy are linked so closely to individuals. Or-
ganisational privacy, then, could mean protecting the data of individuals within organi-
sations, for instance.

Quantification of privacy and quantitative predictions concerning the level of privacy
are also excluded from this thesis. Any models that I present are purely qualitative. Al-
though quantitative approaches may provide valuable information, they tend to radically
simplify the multi-dimensional phenomenon of privacy. However, it is possible that at
some point theories of privacy as a social phenomenon will be formalised to the extent

that useful quantitative models can be formulated.

1.5 Originality of the Thesis

Privacy is clearly a much discussed issue in academic literature and a thesis on privacy
must somehow justify its contribution to this literature. While there is a great deal of
academic literature on privacy, there is less literature focusing on the futures of privacy
and, to my knowledge, none dealing with images of the future of privacy. Some authors
make brief references to the future of privacy. At the very end of Daniel Solove’s Un-
derstanding Privacy (2008), the author notes that new technologies will continue to
bring forth new privacy problems and transform existing ones. He argues that a clear

framework such as his own is needed for an understanding of privacy problems, so that
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privacy can be balanced with countervailing interests (2008, pp. 196—197). Juha Raikka
also makes a passing mention of the future of privacy when discussing genetic privacy
in particular. According to Réikka (2007, p. 159), the discussion on genetic privacy will
continue and widen to new situations and new value questions, because of the progress
of medicine and the increasing number of applications of genetic data. However, these
mentions include no substantial discussion of the future of privacy.

Other authors present more substantial scenarios about the future of privacy. David
Brin (1998, pp. 296-300) outlines four negative surveillance scenarios: surveillance
elites, surveillance obsession, surveillance acceptance and surveillance overload. How-
ever, on the whole Brin presents a highly polemical account in favour of transparency
and he views privacy narrowly as the right to be let alone (1998, p. 334).” Therefore his
account is not directly useful here. Within the field of futures studies, Mika Mannermaa
has touched the topic of privacy in discussing life in ubiquitous information societies.
His central thesis is that surveillance is currently exercised by a semi-invisible and dif-
fuse ‘some brother’ consisting of public and private actors as well as individual citizens.
Privacy is thus threatened not only by governments and companies but also potentially
by anybody and for various reasons. According to Mannermaa, ‘some brother’ controls,
knows and never forgets. Mannermaa presents three negative surveillance scenarios
based on the dominance one of three powers: the state, the market and civil society. He
argues that a benign scenario would be one where all three powers work efficiently
(Mannermaa, 2007, p. 111, 2008, pp. 34-36). The crucial change for Mannermaa is the
increasing ease and democratisation of surveillance. This democratisation is clear today
from the proliferation of camera phones, for example. However, neither Brin nor Man-
nermaa engage with the conceptual work on privacy and their work is mainly useful for
the discussion of threats to privacy.

Research projects funded by the European Commission have also built privacy sce-
narios. The SWAMI project developed four “dark scenarios” with reference to data pro-
tection in the context of ambient intelligence (Hert, Gutwirth, Moscibroda, Wright, &
Gonzalez Fuster, 2008).° In addition, five general privacy scenarios were created within
the PRACTIS project from which the focus group material for this study was acquired.

These scenarios were based on expert interviews and they discussed the possible futures

5 Moreover, I would use “transparency’ in a different sense than Brin who connects it with the
openness of individuals. For me, transparency means the openness of organisations towards
citizens. While institutions should be transparent in a democracy, individuals arguably have no
such duty.

6 SWAMI (Safeguards in a World of Ambient Intelligence) was a project funded by the Europe-

an Commission’s 6th Framework Programme for Research and Technological Development.
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of privacy based on different assumptions about social, political and other changes
(Auffermann, Luoto, Lonkila, & Vartio, 2012). The central aim of these scenario efforts
was to formulate policy and legal implications and the approach was quite different
from this thesis where the focus is on images of the future that are presently held by
non-experts. Comparing the results of these two approaches could be fruitful but it is
not attempted in this thesis.

It could be argued that there is a research gap in future-oriented studies of privacy as
a social phenomenon. To my knowledge, none of the existing literature deals with im-
ages of the future of ordinary citizens, on the one hand, and with the social perspective
on privacy, on the other hand. Therefore this study has originality value. On the other
hand, the conclusions of this study, particularly on the images of the future of privacy,
must be provisional and cautious since there are no prior studies on the topic. Additional
research, including empirical research, is needed in order to reach more certain results.

This thesis is primarily an academic work aimed at furthering the understanding of
privacy and various futures of privacy. However, the results may also have practical
value for several purposes. Firstly, they illuminate the hopes and fears of the public that
are related to privacy in the future. These attitudes should be taken seriously by design-
ers of information systems, for instance. Similarly, governmental actors and companies
should also consider the experiences and attitudes of individuals because these attitudes
affect the behaviour of individuals. On the other hand, educators and education planners
need to assess whether awareness about privacy should be raised, and citizens’ images
of the future can provide material for this consideration.

This study also features a unique combination of methods and research material.
Combining focus group data with causal layered analysis is expected to yield valuable
results that can draw on the strengths of both methods, while the combination of the two
provides unique advantages that neither methodology alone would provide. The focus
group data collection method benefits from causal layered analysis because CLA pro-
vides a systematic method for analysing the data. In turn, the causal layered analysis

benefits from the fact that there is empirical material to analyse.
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2 FUTURES STUDIES: THEORETICAL APPROACH AND
KEY CONCEPTS

This thesis is set within the overall framework of critical futures studies which focuses
on critically examining the present and exploring alternative futures. I will argue that
critical futures research, viewed from a critical realist perspective, should emphasise the
openness of the future but also acknowledge ongoing social processes and the limits of
social construction. After a discussion of critical futures studies, the central concept of
image of the future will be examined. I will discuss how images of the future can be
used as conceptual tools in discussing the futures of privacy, in particular. Then, causal
layered analysis will be presented as an interpretive framework for analysing images of
the future of privacy. I will argue for an application of causal layered analysis based on

critical realism as opposed to the poststructuralism suggested by Inayatullah (2004a).

2.1 Critical Futures Studies, Critical Realism and the Open Future

The meta-theoretical approach that is taken in this thesis is critical futures studies com-
bined with a critical realist perspective. My starting point for critical futures research is
Bell’s (1997, pp. 181-183) view of futures studies as an action science and a transdisci-
plinary social science. Futures research requires many kinds of knowledge but aware-
ness of social theory is crucial for studying, and perhaps promoting, social change proc-
esses.

Sohail Inayatullah and Richard Slaughter have argued for a radical approach to criti-
cal futures research which has some strengths but in my view it must be supplemented
with a critical realist framework. Inayatullah distinguishes critical futures studies from
predictive and cultural futures research. According to him, the critical futures approach
is focused on making the present remarkable by problematising current categories
(Inayatullah, 2004b, p. 71). Richard Slaughter, in turn, distinguishes critical futures
studies from what he terms ‘pop futurism’ and ‘problem-oriented futures work’. Pop
futurism refers to non-theoretical popular work which often features predictions about
technology. Problem-oriented futures studies refers to a large part of mainstream futures
research which deals with the challenges that are likely to emerge in the future. Critical
futures studies, in contrast, aims to understand the processes of “meaning-making, para-
digm formation and the active influence of obscured worldview commitments”. This
understanding enables the search for alternative futures. Critical futures studies exam-
ines social structures, trends and problems as social constructions that can be questioned
and renegotiated (Slaughter, 2004, pp. 148—149). The preoccupation of critical futures

studies is thus on opening the future to alternatives by questioning current understand-
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ings of the future and of change processes. The assumption is that there are, as Slaugh-
ter (2004, p. 148) puts it, “[v]astly more choices than ever seriously explored”.

The strength of critical futures studies is that it takes into account power, interests
and the symbolic construction of the social world instead of only focusing on problems
as they are commonly understood. Foresight and planning activities often involve a use
of power because the future is contested and much more uncertain than the present and
because many interest groups are struggling for power to influence the future. As
Inayatullah (2004b, p. 77) notes, many power interests are embedded in forecasts and in
the language in which they are written. Futurists should thus be conscious about their
power and ethical responsibility when they are giving recommendations based on fore-
sight. Within scenario building, for instance, futurists should be explicit about why par-
ticular drivers are chosen and how variables are altered to produce different scenarios.

As an object of study, futures should be approached differently than the past or the
present, and critical futures studies arguably acknowledges this difference more explic-
itly than empirical and positivistic approaches. The first crucial difference is that for the
past and present, there is empirical material on which interpretations can be based.
There are always various research interests and multiple interpretations of history and of
present reality, but at least in theory these can be tested for consistency with empirical
data which have been collected with systematic and transparent methods. In contrast,
studying the future is a very different matter. Bertrand de Jouvenel already made the
distinction between facta and futura in the 1960s, and it is a widely accepted premise of
futures studies that the future is nonevidential and there are no future facts (Bell, 1997,
p. 148; de Jouvenel, 1967, pp. 3—6). Strictly speaking, there are no empirical data about
the future. Instead, there are different kinds of projections: trend extrapolations, scenar-
10s, visions and images of the future. Since there are no data, unverifiable beliefs and
hopes about the past and the present as well as stories about the future play a particu-
larly important role in futures studies. It has been plausibly argued that futures studies
should include a cultural studies component since futures are told as stories with a par-
ticular structure, and it is important to examine the cultural structures on which the con-
struction of myths is based (Patoméki, 2006, pp. 26—27). Tools such as causal layered
analysis are useful for examining these cultural understandings.

The other crucial difference between the future and the past or the present is that the
future can still be influenced. In addition to the nonevidential nature of the future, an
equally important premise of futures studies is that the future is not totally predeter-
mined (Bell, 1997, p. 150). Therefore, there is not one future but many possible, prob-
able and preferable futures. However, critical futures studies in Inayatullah’s and
Slaughter’s sense can be criticised for overemphasising the openness of the future.
Slaughter, for example, uses rather extreme language in describing the critical futures

position: “All structures are provisional. They can be problematised, re-framed, recon-
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ceptualised, deconstructed and, on the other hand, rechosen, re-conceptualised, and so
on” (2004, p. 157). This position is similar to social constructionism where social phe-
nomena are seen as discursive constructions and social change is framed in terms of
change in discourse and conceptualisation (Alvesson & Skoldberg, 2009, p. 23). The
question can be raised whether social life truly is so radically free and re-negotiable. A
realist counter-argument would be that there are objective social structures, mechanisms
and processes which are very difficult if not impossible to restructure. Certainly chang-
ing the way we speak about them will not be enough to change them. The future is also
path-dependent: there are past and present events and processes which are making cer-
tain futures much more likely than others (Adam & Groves, 2007, p. 172).

Adam and Groves criticise De Jouvenel’s facta/futura distinction for three reasons.
Firstly, the distinction fails to recognise factual processes that are in motion in the pre-
sent but have not yet materialised into empirical phenomena. Secondly, the distinction
views the future as an empty vessel to be filled, while in reality the future is always al-
ready partly filled by the decisions and actions taken in the past and the present.
Thirdly, the facta/futura dichotomy makes no distinction between present futures (fu-
tures understood from the perspective of present categories, as abstract imagination or
as potential profits to be made) and future presents (the present in which future genera-
tions will live and which is filled with the consequences of choices made in the past)
(Adam & Groves, 2007, pp. 36-37, 196, 200). There are thus real processes which are
already happening and which will have an effect on the future independent of our vi-
sions or images of the future. This does not mean that these processes cannot be af-
fected, but the point is that they are not mere discursive constructions or mental images.
The future does not yet exist but there are possibilities for the future and present proc-
esses which affect the future. As Bell (1997, p. 226) argues, there is conjectural or sur-
rogate knowledge about the future: justified belief in statements about the future.

Studying the future thus involves two main aspects: firstly objective social and natu-
ral processes which are already in motion and which are alterable within limits, and
secondly our presently existing and culturally conditioned stories of alternative futures.
It is important to distinguish between these perspectives on the future: the first deals
with real possible futures, however difficult it is to consider the possibilities, while the
second deals with how the future is viewed today. In Adam and Groves’s terminology,
the first perspective is that of future presents and the second perspective concerns pre-
sent futures. They could also be termed objective and subjective futures, respectively.

How can these two views of the future be reconciled for the purposes of this study? I
would argue that the study of futures could be viewed as the dialectic of objective and
subjective futures. Critical and reflexive futures research should deal with both aspects
to some extent and researchers should make clear which aspect they are discussing at

each time. In this study, I will discuss images of the future which are subjective mental
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images or shared cultural images which do not necessarily represent real social proc-
esses realistically. Causal layered analysis is used to study these cultural images of the
future. In this sense, my focus is on subjective present futures. However, images of the
future also have an objective dimension because they have real social consequences.
Images of the future as well as individual and cultural beliefs affect the behaviour of
people and groups and thus contribute to social change.

It could be said, then, that the social world is partly symbolically constructed but it is
constructed within certain limits that are not freely alterable, at least within a short time
frame. In addition, the social world is constructed through the interaction of individuals,
not only through use of language, and therefore merely understanding it differently is
not enough for changing it. Change happens when a new understanding leads to action
by individuals or groups.

De Jouvenel and Inayatullah present important conceptual tools for examining the
openness of different aspects of the future. De Jouvenel divides futures into dominating
and masterable parts. The masterable future is something which can be changed by hu-
man action, while the dominating future cannot be changed. Importantly, the dominat-
ing and masterable parts are dependent on the agent in question. De Jouvenel argues
that futures which are dominating for individuals may be masterable for more powerful
agents such as an organisation or the government (1967, pp. 52-53). The dominat-
ing/masterable division helps to examine the openness of future presents, in Adam &
Groves’s terminology.

Inayatullah’s layered methodology is also useful in considering the limits of restruc-
turing, since the different layers correspond to different time frames that are needed for
changing them. The deeper layers are slower to change because they concern deeply
held value commitments (Inayatullah, 2004a, p. 16). The layered methodology is par-
ticularly useful for examining the openness of present futures, that is, for investigating
the malleability of current cultural understandings of the future. If they influence behav-
iour, these subjective understandings will ultimately influence objective futures. How-
ever, Inayatullah’s methodology must be adopted with certain reservations, which are
discussed in the section on causal layered analysis.

In my view, critical futures research can account for the subjective-objective futures
dialectic by being combined with a critical realist framework. Critical realism has been
proposed, in different versions, as both an epistemology and an ontology for futures
studies (Bell, 1997, pp. 207-238; Patoméki, 2006). For epistemology, critical realism
means acknowledging the influence of historical context and human interests and biases
as well as the fallibility of scientific knowledge but nevertheless insisting that scientific
knowledge can approach truth (Bell, 1997, pp. 207-209). Bell’s belief in the approxi-
mation of truth by science and rational argumentation is close to what Karl Popper
(1945/1966, pp. 225, 229-231) called critical rationalism.
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In general, Bell’s critical realism is a fruitful epistemological perspective for futures
studies. However, I do not agree with Bell’s contention that with enough knowledge,
value judgments can be made objectively using models such as Keekok Lee’s epistemic
implication model (Bell, 2003, pp. 87-110). While science can provide knowledge for
assessing the desirability of futures, it is in my view exaggerated to claim that scientists
or other foresight professionals can make final value assessments (cf. Tapio, 1999, pp.
89-93). On the issue of values, my position is more relativistic and pluralistic than
Bell’s moral objectivism. Using Tapio and Hietanen’s (2002, pp. 602—608) typology,
my position is closer to pluralistic humanism and critical pragmatism than Bell’s opti-
mistic humanism.

From the ontological perspective, critical realism gives a scientific foundation to the
notion that there are alternative futures although there is a reality outside any interpreta-
tions of it. According to critical realists, actual, empirically observable events are only
one part of the reality which also includes present possibilities and powers of existing
structures as well as social mechanisms that give actors causal power. Furthermore, so-
cial structures are reproduced by social action and therefore they may be transformed
and new structures may emerge (Bhaskar, 1979/2003; Patomiki, 2006, pp. 9—10). Cru-
cially, ideas and discourses are among the factors which can have causal effects (Alves-
son & Skoldberg, 2009, p. 41). In this sense, reality is socially constructed.

A mechanism-based approach, such as the approach of critical realism, makes pre-
diction problematic, because mechanisms are not exceptionless laws and phenomena are
always caused by multiple interacting forces (Elder-Vass, 2010, p. 47; Hedstrom &
Ylikoski, 2010, p. 55). Nevertheless, something can be said about future possibilities
because causal mechanisms inherent in structures are more stable than the surface level
of events. From this perspective, it is important to acknowledge the existence of latent
phenomena which exist as possibilities but which have not been realised because some
other crucial factors are not present (Karlsen, Qverland, & Karlsen, 2010, pp. 66—67).

Critical realism, then, supports the notion of critical futures studies that the future is
open within certain limits. Combined with Inayatullah’s approach to studying cultural
understandings, critical realism presents a robust starting point for researching both ob-
jective and subjective futures. This approach admits the possibility of an increasingly
accurate description of currently held images of the future and of the mechanisms and
processes affecting futures, but it also acknowledges that futures are told as stories
which are influenced by cultural understandings. Science cannot reach certain knowl-
edge about futures and it cannot solve value debates, but nevertheless rational argu-
mentation regarding future possibilities is preferable to cultural relativism. As a broad
research approach, critical realism represents an alternative to positivism and social

constructionism (Alvesson & Skoldberg, 2009, p. 39). In the context of futures research,
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it represents a middle ground between predictions which take social structures as given

and the assertion that the future is completely open for restructuring.

2.2 Images of the Future

According to Wendell Bell, the image of the future is one of the central concepts of fu-
tures studies. Bell states that studying images of the future is a field where futurists can
operate as basic researchers (1997, pp. 81-82). According to Bell and Mau’s working
definition, an image of the future is “an expectation about the state of things to come at
some future time.” For Bell and Mau, these expectations are better seen as a range of
possibilities rather than points on a continuum (1971, p. 23). An image of the future is
essentially a description of one possible future.

Images of the future can be contrasted with scenarios, on the one hand, and visions,
on the other hand. Images of the future differ from scenarios in two key aspects. Firstly,
they focus on one point in the future, while scenarios outline the process of how the
future state comes into being. Secondly, images of the future can be seen as mental im-
ages that are presently held by individuals rather than being constructed by researchers
and experts. On the other hand, scenarios and images of the future are similar in the
sense that both emphasise the plurality of the future: there are many alternative images
of the future and many possible scenarios about the future. The main difference between
images of the future and visions is that the concept of image of the future emphasises
exploring and analysing a particular future, while the main task of visions is to inspire
and give direction (van der Helm, 2009, p. 100n).

Images of the future can differ from one another on many dimensions. They may be
short-term or long-term, individual or shared, simple or complex, desirable or undesir-
able, consciously or unconsciously created and weakly or strongly held, among other
things (Bell & Mau, 1971, pp. 23-24). Images of the future may also be images of the
future of a geographical unit such as a state or of a particular institution (Bell, Mau,
Huber, & Boldt, 1971, p. 52). This last point is important for my study because in the
next chapter I will define privacy as a social institution. This study is then an examina-
tion of images of the future of privacy as an institution.

Images of the future are important for two related reasons. Firstly, it is arguably a
psychological need of individuals to make the future more understandable by creating
images of what the future might look like. Through a partly subconscious process, indi-
viduals make conjectures about the future based on beliefs and knowledge about the
past and present (Rubin, 2013, p. S40). Individuals and groups need these expectations
of the future in order to make everyday decisions as well as more far-reaching ones
(Bell, 1997, pp. 142—145).
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Secondly, images of the future are important because they shape people’s actions in
the present both consciously and unconsciously. According to Bell (1997, p. 82), many
futurists share this theoretical notion. Boulding (1956/1963, p. 18) argues that an ade-
quate theory of behaviour must take individual and shared images into account. For
Boulding (1962, p. 193), the behaviour of an individual in the present “depends very
largely on the quality of his image of the future”, whether it is an optimistic or pessi-
mistic one. Both Inayatullah (2008, pp. 7-8) and Polak (1955/1973, p. 1) view images
of the future in terms of the pull of the future. Shefrin (1986, p. 208) argues, perhaps
exaggerating, that images of the future can be “agents of cultural change” influencing
actions, attitudes and institutions. Images of the future are thus mainly important be-
cause of their consequences. They influence the actions of individuals and groups and
therefore they play a part in shaping the future.

Bell and Mau have formalised the role of images of the future in social change into a

diagram which is reproduced below.
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In their model, Bell and Mau present a kind of social mechanism through which im-
ages of the future influence the future. Two critical aspects produce social change: so-
cial action and factors which are exogenous to the model. Social action stems from de-
cision-making which in turn is affected by values, beliefs and images of the future. Bell
and Mau’s model emphasises rational decision-making but they also acknowledge that
decisions may also be made less consciously (Bell & Mau, 1971, p. 24). Rubin (2013, p.
S40) emphasises imagination and the hopes and fears of individuals in addition to cog-
nitive beliefs in the formation of images of the future.

The strength of Bell and Mau’s conceptualisation is that they provide the individual-
level mechanism through which images of the future affect the forming of the future
rather than merely writing about an abstract pull of the future. This differentiates images
of the future from utopias with no connection to social reality. In effect, images of the
future become real because they affect the actions of individuals and groups, that is,
they have real social consequences.’

In this thesis, I will not study the mechanisms of decision-making and action through
which images of the future have social consequences. It will be assumed that images of
the future are both intrinsically of interest and that they have social consequences. The
focus in this study is on the right-hand side of the diagram: on beliefs, values and im-
ages of the future. The causal layered analysis approach helps, in particular, to examine
the connection between values and beliefs about the nature of reality. In the CLA ap-
proach, beliefs and value commitments are organised into mutually supportive layers.
Beliefs about the past and present may concern several CLA layers, depending on
whether they are litany type of beliefs adopted from the media, systemic beliefs or more
deep-rooted beliefs. Beliefs about causes and effects mostly concern the system layer of
CLA, and values mostly concern the worldview and myth layers. Images of the future,
in turn, can be examined using all of the CLA layers.

A further issue is the question of shared images of the future and the influence of cul-
ture in general. It can be argued that in forming their beliefs, values and images of the
future, individuals are influenced but not determined by the social groups to which they
belong. Furthermore, individuals need not be aware of the particular image of the future
and all its implications but they may still be acting under its influence. It can be argued
that images of the future affect the future both through a conscious striving for or
against a particular future and through largely unconscious processes influenced by the

normative beliefs shared by a particular group. Images of the future are thus linked to

7 An area of study that cannot be discussed here is the cognitive psychology of images of the

future, that is, empirical research into how individuals process images of the future.
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groups in complex ways, and Bell and Mau’s model is not explicit about the formation
of shared images of the future and the role of individual and shared beliefs.

Frederik Polak’s account, on the other hand, focuses on societal images of the future.
In his classic work The Image of the Future (1955/1973), Polak was explicitly interested
in shared public images of the future, not private ones. Polak (1955/1973, p. 14) be-
lieves that the operational principles are the same for both types of images. Polak
(1955/1973, p. 5) views shared images of the future as a “propelling power”, that is, a
powerful driving force of societal development. For Polak, the “rise and fall of images
of the future precedes or accompanies the rise and fall of cultures” (1955/1973, p. 19,
emphasis in the original).

However, Polak’s approach can be criticised on two accounts. Firstly, Polak pro-
motes an understanding of social change that is based on philosophical idealism as op-
posed to materialism. In this view, ideas rather than social actors are primary drivers of
change which shape societies. Boulding (1962, p. 193) argues that Polak ignores latent
processes which operate independently of the conceptions of people participating in
them. These processes are also important, although truly latent processes are difficult to
identify in practice (K. E. Boulding, 1956/1963, pp. 116—117). This criticism is similar
to the critiques of critical futures studies outlined in the previous section.

Secondly, Polak’s argument is simply too broad to be scientifically assessed. His ar-
gument sweeps across historical periods and the use of theoretical terms is arguably
more suggestive than systematic. Polak arguably presents hypostatised collective im-
ages of the future without accounting for how these images are formed. These features
make Polak’s account difficult to reconcile with a critical realist perspective which is
focused on discovering the real entities and mechanisms that cause social change.

The approach to images of the future should be explicit about moving between levels
of analysis from the micro level of individuals to the macro level of societies. First,
there is no necessary reason that images of the future function similarly on a societal
level as compared to the individual level, that is, that they would be formed of societal
beliefs and values and they would lead to collective action. Deriving an argument about
shared images of the future based on individual images would be committing a fallacy
of composition. Second, shared images of the future are not necessarily a sum of indi-
viduals’ images.

In this thesis, I will attempt to solve the problem of grouping participants’ views by
using the sociological concept of ideal types. I will not claim that focus group partici-
pants with similar views are part of any self-conscious social group. Instead, I will char-
acterise the common features of privacy conceptions and images of the future by using
ideal types. An ideal type is a hypothetical characterisation of a phenomenon in its pur-
est form that is aimed at capturing its essential features (Clegg, 2007; M. Weber,
1922/1978, pp. 18-22). The use of ideal types is arguably problematic from the critical
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realist perspective since they are subjective models created by the researcher rather than
real entities. However, I would argue that the ideal type approach is appropriate for
grouping the participants’ perspectives and crystallising them as alternative futures.
From a critical realist viewpoint, a hypothesis can be put forward that participants
within different groups are subject to the influence of the same discursive norm circles,
but this hypothesis cannot be tested in this thesis (Elder-Vass, 2012, pp. 153—157).% This
notion is similar to Boulding’s (1956/1963, p. 133) concept of subcultures as groups of
people sharing a public image. In the empirical part of the thesis, then, I will discuss
privacy conceptions and images of the future as ideal types. They are not held by any
focus group participant in their ideal-typical form, but nevertheless the ideal types cap-
ture the essential features of privacy conceptions and images of the future.

From a critical futures studies perspective, images of the future are also linked to
politics, interests and the use of social power. Within society there are many conflicting
images of the future and some of these are deemed more socially acceptable than others
(Rubin, 2013, pp. 40—41). Shefrin (1986, pp. 209-212) argues that dominant images of
the future and the related values and assumptions are often intentionally kept concealed
in the interests of efficient governance and the choice of images is narrowed, while de-
mocracy requires interaction and conflict between images of the future. Images of the
future are thus not politically and ethically neutral but they may serve certain interests.
However, this also means that consciously adopted alternative images of the future may
be used for promoting desirable ends, especially if the images take real social processes
into account. Patomiki (2006, p. 29) calls such images concrete utopias. Therefore, an
awareness of images of the future as well as choice between alternative images should
be promoted. This would increase individuals’ ability to reflexively consider the as-
sumptions behind their own decisions and the desirability of the connected images of
the future as well as critically examine socially dominant images of the future.

Finally, I will discuss two criticisms of the notion of images of the future: criticism
of philosophical idealism and the momentary nature of images of the future. Images of
the future can be seen as linked to essentially an idealist conception of social change,
where images, beliefs and attitudes are the drivers for social change. This is warranted if
there is a notion that images of the future somehow by themselves cause social change.
However, I have argued that images influence social change through the actions of indi-
viduals and groups. As Bell (1997, p. 93) states, images of the future provide the goals
and motivation for designing social change, but their effectiveness depends on willing

and capable people to put them to action. Therefore the change caused by images of the

8 Normative circles will be discussed further in the analysis of privacy in section 3.3.2.
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future has a material basis: the images motivate the social actions of individuals and
groups.

Secondly, images of the future can be criticised for being momentary scenes from the
future which ignore continuous change processes. In this sense, images of the future are
very non-temporal and even unrealistic. Indeed, if something is certain about the future,
it is that things will continue to change. Partly this criticism can be answered by juxta-
posing images of the future with scenarios and noting that images of the future relate to
subjective images held by individuals and groups and therefore they do not need to have
a simple relation to real change processes. On the other hand, as Patomaiki (2006, p. 7)
stresses, individuals already view factual and possible events in terms of narratives with
particular plots and characters even before the researcher makes her own narrative. So-
cial actions have meaning in the context of this kind of narrative. Therefore, it could be
more fitting to talk about narratives of the future, paths to the future or beliefs about the
future rather than images of the future. Alternatively, one could speak of scenarios in
Peter Schwartz’s sense of the term. For Schwartz (1996, p. 36), scenarios are about sub-
jectively “perceiving futures in the present” rather than predicting the future. The con-
cept of images of the future is used here because it is an established part of the intellec-
tual history of futures studies, particularly when discussing subjective understandings of
the future. There is, however, the reservation that images of the future should not be

seen as strictly momentary images but instead as subjective narratives about the future.

23 Causal Layered Analysis

Causal layered analysis (CLA) is the central methodological tool used in analysing the
images of the future of privacy in this thesis. CLA is a method of studying understand-
ings of the future by layering them into four layers: litany, system, worldview and myth
(Inayatullah, 2004a, pp. 11-15). The strength of causal layered analysis is that it enables
the study of individuals’ socially and culturally influenced beliefs and the assumptions
behind them. The epistemological aspects of CLA are discussed here and the methodo-
logical aspects are discussed in the empirical part in section 6.1.

For Inayatullah, causal layered analysis is rooted in the poststructuralist philosophy
of Jacques Derrida and Michel Foucault and it utilises the tools of deconstruction, gene-
alogy, distance, alternative pasts and futures, and reordering knowledge. In particular,
deconstruction, which has its roots in Jacques Derrida’s philosophy, is a central tool. In
the CLA context, deconstruction is a method of ‘unpacking’ a cultural object or way of
thinking and studying its internal logic and contradictions as well as the politics and
assumptions behind it (Derrida, 1967/1997, pp. 10—18; Foucault, 1969/2002; Inayatul-
lah, 2004a, pp. 8-10). In Inayatullah’s view, CLA does not privilege certain ways of
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knowing such as scientific knowledge (2004a, p. 14). Instead, many different perspec-
tives are taken into account in discussing plans or images of the future.

Causal layered analysis thus implies a rather radical philosophical position where all
knowledge, including scientific knowledge, is ultimately seen as rooted in cultural be-
liefs about reality. As Inayatullah (2004a, p. 7) states, civilisational futures studies “in-
forms us that behind the level of empirical reality is cultural reality (reflections on the
empirical) and behind that is worldview (unconscious assumptions on the nature of the
real)”. He argues that the role of empirical research is “providing evidence of reality”
but it must be complemented by considering the different layers (2004a, p. 10). Accord-
ing to Inayatullah’s poststructuralist position, it is not only that knowledge of reality is
mediated through language but language constitutes reality (2004a, p. 7). Interpreting
this epistemological position strictly, all scientific theories could be viewed as evidence
of a particular socially constructed worldview which is rooted in a deeper cultural real-
ity. Theories of social structure, for instance, would be merely one cultural view of the
social structure and their validity cannot be verified by any objective standard. How-
ever, Inayatullah’s position differs from radical postmodernist relativism in that he
views reality as vertically constructed, and each discourse has its place in this structure.
This ontology is rooted in Indian philosophical thought which views the mind as con-
stituted by layers or shells (Inayatullah, 2004a, pp. 4-5).

Does CLA then require the researcher to adopt a poststructuralist position towards all
scientific research? I would argue that this is not necessary. Causal layered analysis has
been described as a meta-method rather than a method because it does not dictate the
methodological and theoretical approaches used in the analysis (D. L. Wright, 2002, p.
534). CLA can thus be combined with many different research perspectives. As I argued
in the previous sections, I will adopt a critical realist standpoint which mediates be-
tween positivism and radical constructivism. While I agree with Inayatullah’s conten-
tion that cultural beliefs are a part of the social world and therefore an object of study, I
disagree with the argument that cultural beliefs are behind all knowledge about reality.
In contrast to Inayatullah’s view, I would agree with Bell that the task of science is to
rationally approximate the truth while seeking awareness about one’s own assumptions
(Bell, 1997, pp. 171-173). In the case of studying futures, the openness of the future
and the existence of many possibilities must also be taken into account.

CLA and critical realism are similar in the sense that both adopt a layered under-
standing of change, but the underlying ontology is different. I would interpret the layers
of CLA as an analytical tool in understanding subjective perceptions of reality rather
than claiming that reality as such is layered in this way. My view is essentially that so-
cial reality is complex and cannot be grasped or explained by any simple means, and

analytical tools such as the layered structure of CLA are useful for understanding it.
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However, this does not mean that reality itself is by necessity structured in this layered
way.

Of course, the object of study influences the choice of theoretical and methodological
approach. The researcher should acknowledge the difference between studying social
structure and cultural objects, for instance. In my view, studying social structure and
social change processes from a realist viewpoint is crucial, since not all features of so-
cial structure and change processes are rooted in cultural perceptions, even though un-
derstanding them is mediated through language and culture. On the other hand, images
of the future can be studied as cultural objects, as texts, and here the understanding of
beliefs, attitudes and myths is important. However, these cultural understandings should
ultimately be related back to the real change processes as Bell and Mau do in their
model (see p. 23). It is important to study the impact of stories about the past, present
and future because these “structured and reflexive anticipations” of individuals and
groups are a part of the social system (Patomaki, 2006, p. 17).

An important aspect of CLA is the assumption that the myth, worldview and social
context layers in a sense create problems as they are seen on the litany level (Inayatul-
lah, 2004a, p. 3). This is because these deeper levels affect how the problem is framed
and conceptualised, and indeed, that it is seen as a problem in the first place. Problems
are situated and seen as problems within a certain context that includes social interests,
power relations and definitional power (Slaughter, 2004, p. 158). For instance, loss of
privacy is only seen as a problem in a culture that values privacy, and privacy is only
desirable in some social contexts (Schoeman, 1992, p. 114). Indeed, there are many po-
tential negative effects of having too much privacy, including promoting individualism
and harming the common good, legitimating domestic violence, planning and perpetrat-
ing illegal activities and consciously misleading others (Fuchs, 2011, p. 224). For David
Brin (1998, passim), for example, reciprocal transparency is in many cases preferable to
privacy protection. This also demonstrates why privacy is such a fruitful area of study:
there are widely different views and ideologies around it.

In chapter 6, the focus group material will be analysed using the CLA layers. The
ideal-typical images of the future will be mapped onto the CLA layers in order to ana-
lyse the assumptions behind them. The deeper worldview and myth layers require inter-
pretation because they are generally not discussed explicitly in the focus groups. Before
turning to the empirical material, I will formulate a conception of privacy as a social

phenomenon in the following chapter.
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3 THE CONCEPT OF PRIVACY: LITERATURE REVIEW
AND CONCEPTUAL FRAMEWORK

The topic of this thesis is the future of privacy. Before images of the future of privacy
can be explored, the concept of privacy must be defined somehow. Inayatullah writes
that the task of critical futures studies is to problematise current categories and inquire
into how problems are framed (Inayatullah, 2004b, p. 72). Therefore, privacy as a cate-
gory must not be taken as a given, but it must be critically examined in order to under-
stand how privacy problems are framed in academic and everyday debates and to under-
stand the meaning of images of the future of privacy.

In this section, I will examine theories of privacy and develop a conceptual frame-
work for this study. Engaging in a critical literature review on the concept of privacy is
a daunting task. At first, it must be stated that there is no single agreed definition of pri-
vacy. Nissenbaum (2010, p. 67) states that the “landscape of theoretical work on privacy
is vast, spanning disciplines from philosophy to political science, political and legal
theory, media and information studies, and, increasingly, computer science and engi-
neering”, with the only consensus being that “privacy is a messy and complex subject”.’
Schoeman (1992, p. 11), in turn, argues that “nearly everything about privacy, from its
scope to its value, is controversial”. A further complication is that privacy is often seen
as a dynamic and evolving concept (Tavani, 2008, p. 132). There are, however, some
useful meta-theoretical overviews of classic definitions of privacy which will be dis-
cussed in the next section before turning to more recent theories of privacy and then to
my own approach to privacy in this study.

There are several competing accounts of privacy with their inherent strengths and
weaknesses. A central concern in studying privacy is to maintain conceptual focus while
acknowledging the complexity of the phenomenon. An additional challenge is that in
many theories of privacy, the foundational assumptions are not explicitly stated which
makes assessing them more difficult. This task of critically assessing assumptions be-
hind theories is nonetheless crucial from a critical futures viewpoint.

My approach to theorising privacy is guided by the central aim of this study: to ex-
plore images of the future of privacy. The approach to defining privacy is guided by this
purpose but the definition of privacy is not viewed as purely instrumental for this pur-

pose. The aims of the study outline the perspective to privacy, and then a tentatively

2 To this list could be added the cross-disciplinary approach of surveillance studies, which
views privacy issues from the perspective of surveillance practices (Lyon, 2007). Due to time
and space restrictions, the field of surveillance studies will not be discussed in depth in this

thesis.
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true definition from this perspective is sought. Considering the aim of discovering im-
ages of the future, I will suggest four central points as criteria for a suitable approach to
privacy. First, a definition of privacy must acknowledge the contextual nature of pri-
vacy. Privacy is arguably always embedded in both a micro and a macro context. Sec-
ond, privacy must be discussed as a social phenomenon, since this is the perspective
adopted in this thesis. However, the ‘social’ should be viewed on many levels, as I will
argue below.

Third, an understanding of privacy must consider it as a dynamic phenomenon. There
needs to be some account of change processes relating to privacy, particularly regarding
new technologies. An adequate account of privacy must consider the emergent and con-
stantly changing aspects of the social world, that is, social processes as well as struc-
tures. Fourth, privacy must also be considered as an experienced phenomenon in addi-
tion to being an objective, observable phenomenon. The contention is that privacy can-
not be described only by means of behavioural indicators or expert discourse but an
understanding of privacy must take into account how it is perceived and experienced by
ordinary individuals (Lobet-Maris et al., 2012, pp. 47-48). The conceptions of individu-
als need to be taken seriously as a counterbalance to academic conceptions, since they
can reveal which aspects of privacy are in reality felt as important. At the same time,
one must be careful to distinguish between the objective and subjective sides of privacy.
The objective side refers to aspects of the social structure and the functions of privacy,
for instance. The subjective side relates to the privacy as it is experienced and valued by
individuals. The following sections will develop an understanding of privacy based on
these criteria and the existing literature. This understanding of privacy will guide the

analysis of images of the future in the empirical part of the thesis.

3.1 General Definitions and the Contextuality of Privacy

Theories of privacy can be divided into groups in several ways. I will briefly discuss

general categorisations of definitions before making my own classification in the next

section. Solove (2008, pp. 12—13) divides conceptions of privacy into six general types:
1.  The right to be let alone

2. Limited access to the self

3. Secrecy

4.  Control over personal information
5. Personhood

6. Intimacy

Solove criticises all of these conceptions as either too narrow, too broad or both. That

is, they are too vague and include many aspects which should remain outside the con-
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cept of privacy or they are too specific and exclude important aspects of privacy (So-
love, 2008, pp. 12-36). Nissenbaum, in turn, organises theories of privacy along three
dimensions of difference. Firstly, theories are either normative or descriptive. Secondly,
they are framed either in terms of access or in terms of control. Thirdly, the prescriptive
power of theories is either in promoting other important values (functionalism) or in
protecting a specific private realm (Nissenbaum, 2010, p. 67). Nissenbaum, like Solove,
sees previous theories as inadequate and presents her own contextual integrity approach
as a synthesis that includes many of the strengths of previous theories (Nissenbaum,
2010, pp. 71, 126). Solove’s and Nissenbaum’s own theories will be discussed in sec-
tion 3.2.

Tavani distinguishes between four types of privacy definitions: privacy as non-intru-
sion involving one’s physical space (physical privacy), privacy as non-interference in-
volving one’s choices (decisional privacy), privacy as non-intrusion involving one’s
thoughts and identity (mental privacy) and privacy as control over one’s information or
limiting access to it (informational privacy).'’ The first three are seen as problematic
and inadequate because they exclude aspects of privacy and include issues which are
not strictly speaking privacy issues. Therefore, Tavani’s own focus is on informational
privacy, where he distinguishes between restricted access theories and control theories
and the synthesis of these in the restricted access/limited control theory (RALC). In the
RALC theory, individuals are protected by access restrictions while also having limited
control to manage their privacy (Tavani, 2008, pp. 135-144).

Christian Fuchs (2011, pp. 222-223) connects these approaches to privacy with An-
thony Giddens’s division into subjective and objective approaches within social theory.
Fuchs’s account is presented in Table 1. The theoretical distinction between subjective
and objective theories is useful for my account of privacy. However, I would argue that
agency and structure are in this case more suitable terms for the theoretical criteria than
subjectivism and objectivism, because control is exercised by individual agency while

restricted access is a structural condition within society.

10 Tavani describes these types both as “four distinct kinds of privacy” and as “alternative
views” and criticises the first three views as inadequate definitions (2008, pp. 135-138). There-
fore, it is not entirely clear whether they are intended as alternative definitions of privacy or as
different aspects of privacy. I assume here that they are described as alternative definitions of

privacy.
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Table 1 Typology of privacy theories according to Fuchs (2011, p. 224)
Theoretical criterion | Approach Description
Subjectivism Control Privacy as individual control and

self-determination of the access of
others to one’s private sphere

Objectivism Restricted access Privacy as the right or norm of
restricting others’ access to one’s
personal affairs

Subject/object Restricted Privacy as process, in which action
dialectic access/control regulates and manages the conditions
of the private sphere and can thereby
enable the existence of a protective
sphere that allows individuals to act
in society

Such general typologies and approaches are useful as summaries, but they tend to
conflate very different conceptions of privacy. For instance, treating theories as control
and restricted access theories ignores or takes for granted the functions of the control or
access restrictions. Arguably an explanatory theory of privacy should look beyond be-
havioural aspects into why control or restricted access is important in various contexts.
The problem with the restricted access/limited control notion of privacy, in particular, is
that it usually focuses narrowly on informational privacy, neglecting issues of physical
or mental intrusion, for example. Its foundations are in computer and information ethics,
which are crucial fields for privacy discussions, but the issue of privacy does not only
concern computers and information networks.

More recent theories of privacy have attempted to move beyond the perceived prob-
lems of previous theories. The restricted access/control theory was already discussed as
one synthesis of previous approaches. Fuchs’s solution to conceptualising privacy, in
turn, is to promote a normative socialist theory of privacy which provides privacy for
exploited and powerless groups while exposing the wrongdoings of the powerful. Pri-
vacy, in this conception, is a “collective right of dominated and exploited groups”
(Fuchs, 2011, p. 232). In other words, Fuchs promotes a differentiated form of privacy
based on one’s position within society. For Fuchs, whether privacy should be protected
or not depends crucially on the interests at stake in the particular context. If the interest
is in collecting consumer information for commercial purposes, there should be privacy
protection, whereas if the interest is in revealing corporate misconduct or inequalities of
wealth, there should be no privacy protection. These interests are, in turn, connected to
social structure and the political economy. Fuchs’s conception is valuable because it
connects privacy to the wider social structure and emphasises that privacy is embedded
in a social context. However, the overall assessment of Fuchs’s conception of privacy

hinges on whether one accepts his Marxist starting point. While raising important is-
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sues, in my view it is too normative and ideological to be useful as a scientific concep-
tion of privacy.

In addition to Fuchs’s Marxist criticism, theories of privacy have faced two central
criticisms: an overly simplistic and essentialist view of privacy and maintaining an
overly rigid private/public divide. Schoeman claims that due to the contested nature of
privacy, it should not be defined precisely. Instead, the “contexts in which it arises or is
invoked as a concern” should be studied (1992, p. 11). Solove (2008, p. ix) agrees, argu-
ing that there is “no overarching conception of privacy — it must be mapped like a ter-
rain, by painstakingly studying the landscape.” For Solove, the fundamental problem
with current theories of privacy is that they seek the ‘essence’ of privacy, a common
denominator that unites all aspects of privacy. In Solove’s view, there is no such core of
privacy and therefore the search for it is fruitless (2008, p. 38). Nissenbaum (2010, pp.
91, 140-145), in turn, criticises a strict private/public divide, whether it is between ac-
tors (individual/government), realms (personal/political) or information (private/public),
arguing instead for studying what she terms context-relative informational norms.

It could be argued that these theorists try to widen the discussion on privacy and rec-
ognise privacy as a more complex, contextual and multi-faceted concept. Privacy is no
longer seen as a question of private and public information or space or viewed in terms
of a single crucial value to which it is linked. Instead, privacy encompasses many as-
pects in different contexts. The acknowledgment of the contextuality of privacy is thus
one of the strengths of recent privacy theories. Solove moves the definition of privacy
towards multiplicity. Solove views privacy as a pluralistic umbrella term which refers to
“a web of interconnected yet distinct things”. His conception draws on Wittgenstein’s
notion of family resemblances between concepts as well as philosophical pragmatism
(Solove, 2008, pp. 42—49). There is no easily discoverable ‘essence’ of privacy that is
the same in every situation, but rather privacy issues always need to be examined con-
textually (Solove, 2008, p. 40).

Solove suggests a definition of privacy centred on problems that the law should ad-
dress. He identifies 16 different privacy problems grouped under four headings: infor-
mation collection, information processing, information dissemination and invasions.
Solove’s taxonomy of privacy problems is presented in Figure 3. According to Solove,
these problems are a result of conflicting activities when the activities of governments,
businesses and people hinder the valuable activities of others. Another interesting point
about Solove’s conception of privacy is that privacy is viewed as something that is con-
structed by means of law and technology. It is not a “resource existing in the state of
nature that the law must act to conserve.” Solove’s reasoning is the following: certain
situations are experienced as problems, they are then framed as privacy problems and
thus create a desire for privacy (2008, pp. 64—65, 74-76). For Solove, problems are

logically prior to privacy: they create the need for privacy. Therefore, according to this
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view, it is fallacious to claim that previously there was a state of privacy which is now
threatened. Instead, privacy is that which emerges as a result of laws and policies tack-
ling practical problems. The implication is that privacy is a dynamic phenomenon which
changes through human action as legislation is created.

Solove’s discussion of privacy problems brings concreteness to the study of privacy
by focusing on activities and problems rather seeing privacy only as a condition. Solove
in effect argues that the issues that previous privacy definitions have identified are real,
but the conceptions are mistaken in excluding many other issues. In reality, privacy
problems contain all of the 16 types of problems, most but not all of which are con-
nected to information. In addition, Solove usefully connects the privacy problems into a

model where they occur at different points in the chain from data subject to data holders

and beyond.
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Figure 3 Taxonomy of privacy problems according to Solove (2008, p. 104)

Similarly, DeCew (1997, p. 61) promotes a conception of privacy as “a broad and
multifaceted cluster concept” and argues for a ‘reasonable person’s’ standard in assess-
ing privacy claims. She outlines three separate but interrelated aspects of privacy: in-
formational privacy, accessibility privacy and expressive privacy (1997, pp. 73-80). For

DeCew, what unites these different privacy interests is that private matters are seen as
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beyond the legitimate concern of others for certain reasons to do with freedom from
social pressures and judgment (1997, p. 66). In other words, similar functions unite dif-
ferent types of privacy. There is a clear overlap with Tavani’s categorisation of four
privacy definitions. The difference is that DeCew conflates physical and mental acces-
sibility and prefers to write about expressive privacy rather than decisional privacy, al-
though the decisions that are in question are largely self-expressive in nature and there-
fore the categories are very similar. Furthermore, while Tavani focuses on informational
privacy as the most coherent definition, DeCew argues that a definition of privacy must
include all types of privacy.

In this study, I agree with the inclusive definition because a narrow focus on infor-
mation excludes other important aspects of privacy, as Solove’s taxonomy of privacy
violations demonstrates. Furthermore, including decisional and expressive aspects
within the definition of privacy has the advantage of acknowledging that privacy is not
only privacy from somebody but it is also privacy for something (Schoeman, 1992, p.
156). In other words, certain valuable ends are achieved by protecting privacy. The next
sections will discuss the functions of privacy in more detail.

Recent privacy theories thus exhibit an awareness of the contextuality of privacy.
However, to claim that privacy is contextual does not clarify the phenomenon very
much. The contextuality of privacy must be explicated at various levels of society: con-
crete situations, social values and societal protection of privacy and so on. In the next

section, [ will explore these levels by focusing on the social aspects of privacy.

3.2 Privacy as a Social Phenomenon: A Categorisation of Privacy
Theories

In the following, I will present my own categorisation of privacy theories which is used
as a foundation for building my own approach to privacy. In the delimitations of the
study, I limited the approach to privacy to its social dimension. However, the meaning
of the ‘social’ should not be taken for granted. When privacy is viewed from the social
perspective, it is still a rather complex phenomenon. Firstly, the ‘social’ involves many
levels, from the microscopic level of individuals through the relational level of interac-
tion and communication to the macroscopic level of societal privacy protection. From a
critical realist perspective, macro phenomena should not be taken as given but instead

there should be a discussion of how they emerge from the interaction of actors at the
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micro level (Elder-Vass, 2012, pp. 15-22; Hedstrém & Ylikoski, 2010, pp. 58-60)."
Therefore, ‘the social’ seen as relational and emergent (Alvesson & Skoldberg, 2009, p.
43).

Secondly, privacy is an experienced, subjective phenomenon in addition to being an
objective feature of interaction and society. According to the critical realist perspective
adopted in this thesis, social reality has an existence outside subjective interpretations of
it but it is produced by a large number of forces interacting in a complex way. There are
also various interpretations of social reality by actors involved in it, and these interpre-
tations are a part of the object of study as they are among the forces that influence be-
haviour. In other words, privacy can be analysed on many levels of social analysis, and
both objective and subjective aspects of social reality need to be taken into account.
George Ritzer’s (2001) schematic of the major levels of social analysis is useful to dis-
tinguish between different aspects of privacy in a systematic way. Ritzer organises so-
cial analysis into four main levels along two continua: micro to macro and subjective to

objective.'? His general conception is illustrated below.

11 On the other hand, social phenomena are the product of such long causal histories that their
foundations are impossible to discover in practice. Therefore some macro phenomena must be
taken as given in empirical research (Hedstrom & Swedberg, 1998, pp. 12-13). The problem of
moving between micro and macro levels is, of course, a perennial topic of discussion which
cannot be covered in depth in this thesis (cf. Rios, 2005).

12 As Ritzer notes (2001, p. 99n), it is debatable whether subjective-objective should be seen as a
continuum or a dichotomy, but it can be viewed as a split with mixed types in between. The
micro/macro and subjective/objective divisions are similar to the quadrants of integral futures,
where the dichotomies are individual/collective and inner/outer. However, the categories used
in my study are arguably more suited to social scientific inquiry than Wilber’s framework with
its inclusion of spiritua