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Face verification systems are widely used in authentication, access control, surveil-
lance, and mobile identity workflows. These systems usually follow a detect–embed–
compare pipeline, where a face is detected and aligned, converted into an embed-
ding by a deep neural network, and compared using a similarity metric and decision
threshold. Although modern deep learning-based systems achieve strong clean per-
formance, they may remain vulnerable to adversarially crafted inputs.
This thesis evaluates the clean and adversarial robustness of a pretrained face verifi-
cation pipeline rather than training a new model from scratch. The implemented sys-
tem uses MTCNN for face detection and alignment, InceptionResnetV1 pretrained
on VGGFace2 for embedding extraction, cosine similarity for pair comparison, and
a validation-selected threshold for verification decisions. The experiments follow an
identity-disjoint evaluation protocol, and a clean baseline is first established using
original face images.
The adversarial evaluation follows a pair-verification threat model. Two white-box
gradient-based attacks are studied: the Fast Gradient Sign Method (FGSM) and
Projected Gradient Descent (PGD). The attacks are generated on aligned face crops,
and only the first image in each pair is perturbed. For genuine pairs, the attack aims
to decrease similarity and cause false rejection, while for impostor pairs, it aims to
increase similarity and cause false acceptance.
The results show that the clean system performs well under normal conditions but is
substantially affected by adversarial perturbations. PGD has a stronger impact than
FGSM, and impostor-pair attacks are more successful than genuine-pair attacks,
which is important for security-sensitive deployments because false acceptance can
have serious consequences. The thesis also evaluates lightweight test-time prepro-
cessing defenses, including JPEG recompression, Gaussian blur, median filtering,
and bit-depth reduction. These defenses provide partial robustness improvements
without retraining the model. JPEG recompression at quality 50 gives the best over-
all trade-off, while median filtering preserves clean accuracy slightly better. Overall,
the findings show that clean verification accuracy alone is not sufficient for evaluating
face verification systems intended for security-critical applications.

Keywords: Face verification, adversarial robustness, adversarial attacks, FGSM,
PGD, biometric authentication, lightweight preprocessing defenses
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1 Introduction

1.1 Background and Motivation

Face verification systems are widely used in access control, authentication, surveil-

lance, and mobile identity workflows. Their purpose is to determine whether two

facial images belong to the same person. Modern face verification systems commonly

follow a detect–embed–compare pipeline. First, a face is detected and aligned. Sec-

ond, the aligned face crop is mapped into a numerical embedding space by a deep

neural network. Third, two embeddings are compared using a similarity metric and

a decision threshold [1]–[5].

Deep learning has significantly improved the accuracy of face verification systems.

Models such as FaceNet showed that faces can be represented as compact embed-

dings, allowing verification to be performed through distance-based or similarity-

based comparison [3]. Large-scale datasets such as VGGFace2 further improved

face recognition performance by providing substantial variation in pose, age, illumi-

nation, and identity [4]. As a result, deep face verification has become a practical

approach for many identity-related applications.

However, the same deep neural networks that provide high accuracy may also

be vulnerable to adversarial examples. Adversarial examples are inputs that have

been intentionally modified using small perturbations in order to cause incorrect

model behaviour. In face verification, such perturbations can be security-relevant
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because the final decision depends on whether the similarity score between two

face embeddings crosses a decision threshold. An adversarial attack may therefore

attempt to make two images of the same identity appear dissimilar, or make two

images of different identities appear similar enough to be accepted.

This creates an important security concern. A face verification system may per-

form well under clean conditions but fail when the input images are adversarially

perturbed. For this reason, evaluating only clean verification accuracy is not suf-

ficient. It is also necessary to examine how the system behaves under attack, how

different attacks affect performance, and whether simple defensive preprocessing

methods can improve robustness.

1.2 Research Objectives

The main objective of this thesis is to evaluate the robustness of a deep learning-

based face verification pipeline under adversarial attack scenarios. The study focuses

on an existing pretrained face verification pipeline rather than training a new face

recognition model from scratch. To achieve this goal, the thesis has the following

objectives:

• To construct and evaluate a clean face verification baseline using face detec-

tion, alignment, embedding extraction, cosine similarity, and threshold-based

decision making.

• To assess the robustness of a pretrained face embedding model against adver-

sarially crafted inputs.

• To compare the effects of two first-order adversarial attack methods, namely

the Fast Gradient Sign Method (FGSM) and Projected Gradient Descent

(PGD).
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• To evaluate system performance under attack using verification metrics such as

accuracy, attack success rate, false acceptance rate (FAR), and false rejection

rate (FRR).

• To examine whether lightweight test-time preprocessing defenses, such as JPEG

recompression, Gaussian blur, median filtering, and bit-depth reduction, can

improve robustness while preserving clean verification performance.

1.3 Research Questions

This thesis is guided by the following research questions:

1. How robust is a pretrained deep face verification pipeline against adversarially

crafted face images?

2. How do different adversarial attack methods, specifically FGSM and PGD,

affect the performance of the face verification system?

3. To what extent can simple test-time preprocessing defenses improve adversar-

ial robustness, and which defense provides the best trade-off between clean

performance and robustness?

1.4 Scope of the Study

This study focuses on the security evaluation of an existing face verification pipeline

rather than the development or training of a new recognition model. The imple-

mented pipeline uses MTCNN for face detection and alignment, InceptionResnetV1

pretrained on VGGFace2 for embedding extraction, cosine similarity for pair com-

parison, and a validation-selected threshold for verification decisions. This design

reflects a practical face verification workflow while remaining feasible within the

time and computational constraints of the thesis.
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The experiments are limited to digital adversarial perturbations generated in the

aligned face-crop space. The study evaluates two well-established white-box attacks,

FGSM and PGD. The aim is not to evaluate all possible attack methods, but to

compare a fast one-step attack with a stronger iterative attack under a consistent

experimental setup.

The defense evaluation is also limited in scope. The thesis considers lightweight

test-time input transformations, including JPEG recompression, Gaussian blur, me-

dian filtering, and bit-depth reduction. These methods are selected because they

are simple to apply and do not require retraining the model. However, they are not

treated as complete security solutions. Their limitations are discussed, especially

because non-adaptive defense evaluations can overestimate robustness.

1.5 Contributions

The main contributions of this thesis are as follows:

• A reproducible face verification pipeline is implemented using pretrained face

detection and embedding models. This avoids the need to train a face recog-

nition model from scratch and makes the evaluation computationally feasible.

• A clean verification baseline is established using an identity-disjoint evaluation

protocol and a validation-selected operating threshold.

• The robustness of the verification pipeline is evaluated under FGSM and PGD

attacks across different perturbation strengths.

• The effects of adversarial attacks are analyzed separately for genuine and im-

postor verification pairs, providing insight into how attacks influence false

rejection and false acceptance behaviour.
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• Several lightweight test-time defenses are evaluated and compared in terms

of their ability to recover adversarial performance while maintaining clean

verification accuracy.

• The implementation code is made available through a GitHub repository to

support transparency, reproducibility, and future research.

1.6 Thesis Structure

The remainder of this thesis is organized as follows. Chapter 2 reviews related

work on deep face verification, adversarial attacks, and lightweight defense meth-

ods. Chapter 3 introduces the background concepts required to understand the

thesis, including face verification, embedding-based comparison, adversarial exam-

ples, and evaluation metrics. Chapter 4 presents the methodology, including the

dataset preparation, verification pipeline, attack generation process, and defense

evaluation procedure. Chapter 5 reports the experimental results under clean, ad-

versarial, and defended conditions. Chapter 6 discusses the meaning of the results,

the implications for face verification robustness, and the limitations of the study.

Finally, Chapter 7 concludes the thesis and presents directions for future work.



2 Literature Review

2.1 Overview

Deep face verification has become a dominant approach for determining whether

two face images belong to the same identity. Modern systems typically rely on deep

neural networks to extract compact and discriminative face representations, which

are then compared using a distance or similarity metric. Recent reviews emphasize

that although deep face verification systems achieve high accuracy under clean con-

ditions, they also inherit the adversarial vulnerabilities of deep neural networks [1].

This is important because face verification is often used in security-sensitive appli-

cations, where small manipulations to the input image may lead to incorrect accept

or reject decisions.

A typical face verification pipeline consists of several stages. First, a face is

detected and aligned so that the input is normalized before recognition. Second,

the aligned face crop is passed through a deep embedding model that maps the face

image into a numerical feature space. Third, the resulting embeddings are compared

using a similarity or distance metric, and a threshold is applied to decide whether

the image pair should be accepted as genuine or rejected as an impostor pair [1]–

[5]. The literature reviewed in this chapter therefore covers three main areas: deep

face verification pipelines, adversarial attacks against deep neural networks and face

recognition systems, and lightweight defenses based on input transformations.



2.2 DEEP FACE VERIFICATION SYSTEMS 7

2.2 Deep Face Verification Systems

Face verification differs from face identification. In face identification, the system

attempts to determine which identity from a gallery corresponds to a given face

image. In face verification, the system compares two face images and decides whether

they belong to the same person. This makes verification naturally suitable for a pair-

based evaluation setting, where genuine pairs consist of two images from the same

identity and impostor pairs consist of images from different identities.

Deep learning-based face verification systems commonly use an embedding-based

design. Instead of directly classifying every possible identity at test time, a neural

network maps each face image into a feature vector. Verification is then performed

by comparing two feature vectors. FaceNet is a key example of this approach. Schroff

et al. showed that a deep network can learn a compact embedding space in which

images of the same identity are close together and images of different identities are

farther apart [3]. This allows verification to be performed using a simple distance

or similarity threshold.

The threshold-based nature of face verification is particularly relevant for ad-

versarial robustness evaluation. A small perturbation does not need to completely

change the visual appearance of a face in order to affect the system. It only needs

to move the similarity score across the decision threshold. Therefore, robustness in

face verification depends not only on the embedding model, but also on the decision

rule, the selected operating threshold, and the distribution of genuine and impostor

scores.
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2.3 Face Detection, Alignment, and Embedding

Models

Before a face image can be embedded, most face recognition pipelines apply detection

and alignment. This stage reduces irrelevant variation caused by face location,

scale, and pose. MTCNN is one of the best-known lightweight cascaded methods

for face detection and alignment. Zhang et al. proposed a three-stage cascaded

architecture that jointly performs face detection and facial landmark localization,

improving robustness under unconstrained conditions [2]. Because it provides both

bounding boxes and landmarks, MTCNN has been widely used as a front end for

face recognition pipelines.

After detection and alignment, the cropped face image is passed to an embedding

model. Large-scale training datasets have played an important role in improving

the quality of deep face representations. VGGFace2, introduced by Cao et al.,

contains large variation in pose, age, illumination, ethnicity, and imaging conditions,

making it suitable for training robust face recognition models [4]. Models trained

on such datasets can learn embeddings that generalize better across different visual

conditions.

The present thesis does not train a face recognition model from scratch. Instead,

it uses the facenet-pytorch implementation of MTCNN and InceptionResnetV1

pretrained on VGGFace2 [4], [5]. This implementation provides a practical and

reproducible basis for constructing a complete verification pipeline. In this thesis,

the embedding model outputs 512-dimensional embeddings for aligned 160 × 160

face crops. The use of a pretrained model allows the study to focus on robustness

evaluation rather than model training.
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2.4 Adversarial Examples and First-Order Attacks

The adversarial-learning literature has shown that high-performing deep neural net-

works can be vulnerable to small input perturbations. These perturbations are

often designed to be visually minor while causing the model to make an incorrect

prediction. Goodfellow et al. introduced the Fast Gradient Sign Method (FGSM),

which generates an adversarial example by adding a one-step perturbation in the

sign direction of the input gradient [6]. FGSM is computationally efficient and is

commonly used as a basic first-order attack.

Projected Gradient Descent (PGD) extends this idea by applying multiple gradient-

based update steps. Madry et al. formalized PGD as a strong iterative first-order

attack in which the adversarial input is repeatedly updated and projected back into

a bounded perturbation set [7]. Because PGD performs several optimization steps

rather than a single step, it is generally considered a stronger baseline than FGSM

for evaluating adversarial robustness [7].

In the context of face verification, gradient-based attacks can be used to manip-

ulate the similarity between two face embeddings. For a genuine pair, an attack

may try to reduce the similarity score so that two images of the same identity are

incorrectly rejected. For an impostor pair, an attack may try to increase the simi-

larity score so that two images of different identities are incorrectly accepted. This

pair-based setting makes adversarial evaluation different from standard image clas-

sification, where the goal is usually to change the predicted class label of a single

image.

2.5 Adversarial Robustness in Face Recognition

Recent research has increasingly examined adversarial attacks in the context of face

recognition and face verification [8]–[10]. This is important because face recog-
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nition systems are often deployed in authentication, access control, and identity-

management scenarios. In such settings, an adversarially manipulated image could

have security consequences if it causes an impostor to be accepted or a genuine user

to be rejected [8], [10].

A key challenge in evaluating adversarial robustness for face verification is that

the final decision depends on the full pipeline [9], [10]. The detector and alignment

stage may affect the input passed to the embedding model. The embedding model

determines the representation of each face crop. The similarity metric produces

a numerical score, and the threshold converts this score into an accept or reject

decision. Therefore, evaluating only the embedding model may not fully represent

the behaviour of a complete verification system.

Another important issue is the operating threshold. A face verification system

can appear more or less robust depending on how the threshold is selected. For this

reason, it is important to select the threshold on validation data and keep it fixed

during clean, adversarial, and defense evaluations. This makes the comparison more

consistent and avoids adjusting the decision rule after observing adversarial results.

2.6 Lightweight Input-Transformation Defenses

The defense literature includes both train-time and test-time approaches. Train-time

defenses usually require modifying the learning process, for example by including

adversarial examples during training. However, this may not be practical when

using a pretrained model or when retraining is computationally expensive. Test-

time input transformations offer a simpler alternative because they can be applied

before inference without changing the model parameters.

Feature Squeezing investigated techniques such as bit-depth reduction and spa-

tial smoothing as inexpensive methods for reducing the adversarial degrees of free-

dom available to an attacker [11]. Similarly, Guo et al. studied input transformations
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such as JPEG compression and bit-depth reduction as practical preprocessing de-

fenses against adversarial perturbations [12]. These methods are attractive because

they are simple, lightweight, and easy to apply to an existing pipeline.

However, later work has shown that such defenses must be interpreted carefully.

Athalye et al. demonstrated that many defenses that appear effective against non-

adaptive attacks can fail under adaptive evaluation, especially when they rely on

non-differentiability, randomness, or gradient masking [13]. Therefore, lightweight

input transformations should not be treated as complete security solutions. Instead,

they are better understood as simple test-time robustness measures whose limita-

tions must be clearly acknowledged.

2.7 Research Gap and Position of This Thesis

The reviewed literature shows that deep face verification systems are powerful but

potentially vulnerable to adversarial perturbations. Previous studies have estab-

lished the effectiveness of embedding-based face verification, the strength of first-

order adversarial attacks such as FGSM and PGD, and the possible use of lightweight

input transformations as simple defenses. However, there remains a need for com-

plete and transparent evaluations of face verification pipelines under fixed operating

conditions.

In particular, many adversarial-learning studies focus on image classification,

while face verification has a different decision structure based on pairwise similar-

ity and thresholding. In addition, some evaluations focus mainly on model-level

behaviour rather than the complete verification pipeline, including detection, align-

ment, embedding extraction, similarity scoring, and threshold-based decision mak-

ing. Lightweight defenses also require careful evaluation, because apparent robust-

ness gains may not hold against adaptive attacks.

This thesis addresses this gap by evaluating a complete face verification pipeline
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under clean and adversarial conditions. The system uses MTCNN for face detec-

tion and alignment, InceptionResnetV1 pretrained on VGGFace2 for embedding

extraction, cosine similarity for pair comparison, and a validation-selected threshold

for final verification decisions. The study evaluates both FGSM and PGD attacks

and compares their effects on genuine and impostor pairs. It also examines several

lightweight test-time input transformations, while acknowledging the limitations of

non-adaptive defense evaluation.

2.8 Summary

This chapter reviewed the main literature supporting the thesis. Deep face veri-

fication relies on detecting and aligning faces, extracting embeddings, comparing

similarity scores, and applying a decision threshold. FaceNet-style embedding mod-

els and large-scale datasets such as VGGFace2 provide the foundation for modern

verification systems. At the same time, adversarial-learning research has shown that

deep neural networks can be vulnerable to small perturbations, with PGD gener-

ally serving as a stronger iterative attack than FGSM. Finally, lightweight defenses

such as JPEG compression, bit-depth reduction, and spatial smoothing may im-

prove robustness in some cases, but they must be interpreted cautiously because

non-adaptive evaluations can overestimate their effectiveness.
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Table 2.1: Core literature that motivated the face verification and robustness eval-
uation pipeline

Topic Key idea used in this thesis Reference
Face verification
overview

Recent survey of adversarial risks in
deep face verification

[1]

Face detection and
alignment

MTCNN cascade for joint detection
and landmark localization

[2]

Face embeddings FaceNet-style verification using learned
embeddings and threshold-based com-
parison

[3]

Pretraining dataset VGGFace2 as a large-scale face dataset
with variation in pose, age, illumina-
tion, and identity

[4]

Implementation facenet-pytorch implementation of
MTCNN and InceptionResnetV1

[5]

Fast attack FGSM as a one-step gradient-based ad-
versarial attack

[6]

Strong iterative attack PGD as an iterative first-order adver-
sarial baseline

[7]

Lightweight defenses Feature squeezing and input trans-
formations such as smoothing, JPEG
compression, and bit-depth reduction

[11], [12]

Adversarial face
recognition

Attacks and robustness studies specifi-
cally targeting face recognition and ver-
ification systems

[8]–[10],
[14]

Robustness evaluation Reliable adversarial robustness evalua-
tion requires strong attacks and careful
interpretation of reported robustness

[15], [16]

Defense caveat Adaptive attacks can expose weak-
nesses in defenses based on gradient
masking or non-differentiability

[13]



3 Background and Foundations

3.1 Overview

This chapter presents the technical background and foundational concepts required

to understand the design, implementation, and evaluation of the face verification

system studied in this thesis. While the previous chapter reviewed related work,

this chapter focuses on the main concepts, terminology, and methods that are used

throughout the experimental chapters. These foundations include face recogni-

tion and face verification, deep learning for visual representation, face detection

and alignment, embedding-based comparison, similarity scoring, decision thresh-

olds, evaluation metrics, adversarial attacks, and lightweight input transformation

defenses.

The chapter begins by distinguishing face recognition, face identification, and

face verification. This distinction is important because the system evaluated in

this thesis is formulated as a verification task, where two face images are compared

and the system decides whether they belong to the same identity. The chapter

then introduces the role of convolutional neural networks in modern face recognition

systems and explains how deep models transform face images into compact numerical

representations called embeddings. These embeddings are later compared using

cosine similarity in order to make a verification decision.

The chapter also explains the role of face detection and alignment, which are
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necessary preprocessing steps before embedding extraction. In this thesis, the face

verification pipeline follows a detect–embed–compare structure: the face region is

first detected and aligned, the aligned face crop is then passed to a deep embedding

model, and the resulting embeddings are compared using a similarity score. A

decision threshold is applied to this score in order to accept or reject a pair as

belonging to the same identity.

In addition to the clean face verification pipeline, this chapter introduces the

main concepts of adversarial machine learning. Adversarial examples are inputs

that have been intentionally modified in order to cause incorrect model predic-

tions, often through small perturbations that may be difficult to notice visually

[6], [17]. This thesis evaluates the robustness of a face verification system against

two gradient-based attacks: the Fast Gradient Sign Method (FGSM) and Projected

Gradient Descent (PGD). Therefore, this chapter explains the concepts of pertur-

bation budget, white-box attack setting, input gradients, and iterative adversarial

optimization.

Finally, the chapter introduces the evaluation metrics and defense concepts used

later in the thesis. Metrics such as accuracy, false acceptance rate (FAR), false

rejection rate (FRR), true acceptance rate (TAR), receiver operating characteristic

(ROC), area under the curve (AUC), equal error rate (EER), adversarial accuracy,

and attack success rate (ASR) are defined in the context of face verification. The

chapter also introduces lightweight input transformation defenses, including JPEG

recompression, Gaussian blurring, median filtering, and bit-depth reduction. These

concepts provide the foundation for the methodology, results, and discussion pre-

sented in the following chapters.
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3.2 Face Recognition, Identification, and

Verification

Face recognition is a general term that refers to the automatic analysis of face images

for recognizing or comparing human identities. In computer vision and biometric

systems, face recognition can be formulated in different ways depending on the

task. Two common formulations are face identification and face verification [3], [18].

Although these terms are sometimes used interchangeably in non-technical contexts,

they describe different recognition problems.

Face identification is a one-to-many matching problem. In this setting, the sys-

tem receives a query face image and searches for the most likely matching identity

among a set of enrolled identities. For example, given one unknown face image, an

identification system may compare it against a database of known individuals and

return the identity with the highest similarity score. Therefore, the output of an

identification system is usually an identity label or a ranked list of possible identities.

Face verification, in contrast, is a one-to-one matching problem. In this setting,

the system receives two face images, or one query image and one claimed identity,

and decides whether they belong to the same person. The output is therefore a

binary decision: accept the pair as the same identity or reject it as different identi-

ties. This thesis focuses on face verification rather than one-to-many identification.

The studied system compares two face images by extracting embeddings from both

images and computing a similarity score between the two embeddings.

In a face verification task, image pairs are commonly divided into genuine pairs

and impostor pairs [18], [19]. A genuine pair consists of two face images belonging

to the same identity. An impostor pair consists of two face images belonging to

different identities. If the system correctly accepts a genuine pair, the decision is

considered correct. If it incorrectly rejects a genuine pair, this is a false rejection.
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Similarly, if the system correctly rejects an impostor pair, the decision is correct. If

it incorrectly accepts an impostor pair, this is a false acceptance.

The distinction between genuine and impostor pairs is central to the evaluation of

a verification system. A strong face verification system should assign high similarity

scores to genuine pairs and low similarity scores to impostor pairs. However, this

separation is rarely perfect in practice. Images of the same person can differ because

of pose, illumination, facial expression, occlusion, age, camera quality, or background

conditions. At the same time, images of different people may sometimes produce

similar feature representations, especially when the faces share visual similarities or

when the input images are difficult to process. For this reason, verification systems

usually require a decision threshold that determines whether a similarity score is

high enough for acceptance [18]–[20].

In this thesis, the verification decision is based on pairwise comparison. Each

face image is first processed by a face detection and alignment stage. The aligned

face crop is then passed to a deep face recognition model that produces a numerical

embedding. The embeddings of the two images are compared using cosine similarity,

and a fixed threshold is used to decide whether the pair should be accepted as genuine

or rejected as impostor. This formulation makes the task suitable for evaluating

both clean verification performance and adversarial robustness, because the effect of

adversarial perturbations can be measured by observing how often originally correct

verification decisions become incorrect under attack.

The terminology used in this thesis follows this verification setting. The term

“genuine pair” refers to a same-identity pair, while the term “impostor pair” refers

to a different-identity pair. The term “accept” means that the system predicts

the two images as belonging to the same identity, whereas “reject” means that the

system predicts them as belonging to different identities. These definitions are used

consistently in the later methodology, results, and discussion chapters.
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3.3 Deep Learning and Convolutional Neural

Networks

Deep learning is a subfield of machine learning that uses neural networks with mul-

tiple layers to learn representations from data [21]. In traditional machine learning

approaches, features are often designed manually before being passed to a classifier.

In contrast, deep learning models can learn hierarchical feature representations di-

rectly from raw or minimally processed input data [22]. This ability has made deep

learning particularly effective in computer vision tasks such as image classification,

object detection, and face recognition.

A neural network consists of interconnected computational units that transform

an input into an output through a sequence of layers. Each layer applies learned

parameters to the input representation and passes the result to the next layer.

During training, the model adjusts its parameters in order to reduce a loss function,

which measures the difference between the model output and the desired target [21].

Through this optimization process, the network learns features that are useful for

the task being solved.

Convolutional Neural Networks (CNNs) are a class of neural networks designed

especially for image and spatial data [23]. A CNN uses convolutional layers to apply

learnable filters across local regions of an image. These filters can detect visual

patterns such as edges, corners, textures, and more complex structures in deeper

layers. Early layers usually capture low-level features, while deeper layers combine

them into higher-level semantic representations. This hierarchical feature-learning

process is one reason CNNs have become widely used in modern computer vision

systems [22]–[24].

In face recognition, CNNs are commonly used as feature extractors. Rather than

comparing two face images directly at the pixel level, a CNN-based face model maps



3.4 FACE DETECTION AND ALIGNMENT 19

each face image to a numerical feature vector. This vector is intended to represent

identity-related information while reducing the influence of irrelevant variation such

as pose, illumination, expression, and background. The resulting feature vector

is commonly called an embedding. Once embeddings have been extracted, face

verification can be performed by comparing the embeddings of two face images

using a similarity measure.

Modern face recognition systems often rely on pretrained CNN models. A pre-

trained model is first trained on a large dataset and can then be used as a feature

extractor in another system. This is useful because training a high-quality face

recognition model from the beginning requires a very large dataset and substantial

computational resources. In this thesis, the face verification pipeline uses a pre-

trained CNN-based embedding model rather than training a new face recognition

network from scratch. The model is used to extract embeddings from aligned face

crops, and the verification decision is made by comparing the resulting embeddings.

In the context of this thesis, the CNN model is not treated as a general image

classifier. Instead, it is used as an embedding generator. The purpose of the model

is to transform each detected and aligned face image into a compact vector represen-

tation. This distinction is important because the system does not directly classify a

face image into an identity label. Instead, it compares two embedding vectors and

decides whether the two input images belong to the same person. Therefore, CNNs

provide the representational foundation for the detect–embed–compare verification

pipeline used in this work.

3.4 Face Detection and Alignment

Face detection and alignment are important preprocessing steps in many face recog-

nition and face verification systems [2], [25]. Before a face image can be passed to

an embedding model, the system must first locate the face region and transform it
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into a consistent format. This preprocessing stage helps reduce variation caused by

background, scale, position, and facial orientation. In a verification pipeline, reliable

detection and alignment are especially important because errors at this stage can

affect the quality of the extracted embedding and, consequently, the final similarity

score.

Face detection refers to the process of locating one or more faces in an input

image. A detector usually returns a bounding box that indicates the position and

size of the detected face region. In face recognition systems, the detected region

is then cropped so that the following recognition model focuses mainly on the face

rather than the surrounding background. If face detection fails, the embedding

model may receive an invalid input, and the corresponding image or image pair may

need to be excluded from evaluation.

Face alignment is the process of normalizing the position and orientation of the

detected face. This is commonly done using facial landmarks, such as the eyes,

nose, and mouth corners. By estimating these landmarks, the system can align

the face so that important facial components appear in approximately consistent

positions across different images. Alignment reduces unwanted variation caused by

head pose, image rotation, and scale differences [25]. This makes it easier for the

embedding model to produce comparable representations for different images of the

same identity.

In this thesis, face detection and alignment are performed using Multi-task Cas-

caded Convolutional Networks (MTCNN). MTCNN is a cascaded framework that

jointly performs face detection and facial landmark localization using three stages

of convolutional networks [2]. The first stage proposes candidate face regions, the

second stage refines these candidates, and the final stage produces more accurate

bounding boxes and facial landmarks. This combination of detection and landmark

estimation makes MTCNN suitable as a preprocessing component for face recogni-
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tion pipelines.

After detection and alignment, the face region is cropped and resized to match the

expected input format of the embedding model. In the pipeline used in this thesis,

each detected face is converted into an aligned face crop before being passed to the

CNN-based embedding model. This follows a detect–embed–compare structure:

first, the face is detected and aligned; second, an embedding is extracted from

the aligned crop; and third, the embeddings of two images are compared using

a similarity score.

The quality of the detection and alignment stage can influence both clean verifi-

cation performance and adversarial robustness evaluation. If the face crop does not

contain the correct face region or if the alignment is poor, the embedding may not

accurately represent the identity. This can lead to incorrect verification decisions

even before adversarial perturbations are considered. Therefore, the preprocessing

stage is an essential part of the overall face verification system, not merely a technical

detail.

In the adversarial part of this thesis, perturbations are applied after the face has

already been detected and aligned. In other words, the attacks are generated in the

aligned crop space rather than on the original full input image. This design allows the

robustness evaluation to focus on the embedding and verification components of the

system while keeping the detection stage fixed. The methodological details of this

choice, including crop size and preprocessing settings, are described in Chapter 4.

3.5 Deep Face Embeddings

Modern face recognition systems commonly represent face images using deep feature

vectors called embeddings [3], [26]. A face embedding is a numerical representation

produced by a neural network, where each input face image is mapped to a point in

a high-dimensional feature space. The purpose of this representation is to encode
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identity-related information in a compact form. Instead of comparing two face

images directly at the pixel level, a verification system compares their embeddings.

Embedding-based face recognition has become widely used because raw pixel

comparison is highly sensitive to changes in pose, illumination, facial expression,

image quality, and background. Two images of the same person may look different

at the pixel level because they were captured under different conditions. Conversely,

two images of different people may share similar low-level visual patterns. A deep

embedding model aims to reduce this problem by learning features that are more

useful for identity comparison than raw image values.

In an embedding space, images of the same identity are expected to be located

close to each other, while images of different identities are expected to be farther

apart [3], [26]. This property allows face verification to be formulated as a similarity-

comparison problem. Given two aligned face images, the embedding model extracts

one vector from each image. A similarity measure is then used to compare the two

vectors. If the similarity is high enough, the pair is accepted as a genuine pair;

otherwise, it is rejected as an impostor pair.

One influential example of embedding-based face recognition is FaceNet, which

learns a mapping from face images to a compact Euclidean embedding space [3].

FaceNet demonstrated that face verification, recognition, and clustering can be per-

formed using learned embeddings rather than manual facial features or direct pixel

comparisons. This general idea is also followed in many later deep face recognition

systems, where a CNN-based model is used to generate feature vectors that can be

compared using a distance or similarity measure [26].

In this thesis, the embedding model is InceptionResnetV1 pretrained on the VG-

GFace2 dataset. InceptionResnetV1 combines Inception-style convolutional mod-

ules with residual connections, allowing the network to learn rich visual representa-

tions while maintaining efficient optimization. VGGFace2 is a large face recognition
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dataset designed to include substantial variation in pose, age, illumination, ethnicity,

and profession [4]. A model pretrained on such a dataset can provide useful identity-

related features without requiring the face recognition network to be trained from

scratch within this thesis.

For each aligned face crop, the embedding model outputs a fixed-length vec-

tor. In the implementation used in this thesis, this vector has 512 dimensions.

The individual dimensions of the embedding should not be interpreted as separate

human-understandable facial attributes. Instead, the embedding as a whole repre-

sents information learned by the neural network during training. The verification

system then uses these embeddings as the basis for comparing two face images.

It is important to note that the embedding model does not directly make the

final verification decision in this thesis. The model only transforms each face crop

into a numerical representation. The final decision is made after comparing the

two embeddings using a similarity score and applying a decision threshold. There-

fore, the embedding model is one component of the broader detect–embed–compare

pipeline. The next section explains how embedding vectors are compared and how

the verification threshold is used to convert a similarity score into an accept or reject

decision.

3.6 Similarity Scoring and Decision Thresholds

After face embeddings have been extracted from two aligned face images, the next

step in a verification system is to compare these embeddings [3], [26]. The embed-

ding model maps each face image to a numerical vector, but it does not directly

decide whether two images belong to the same identity. Instead, a similarity score

is computed between the two embedding vectors, and this score is then compared

with a decision threshold.

In this thesis, cosine similarity is used to compare two face embeddings [3]. Given
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two embedding vectors ea and eb, cosine similarity measures the cosine of the angle

between them. It is defined as

s(ea, eb) =
ea · eb

∥ea∥∥eb∥
, (3.1)

where ea · eb denotes the dot product of the two embeddings, and ∥ea∥ and ∥eb∥

denote their vector norms. A higher cosine similarity score indicates that the two

embeddings point in a more similar direction in the embedding space. In the context

of face verification, this usually means that the two face images are more likely to

belong to the same identity.

The use of cosine similarity is suitable for embedding-based verification because

the comparison is based on the relative direction of the vectors rather than their

absolute magnitude. This is useful when embeddings are intended to encode identity-

related information in a feature space. Genuine pairs are expected to produce higher

similarity scores, while impostor pairs are expected to produce lower similarity scores

[18], [27]. However, the two score distributions may still overlap in practice, which

means that a decision threshold is required.

A decision threshold, denoted by τ , converts the continuous similarity score into

a binary verification decision [19], [27]. If the similarity score is greater than or

equal to the threshold, the pair is accepted as a genuine pair. If the similarity score

is below the threshold, the pair is rejected as an impostor pair. This decision rule

can be written as

ŷ =

⎧⎪⎪⎨⎪⎪⎩
1, if s(ea, eb) ≥ τ,

0, if s(ea, eb) < τ,

(3.2)

where ŷ = 1 indicates that the system predicts the pair as genuine, and ŷ = 0

indicates that the system predicts the pair as impostor.

The value of the threshold has a direct effect on the behaviour of the verification
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system. A lower threshold makes the system more permissive, meaning that more

pairs are accepted. This can reduce false rejections of genuine pairs, but it may

increase false acceptances of impostor pairs. A higher threshold makes the system

stricter, meaning that fewer pairs are accepted. This can reduce false acceptances,

but it may increase false rejections. Therefore, threshold selection is an important

part of face verification evaluation [20], [27].

In this thesis, the threshold is selected using the validation split and then kept

fixed for the final test evaluation. This separation is important because the test

split should be used only for final evaluation, not for selecting the operating point.

Selecting the threshold on the validation split reduces the risk of tuning the sys-

tem directly to the test data. Once selected, the same threshold is used for clean

evaluation, adversarial evaluation, and defense evaluation.

The selected threshold represents the operating point of the verification system.

An operating point defines how the system balances false acceptances and false

rejections. Different applications may prefer different operating points. For example,

a high-security access-control system may prefer a stricter threshold in order to

reduce false acceptances, while a user-facing authentication system may also need

to consider usability and avoid excessive false rejections. In this thesis, the threshold

is chosen at the Equal Error Rate (EER) operating point on the validation split,

where the false acceptance rate and false rejection rate are approximately equal.

The concepts of false acceptance, false rejection, and EER are introduced in more

detail in the next section.

Keeping the threshold fixed is especially important for adversarial robustness

evaluation. If the threshold were changed after attacks were generated, the com-

parison between clean and adversarial performance would be less meaningful. By

using the same validation-selected threshold across all test conditions, the experi-

ments measure how adversarial perturbations and input transformations affect the
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behaviour of the same verification system under a consistent decision rule.

3.7 Evaluation Metrics for Face Verification

Evaluation metrics are required to measure how well a face verification system dis-

tinguishes genuine pairs from impostor pairs [19], [27]. Since face verification is a

binary decision problem, each comparison between two face images can be classified

as either correct or incorrect. The system accepts a pair when it predicts that the

two images belong to the same identity, and rejects a pair when it predicts that the

two images belong to different identities. Based on this decision, four basic outcomes

can be defined.

A true positive (TP) occurs when a genuine pair is correctly accepted. A false

negative (FN) occurs when a genuine pair is incorrectly rejected. A true negative

(TN) occurs when an impostor pair is correctly rejected. A false positive (FP) occurs

when an impostor pair is incorrectly accepted. In the context of face verification,

false positives are also called false acceptances, while false negatives are also called

false rejections. These four outcomes form the basis for the evaluation metrics used

throughout this thesis.

Accuracy measures the overall proportion of correctly classified pairs. It is de-

fined as

Accuracy =
TP + TN

TP + TN + FP + FN
. (3.3)

Accuracy provides a simple summary of verification performance. However, it

should be interpreted carefully, especially when the number of genuine and impostor

pairs is not balanced. For this reason, this thesis uses balanced genuine and impostor

pairs in the main evaluation settings, so that accuracy is more informative as an

overall measure.
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In biometric verification, false acceptance and false rejection are particularly im-

portant [18]. The false acceptance rate (FAR) measures the proportion of impostor

pairs that are incorrectly accepted as genuine. It is defined as

FAR =
FP

FP + TN
. (3.4)

A high FAR means that the system is too permissive and may incorrectly accept

different identities as the same person. In security-sensitive applications, FAR is

often a critical metric because false acceptances may allow unauthorized access.

The false rejection rate (FRR) measures the proportion of genuine pairs that are

incorrectly rejected as impostor pairs. It is defined as

FRR =
FN

FN + TP
. (3.5)

A high FRR means that the system is too strict and may reject legitimate users.

This can reduce usability, because genuine users may be denied even when they

provide valid face images. Therefore, practical face verification systems often need

to balance security and usability by considering both FAR and FRR.

The true acceptance rate (TAR) measures the proportion of genuine pairs that

are correctly accepted. It is defined as

TAR =
TP

TP + FN
. (3.6)

TAR is also related to FRR, because

TAR = 1− FRR. (3.7)

Thus, when the false rejection rate decreases, the true acceptance rate increases.

TAR is useful for describing how well the system accepts genuine users at a given
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operating threshold.

The relationship between false acceptances and false rejections depends on the

decision threshold. A lower threshold usually increases the number of accepted

pairs. This may increase TAR and reduce FRR, but it can also increase FAR. A

higher threshold usually decreases the number of accepted pairs. This may reduce

FAR, but it can also increase FRR. Therefore, the selected threshold determines the

operating point of the verification system.

The receiver operating characteristic (ROC) curve is commonly used to evaluate

a binary verification system over different decision thresholds [20]. The ROC curve

shows the relationship between the true positive rate and the false positive rate

as the threshold changes. In the terminology of face verification, the true positive

rate corresponds to TAR, and the false positive rate corresponds to FAR. The ROC

curve therefore illustrates how the system balances genuine-pair acceptance against

impostor-pair false acceptance over a range of thresholds.

The area under the ROC curve (AUC) summarizes the overall separation ability

of the system across thresholds. A higher AUC indicates that the system is better

at assigning higher similarity scores to genuine pairs than to impostor pairs. An

AUC close to 1 indicates strong separation between genuine and impostor score

distributions, while an AUC close to 0.5 indicates performance close to random

guessing. In this thesis, AUC is used as a threshold-independent measure of clean

verification performance.

The equal error rate (EER) is another commonly used metric in biometric ver-

ification [19], [27]. EER is the point at which the false acceptance rate and false

rejection rate are equal, or approximately equal. The threshold corresponding to

this point can be used as an operating threshold when no application-specific pref-

erence is given between false acceptances and false rejections. In this thesis, the

verification threshold is selected on the validation split at the EER operating point
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and then kept fixed for evaluation on the test split.

In addition to clean verification metrics, adversarial robustness evaluation re-

quires metrics that describe system performance under attack. Adversarial accuracy

measures the accuracy of the verification system after adversarial perturbations have

been applied. It is computed using the same decision rule as clean accuracy, but

the input images or image pairs are adversarially modified. A decrease in adversar-

ial accuracy indicates that the attack has reduced the reliability of the verification

system.

Attack success rate (ASR) measures the proportion of originally correct decisions

that become incorrect under attack. In this thesis, the adversarial attack subset is

constructed from pairs that are correctly classified by the clean baseline. Therefore,

ASR can be interpreted as the fraction of cleanly correct verification decisions that

are successfully flipped by the adversarial attack. It is defined as

ASR =
Nflipped

Nclean-correct
, (3.8)

where Nflipped is the number of originally correct decisions that become incorrect

after attack, and Nclean-correct is the number of pairs that were correctly classified

before the attack.

For genuine pairs, a successful attack causes the system to reject a pair that

should be accepted. For impostor pairs, a successful attack causes the system to

accept a pair that should be rejected. These two cases have different practical in-

terpretations. Attacks on genuine pairs mainly reduce availability or usability by

causing legitimate comparisons to fail. Attacks on impostor pairs are more directly

security-relevant because they may cause the system to falsely accept different iden-

tities as the same person.

Together, accuracy, FAR, FRR, TAR, ROC, AUC, EER, adversarial accuracy,

and ASR provide a comprehensive basis for evaluating the face verification system
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studied in this thesis. Clean metrics describe the normal behaviour of the sys-

tem, while adversarial metrics describe how its decisions change when the input is

intentionally perturbed. These metrics are used in the methodology, results, and

discussion chapters to compare clean verification performance, attack impact, and

the effect of lightweight input transformation defenses.

3.8 Adversarial Machine Learning

Adversarial machine learning studies the behaviour of machine learning systems

under intentionally designed inputs or conditions that aim to cause incorrect model

behaviour [28]. In computer vision, this often involves adversarial examples: input

images that have been modified by small perturbations in order to mislead a model.

These perturbations may be difficult for humans to notice, but they can cause a

neural network to produce an incorrect output [6], [17].

An adversarial example can be understood as a modified version of a clean input.

Let x denote a clean input image and xadv denote the corresponding adversarial

image. The adversarial image is produced by adding a perturbation δ to the clean

image:

xadv = x+ δ. (3.9)

The perturbation δ is usually constrained so that the adversarial image remains

visually similar to the original image. In image-based attacks, this constraint is

often expressed using a norm bound, such as an L∞ bound. The purpose of the

constraint is to limit how much each pixel value can be changed. Therefore, the

attack tries to find a perturbation that is small enough to preserve visual similarity

but effective enough to change the model’s decision.

In classification tasks, adversarial attacks often aim to make the model assign an
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incorrect class label to an input image. In face verification, the objective is slightly

different because the system compares two images rather than classifying one image

into a fixed identity label. An attack may attempt to make a genuine pair appear

less similar so that the system rejects it, or make an impostor pair appear more

similar so that the system accepts it. Therefore, adversarial attacks against face

verification can affect both usability and security.

The strength and interpretation of an adversarial attack depend on the attacker’s

knowledge of the system [28]. In a white-box attack setting, the attacker is assumed

to have access to important details of the model, such as its architecture, parameters,

loss function, and gradients. This allows the attacker to compute perturbations

directly using gradient information. In a black-box setting, the attacker has limited

or no access to the internal model details and may rely only on model outputs,

transferability from another model, or repeated queries to the target system.

This distinction is important because white-box attacks often represent a strong

evaluation setting. If a model is vulnerable even when the attacker is restricted to

small perturbations, this indicates that the model may have limited robustness under

adversarial conditions. However, white-box robustness does not necessarily describe

all real-world attack scenarios. Practical systems may involve additional components

such as image acquisition, face detection, preprocessing, network communication,

rate limiting, and access-control mechanisms. For this reason, adversarial robustness

evaluation should be interpreted in relation to the assumptions made about the

attacker and the system.

Adversarial attacks can also be described as targeted or untargeted. In a targeted

attack, the attacker tries to force the model toward a specific desired output. In

an untargeted attack, the attacker only tries to cause any incorrect decision. In

the context of verification, an attack can be considered successful if it changes a

previously correct verification decision into an incorrect one. For a genuine pair,
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this means changing an accept decision into a reject decision. For an impostor pair,

this means changing a reject decision into an accept decision.

In this thesis, adversarial robustness is evaluated using gradient-based white-box

attacks applied in the aligned face-crop space. This means that the face detection

and alignment stage is performed first, and adversarial perturbations are then gener-

ated for the cropped face images used by the embedding model. This design focuses

the robustness evaluation on the embedding and comparison stages of the face veri-

fication pipeline. The specific attacks used in this thesis, namely the Fast Gradient

Sign Method and Projected Gradient Descent, are introduced in the next section.

3.9 Gradient-Based Adversarial Attacks

Gradient-based adversarial attacks generate perturbations by using information from

the gradient of a loss function with respect to the input image. In a white-box

setting, the attacker is assumed to have access to the model and can therefore

compute how small changes in the input affect the model output. This gradient

information can be used to modify the input in a direction that increases the loss

and makes the model more likely to produce an incorrect decision.

Let x denote a clean input image, y denote the correct label or desired verification

outcome, and L(θ, x, y) denote the loss function of a model with parameters θ. The

gradient of the loss with respect to the input, ∇xL(θ, x, y), indicates how the input

image should be changed in order to increase the loss. Gradient-based attacks use

this information to construct an adversarial image xadv that remains close to the

original input but changes the model’s decision.

The Fast Gradient Sign Method (FGSM) is a one-step gradient-based adversarial

attack introduced by Goodfellow et al. [6]. FGSM computes the sign of the gradient

of the loss with respect to the input and then moves the input image by a small

amount in that direction. The attack can be written as



3.9 GRADIENT-BASED ADVERSARIAL ATTACKS 33

xadv = clip (x+ ϵ · sign(∇xL(θ, x, y)),−1, 1) , (3.10)

where ϵ controls the maximum perturbation size, sign(·) returns the element-

wise sign of the gradient, and the clipping operation keeps the resulting adversarial

image within the valid input range. In this thesis, the input range is normalized,

and therefore the clipping bounds are written as [−1, 1].

The parameter ϵ is often called the perturbation budget. It determines the

maximum allowed change applied to the input under the chosen norm constraint.

It is important to note that ϵ should not be interpreted as the percentage of image

pixels that are modified. For example, ϵ = 0.010 does not mean that only one

percent of the image is changed. Instead, it means that the value of each pixel

component can be changed by at most 0.010 in the normalized input scale, subject

to the attack formulation and clipping range.

FGSM is computationally efficient because it requires only one gradient calcu-

lation. However, this also limits its strength. Since the attack takes only a single

step, it may not find the most effective perturbation within the allowed perturba-

tion budget. For this reason, stronger iterative attacks are often used to evaluate

adversarial robustness more thoroughly [15].

Projected Gradient Descent (PGD) is an iterative gradient-based attack that

extends the same basic idea as FGSM by applying multiple smaller steps. Instead of

generating the adversarial image in one update, PGD repeatedly modifies the input

in the direction of the gradient and then projects the result back into the allowed

perturbation region. PGD can be written as

xt+1 = ΠB∞(x,ϵ) [xt + α · sign(∇xL(θ, xt, y))] , (3.11)

where xt is the adversarial image at iteration t, α is the step size, and ΠB∞(x,ϵ)
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denotes projection onto the L∞ ball around the original input x with radius ϵ.

The projection step ensures that the adversarial image remains within the allowed

perturbation budget. In addition, the adversarial image is clipped to the valid input

range after each update.

The L∞ constraint limits the maximum absolute change applied to any individual

pixel component. Under this constraint, every pixel value in the adversarial image

must remain within ϵ of the corresponding pixel value in the clean image. This type

of constraint is commonly used in adversarial image attacks because it provides a

simple way to restrict the maximum perturbation applied to each input component.

PGD is generally stronger than FGSM because it performs multiple optimization

steps within the same perturbation budget. Each step can gradually adjust the input

toward a more effective adversarial example. Madry et al. describe PGD as a strong

first-order adversary for robustness evaluation under norm-bounded perturbations

[7]. Therefore, if a model performs poorly under PGD, this indicates that the model

is vulnerable to a stronger iterative white-box attack.

In the context of face verification, FGSM and PGD are applied to modify face

crops in a way that changes the verification decision. For a genuine pair, the attack

aims to reduce the similarity between the two embeddings so that the system rejects

a pair that should be accepted. For an impostor pair, the attack aims to increase

the similarity between the embeddings so that the system accepts a pair that should

be rejected. In both cases, the attack is considered successful when an originally

correct verification decision becomes incorrect.

In this thesis, both FGSM and PGD are evaluated using the same validation-

selected verification threshold. This makes it possible to compare the effect of dif-

ferent attacks under a consistent decision rule. FGSM provides a one-step baseline

attack, while PGD provides a stronger iterative attack. The comparison between

these two methods helps show how the face verification system behaves under dif-
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ferent levels of adversarial attack strength.

3.10 Adversarial Robustness Evaluation

Adversarial robustness evaluation measures how the performance of a machine learn-

ing system changes when its inputs are intentionally perturbed [16]. In the context

of this thesis, robustness evaluation focuses on whether a face verification system can

maintain correct decisions when adversarial perturbations are applied to aligned face

crops. This evaluation is performed by comparing the system’s clean performance

with its performance under adversarial attack.

The clean baseline represents the behaviour of the verification system when

no adversarial perturbation is applied. In this setting, each image pair is pro-

cessed through the normal detect–embed–compare pipeline. The face images are

detected and aligned, embeddings are extracted, cosine similarity is computed, and

the validation-selected threshold is applied to make the final verification decision.

The clean baseline is important because adversarial robustness should be interpreted

relative to the system’s normal verification performance.

In adversarial evaluation, the input is modified in order to change the system’s

decision. Let ŷclean denote the decision made by the system on the clean input

and ŷadv denote the decision made after adversarial perturbation. An attack is suc-

cessful when a previously correct clean decision becomes incorrect after the attack.

Therefore, robustness evaluation measures not only whether the system performs

well under normal conditions, but also whether its decisions remain stable when the

input is deliberately changed.

In this thesis, adversarial evaluation is performed on an attack subset constructed

from cleanly correct test pairs. A cleanly correct pair is a pair that is correctly clas-

sified by the clean verification system before any attack is applied. This design

makes the attack success rate easier to interpret, because the evaluation focuses
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on decisions that the system originally handled correctly. If such a decision be-

comes incorrect after perturbation, the change can be attributed to the effect of the

adversarial attack rather than to an error that already existed in the clean baseline.

Adversarial accuracy measures the accuracy of the verification system after ad-

versarial perturbations have been applied. It is computed using the same decision

threshold and the same decision rule as in the clean evaluation. The difference is

that the input images used for comparison have been modified by an attack. A lower

adversarial accuracy indicates that the attack has successfully reduced the reliability

of the verification system.

Attack success rate (ASR) measures the proportion of cleanly correct decisions

that are flipped by an adversarial attack. It can be written as

ASR =
Nflipped

Nclean-correct
, (3.12)

where Nflipped is the number of originally correct decisions that become incorrect

under attack, and Nclean-correct is the number of pairs that were correctly classified

before the attack. Since the attack subset in this thesis consists of cleanly correct

pairs, adversarial accuracy and ASR are closely related: when more decisions are

flipped by the attack, adversarial accuracy decreases and ASR increases.

The interpretation of attack success depends on whether the attacked pair is

genuine or impostor. For a genuine pair, the clean system should accept the pair

as belonging to the same identity. A successful attack causes the system to reject

the pair, producing a false rejection. This type of attack mainly affects availability

and usability, because a legitimate comparison fails. For an impostor pair, the

clean system should reject the pair as belonging to different identities. A successful

attack causes the system to accept the pair, producing a false acceptance. This

case is particularly important from a security perspective, because it may allow two

different identities to be incorrectly matched.
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Robustness can also be studied across different perturbation budgets. An epsilon

sweep evaluates the attack at multiple values of ϵ. Smaller values of ϵ represent

more restricted perturbations, while larger values allow stronger modifications to the

input. By comparing adversarial accuracy and ASR across different ϵ values, it is

possible to observe how sensitive the verification system is to increasing perturbation

strength.

The same fixed verification threshold should be used across clean and adversarial

evaluations. If the threshold were changed separately for each attack condition,

it would be difficult to determine whether performance changes were caused by

the attack or by threshold adjustment. In this thesis, the threshold is selected on

the validation split and then fixed for the clean baseline, adversarial attacks, and

defense experiments. This makes the comparison between different conditions more

consistent.

Adversarial robustness evaluation should be interpreted in relation to the threat

model, since the attacker assumptions and perturbation constraints define the mean-

ing of robustness under attack [7]. The threat model defines the attacker’s assump-

tions, including the attacker’s knowledge of the system, the allowed perturbation

size, the location where perturbations are applied, and the success criterion.

Overall, adversarial robustness evaluation extends clean verification evaluation

by testing whether correct decisions remain stable under intentional perturbation.

In this thesis, this is measured using adversarial accuracy, attack success rate, and

performance trends across different epsilon values. These metrics provide the basis

for comparing FGSM and PGD attacks and for evaluating whether lightweight input

transformation defenses can reduce the impact of adversarial perturbations.
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3.11 Lightweight Input Transformation Defenses

Adversarial attacks modify input images in order to change the behaviour of a

machine learning model. One possible way to reduce the effect of such perturbations

is to transform the input before it is passed to the model [12]. These methods are

often called input transformation defenses or preprocessing defenses. The main idea

is that some adversarial perturbations may be weakened or removed when the image

is compressed, smoothed, filtered, or quantized before inference.

Input transformation defenses are attractive because they are relatively simple

to apply [12], [29]. They usually do not require retraining the model or changing

the model architecture. Instead, the input image is processed at test time before it

is given to the embedding model. In a face verification system, this means that the

aligned face crop can be transformed before the embedding is extracted. The veri-

fication pipeline then continues normally by computing the embedding, comparing

it with another embedding, and applying the fixed decision threshold.

One family of input transformation defenses is often related to the idea of feature

squeezing. Feature squeezing reduces unnecessary input complexity by removing or

limiting details that may not be essential for the main recognition task. Xu et

al. introduced feature squeezing as a method for detecting adversarial examples

by comparing model predictions on original and squeezed inputs [11]. Although

this thesis does not use feature squeezing as a detector, the same general idea is

relevant because transformations such as bit-depth reduction and smoothing reduce

the amount of fine-grained information available in the input.

JPEG recompression is one example of a lightweight transformation [12]. JPEG

compression is a lossy image-compression method that removes some high-frequency

image information. Since adversarial perturbations may contain small high-frequency

changes, recompressing an image can sometimes reduce their effect. However, JPEG

recompression can also remove useful image details, especially if the compression
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quality is too low. Therefore, its effect on verification performance must be evalu-

ated empirically.

Gaussian blurring is another simple transformation. It smooths the image by

averaging neighbouring pixel values using a Gaussian kernel. This can reduce small

local variations and high-frequency noise, including some adversarial perturbations.

At the same time, excessive blurring can weaken identity-relevant facial details such

as edges, texture, and local structure. Therefore, Gaussian blur may improve robust-

ness in some cases but harm clean verification performance if applied too strongly.

Median filtering is a nonlinear filtering method that replaces each pixel value

with the median value from a local neighbourhood. It is commonly used to reduce

impulse-like noise while preserving edges better than simple averaging in some situ-

ations. In the context of adversarial robustness, median filtering may remove small

irregular perturbations from the image. However, as with other transformations, it

can also modify useful facial information and may not be effective against all types

of attacks.

Bit-depth reduction reduces the number of possible intensity values used to rep-

resent each pixel. For example, reducing an image to a smaller number of levels

forces nearby pixel values to become identical. This quantization can remove small

perturbations because minor pixel-level changes may disappear after rounding. How-

ever, reducing bit depth too much can also degrade image quality and remove subtle

features that the embedding model uses for identity representation.

These transformations are lightweight because they are applied directly to the

input and do not require adversarial training or modification of the embedding net-

work. This makes them practical for experimental comparison and easy to insert

into an existing verification pipeline. In this thesis, JPEG recompression, Gaussian

blurring, median filtering, and bit-depth reduction are evaluated as test-time input

transformations. The transformed face crops are passed through the same embed-
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ding model and compared using the same validation-selected threshold as in the

clean and adversarial evaluations.

It is important to distinguish between non-adaptive and adaptive evaluation. In

a non-adaptive evaluation, the attacker generates adversarial examples without ex-

plicitly optimizing through the defense transformation. The defense is then applied

to the already generated adversarial examples. In an adaptive evaluation, the at-

tacker is aware of the defense and designs the attack to remain effective even after

the transformation. Adaptive evaluation is usually a stronger and more realistic test

of a defense. Athalye et al. showed that some defenses that appear effective under

weak or non-adaptive evaluation can fail when evaluated against adaptive attacks

[13].

Therefore, the results of lightweight input transformation defenses should be

interpreted carefully. If a transformation improves adversarial accuracy in a non-

adaptive setting, this suggests that it can reduce the effect of the tested perturbations

under those assumptions. However, it does not prove that the system is robust

against an attacker who knows the defense and optimizes accordingly. For this

reason, the defense experiments in this thesis are best understood as a lightweight

robustness comparison rather than a complete security solution.

Overall, input transformation defenses provide a simple way to study whether

preprocessing can reduce the impact of adversarial perturbations on a face verifica-

tion system. They are easy to apply and useful for comparative analysis, but they

also have limitations. Their effectiveness depends on the type of attack, the per-

turbation size, the transformation strength, and whether the attacker is adaptive.

These considerations are important when interpreting the defense results presented

later in this thesis.
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3.12 Summary

This chapter introduced the main background concepts and technical foundations

needed to understand the face verification system evaluated in this thesis. The

chapter first distinguished between face recognition, face identification, and face

verification. This distinction is important because the system studied in this work

is formulated as a pairwise verification task, where two face images are compared

and classified as either a genuine pair or an impostor pair.

The chapter then explained the role of deep learning and convolutional neural

networks in modern face recognition systems. In the pipeline used in this thesis, a

CNN-based embedding model is used to transform aligned face crops into numerical

feature vectors. These embeddings provide the basis for comparing face images

without relying on direct pixel-level comparison. The chapter also introduced face

detection and alignment, which are necessary preprocessing steps before embedding

extraction.

The verification decision was described as a threshold-based comparison of two

face embeddings. Cosine similarity is used to measure the similarity between em-

bedding vectors, and a fixed decision threshold is applied to decide whether a pair

should be accepted or rejected. The chapter also introduced the main evaluation

metrics used in this thesis, including accuracy, false acceptance rate (FAR), false

rejection rate (FRR), true acceptance rate (TAR), receiver operating characteristic

(ROC), area under the curve (AUC), equal error rate (EER), adversarial accuracy,

and attack success rate (ASR).

Finally, the chapter presented the foundations of adversarial machine learning.

It introduced adversarial examples, perturbation budgets, white-box and black-box

attack settings, and the gradient-based attacks used in this thesis: the Fast Gradi-

ent Sign Method (FGSM) and Projected Gradient Descent (PGD). It also discussed

adversarial robustness evaluation and lightweight input transformation defenses, in-
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cluding JPEG recompression, Gaussian blurring, median filtering, and bit-depth

reduction.

Overall, this chapter provides the conceptual basis for the methodology pre-

sented in the next chapter. Chapter 4 builds on these foundations by describing

the dataset preparation, face verification pipeline, threshold selection, adversarial

attack generation, and defense evaluation procedure used in the experimental work.



4 Methodology

This chapter describes the methodology used to evaluate the clean and adversarial

robustness of the face verification pipeline. The methodology covers the experi-

mental workflow, verification system, dataset preparation, attack formulation, and

lightweight defense techniques. The aim is to provide a reproducible description

of how the clean baseline, adversarial attacks, and defense evaluations were imple-

mented.

4.1 Experimental Phases

The workflow was organized into seven phases. Phase 1 created a separate thesis

workspace and phase 2 built the Conda environment and verified GPU execution. In

Phase 3, the local face image dataset was reviewed, and separate training, validation,

and test splits were created. The splits were identity-disjoint, meaning that the same

person did not appear in more than one split. In Phase 4, the normal face verification

system was tested using original, unmodified face images. This clean baseline was

used as a reference for comparing the later adversarial attack results.

In Phase 5, a balanced subset of image pairs was prepared for the adversarial

attack experiments. A balanced subset of image pairs means that the selected

attack set contained an equal number of genuine and impostor pairs. This made the

adversarial attack evaluation more balanced and easier to compare. The aligned face

crops were also saved so that they could be reused later without repeating the face
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alignment step. Phase 6 executed the adversarial benchmark by applying FGSM and

PGD attacks to the cached aligned face crops using different values of ϵ. This made

it possible to evaluate how the verification system responded as the perturbation

strength increased. Phase 7 evaluated lightweight preprocessing defenses, including

JPEG recompression, Gaussian blur, median filtering, and bit-depth reduction, to

test whether simple input transformations could reduce the effect of adversarial

perturbations.

Table 4.1: Summary of the experimental workflow
Phase Purpose Main output
Phase 1 New isolated workspace Separate folders for data, models, fig-

ures, results, and tables
Phase 2 Runtime validation PyTorch 2.4.1+cu121, CUDA 12.1,

RTX 4090 Laptop GPU verified
Phase 3 Dataset audit and split

generation
500 identities, 169,396 images, identity-
disjoint pair protocol

Phase 4 Clean verification baseline MTCNN + InceptionResnetV1 + co-
sine similarity + validation threshold

Phase 5 Attack-ready subset 400 clean-correct test pairs, 787 cached
face crops

Phase 6 Adversarial benchmark FGSM and PGD epsilon sweeps on the
cached crop space

Phase 7 Lightweight defense bench-
mark

JPEG, blur, median filter, and bit-
depth defense comparison

In Phase 2, runtime validation was performed to check the software environ-

ment and hardware configuration. The purpose of this step was to ensure that the

workspace was capable of running the deep learning model and the later adversarial

attack experiments. The Phase 2 environment check confirmed that the upgraded

workspace was GPU-ready.

As shown in Table 4.2, PyTorch was installed with CUDA support, the NVIDIA

RTX 4090 Laptop GPU was available, and cuDNN was enabled. A small matrix mul-

tiplication test was also run successfully to confirm that GPU computation worked

correctly.
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Table 4.2: Phase 2 runtime validation results captured from the executed notebook.
Item Value
Operating system Windows 10 (10.0.26100)
Python 3.10.20
PyTorch 2.4.1+cu121
CUDA runtime 12.1
GPU NVIDIA GeForce RTX 4090 Laptop GPU
cuDNN Enabled
Matrix smoke test 1024× 1024 matmul in ∼0.0198 s

The results in Table 4.2 confirm that the environment was correctly configured

for GPU-based experiments. PyTorch was used as the deep learning framework,

and CUDA support allowed PyTorch to use the NVIDIA GPU for acceleration.

The RTX 4090 Laptop GPU was detected successfully, and cuDNN was enabled to

provide optimized GPU operations for neural network computation. The matrix

multiplication smoke test further confirmed that GPU computation was working

correctly in practice. This validation was important because the later phases re-

quired repeated embedding extraction, adversarial example generation, and defense

evaluation.

4.2 Verification System

The verification system used a conventional detect–embed–compare design. First,

MTCNN was used to detect and align one face in each image. This step produced

a 160 × 160 aligned face crop for each image. A margin of 14 pixels was added so

that the crop did not cut the face too tightly and could keep useful facial regions

near the edges. Post-processing was enabled to normalize the cropped face image

and prepare it in the format expected by the embedding model [2], [5]. In this

implementation, MTCNN was run on the CPU during face crop extraction to make

the detection and alignment step more stable. The embedding model was run on

the GPU because this step required more computation and could benefit from faster
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processing.

Second, each cropped face image was passed to the InceptionResnetV1 model.

This model was pretrained on the VGGFace2 dataset and was loaded using the

facenet-pytorch library [4], [5]. For each face image, the model produced a 512-

dimensional embedding vector. This vector is a numerical representation of the face

and was later used to compare two face images.

Third, the two embedding vectors were compared using cosine similarity. If ea

and eb are the embedding vectors of the two face images, the similarity score s was

computed as:

s =
ea · eb

∥ea∥∥eb∥
. (4.1)

Cosine similarity measures the directional similarity between two embedding

vectors after normalization by their lengths. A higher value of s indicates that the

two embeddings are more similar and that the two face images are more likely to

belong to the same identity. The pair was accepted as a match when s ≥ τ , and

rejected when s < τ .

The threshold τ was selected using the validation split at the Equal Error Rate

(EER) operating point, where the false acceptance rate and false rejection rate

are equal or approximately equal. This resulted in a validation threshold of ap-

proximately 0.227. After selection, the threshold was kept fixed for the clean test

evaluation, adversarial attack evaluation, and defense evaluation.

In this modular pipeline, the embedding model was kept fixed and was not

trained again on the local face dataset. Therefore, the train split was included to

keep the experimental setup complete and consistent with standard machine learning

practice. Although the train split was not used for training in the baseline experi-

ment, it could support possible future extensions, such as model fine-tuning. In the

baseline results reported in this work, the network was used only as a pretrained

feature extractor.
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Figure 4.1 illustrates the face verification pipeline used in this study. Each input

image pair is first processed by MTCNN to detect and align a single face, producing

normalized face crops of size 160 × 160. These cropped faces are then passed to

the frozen InceptionResnetV1 model, which generates a 512-dimensional embedding

vector for each image. The two embeddings are subsequently compared using cosine

similarity, and the final verification decision was made by comparing the similarity

score with a fixed threshold.

Figure 4.1: Face Verification System Architecture

The figure also makes several implementation choices explicit. In this way, the

overall system can be understood as a sequence of three clearly separated stages:

preprocessing, feature extraction, and similarity-based decision making. This sep-

aration is useful for later robustness analysis because it makes it easier to identify

where adversarial perturbations may affect the pipeline and how defensive measures

can be evaluated.

4.3 Dataset, Labeling, and Splits

The dataset used in this thesis was prepared from the VGGFace2 face recognition

dataset [4]. VGGFace2 is a large-scale face dataset designed for face recognition
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under substantial variations in pose, age, illumination, and appearance. For the

experiments in this work, a subset of the dataset was used rather than the full

VGGFace2 collection.

The prepared subset contained 500 identity folders and 169,396 face images in to-

tal. Each folder represented one identity and contained at least 98 images, ensuring

that each identity had sufficient samples to construct verification pairs. The num-

ber of images per identity was not fixed; however, the subset remained reasonably

balanced for the intended verification experiments.

Table 4.3 reports the main statistics of the prepared VGGFace2 subset. The sub-

set included 500 identities, with a median of 325 images per identity and an average

of approximately 338.8 images per identity. The variation between the minimum

and maximum numbers of images shows that some identities were represented more

extensively than others, but all identities satisfied the minimum image requirement

used in the pair-generation procedure.

Table 4.3: Dataset audit summary from Phase 3.
Statistic Value
Total identities 500
Total images 169396
Minimum images per identity 98
Median images per identity 325.0
Mean images per identity 338.792
Maximum images per identity 761

The median and mean values summarize the number of images per identity in

two different ways. The median is the middle value after sorting the identities by

the number of images. Therefore, a median of 325 means that about half of the

identities had 325 images or fewer, while the other half had 325 images or more.

The mean, or average, is calculated by dividing the total number of images by the

number of identities. In this corpus, the mean was approximately 338.8 images per

identity.
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The median is less affected by extreme values than the mean. For example, the

median usually does not change if the number of images is increased for the identity

with the highest number of images or decreased for the identity with the lowest

number of images. In contrast, the mean changes when any image count changes,

because it is calculated using all identities in the corpus.

The split protocol was identity-disjoint. This means that identities, not individ-

ual images, were assigned to the train, validation, and test subsets. As a result, the

same person did not appear in more than one subset. This is important for face ver-

ification because it prevents identity leakage between the training, validation, and

test stages. Without this separation, the evaluation could become too optimistic

because the system might be tested on identities that were already seen in another

subset.

In Phase 3, the 500 identities were divided into 349 training identities, 75 valida-

tion identities, and 76 test identities. The corresponding number of images in each

split is shown in Table 4.4.

Table 4.4: Identity-disjoint split sizes generated in Phase 3.
Split No. of identities No. of images
Train 349 117056
Validation 75 27310
Test 76 25030

After creating the identity-disjoint splits, pairs of face images were created sepa-

rately for the train, validation, and test subsets. Each pair was used to test whether

the system could decide if the two images belonged to the same person or to dif-

ferent people. The pair labels were binary. Genuine pairs, with label 1, contained

two images from the same identity. Impostor pairs, with label 0, contained two

images from different identities. Each split used a balanced number of genuine and

impostor pairs, meaning that both pair types were equally represented.

Table 4.5 shows the number of identities, images, and balanced verification pairs
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in each split. For example, the test split contained 3,800 verification pairs in total,

consisting of 1,900 genuine pairs and 1,900 impostor pairs.

Table 4.5: Number of identities, images, and balanced verification pairs per split.
Split No. of

identities
No. of
images

No. of total
pairs

No. of
genuine
pairs

No. of
impostor
pairs

Train 349 117056 17450 8725 8725
Validation 75 27310 3750 1875 1875
Test 76 25030 3800 1900 1900

Although the verification pairs were generated in Phase 3, their usability was

checked after clean embedding extraction in Phase 4. A pair was considered usable

only when valid embeddings were available for both images in the pair. Therefore,

the number of usable pairs could be slightly smaller than the number of generated

pairs. Table 4.6 shows the pair coverage after clean embedding extraction.

Table 4.6: Pair coverage after clean embedding extraction in Phase 4.
Split No. of total

pairs
No. of usable
pairs

Coverage
Ratio

Train 17450 17403 0.9973
Validation 3750 3747 0.9992
Test 3800 3789 0.9971

The coverage ratio was high for all three splits. This shows that almost all

generated verification pairs could be used in the later clean baseline evaluation. The

small difference between the total and usable pairs was caused by pairs where at

least one image did not produce a valid embedding.

4.4 Attack Formulation

The adversarial experiments followed a pair-verification threat model rather than

a multiclass classification setting. In a multiclass classification setting, the model

receives one image and predicts one identity label from a fixed set of classes. In this
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work, however, the system received two face images and decided whether they should

be accepted as a match or rejected as a match. Therefore, the attack objective was

defined at the pair level, based on changing the similarity score between the two

face embeddings.

The goal of a genuine-pair attack was to decrease the similarity between two

images of the same person until the pair was rejected as a match. The goal of an

impostor-pair attack was to increase the similarity between two images of different

people until the pair was accepted as a match. Only the first image in the pair

(Image A) was perturbed; the second image in the pair (Image B) was held fixed.

Phase 5 created the attack-ready subset for the adversarial experiments. First,

only test pairs that were correctly classified by the clean baseline were selected.

This ensured that the later attack results measured how much the adversarial per-

turbations changed initially correct decisions. The selected subset was balanced,

containing the same number of genuine and impostor pairs.

The aligned face crops were cached once and reused during the later experiments.

This avoided repeating the MTCNN face detection and alignment step for the same

images. Although the subset contained 400 image pairs, it did not require 800

unique face crops because some images appeared in more than one pair. Therefore,

787 unique aligned face crops were cached.

Before the Phase 6 attack benchmark, the cached crops were scored again to

check that the selected pairs were still correctly classified in the crop-space repre-

sentation. This was important because the attacks were later applied directly to the

aligned face crops rather than to the original full images.

Table 4.7 summarizes the final attack-ready subset created in Phase 5. The

subset contained 400 usable attack pairs in total. Since the subset was balanced, it

included 200 genuine pairs and 200 impostor pairs. The genuine pairs were used to

evaluate whether an attack could make two images of the same person be rejected
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as a match. The impostor pairs were used to evaluate whether an attack could make

two images of different people be accepted as a match.

Table 4.7: Attack-ready subset created in Phase 5.
Phase 5 output Value
Usable attack pairs 400
Genuine pairs 200
Impostor pairs 200
Unique images represented 787
Cached crop success rate 1.000

The table also shows that the 400 pairs represented 787 unique images. This

number is lower than 800 because some images appeared in more than one pair.

Therefore, the same cached face crop could be reused for those repeated images. The

cached crop success rate of 1.000 indicates that all required aligned face crops for

the attack subset were available and could be reused in the later attack experiments.

After defining the pair-verification threat model, adversarial examples were gen-

erated using two gradient-based attacks: the Fast Gradient Sign Method (FGSM)

and Projected Gradient Descent (PGD). In this setting, x represents the aligned

face crop of Image A, and xadv represents its adversarially modified version. The

perturbation size was controlled by ϵ, which limits how much the input image is

allowed to change.

FGSM generated an adversarial example using a single update step:

xadv = clip (x+ ϵ sign(∇xL),−1, 1) . (4.2)

In this equation, L is the attack loss. The loss defines what the attack is trying

to achieve. For example, for a genuine pair, the attack loss is defined so that the

similarity between the two embeddings is pushed downward. For an impostor pair,

the loss is defined so that the similarity is pushed upward.

The term ∇xL is the gradient of the loss with respect to the input image x.

This gradient shows how small changes in the input image would affect the attack
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loss. In other words, it indicates which direction the pixel values should be changed

in order to increase the attack objective. The sign(·) function keeps only the sign

of each gradient value. Therefore, each pixel is changed in the positive or negative

direction, instead of using the exact gradient magnitude.

The parameter ϵ controls the maximum size of the perturbation added to the

image. A larger ϵ allows a stronger modification, while a smaller ϵ keeps the ad-

versarial image closer to the original image. Finally, the clip(·) operation keeps the

resulting adversarial image inside the valid normalized pixel range of [−1, 1], so that

the modified image remains a valid input for the embedding model.

The attack loss was defined according to the type of verification pair. For genuine

pairs, the loss was designed to reduce the similarity between two images of the same

person, so that the pair would be rejected as a match. For impostor pairs, the loss

was designed to increase the similarity between two images of different people, so

that the pair would be accepted as a match [6].

PGD used the same general idea as FGSM, but applied it over several smaller

steps instead of one large step. The iterative update was defined as:

xt+1 = ΠB∞(x,ϵ) [xt + α sign(∇xL)] . (4.3)

Here, xt is the adversarial image at iteration t, and xt+1 is the updated image

after one PGD step. The step size is represented by α. In this work, PGD used

seven steps, and the step size was set to:

α =
ϵ

7
. (4.4)

The projection operator ΠB∞(x,ϵ) keeps the adversarial image inside the allowed

perturbation region around the original image x. Here, B∞(x, ϵ) denotes an L∞ ball

centered at x, with radius ϵ. This means that each pixel in the adversarial image
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can change only up to ϵ from its original value.

This step is important because PGD applies the attack over several iterations.

Although each step is small, the changes could accumulate and become larger than

the allowed perturbation limit. The projection operation prevents this by clip-

ping the adversarial image back into the allowed L∞ region after each iteration.

Therefore, PGD can modify the image gradually, but the final perturbation remains

bounded by ϵ.

In both FGSM and PGD, the perturbation was applied in crop space rather than

in the original full image. This means that the attacks were generated on the aligned

160×160 face crops after face detection and alignment, not on the complete original

images before preprocessing. This distinction is important because the adversarial

perturbation directly affects the input that is passed to the embedding model. How-

ever, it also means that the attack does not include the earlier face detection and

alignment stage. In other words, the attack assumes that face detection and align-

ment have already been completed successfully. For this reason, the results should

be interpreted as measuring the robustness of the embedding and similarity-based

verification stages, rather than the robustness of the complete pipeline starting from

the original full image.

4.5 Defense Techniques

Phase 7 evaluated four lightweight preprocessing defenses against the adversarial

examples. These defenses were JPEG recompression, Gaussian blur, median filter-

ing, and bit-depth reduction. A no-defense condition was also kept as a reference

baseline [11], [12]. The purpose of this phase was to check whether simple image

preprocessing operations could reduce the effect of adversarial perturbations before

the images were passed to the embedding model.

JPEG recompression was applied with quality 50. This defense compresses the
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image again and can remove some small high-frequency details from the image. Since

adversarial perturbations are often small pixel-level changes, JPEG recompression

may reduce part of the perturbation while keeping the main facial structure visible.

Gaussian blur was applied with radius 1.0. This operation smooths the image

by averaging nearby pixel values. As a result, small local changes in the image can

be weakened. This can be useful against adversarial perturbations because such

perturbations often depend on small changes distributed across the image.

Median filtering was applied using a 3 × 3 kernel. In this method, each pixel

is replaced by the median value of the pixels in its local neighborhood. Median

filtering can reduce isolated pixel-level noise and small irregular changes. Therefore,

it was included as another simple way to test whether local smoothing could reduce

the effect of adversarial perturbations.

Bit-depth reduction was applied using 4-bit color depth. This defense reduces

the number of possible pixel intensity values in the image. In other words, very

small differences between pixel values are removed by mapping them to a smaller

set of available values. This can reduce adversarial changes that rely on fine-grained

pixel intensity differences.

The defenses were applied at test time only, and the embedding model was not

retrained. For the clean defense evaluation, both images in a pair were preprocessed

before embedding extraction. For the attacked condition, the defended comparison

used the defended adversarial crop of Image A and the defended clean crop of Image

B. This kept the evaluation consistent with the attack setup, where only Image A

was perturbed and Image B was held fixed.

The original validation threshold selected in Phase 4 remained fixed during the

defense evaluation. Therefore, no defense-specific threshold was selected. This made

the comparison easier to interpret because the same decision threshold was used

across the clean, attacked, and defended conditions. However, it also means that
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the defenses were not separately calibrated for their transformed image distributions.

These defenses were lightweight because they did not require training or fine-

tuning the neural network. They could be inserted before the embedding model as

simple preprocessing steps. This is suitable for the modular experimental design

used in this work because it isolates the effect of input transformations. However,

the results should be interpreted carefully. The defense evaluation was non-adaptive,

meaning that the attacker did not optimize the adversarial examples through the

defense transformations. In practice, an adaptive attacker may be able to reduce or

bypass the benefit of such preprocessing defenses. Therefore, the reported defense

results should be understood as an initial robustness check rather than as a complete

security guarantee [13].



5 Results

This chapter presents the experimental results of the thesis pipeline. The results are

organized according to the main implementation phases, starting from workspace

preparation and runtime validation, followed by dataset auditing, clean verification

evaluation, adversarial attack benchmarking, and lightweight defense assessment.

The chapter focuses on reporting the quantitative and qualitative findings, while

their broader interpretation is discussed in Chapter 6.

5.1 Phase 1–2: Workspace Isolation and GPU

Validation

Phase 1 achieved its engineering goal by moving all new artifacts into an isolated

workspace outside the original repository. This was important because it allowed

the thesis pipeline to evolve independently without modifying the original project

repository. Phase 2 then confirmed that the environment could execute the pipeline

on the available RTX 4090 Laptop GPU with CUDA 12.1. This matters because

later phases involve large-scale embedding, repeated attack generation, and repeated

defense evaluation.
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5.2 Phase 3: Data Audit and Verification Split

Phase 3 showed that the local corpus was large enough to support the verification

benchmark used in this work. All 500 identities were eligible for pair generation,

with a median of 325 images per identity and a mean of 338.792 images. The split

protocol produced 349 train identities, 75 validation identities, and 76 test identities.

Balanced pair files were generated for each split, and the test split contained 3,800

total pairs before embedding coverage checks.

This phase is methodologically important because the split was identity-disjoint

rather than image-disjoint. In a face verification study, that prevents overly opti-

mistic evaluation caused by having the same person appear in both development and

evaluation partitions. Although the baseline model was frozen, the identity-disjoint

structure still made the later threshold selection and test evaluation more credible.

5.3 Phase 4: Clean Verification Baseline

The clean verification system performed strongly. On the validation split, the area

under the ROC curve (AUC) was 0.9653 and the equal error rate (EER) was 0.0795.

On the test split, the AUC increased slightly to 0.9708 and accuracy at the validation

operating threshold was 0.9171. The test true accept rate (TAR) at that threshold

was 0.9171, while the false accept rate (FAR) was 0.0828 and the false rejection

rate (FRR) was 0.0829. These results indicate that the clean pipeline was already

a strong verifier before any attack was applied.

Table 5.1: Clean verification metrics for validation and test splits.
Split AUC EER EER

thresh-
old

Accu-
racy

TAR FAR FRR TAR
@
FAR
10−2

Usable
pairs

Valid 0.9653 0.0795 0.2268 0.9205 0.9204 0.0795 0.0796 0.8526 3747
Test 0.9708 0.0829 0.2269 0.9171 0.9171 0.0828 0.0829 0.8210 3789



5.3 PHASE 4: CLEAN VERIFICATION BASELINE 59

Figure 5.1: Clean verification ROC curves on validation and test splits.

Figure 5.1 shows that both ROC curves lie well above the diagonal baseline,

which confirms a high degree of separability between genuine and impostor pairs

in the clean setting. The validation and test curves are close, which also suggests

that the threshold chosen on the validation split transferred reasonably well to the

held-out test identities.

Figure 5.2 makes the decision mechanism interpretable. Genuine pairs cluster at

substantially higher cosine similarity than impostor pairs, while a smaller overlap

region near the threshold explains the residual false accepts and false rejects. In

practical terms, the clean baseline was strong enough to justify a robustness study:

if the baseline had been weak, later attack results would have been ambiguous.
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Figure 5.2: Similarity distributions for genuine and impostor pairs, with the valida-
tion operating threshold marked.

5.4 Phase 5: Attack-Ready Subset Construction

Phase 5 converted the clean test output into a controlled robustness benchmark.

The pipeline kept only cleanly correct test pairs and then built a balanced attack

subset of 400 usable pairs: 200 genuine and 200 impostor. These pairs referenced

787 unique images, and all corresponding face crops were successfully cached. This

phase reduced later ambiguity because attack success in Phase 6 was measured only

on pairs that were correctly classified before the attack.

That design choice is important for interpretation. If initially wrong pairs had

been left in the benchmark, the measured attack success rate would have mixed clean

errors with adversarial errors. By filtering to cleanly correct pairs and then rescoring

the cached crop representation before attack, the benchmark focused specifically on

robustness rather than baseline misclassification.

5.5 Phase 6: FGSM and PGD Attack Benchmark

Phase 6 produced a clear robustness result: the verifier was strongly affected by

adversarial perturbations, and PGD was consistently more harmful than FGSM.
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As illustrated in Table 5.2, at the mildest tested budget (ϵ = 0.002), adversarial

accuracy remained high at 0.9150 for FGSM and 0.9050 for PGD. However, as ϵ

increased, accuracy degraded steadily. At ϵ = 0.010, FGSM reduced adversarial

accuracy to 0.4425 and PGD reduced it further to 0.3400. Correspondingly, attack

success rose to 0.5575 for FGSM and 0.6600 for PGD.

Table 5.2: Attack benchmark summary across all FGSM and PGD epsilon levels.
Method Epsilon Adv accuracy Attack success rate Genuine attack success rate Impostor attack success rate TAR adv FAR adv
FGSM 0.0020 0.9150 0.0850 0.0650 0.1050 0.9350 0.1050
FGSM 0.0040 0.7825 0.2175 0.1450 0.2900 0.8550 0.2900
FGSM 0.0060 0.6700 0.3300 0.2250 0.4350 0.7750 0.4350
FGSM 0.0080 0.5300 0.4700 0.3150 0.6250 0.6850 0.6250
FGSM 0.0100 0.4425 0.5575 0.3950 0.7200 0.6050 0.7200
PGD 0.0020 0.9050 0.0950 0.0750 0.1150 0.9250 0.1150
PGD 0.0040 0.7550 0.2450 0.1650 0.3250 0.8350 0.3250
PGD 0.0060 0.5850 0.4150 0.2750 0.5550 0.7250 0.5550
PGD 0.0080 0.4450 0.5550 0.3900 0.7200 0.6100 0.7200
PGD 0.0100 0.3400 0.6600 0.4950 0.8250 0.5050 0.8250

Figure 5.3: Attack success rate and adversarial accuracy as epsilon increases.

Figure 5.3 summarizes the central trend of the attack phase. Both attacks be-

come more damaging as ϵ increases, but PGD degrades the system faster. This

is exactly what would be expected from the literature: an iterative first-order at-

tack generally explores the local adversarial region more effectively than a one-step

attack [7].

Figure 5.4 also answers an important thesis question about class asymmetry.

Across all tested epsilon values, impostor-pair attacks were easier than genuine-pair

attacks. For example, at ϵ = 0.010, FGSM achieved a genuine-pair attack success

rate of 0.395 but an impostor-pair success rate of 0.720; PGD reached 0.495 on
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Figure 5.4: Class-specific attack success rates and verification rates under attack.

genuine pairs and 0.825 on impostor pairs. This means the system was more easily

manipulated into accepting different identities than into rejecting the same identity.

From a security perspective, this is important because an increased FAR under

attack can be more harmful than an increased FRR in authentication scenarios.

Figure 5.5: Mean similarity shift under attack for genuine and impostor pairs.

Figure 5.5 explains the mechanism behind those errors. Genuine-pair similarity

shifts are negative, meaning that the attack pushes same-identity images farther

apart in embedding space. Impostor-pair shifts are positive, meaning that the attack

pulls different-identity images closer together. The effect grows with ϵ and is larger

for PGD than FGSM, which again matches the quantitative accuracy and success-
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rate results.

Figure 5.6: Qualitative PGD examples at ϵ = 0.010, showing full images for context
and crop-space perturbations for the actual attack.

Figure 5.6 provides the qualitative interpretation. The perturbation is visually

subtle in the crop space even when the verification decision flips. The strongest

false reject and strongest false accept rows are particularly informative: the attacked

crops still appear semantically similar to a human observer, but the embedding-space

similarity has moved across the threshold. The final row, which shows a strong but

unsuccessful attack, is also valuable because it demonstrates that vulnerability is



5.6 PHASE 7: LIGHTWEIGHT DEFENSES 64

substantial but not uniform across all pairs.

Table 5.3: Strongest-attack comparison at ϵ = 0.010.
Attack Adversarial

accuracy
Attack
Success
Rate

Adversarial
TAR

Adversarial
FAR

Genuine
attack suc-
cess rate

Impostor
attack suc-
cess rate

FGSM 0.4425 0.5575 0.6050 0.7200 0.3950 0.7200
PGD 0.3400 0.6600 0.5050 0.8250 0.4950 0.8250

5.6 Phase 7: Lightweight Defenses

Phase 7 evaluated whether lightweight image preprocessing could reduce the effect

of adversarial perturbations without requiring retraining or fine-tuning of the neural

network. The tested defenses were applied before embedding extraction and were

assessed in terms of both clean verification performance and adversarial robustness.

The results show that simple preprocessing could partially recover robustness with-

out severely damaging clean accuracy. The answer was positive but partial. The

no-defense condition achieved 1.0000 clean accuracy on the 400-pair Phase 7 subset

because the subset was intentionally constructed from pairs that were correctly clas-

sified by the clean baseline. Among the actual defenses, median filtering preserved

clean accuracy best at 0.9975, while JPEG recompression remained very close at

0.9950. Bit-depth reduction and Gaussian blur both retained 0.9900 clean accuracy.

Table 5.4: Clean performance under simple preprocessing defenses
Defense No. of pairs Clean accuracy TAR FAR FRR Mean genuine similarity Mean impostor similarity
none 400 1.0000 1.0000 0.0000 0.0000 0.6073 -0.0089
Median filter 3×3 400 0.9975 1.0000 0.0050 0.0000 0.6057 -0.0080
JPEG recompression (Q=50) 400 0.9950 1.0000 0.0100 0.0000 0.6037 -0.0054
4-bit color-depth reduction 400 0.9900 0.9900 0.0100 0.0100 0.5975 -0.0069
Gaussian blur (r=1.0) 400 0.9900 0.9950 0.0150 0.0050 0.6034 -0.0056

Figure 5.7 shows that none of the tested defenses catastrophically damaged clean

performance. This is an important result because a defense is of limited practical

value if it only improves robustness by severely harming clean accuracy. The clean-

accuracy cost here was small for all four defenses.
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Figure 5.7: Clean accuracy under the tested preprocessing defenses.

Figure 5.8: Adversarial accuracy under FGSM and PGD after defense preprocessing.
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Figure 5.8 shows that all tested defenses improved adversarial accuracy relative

to the no-defense baseline, but JPEG recompression was consistently strongest. At

ϵ = 0.010, JPEG recompression (Q=50) increased FGSM adversarial accuracy from

0.4425 to 0.6650 and PGD adversarial accuracy from 0.3400 to 0.5925. Gaussian

blur ranked second, while median filtering and bit-depth reduction were weaker.

This means the lightweight defenses helped substantially, but they did not restore

clean-level performance.

Figure 5.9: Attack success rates under defense preprocessing.

Figure 5.9 gives the same conclusion from the opposite perspective: defenses

lowered attack success, and JPEG recompression (Q=50) again did so most strongly.

At ϵ = 0.010, FGSM attack success fell from 0.5575 with no defense to 0.3300 with

JPEG recompression (Q=50), while PGD attack success fell from 0.6600 to 0.4025.

The defenses therefore did not eliminate vulnerability, but they moved the system

in the right direction by a meaningful margin.

Figure 5.10 makes the tradeoff easy to rank. JPEG recompression (Q=50) pro-

duced the largest gain over no defense for both adversarial accuracy and attack-

success reduction, while only reducing clean accuracy from 1.0000 to 0.9950 on the

Phase 7 subset. Median filtering preserved clean accuracy slightly better, but its ro-

bustness benefit was smaller. Gaussian blur was competitive, especially under PGD,

but still weaker than JPEG recompression (Q=50). Bit-depth reduction helped, but
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Figure 5.10: Defense gains over the no-defense baseline at the strongest tested per-
turbation budget.

it was the weakest of the four tested defenses at the stronger perturbation budget.

Table 5.5: Phase 7 ranking of defenses at ϵ = 0.010.
Attack Defense Clean Acc. Adv. Acc. Attack Success Rate Adv. Acc. Gain vs. No Defense Attack Success Reduction vs. No Defense
FGSM JPEG recompression (Q=50) 0.9950 0.6650 0.3300 0.2225 0.2275
FGSM Gaussian blur (r=1.0) 0.9900 0.6450 0.3450 0.2025 0.2125
FGSM Median filter (3×3) 0.9975 0.5925 0.4050 0.1500 0.1525
FGSM 4-bit color-depth reduction 0.9900 0.5825 0.4075 0.1400 0.1500
FGSM No defense 1.0000 0.4425 0.5575 0.0000 0.0000
PGD JPEG recompression (Q=50) 0.9950 0.5925 0.4025 0.2525 0.2575
PGD Gaussian blur (r=1.0) 0.9900 0.5550 0.4350 0.2150 0.2250
PGD 4-bit color-depth reduction 0.9900 0.5175 0.4725 0.1775 0.1875
PGD Median filter (3×3) 0.9975 0.5075 0.4900 0.1675 0.1700
PGD No defense 1.0000 0.3400 0.6600 0.0000 0.0000

Overall, the defense phase produced a clear practical conclusion. If the sole

priority is preserving clean performance, median filtering is the best choice among

the actual defenses. If the goal is overall robustness improvement with only a small

clean-accuracy penalty, JPEG recompression (Q=50) was the best option among

the tested lightweight defenses.



6 Discussion

6.1 Interpretation of the Clean Baseline

The clean baseline provides the reference point for evaluating the adversarial ro-

bustness of the face verification system. Before analysing adversarial perturbations,

it was necessary to confirm that the selected pipeline performed reliably on unmod-

ified images. The baseline followed a detect–embed–compare structure: faces were

detected and aligned using MTCNN, embeddings were extracted using a pretrained

InceptionResnetV1 model, and verification decisions were made using cosine simi-

larity. The verification threshold was selected on the validation split at the Equal

Error Rate (EER) operating point and was kept fixed for all test, attack, and defense

experiments.

The clean test results show that the baseline system achieved strong verifica-

tion performance under normal conditions. On the held-out test split, the system

achieved an AUC of 0.9708 and an accuracy of 0.9171. These results indicate that

the embedding model was able to distinguish genuine pairs from impostor pairs ef-

fectively in the clean setting. Therefore, the baseline can be considered sufficiently

reliable for evaluating how adversarial perturbations affect the verification decision.

However, strong clean performance should not be interpreted as evidence of

adversarial robustness. Metrics such as clean accuracy and AUC mainly describe

recognition performance under standard, non-adversarial conditions. They do not
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show whether the system remains stable when the input image is intentionally mod-

ified to change the model’s output. This distinction is central to the thesis: a face

verification system may perform well on clean images while still being vulnerable to

carefully crafted perturbations.

The use of a fixed validation-selected threshold also strengthens the interpreta-

tion of the results. Since the threshold was not adjusted after observing the test or

adversarial examples, the clean, adversarial, and defense results are directly com-

parable. Therefore, the performance degradation observed under FGSM and PGD

can be attributed to the effect of adversarial perturbations rather than to changes

in the decision rule.

6.2 Adversarial Vulnerability of the Verification

Pipeline

The adversarial attack results show that the evaluated face verification system is

vulnerable to gradient-based input perturbations [14]. Although the clean baseline

achieved strong performance, both FGSM and PGD caused a substantial reduction

in verification accuracy. This demonstrates that small changes in the aligned face

images can significantly affect the embedding representation and, consequently, the

cosine similarity used for the final accept or reject decision.

At ϵ = 0.010, FGSM reduced adversarial accuracy to approximately 0.4425, while

PGD reduced it further to approximately 0.3400. Similarly, the attack success rate

increased from approximately 0.5575 for FGSM to approximately 0.6600 for PGD.

These results show that the verification decision can be manipulated by adversarial

perturbations even when the clean system performs well.

The stronger effect of PGD is expected because PGD is an iterative attack,

whereas FGSM is a single-step attack [6], [7]. FGSM applies one update in the



6.3 GENUINE AND IMPOSTOR PAIR BEHAVIOUR 70

direction of the gradient, while PGD applies multiple smaller updates within the

allowed perturbation budget. This allows PGD to explore the permitted perturba-

tion space more effectively and to generate examples that are more likely to cross

the verification threshold.

In the context of face verification, adversarial attacks affect the system by chang-

ing the similarity relationship between two embeddings. For genuine pairs, the

attack attempts to reduce similarity so that two images of the same identity are

rejected. For impostor pairs, the attack attempts to increase similarity so that two

different identities are accepted. Therefore, the observed performance degradation

is not only a general reduction in accuracy, but also a security-relevant change in

the system’s decision behaviour.

Overall, the comparison between clean and adversarial performance confirms

that high clean accuracy alone is not sufficient for evaluating the security of face

verification systems. A system may be reliable under normal conditions but still

vulnerable when an attacker intentionally modifies the input.

6.3 Genuine and Impostor Pair Behaviour

The analysis of genuine and impostor pairs provides a more detailed understanding

of the system’s adversarial vulnerability. A genuine pair contains two images of the

same identity and should be accepted by the system. An impostor pair contains

two images from different identities and should be rejected. These two pair types

correspond to different failure modes: false rejection for genuine pairs and false

acceptance for impostor pairs.

The results indicate that adversarial attacks were generally more successful

against impostor pairs than against genuine pairs. This suggests that, in the eval-

uated embedding space, it was easier for adversarial perturbations to increase the

similarity between different identities than to decrease the similarity between im-
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ages of the same identity. One possible explanation is that genuine pairs often have

similarity scores with a larger margin above the threshold, making them harder to

push into the rejection region. In contrast, some impostor pairs may lie closer to

the threshold, so smaller perturbations can move them into the acceptance region.

This finding is important from a security perspective. False rejections mainly

affect usability because a legitimate user may be denied access. False acceptances,

however, are usually more serious in biometric authentication because they may

allow an unauthorized identity to be accepted as genuine. Therefore, the higher

success of impostor-pair attacks highlights a critical risk for face verification systems

used in access control or identity verification.

The genuine–impostor analysis also shows why aggregate accuracy alone is not

enough for robustness evaluation. Two systems may have similar overall adversarial

accuracy but different distributions of false rejections and false acceptances. From

a security viewpoint, these error types do not have equal consequences. Therefore,

robustness evaluation should report not only overall accuracy and attack success

rate, but also the effect of attacks on genuine and impostor pairs separately.

6.4 Effect of Perturbation Strength

The perturbation strength, controlled by ϵ, plays an important role in adversarial

robustness evaluation. In this study, ϵ defines the maximum allowed change applied

to each pixel in the aligned face-crop space. A smaller ϵ restricts the attacker to

weaker modifications, while a larger ϵ allows stronger changes that can more easily

affect the resulting embedding.

The results show that increasing ϵ generally increased the effectiveness of both

FGSM and PGD. As the perturbation budget increased, adversarial accuracy de-

creased and attack success rate increased. This trend is expected because a larger

perturbation budget allows the attack to move the image further in the direction
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that changes the model’s decision.

The effect of ϵ also reflects the trade-off between attack strength and visual

perceptibility. Very small perturbations may be difficult to notice but can still reduce

verification performance. Larger perturbations may cause stronger attacks, but they

may also become more visible and less realistic. Therefore, the security relevance of

each ϵ value should be interpreted not only by its numerical effect on accuracy, but

also by considering whether the perturbation remains visually plausible.

This analysis shows that robustness cannot be described by a single accuracy

value. A system may appear relatively stable at a very small perturbation level but

degrade rapidly as the perturbation budget increases. For this reason, evaluating

several ϵ values gives a more complete picture of the system’s adversarial behaviour.

6.5 Evaluation of Lightweight Defenses

The lightweight defense experiments examined whether simple input transformations

could reduce the effect of adversarial perturbations. The evaluated methods included

JPEG recompression, Gaussian blur, median filtering, and color-depth reduction.

These transformations modify the input image before embedding extraction and

may reduce some pixel-level perturbations.

The results show that these defenses provided only limited protection. In some

cases, preprocessing may reduce high-frequency adversarial noise and partially re-

cover verification performance. However, the same transformations can also remove

useful facial details that are important for accurate embedding extraction. This cre-

ates a trade-off between suppressing perturbations and preserving identity-related

information.

JPEG recompression may reduce some adversarial noise by discarding image in-

formation during compression, but it can also introduce artifacts [30]. Gaussian blur

and median filtering can smooth small pixel-level variations, but excessive smoothing
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may remove edges, texture, and landmark-related details. Color-depth reduction can

remove small intensity changes through quantization, but it may also reduce subtle

visual information needed by the model.

Among the evaluated defenses, JPEG recompression provided the best overall

trade-off between clean performance and adversarial robustness in the defense eval-

uation setting. This suggests that compression can remove part of the perturbation

pattern while preserving enough identity-related information for verification. How-

ever, this result should not be interpreted as evidence that JPEG recompression

is a complete defense. Its effectiveness may depend on the attack strength, image

quality, compression level, and whether the attacker is aware of the preprocessing

step.

A key limitation of these defense experiments is that they were evaluated in a

non-adaptive setting. The adversarial examples were not specifically optimized to

bypass the preprocessing transformations. In a stronger adaptive setting, an attacker

could include the defense operation in the attack process or approximate it during

optimization. Therefore, the observed defense performance should be interpreted as

preliminary evidence rather than proof of strong robustness [13].

Overall, the lightweight defenses should not be considered reliable standalone

protections for security-critical face verification systems. They may be useful as

part of a broader defense strategy, but stronger methods such as adversarial training,

robust model design, anomaly detection, and deployment-level security controls are

likely needed for practical systems.

6.6 Security Implications

The findings of this thesis have important implications for the security evaluation

of face verification systems. The clean baseline showed that the system can perform

well under normal conditions, but the adversarial experiments showed that this per-
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formance can degrade substantially when inputs are intentionally perturbed. This

confirms that clean recognition performance and adversarial robustness are different

properties.

For biometric authentication, the most critical implication is the risk of false

acceptance. The results showed that impostor-pair attacks were especially effective,

meaning that adversarial perturbations can increase the similarity between differ-

ent identities and cause the system to accept an unauthorized user. This is more

serious than ordinary recognition error because it directly affects the security of the

authentication process.

The results also suggest that relying only on an embedding model and a fixed

similarity threshold may not be sufficient in adversarial settings. Additional mech-

anisms may be needed, such as liveness detection, input quality checks, anomaly

detection, rate limiting, logging, and human review in high-risk cases. These mech-

anisms do not replace the need for robust models, but they can reduce the practical

risk of successful attacks.

The findings are also relevant for production-style or API-based face verifica-

tion systems. If a model is exposed through an API, attackers may submit re-

peated queries and observe accept or reject decisions. This can help attackers refine

their attempts, especially if the system provides detailed feedback or allows unlim-

ited requests. Therefore, adversarial robustness should be considered together with

system-level protections such as access control, query limits, monitoring, and careful

error-message design.

Overall, the results support the view that face verification systems should be

evaluated not only as machine learning models but also as security-critical systems.

A complete evaluation should consider clean accuracy, adversarial robustness, error

types, defense limitations, and deployment-level risks.
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6.7 Limitations

This study has several limitations that should be considered when interpreting the

results. First, the attacks were generated in the aligned face-crop space rather than

on the original raw input images. This made the evaluation more controlled and

computationally efficient, but it does not fully represent an end-to-end attack against

the complete image-processing pipeline. In a real deployment, adversarial images

may also need to survive face detection, alignment, resizing, compression, and other

preprocessing steps.

Second, the evaluation was based on one specific face verification architecture:

MTCNN for detection and alignment, InceptionResnetV1 pretrained on VGGFace2

for embedding extraction, and cosine similarity for verification. Other detectors, em-

bedding models, preprocessing pipelines, or similarity measures may show different

levels of robustness.

Third, the adversarial evaluation used a fixed subset of cleanly correct test pairs.

This ensured that attack success was measured only on pairs that were correctly

classified before perturbation. However, this subset may not fully represent all

possible genuine and impostor pair distributions in the complete test set.

Fourth, the attacks were limited to digital white-box gradient-based methods,

specifically FGSM and PGD. These attacks are useful for evaluating model sen-

sitivity, but they do not cover all possible threat scenarios. Black-box attacks,

query-based attacks, transfer attacks, physical-world attacks, and presentation at-

tacks were outside the scope of this thesis.

Fifth, the defense evaluation was limited to simple preprocessing transformations

and was conducted in a non-adaptive setting. Therefore, the defense results should

be interpreted cautiously. They show how the tested transformations behave under

the selected conditions, but they do not prove robustness against adaptive attackers.

Finally, the study focused mainly on the machine learning component of the veri-
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fication system. Although the broader motivation includes production-style and net-

worked face verification systems, detailed API-level, network-level, and deployment-

level security testing was not performed. Future work should therefore examine

adversarial robustness together with practical system security mechanisms.

6.8 Summary of the Discussion

This chapter interpreted the experimental findings and discussed their security rel-

evance. The clean baseline showed that the evaluated face verification system per-

formed well under normal conditions, achieving strong AUC and accuracy on the

held-out test split. However, the adversarial experiments showed that this clean

performance did not guarantee robustness against intentional perturbations.

Both FGSM and PGD significantly reduced verification performance, with PGD

producing stronger attacks due to its iterative optimization process. The results

also showed that impostor-pair attacks were particularly important from a security

perspective because they correspond to false acceptances. This finding highlights

the need to evaluate adversarial robustness not only through overall accuracy, but

also through separate analysis of genuine and impostor pair behaviour.

The lightweight defense experiments showed that simple preprocessing transfor-

mations can provide limited protection in some cases, but they should not be treated

as reliable standalone defenses. Their effectiveness is limited, and the non-adaptive

evaluation means that stronger attackers may be able to bypass them.

Overall, the findings support the main argument of this thesis: strong clean ver-

ification performance is necessary but not sufficient for security-critical face verifica-

tion systems. Robustness evaluation should include adversarial attacks, analysis of

error types, defense assessment, and consideration of deployment-level protections.



7 Conclusion and Future Work

7.1 Conclusion

This thesis developed and evaluated a face verification pipeline for studying clean

verification performance, adversarial robustness, and lightweight defense methods.

The pipeline followed a detect–embed–compare structure using MTCNN for face de-

tection and alignment, InceptionResnetV1 pretrained on VGGFace2 for embedding

extraction, cosine similarity for pair comparison, and a validation-selected threshold

for verification decisions.

The study showed that a face verification system can achieve strong clean perfor-

mance while still being vulnerable to adversarially crafted face images. This confirms

that clean verification accuracy alone is not sufficient for evaluating systems used

in security-sensitive contexts. Robustness evaluation is also necessary because ad-

versarial perturbations can change similarity scores and cause incorrect accept or

reject decisions.

The thesis also showed that lightweight preprocessing defenses can reduce the

effect of adversarial perturbations to some extent, but they should not be treated

as complete security solutions. Overall, the work provides a structured evaluation

of the relationship between clean performance, adversarial vulnerability, and simple

test-time defenses in a pretrained face verification pipeline. The direct answers to

the research questions are presented in the next section.
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7.2 Answers to the Research Questions

This section provides direct answers to the research questions presented in Chapter 1.

RQ1: How robust is a pretrained deep face verification pipeline

against adversarially crafted face images?

The evaluated pretrained deep face verification pipeline was effective under clean

conditions, but it was not robust against adversarially crafted face images. The

clean baseline showed strong verification performance, which made it suitable for

robustness evaluation. However, adversarial perturbations substantially reduced ad-

versarial accuracy and increased the attack success rate as the perturbation strength

increased. Therefore, the system should be considered vulnerable under adversarial

conditions, especially at higher epsilon values.

RQ2: How do different adversarial attack methods, specifically

FGSM and PGD, affect the performance of the face

verification system?

Both FGSM and PGD reduced the performance of the face verification system, but

PGD had a stronger effect across all tested epsilon values. FGSM, as a fast one-step

attack, already caused a clear decrease in adversarial accuracy. PGD, as a stronger

iterative attack, reduced adversarial accuracy further and produced a higher attack

success rate. The results also showed that impostor-pair attacks were more successful

than genuine-pair attacks, meaning that the system was more easily manipulated

into falsely accepting different identities than falsely rejecting the same identity.
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RQ3: To what extent can simple test-time preprocessing

defenses improve adversarial robustness, and which defense

provides the best trade-off between clean performance and

robustness?

Simple test-time preprocessing defenses improved adversarial robustness, but only

partially. JPEG recompression, Gaussian blur, median filtering, and bit-depth re-

duction all improved adversarial accuracy compared with the no-defense condition

while keeping clean performance relatively high. Among the tested defenses, JPEG

recompression at quality 50 provided the best overall trade-off between clean per-

formance and adversarial robustness. Median filtering preserved clean accuracy

slightly better, but it did not recover as much adversarial robustness as JPEG re-

compression. Therefore, lightweight preprocessing defenses can reduce the effect of

adversarial perturbations, but they should be treated as partial mitigation methods

rather than complete security solutions.

7.3 Limitations

Although the study achieved its main objectives, several limitations should be con-

sidered when interpreting the results. The first limitation concerns the dataset. The

evaluation dataset used in the workspace was a local corpus rather than a formally

documented public benchmark release. Although the dataset was large enough to

support the experimental workflow and was divided using an identity-disjoint pro-

tocol, the use of a local dataset limits direct external comparability with other

published studies. Results obtained on public benchmarks are usually easier to re-

produce and compare across different methods, whereas results on a local corpus

mainly support internal evaluation within the scope of this thesis.

The second limitation concerns the embedding model. The face verification
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system used a frozen pretrained embedding model rather than a model fine-tuned

specifically for the local dataset or adversarial robustness. This design choice kept

the pipeline simple, stable, and computationally feasible, which was important for

the scope of a master’s thesis. However, it also means that the study did not eval-

uate train-time robustness methods such as adversarial training, robustness-aware

fine-tuning, or metric-learning-based improvements. Therefore, the defense results

should be interpreted as test-time preprocessing results rather than as evidence

about the maximum robustness that could be achieved by retraining or fine-tuning

the recognition model.

The third limitation concerns the attack space. The adversarial attacks were

applied to aligned face crops rather than to the original full-resolution input images.

In the implemented pipeline, face detection and alignment were performed first, and

FGSM and PGD were then applied in the crop space used by the embedding model.

Therefore, the threat model is best described as a crop-space digital attack. This is

useful for isolating the vulnerability of the embedding-based verification stage, but

it does not fully evaluate the robustness of the complete end-to-end pipeline from

raw image input to final verification decision. In a real deployment, adversarial

perturbations may also affect face detection, alignment, image compression, and

other preprocessing stages.

The fourth limitation concerns the defense evaluation. The lightweight defenses

in Phase 7 were evaluated using a fixed-threshold, non-adaptive setting. This allowed

a controlled comparison between no-defense and defended conditions, but it does not

represent the strongest possible attacker. A fully adaptive attacker could optimize

adversarial examples while accounting for the defense transformation. As discussed

by Athalye et al., preprocessing-based defenses may appear stronger under non-

adaptive evaluation than they are against adaptive attacks [13]. Therefore, the

observed improvements from JPEG recompression, Gaussian blur, median filtering,
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and bit-depth reduction should be interpreted as partial robustness improvements

rather than complete defenses.

A final limitation is that the work focused mainly on the machine-learning com-

ponent of the system. The broader deployed-system security aspects, such as API

authentication, secure communication, rate limiting, logging, and network-level pro-

tection, were outside the main experimental scope. As a result, the thesis provides a

focused adversarial machine-learning evaluation of the verifier, but it does not claim

to provide a complete security audit of a production face verification service.

7.4 Future Work

Several directions can extend this work. First, future experiments should evaluate

the pipeline on a formally documented public face verification benchmark. Using

a public benchmark would improve external comparability and make it easier to

compare the results with prior work. It would also help determine whether the

findings observed in this thesis, such as the stronger effect of PGD and the greater

vulnerability of impostor pairs, generalize beyond the local dataset.

Second, future work could extend the attack setting from crop-space attacks

to full image-space attacks. In such a setting, adversarial perturbations would

be applied before face detection and alignment. This would make it possible to

evaluate the robustness of the complete end-to-end pipeline, including detection,

alignment, embedding extraction, similarity scoring, and threshold-based decision-

making. Such an evaluation would be closer to real-world deployment conditions,

where the system receives full images rather than already aligned face crops.

Third, future research should evaluate adaptive attacks against the preprocessing

defenses. In this thesis, JPEG recompression, Gaussian blur, median filtering, and

bit-depth reduction were evaluated in a non-adaptive setting. A stronger evaluation

would allow the attacker to optimize perturbations while taking the defense trans-
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formation into account. This would provide a more realistic estimate of whether

these defenses provide genuine robustness or mainly reduce the effectiveness of non-

adaptive attacks.

Fourth, future work could investigate train-time defense strategies. Instead of

relying only on test-time preprocessing, the embedding model could be fine-tuned

using adversarial examples or trained with robustness-aware objectives. Adversarial

training, robust metric learning, and data augmentation with perturbed face images

could be explored to determine whether they improve robustness while preserving

clean verification performance. Such methods may provide stronger protection than

lightweight preprocessing alone, although they would require more computational

resources and careful experimental design.

Fifth, future work could evaluate additional face recognition models and architec-

tures. This thesis used a specific pretrained embedding model in a fixed verification

pipeline. Testing multiple embedding models would show whether the observed vul-

nerabilities are model-specific or common across different face recognition systems.

It would also allow comparison between older convolutional architectures and more

recent face recognition models.

Finally, the work could be extended toward a broader deployed-system security

evaluation. In addition to adversarial machine-learning robustness, future studies

could examine API-level security, authentication mechanisms, rate limiting, secure

communication, logging, and possible network-level weaknesses. This would connect

the adversarial robustness analysis with the wider cybersecurity requirements of real-

world face verification systems.

7.5 Final Remarks

This thesis showed that a face verification system can achieve strong clean per-

formance while still being vulnerable to adversarial perturbations. The results
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demonstrated that PGD was consistently more damaging than FGSM and that

impostor-pair attacks represented a particularly important security concern. The

defense evaluation showed that lightweight preprocessing methods can improve ro-

bustness, with JPEG recompression providing the strongest overall trade-off in this

study. However, these defenses did not eliminate the vulnerability and should not

be interpreted as complete protection against adaptive attackers.

The main contribution of the thesis is therefore not only the implementation of

a working face verification and adversarial evaluation pipeline, but also the struc-

tured evidence it provides about the relationship between clean accuracy, adversarial

vulnerability, and lightweight defenses. The findings support the view that adversar-

ial robustness should be considered an essential part of evaluating face verification

systems, especially when such systems are used in security-sensitive applications.
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