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RUSSIA’S SHADOW WAR: THE MEDIA COV-
ERAGE OF RUSSIA’S HYBRID WAR AGAINST
THE EU IN THE 21°" CENTURY

Hanna Makinen and Kari Liuhto

Introduction

Since Russia's full-scale invasion of Ukraine in 2022, the European Union (EU) has
faced an unprecedented wave of hybrid attacks!. Hybrid warfare, or hybrid threats, is
a broad and multifaceted concept covering ‘a range of destabilising and synchronised
civil and military actions™. In hybrid warfare, various tactics and tools are used in a
flexible, creative and coordinated manner, and the aim is to achieve political objectives
by exploiting the vulnerabilities of adversaries without triggering a full-scale conven-
tional war3. Hybrid warfare often involves ambiguous actions that blur the lines be-
tween war and peace, making it difficult to attribute the actions to a specific actor or
to counter them*.

Russia's hybrid warfare against the EU has evolved over the 215t century, adapting to
new technologies and geopolitical contexts. One of the first major instances of Rus-
sia's hybrid attacks were the 2007 cyberattacks and riots in Estonia. Following the
relocation of the Bronze Soldier, a Soviet-era statue, in Tallinn in April 2007, and the
increased tension between Estonia and Russia, Estonia faced a series of major
cyberattacks targeting government, banking, and media websites, causing widespread
disruption. The relocation of the statue also caused anger among Russian-speaking
population of Estonia that was incited by Russian-language newspapers and propa-
ganda, culminating in two nights of riots in Tallinn.> Hence, besides highlighting the
vulnerability of digital infrastructure, this example showed how internal divisions
within a society could be exploited by a hostile state by using hybrid tactics.

! Sophia McGrath, Spotlight on the Shadow War: Inside Russia’s attacks on NATO Territory (U.S. Helsinki Commis-
sion, 2024), https://www.csce.gov/wp-content/uploads/2024 /12 /Spotlight-on-the-Shadow-War-Web-
site.pdf; Benedicte Dobbinga, “Research: Europe increasingly targeted by Russian sabotage,” Leiden University,
January 20, 2025, https://www.universiteitleiden.nl/en/news/2025/01/research-europe-increasingly-tar-
geted-by-russian-sabotage.

2 Sandra Kalniete and Tomass Pildegovics, “Strengthening the EU’s resilience to hybrid threats,” Eurgpean
View, 20, no. 1 (2021): 24, https://doi.org/10.1177/17816858211004648.

3 Harri Mikkola et al., Hybridivaikuttaminen ja demokratian resilienssi. Ulkoisen hdirinndn mabdollisundet ja torjuntakyky
liberaaleissa demokratioissa (The Finnish Institute of International Affairs, 2018), 23,

icati 'bridivaikuttaminen-ja-demokratian-resilienssi; Andrew Mumford and
Pascal Carlucci, “Hybrid Warfare: The Continuation of Ambiguity by Other Means,” Ewuropean Journal of Inter-
national Security 8, no. 2 (2023): 198-199, https://doi.org/10.1017/eis.2022.19.

4 James K. Wither, “Making Sense of Hybrid Warfare,” Connections 15, no. 2 (2016): 74.
http://www.jstor.org/stable/26326441; Mumford and Carlucci, “Hybrid Warfare: The Continuation of Am-
biguity by Other Means,” 199.

5 Damien McGuinness, "How a cyber attack transformed Estonia,” BBC, April 27, 2017,
https://www.bbc.com/news/39655415.
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Since Russia’s annexation of Crimea in 2014, both academic and public discussion on
the concept of hybrid warfare have increased significantly. The term ‘hybrid” seemed
to describe well the combination of kinetic and non-kinetic means Russia used in
Crimea and Fastern Ukraine, such as unmarked soldiers, cyberattacks, economic pres-
sure, and a massive disinformation campaign to justify and legitimize the annexation.
Since then, hybrid warfare has also become a central security concern in both the EU
and NATO.¢ Russia’s interference in the 2016 US presidential election demonstrated
its ability to manipulate democratic processes with cyberattacks and disinformation
campaigns’. Similar tactics were used in Europe to sow discord and undermine trust
in democratic institutions®.

In addition, economic pressure has been a significant tool in Russia's hybrid warfare
arsenal. By leveraging its control over energy supplies, Russia has attempted to exert
influence over EU member states, particularly those heavily dependent on Russian
gas and oil’. Russian cyberattacks, in turn, have targeted critical infrastructure, gov-
ernment institutions, media, and private sector entities across the EU, aiming to dis-
rupt operations and sow chaos!. Furthermore, there is always an information dimen-
sion connected to hybrid attacks because they are also part of information warfare!l.

Recent reports indicate that alongside conventional military operations in Ukraine,
Russia has intensified its hybrid war against the West, attacking critical infrastructure,
carrying out sabotage operations and orchestrating weaponised migration, election
interference and disinformation campaigns'?. At the same time, because several hun-
dreds of Russian diplomatic spies have been expelled from Europe since February
2022, Russia has turned to other modes of operation, for instance recruiting ‘dispos-
able agents’ in social media, that are much harder for counter-intelligence to trace and
handle!?. Since 2024, Russia’s hybrid attacks on Europe have become even more

¢ Wither, “Making Sense of Hybrid Warfare,” 73-77.

7 Benjamin Jensen et al., “Fancy Bears and Digital Trolls: Cyber Strategy with a Russian Twist,” Journal of Stra-
tegic Studies 42, no. 2 (2019): 219-223, https://doi.org/10.1080/01402390.2018.1559152.

8 Kalniete and Pildegovics, “Strengthening the EU’s resilience to hybrid threats,” 25-26; Helmi Pillai, Protect-
ing Europe’s critical infrastructure from Russian hybrid threats (Centre for European Reform, 2023), 3,
https://www.cer.cu/sites/default/files/pb HP hybrid threats 25.4.23.pdf.

9 Mikkola et al., Hybridivaikuttaminen ja demokratian resilienssi. Ulkoisen hairinnan mabdollisundet ja torjuntakyRy libe-
raaleissa demokratioissa, 44-45.

10 Pillai, Protecting Europe’s critical infrastructure from Raussian bybrid threats, 3—4.

11 Minna Alander, “Death by a Thousand Paper Cuts: Lessons from the Nordic-Baltic Region on Countering
Russian Gray Zone Aggression,” Carnegie Endowment for International Peace, November 14, 2024, https://carne-
gicendowment.org/research/2024/11/russia-gray-zone-aggression-baltic-nordicelang=en.

12 McGrath, Spotlight on the Shadow War: Inside Russia’s attacks on NATO Territory; Daniela Richterova et al.,
“Russian Sabotage in the Gig-Economy Era,” The RUST Journal 169, no. 5 (2024),
https://doi.org/10.1080/03071847.2024.2401232; Bart Schuurman, Russian operations against Europe since the

2022 invasion of Ukraine (The Hague: Leiden Urnversltv 2025) ttps [Lwrorw. unlverslteltlelden nl/bina-

russias-hybrid-attacks-the-new- european war #group—secuon—The—Long—Game—hSlbSZtZX7.

13 John Paul Rathbone et al., “Europe kicked out Vladimir Putin’s spies. Now they’re back,” Financial Times,

March 6, 2024, https://www.ft.com/content/f066d653-70e2-42e9-baac-c342417c8ef3; Laura Kayali et al.,
“E urope is under attack from Russia. Why isn’t it ﬁghtmg back>” Po/zfzm, November 25, 2024,

erference /.
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common and severe. These actions are part of Russia’s broader strategy to destabilize
and undermine the EU and its allies, and erode their support for Ukraine.!4

This article explores the various dimensions of Russia's hybrid war against the EU in
the 215t century based on the news of suspected Russian hybrid operations, examining
its aims and desired impacts, the actors involved and the tactics used in it. Through
this analysis, this research contributes to a deeper understanding on the modus op-
erandi of Russia’s hybrid warfare, and sheds light on how some major cases of these
hybrid operations have been reported for the general public by the European media.
By understanding the full scope of Russia’s hybrid war, the EU, its member states and
their citizens can better prepare and respond to the ongoing challenges posed by hy-
brid threats.

Russia’s hybrid war in the European media

The Western media has extensively covered Russia's hybrid warfare, informing the
public about its multifaceted tactics, its impacts on European security, and the
measures being taken to counter it. Investigative journalists have also played an im-
portant role in revealing and raising awareness of Russia’s hybrid operations'®. In this
article, we focus on incidents that have been attributed to or suspected of Russia’s
hybrid warfare in the European media. This research applies an inductive and data-
driven approach, analysing the content of news related to Russia’s hybrid operations
in the 27 EU member states in the 215t century. The news material has been collected
by conducting a systematic search!® in the Financial Times and complemented with
material from other European!” and national'® media outlets.

The majority of suspected Russia’s hybrid operations reported by the media have
taken place after the annexation of Crimea in 2014, with a significant increase after
the start of Russia’s full-scale invasion of Ukraine in February 2022, and particularly
since 2024. These incidents include attacks on critical infrastructure (e.g., sabotage
and cyberattacks), espionage (e.g., collection and exploitation of confidential infor-
mation), influence operations (e.g., disinformation campaigns and election interfer-
ence), instrumentalization of migrants, intimidation (e.g., bomb threats), and violence
(e.g., assassinations), among others. Cases of suspected Russia’s hybrid operations
have occurred in all EU member states. However, based on media reporting, espe-
cially Germany and Poland seem to have experienced a surge in suspected Russia’s

14 Charlie Edwards, “Russia’s hybrid war in Europe enters a dangerous new phase,” IS, November 20,
2024, https:/ /www.iiss.org/online-analysis /online-analysis /2024 /11 /russias-hybrid-wat-in-europe-enters-a-
dangerous-new-phase/; Schuurman, Russian operations against Europe since the 2022 invasion of Ukraine; “Hybrid
threats,” European Council and the Council of the European Union, last modified February 25, 2025,
https://www.consilium.europa.eu/en/policies /hybrid-threats/.

15 See e.g., Bellingcat Investigation Team, “How GRU Sabotage and Assassination Operations in Czechia and

Bulgaria Sought to Undermine Ukraine,” Bellingeat, April 26, 2021, https://www.bellingcat.com/news /uk-

and-europe/2021/04/26/how-gtu-sabotage-and-assassination-operations-in-czechia-and-bulearia-sought-to-

undermine-ukraine/; Martin Laine and Anastasiia Morozova, “Leaked Files from Putin’s Troll Factory: How
Russia Manipulated European Elections,” 1/Sguare, September 16, 2024, https://vsquare.org/leaked-files-
putin-troll-factory-russia-european-elections-factory-of-fakes/; EBU Investigative Journalism Network,
“Playing With Fire. Are Russia's hybrid attacks the new European war?”.

16 Search terms: 1) Russia AND hybrid AND (war OR warfare OR attack OR operation), 2) Russia AND
sabotage.

17 EurActiv, Euronews, Politico.

18 E.g., Delfi, DW, the Finnish Broadcasting Company Yle, Helsingin Sanomat, LeMonde, LRT.
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hybrid attacks since February 2022, including disinformation campaigns and sabotage
operations aiming to interfere elections, influence public opinion, weaken support for
Ukraine and disrupt the functioning of the economy and society. In Poland, in par-
ticular, the political leadership has made outspoken statements about the hybrid threat
from Russial®, which has increased the media publicity of the issue. In Finland, as
well, the media has extensively covered Russia’s suspected hybrid operations during
the recent years, and the topic has been widely discussed in public.

Based on the media material, we have outlined four main dimensions of Russia’s hy-
brid war against the EU: political, social, economic and military. These dimensions
are illustrated in Figure 1, with some examples of Russia’s hybrid operations linked to
these dimensions. The dimensions overlap as it is typical for Russia’s hybrid opera-
tions to aim to cause multisectoral damage, exploiting vulnerabilities, undermining
stability, causing disruption, and gaining strategic advantages.

Political
*erode trust in democratic
institutions
*influence politicians

s interfere elections
Social Economic
*create fear *create .
and unrest dependencies
« fael *disrupt
polarization economic
» manipulate a(.:tlw.tles
information c dlta‘l_“upt_
and public critical infra-
opinion structure
Military

*disrupt arms
production and deliveries
* obtain sensitive information
and technologies
sundermine military
support

Figure 1. Dimensions of Russia’s hybrid war against the EU with examples

For instance, these operations aim to impact politics by interfering elections, influ-
encing politicians and eroding trust in democratic institutions and the EU. They also
aim to weaken and destabilize society by creating fear and unrest, fuelling polarization
and manipulating information and public opinion. They strive for economic impact
by creating dependencies and by disrupting economic activities and critical infrastruc-
ture. In addition, they aim to gain military advantage by disrupting arms production
and deliveries, and by obtaining sensitive information and technologies. Furthermore,
they aim to undermine military support for Ukraine.

19 See e.g., Alice Hancock and Raphael Minder, “Poland ‘most attacked’ online by Russia, says minister,” F-
nancial Times, January 16, 2025, https:/ /www.ft.com/content/e0el1a016-e4e0-4628-a0ac-c4a6e9d15dbo.
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In the following, we discuss the dimensions of Russia’s hybrid war against the EU
through four case examples based on their media reporting. In these cases, covered
by the European media, Russia has been suspected or proven to have sought to in-
fluence and destabilize the EU and individual member states through a combination
of various means.

Political influencing through disinformation campaigns

One of the key components of Russia’s hybrid warfare strategy has been disinfor-
mation campaigns, with Russian state-sponsored media and social media trolls and
bots spreading false narratives to influence political decision-makers, undermine pub-
lic trust in democratic institutions and create societal divisions. Russia’s propaganda
model has been characterised as ‘the firechose of falsehood’, its typical features being
the abundance of communication channels and messages, and the ruthless dissemi-
nation of partial truths and false information?. While sanctions imposed by the EU
on Russian state-sponsored media outlets?! have restricted Russia’s possibilities to
spread disinformation through traditional media in the EU countries, social media has
become an important instrument of Russian propaganda and information manipula-
tion campaigns, facilitated by the use of digital tools such as artificial intelligence.

Aiming to justify its war of aggression, undermine support for Ukraine and divide the
EU, Russia has intensified its efforts to influence politics and manipulate public opin-
ion both at the EU-level and in individual member states?2. Russia’s recent disinfor-
mation operations reported by the media range from creating panic about the bed
bug epidemic in France and connecting it with the arrival of Ukrainian refugees?® to
amplifying the Arabic-language disinformation campaign related to Quran burnings
in Sweden that complicated Sweden’s accession to NATO?. A particularly massive
wave of disinformation was directed towards the EU, and particularly France, Ger-
many and Poland, before the 2024 European Parliament election, which Russia saw
as central in defining the EU’s future stance towards itself and Ukraine?>. Besides
spreading disinformation designed to manipulate public opinion on Ukraine, Russia
also aimed to increase support for far-right parties especially in France and Germany,
and hence their weight in the European Parliament, hoping that the parties would
promote the reduction of aid to Ukraine and the easing of sanctions against Russia?.

20 Christopher Paul and Miriam Matthews, “The Russian ‘Firehose of Falsehood’ Propaganda Model,”
RAND, July 11, 2016, https://www.rand.org/pubs/perspectives/PE198.html.

21 “EU sanctions against Russia explained,” European Council and the Council of the European Union, last
modified March 19, 2025, https://www.consilium.ecuropa.cu/en/policies /sanctions-against-russia-ex-

plained/#media.
22 “Spht the EU a constant priority of the Krernhn ” EUvlesmfo last modified February 26, 2025,

2 Kayah et al., “Burope is under attack from Russia. Why isn’t it ﬁghtmg backr”

24 Elisabeth Braw, “How Sweden Became Public Enemy No. 1,” Foreign Policy, July 28, 2023, https://foreign-
policy.com/2023/07/28 /sweden-quran-nato-iran-irag-russia/.

% Leila Abboud et al., “Europe battles ‘avalanche of disinformation’ from Russia,” Financial Times, March 21,
2024, https:/ /www.ft.com/content/2ffe8b64-f9bc-46d4-bf40-cefbbc6fac77; FurActiv, “France, Germany,

Poland facmg permanent Ru%slan d1s1nf0rmat10n attacks: EU,” June 5, 2024,

formauon attacks -eu/; Simo Ortamo, “Uusi tietovuoto paljasti Venajian haikiilemattoman vaikutusopet-
aation, asiantuntijalta tyly huomio,” Y/, September 23, 2024, https://vle.fi/a/74-20112682.

26 Laine and Morozova, “Leaked Files from Putin’s Troll Factory: How Russia Manipulated European Elec-
tions.”
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In addition, Russia was accused of paying to pro-Russian politicians, including mem-
bers of the European parliament, to promote Russian propaganda in the EU?".

As an example of actors implementing these influence operations, leaked documents
obtained by Estonian and German media outlets revealed how Russian troll factory
‘Social Design Agency’ (SDA) carried out a massive disinformation campaign in social
media just before the 2024 EU Parliament election?. SDA operated as a kind of in-
formation warfare unit, conducting information influence operations in different
countries, producing comments and spreading propaganda memes, cartoons and vid-
eos in different social media platforms. The leaked documents also exposed that
SDA’s operations were coordinated by the Kremlin: the representatives of Russian
presidential administration were present in meetings with SDA and giving it orders.
In the narratives spread by SDA in social media, the EU’s support for Ukraine was
presented as waste of money, causing rising living costs and economic suffering in
the EU. Narratives aiming to increase support for far-right parties, in turn, focused
on accusing ‘liberal globalists’ of fomenting panic about the Russian threat, climate
disaster and pandemics, and undermining traditional values, for instance.?’

Regarding the success of Russia’s disinformation campaign, it is unclear what kind of
impact — if any — it had on the election results. Far-right parties were able to increase
their support in the elections but they might have done it even without Russia’s inter-
ference.’¥ However, the flood of Russian propaganda has led the EU to adopt
measures to counter it, such as a sanctions framework against individuals and entities
engaged in, for instance, information manipulation and interference, and undermining
electoral processes and democratic institutions3!.

Migration as an instrument of exerting political pressure and exploiting so-
cial divisions

Instrumentalised migration, also known as weaponised migration, can be used as a
hybrid warfare tactic by states or non-state actors that deliberately create or manipu-
late migration flows to achieve geopolitical objectives. By creating large-scale migra-
tion crises, adversaries can strain the resources and infrastructure of target countries
which can lead to social unrest, political instability, and economic challenges.?? In the
last ten years, this tactic has been used by the leaders of Russia and Belarus on several

27 Andy Bounds, “Russia paid pro-Kremlin lawmakers to influence EU elections, says Belgium,” Financial
Times, April 12, 2024, https://www.ft.com/content/8bb921fa-57b3-44aa-80d6-b35794a523db; Javier Espi-
noza et al., “Brussels seeks to ban Russian funding of European politicians,” Financial Times, May 6, 2024,
https://www.ft.com/content/ab480869-684¢-4180-bfa6-70266beeca?4.

28 See e.g., Martin Laine, “Dokumendid otse Kremli trollivabrikust: kuidas Venemaa taas europarlamendi

valimisi mojutas,” Delfz, September 16, 2024, https://www.delfi.ee/artikkel /120321674 /dokumendid-otse-

kremli-trollivabrikust-kuidas-venemaa-taas-europarlamendi-valimisi-mojutas; Laine and Morozova, “Leaked
Files from Putin’s Troll Factory: How Russia Manipulated European Elections.”; Ortamo, “Uusi tietovuoto

paljasti Vendjin hiikiilemittoman vaikutusoperaation, asiantuntijalta tyly huomio.”

% Laine and Morozova, “Leaked Files from Putin’s Troll Factory: How Russia Manipulated European Elec-
tions.”

30 Ortamo, “Uusi tietovuoto paljasti Vendjin hdikdilemittomin vaikutusoperaation, asiantuntijalta tyly huo-

mio.”

31 European Council and the Council of the European Union, “Hybrid threats.”

32 George Scutaru and Andrei Pavel, “Weaponization of Migration: A Powerful Instrument in Russia’s Hy-

brid Toolbox,” The Caravan, September 17, 2024, https:/ /www.hoover.org/research/weaponization-migra-
tion-powerful-instrument-russias-hybrid-toolbox.
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occasions when waves of refugees from third countries have been sent especially to
their borders with Finland, Latvia, Lithuania and Poland?®3. Russia’s military presence
and intervening in conflicts in several Asian and African countries not only aims to
create an image of it as a global superpower, but also serves its interests in causing
refugee flows to Europe. Furthermore, in Ukraine, Russia has been continuously tar-
geting civilian infrastructure, causing the displacement of hundreds of thousands of
Ukrainians.?* The aim of the instrumentalised migration is to put pressure on the EU’s
external borders and individual member states that share a border with Russia and
Belarus, their political decision-makers and asylum-secking systems, as well as create
and exploit national and EU-level divisions.

The countries targeted by instrumentalised migration from Russia and Belarus have
reacted by taking strong counter-measures against it. The border infrastructure has
been reinforced in Finland, Poland, Latvia and Lithuania, and the countries have
adopted legislative measures to prevent the influx of migrants3. Finland has closed
its border crossing points on its land border with Russia in 2023 and restricted the
reception of applications for international protection to other border crossing
points®. Latvia, Lithuania and Poland have adopted similar measures allowing them
to turn back migrants already in 2021%7. However, weaponised migration is a compli-
cated question for Western democracies to deal with because it challenges the coun-
tries’ interests on one hand in protecting national security, and on the other hand in
protecting human rights and the rules-based international order. If a country decides
to combat waves of migration by closing its borders, it may suffer reputational damage
because of violating international human rights conventions. Criticism can result es-
pecially if countermeasures lead to human suffering.

Instrumentalised migration can also be used to shift public opinion, influence elec-
toral outcomes and facilitate both internal and EU-level polarization. Increased mi-
gration can incite anti-immigrant sentiments and bolster far-right political move-
ments, a development which Russia considers serving its interests. Russia has fuelled
this polarization further by spreading disinformation.?’ For instance, in 2016, Russian
media and politicians seized an opportunity to stir up anti-immigrant sentiments in

33 Sergei Kuznetsov, ”Lithuania slams shut the door to the EU for irregular migrants,” Po/itico, September 1,
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Germany by spreading a story, originally published in social media and later proved
as invented, of immigrants having abducted and raped a 13-year-old ethnic Russian
girl in Berlin®.

Furthermore, managing a migration crisis can divert attention and resources away
from other critical issues, weakening a country's ability to respond to other hybrid
threats*!. For instance, intensified border surveillance causes additional expenses and
necessitates reallocation of border guard resources. Adversaries may also use the
threat of creating or exacerbating a migration crisis as leverage in negotiations or to
coerce target countries into making concessions*2. Hence, as is typical of hybrid war-
fare, instrumentalised migration serves many purposes. Moreover, it is an efficient
hybrid weapon because the target states are forced to respond to it in some way but
often must compromise between national security and human rights.

Disrupting critical infrastructure to destabilize the economy and society

Since the start of full-scale war in Ukraine in 2022, Russia has intensified its attempts
to disrupt critical infrastructure in the EU with hybrid tactics, such as cyberattacks,
sabotage, and surveillance®. According to the media, Russia has been suspected of
targeting energy grids, communication networks, water supply and other vital systems
with cyberattacks and sabotage operations#. Russian spy ships have also been ob-
served near critical energy and telecommunication infrastructure®. News of suspi-
cious incidents, such as the disruption of railways in France*® and Germany*’, sabo-
tage of communication cables in France*, cyberattacks on water facilities in France

40 Stefan Wagstyl, “German politics: Russia’s next target?” Financial Times, January 29, 2017,
https://www.ft.com/content/31a5758c-e3d8-11e6-9645-c9357a75844a.
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and Poland* and on hospitals in the Netherlands, Germany, and Poland®, and GPS
interference in Finland>' have become frequent in the media.

As an example of tactics to disrupt critical infrastructure, GPS interference suspected
of being of Russian origin has intensified since 2022. As for Russia, GPS interference
may serve both offensive and defensive goals: it causes harm to other countries and
at the same time enables Russia to protect itself from possible missile and drone at-
tacks. It is also a cheap and rather easy way to create confusion.>? GPS disturbances
have been widely covered by the Finnish media, experts often stressing that GPS
interference is annoying rather than dangerous because alternative navigation systems
are available®. So far, GPS interference has mainly disturbed air navigation in Finland
and across the Baltic Sea, and also caused some harm to marine traffic>*. For instance,
the Finnish airline Finnair had to suspend its flights to Tartu, Estonia for a month
due to GPS disturbances, and several airports in eastern Finland have reverted to
radio navigation systems enabling flights to land when facing GPS interference>>. GPS
interference also ruined the 2024 aerial photography and laser scanning flights of the
National Land Survey of Finland (NLS). The information collected with these flights
is critical to many functions of society and used, for instance, by the Finnish Defence
Forces.>

So far, the impacts of disruptions of critical infrastructure in the EU have remained
limited and temporary. However, attacks on critical infrastructure can lead to signifi-
cant harm and disarray, affecting economic activities, social stability, and even national
security, depending on their type, purpose, and level of success.>” For instance, by
disrupting satellite navigation, it would be possible to paralyse different parts of
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society that use satellite navigation and time, such as logistics, money traffic, data
networks and the actions of various authorities.

Attacks on energy infrastructure could also have wide-ranging effects on the func-
tioning of societies. In December 2015, a cyberattack on the power grid in Ukraine
left more than 230 000 residents without electricity for several hours>?. The cyberat-
tack was attributed to Sandworm, a hacker group linked to Russian intelligence, that
attacked the Ukrainian power grid also in 2023. Experts have also raised concerns
about Russia-linked hackers targeting European energy infrastructure.® Furthermore,
as the EU has disengaged from Russian energy, the risk of Russia disrupting the en-
ergy infrastructure of Norway, the EU's major natural gas and crude oil supplier, has
increased’l. Consequently, the growing risk of severe hybrid attacks has heightened
concerns about the vulnerability of Europe's critical infrastructure and led to in-
creased cooperation between the EU and NATO to counter hybrid threatsé2. NATO
has also increased its military presence in the Baltic Sea to supervise and protect crit-
ical undersea infrastructure®.

Proving that Russia is behind the attacks on the EU’s critical infrastructure is often
difficult, not least because there are various actors involved in hybrid operations. In
addition to carrying out sabotage operations with its intelligence agencies, Russia has
been using proxies, that might not even know they are working for Russia, to avoid
attribution®. For instance, Russia has been ‘outsourcing’ sabotage operations to ‘gig
workers’ recruited in social media, which is a low-cost and flexible way to carry out
hybrid attacks®. Similar mode of operation has been used in cyberattacks. Although
cyber operations are usually orchestrated by pro-Russian hackers that may be directly
led and financed by the Russian state, or at least operating under its auspices, ordinary
people who sympathize with Russia can also be encouraged to participate in them
from their own computers®. In addition, organised crime groups, Russians living
abroad and citizens of third countries, among others, have been used to carry out
hybrid operations®’. In general, the difficulty of assigning blame is characteristic of
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hybrid warfare. In addition, if a ‘natural’ cause is found for an incident which has been
suspected to be Russia’s hybrid attack, it can further increase the ambiguity related to
this activity, and thus play into Russia's pocket.%8

Undermining the EU’s military support for Ukraine with hybrid tactics

Since the annexation of Crimea, Russia has aimed to disrupt the military supplies to
Ukraine by using hybrid tactics. To reach this aim, Russia has employed covert oper-
ations to carry out assassinations and acts of sabotage in several EU member states.
These tactics have been complemented with disinformation campaigns targeted at
EU politicians and citizens, such as threats that providing military aid for Ukraine
could escalate a ‘third world war’, and claims that providing aid to Ukraine will lead
to EU-wide economic deprivation®.

Russia has carried out hybrid operations aiming to prevent delivery of weapons and
ammunition to the areas in which it is military active already in 2010s. In October and
December 2014, two explosions took place in ammunition depots in Czech Republic,
causing the death of two people and the evacuation of the surrounding areas. In 2021,
the Czech prime minister publicly announced that the explosions were carried out by
Russia’s foreign military intelligence agency GRU, and in 2024, this was confirmed in
a police investigation.”

Although it happened already in 2014, this incident became a subject of wider media
attention only in 2021 when the involvement of the GRU was made public. According
to Bellingcat’s investigations, the explosions in Czechia were part of Russia’s longer-
term operation that aimed to disrupt Ukraine’s capabilities to procure weapons for its
tight against Russia’l. Explosions in four ammunition warehouses in Bulgaria between
2011 and 2020 and two poisoning attempts of a Bulgarian arms dealer are suspected
to be part of the same operation”. Bellingcat has also revealed that the same two
GRU agents that were accused of poisoning Sergei and Julia Skripal in the UK in 2018
were responsible of the sabotage”. As a response to the sabotage operation, several
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Russian diplomats were expelled from Czechia, as well as from other countries as an
expression of solidarity. It also led to cooling down of the Czech relations with Rus-
sia.”* However, the Czech police did not press any charges because the suspects were
said to be under Russia's protection”.

Russia’s attempts to sabotage military aid to Ukraine have continued during the on-
going war of aggression. In 2024, the US intelligence and Germany’s security service
were able to prevent Russia’s plan to assassinate the CEO of Rheinmetall, a German
defence industry company that has been a significant weapons supplier to Ukraine’.
In addition, two persons with German-Russian dual nationality and connections to
the GRU were arrested on planning bomb attacks to industrial and military facilities
in Germany, including an US military base where Ukrainian soldiers were trained””.
According to the media, suspicions of Russia’s involvement have also been raised in
connection to two fires in 2024, one in a metal factory belonging to a defence manu-
facturer in Germany and the other in an ammunition factory in Czechia’®. These kinds
of hybrid tactics — sabotage operations, assassination attempts and disinformation
campaigns — are all part of Russia’s strategy to undermine the EU’s support for
Ukraine, weaken Ukraine's military capabilities and prolong the war.

Conclusions

Hybrid warfare, which blend conventional military actions and unconventional tac-
tics, such as cyberattacks, disinformation campaigns, economic coercion, instrumen-
talised migration, and sabotage, has been strategically employed by Russia to destabi-
lize and undermine the EU and its member states particularly since Russia’s full-scale
invasion of Ukraine. At the same time, the awareness of Russia’s hybrid war against
the EU has increased and it has become a matter of public knowledge. Russia’s war
of aggression has also led to a significant change in the EU’s policies towards Russia
that is now generally perceived as a security threat. Although Russia has generally tried
to make it difficult to prove its involvement in hybrid attacks, the public statements
of politicians and experts holding Russia responsible for these attacks have become
common across the EU, drawing attention to this hostile action.

The media has played an important role in raising public awareness of Russia’s hybrid
war against the EU, although the incidents the media has found out are probably only
a tip of the iceberg. Incidents suspected as Russia’s hybrid operations often get a lot
of media attention at the time of the event, naturally, because these kinds of headlines
catch the interest of the public and sell newspapers. Therefore, it is also possible that

™ Slegfmed Mortkow1tz “Czechs pull back from Russ1a after bombmg allegamons ” Po/zfzm, April 18,2021,

75 Fornusek “Czech police conclude Russian agents behind deadly 2014 ammunition depot blasts.”
76 Katie Bo Lillis et al., ”Exclusive: US and Germany foiled Russian plot to assassinate CEO of arms manu-
facturer sending weapons to Ukraine,” CNN, July 11, 2024, https://edition.cnn.com/2024/07/11/poli-

tics/us-germany-foiled-russian-assassination-plot/index.html; Arjun Neil Alim et al., “Russia believed to be

behind plot to assassinate European defence boss,” Financial Times, July 11, 2024, https://www.ft.com/con-

tent/1b685d36-1981-4863-2868-b98d5f17cbe4.

77 Sam Jones, “Germany arrests suspected Russian spies over bombing plot,” Financial Times, April 18, 2024,

https://www.ft.com/content/9ee73d65-9575-410c-acba-3bc8b0bc08ae.

8 Sam Jones et al., “Russia plotting sabotage across Europe, intelligence agencies warn.”; Paton Walsh et al.,

“From $7 graffiti to arson and a bomb plot: How Russia’s ‘shadow war’ on NATO members has evolved ”?
CNN, July 10, 2024, https:

dex.html.



https://www.politico.eu/article/czechs-expel-russian-envoys-alleging-kremlin-role-in-deadly-2014-blast/
https://edition.cnn.com/2024/07/11/politics/us-germany-foiled-russian-assassination-plot/index.html
https://edition.cnn.com/2024/07/11/politics/us-germany-foiled-russian-assassination-plot/index.html
https://www.ft.com/content/1b685d36-1981-4863-a868-b98d5f17cbe4
https://www.ft.com/content/1b685d36-1981-4863-a868-b98d5f17cbe4
https://www.ft.com/content/9ee73d65-9575-410c-acba-3bc8b0bc08ae
https://edition.cnn.com/2024/07/10/europe/russia-shadow-war-nato-intl-latam/index.html
https://edition.cnn.com/2024/07/10/europe/russia-shadow-war-nato-intl-latam/index.html

the media may in some cases exaggerate the Russian role in the incidents in order to
increase the visibility of the news, and thereby their own sales. In addition, sometimes
cases initially suspected to be Russian hybrid operations turn out to have other causes.
This, together with extensive media coverage, can advance Russia’s goals if it creates
fear and confusion among the public.

In general, reporting on the consequences of the hybrid operations is harder to find
in the media, which may partly be due to prolonged investigation and legal processes.
Although Russia’s involvement has often been evident, responses have varied and it
has been difficult to hold someone accountable. Even if the case had progressed to
the legal process, there are many examples in the media how suspects have defected
to Russia or Belarus if allowed to wait for the trial on the loose, which is quite com-
mon. After that, the traces of them often disappear.

Based on the media material analysed in this study, Russia's hybrid war against the
EU has evolved from a blend of tactics aimed at destabilizing adversaries to a more
direct and aggressive approach with the full-scale invasion of Ukraine, posing signifi-
cant challenges to European security. The selected four cases illustrate how political,
social, economic and military aims and impacts intertwine in Russia’s hybrid war
against the EU, and how various means, such as disinformation campaigns, cyberat-
tacks, sabotage, instrumentalized migration and even assassination attempts, are ap-
plied to reach the desired effects. They also show the variety of actors Russia has used
in its hybrid operations, ranging from intelligence agencies, state-linked hacker groups
and troll factories to criminals, Russian emigrants and citizens of third countries.

The evolution of Russia’s hybrid war underscores the need for the EU to address
various hybrid threats effectively. This requires, firstly, understanding the threat, and
secondly, strengthening preparedness for and resilience to it. As a response to hybrid
threats, the EU is increasingly focusing on cybersecurity, countering disinformation
and electoral interference, and enhancing resilience against disruption of critical infra-
structure. Recently, the EU has adopted a sanctions framework targeting individuals
and entities engaged in destabilising activities against the EU and its member states,
such as information manipulation, sabotage of critical infrastructure, malicious cyber
activities, and instrumentalised migration.”

Because Russia aims to create divisions, increasing collaboration and information
sharing both nationally and at the EU-level is important in order to foster unity. A
comprehensive approach to security, in which the authorities, business community,
and civil society collaborate in taking care of society’s critical functions, improves
resilience to hybrid threats. For instance, critical infrastructure is often owned and
operated by the private sector, which thus plays an important role in strengthening its
resilience. Citizens’ resistance to disinformation, on the other hand, could be improve
by building media literacy. At the moment, Russia is primarily trying to break up the
EU's consensus on support for Ukraine by spreading disinformation, interfering elec-
tions and manipulating public opinion, to which the EU could best respond by
demonstrating its unity and further increasing its support for Ukraine.

7 European Council and the Council of the European Union, “Hybrid threats.”
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