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This thesis examines the secure use of large language models (LLMs) in cybersecu-
rity decision-support contexts, with particular attention to reliability, privacy, and
regulatory compliance. As LLMs are increasingly integrated into security workflows,
concerns arise regarding their tendency to produce plausible but incorrect outputs,
as well as their handling of sensitive data. These challenges are especially significant
in environments governed by strict data protection regulations.

The thesis evaluates the suitability of LLMs as assistive tools for cybersecurity
analysts by analysing their performance characteristics, limitations in reasoning,
and susceptibility to errors. In parallel, it investigates privacy risks associated with
data processing, including issues related to data locality, leakage, and third-party
model deployment.

Based on this analysis, the thesis proposes a framework for the controlled and secure
use of LLMs in cybersecurity settings. The framework emphasises human oversight,
data minimisation, and alignment with existing governance models. The findings
suggest that while LLMs can enhance efficiency and support analytical tasks, they
should not be treated as authoritative decision-making systems. Instead, their value
lies in augmenting human expertise within well-defined operational and regulatory
boundaries.
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Declaration on the Usage of Artificial Intelligence
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ically to identify typographical and minor grammatical errors. Al was not used to

generate content or contribute to the ideas, analysis, or conclusions.
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1 Introduction

The rapid advancement of artificial intelligence (AI), particularly in the form of
large language models (LLMs), has introduced new opportunities for enhancing
cybersecurity operations. These models are capable of processing large volumes of
unstructured data, generating natural language explanations, and assisting analysts
in tasks such as threat interpretation, documentation, and incident analysis. As a
result, LLMs are increasingly considered as decision-support tools within security
environments.

However, their integration into cybersecurity workflows raises fundamental con-
cerns. Unlike traditional software systems, LLMs operate based on probabilistic
pattern recognition rather than deterministic logic. This can result in outputs that
appear coherent and convincing but are factually incorrect or misleading. In cy-
bersecurity contexts, where decisions may have significant operational and legal
consequences, such behaviour introduces non-trivial risks.

In addition to reliability concerns, the use of LLMs introduces challenges related
to privacy and data protection. Security-related data often contains sensitive or
personally identifiable information, and its processing must comply with regulatory
frameworks such as the General Data Protection Regulation (GDPR). The use of
externally hosted models, in particular, raises questions about data locality, third-
party access, and compliance with legal requirements.

Given these challenges, there is a pressing need for structured guidance on how
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LLMs can be used safely and effectively in cybersecurity environments. This thesis
addresses this need by developing a framework that defines appropriate use cases,
outlines key risks, and proposes controls for mitigating them. The focus is not on
replacing human analysts, but on understanding how LLMs can support their work

without compromising reliability or compliance.

1.1 Thesis Structure

This thesis is organized as follows. Chapter 2 introduces the theoretical background,
including the architecture of LLMs and key concepts such as reliability, trust, and ex-
plainability. Chapter 3 examines relevant governance models and regulatory frame-
works, with a particular focus on GDPR and cybersecurity standards. Chapter 4
presents the framework for the secure use of LLMs in cybersecurity contexts. Chap-
ter 5 discusses the findings in relation to the research questions, and Chapter 6
concludes the thesis by summarising key insights and identifying areas for future

research.

1.2 Research Questions

RQ1: To what extent are large language models suitable as reliable and privacy-

preserving decision support systems in a cybersecurity context?

RQ2: How do large language models meet the reliability requirements of typical

cybersecurity support tasks when used in the role of a junior-level security analyst?

RQ3: How do constraints related to data location, data processing, and production
costs affect the balance between reliability, privacy, and regulatory compliance in

production environments utilising large language models?
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1.3 Methodology

This research is based on a qualitative, literature-based approach, grounded in a
structured review of recent academic and industry publications. Given the rapid
evolution of the field, emphasis was placed on sources published after 2023, while
selectively incorporating foundational works where necessary.

The primary data collection method involved literature search using platforms
such as Google Scholar and IEEE Xplore. Search queries combined key terms includ-
ing “large language models”, “cybersecurity”, “Al reliability”, “privacy”, and “LLM
security”. To ensure relevance, sources were selected based on their direct appli-
cability to cybersecurity contexts, discussion of LLM limitations, or contribution
to governance and risk management perspectives. Where possible, original sources
were prioritised over secondary interpretations to ensure accuracy.

The analysis focuses on synthesising existing knowledge rather than conducting
empirical experiments. Particular attention is given to identifying recurring pat-
terns, limitations, and risks associated with LLM usage in cybersecurity contexts.
These insights form the basis for the framework proposed in Chapter 4.

This study does not include empirical experimentation or quantitative evaluation
of model performance. As a result, the findings are inherently dependent on the
quality and scope of the selected literature. While this approach enables a broad
and up-to-date overview of the field, it may be subject to selection bias and limited
by the availability of publicly documented evidence. These limitations are addressed
through careful source selection and critical comparison of multiple perspectives

where possible.



2 Background

This chapter outlines the conceptual foundations for analysing LLMs in cybersecu-
rity. It defines key terminology, introduces core architectural principles, and exam-
ines trust, reliability, and explainability. It also reviews security and privacy risks
and situates LLM capabilities and limitations within cybersecurity practice. This
chapter establishes the conceptual basis for evaluating whether LLMs can be reliably
integrated into cybersecurity decision-support roles by examining how architectural
design, training objectives, and interaction patterns contribute to limitations in re-

liability, explainability, and trust calibration.

Al VS LLM
Secure AT VS Securing Al
Trust VS Reliability
Transparency VS Explainability and Interpretability

Table 2.1: Key conceptual distinctions used in this thesis

The concepts introduced in this Chapter are closely related but refer to fun-
damentally different evaluation dimensions. This distinction is important because
each term implies a different basis for assessing Al systems: some relate to empirical

performance, while others involve human interpretation or organisational expecta-
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tions. To clarify these differences, Table 2.1 summarises key conceptual contrasts
used throughout this thesis.

Al is a broad field concerned with systems capable of tasks typically associated
with human cognition, such as reasoning and learning. Machine learning (ML) is
a subfield of Al that focuses on data-driven model development. LLMs are a class
of ML systems based on deep neural networks trained on large-scale text corpora,
optimised to predict and generate natural language.

It is also important to distinguish between securing Al and secure Al Securing
Al refers to protecting Al systems from external threats such as cyberattacks, data
breaches, and model manipulation. This includes ensuring confidentiality, integrity,
and availability of models and data [1]. In contrast, secure Al focuses on safe
and responsible system behaviour, including alignment, risk mitigation, and harm
reduction [1]. This thesis focuses on the latter, particularly in relation to reliability
and decision-making.

Interpretability, explainability, and transparency capture different aspects of un-
derstanding Al systems. Interpretability concerns understanding how a model pro-
duces outputs, while explainability focuses on why a specific output was generated
in a given instance. Transparency refers to visibility into system design, training
data, and deployment processes [2]. In cybersecurity, these properties support error
detection, bias identification, and regulatory compliance, and are therefore essential

for justified reliance on model outputs [3].

2.1 Architecture of Large Language Models

LLMs are typically based on the transformer architecture, introduced by Vaswani et
al. [4]. Transformers rely on a mechanism known as self-attention, which allows the
model to weigh the importance of different words in a sequence when generating or

interpreting text. This allows the model to capture contextual relationships across
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long passages of text.

LLMs are trained using a next-token prediction objective, where the model
learns to predict the most probable next word given a sequence of preceding words.
Through training on large-scale text corpora, the model learns statistical patterns
of language, enabling it to generate fluent and contextually appropriate responses
[4].

This training paradigm is central to understanding the limitations of LLMs in
security-critical contexts. Because the objective is to optimise for next-token pre-
diction rather than truth or correctness, factual accuracy is not explicitly enforced
during training. As a result, outputs may be fluent and contextually appropri-
ate while still being incorrect or misleading. This misalignment between training
objective and operational expectations is a fundamental source of unreliability in

downstream applications.

2.2 Trust, Reliability and Explainability

Trust is a broad concept that encompasses different forms of dependence on systems
or entities. In the context of technology, it is useful to distinguish between trust
and reliance. Reliance refers to acting based on the expectation that a system will
perform as intended, whereas trust may additionally involve normative or moral
expectations [5], [6]. This thesis focuses primarily on reliance and reliability in the
context of Al systems.

The concept of “trustworthy AI” itself has been criticised as conceptually am-
biguous and potentially misleading, as it may conflate technical reliability with
normative or ethical expectations that are difficult to formalise in practice [7].

An important distinction is that the possibility of trust does not imply its ap-
propriateness. Trust is considered warranted only when it is grounded in the actual

trustworthiness of the system, rather than in perceived competence or plausibility of
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outputs [8]. Users may rely on systems without sufficient justification, particularly
when outputs appear plausible. This creates the risk of overtrust, where confidence
in a system exceeds its actual reliability.

In information security, this challenge can be addressed by approaches such as
Zero Trust (discussed in Chapter 3.2), which assume that no system or component
should be trusted by default. Instead, trust is treated as explicit, limited, and
continuously re-evaluated [9], [10], [11]. Applying similar thinking to AI systems
suggests that outputs should not be accepted at face value, but rather verified based
on context, evidence, and risk.

In complex technological systems, complete understanding is rarely achievable,
and some degree of reliance is unavoidable. However, the objective in safety-critical
domains such as cybersecurity is not to eliminate reliance, but to ensure that it is
justified. This requires minimising unjustified trust through improved transparency,
reliability assessment, and continuous monitoring of system behaviour. Without
such mechanisms, users may attribute unwarranted credibility to outputs that are

not grounded in verifiable reasoning [12].

2.2.1 Reliability in LLMs

Reliability can be defined as the quality of being consistently dependable or trust-
worthy, whereas reliance refers to the act of depending on a system [13]. In the
context of LLMs, reliability is challenged by several factors, including limited repro-
ducibility, lack of transparency, and static training data [14].

Zhou et al. [15] demonstrate that modern language models do not fail in consis-
tent or easily predictable ways. This phenomenon, referred to as difficulty mismatch,
undermines the user’s ability to form a reliable mental model of system performance.

Another critical issue is the shift from task avoidance to confident error gener-

ation. Earlier models were more likely to refrain from answering when uncertain,
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whereas modern models tend to provide answers even when incorrect [16]. These
errors are often presented with high confidence, making them difficult to detect.
This behaviour is closely related to ultracrepidarianism, defined as the tendency to
provide authoritative-sounding answers beyond the scope of the model’s actual ca-
pabilities or training. In the context of LLMs, this manifests as confident responses
in areas where the system lacks sufficient grounding, increasing the likelihood of
misleading outputs.

Several factors contribute to these reliability issues. Reinforcement learning from
human feedback (RLHF) tends to favour responses that are clear, complete, and con-
fident, as these qualities are typically preferred by human evaluators. Consequently,
answers that appropriately express uncertainty, such as “I'm not sure” or “this may
be incorrect”, are often rated less favourably, even when they are more accurate or
intellectually honest. This introduces a bias in the training signal and implicitly en-
courages models to adopt an overconfident tone regardless of the actual correctness
of the content. In addition, the underlying training objectives prioritise plausibility
and linguistic fluency over factual accuracy. Errors that are simple or subtle, includ-
ing minor factual inaccuracies or small flaws in reasoning, are not strongly penalised
during training. As a result, models may generate outputs that are coherent and
persuasive in form but unreliable in substance [15].

This behaviour is particularly problematic when LLMs are deployed as decision-
support tools in analyst roles. Junior analysts are expected to recognise uncertainty,
acknowledge limitations, and escalate unclear cases to more experienced personnel.
In contrast, LLMs tend to provide definitive answers even when uncertain. This
mismatch increases the risk that incorrect outputs are accepted without sufficient
evaluation. This issue is directly related to RQ2: the tendency of LLMs to present
uncertain information with unwarranted confidence raises concerns about their abil-

ity to fulfill the reliability expectations associated with such roles.
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Another challenge related to reliability is prompt sensitivity. Model outputs may
vary significantly depending on how a query is formulated [17], [18]. Minor changes
in wording may lead to different or even contradictory responses, which complicates
consistent use in operational environments. Zhou et al. [15] note that this behaviour
can undermine user confidence, particularly when models fail on seemingly simple
tasks but succeed when prompts are reformulated. This sensitivity remains an active
area of research and poses a direct challenge to the standardisation of LLM-based
workflows, particularly in environments where repeatability and consistency are re-
quired.

Taken together, these factors indicate that LLM reliability is structurally unsta-
ble. This instability makes it difficult for users to develop accurate mental models
of system performance, particularly in operational environments where consistent
behaviour is expected. In cybersecurity decision-support contexts, this creates a
structural mismatch between system behaviour and human expectations of reliabil-
ity.

A further complication in evaluating reliability is the absence of universally
accepted measurement criteria for LLM behaviour in operational environments.
Benchmark performance often provides only a partial indication of real-world re-
liability, as standardised evaluation datasets cannot fully capture the contextual
variability and adversarial conditions present in cybersecurity workflows. Models
that perform well on static benchmarks may still fail unpredictably when exposed
to incomplete, ambiguous, or manipulated inputs.

This limitation is particularly significant in cybersecurity, where reliability is
closely tied to contextual awareness and operational consistency rather than isolated
task accuracy. Security analysts frequently operate under conditions characterised
by uncertainty, incomplete information, and rapidly changing threat landscapes. In

such environments, even infrequent model failures may produce disproportionately
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large consequences if they occur during critical decision-making processes.

Another important issue concerns calibration. Reliability is not solely deter-
mined by whether a model produces correct outputs, but also by whether the con-
fidence expressed by the system accurately reflects the probability of correctness.
Poorly calibrated systems may produce answers that appear highly certain despite
limited evidential grounding. In practice, this creates a greater operational risk than
visible uncertainty, because users are more likely to accept outputs presented with
authoritative language.

Research on calibration in machine learning demonstrates that modern neural
systems frequently exhibit overconfidence, particularly in cases involving distribu-
tional shift or unfamiliar inputs. For LLMs, this problem is amplified by conversa-
tional interaction patterns that encourage fluent and definitive responses. As a re-
sult, users may interpret linguistic confidence as evidence of factual reliability, even
though the underlying generation process is probabilistic rather than knowledge-
based.

The challenge is further complicated by the difficulty of distinguishing between
linguistic coherence and epistemic validity. LLMs are highly effective at producing
text that resembles expert reasoning, but the appearance of expertise does not neces-
sarily imply genuine understanding or accurate inference. In cybersecurity contexts,
this distinction is critical because operational decisions often depend on subtle con-
textual relationships that cannot be reliably inferred through statistical association
alone.

Reliability must therefore be understood as a socio-technical property rather
than a purely technical metric. The practical dependability of an LLM depends
not only on model architecture or benchmark performance, but also on deployment
conditions, user expertise, validation processes, and organisational safeguards. A

model that is sufficiently reliable in one operational context may become unsuitable
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in another if surrounding controls are absent or if user assumptions change.

These observations reinforce the broader argument of this thesis: reliability in
LLM systems cannot be assumed as an inherent property of the model itself. Instead,
it emerges from the interaction between probabilistic model behaviour, human over-
sight, and the surrounding governance structure. Consequently, effective deployment
depends less on eliminating model errors entirely and more on ensuring that failures

remain observable, manageable, and recoverable within operational workflows.

2.2.2 Explainability in Al

Explainability in Al refers to the ability to provide understandable reasons for model
outputs. It has been defined as providing insight into why a system produces a
particular result in a specific instance [5], and more broadly as a set of methods that
enable users to comprehend and trust model outputs [2].

There is ongoing debate regarding the role of explainability in supporting trust.
Some researchers argue that explainability is not strictly necessary for trust, par-
ticularly when systems demonstrate consistent and reliable performance [5]. Others
emphasise that a lack of interpretability limits accountability and complicates adop-
tion in high-risk domains [19]. In cybersecurity contexts, explainability is therefore
less about fostering trust and more about enabling verification, auditing, and re-
sponsibility assignment when systems influence critical decisions.

In cybersecurity environments, explainability also serves an operational purpose
beyond transparency alone. Analysts must frequently justify why a particular rec-
ommendation, classification, or prioritisation decision was made. When Al-assisted
systems contribute to these processes, explainability becomes necessary for docu-
menting reasoning chains, supporting incident review, and enabling accountability
during post-incident analysis.

Practical explainability in LLM systems is often achieved through indirect meth-
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ods rather than full interpretability of internal model behaviour. These methods
may include chain-of-thought prompting, retrieval-based citation mechanisms, con-
fidence indicators, or external validation systems that provide supporting evidence
for generated outputs. Although such approaches do not fully expose internal rea-
soning processes, they can improve the traceability and verifiability of outputs in
operational settings.

Model cards and system documentation also contribute to explainability by clar-
ifying intended use cases, training limitations, known weaknesses, and evaluation
procedures. In organisational contexts, this documentation supports risk assess-
ment and helps analysts understand the conditions under which model outputs may
become unreliable. Without such contextual information, users may incorrectly
generalise model capabilities beyond their intended scope.

Another important aspect is the distinction between explainability for develop-
ers and explainability for operators. Developers may require insight into training
behaviour, architecture, or optimisation procedures, whereas operational users pri-
marily require understandable justifications for specific outputs. In cybersecurity
workflows, explainability must therefore be adapted to the needs of analysts, audi-
tors, and decision-makers rather than focusing solely on technical transparency.

However, explainability mechanisms themselves introduce limitations. Gener-
ated explanations may not accurately reflect the actual internal processes of the
model and can instead function as plausible post hoc rationalisations. Consequently,
explainability should not be interpreted as proof of correctness. Rather, it should
be viewed as a supporting mechanism that enables verification, critical evaluation,
and responsible oversight.

For this reason, explainability alone cannot resolve the broader reliability chal-
lenges associated with LLMs. Instead, it should operate alongside validation pro-

cedures, human oversight, and governance controls as part of a broader trust man-
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agement strategy. Within cybersecurity environments, the objective is not complete
interpretability, but sufficient transparency to support safe operational use and in-

formed human judgment.

The Black Box

Many Al systems based on deep learning are often described as “black boxes” due
to limited transparency in their internal decision-making processes. While these
models may achieve high performance, the mechanisms underlying their outputs
are difficult to inspect or validate [8], [14], [19]. This opacity makes it difficult to
determine why a specific output was produced or whether it is grounded in reliable
reasoning. As a result, concerns arise regarding reliability, bias, and accountability,
since incorrect or systematic errors may be difficult to detect or verify.

Addressing the black box problem requires progress on several areas. Explain-
ability techniques aim to provide human-understandable justifications for model
outputs, often through feature attribution or retrospective analysis. Transparency
can be improved through practices such as documenting training data, maintaining
model cards, and ensuring data provenance and lineage.

Accountability is another critical aspect. In real-world deployments, it must be
clearly defined who is responsible for decisions influenced by Al systems. This often
requires monitoring mechanisms and human-in-the-loop approaches, where human
oversight is maintained in critical decision-making processes.

Addressing this opacity requires not only explainability techniques, but also
broader transparency practices such as documenting data provenance, maintaining
model cards, and providing insight into model confidence and feature importance.
Together, these measures aim to reduce the opacity of Al systems and support their

safe and responsible use.
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2.3 Risks and Security Concerns

The risks associated with LLMs can be grouped into three main categories: tech-
nical security risks, privacy risks, and organisational risks. Technical risks include
prompt injection, data poisoning, model exploitation, and data leakage [20], [21].
These arise from the fact that natural language interfaces allow adversarial manip-
ulation through seemingly benign inputs, expanding the traditional attack surface
of software systems.

Privacy risks arise from sensitive user inputs, third-party integrations, and con-
textual inference of user attributes [22]. Models may also memorise and reproduce
training data, creating potential regulatory issues under frameworks such as GDPR.

Organisational risks include “shadow Al” where employees use external tools
without oversight, potentially exposing confidential data [23|. Together, these risks
highlight the need for strict governance, monitoring, and access controls in LLM

deployment.

2.3.1 Privacy Issues with LLMs

LLMs introduce several privacy-related risks due to their reliance on large-scale data
processing and their interaction with user-provided inputs. Yan et al. [22] identify
issues such as sensitive user queries, third-party integrations, contextual leakage,
and inference of personal preferences.

Sensitive queries involve users providing personally identifiable information (PII)
or confidential data as input. When this information is processed by external ser-
vices, it may be collected or shared in ways that are not fully transparent to users.
This lack of clarity can lead to potential violations of privacy policies and user
expectations [24], [25].

Another key issue is contextual leakage. Over time, repeated interactions can

allow systems to infer who a user is or where they are located, even if they never ex-
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plicitly share that information. In addition, AI models can build detailed profiles of
users by learning their preferences, habits, and behavioural patterns. While this can
improve personalisation, it also increases the risk of profiling and targeted content
that users may not have knowingly agreed to, making strong privacy protections
and clear disclosures essential [26], [27], [28], [29], [30], [31].

These dynamics blur the boundary between input data and inferred personal
data. Even when explicit identifiers are absent, contextual information and repeated
interactions can enable the reconstruction of identity, location, and behavioural pro-
files. As a result, privacy risks extend beyond direct data disclosure and include
inference-based profiling, which complicates both regulatory compliance and mean-

ingful user consent.

2.3.2 Data Leakage

LLMs can unintentionally memorise and reproduce portions of their training data,
including sensitive or proprietary information [22|. This behaviour poses potential
compliance risks under data protection regulations such as GDPR. In addition,
prompt leakage can occur when sensitive inputs are revealed through model outputs
or recorded in system logs [14], [32].

A related concern is “shadow Al,” which refers to the unauthorised use of Al tools
within organisations [23]. In practice, employees may input confidential or sensitive
information into external systems without organisational oversight. This creates a
governance gap, where data handling practices fall outside formal security controls.
Unlike traditional leakage risks, shadow Al is difficult to detect and regulate because
it emerges from everyday user behaviour rather than system-level vulnerabilities.

Overall, both training data memorisation and prompt leakage highlight the need
for careful data governance when deploying LLMs. Ensuring sensitive information is

not embedded in inputs or outputs, and monitoring the use of external Al services,
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can mitigate these risks [14].

2.3.3 Data Poisoning

Data poisoning refers to the manipulation of training data or fine-tuning processes
to introduce biases, vulnerabilities, or hidden backdoors into a model [14]. Even
small amounts of carefully crafted malicious data can influence model behaviour,
particularly when embedded in large datasets where detection is difficult [33], [34],
[35].

Importantly, increasing dataset size does not inherently mitigate this risk. On
the contrary, larger datasets may obscure targeted manipulations, making them less
visible during curation and evaluation. Empirical evidence across pre-training, fine-
tuning, and preference learning stages demonstrates that even a minimal fraction of
poisoned data can reliably induce harmful or unintended behaviours. Consequently,
data poisoning represents a subtle yet high-impact threat in the development and

deployment of LLMs [34], [36], [37].

2.4 Implications for Cybersecurity Practice

LLMs function as high-leverage but high-risk tools in cybersecurity environments.
Their ability to process unstructured data enables efficiency gains across analytical
workflows. However, these advantages are inseparable from inherent limitations
related to reliability, explainability, and data handling. As a result, LLMs should
be treated as assistive tools whose outputs require validation.

From a practical standpoint, the integration of LLMs reshapes how analysts
interact with information. Rather than replacing human expertise, these systems
extend analytical capabilities while simultaneously introducing new forms of uncer-

tainty. Analysts therefore face two competing requirements: exploiting efficiency
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gains while preventing overreliance. Taken together, these architectural properties,
reliability limitations, and security risks define the conditions under which LLMs

can be applied in practice.

2.4.1 Capabilities

LLMs support a range of cybersecurity functions, particularly those involving inter-
pretation and transformation of unstructured data. They are effective in tasks such
as summarising vulnerability reports, correlating threat intelligence, and extracting
relevant insights from large datasets. These capabilities are especially valuable in en-
vironments where analysts must process high volumes of heterogeneous information
under time constraints.

In addition, LLMs can assist in areas such as phishing detection, incident re-
sponse, and digital forensics by providing contextual interpretations of ambiguous
inputs. Their ability to generate natural language explanations also makes them
useful for documentation and reporting, reducing the cognitive burden on analysts.

Beyond analytical support, LLMs contribute to automation in tasks such as vul-
nerability assessment, malware classification, and protocol analysis. They are also
increasingly used in training and simulation contexts, including penetration testing
scenarios and educational environments, where they can model attacker behaviour
or explain defensive strategies.

In integrated systems, LLMs often interact with external services through APIs
and authentication mechanisms such as single sign-on and delegated authorisation
protocols. While this enhances functionality, it also introduces additional security
considerations, particularly in the handling of credentials and access permissions.

Overall, these capabilities position LLMs as tools that enhance scalability and

efficiency in cybersecurity operations, particularly in data-intensive tasks.
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2.4.2 Limitations

Despite their utility, LLMs exhibit structural limitations that constrain their reliabil-
ity in security-critical contexts. One of the most prominent issues is hallucination,
where the model generates plausible but incorrect information. In cybersecurity,
where accuracy is essential, such behaviour can lead to incorrect assessments or
flawed decision-making.

Another key limitation is the absence of grounded reasoning. LLM outputs are
based on statistical correlations rather than verified logical processes, which can
result in misinterpretation of complex or context-dependent data, such as system
logs or attack patterns.

Consistency is also a concern. Model outputs are highly sensitive to prompt
formulation, meaning that small variations in input can produce different or even
contradictory results. This variability complicates standardisation and reduces pre-
dictability in operational workflows.

Privacy and data protection introduce further constraints. In cloud-based de-
ployments, sensitive information may be processed outside organisational bound-
aries, raising concerns related to data sovereignty, regulatory compliance, and expo-
sure to third-party systems.

Taken together, these limitations highlight that LLM outputs cannot be treated
as inherently reliable. Instead, they require validation, contextual interpretation,

and integration within controlled workflows.

2.4.3 LLMs in Security Research

The use of LLMs in cybersecurity research is an emerging and rapidly evolving field.
Current research explores applications such as automated vulnerability detection,
malware analysis, and the automation of security workflows. These efforts demon-

strate the potential of LLMs to augment both defensive and analytical capabilities.
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However, most implementations remain experimental, and large-scale deploy-
ment in operational environments is still limited. This is largely due to unresolved
challenges related to reliability, evaluation methodologies, and risk management.

Research in this area increasingly focuses not only on capabilities but also on
limitations, including adversarial vulnerabilities, prompt manipulation, and data
leakage. As a result, there is growing recognition that technical performance alone
is insufficient. Robust evaluation frameworks and governance models are equally
necessary.

In this context, LLMs should be viewed as tools for exploration and augmentation
rather than fully mature solutions. Their role in research is to extend analytical
possibilities, while also highlighting the need for structured approaches to safe and

controlled deployment.



3 Governance and Security

Frameworks for Evaluating LLM Use

The deployment of LLMs in cybersecurity environments is influenced by both reg-
ulatory requirements and organisational security practices. This is particularly im-
portant when LLMs process personal, confidential, or otherwise sensitive informa-
tion. In such situations, compliance obligations extend beyond conventional data
processing activities and may affect how models are trained, deployed, and used in
operational workflows.

Within the European Union, the General Data Protection Regulation (GDPR)
provides the primary legal framework governing the processing of personal data.
However, regulatory compliance alone does not guarantee that an LLM can be de-
ployed safely or effectively. Organisations must also consider broader questions
related to governance, accountability, risk management, and system resilience.

When LLMs are integrated into cybersecurity workflows, these requirements ex-
tend beyond traditional data processing to include model training, inference, and
system interaction phases. This creates a complex compliance landscape in which
technical design decisions directly influence legal obligations.

From an organisational perspective, these regulatory requirements are closely
tied to broader risk management practices, which aim to identify, assess, and miti-

gate risks associated with data processing and system deployment [38].



3.1 SECURITY GOVERNANCE FRAMEWORKS 21

3.1 Security Governance Frameworks

Regulatory compliance alone is not sufficient to ensure secure deployment of LLMs.
Organisations must also adopt structured governance frameworks that define how
cybersecurity risks are identified, managed, and mitigated. These frameworks pro-

vide a systematic approach to integrating LLMs into existing security operations.

3.1.1 GDPR

The General Data Protection Regulation (GDPR) establishes a comprehensive legal
framework governing the processing of personal data within the EU. Its primary
objective is to ensure a high level of protection for individuals while enabling the
free movement of personal data under harmonised conditions across member states
[39], [40].

A defining characteristic of the GDPR is its broad and technology-neutral defini-
tion of personal data. In addition to direct identifiers such as names or identification
numbers, personal data includes indirect identifiers such as IP addresses, location
data, and online behavioural patterns that can be linked to an individual [39], [41].
In the context of LLMs, this definition is particularly significant, as inputs that
appear non-sensitive in isolation may become identifiable when combined with con-
textual information or through inference.

The regulation is structured around a set of core principles that govern all data
processing activities. These include lawfulness, fairness, and transparency, along
with purpose limitation, data minimisation, accuracy, storage limitation, and in-
tegrity and confidentiality [39], [42]. The principle of accountability requires or-
ganisations not only to comply with these principles but also to demonstrate such
compliance through appropriate documentation and controls.

Collectively, these principles establish a lifecycle-oriented approach to data pro-

tection, shaping how personal data is collected, used, stored, and ultimately disposed
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of across processing activities.

For LLM-based systems, these principles primarily constrain data handling prac-
tices rather than directly regulating model behaviour. The principle of data minimi-
sation limits the amount of input data that can be provided to models, particularly
when such data contains personal or sensitive information. Purpose limitation re-
stricts the reuse of data across different tasks, which may conflict with practices
such as prompt logging, dataset reuse, or iterative improvement processes.

The GDPR further defines lawful bases for data processing, including consent,
performance of a contract, legal obligation, and legitimate interest [40]. In cyber-
security contexts, legitimate interest is commonly applied; however, it requires a
balancing test to ensure that organisational objectives do not override the rights
and freedoms of individuals. This is particularly relevant when LLMs are used to
analyse user-generated or operational data.

A particularly challenging aspect of GDPR compliance in Al systems relates to
automated decision-making. Where processing leads to decisions that produce legal
or similarly significant effects on individuals, the regulation requires that individuals
are provided with meaningful information about the logic involved, as well as the
possibility of human intervention [41]. For LLMs, which often operate through
opaque and probabilistic mechanisms, providing such explanations in a meaningful
and verifiable manner can be difficult.

Another important aspect is the treatment of inferred data. The GDPR recog-
nises that information derived from data processing may still qualify as personal
data if it relates to an identifiable individual [39]. For LLMs, this is significant be-
cause model outputs may reveal behavioural patterns, preferences, or risk indicators,
even when the original input does not contain explicit identifiers.

Overall, the GDPR does not regulate the internal functioning or risk classifi-

cation of Al systems, but it imposes strict requirements on how data is collected,
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processed, stored, and reused. As a result, compliance primarily influences data
handling practices, including input design, logging policies, and data governance
mechanisms. Broader requirements related to system behaviour, transparency, and

risk management are addressed by complementary regulatory frameworks such as

the EU Al Act discussed in Chapter 3.1.3.

3.1.2 NIST Cybersecurity Framework

The National Institute of Standards and Technology (NIST) Cybersecurity Frame-
work (CSF) provides a practical structure for examining how LLM-based systems fit
into existing cybersecurity programmes. Rather than prescribing specific technolo-
gies, the framework focuses on outcomes and risk management activities, making
it adaptable to emerging technologies such as generative Al. Framework’s functions
are Identify, Protect, Detect, Respond, Recover, and Govern. [43]

When viewed through the NIST lens, an LLM should not be treated solely as
a productivity tool. It is simultaneously an organisational asset, a potential attack
surface, and a source of operational risk. This perspective encourages organisa-
tions to consider not only how the model is protected, but also how its outputs are
monitored and validated.

The CSF functions provide a structured approach to managing risks associated
with LLM deployment. When applied to Al systems, the framework emphasises
asset identification, protection mechanisms, monitoring, incident response, recov-
ery, and governance. Its outcome-oriented nature makes it adaptable to emerging
technologies such as LLMs.

The NIST framework also provides a useful structure for understanding the oper-
ational lifecycle of LLM-based systems. Within the Identify function, organisations
must evaluate not only technical assets but also the informational dependencies as-

sociated with model deployment. This includes identifying where prompts originate,
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what categories of information are processed, and which external services participate
in inference or storage operations.

Within the Protect function, controls must address both conventional cyberse-
curity risks and Al-specific vulnerabilities. Traditional protections such as authen-
tication, encryption, and access control remain essential, but additional safeguards
are required for prompt filtering, model isolation, and prevention of unauthorised
data exposure. Because LLMs interact through natural language interfaces, attack
vectors may emerge through ordinary user interaction rather than direct technical
exploitation.

The Detect function becomes particularly important in probabilistic Al systems.
Unlike conventional software failures, problematic LLM behaviour may not produce
obvious technical errors. Instead, failures may appear as subtle hallucinations, mis-
leading recommendations, or inconsistent reasoning patterns. Detection mechanisms
must therefore include qualitative monitoring of outputs in addition to traditional
infrastructure telemetry.

The Respond and Recover functions similarly require adaptation. Incident re-
sponse procedures must account for the possibility that harmful outputs originate
from model behaviour rather than external compromise alone. Organisations may
therefore need rollback procedures for model versions, mechanisms for disabling un-
safe functionality, and escalation pathways for Al-related operational anomalies.

The Govern function integrates these activities into broader organisational strat-
egy. Governance structures must define responsibility for model oversight, accept-
able use policies, validation standards, and regulatory compliance obligations. With-
out clear governance, organisations risk inconsistent deployment practices and frag-
mented accountability structures.

From this perspective, the NIST framework provides more than a general cyber-

security model; it offers a conceptual foundation for operationalising Al governance
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within existing security programs. Its flexibility allows organisations to incorporate
Al-specific controls without abandoning established cybersecurity practices, mak-
ing it particularly valuable for environments adopting LLM-based decision-support

systems.

3.1.3 EU AI Act

The European Union Artificial Intelligence Act (EU Al Act) establishes a risk-based
regulatory framework for the development and deployment of Al systems within the
European Union. Unlike the GDPR, which focuses on data protection, the AI Act
addresses the broader lifecycle of Al systems, including design, deployment, and use.

The regulation classifies Al systems into four risk categories: unacceptable risk,
high risk, limited risk, and minimal risk. Systems classified as unacceptable risk are
prohibited, while high-risk systems are subject to strict requirements related to risk
management, transparency, human oversight, and technical robustness.

In cybersecurity contexts, LLM-based systems may fall into the high-risk cate-
gory when they are used in critical infrastructure, decision-support roles, or contexts
that significantly affect individuals or organisations. This classification introduces
obligations such as documentation of system behaviour, traceability of outputs, and
implementation of human oversight mechanisms.

A key requirement of the AI Act is the establishment of risk management sys-
tems that operate throughout the lifecycle of the AI system. This aligns closely
with cybersecurity practices, where continuous monitoring, validation, and incident
response are already standard. For LLMs, this implies that risks such as hallucina-
tion, prompt injection, and data leakage must be explicitly identified, assessed, and
mitigated.

Transparency requirements under the AI Act also have direct implications for

LLM deployment. Users must be informed when they are interacting with an Al
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system, and, in certain cases, meaningful information about system capabilities and
limitations must be provided. This reinforces the need to avoid presenting LLM
outputs as authoritative or fully reliable.

Compared to GDPR, which focuses on data, the AI Act focuses on system be-
haviour and risk. Together, the GDPR and the EU AI Act establish complementary
constraints: the former governs data processing, while the latter governs system-level
risk and behaviour. For organisations deploying LLMs in cybersecurity, compliance
requires alignment with both regulatory regimes, integrating data protection with

system-level risk management. [44], [45], [46]

3.2 System Resilience and Trust Architecture

Resilience is a central concept in modern cybersecurity, referring to the ability of
systems to withstand, adapt to, and recover from disruptions. Rather than assum-
ing that all threats can be prevented, resilient systems are designed to maintain
acceptable levels of operation even under adverse conditions.

In practice, resilience is closely tied to prioritisation and alignment with organ-
isational risk. As noted by Leppénen [47|, cybersecurity failures often do not stem
from a lack of visibility or tooling, but from an inability to focus on what matters
most. When all risks are treated as equally critical, resources are dispersed ineffi-
ciently, and genuinely high-impact vulnerabilities may remain unaddressed. From
this perspective, resilience is not achieved by maximising coverage, but by ensuring
that critical assets and attack paths are consistently protected and monitored.

In the context of LLM-based systems, resilience must also account for inherent
uncertainty. Unlike traditional software, LLMs do not fail deterministically; instead,
they may produce plausible but incorrect outputs, behave inconsistently across sim-
ilar inputs, or degrade under adversarial interaction. As a result, resilience cannot

be achieved solely through preventive controls or static safeguards, but must be
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engineered through mechanisms that limit the impact of such behaviour.

This shifts the focus from correctness to failure management. The objective
is not to eliminate errors, but to ensure that errors are detectable, containable,
and recoverable. In practice, this includes validating outputs, restricting high-risk
actions, and preventing the propagation of incorrect information into downstream
processes.

Continuous adaptation is another defining characteristic of resilient systems. As
highlighted in continuous resilience models, effective cybersecurity requires a feed-
back loop in which detection, response, and risk assessment inform one another over
time [47]. For LLM systems, this implies ongoing monitoring of outputs, identifica-
tion of failure patterns, and iterative refinement of prompts, controls, and deploy-
ment strategies.

An additional dimension of resilience involves graceful degradation. In resilient
systems, failures should not propagate uncontrollably or cause disproportionate op-
erational disruption. Instead, system capability should degrade in a controlled and
predictable manner. For LLM-based systems, this may involve limiting autonomous
functionality during periods of uncertainty, restricting access to sensitive actions, or
falling back to deterministic rule-based systems when reliability thresholds are not
met [48], [49].

This principle is particularly important because LLM failures are often difficult
to detect immediately. Unlike conventional system outages, probabilistic failures
may continue producing seemingly functional outputs while gradually introducing
incorrect assumptions into analytical workflows. Consequently, resilience mecha-
nisms must focus not only on maintaining availability but also on preserving decision
quality under degraded conditions.

Redundancy also plays an important role in resilient AI deployment. Indepen-

dent verification systems, secondary analytical tools, or parallel review mechanisms
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can reduce the likelihood that a single incorrect output propagates directly into op-
erational decisions. In cybersecurity environments, where false positives and false
negatives both carry significant consequences, layered validation provides an impor-
tant safeguard against model instability [50].

Overall, resilience in LLM systems is achieved through layered safeguards and
continuous adjustment rather than static protection. This perspective aligns with
broader cybersecurity practices and provides a foundation for integrating probabilis-
tic Al systems into environments where reliability and risk control are critical.

Trust architectures define how systems manage assumptions about reliability,
authenticity, and correctness across interactions. In cybersecurity contexts, these
architectures are shifting from static assumptions of trustworthiness to dynamic,
continuously evaluated models of risk. This transition is particularly relevant for Al
systems, where both inputs and outputs may be uncertain, adversarial, or context-

dependent.

Zero Trust

Zero Trust represents a shift from traditional perimeter-based security models to an
approach based on continuous verification. It operates under the assumption that
no system component should be trusted by default.

In practical terms, all interactions must be authenticated, authorised, and eval-
uated based on context. Trust is treated as dynamic and conditional, requiring
continuous reassessment.

Applying Zero Trust principles to LLMs implies that model outputs should not
be accepted without validation. Instead, outputs must be treated as potentially
unreliable and subject to verification based on their intended use. Similarly, inputs
must be controlled to prevent prompt injection and data leakage.

This approach aligns closely with cybersecurity best practices and reinforces the
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role of LLMs as assistive tools rather than authoritative systems.

3.3 Al System Autonomy and Agent Models

The increasing autonomy of Al systems represents a significant shift in how decision-
support technologies are designed and deployed. While earlier systems operated
primarily as passive tools, modern LLM-based systems can perform multi-step rea-
soning, interact with external services, and act with limited or delayed human inter-
vention. This evolution introduces new governance challenges, as system behaviour
becomes less predictable and more difficult to constrain.

In cybersecurity contexts, autonomy must be carefully balanced against risk.
Systems that are capable of independent action can improve efficiency, but they
also increase the potential impact of errors, misuse, or adversarial manipulation.
As a result, understanding different models of autonomy, particularly agent-based
architectures, is essential for evaluating how LLMs can be safely integrated into
operational environments.

This section examines the implications of Al autonomy for security, focusing on
agent-based systems and their governance requirements. It explores how increasing
system capability necessitates stronger controls, clearer accountability, and more

robust mechanisms for oversight and validation.

3.3.1 Agent-Based Systems

The increasing autonomy of Al systems introduces new challenges for governance
and security. LLM-based agents are capable of performing multi-step tasks, interact-
ing with external systems, and making decisions with limited human intervention.
While this enhances efficiency, it also increases the risk of unintended or harmful

outcomes.
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Governance of such systems can be understood along three dimensions: techni-
cal safeguards, process controls, and organisational structures. Technical safeguards
include mechanisms such as access restrictions, sandboxing, and fail-safe controls.
Process controls involve monitoring, auditing, and risk-based permissions. Organ-
isational structures define accountability and ensure that responsibility for system
behaviour is clearly assigned.

One critical mechanism in this context is session isolation. By restricting each
interaction to a controlled environment, organisations can reduce the risk of data
leakage and cross-session contamination. This is particularly important in multi-user
systems where sensitive data may be processed.

As system autonomy increases, requirements for transparency and traceability
also become more stringent. It must be possible to reconstruct decisions, identify
contributing factors, and assign responsibility. Without such capabilities, effective

governance becomes difficult.

Robustness and Conservative Decision-Making

Recent developments in multi-agent systems emphasise robustness over optimal per-
formance. Instead of maximising expected outcomes under ideal conditions, these
systems prioritise strategies that remain effective under uncertainty and adversarial
conditions.

This perspective is directly applicable to LLMs in cybersecurity contexts. In
high-risk environments, it is often preferable for a system to avoid making a decision
rather than provide an incorrect one with high confidence. This aligns with the
expectations placed on human analysts, who are trained to recognise uncertainty
and escalate when necessary.

Accordingly, LLM-based systems should be designed to reflect conservative decision-

making principles. This includes mechanisms for expressing uncertainty, deferring
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decisions, and incorporating human oversight. Such an approach reduces the risk of

critical errors and improves overall system reliability.

DeepNash

Perolat et al. [51] introduced DeepNash, a model-free multi-agent system designed
to operate under uncertainty and incomplete information. Rather than optimising
for maximal expected reward under ideal assumptions, it prioritises strategies that
remain stable against exploitation and adversarial conditions.

This perspective is particularly relevant for LLM-based decision support in cy-
bersecurity. In such contexts, overconfident but incorrect recommendations can have
significant consequences. Systems that prioritise conservative and reliable behaviour
may therefore be preferable to those optimised for aggressive performance.

This suggests a design philosophy in which uncertainty is treated as a funda-
mental constraint. Rather than attempting to model all possible variables or pre-
dict adversarial intent, systems should rely on observable signals and incorporate
mechanisms that discourage speculative or unsupported outputs. When confidence
is insufficient, deferring decisions or escalating to human operators is often the safer
course of action.

This approach aligns with expectations for junior-level cybersecurity practition-
ers, who are expected to recognise uncertainty and escalate when necessary. Sim-
ilarly, LLM systems that acknowledge uncertainty and defer decisions when confi-
dence is insufficient may provide more reliable support than systems optimised for
definitive answers.

Avoiding overreach is therefore an important design objective. Systems that
recognise the limits of their knowledge contribute to safer and more trustworthy
operations.

Together, these governance, regulatory, and resilience perspectives provide the
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foundation for the framework presented in Chapter 4. They translate the technical
limitations of LLMs into practical requirements for their safe use in cybersecurity

decision-support environments.



4 Framework for Secure LLM Usage

This chapter presents a structured framework for the secure integration of LLMs
into cybersecurity environments. Grounded in the technical limitations identified in
Chapter 2 and the governance requirements outlined in Chapter 3, this framework
translates abstract risks into concrete operational controls.

The framework assumes that LLMs should be treated as probabilistic and poten-
tially unreliable components rather than trusted decision-making systems. Because
uncertainty cannot realistically be removed from LLM behaviour, the focus shifts
toward containing its effects through monitoring, validation, and layered safeguards.
The proposed model follows a defence-in-depth approach, where controls are applied
across input handling, system architecture, output validation, and organisational

governance.
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4.1 Framework Overview
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Figure 4.1: Framework

The proposed framework is illustrated in Figure 4.1, which presents a layered control

model for the secure integration of LLMs in cybersecurity contexts.

The model

conceptualises the LLM not as a trusted decision-making entity, but as an untrusted,

probabilistic component embedded within a controlled system.

The framework combines a linear processing pipeline with cross-cutting control

layers. At its core, the system follows a structured flow in which inputs are first

subject to pre-processing controls, then processed by the LLM, and finally validated

before being exposed to human operators. This pipeline reflects the fundamental

assumption that LLM outputs cannot be treated as inherently reliable and must
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therefore be systematically verified.

Surrounding this core process, the framework introduces multiple layers of con-
trol that operate at different stages of the system lifecycle. Input control mecha-
nisms constrain the data and instructions provided to the model, reducing the risk of
prompt injection, ambiguity, and unintended data exposure. Output control mech-
anisms ensure that generated responses are treated as provisional results, subject to
validation and cross-checking before use.

Human operators remain central to the model. Rather than acting as passive re-
cipients of model outputs, human operators are responsible for validating, interpret-
ing, and, where necessary, overriding system behaviour. The inclusion of feedback
loops from human oversight to earlier stages of the pipeline reflects the adaptive
nature of the framework, enabling continuous refinement of prompts, policies, and
validation strategies.

In addition to these operational controls, the framework incorporates a secure
deployment layer that underpins the entire system. This layer includes architectural
safeguards such as isolation, access control, monitoring, and logging. Unlike the
primary data flow, these mechanisms do not directly process inputs or outputs but
instead constrain the environment in which the LLM operates, limiting the impact
of potential failures or compromises.

Beyond the technical controls, the framework also incorporates governance con-
straints representing regulatory, organisational, and risk management requirements.
This includes compliance with data protection regulations, auditing requirements,
and internal security policies. By positioning governance as an outer layer, the
framework emphasises that technical controls alone are insufficient. Secure LLM

integration requires alignment with legal and organisational requirements.
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4.2 Reliability Requirements

Due to their probabilistic nature, LLMs cannot guarantee consistent or factually
accurate outputs. As established in Chapter 2, their behaviour is shaped by statis-
tical patterns rather than grounded reasoning, leading to risks such as hallucination,
overconfidence, and prompt sensitivity. To address these limitations, reliability must
be enforced externally through structured controls.

Human oversight represents a central reliability requirement. A tiered oversight
model is particularly suitable. Low-risk activities, such as text summarisation or
document support, may require lighter review, while high-impact tasks, including
incident classification or analytical recommendations, should be evaluated by more
experienced personnel. Clear escalation procedures are equally important. When
outputs appear uncertain, inconsistent, or difficult to verify, responsibility should
shift to human reviewers rather than allowing the system to proceed autonomously.

Prompt engineering standards provide another important mechanism for improv-
ing reliability. Prompt construction should follow standardised practices that em-
phasise clarity, sufficient contextual information, and explicit output requirements.
Standardisation reduces variability caused by ambiguous phrasing and helps pro-
duce more predictable behaviour across comparable tasks. In addition, organisations
should document common prompt failure patterns, including vague instructions, in-
complete contextual framing, and leading questions, in order to reduce avoidable
sources of error.

Output validation methods are necessary because LLM responses cannot be as-
sumed to be inherently correct. Generated outputs should therefore be treated as
provisional results requiring verification before operational use. Validation mecha-
nisms may include cross-checking responses against trusted sources, applying rule-
based verification methods, or comparing outputs across multiple prompts, models,

or independent tools. For higher-risk applications, confirmation through external
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datasets, established analytical methods, or expert review becomes especially im-
portant.

An important practical objective is proper calibration rather than the maximi-
sation of confidence. A useful decision-support system should not merely provide
correct answers, but should align its expressed certainty with its actual likelihood
of correctness. In cybersecurity environments, poorly calibrated confidence may be
more harmful than visible uncertainty, as it increases the probability that incorrect
recommendations are accepted without sufficient scrutiny or review.

This consideration is particularly relevant for LLMs, which frequently present
uncertain or incomplete conclusions in authoritative language. Reliability therefore
depends not only on factual accuracy, but also on the system’s ability to appropri-
ately communicate uncertainty and operational limitations.

An additional reliability requirement concerns awareness of uncertainty. Sys-
tems should communicate when outputs may be unreliable rather than presenting
all responses with equal confidence. This can be achieved through cautious word-
ing, confidence indicators, or mechanisms that explicitly acknowledge ambiguity or
incomplete information. When confidence is insufficient, outputs should be delayed,
escalated, or subjected to additional review. Such behaviour aligns more closely with
expectations placed on human analysts, who are expected to recognise uncertainty
and seek validation when appropriate.

Beyond operational validation, reliability also requires continuous evaluation
throughout the deployment lifecycle. Static testing performed during initial im-
plementation is insufficient because model behaviour may change over time due to
updates, modified prompts, environmental changes, or evolving user interaction pat-
terns. Organisations should therefore establish recurring evaluation procedures that
monitor both technical performance and operational suitability.

One important mechanism is adversarial testing, commonly referred to as red
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teaming. In this context, systems are intentionally exposed to manipulative, am-
biguous, or malicious inputs in order to identify weaknesses before operational ex-
ploitation occurs. For LLMs, red teaming may include prompt injection attempts,
attempts to bypass safeguards, or scenarios designed to provoke hallucinations and
policy violations. Such testing is particularly important because vulnerabilities may
emerge through ordinary language interaction rather than through conventional soft-
ware exploitation techniques.

Reliability assessment should also incorporate scenario-based testing aligned with
actual operational workflows. Generic benchmark datasets often fail to capture the
contextual complexity of cybersecurity environments. Evaluations should therefore
reflect realistic analyst tasks, including incident triage, threat interpretation, vul-
nerability assessment, and ambiguous event analysis. By grounding evaluation pro-
cedures in operational use cases, organisations can better understand how systems
behave under practical conditions.

Another important consideration is output consistency. In operational settings,
the same or semantically similar inputs should not produce radically different conclu-
sions without clear justification. Excessive variability complicates standardisation
and reduces analyst confidence in system behaviour. Consistency testing can there-
fore provide insight into prompt sensitivity and identify situations where outputs
become unstable or contradictory.

Organisations should additionally establish explicit reliability thresholds that
define acceptable operational use. Lower-risk functions may tolerate moderate in-
accuracies if outputs remain subject to human review, whereas high-risk functions
may require significantly stricter validation criteria. These thresholds should be de-
termined through risk assessment rather than purely technical performance metrics.

The role of human expertise remains central throughout this process. Reliability

cannot be fully automated because the operational significance of outputs depends
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heavily on contextual interpretation. Human analysts provide the domain under-
standing necessary to evaluate whether generated recommendations are plausible,

relevant, and proportionate to the observed situation.

4.3 Privacy and Data Protection Requirements

Using LLMs in cybersecurity settings requires compliance with GDPR principles and
related data protection obligations. This framework prioritises minimising privacy
risks, ensuring data sovereignty, safeguarding sensitive information, and maintaining
compliance.

A central requirement is the operationalisation of GDPR principles, particularly
data minimisation and pseudonymisation. Omnly the minimum amount of infor-
mation necessary for a specific task should be provided to the model. Personally
identifiable information (PII) should be excluded unless explicitly authorised and
operationally justified. Where possible, information should be pseudonymised or
anonymised prior to processing. In practical terms, this may involve hashing IP
addresses, replacing sensitive identifiers with tokens, or separating identifying infor-
mation from operational datasets.

Another important consideration is data residency and sovereignty. Deployment
choices directly affect regulatory exposure and organisational control over informa-
tion processing. Preference should therefore be given to models hosted within the
European Union or within environments that provide equivalent data protection
guarantees. When data transfers outside the EU are unavoidable, organisations
must rely on appropriate contractual safeguards and comply with applicable ade-
quacy requirements and transfer mechanisms.

Input filtering and redaction provide an additional protective layer before infor-
mation reaches the model. Automated mechanisms should proactively identify and

remove sensitive content from prompts, including names, email addresses, phone
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numbers, financial information, and other potentially identifying data. While au-
tomated filtering is valuable as a first-line safeguard, it should not be regarded as
sufficient in isolation. Manual review processes remain necessary to detect false neg-
atives, assess edge cases, and ensure comprehensive protection. These reviews should
be documented and periodically audited to maintain accountability and demonstrate
compliance.

These measures reduce unnecessary data exposure while supporting compliant

deployment.

4.4 Secure Deployment Architecture

As previously established, a secure deployment architecture is essential for mitigating
risks associated with LLMs and supporting their responsible use in cybersecurity
contexts. Three design principles are particularly important: isolated deployment,
comprehensive monitoring and auditing, and version control combined with security
hardening.

Isolated deployment forms the foundation of a secure operational environment.
LLM infrastructure should operate through dedicated inference endpoints separated
from production systems and protected within hardened network boundaries. Such
separation reduces the available attack surface and limits the potential impact of
system compromise. Access to the environment should be restricted through strong
authentication mechanisms, including multi-factor authentication, role-based per-
missions, and network segmentation. Outbound connectivity should also be con-
strained to minimise opportunities for unauthorised communication or data leakage.

Comprehensive monitoring and auditing are necessary for maintaining account-
ability, detecting abnormal behaviour, and supporting incident response. Log-
ging mechanisms should capture relevant operational events, including prompts,

responses, user interactions, system activity, and configuration changes. Because
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these records may themselves contain sensitive information, logged data should be
de-identified where possible and protected through strict access controls and secure
storage practices. Regular auditing of logs and monitoring systems is essential for
identifying anomalies, validating policy adherence, and detecting emerging vulnera-
bilities.

The third principle concerns wversion control and security hardening. Stable op-
eration requires systematic management of models, configurations, and deployment
environments throughout the system lifecycle. Version control mechanisms should
track model revisions and support rapid rollback when issues arise. Updates must
undergo structured evaluation, including regression testing, adversarial testing, and
validation against known operational requirements before production deployment.
In parallel, the surrounding environment should be hardened using secure configu-
ration practices, vulnerability management procedures, regular scanning, and pene-
tration testing.

Deployment architecture also significantly influences the balance between pri-
vacy, performance, and operational control. Organisations choose between exter-
nally hosted cloud-based services, hybrid deployments, or fully local inference envi-
ronments. Each model introduces distinct security and governance implications.

Externally hosted systems provide scalability and access to highly capable models
without requiring extensive local infrastructure. However, they also increase depen-
dency on third-party providers and reduce direct control over data handling prac-
tices. Sensitive information processed through such systems may become subject to
external logging, retention policies, or cross-border data transfer requirements.

Hybrid architectures attempt to balance these concerns by separating workloads
according to sensitivity. Less sensitive analytical tasks may be processed through ex-
ternal services, while high-risk or regulated information remains within local infras-

tructure. This approach can improve operational flexibility while reducing exposure
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of sensitive datasets.

Fully local deployment provides the greatest degree of control over data resi-
dency, monitoring, and system configuration. Such environments are particularly
relevant for highly regulated sectors or organisations handling classified information.
However, local deployment also introduces significant infrastructure requirements,
including GPU resources, maintenance overhead, and specialised expertise for model
management and security hardening.

Another important architectural consideration involves API mediation layers.
Rather than allowing users to interact directly with the model, requests can be
routed through controlled intermediary systems that perform filtering, logging, val-
idation, and policy enforcement. This approach reduces the likelihood of unsafe
interactions and enables more consistent governance across organisational workflows.

Deployment architecture is therefore more than an infrastructure choice. The
chosen deployment model directly shapes organisational exposure to privacy risks,

operational failures, and regulatory obligations.

4.5 Appropriate Use Cases

The proposed framework provides a structured approach for integrating LLMs in
cybersecurity. However, not all applications are equally suitable. Some applica-
tions tolerate uncertainty better than others. This section explores appropriate use
cases for the framework, differentiating between applications where LLMs can ef-
fectively augment human expertise and those where their limitations necessitate a
more cautious approach, or outright exclusion.

LLMs are particularly well-suited for tasks that involve the processing and trans-
formation of unstructured information. In cybersecurity contexts, this includes ac-
tivities such as summarising threat intelligence reports and drafting documentation.

These tasks benefit from the model’s ability to synthesise large volumes of text and
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present information in a coherent and accessible format. Importantly, they are also
relatively low risk, as inaccuracies can typically be identified and corrected through
routine human review.

LLMs can also assist analysts when working with incomplete or ambiguous in-
formation. For example, they may help analysts identify patterns in textual data
and provide contextual explanations of known attack techniques. In these roles,
the model functions as a supportive tool that enhances efficiency without assuming
responsibility for final decisions.

However, the use of LLMs becomes significantly more problematic in high-risk
or decision-critical applications. Tasks such as automated incident response, legal
or compliance assessments, and forensic analysis require a high degree of reliabil-
ity, accountability, and contextual understanding. In these scenarios, even minor
inaccuracies may lead to significant operational or legal consequences. Given the
limitations discussed earlier, including overconfidence and lack of grounded reason-
ing, LLMs cannot be relied upon to perform such tasks independently.

For these higher-risk use cases, any integration of LLMs must be accompanied by
strict controls, including mandatory human validation and clearly defined bound-
aries for system autonomy. In some cases, the risks may outweigh the benefits en-
tirely, and the use of LLMs should be avoided. This distinction between suitable and
unsuitable applications reinforces the broader principle that LLMs should augment

human expertise rather than replace it, particularly in security-critical environments.

4.6 Refinement and Considerations

The framework presented in this chapter should be understood as an evolving model
rather than a fixed solution. The rapid pace of development in LLMs, combined with
the emergence of new threats and regulatory changes, requires continuous reassess-

ment of both risks and controls. As a result, the secure use of LLMs must be
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supported by ongoing refinement and adaptation.

One of the central challenges in this context is balancing competing priorities,
particularly reliability, privacy, and cost. Enhancing model performance often in-
volves the use of larger or more complex systems, which may increase operational
costs and introduce additional data protection concerns. Conversely, prioritising
privacy through local deployment or strict data minimisation may limit model ca-
pabilities and reduce analytical effectiveness. Organisations must therefore evaluate
these trade-offs in relation to their specific operational requirements and risk toler-
ance.

Continuous monitoring and evaluation are essential for maintaining the effective-
ness of the framework. This includes regular audits of system behaviour, validation
processes, and data handling practices. Feedback from users, particularly cyber-
security analysts, plays a key role in identifying weaknesses and improving system
design. Over time, such feedback can inform the refinement of prompt structures,
validation mechanisms, and governance policies.

Another important consideration is the need for organisational alignment. The
successful integration of LLMs is not solely a technical challenge, but also involves
human and procedural factors. Clear policies, defined responsibilities, and appro-
priate training are required to ensure that users understand both the capabilities
and limitations of the system. Without this alignment, there is a risk of inconsistent
use, overreliance, or unintended misuse.

In summary, the framework provides a structured foundation for secure LLM
integration, but its effectiveness depends on continuous adaptation and critical eval-
uation. By incorporating iterative improvements and aligning technical controls with
organisational practices, it is possible to maintain a balance between leveraging the

benefits of LLMs and managing their inherent risks.



5 Results and Discussion

This chapter synthesises the findings of the thesis in relation to the research questions
and evaluates the proposed framework within the broader context of cybersecurity
practice. The analysis demonstrates that while LLMs offer clear operational ben-
efits, limitations related to reliability, transparency, and data handling introduce

constraints that must be actively managed.

5.1 Suitability of LLMs as Decision-Support Sys-
tems

The findings indicate that LLMs are suitable as assistive tools in cybersecurity con-
texts, but not as authoritative decision-making systems. Their primary value lies
in enhancing productivity by supporting tasks such as information retrieval, sum-
marisation, and preliminary analysis. In these roles, LLMs can reduce cognitive load
and improve efficiency, particularly when dealing with large volumes of unstructured
data.

However, their probabilistic nature and tendency to produce plausible but incor-
rect outputs limit their suitability for independent decision-making. The analysis in
earlier chapters highlights that LLMs optimise for linguistic coherence rather than
factual correctness. As a result, outputs may appear credible even when they are

inaccurate or incomplete. This creates a risk of overreliance, particularly in envi-
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ronments where users may not have sufficient expertise to critically evaluate model
responses.

From a security standpoint, LLM outputs are better treated as material for
review than as trusted conclusions. The framework proposed in Chapter 4 addresses
these challenges through human oversight, output validation, and controlled use
cases. These controls align with the broader principle that LLMs should augment,

rather than replace, human expertise.

5.2 Evaluation of Reliability in Analyst Roles

When evaluated against the expectations associated with junior-level cybersecu-
rity analyst roles, LLMs exhibit a mixed performance profile. They are effective
in structured and low-risk tasks but struggle with activities requiring judgement,
uncertainty management, and contextual understanding.

LLMs perform well in tasks such as summarising threat intelligence reports and
vulnerability descriptions, providing general explanations of known attack tech-
niques, and identifying patterns or recurring elements in textual data. These capabil-
ities align with entry-level analytical tasks that involve information processing rather
than critical decision-making. In this sense, LLMs can function as productivity-
enhancing tools that support routine workflows.

However, significant limitations emerge in tasks that require deeper reasoning
or contextual understanding. The limitations are directly linked to the structural
properties of LLMs discussed in Chapter 2, including prompt sensitivity, difficulty
mismatch, and overconfident error generation. Unlike human analysts, who are
trained to recognise uncertainty and escalate unclear cases, LLMs tend to provide
definitive answers regardless of confidence. This behavioural mismatch increases the
risk of incorrect conclusions being accepted without sufficient examination.

LLMs can reproduce parts of junior analyst work, but they do not yet satisfy the
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reliability expectations associated with independent analytical roles. Their role is
better understood as supportive rather than substitutive. The framework’s emphasis
on escalation and human-in-the-loop validation directly addresses this gap. Overall,
LLMs remain insufficiently reliable for independent operation in security-critical

environments. Their role should remain supportive and tightly controlled.

5.3 'Trade-offs between Reliability, Privacy, and Cost

A central finding of this thesis is that the deployment of LLMs in production environ-
ments involves a fundamental trade-off between reliability, privacy, and cost. These
dimensions are interdependent, and optimising one often introduces constraints on
the others.

From a reliability perspective, larger and more advanced models generally pro-
vide higher-quality outputs. However, these models are often hosted externally,
which raises concerns related to data privacy and regulatory compliance. Transfer-
ring sensitive data to third-party systems may conflict with data protection require-
ments, particularly under GDPR.

Conversely, deploying smaller or locally hosted models improves data control
and compliance, but may reduce performance and accuracy. This can limit their
usefulness in complex analytical tasks, thereby affecting overall system effectiveness.

Cost considerations further complicate this balance. High-performance models
typically involve greater computational and financial resources, especially when de-
ployed at scale. Organisations must therefore evaluate whether the marginal gains

in reliability justify the increased operational costs and potential privacy risks.
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Figure 5.1: Trade-off triangle

These trade-offs can be conceptualised as a triangular relationship presented in
Figure 5.1. The first dimension, reliability, is primarily driven by model capabil-
ity, reasoning performance, and output quality. The second dimension, privacy and
compliance, is shaped by deployment architecture, data governance practices, and
regulatory obligations. The third dimension, cost, reflects infrastructure require-
ments, licensing expenses, maintenance overhead, and computational consumption.

The relationship between these dimensions is not strictly linear. Increasing re-
liability through the use of large commercial models may simultaneously increase
compliance complexity and operational expenditure. Similarly, prioritising privacy
through fully local deployment may reduce external exposure but require significant

investment in infrastructure while accepting lower analytical performance. In prac-
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tice, organisations cannot maximise all three dimensions simultaneously and must
instead determine an acceptable balance based on their operational context and risk
tolerance.

The appropriate balance varies depending on organisational requirements. Highly
regulated sectors such as finance, healthcare, or critical infrastructure may priori-
tise privacy and compliance even at the expense of model performance or increased
operational costs. By contrast, organisations with lower regulatory exposure or less
sensitive datasets may accept greater use of externally hosted models in exchange
for improved reliability and reduced infrastructure burden.

Organisations processing relatively low-sensitivity operational data may priori-
tise access to highly capable external models in order to maximise analytical perfor-
mance and scalability. In such cases, the organisation may accept increased depen-
dence on third-party infrastructure because the operational benefits outweigh the
associated privacy risks.

By contrast, organisations operating in heavily regulated environments often
face substantially different constraints. Healthcare providers, financial institutions,
and operators of critical infrastructure may be legally or contractually restricted
from transferring sensitive data outside tightly controlled environments. For these
organisations, local deployment or highly restricted hybrid architectures may be
preferable despite increased operational cost and potentially lower model capability.

Public sector organisations face additional challenges related to transparency,
accountability, and procurement. Decisions supported by Al systems may require
traceability and explainability beyond what many commercial systems currently
provide. Consequently, public institutions may adopt more conservative deployment
strategies, prioritising governance and auditability over maximal model performance.

Smaller organisations encounter a different set of constraints. While local de-

ployment may improve privacy and regulatory control, the associated infrastructure
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and maintenance requirements may exceed available resources. Such organisations
may therefore depend more heavily on externally hosted services despite the result-
ing governance challenges. In practice, this often creates asymmetry in Al adoption,
where larger organisations possess greater capacity to implement privacy-preserving
deployments.

The trade-off between cost and reliability is also dynamic rather than static.
Advances in model optimisation, open-source systems, and specialised hardware may
gradually reduce the computational requirements associated with local deployment.
Similarly, regulatory developments may alter the relative attractiveness of different
deployment models over time.

These findings suggest that LLM adoption should not be approached as a purely
technical optimisation problem. Instead, deployment decisions should be framed
as governance decisions involving risk management, legal considerations, and op-
erational priorities. The framework presented in Chapter 4 provides a structured
approach to navigating these trade-offs. By prioritising data minimisation, con-
trolled deployment, and appropriate use cases, organisations can achieve a balanced

configuration that aligns with both operational needs and regulatory constraints.

5.4 Implications for Practice

The results of this study suggest that successful integration of LLMs into cybersecu-
rity workflows depends less on model capability alone and more on the surrounding
governance and system design. Technical performance must be complemented by
organisational controls that ensure safe and appropriate use.

First, LLM outputs must be subject to validation before operational use. Treat-
ing them as unverified ensures that errors and inconsistencies are caught early. This
reframes their role from answer providers to exploratory analytical tools.

Second, data handling practices should align with regulatory requirements such
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as GDPR. Sensitive data should be reduced, anonymised, or masked before use, and
strict controls should prevent unauthorised access (especially when using external
or cloud-based models).

Third, systems should be designed to tolerate and contain errors rather than
assume output correctness. Since mistakes are unavoidable, systems must detect and
limit their impact. This includes monitoring, logging activity, and having fallback
procedures.

Finally, effective user training remains essential. Analysts need to understand
both the strengths and weaknesses of LLMs, including their tendency to produce
convincing but incorrect answers. Training should focus on critical thinking, proper
use, and when to escalate issues.

Overall, the findings suggest that technical safeguards alone are insufficient. Safe
deployment depends equally on organisational practice, human oversight, and regu-

latory constraints.

5.5 Limitations

This thesis has several limitations. First, the thesis adopts a qualitative literature-
based methodology and does not include empirical experimentation. Consequently,
the findings depend on the scope, quality, and availability of existing literature.

Second, the rapid evolution of LLM technologies presents an inherent limita-
tion. Model capabilities, deployment architectures, and regulatory requirements
continue to evolve quickly. Some technical observations or implementation practices
may therefore change over time, particularly as models become more capable, more
efficient, or subject to new governance requirements.

Third, the proposed framework is conceptual rather than empirically validated.
While it is grounded in current literature, governance principles, and cybersecurity

practices, its effectiveness has not been tested through organisational deployment,
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simulation, or longitudinal evaluation. Practical implementation may reveal con-
straints or trade-offs not fully captured in the present analysis.

Finally, the thesis focuses primarily on cybersecurity decision-support contexts
and does not attempt to generalise findings across all Al deployment domains. Dif-
ferent sectors may operate under distinct threat models, regulatory environments,

and reliability expectations.

5.6 Summary

In summary, LLMs offer clear benefits as assistive tools in cybersecurity, particularly
in tasks involving information processing and analysis. However, their limitations in
reliability and transparency prevent them from functioning as autonomous decision-
makers. The trade-offs between reliability, privacy, and cost further constrain their
deployment in real-world environments.

The framework proposed in this thesis addresses these challenges by embedding
LLM usage within a structured system of controls, emphasising human oversight,
data protection, and risk-aware deployment. This approach enables organisations

to leverage the advantages of LLMs while mitigating their inherent risks.



6 Conclusion

This thesis examined how LLMs can be used as decision-support tools in cyberse-
curity environments, with particular attention to reliability, privacy, and regulatory
compliance. The analysis identified several limitations associated with LLMs, in-
cluding probabilistic behaviour, limited explainability, prompt sensitivity, and the
tendency to produce plausible but incorrect outputs. These characteristics com-
plicate their use in environments where decisions may carry operational, legal, or
security consequences.

At the same time, the findings demonstrate that LLMs provide meaningful prac-
tical value when applied to appropriate tasks. Their ability to process large volumes
of unstructured information, generate summaries, and support analytical workflows
makes them useful tools for cybersecurity operations. However, their usefulness is
conditional rather than universal. The benefits of LLMs depend heavily on deploy-
ment context, task selection, and the safeguards surrounding their use.

The framework proposed in this thesis addresses these challenges by translating
abstract concerns into operational controls. Rather than treating LLMs as trusted
decision-makers, the framework positions them as untrusted probabilistic compo-
nents operating within a layered governance structure. Human oversight, output
validation, controlled deployment, and privacy-preserving data handling form the
primary mechanisms for reducing risk.

The findings further suggest that deploying LLMs in cybersecurity is not solely a
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technical optimisation problem. Decisions regarding model selection, hosting strat-
egy, data processing, and validation mechanisms involve trade-offs between reliabil-
ity, privacy, and cost. As a result, organisations must approach LLM integration
as a governance and risk-management challenge rather than a question of model
capability alone.

Overall, LLMs appear most suitable as constrained analytical assistants that
support human decision-making without replacing human judgment. Their role in
cybersecurity should therefore remain supportive, supervised, and bounded by clear

operational and regulatory controls.

6.1 Future Work

A natural next step would be empirical evaluation of the proposed framework in
realistic cybersecurity environments. This could include testing LLM performance
across common analyst tasks, assessing failure patterns, and measuring the effec-
tiveness of controls such as prompt standardisation, validation pipelines, and human
escalation procedures.

Future work could also examine reliability calibration in greater depth. While
this thesis discusses overconfidence and uncertainty, additional research is needed
on mechanisms that help LLM systems communicate confidence more appropriately
and support safer analyst interaction.

Another promising direction concerns deployment trade-offs. Comparative stud-
ies between locally hosted and externally hosted models could provide clearer ev-
idence regarding the balance between privacy, compliance, operational cost, and
analytical capability in production environments.

The increasing autonomy of LLM-based systems also warrants further investiga-
tion. Agentic architectures, tool-using systems, and multi-step automated workflows

introduce new governance and accountability challenges that extend beyond tradi-
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tional chatbot-style interaction models. Understanding how these systems can be
constrained, monitored, and audited in cybersecurity contexts remains an important
research problem.

Finally, future research should continue to explore how regulatory frameworks
such as GDPR and the EU AI Act interact with rapidly evolving Al technologies. As
technical capabilities change, governance models must be reassessed to ensure that

legal requirements, operational practices, and system behaviour remain aligned.
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