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The Internet of Things (IoT) has recently seen exponential growth in usage and the
introduction of severe security vulnerabilities that expose edge networks to sophis-
ticated threats, such as Distributed Denial of Service (DDoS) attacks and zero-day
exploits. Traditional Intrusion Detection Systems (IDS) often struggle in these con-
strained environments where signature-based methods fail against novel attacks,
while anomaly-based approaches frequently generate false-positive results. Further-
more, modern automated tools that include Machine Learning (ML), Deep Learning
(DL), and Artificial Intelligence (AI) models often act as opaque "black boxes" and
impose heavy computational complexity and latency through sequential detection
flows in their architecture, while also lacking an active Intrusion Prevention System
(IPS).

This thesis proposes a lightweight, Al-driven parallel hybrid Intrusion Detection
and Prevention System (IDPS) specifically designed for resource-constrained edge
gateways, such as Raspberry Pi hardware. The architecture diverges from tradi-
tional cascade models by simultaneously deploying a supervised signature engine
(composed of Random Forest, XGBoost, and Light GBM ML models) and an unsu-
pervised anomaly engine (employing a DL based Autoencoder and ML based Iso-
lation Forest and Local Outlier Factor models) to ensure rapid, low latency threat
processing. To bridge the semantic gap of ML classifiers, the framework integrates
a Large Language Model (LLM) in the form of Ministral to act as an Explain-
able AT (XAI) translator, generating human-readable threat narratives and allowing
human-in-the-loop verification. Finally, the system automates mitigation by dynam-
ically generating iptables firewall rules to drop malicious nodes based on Al confi-
dence levels and human confirmation. Trained and evaluated on the CICIoT2023,
the framework demonstrated high precision: the binary-optimized signature engine
achieved a macro-average F1-score of 0.98, while the anomaly engine reached 0.96.
Containerized deployment and real-time testing confirmed the system’s ability to de-
tect and actively block high-volume common attacks, such as TCP SYN and ICMP
floods, directly at the network edge. Although several architectural challenges were
identified during real-time testing, such as Layer 2 blindness and TCP self backstab-
bing, this research provides a robust proof-of-concept for democratizing intelligent,
autonomous cybersecurity in IoT ecosystems.

Keywords: IoT, IDPS, Edge Computing, Edge Deployment, ML, DL, LLM, XAI,
Hybrid detection, Zero-Day Threats, Active Mitigation, Human-in-the-Loop
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Usage of Al

AT has been used to identify and correct grammatical mistakes and expression is-
sues.

Al YouTube, and books have been used to learn about the principles, logic, and
how the subjects of Al and machine learning work. These have also been used to
learn about the details of how data assets are prepared for training, data classifi-
cation, training variables, and how to generate performance evaluation tables and
what each evaluation criterion measures.

AT has been used to assist in coding: fixing recommendations when bugs appear,
providing implementation ideas for the final script, and identifying bugs when de-
ploying the script to Docker. It also generated the prompts sent to XAl for detection
analysis.

Al has been used for partial literature scraping, summary generation of those pa-
pers, and assistance in organizing the paper’s structure.

The AT tools used are Google’s Gemini and NotebookLM, Deepseek, and the built-in

grammar checker model from Overleaf’s Latex editor.



1 Introduction

Since its conceptual creation in the early 2000’s, the Internet of Things (IoT) has
evolved from sophisticated surveillance and Radio Frequency Identification (RFID)
tags in stores to user friendly devices that can be easily set up in homes to transform
them into "Smart Homes". Except for the introduction of such solutions into the
consumer market, the IoT ecosystem has managed to enter industrial complexes
through the Industrial Internet of Things (IIoT), healthcare, autonomous vehicles,
and smart cities. This exponential growth can also be seen in the market growth
graphs provided by Statista [1]. According to their Market Insights that start in
2018, the total IoT connected devices grew from 5.34 billion to an estimated 28.01
billion in 2026. This growing trend is projected to expand even further, with an
estimated adoption number of 55.94 billion active and connected devices by 2031.
The graph from Figure 1.1 shows that the consumer IoT market is the most domi-
nant, projected to reach 28.14 billion connections by 2031, followed by IloT, which
is projected to reach 13.75 billion connections by 2031, as well as steady growth in
the automotive and smart cities markets, with a strong start in healthcare and other

industries.
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Figure 1.1: Number of active IoT devices from 2018 with projections for 2031 [1]

All this innovation, which has led to the exponential increase in adoption across
multiple areas, has also resulted in an increase in security vulnerabilities due to the
lack of interest from the manufacturers who prioritized rapid production with no
time investment in security features. This way, the industry manages to invite more
and more attackers to try their luck in sabotaging a home or an important infras-
tructure component. The most common attacks orchestrated by hackers revolve
around Denial of Service (DoS) or DDoS attacks via compromised botnets, as well
as data leaks and manipulation. Furthermore, the evolution of Al into a completely
new industry has lowered the entry barrier for hackers in this space of tampering
with the IoT infrastructure, thereby increasing the frequency, speed, and complexity
of the attacks. To combat these attacks without degrading the Quality of Service
(QoS), such as latency and performance, there is an urgent need to shift the secu-
rity mechanisms away from centralized cloud architectures and deploy lightweight,

intelligent, and trustworthy IDS directly at the network edge.
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1.1 Problem Statement

While the AI revolution has created modern DL and ML models that offer high
accuracy in detecting complex cyber threats in tests, their deployment in massive,
rapidly scaling [oT infrastructures presents multiple bottlenecks. As good as the
traditional DL models are at detecting threats, they often act as opaque "black
boxes", hiding the reasoning behind their detection decisions. This lack of trans-
parency limits the trust of traffic analysts and everyday users, creating skepticism
about the practical implementation.

Current literature that explores this landscape frequently finds the mechanisms
of the hybrid approach more reliable because they combine signature-based and
anomaly-based detections, often deployed in a sequential or "cascade" flow. How-
ever, these approaches still struggle to balance accurate zero-day detection with
resource efficiency. Furthermore, a significant gap has been found in the operational
pipeline: most research focuses exclusively on threat detection (IDS) without sug-
gesting active mitigation or intrusion prevention (IPS) methods. This gap presents
an urgent need for a decentralized, edge-deployable framework that not only detects
threats efficiently using a parallel hybrid flow but also translates its reasoning into a
human-readable format for verification and ultimately transforms it into an active,

dynamic firewall blocking mechanism.

1.2 Research Questions

To address the previously mentioned gaps, this thesis investigates and expands upon

these research questions:

1. RQ1 - What would be the best framework that can efficiently detect previ-
ously documented attacks and novel zero-day attacks while maintaining a low

resource usage footprint?
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According to the literature, the most efficient way to detect known and novel
attacks is by using a hybrid machine learning approach that combines super-
vised signature detection with unsupervised anomaly detection. This allows

for low resource usage when deployed on the edge.

2. RQ2 - How can the detection be trusted without bothering the SOC analyst
with a secondary, non necessary task of extra monitoring and debugging.
The best method to avoid manual analysis and extra debugging is to include a
translator for the reasoning behind the detection in the form of a notification
or an alert dialog in case of low detection confidence that hints the Security
Operations Center (SOC) analyst towards identifying whether the alert con-

tains benign or malicious traffic.

3. RQ3 - How can the framework be improved with active blocking to achieve
a complete IDPS?
The framework can be assisted with an IPS script that translates the detected

anomaly into a firewall rule for iptables or UFW (Uncomplicated Firewall).

4. RQ4 - What impact can such a framework have on the industry?
The impacts include the democratization of the types of edge gateways used,
a proper system that can act as a performant firewall for the IoT network, and

an autonomous tool that assists the SOC analyst.

1.3 Research Objectives

The general objective of this thesis is to design, implement, and evaluate a novel,
lightweight Al-driven firewall agent serving as an IoT edge gateway. To achieve this,
the research will follow a list of specific objectives:

Primary objectives
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1. Develop a Parallel Hybrid IDS system: implement a computationally in-
expensive detection system that compares signature-based and anomaly-based
detection results, diverging from traditional cascade architectures to respect

the strict IoT QoS constraints.

2. Implement XAI for Human-in-the-Loop Verification: utilize one of the
largely available LLM’s as a translator between the "black box" IDS system
and the human by explaining the features used to detect the malicious traffic
in a human readable notification or alert dialog that integrates the human-in-

the-loop principle

3. Automate the IPS system: Engineer a dynamic firewall rule generator
that automatically executes iptables to quarantine malicious nodes based on

detection accuracy or human response

Secondary objectives

1. Test the agent in a containerized real-time environment: The ultimate
goal is to create an Al agent that is capable and resource efficient enough to be
deployed on any edge gateway, including smaller ones such as the Raspberry
Pi. This can be first tested in a virtualized environment where issues can be

identified and corrected.

2. Test the performance with other literature tests: In order to prove
that the framework is performant in tests, it must be compared with tests
from other literature. This also proves whether the parallel approach is faster

and more accurate compared to the cascade approaches.
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1.4 Scope

The scope of this research is centered on network-level cyber-attack detection and
mitigation at the Edge of Things (EoT). The proposed framework will be trained
and evaluated using modern benchmark datasets that contain state of the art attack
vectors, primarily the CICIoT2023 dataset [2|, followed by other references from
the literature such as UNSW-NB15 [3] and BoT-IoT [4].

Architecturally, the study plans to adopt an Edge Deployment strategy, where
the agent is containerized and deployed on a resource-constrained virtual environ-
ment to prove that the concept can be scaled to real-world edge implementations.
There is also a possibility of using a Dual Cloud-Edge Deployment strategy,
where the intensive phases, such as dataset balancing, model training, and LLM
fine-tuning, can be done on a GPU cluster, with the final touches being deployed on
the virtual container. Other areas such as hardware security, cloud-side analytics,

and cryptographic protocol analysis fall outside the scope of this thesis.

1.5 LSEP analysis

As the ToT rapidly integrates into critical infrastructure, smart cities, and domestic
environments, the deployment of Al to secure these networks introduces complex
challenges. Therefore, an evaluation of the proposed edge-deployable, human-in-the-
loop firewall architecture through a Legal, Social, Ethical, and Professional (LSEP)
lens is necessary to ensure that the system in not only technically viable but also

responsible and compliant with modern societal standards.

1.5.1 Legal analysis

The legal landscape surrounding IoT data collection is increasingly stringent, being

driven by global data protection regulations such as the General Data Protection
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Regulation (GDPR) [5]. This thesis touches three main concerns over the GDPR:

e Data Locality and Privacy-by-Design: Traditional centralized cloud-based
IDS requires continuous transmission of raw network telemetry to external
servers, which violates data locality and increases the risk of data breaches.
The proposed architecture mitigates this issue by operating at the network
edge. By analyzing traffic locally on the gateway, the system enforces a strict

"Privacy-by-Design" policy.

e Minimizing Data Exposure: This framework does not process any personal
data. The only data generated by the LLM are human-readable metadata
in the form of notifications or security alerts that await human interaction,

drastically reducing the legal risks associated with unauthorized data exposure.

e Micro-Segmentation and Blast Radius: Legally, limiting the scope of
a potential breach is necessary. By generating dynamic iptables rules at
the edge gateway, the system isolates compromised nodes, limiting the "blast
radius" of an attack and preventing movement into more critical network in-

frastructures.

1.5.2 Social analysis

In a scenario where the IoT infrastructure has no security, it could endanger everyday
users and public infrastructure by exposing them to severe risks, including privacy
invasions and integration into malicious botnets capable of launching massive DDoS

attacks.

e Democratizing Cybersecurity: High-end, enterprise-grade security appli-
ances are often expensive for standard smart homes or small-scale industrial
deployments. Proving that an advanced, active-mitigation firewall can run effi-

ciently on a forced low-resource containerized environment, demonstrates that
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robust security can be achieved without massive expenses. This democratizes

cybersecurity, making it accessible to average citizens and small municipalities.

e Usability and Public Trust: The largest barrier to IoT adoption is the
lack of public trust due to frequent attacks. By integrating XAl into the IDS
system, the framework bridges the gap between complex cybersecurity metrics

and non-technical end-users, increasing societal trust in the IoT infrastructure.

e Preventing Cascading Failures: In critical domains such as smart cities
and healthcare, malicious tampering can translate into public safety hazards.
The detection and blockage of such threats locally prevents cascading failure

across societal infrastructure.

1.5.3 [Ethical analysis

The deployment of Al in security environments raises critical ethical dilemmas,

particularly regarding autonomous decision-making and algorithmic transparency:

¢ Overcoming the "Black Box" dilemma: Deep learning models frequently
act as opaque "black boxes", hiding the reasoning behind their classifications,
thus lowering trust among the human factor. By implementing XAl into the
framework, the reasoning is translated into a human-readable notification or
alert that highlights exactly which traffic features drove the attack prediction,

thereby making the AI’s thought process transparent.

e Accountability via Human-in-the-Loop: Fully autonomous IPS risk mak-
ing algorithmic mistakes, often referred to as false positives or false negatives.
By including the human-in-the-loop logic in the framework, the AI can read-

just itself based on feedback from the human supervisor.
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1.5.4 Professional analysis

From a professional engineering perspective, deploying an IDS in an IoT environment

imposes strict hardware limitations and QoS requirements:

¢ Respecting Resource Constraints: [oT edge gateways operate with severe
hardware limitations that lower the processing power, available memory, and
energy load, making the deployment of complex and computationally heavy
models impractical for these environments. The proposed framework uses an

approach that is inexpensive, thereby making low-end deployment possible

e Solving the Cloud Bottleneck: Cloud-based detection suffers from high
detection latency and massive bandwidth consumption. By processing threats
and generating the firewall rules at the gateway level, it clears up bandwidth

and lowers response time.

e Bridging Detection and Mitigation: A significant gap in current cyberse-
curity research is that most frameworks stop at the IDS level without offering
active IPS solutions. The proposed framework includes a mitigation wing that

takes care of the IPS approach.

1.6 Organization

The rest of this thesis is structured as follows: Chapter 2 provides a literature re-
view of current approaches, revealing their advantages and limitations. Chapter 3
details the methodology of the proposed framework, based on the literature review.
Chapter 4 focuses on implementation, detailing all development stages with their
own observations. Chapter 5 presents a performance analysis from two perspectives:
the training performance and the deployment performance, both showcasing impor-

tant findings for the next steps. Chapter 6 concludes the thesis with a summary of
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contributions and proposes future steps for research.



2 Literature review

Due to the rapid evolution of IoT as an infrastructure and its adoption in various
sectors, the threat landscape has expanded as exponentially as the evolution of the
technology. This has triggered the creation of an extensive number of studies that
explain the situation and propose various solutions for the infrastructure’s secu-
rity. This chapter presents a comprehensive overview of the existing literature that
tackles this landscape, concentrating on the evolution, typical attack vectors, and
their impact on the industry. Furthermore, the chapter explores which traditional
detection techniques have been developed, such as signature-based and anomaly-
based detection, explaining how they work and their limitations in the present day.
The next section provides an overview of how machine learning approaches can im-
pact the performance of the infrastructure based on computational complexity and
memory management and explains how traditional ML approaches differ from deep
learning solutions. Lastly, the chapter investigates the emerging role of LLMs and
XAI in transitioning from passive monitoring to active, understandable intrusion
prevention.

Furthermore, the chapter concludes with a section that highlights the current re-
search gaps, outlining the lack of experimentation in hybrid detection systems, com-

bined with the need for black box expansion and active mitigation.
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2.1 IoT Attack Landscape

This section examines the rapid integration of IoT networks and the parallel evolu-
tion of cyber threats that target them. By analyzing the common attack vectors,
the techniques employed by adversaries, and the resulting impact on the QoS, the

vulnerabilities of constrained edge environments are established.

2.1.1 Growth of the IoT usage

The exponential growth of IoT as an industry has led to important achievements
across different domains, including healthcare, smart cities, the Industrial Internet
of Things (IIoT), and the Internet of Vehicles (IoV). As shown in Chapter 1, the
number of connected [oT devices is exploding each day, with predictions indicating
approximately 55.94 billion connected devices by 2031. Studies such as [6] estimate
that the market will exceed $934 billion by 2033. To understand how these numbers
exist, it is important to look back at the history of how this industry evolved.

The first practical implementation of IoT dates back to 1982 when the computer de-
partment of Carnegie Mellon University created the first coke machine connected to
the "Internet". The motivation behind the coke machine was that the two develop-
ers were too far away from it, and the machine was always empty or had warm coke
when they wanted to grab a can. This led to the implementation of microswitches
and a clock in the machine so that they could monitor how full it was and how
recently it had been filled. The machine was retired in 2014, but its story is still
present on a website dedicated to it |7].

In 1990, John Romkey presented the first foundation of what a modern smart device
means at the Infosec conference [8]. He created the first controlled "smart" toaster
that communicated with a host via TCP/IP, with the basic functionality of turning
the toaster on or off when the user needed it. The very next year, Quentin Stafford-

Fraser and Paul Jardetzky invented the first webcam that was used to monitor the



2.1 10T ATTACK LANDSCAPE 14

coffee level in their machine because they found it was always empty when they
needed it [9]. The webcam was connected to the internet in 1993, and everyone on
the globe was able to report when the coffee jar was empty. According to Cambridge
University’s webpage, the webcam service was shut down in 2001 [10].

The current term "Internet of Things" was coined in 1999 by Kevin Ashton in a
presentation for Procter & Gamble, where he indicated using RFID to manage the
supply chain [11].

Entering the 2000’s, the first commercially available IoT device was a smart fridge
sold by LG [12]. This fridge allowed the user to track what items they had in the
fridge, play TV shows and MP3 music, and recommend recipes based on the food
inside the fridge. Unfortunately, the launch price was $20000, slowing down the
adoption.

In 2002, the well known company iRobot launched the first Roomba self aware vac-
uum robot. According to iRobot, the technology used in the robot was the same
LIDAR (Light Detection and Ranging)technology that was used to scan the pyra-
mids of Giza and the remains of the twin towers after the 9/11 incident [13].

In 2005, the world welcomed the first piece of hardware that hobbyists call "DIY
IoT". Created by Massimo Banzi, the Arduino project started as a platform to help
students deploy their code on a BASIC Stamp microcontroller for the same price
as the microcontroller itself [14]. The very next year, the second largest player in
the embedded scene emerged: the first Raspberry Pi prototype was developed by
Eben Upton, which at the time was based on the Atmega 644 microcontroller [15],
making it closer in architecture to the Arduino compared to the microcomputer we
know today.

2007 marked the release of the iPhone by Apple, changing forever how we access
[oT devices directly from the phone. In 2010, Tony Fadell, the father of the iPod

and co-creator of the iPhone, founded Nest and released the first smart thermostat
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because he could not find a "decently working" thermostat for his home [16]. The
last big inventions in the field of IoT were made by Philips in 2012 with the Hue

Bulb [17] and in 2014 by Amazon with Alexa and Echo [18§].

2.1.2 Evolution of IoT Threats and Common Attack Vectors

As the industry of IoT evolved exponentially, with more and more vulnerable devices
being manufactured, attackers began to take an interest in this new area of exposure.
Because the IoT is designed to serve as a smart tool, attackers have started tamper-
ing with the devices to exploit the victim’s personal information without modifying
the initial purpose of the device, leaving the victims unaware of the event.

In the initial attacks, the hackers tried to adopt a traditional vector that consisted
of compromising a device or its local network in order to gain control. Such an
approach was implemented in 2016 with the Mirai botnet [19]. In November, the
botnet infected more than 600000 IoT devices using self-propagation, with most of
its victims being internet routers without proper security and internet-connected
cameras. The botnet helped conduct a massive DDoS attack that overwhelmed the
network with requests it could not handle.

By 2018, hackers managed to change their methods, migrating from attacks on the
networks and devices themselves to attacks over the wireless communication pro-
tocol for smart devices. They discovered that by hacking the Z-Wave protocol, it
would be easier for them to expose all the devices on a network. Such a vulnera-
bility was discovered in the spring, affecting over 100 million smart devices, with
the potential to disable everything related to security devices such as cameras and
smart locks, leaving houses open to thieves.

Another vulnerability was discovered in the Alexa Echo line of smart speakers. The
exploit is simple, involving only a recorded voice sample from the owner. With that

sample, the attackers can access everything offered by the speaker, often without
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the victim even noticing. An example would be that while the victim is listening
to music or podcasts, the attacker can use the sample to order products or services
that drain the victim’s bank account.

Furthermore, the recent evolution of Al has started to help new people learn and join
the attack scene, thus increasing the frequency, speed, and complexity. With that in
mind, we can easily say that most attacks carried out by hackers are DDoS attacks,
which overwhelm networks with unnecessary traffic, Man-in-the-Middle (MITM)
attacks, where the attacker does something completely different while fooling the
victim, data breaches, in which the attacker exposes private information to the pub-

lic or uses it, and zero-day exploits for new devices with unknown vulnerabilities.

2.1.3 Techniques Used by Attackers and Their Impact

When looking at the common attack vectors, we can also categorize the techniques
that they use to achieve success in their tampering. These techniques target different
layers of the IoT architecture, and according to the survey that discusses the effects
of security measures on QoS [20], these layers are the perception layer, network
layer, and application and software layer. At the perception layer, attackers use
spoofing, signal jamming, and node capturing to gain unauthorized physical access
or to tamper with the radio frequencies. At the network layer, attackers prefer to
execute routing attacks such as sinkholes or black holes to drop or redirect data.
At the application layer, attackers use common techniques such as SQL (Structured
Query Language) injection, cross-site scripting (XSS), and malicious code injection
to bypass authentication.

These cyberattacks extend far beyond simple jams or data theft. According to
the previously mentioned summary [20], they degrade the QoS of the entire network
by increasing latency, packet loss, and jitter. In healthcare, for example, ransomware

or DDoS attacks can not only endanger patients’ lives if they are directed towards
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medical monitors and life support apparatus, but also threaten their privacy by
exposing vital medical history data. In industrial and smart city environments,
however, synchronized disruptions can lead to severe power grid failures, manufac-
turing supply chain halts, and tampering with transportation systems and traffic
management systems, directly endangering public safety. On the private landscape,
such attacks can endanger individual homes, making them vulnerable to burglaries

and even threatening important digital infrastructure, such as bank accounts.

2.2 Traditional Detection Techniques and Tools

In order for a network to secure itself against the previously mentioned threats,
IDS can serve as the primary defensive measure. This section reviews traditional
approaches to IDS, explaining their operational techniques and exposing their limi-
tations, which ultimately make them inadequate for modern, large-scale IoT deploy-

ments.

Signature-based Detection

The signature-based IDS identifies threats by comparing incoming network traffic
against a predefined attack patterns database. These patterns are known as "signa-
tures", and they can be modified by the user at any time. Tools that rely on this
mechanism, such as Snort|21] and Suricata [22], are highly efficient in the resources
they use, and they offer great basic protection for the network. The downside, how-
ever, is a fundamental flaw in their inability to detect novel or zero-day exploits,
transforming them into an open gate for attackers who use new methods of exposing

the network.
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Anomaly-based Detection

Anomaly-based IDSs can identify threats by establishing a statistical or behavioral
baseline of normal network traffic and flagging any significant deviation from it as
a potential threat. This method represents a large defensive tool for the infrastruc-
ture against zero-day attacks, novel malware, and previously unseen vulnerabilities
due to their analysis of network behavior instead of comparing simple signatures.
Unfortunately, anomaly-based detection also has a significant flaw. It is unreliable
for large-scale, unpredictable, and dynamic networks due to an exceptionally high
false positive rate that could occur during firmware updates or device duty cycles,

especially in smart city infrastructure.

Hybrid detection

Hybrid detection methods often attempt to combine the strengths of both signature-
based and anomaly-based approaches in order to maximize coverage. The signature-
based module ensures rapid responses to known attacks, while the anomaly-based
module scans the network and blocks any zero-day attack attempts. Despite offering
much greater accuracy in detections, traditional hybrid systems are highly inefficient
in terms of resources due to their operation on a cascade flow, which increases com-
putational complexity and time delays. The following paragraphs describe different
hybrid approaches and how they attempt to solve the resource bottleneck.
ZeroDefense (23] is an adaptive hybrid fusion-based IDS designed for IoT net-
works that uses an anomaly-first cascade pipeline. It first screens all incoming
network flows through three unsupervised anomaly detectors, specifically through
Isolation Forest, Autoencoder (AE), and Local Outlier Factor, to catch potential
zero-day threats. Only the traffic marked as safe is forwarded to the supervised
layer, which uses multi-class classification with the help of Random Forest, XG-

Boost, Light GBM, and TabNet for precise attack labeling. Ultimately, the frame-
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work proposes a confidence-aware fusion engine that integrates the outputs and uses
a conservative fallback mechanism that flags traffic as an unknown threat if the clas-
sifiers disagree or output low confidence. This fallback mechanism exists because
the outputs are not dynamically integrated and use only fixed weights, thus allowing
space for possible false-positives.

ARLHNIDS-IoT [24] is a multi-tiered lightweight framework that reverses the
cascade order by placing the signature-based IDS (SIDS) as the first line of defense.
It uses an ensemble of seven tree-based models optimized via the OPTUNA hyper-
parameter optimization framework [25| to rapidly classify known threats using a
majority voting classifier. If SIDS fails to recognize a match, the traffic is immedi-
ately forwarded to the Anomaly-based IDS (AIDS) layer that uses a reinforcement
learning-based Double Deep Q-Network (DDQN) [26]. This AIDS inspects the net-
work independently from the SIDS to identify potential unknown DDoS attacks,
ensuring comprehensive coverage across both known and zero-day vulnerabilities.
The issue discovered in the paper is that there is no human-in-the-loop to help the
anomaly based system learn to detect a false-positive.

Edge AI Bridge [27] introduces a decentralized micro-layer hybrid architecture
that sits between the IoT device and the main gateway. It implements a two-
stage hybrid detection pipeline that first uses unsupervised machine learning for
device-specific behavioral profiling and anomaly detection. To mitigate the high
false-positive rates, the suspicious traffic is passed onto a lightweight signature-
matching module. This module verifies the anomaly against known signatures before
generating structured metadata, thereby stopping attacks at the physical entry point
while preserving raw data privacy. The issue identified is that although suspicious
traffic reaches the SIDS layer, it can still go undetected, thus leaving room for false-
positives.

The Multitiered Hybrid IDS (MTH-IDS) [28] is a framework engineered for
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securing both intra-vehicle and external vehicular networks in the space of IoV. The
framework uses a parallel mechanism that applies tree-based supervised learning
models to detect well known attacks. In order to have better coverage over zero-
day attacks, it uses an anomaly-based mechanism utilizing k-means clustering [29],
promising to achieve near-perfect detection rates across complex datasets. However,
the system does not include a way to reduce the number of false-positives.

HDA-IDS [30] is a hybrid IDS tailored to protect IoT networks from DoS and
botnet attacks. It uses SMOTE for oversampling and information gain to optimize
feature selection, but it innovates heavily in the detection phase. It stacks multiple
supervised tree-based classifiers (such as AdaBoost, XGBoost, and Random Forest)
to identify known attacks while employing a semi-supervised CL-GAN (CNN-LSTM-
GAN) model to flag unknown, emerging anomalies.

The Reliable Event and Anomaly Detection Framework (READ-IoT)
[31] uses a hybrid cloud and fog deployment model. It uses a classic cascade mech-
anism with a SIDS first approach. The novel factor is that it uses reputation-aware
provisioning to ensure that detection components are reliably executed across de-
centralized nodes, improving the overall accuracy and latency of such cloud IDS.

The System for Preventing IoT Device Attacks on Home Wi-Fi Routers
(SPIDAR) [32] offers a cost-effective hybrid detection system aimed specifically at
smart home networks. It is deployed on lightweight commercial hardware such
as the Raspberry Pi, and it combines signature-based detection via the Snort IDS
package with behavior-based detection that analyzes traffic patterns using predefined
thresholds and machine learning models. This approach protects the home network
from common threats such as brute force attacks, DDoS, and SQL injections without
the need for a complex enterprise-level server.

HID-Smart [33] uses an anomaly-first hybrid cascade approach for home ap-

pliances. The anomaly-based layer uses the Random Forest algorithm to extract
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and evaluate the general network behavior. After that, the traffic is passed to a
signature-based detection that performs based on user-specific features, allowing
the framework to work specifically on user network behavior.

Bostani and Sheikhan’s Hybrid IDS [34] integrates anomaly-based and
specification-based techniques to secure 6LoWPAN IoT networks against sophisti-
cated routing attacks such as sinkholes [35]. This architecture uses the unsupervised
Optimum-Path Forest (OPF) algorithm for clustering and MapReduce for scalable,
distributed anomaly detection. The framework ensures low communication overhead

while maintaining high detection precision by deploying it directly on the router.

2.3 Machine Learning in IoT Threat Detection

To overcome the rigidity and high false-positive rates of traditional systems, re-
searchers have turned their attention to the emerging technology, Al. This section
covers traditional Machine Learning and advanced Deep Learning techniques, and
explores how these algorithms enhance accuracy, manage high-dimensional data,

and adapt to zero-day vulnerabilities.

2.3.1 Traditional Machine Learning Approaches

Traditional ML approaches are widely used to enhance detection and introduce new,
bare-bones ideas. As seen in the previously explained approaches, the most promi-
nent traditional ML methods used are supervised and unsupervised learning. The
first is used to enhance signature-based detection by learning how the threat is mar-
keted, while the second is used to detect any anomalies in network behavior due to
the lack of threats, thereby helping in detecting new and novel attacks. The most
common supervised algorithms used in the cited articles are Random Forest (RF),

Extreme Gradient Boosting (XGBoost), Light GBM, and Support Vector Machines
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(SVM). These algorithms are highly performant in categorizing known IoT attacks
with extreme precision. For detecting zero-day threats however, the most effective
algorithms are the unsupervised ones, such as Isolation Forest (IF), Local Outlier
Factor (LOF), and even K-Means clustering that can identify malicious traffic using
reconstruction errors. Although these algorithms are extremely effective in detecting
anomalies in the traffic, they are extremely dependent on the training, due to severe
class imbalance in IoT datasets, where benign traffic is outnumbering the rare attack
samples. In this regard, data augmentation techniques, such as Synthetic Minority
Oversampling Technique (SMOTE) or Generative Adversarial Minority Oversam-
pling (GAMO), must be strictly applied to training partitions in order to prevent

bias.

2.3.2 Deep Learning Approaches

Deep Learning (DL) uses multi-layered neural networks, such as Deep Autoencoders,
Convolutional Neural Networks (CNNs), and Recurrent Neural Networks (RNNs),
including LSTM (Long Short-Term Memory) and GRU (Gated Recurrent Unit) , to
identify spatial and temporal patterns across network flows. For example, Stacked
Bidirectional GRU (S-BiGRU) is an architecture equipped with attention mecha-
nisms that effectively models bidirectional temporal dependencies in network flows.
However, such approaches are heavy on hardware resources and user privacy due to
their nature of processing data as well. To address this, Federated Learning (FL)
frameworks, such as Choir IDS [36] and Flex IDS [37| have been proposed. FL
enables edge devices to collaboratively train global intrusion models by exchanging
only the encrypted model weights rather than the raw, sensitive telemetry, thereby
preserving data integrity and privacy. Because DL models, just like ML models,
operate in an opaque "black box", XAI tools like SHAP (SHapely Additive exPlana-

tions) and LIME (Local Interpretable Model-Agnostic Explanations) are integrated
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to provide global feature importance and quick local approximations for human

verification.

2.4 LLMs in IoT Threat Detection

While Machine Learning has drastically improved threat detection, it often oper-
ates as an opaque "black box" that does not provide any insights into its thinking
process or any autonomous mitigation. This section explores a novel approach in
[oT security: the integration of LLMs and XAI to democratize threat intelligence
and facilitate human-in-the-loop active defense. To realize this integration, recent
literature has proposed several architectural paradigms that transition LLMs from
passive analytical tools to active components for network defense. These approaches
address the limitations of traditional IDSs and establish a foundation for intelligent,
LLM-integrated firewalls that are capable of operating dynamically at the network

edge.

2.4.1 Bridging the Semantic Gap with XAI

A critical challenge in traditional anomaly-based detection is the complete discon-
nection between statistical deviations and actionable context. To resolve this and
democratize threat intelligence, hybrid frameworks stack generative models on top of
conventional machine learning classifiers, as explained in Mahmood M. [38]. When
a model triggers an alert, the LLM ingests the statistical summary of the network
flow and generates a human-readable narrative of the event. This semantic transla-
tion acts as an XAl layer that accelerates human-in-the-loop integration and reduces

alert fatigue.
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2.4.2 Autonomous Agents and Active Defense

Beyond explainability, cutting-edge implementations employ LLMs as autonomous
reasoning engines that are capable of making decisions. Frameworks in this domain,
such as the ones proposed in Saheed Y.[39] and Chou C.[40] papers, utilize an
action space that allows the model to extract data, query knowledge bases, and
execute mitigation scripts. This allows them to dynamically adapt to zero-day
threats, while evaluating them against the current dataset benchmarks, such as the
previously mentioned CICIoT2023 [2]demonstrates their robustness in identifying
complex attack vectors that include both common attacks, such as SYN floods and

DoS attempts, and rare silent attacks.

2.5 Research gaps

Drawing upon the review of the current methodologies, this section aims to syn-
thesize the critical shortcomings identified in contemporary IoT security literature.
The main highlight is the unfulfilled need for lightweight, parallel hybrid detection
models that not only explain their reasoning but also actively execute mitigation
rules at the network edge. Despite the significant advancements in IoT cyberse-
curity, several critical research gaps remain unexplored. Firstly, the vast majority
of the current literature focuses exclusively on passive threat detection (IDS) and
stops short of active intrusion prevention (IPS) or automated dynamic mitigation.
Secondly, most hybrid detection frameworks employ a sequential or cascade flow
detection, with a signature or anomaly engine on top and the other waiting for a
response, creating unnecessary latency bottlenecks, which makes a parallel flow ar-
chitecture more plausible. Thirdly, while XAI provides interpretability and makes
the training results more understandable to humans, in the case of SHAP, there is a

real need for better integration that can act as a translator rather than a theoretical
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value calculator. Lastly, because LLMs have started to become a better represen-
tation of the Al space, it is necessary to integrate them as a possible translator for
the "black boxed" ML or DL detection engines, fully decentralizing the architecture
and embracing a human-in-the-loop approach, transforming the framework from a

time consuming tool into a useful assistant for the SOC analyst.



3 Methodology

The purpose of this chapter is to outline the complete methodology for the develop-
ment of the IoT IDPS system based on machine learning and Al technologies. The
approach starts with a general view of the architecture, followed by an explanation
of the purpose and functionality of each component, finishing with an overview of

all the technologies used to create the components of the architecture

3.1 Proposed System Overview

In order to develop a reliable, functional, and competitive architecture, the method-
ology depends on the literature review to gather enough sources that explain, argue,
or motivate the choices made in the methodology chapter. In order to construct
the architecture discussed in the following paragraphs and sections, a list of similar
approaches has been gathered and explained in the previous chapter. Among those
approaches, the most appealing candidate for inspiration had been the ZeroDe-
fence paper [23|. The assets used from the paper to construct the architecture
revolve around machine learning algorithms and how they are handled, and the
borrowed assets will be justified once the discussion reaches that specific asset.
The architecture in mind can be seen in the Figure 3.1 and starts with the traffic
collection and transformation. Because the detection component does not process
raw data, it is important to transform it to the necessary data type for the detection

component. The traffic is captured in a 5 second time frame and transformed into
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the data type used by the detection component.

The detection component follows a parallel analysis approach where, compared to
traditional waterfall approaches, it performs both signature and anomaly detection
at the same time, thus, in theory, reducing the analysis time by half. To prove if
this is the case, further tests will be conducted and compared to a classic waterfall
architecture, namely the ZeroDay detection system itself. The detection will be

done using machine learning algorithms:
1. Signature detection:

e Random Forest
e XGBoost

e LightGBM

2. Anomaly detection:

e Autoencoder
e Isolation Forest

e Local Outlier Factor

The results provided by the machine learning algorithms will be compared and
sent to an LLM agent that will process and interpret the results to help the hu-
man analyst take action. This way, the architecture ensures a human in-the-loop
approach that helps bridge the ability of human interpretation and the black box
approach of the machine learning algorithms, thus increasing trust in the automated
system. The LLM is responsible for notifying the human about risks identified by
the system with high confidence and also alerting if the confidence percentage is low.
This way, the human is both informed about the status of the identified attacks and
implicated in the decision making process by analyzing and marking the finding as

either clean or a threat, with the help of LLM.
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In the case where an alert is triggered by the detection system and human inter-
vention is needed, the system features an auto-adjust mechanism that is responsible
for changing the decision making power of the algorithms and the detection compo-
nents themselves.

Once the threat has been detected in either of the 2 cases: high confidence by
the detection system or marked as a threat by the human analyst, the architecture
proceeds to create firewall rules that block the suspect address on the identified

ports and protocols. The firewall rules are fed to iptables.
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3.2 Processing the Traffic

Because the IDS component of the architecture cannot process raw packet captures
that do not show any behavioral logic, only headers and raw data, it is important
to process them and prepare them for the IDS engine. This way, the architec-
ture includes a "feature extraction engine" that works by collecting traffic in a set
time-window and transforms it from a microscopic detailed and raw view into a
macroscopic "flow" representation that shows the behavior of the network during
that timeframe.

The transformer uses the dpkt python library, which is a low level parsing frame-
work that can unpack the binary data behind the traffic. The transformer starts
looking at the data link layer (OSI layer 2) from the internet interface you choose
and decodes it to be able to access the network layer payload (OSI layer 3). The
next step is to implement a filter that isolates IPv4 traffic and discards any ARP
(Address Resolution Protocol) broadcasts or IPv6 packets, ensuring that the models
evaluate only the protocols they were trained on. From the IPv4 traffic, the engine
extracts header telemetry, including Header Length, Time-To-Live (TTL), and total
payload size.

The next step is to inspect the transport layer (OSI layer 4) to identify the
protocol and connection state that can help detect specific attack signatures, such
as DDoS floods or port scans. The engine classifies TCP, UDP, or ICMP packets
using a numerical protocol ID assignment (in the previous case, the IDs would be 6,
17, or 1). Furthermore, if the identified protocol is TCP, the engine performs a flag
tracking operation that can count the exact number of SYN, FIN, RST, and ACK
packets within the analyzed window and can help the models identify anomalous
handshakes or teardown sequences typical of malicious scanning or flooding.

Once the packet extraction is done, the engine moves to derivation by calculating

the statistical distribution of the traffic over the entire window. The engine calculates
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the Minimum, Maximum, Average, Standard Deviation, and Variance of the packet
sizes, where a high variance might indicate advanced web browsing, and a variance
of 0.0 can often indicate an automated flood of identical packets. The engine also
calculates the fundamental velocity of the traffic window, known as the Transmission
Rate, using the following formula:

N,

Rate — packets
tend - tstart

where Npgerets is the numerator and represents the total number of packets that
were captured during the specific observation window, t.,4 is the timestamp of the
very last arrived packet inside the current buffer, and t,,; is the timestamp of the
very first arrived packet inside the current buffer. The subtraction of the timestamps
is known as the Denominator, and it represents the absolute duration of the analyzed
traffic flow. The result is the Transmission rate in question, and it is measured in
Packets per Second (pps).

On top of that, the engine also maintains a frequency dictionary that saves the
IP addresses that have been identified in the time frame and the volume of traffic.
After the feature extraction, the dictionary is reordered with the top IP being the
address with the most traffic. If the IDS orchestrator marks the transformed vector
as a high-confidence attack, the top IP is used to generate the firewall rule for

automated blocking.

3.3 The IDS engine

The IDS engine is responsible for analyzing the transformed raw traffic and detect-
ing whether the network behavior is a known attack or a new one. To accomplish
this and require as little human interaction as possible, multiple machine learning

algorithms have been used. To shorten the algorithm research hunt, the literature
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review offered many insights regarding the most commonly used algorithms, and
among the similarly explained approaches, the ZeroDefence 23] paper provided the
most comprehensive layout of the algorithms used. Because the IDS is responsi-
ble for finding both known and new attacks, the engine is divided into 2 separate
components: Signature Detection and Anomaly Detection. According to the
literature review and the ZeroDefence paper, the use of both components is neces-
sary because using each component separately can lead to problems in the detection
process, often referred to as false-negatives. The signature detection can find known
threats but is vulnerable to zero-day attacks, while anomaly detection can easily
identify new, undocumented attacks; however, it can impose delays in detection for
known attacks. This hybrid approach ensures that known attacks are rapidly de-
tected by signature detection while keeping the system secure from zero-day attacks,

thanks to anomaly detection.

3.3.1 Signature Detection

The signature detection component is responsible for finding known, documented
attacks in the IoT space. The machine learning approach for this component is
to use supervised learning, which is a type of learning where labels are applied to
the training data, helping the algorithms understand which traffic is an attack or
benign. This way, the algorithms only learn how to analyze the network behavior
that ultimately leads to the final labeling of an attack (1) or benign (0). The
training data used for this component is composed of both attack and benign traffic
due to the algorithm’s need to recognize the exact mathematical patterns of known
threats. The ZeroDefense framework pointed out that the fastest and most reliable

algorithms are XGBoost, Random Forest, and Light GBM.
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Random Forest

The Random Forest algorithm is a tree learning method based on Bagging (Boot-
strap Aggregation [41]) that prevents overfitting. The logic behind it lies in building
hundreds of smaller and independent decision trees that avoid one large and often
unreliable decision tree. Each small tree is trained on random subsets of the training
data, and each split in the tree is made by looking at a random subset of the dataset
features (columns). When a new traffic window arrives, it is passed through all the
generated trees, with each of them returning a result or "vote" (attack - 1 or benign
- 0), and the RF outputs the majority vote. This way, RF is stable and resistant

enough to noisy network data.

XGBoost

XGBoost is a sequential learning method based on Boosting [42] that is known for
aggressive error correction. Unlike RF, where the trees are independent, XGBoost

builds trees in a sequence:

e Tree 1 makes the first prediction on the network traffic. It will inevitably

contain false positives or false negatives, and these are known as residual errors.
e Tree 2 is built to predict and correct errors identified in the first tree.
e Tree 3 predicts and corrects the errors from tree 2 and so on.

To optimize the loss and add new trees, the Gradient Descent algorithm is used [43].
In the end, because the algorithm explicitly hunts for its own mistakes during train-
ing, XGBoost is mathematically aggressive and generally provides high accuracy in

detecting known DDoS or scanning attacks.
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Light GBM

The Light GBM algorithm is a highly optimized boosting framework that is designed
for extreme computational speed and low memory usage. At its base, Light GBM
operates on the same boosting principle as XGBoost, but with 2 important changes
that are crucial for IoT edge deployment. The algorithm uses histogram-based
binning, where instead of scanning every single feature to find the best way of
splitting a tree, it bundles continuous features into discrete "bins" that help reduce

CPU usage.

3.3.2 Anomaly Detection

The anomaly detection engine is responsible for finding new, undocumented threats
known as zero-day attacks. The machine learning approach for this component is to
use unsupervised learning, which is a type of learning where the algorithm is feeded
unlabeled data and it must figure out by itself whether the fed traffic is benign (0)
or attack (1). The training data used for this component is composed of strictly
benign traffic due to the algorithm’s need to detect the attacks as data that they
cannot work with, meaning that the anomaly component acts as a watcher over the
network and marks any anomaly from the normal flow as a potential threat. The
ZeroDefense framework pointed out that the fastest and most reliable algorithms

are Autoencoder, Isolation Forest, and Local Outlier Factor.

Autoencoder

The algorithm is a deep neural network designed to compress and reconstruct data
in order to measure deviation. It is mostly used to recognize images or certain
definitive features of an image, such as numbers. At its core, it consists of an
Encoder, a Bottleneck (the compressed data space), and a Decoder. The training

logic works by feeding it the known number of dataset features (columns), which the
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Encoder compresses into a smaller bottleneck (from 39 features to 8). The Decoder
then tries to expand the bottleneck back to the original state, helping the algorithm
learn the mathematical correlations of the features to minimize the "Reconstruction
Error". Because the autoencoder is trained only with benign traffic, every attack
attempt is completely alien to the AE, and while it tries to compress and reconstruct
the traffic, it fails miserably, resulting in a high Reconstruction Error that flags the

traffic as an anomaly.

Isolation Forest

The algorithm detects anomalous traffic using its core principle that outliers are
"few and different" and can be easier to isolate. Instead of trying to understand
what normal traffic looks like, IF actively tries to isolate data points. Its job is
to select one random feature from the dataset and a random split value between
the minimum and maximum of that feature. It then builds a tree by repeating
the random splitting until all data points are completely isolated on their own leaf.
The critical point is that benign traffic is densely packed together, requiring a large
number of splits to isolate a single point, while a threat is mathematically distant
from everything else, meaning that its isolation in the tree is done relatively quickly.

Therefore, the shorter the path length, the higher the anomaly score.

Local Outlier Factor

The algorithm is a density-based anomaly detector that measures local deviation
using the nearest neighbors. Compared to IF, which looks at the whole dataset, LOF
looks at "neighborhoods". It calculates the mathematical distance between a specific
5-second traffic sample and its k nearest neighbors in the database’s dimensional
feature space. It computes a "Local Reachability Density" of the point compared to

its neighbors, then judges the results. If a data point is located in a dense cluster, its
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LOF score is —1, and it is marked as normal traffic. If a data point has a significantly
lower density than its immediate neighbors, its LOF score spikes, making LOF a
very efficient hunter of stealthy, low-and-slow attacks that, at first sight, blend in

globally but are highly suspicious locally.

3.3.3 Training Datasets

For the models to be trained to efficiently detect any threats to the IoT network,
it is necessary to introduce at least one dataset that contains enough information
about both benign and infected traffic. This way, the dataset can be used for both
supervised and unsupervised learning. The proposed system uses, thanks to the
literature review, one of the most commonly mentioned datasets that is not only
reliable but also has different attack vectors that diversify the training scheme: the
CICIoT2023 dataset [2|. This dataset contains 33 different attack vectors tested
on a topology of over 100 IoT devices. The dataset contains 39 features that describe
the addresses of the attacker, the number of packets sent, the total TTL, the ports
used, the protocols used, etc., and 1 label column that describes whether the row
is an attack or benign traffic. For the proposed system, all features are used, and
the label column is used for supervised learning and in unsupervised learning for

verification.

3.3.4 Merging the results

The final step in obtaining a short decision of 0 (benign traffic) or 1 (malicious traffic)
is to merge all the results of the algorithms into one. Having all six algorithms to
detect anomalies is useless if they disagree on which one is right and which one
is not. The first logical method of obtaining a single decision is to implement a
voting system, where the majority wins the decision of the detection category. This

approach can be a good performer at first sight but often different machine learning
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algorithms can produce different false positives or false negatives results, making
some of them more accurate than others. To regulate the results it is necessary to
implement an Orchestrator or a Decision Fusion Engine. This Orchestrator
is responsible for offering more power to the algorithm or engine that has much
more precise results, while keeping the result between 0 and 1. The ZeroDefense
framework uses the orchestrator to combine the results for the algorithms for each
engine, due to its structural architecture of being a waterfall based detection. The
proposed architecture uses the orchestrator not only to fuse each engine algorithm’s
result, but it is also used to control the decision power of both engines, due to its
parallel design. This way, the Decision Fusion Engine is split into two tiers: the

Intra-Engine fusion, and the Inter-Engine fusion.

Tier 1: Intra-Engine Fusion

It represents the fusion that takes place inside each engine that gives the final com-
bined response for their each algorithm. The fusion uses, according to the ZeroDe-
fense paper 23], a Weighted Soft Voting mechanism based on empirical performance
that levels each algorithm’s decision power. These weights are a direct representa-
tion of the training performance of each classifier and are directly influencing how
much power each model has over the engine decision, where the models with lower
training results have a smaller weight, while the most perfomant ones are pushed as

the main decision maker of their specific engine.

1. Signature Engine Fusion

The supervised models are not able to output a straightforward binary 0 or 1
answer for the data they are analyzing; instead, they do so by using a prediction

probability. The engine extracts the probability that the traffic belongs to a
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threat and then applies the base weights:

Psignature = (039 x PXGB) + (033 * PRF) + (028 LS PLGB)

As seen in the equation, the authors detected that the LOF model is the
worst performing one compared to XGBoost which is marked as the dominant
power of the engine. This way, the engine preserves its relevance in the general
decision making, due to the power of each model to pull the fused confidence

level up compared to a traditional voting system.

2. Anomaly Engine Fusion The unsupervised models use completely different
mathematical concepts that cannot be averaged as easily as the signature
results. The AE outputs a Reconstruction Error, the IF outputs an Anomaly
Score based on tree path length, and the LOF outputs a Density Ratio. To
unify these different scales, the system uses a MinMaxScaler [44] that aims
to normalize the outputs of each model within a defined range, in our case

between [0, 1], using the formula:

’ Smodel — mm(S)

medel = max(S) — min(S)

where S is the raw model output and S’ is the normalized value. To ensure that
all normalized values are interpreted as 0 (benign) and 1 (threat), the values
from IF and LOF must be inverted (multiplied by -1) and then normalized.

The final fused calculation is done using the formula:

Score anomay = (0.3 % S7p) + (0.3 % Sy ) + (0.4 % S7op)

Here, the equation illustrates that the anomaly engine is more leveled com-

pared to the signature engine, with LOF as the overall dominator. Further-
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more, compared to the signature engine, the anomaly engine outputs a distance
or error score, meaning that the output does not represent a percentage of how
much of a threat a traffic window is. For that, a threshold must be used so
that any error score greater than it is considered a threat, while those below
it are considered benign. The implemented threshold is named 6 and it rep-
resented by the 99th percentile of the benign normalized score. This way the
engine thinks that in a live environment, everything that scores higher than
the threshold is considered alien and must be a threat to the network. At the
end, the engine outputs a binary value called ¢s _anomaly with the value 0 for

benign and 1 for threat.

Tier 2: Inter-Engine Fusion

This fusion is known as the Orchestrator, the one that decides whether the traffic is
benign or malicious based on each engine’s results. The way it works is similar to

the other fusion equations:

Scoremypria = (0.5 % Psignature) + (0.5 x is_anomaly)

This way, if any known threat gets detected by the signature engine, the score will
be > 0.5, triggering an alert regardless of the anomaly engine’s result. If a zero-dat
attack occurs, the score gets to 0.5 due to the anomaly engine. If the traffic is
benign, both engines output 0 and the score is 0. To make the engines more reliable
a confidence value is used to confirm if the traffic is a threat or not and when to
call the human analyst. If the confidence is > 80%, the engines are in a strong
agreement and the IPS is called autonomously. If the confidence is lower, the SOC
analyst is called for checking and confirming whether the alert is correct or not.
The presented equation represents just the start of the analysis and it is subject to

further adjustments in the future, based on testing results.
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3.4 Explainable AI and Human-in-the-Loop

To make the IDS engine more compliant for edge deployment and real life situations,
it is important to help the SOC analyst understand the reasoning behind the black
boxed models. For that, the architecture introduces the concept of XAl with the
sole purpose of processing results from the IDS engine and formulating them in
the form of either a notification or an alert that requires SOC interaction. The
implemented explainer consists of an LLM that takes a prompt containing the most
important features from the dataset and notifies the human if the engine decides to
block the threat, explaining why, or sends an alert message to the SOC analyst for
him to verify the possible threat and respond whether to allow or block it. The LLM
used for this architecture is Ministral with 3 billion parameters from Mistral. The
LLM is triggered only if the traffic window is identified as a threat, and based on the
confidence level of the orchestrator, it outputs the notification at > 80% confidence

and the alert if the confidence is lower.

3.5 The IPS engine

The TIPS engine is intended to be used as a defense mechanism for the gateway
against threats after they have been discovered. Since most of the gateways are run-
ning on Linux due to hardware limitation preservation, the IPS engine is designed
around the default Linux firewall service, iptables. Once the threat has been iden-
tified by the IDS engine, the system creates a DROP rule for iptables with the IP
address found in the feature extraction engine and the ports from which the issue
has been identified. In theory, this should prevent any other attacks coming from

those addresses and transport protocols.
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3.6 Used Tools

To facilitate the creation and testing environments for the above discussed system, a
set of tools are necessary to be used. For the training phase o the models and basic
usage of the dataset, the university’s Jupyter Lab was used with Jupyter Notebooks
written in Python. The final system assembly was done locally on the machine
using Visual Studio Code and Python as programming language. The testing is
done in a virtualized environment, where the gateway with the final script hosted
on a container and the attacker in another virtual machine using Parrot OS. The

virtualization software used for testing is Docker.



4 Implementation

This chapter shows how the system explained in the previous chapter is implemented
using the mentioned tools. The main goal is to implement an IoT IDPS system
that automatically detects possible IoT threats using machine learning and blocks
them, with the help of explainable Al and a human in the loop to ensure that the
system is not working in a "black box" without the possibility of understanding and
verifying whether the models are accurate. The implementation consists of backend

implementation for the final script, as well as training logic and XAI setup.

4.1 Dataset Preparation

Before starting the model training, it is important to download and prepare the
data from the dataset. The dataset was found on Kaggle under the "Large-Scale
Attacks in [oT Environment" repository [45], containing the data organized in dif-
ferent directories based on attack vectors and benign traffic. To install it in the
Jupyter Lab environment, Kaggle offers a library and API (Application Program-
ming Interface) call that downloads the dataset directly without needing any other
logins. After that, the dataset directory is searched within the system files to load
and extract data. After the dataset has been loaded, a chunk of RAM-safe (Ran-
dom Access Memory) data must be extracted from it, with the aim of having the
same volume of threat and benign traffic. In this case, 1 million rows have been

targeted for extraction, with half of them being redirected for benign traffic and the
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other half towards attack traffic. After that, the chunks must be cleaned of rows
with empty or N/A features and balanced so that each traffic category has the same
number of rows. To avoid row generation, the category with the largest number of
rows is trimmed to match the number of the other category. Next, X and Y are
extracted for use as training/testing and verification, respectively. Finally, X and
Y are split into training and testing samples, and X samples are scaled using the

MinMax scaler. The final result, which contains the amount of extracted samples

and their distribution in each category, can be seen in Figure 4.1.

4.2

The training phase of the models was also conducted in Jupyter Lab. The bench
was prepared in such a way that all algorithms were trained in their specific engines,

so testing the performance was done not only on each model individually but also

--- 1. Downloading/Locating Dataset ---

--- 2. Loading RAM-Safe Data Chunk ---

--- 3. Cleaning & Balancing Data (Undersampling) ---
Row counts before balancing:

label
@ 499970
1 499490

Name: count, dtype: inté4

Balancing dataset to exactly 499490 rows per class...
Final balanced distribution:

label
@ 499490
1 499490

Name: count, dtype: inté4

--- 4. Extracting X and y ---

Data extraction complete! Total rows ready for split: 998980
--- 5. Splitting Data ---

--- 6. Scaling Features (Crucial for AE & LOF) ---

Success! Ready for Anomaly & Signature Detection.
¥ train scaled shape: (799184, 39)

Figure 4.1: Data prepared for training the models

Training Logic

at the engine level.
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4.2.1 Signature training

The signature engine utilizes supervised learning models and is designed to recognize
specific mathematical patterns of known attacks. The training is done on a balanced
dataset containing both benign and malicious traffic. The engine uses three different

tree-based algorithms that are configured for accuracy and processing efficiency:

e Random forest: is initialized with 100 estimators, uses balanced class weights
to prevent majority-class bias, and uses all available CPU cores to shorten the

training time window

e XGBoost: is configured to use a learning rate of 0.1 and "logloss" as its

evaluation metric for gradient optimization

e Light GBM: uses a gradient boosting decision tree (ghdt) architecture com-
bined with Gradient-based One-Side Sampling (gass) to increase computa-

tional speed

The evaluation phase does not use any binary prediction that classifies the traffic
as benign or malicious; rather, it uses the raw output of each algorithm, which
represents the probability of how likely the traffic window belongs to the malicious
class. Once the evaluation phase is done for each model individually, the code
aggregates the values through the fusion system and performs an evaluation on the

whole engine.

4.2.2 Anomaly training

Unlike the supervised engine, the anomaly engine is designed to detect zero-day
threats to the network by analyzing the network behavior rather than identifying
the mathematical connections to a possible malicious window. It uses unsupervised
learning based algorithms and the training data concentrates on benign traffic only,

with the main target of treating the malicious traffic as errors in training.
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e Autoencoder: is the only deep learning algorithm used, and it measures data
reconstruction loss. The model receives an input dimension of 39 features from
the dataset and attempts to shrink or encode those features into a single hidden
space of 16 neurons using the 'sigmoid’ activation function, then tries to decode
the output back to the original dimensions using the same ’sigmoid’ activation
function. The model is compiled using the Adam optimizer with a learning
rate set to 0.00001 and Mean Squared Error (MSE) as the loss function. The
training is done over 100 epochs, with a batch size of 128 and a validation split
of 0.0001. The anomaly score is calculated using the Euclidean norm between

the original packet features and the reconstructed output.

e Isolation Forest and Local Outlier Factor: are two statistical models that
complement the autoencoder and are trained on the benign training set. The
IF is initialized with 100 estimators, a sample size of 256, and a contamination
rate set to 0.05. The LOF is evaluating the local density using 20 neighbors
and the Euclidean distance metric. Both results returned by the models must
be inverted by -1 so that the larger the score, the more likely the traffic is

malicious.

Once the training is done, each model has its 6 value calculated using the 99th
percentile of the benign identified traffic, and an individual evaluation is made.
After that, the scores are normalized using the Min Max Scaler and then grouped
together using the fusion engine, with the code ending in an engine performance

evaluation.

4.2.3 Performance evaluation items and adjustments

Once the training is done, one way to test whether the models are predicting well is
to conduct a performance evaluation that focuses on using a standard multi-metric

Classification Report. This report uses Precision, Recall, and the F1-Score as the
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main foundational metrics, which are derived from the confusion matrix generated
during the testing phase. The matrix in question categorizes predictions into True
Positives (TP), True Negatives (TN), False Positives (FP), and False Negatives(FN)

that are used to calculate the main metrics.

1. Precision: is known as the exactness of the model, illustrating what per-
centage of actual traffic belongs to that category of traffic (0 - benign; 1 -
malicious). It is important in IDS systems because low precision means that
the model can mark legitimate user traffic as malicious for no reason. The

precision is calculated using this formula:

TP

Precision = m—w

2. Recall: is known as the completeness of the model, illustrating what percent-
age of the actual attacks the model identified. For the architecture, it is more
essential than precision because it shows the number of false negative attacks
that went unidentified by the IDS system, thus indicating how vulnerable the

network can be. To calculate it, recall uses this equation:

TP

Recall = 755N

3. F1-Score: is the harmonic mean between precision and recall, providing a
metric that balances the tradeoff between the two. This metric shows how well
precision and recall are performing, and a low F1-score indicates a low metric

that drags the mean down. The F1-score is calculated using the formula:

1 — Score — 2 % Precision x Recall

Precision + Recall

With the main metrics explained, a set of observations must be noted to illus-
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trate how small adjustments of the training parameters can influence the results
of the evaluation. Because the anomaly engine models uses different results for
each algorithm, all of them must be normalized and a threshold must be calculated
so that results higher than it are marked as malicious and the others as benign.
That threshold is known in the code as the # variable. The methodology 3 chap-
ter mentions that theta should be calculated as the 99th percentile of the benign
identified traffic, with the main objective being of mathematically enforcing a strict
limit to False Positives, thus ensuring the engine only flagged traffic that was devi-
ating beyond 99% of established normal behavior. Upon testing and observing the
performance evaluations of each model, LOF showed to be the most influenced by
the position of the percentile. When reviewing the evaluation made with 6 = 99 as
shown in the Figure 4.2, the recall value for attack sits at 12% and the precision
for benign sits at 53%, meaning that LOF is not able to detect subtle local density
deviations that translates in bad detection of low-and-slow stealth intrusions. To fix
this, 6 was dropped to 95, with the results showing that LOF is having a healthy
recovery, as shown in the Figure 4.3, with the benign precision climbing to 92% and

malicious recall climbing to 91%

[Local Outlier Factor (LOF)}] - Individual Theta: 0.0000
precision recall fl-score  support
Normal (@) B.53 .99 8.69 99898
Anomaly (1) B.92 B.12 8.21 99898
accuracy 8.55 199796
macro avg B.72 B.55 0.45 199796
weighted avg B.72 B.55 8.45 199796

Figure 4.2: LOF low performance evaluation using 6 = 99
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[Local Outlier Factor (LOF)] - Individual Theta: ©.08080

precision recall fl-score  support

Normal (@) B.92 0.95 8.93 99898
Anomaly (1) 0.95 08.91 0.93 99898
accuracy 8.93 199796
macro avg B.93 0.93 8.93 199796
weighted awvg 0.93 8.93 0.93 199796

Figure 4.3: LOF increased performance evaluation using 6 = 95

4.3 XAI testing

To test whether the proposed section of the system which includes explainable Al
could work with the features the dataset uses, within the Jupyter lab, an Al testing
bench has been set up. The bench tests if the usage method works and if the LLM
is able to pinpoint and explain what features turned out to be the decision factor
for malicious detection. The bench also tests how the LLM responds based on the
two confidence types: high confidence > 80% notification and low confidence < 80%
alert dialog. To see results for both situations, two random anomaly results have ben
extracted from the training results that have a high and low detection confidence
and had been fed to the LLM engine to analyze and react. The prompts used are

as follow:

e For low confidence: You are an expert SOC analyst. Our hybrid IDS (Sig-
nature + Anomaly) has low confidence confidence % of that attack about this
packet. feeds raw features with values. Provide a decision prompt for the hu-
man admin: 1. Briefly analyze the anomaly or signature risk. 2. Recommend

either [Block] or [Allow|. Keep it under 3 sentences.

e For high confidence: You are an automated IDS reporting tool. The system
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successfully blocked /allowed a packet with high confidence. feeds raw features
with values. Write a 1-sentence automated log entry summarizing why this

packet was blocked/allowed.

This way, the results show that Ministral is able to intercept, analyze, and per-
fectly interpret the prompts, proving it can be helpful for the SOC analyst in both
understanding the root cause of the attack and where they should look for investi-
gating the low confidence detection, as seen in the Figure 4.4.

--- 12. XAT Integration (Ministral) ---

[Triggering Human-in-the-Loop for Packet Index 11
System Confidence: 57.66%

--- MINISTRAL DECISION PROMPT ---
*+Decision Prompt for SOC Admin:**

This packet exhibits **extremely high TCP traffic rate (15,878 pps)** with **no flags (SYN/RST/ACK) or protocol diversity**—suggesting a potential **synthetic attack, port scanning, or DoS probe** (e.g., SYN flood
or brute-force). The low confidence (57.66%) and lack of HTTP/HTTPS context further raise suspicion. Given the **consistent 60-byte payload sizet* (likely malformed or empty) and **zero variance**, this aligns with
suspicious behavior—+*[Block]** pending further investigation (e.g., correlation with other alerts or manual inspection)

[Triggering High Accuracy Notification for Packet Index 0]
System Confidence: 90.07%

--- MINISTRAL AUTOMATED LOG ---
*+"The packet was alloved due to its legitimate TCP-based HTTPS traffic (ACK flag dominant, minimal SYN/PSH Flags) with no suspicious anomalies detected in flow metrics."**

Figure 4.4: Ministral integration and interpretation testing with random analysis

results

4.4 Final Script

Once the training is done, the final IDPS script can be put in place so that it can be
tested with attacks and benign traffic. Before doing that, the trained models must
be exported so that training is not done while analyzing live traffic. This way, the
script is safe from malicious training attacks and reduces the usage of CPU, GPU,
and memory. The necessary exported files are the trained models themselves, the
calculated 6 threshold, and the scaler of the features. The models, except for the
autoencoder, are exported as pkl files, the autoencoder is saved as a keras file, 0
is saved as a txt file, and the scaler is saved as a pkl file. Once the files have been
exported, the script can be assembled into a python executable that can be exported

in a Docker container. The executable itself is composed of 3 main functions that
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handle traffic sniffing and extraction of the 39 features for the models, connect to
the Ministral API, and manage the traffic window analysis and protection. The flow
of this script follows the methodology flow discussed in the 3 chapter. For testing
purposes, to see if the script is able to sniff packets across the device and analyze
them, the code was modified so that it sniffs on the wlan0 network interface of the
device. Furthermore, the code is able to sniff the interface, transform the packets
into the 39 features necessary for the models, and determine whether the window
is malicious or not. So far, the results in figure 4.5 illustrate that normal traffic
occurring for the development machine contains flows or packets that are alien to
the trained environment of the models. This shows that the testing phase of this
script must be conducted using attacks designed for IoT infrastructure and not for

general traffic.

[*] Binding IoT IDPS to interface wlan@ (Requires ROOT)...
[*] IoT IDPS is LIVE. L ng in 5-second windows.

[>] Analyzing window: 222 packets captured.
[1] HIGH CONFIDENCE ATTACK DETECTED (97.0%) from 10.231.11.89
[*] Generating Ministral Threat Report...

-- MINISTRAL THREAT AN.

This behavior likely rej **SYN flood attack**-a denial-of-service (DoS) attack where an attacker floods a target with SYN packets (without completing the TCP handshake) to exhaust aval

i ming the system and degrading or halting vice. The high packet rate (44.32 pkts/s) and lack of SYN-ACK responses (only 10 ACKs) suggest an attempt to force
n state, making it vulnerable to resource exhaustion.

[*] (DRY RUN) Vould block 10.231.11.89 via iptables.

Figure 4.5: Initial testing of the proposed architecture on wlan0 interface



5 Performance Evaluation

This chapter performs an evaluation and analysis of the proposed architecture in
two critical stages: the training of the models and the complete deployment. Each of
these evaluations represents a critical point in determining whether the framework
has any potential to be a valid proof of concept for a robust and scalable product in
the future. The training performance measures how well the models trained on the
dataset and any inconsistencies that have been identified. In this evaluation, the
proposed architecture is compared with the implemented ZeroDefense architecture
[23], focusing on data preparation methods, individual model training dynamics, and
isolated engine performance, with both approaches being trained on the CICIoT2023
dataset [2]. The second testing phase focuses on evaluating the raw performance of
the proposed framework in a simulated real-world environment, where the engine is
faced with clean and malicious traffic, aiming to check and interpret how the engine
behaves and to determine what problems occur and what needs to be fixed in the

future.

5.1 Training performance

This section illustrates the principles used in the proposed architecture in compar-
ison to the ZeroDefense paper [23] to achieve a similar goal: to have a performant
model and engine metrics. The comparison includes setup differences for data col-

lection, preparation, and scalability; differences in the models used for each engine
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and differences in training results. Overall, these comparisons will also illustrate
differences in scope for both papers, with one aiming for theoretical results and
training precision, while the other focuses on creating a robust implementation for

edge deployment that is open to scalability.

5.1.1 Setup differences

To demonstrate that the proposed architecture is not a 1 to 1 copy of the ZeroDe-
fense framework, a couple of details have been modified to ensure better overall
performance compared to their approach. These modifications range from how the
data is prepared for training to the number of algorithms used and how the engines

interact with each other.

Data preparation

The results of each training session are directly proportional to the amount of data
that is used. Using this rationale, the more data used from the dataset, the better
the results should be for the models. However, for the proposed architecture, the
main limitation for training was the RAM usage on the training server. While the
ZeroDefense paper used the whole CICIoT2023 dataset, the proposed framework
aims to use only one million rows randomly picked from each directory of the dataset
(random picks for attacks and random picks for benign traffic), maintaining a non-
biased training scenario for each model The only exception being the anomaly engine,
where the models must be trained on benign traffic only. This critical detail makes
the performance comparison between the proposed architecture and the ZeroDefense
framework more interesting because if the results are better, it could easily illustrate

the architectural downsides of the original framework.
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Data Scaling and Normalization

Although both architectures use an 80/20 stratified split for training and testing,
a critical differentiation appears in the feature scaling methodology. The origi-
nal framework employed a Z-score standardization [44] to process the network fea-
tures. However, the proposed architecture replaces it with Min-Max Scaling, focus-
ing mainly on simplifying the process. This occurs because, while their framework
uses Z-score standardization for the features, they still need to apply the Min-Max
scaler within the anomaly engine in order to normalize the results in a [0, 1] interval.
Other than that, the scaler has been fitted exclusively on the training distribution,
meaning that all features are mathematically bounded to that interval. Another
advantage it offers is that dataset features with extreme outliers, such as the mas-
sive packet byte counts during a DDoS attack, are blocked from disproportionately

dominating the Euclidean distance calculations within the LOF model.

Data Classification

According to the ZeroDefense paper, the authors aimed to create and test how well a
framework would perform on the CICIoT2023 dataset, meaning that they wanted to
inspect how well each model and engine performs on different classes of data. These
classes are logically differentiated by benign traffic and the 33 types of attacks that
the creators of the dataset tested on the IoT network test bench. The proposed
implementation aims to create a framework that is easy to train and deploy on
an edge gateway, having scalability as a main architectural shaper. In this way,
the proposed implementation only uses two classes: benign traffic and the 33 attack
types, which are combined into one unitary class of attack. This drastically simplifies
the model and engine evaluation, implying a more general view of performance and
a far better training behavior for the models because it allows for the data to be

balanced to the amount of collected benign traffic.
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Supervised engine configuration

The original framework uses a supervised engine composed of four algorithms: Ran-
dom Forest (RF), XGBoost, LightGBM, and TabNet [46], which is a deep neural
network that uses sequential attention mechanisms to mimic the performance of tree-
based models while providing interpretability, making it more efficient on tabular
datasets such as the currently used CICIoT2023 compared to other classic deep-
learning algorithms. The proposed architecture ditches the TabNet algorithm in
order to lower the performance footprint on the gateway, and due to the low perfor-
mance it offered on the ZeroDefense framework, which had a 2603.12 second training
window and a poor macro-average F1-score of 54.55%. By using only the tree-based
algorithms, the proposed system reduces the total computational training time from

the original 6731.84 seconds to 16.32 seconds.

Autoencoder Bottleneck Optimization

The original engine uses a 46-32-46 deep autoencoder architecture, while the pro-
posed architecture uses a much more optimized version of the dataset with only 39
features, making a 39-32-39 architecture too loose for the dynamic physical features
extracted from the dataset. By lowering the bottleneck to just 16 neurons, the im-
plementation forces the neural network to learn a stricter mathematical logic for the

benign traffic, thereby achieving a reconstruction Fl-score of 96%.

5.1.2 Supervised engine results

This section illustrates the differences in performance at the Signature Engine level.
As previously mentioned, the proposed implementation aggregates the 33 specific
attack vectors evaluated in the original ZeroDefense framework into a singular "At-
tack(1)" class that enables binary classification optimized for edge deployment and

execution. Because of this critical difference in classification scope, the following
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evaluation will discuss the metrics obtained from the local implementation while

including the ZeroDefense multi-class results purely as narrative context.

Model-level Evaluation

The individual gradient boosting and tree-based models were evaluated on their
ability to distinguish between normal IoT traffic and malicious spikes. Across all
three classifiers, the proposed binary implementation achieved surprising stability
and consistency, theoretically outperforming the multi-class unbalanced evaluation

reported in the original paper.

e Random Forest: the local RF implementation achieved a general accuracy
of 98.27% with a macro-average F1-score of 0.98. At the class level, the model
demonstrates perfect recall (1.00) for benign traffic and perfect precision (1.00)
for the attack class. As context, the original framework reported a macro-
average Fl-score of 80.5% when evaluating against its 34-class problem, high-
lighting an increased complexity of multi-class categorization in comparison to
a binary approach. The table 5.1 illustrates the local results in a much more

organized layout.

Table 5.1: Random Forest Performance: Class-Level and Macro Averages

Class Precision (%) Recall (%) Fl-score (%)
Benign (0) 97.00 100.00 98.00
Attack (1)  100.00 97.00 98.00
Macro Avg 98.00 98.00 98.00

e XGBoost: the original framework marked XGBoost as the most dominant
model, achieving a 83.97% mean F1-score across its 34 classes. The local im-
plementation benefits from the binary classification and achieves an accuracy

of 98.21% with a macro-average Fl-score of 0.98. Similar to the RF model,
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XGBoost achieves a perfect precision score for the attack class and perfect re-
call for the benign class. This guaranties that when the models flag a payload
as malicious, they are correct. However, the 0.97 recall score for attacks shows

that a small portion of stealthy attacks can still be marked as benign.

Table 5.2: XGBoost Performance: Class-Level and Macro Averages

Class Precision (%) Recall (%) F1l-score (%)
Benign (0) 97.00 100.00 98.00
Attack (1) 100.00 97.00 98.00
Macro Avg 98.00 98.00 98.00

e Light GBM: this evaluation highlights a significant architectural advantage in
the localized framework. The original paper reported a shocking struggle for
this model on the multi-class dataset, reporting a mean Fl-score of 36.41%.
By applying the Min-Max scaler and simplifying the decision boundary to
a binary threshold, the local LightGBM model emerged as a highly reliable
component for the fused engine, with a 98.26% accuracy and a 0.98 macro-

average F'l-score.

Table 5.3: Light GBM Performance: Class-Level and Macro Averages

Class Precision (%) Recall (%) F1l-score (%)
Benign (0) 97.00 100.00 98.00
Attack (1)  100.00 97.00 98.00
Macro Avg 98.00 98.00 98.00

Engine-level evaluation

After the individual performance evaluation, the models were integrated using the
same weighted fusion equation used in the ZeroDefense paper to form the unified

Signature Engine.
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The local fused ensemble achieved an overall accuracy of 98.26% and a macro-
average F'l-score of 0.98. Evaluating the engine at the class level, the metrics demon-

strate overall stability and accuracy for a deployable [oT gateway:
e Benign class (0): Precision: 0.97, Recall: 1.00, F1-Score: 0.98.
e Attack class (1): Precision: 1.00, Recall: 0.97, F1-Score: 0.98

By converting the engine to a binary paradigm, the local ensemble pushes the super-
vised macro-average to a comfortable 0.98, peaking at the performance of its best

standalone models.

Table 5.4: Supervised Engine (Fused Ensemble) Performance

Class Precision (%) Recall (%) F1l-score (%)
Benign (0) 97.00 100.00 98.00
Attack (1)  100.00 97.00 98.00
Macro Avg 98.00 98.00 98.00

To better visualize how the weight system balances the performance of the en-
gine, two plots were generated that show how the macro average and the binary

classification results affect the fused engine results.
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Signature Engine: Standalone Models vs. Fused Performance

1.04
1.02
1.00
§ 0.98 0.98 0.98 0.98 0.98 0.98 0.98 0.98 0.98 0.98 0.98 0.98
~ 0.98
[
=
o
Q
n
0.96
0.94
0.92
0.90

Precision Recall F1-Score

I Random Forest I XGBoost I LightGBM HEEE Fused Engine
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Justification for the Fused Architecture

At a more detailed glance, the macro average F1l-score of the fused ensemble ap-
pears identical to the standalone performance of the individual models. This raises
an important architectural question: does the computational overhead of running a
fused ensemble justify itself over deploying a single, highly performant model?

To answer this, it is important to move away from raw metric analytics to a more gen-
eral view of the architecture and how it responds to attacks. Individual tree-based
models, despite high accuracy, are vulnerable to specific algorithmic blind spots and
can be bypassed by attacks. By utilizing this weighted mechanism, the fusion en-
gine acts as a safety net. In the case where a novel attack bypasses the decision
boundaries of the RF model, XGBoost and Light GBM can compensate, ensuring a
safe degradation rather than a total detection failure. On top of that, because the
detection is dependent on the Inter-Engine Orchestrator and the XAI integration,
the framework relies heavily on calibrated confidence to determine whether to trig-
ger an autonomous iptables drop (> 80% confidence) or to alert the SOC analyst.
A single model can often predict a confidently false positive that heavily influences
the orchestrator. Using the fused engine, these probabilities are reduced, preventing
large quantities of false positive alerts and an autonomous lockout.

Finally, while deploying three classifiers involve a higher computational than deploy-
ing one, the selected algorithms (RF, XGBoost, Light GBM) are more lightweight in

comparison to using heavy DL models, such as the dropped TabNet.

5.1.3 Anomaly engine results

This section focuses on evaluating the unsupervised Anomaly Engine, which is re-
sponsible for detecting zero-day attacks in the traffic. It is critical to first explain a
major methodological difference in how the anomaly models are evaluated in com-

parison to the original ZeroDefense paper. The referenced authors focused on eval-
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uating their individual models exclusively on their ability to detect rare minority
attacks, where the classes containing fewer than 1000 training samples were chosen.
Therefore, they only reported the minority class recall scores to justify their fusion
weights. Furthermore, by adapting the local framework to a balanced binary classi-
fication paradigm, the evaluation process shifts from isolated minority to a general
assessment of the engine’s discriminative power. Each model had its 95th percentile
threshold (6) calculated and was allowed to extract full classification metrics that

allow rigorous model-level and engine-level analysis.

Model-Level Evaluation

The individual unsupervised classifiers were evaluated on their ability to solely dis-
tinguish benign IoT traffic from anomalous payloads based on reconstruction error,

isolation path length, and local density deviation.

e Autoencoder: across the local generalized binary distribution, the optimized
AE with a 16 neuron bottleneck emerges as the overwhelmingly dominant
detector. It achieved a macro-average F'1-score of 0.96, while the high precision
for benign traffic (0.97) and high recall for anomalies (0.97) prove that the
tightened bottleneck helps the classifier learn the mathematical bounds of
normal traffic. For context, the AE was reported as the weakest minority-
attack detector in the original multi-class study, with a general 69.3% recall

for rare attacks.

Table 5.5: Autoencoder (AE) Performance: Class-Level and Macro Averages

Class Precision (%) Recall (%) F1l-score (%)
Normal (0)  97.00 95.00 96.00
Anomaly (1) 95.00 97.00 96.00

Macro Avg 96.00 96.00 96.00
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e Isolation Forest: displayed the weakest general performance, with a macro-
average Fl-score of 0.87. A more careful look at the class-level metrics reveals
the main culprit: a low precision for normal traffic (0.83), which indicates a
high false-positive rate linked to a lower anomaly recall (0.80). This behavior
confirms a theoretical hypotheses that the algorithm’s random-partitioning
trees can struggle to separate genuine anomalies from slight normal telemetry

fluctuations in such uniform IoT environments.

Table 5.6: Isolation Forest (IF) Performance: Class-Level and Macro Averages

Class Precision (%) Recall (%) F1l-score (%)
Normal (0)  83.00 95.00 88.00
Anomaly (1) 94.00 80.00 86.00
Macro Avg 88.00 87.00 87.00

e Local Outlier Factor: The authors favored LOF due to its superior rare-
attack detection (78.4%). The local generalized evaluation confirms its ro-
bustness, achieving a macro-average F1l-score of 0.93. It maintained a strong
balance between benign precision (0.92) and anomaly recall (0.91). Its calcu-
lated @ of 0.0000 strongly highlights the extreme mathematical density of the

benign IoT background traffic.

Table 5.7: Local Outlier Factor (LOF) Performance: Class-Level and Macro Aver-
ages

Class Precision (%) Recall (%) F1-score (%)
Normal (0)  92.00 95.00 93.00
Anomaly (1) 95.00 91.00 93.00

Macro Avg 93.00 93.00 93.00
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Engine-level Evaluation

After the individual performance testing, the models were integrated using the same
weighted anomaly fusion equation established by the authors. A global threshold
of 8 = 0.1423 was dynamically calculated from the 95th percentile of the fused
benign scores. The fused engine achieved an overall macro-average F1-score of 0.96,
perfectly matching the peak performance of the AE model while benefiting from the

theoretical robustness of an ensemble:
e Benign class (0): Precision: 0.97, Recall: 0.95, F1-Score: 0.96
e Attack class (1): Precision: 0.95, Recall: 0.97, F1-Score: 0.96

When evaluating the fused engine, the advantages of the weighted system become
clear. It is capable enough to successfully neutralize the IF’s low results and love
for false positives, lifting the ensemble’s benign precision to 0.97. Furthermore, the
engine proves itself as being a reliable zero-day anomaly detector, thanks to its 0.97
recall score, meaning that it can detect 97% of malicious traffic based purely on

mathematical deviation, without relying on any existing attack signatures.

Table 5.8: Fused Anomaly Engine Performance

Class Precision (%) Recall (%) F1l-score (%)
Normal (0)  97.00 95.00 96.00
Anomaly (1) 95.00 97.00 96.00
Macro Avg 96.00 96.00 96.00

To better visualize how the weight system balances the performance of the en-
gine, two plots were generated that show how the macro average and the binary

classification results affect the fused engine results.
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Anomaly Engine: Standalone Models vs. Fused Performance
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5.2 Deployment Performance

This section illustrates the practical deployment and real-time evaluation of the
proposed IDPS architecture within an isolated, containerized test bench. while the
previous section presented theoretical metrics that prove the mathematical validity
of the models, the deployment phase tests the overall system viability as an active,

real-time edge security gateway.

5.2.1 Setup and configuration

While the ultimate goal for this framework is to deploy it on a physical, resource-
constrained edge device, this proof-of-concept was deliberately deployed in an iso-
lated, containerized environment using Docker. This approach allows for a highly
controlled, observable, and reproducible test bench. The test environment consisted

of two nodes that were deployed on an isolated bridge network:

1. the IDPS Edge Node: serving as the defender and the gateway for the loT

network;

2. the Parrot OS container: serving as the attacker that tries to penetrate or

overwhelm the IoT network;

Furthermore, evaluating destructive, high-volume network threats requires a sterile
environment to prevent accidental degradation of external physical networks. De-
ploying the IDPS and Parrot OS attacker on a dedicated, virtualized Docker network
ensures that the high-volume malicious traffic is safely contained without trigger-
ing ISP (Internet Service Provider) or campus network alarms, while still providing
identical Layer 3 and Layer 4 network behaviors for the models to analyze.

To accurately simulate the computational constraints of an actual IoT gateway, the
IDPS was built on a minimal Python 3.10-slim base image that forces the frame-

work to operate with strict memory and dependency management. Other critical
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system-level dependencies were integrated, including libcap-dev for raw packet
sniffing and iptables for active threat mitigation. Software-wise, the IDPS relies on
tensorflow 2.21.0 for the neural network backend, specifically the autoencoder,
together with xgboost, lightgbm, and dpkt to parse packets from the raw traffic.
On top of that, because the IDPS needs to process raw data and drop malicious
traffic at the kernel level, the container was deployed with NET_ADMIN and NET_RAW
capabilities. Parrot OS, on the other hand, is being set up using a kasmweb im-
age, meaning that the virtual machine can be run inside a web browser, eliminating
many resource constraints imposed by the host machine. In the end, the final setup

directory would look like this:

e Dockerfile: the command list that needs to be run when building the con-

tainers;

e docker-compose.yml: the blueprint that tells docker what each container

should pull, look like and their specific proprieties, or permissions;

e requirements.txt: the libraries list that tells pip what to install in order to

make the final script work;

e thesis models: the directory that contains the exported models from the

Jupyter Lab after training;

e IoT IDPS live.py: the script itself that contains the logic explained in

chapter 3 and chapter 4;
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Figure 5.5: All docker configuration files in place

By successfully deploying the parallel detection engine, XAl translator, and dy-
namic iptables mitigation within this constrained container, the framework mathe-
matically and operationally validates the proposed architecture. This software-first
validation aims to prove that the system’s logic functions in real-time under stress,

establishing a solid foundation for future integration onto physical edge hardware.

5.2.2 Deployment Challenges and Optimizations

The transition from an initial functional test on the host machine to the live Docker
container environment revealed significant framework-level compatibility issues that
forced the script to be adapted. A critical serialization bug has been identified be-
tween the Keras 2 and 3 architectures, where residual quantization_config meta-
data caused the model deserializer to fail during the deployment of the Autoencoder
model. On top of that, Docker’s aggressive layer caching repeatedly masked these
issues, leading to the rebuilding of the containers again and again with no progress.
To fix this, the script was modified to bypass the whole deserialization process, thus
eliminating the error. This was done by exporting only the weights of the classifier,
using a raw .weights.h5 file, and the topological blueprint of 39 — 16 — 39 was
hardcoded inside the final script using the Keras libraries. This way, the serialized

model is no longer present, and the Keras deserializer cannot complain of missing
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metadata, thus allowing the initialization of the models to be completed.

5.2.3 Real-Time Attacks and Interpretation

Once the test bench had been stabilized and the IDPS engine can gather an IP
address within the virtualized network, the real testing phase can begin. The IDPS
engine had been left with the DRY_RUN flag turned on, in order to just see what
the engine is trying to block without actually doing it. The attacks conducted
from the Parrot OS container appear in the CICIoT 2023 dataset as well, therefore
the IDPS engine should be able to detect them properly and block Parrot OS’s IP
address. According to the figure 5.6, the address attributed to the IDPS container

is 172.18.0.2, and the address attributed to the Parrot OS is 172.18.0.3.

Container list © admin v

@ Containers

@ Namel State ack mage reatec IP Address: Published Ports

1721803

17247.0.2

2026-05-14 12:41:52 17218.0.2

Figure 5.6: Atributed addresses for the testing containers seen in Portrainer GUI

(Graphical User Interface)

The attacks that were attempted on the previously presented test bench are as

follows:

1. Reconnaissance (Aggressive Port Scan): An nmap aggressive SYN scan
(-p- -T4 -A) was launched on the edge node to see whether it could receive
and analyze them. Fortunately, the IDPS successfully captured 131,100 pack-

ets within the 5-second capture window, and it was able to mark the malicious
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traffic with a 98.8% High Confidence score, correctly identifying the attacker’s

IP address. The XAI component fails to properly recognize the type of attack,

categorizing it as a classic SYN flood attack;

Figure 5.7: IDPS recognises and blocks the aggressive port scanning

2. DoS attacks (ICMP SYN flood): aim to test the system’s durability
against pure volumetric exhaustion with zero packet variance. In this regard,
an ICMP flood was initiated using the ping -f command. The IDPS parsed
over 500,000 packets per 5-second window without failing, and it registered a
97.2% confidence score. The XAI component seems to struggle with interpre-
tation, the notification stating that it is either a classic TCP SYN flood or an

ICMP SYN flood, therefore calling for a prompt adjustment;

1.
from 172.18.0.3

THREAT ANALY
is likely a ** or Ch f (ping flood) **, where the at

1aust bandwidth,

(DRY RUN) Would block 172.18.0.3 via iptables.

Figure 5.8: IDPS recognises and block the ICMP SYN flood attack

3. Protocol Exhaustion (TCP SYN Flood): a proper SYN flood attack was
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launched with half-open connections in mind, using the hping3 command.
The system processed over 620,000 malformed packets in a single window and
achieved a 98.7% confidence score. This time, the XAI component managed
to properly detect the correct properties of the attack, further emphasizing

that there is a need for prompts reconstruction;

v

ance = 0.00)
i or £

Figure 5.9: IDPS recognises and blocks the TCP SYN flood attack

4. Man in the Middle attack (ARP Spoofing): this rare IoT attack tries
to fool the gateway that the attacker’s MAC (Media Access Control) address
belongs to the router, making this attack sit in layer 2 and layer 3 of the OSI
scheme, using the arpspoof command. At first the IDPS manages to detect
the attacker’s IP address but then it tries to block itself, probably because of
failed SYN-ACK packets that the firewall interprets as a possible attack. The
XAI component makes the interpretation of the result more difficult due to

marking it as a classic SYN flood attack;
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Figure 5.10: IDPS struggles to identify the correct attacker and tries to block itself

5. TCP ACK Fragmentation: compared to the TCP SYN attack, this type of
DoS sends incomplete or broken ACK packets, which the firewalls and IDPS
struggle with because they try to hold the fragments in memory to reassemble
them, crashing the system without a massive spike in bandwidth. The IDPS
fails to properly detect this attack due to its attempt to block itself. It finds
around 25 to 50 packets per traffic window, and the culprit address it identifies
is its own IP. However, an interesting observation is that the IDPS correctly
identifies the attacker’s IP when the attack just starts, proving initial potential
in identifying this silent attack. The XAI component seems to be able to catch
a small amount of detail in the analyzed window where the correct attacker

has been identified;
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Figure 5.11: IDPS shows potential in identifying the correct attacker at the first

glance

5.2.4 Architectural Limitations

While the proposed architecture demonstrates exceptional accuracy and resilience
during high-volume attacks, the real-world deployment also exposed several com-
plex edge cases that include both the Machine Learning analysis and final script
implementation details. These problems include self backstabbing, noise misinter-

pretation, and layer 2 blindness.

TCP Backstabbing Paradox

During rare attacks that include ARP spoofing and fragmented TCP ACK floods,
the IDPS displayed a tendency to classify its own IP address as the main mali-
cious actor, causing a TCP Backscatter false positive paradox. Because the attacker

is trying to flood the closed ports of the edge node, its native Linux kernel auto-
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matically responds with RST/ACK (reset) packets. This behavior is marked by the
IDS engine as malicious due to its high volume of broken packets, thus tending to

backstab itself.

Noise misinterpretation

During non attack scenarios or in moments of relaxation, when most of the traffic
is either refreshing or passing by, the IDPS experiences instability by marking the

clean, healthy traffic as malicious and attempting to block itself again.

Layer 2 blindness

Because the feature extraction pipeline was designed to extract only layer 3 (IP)
and layer 4 (TCP/UDP) traffic, the IDPS becomes blind to data link layer attacks
such as ARP spoofing. This was demonstrated in one of the attacks, where the edge
node was only able to recognize layer 3 traffic and initially tried to block the correct

attacker, eventually moving to block itself afterward.

XAI Contextual Bias and Misinterpretation

During the deployment testing phase, the XAl integration demonstrated contextual
bias. As shown in the generated logs, the Ministral model frequently generalized
various volumetric attacks as "TCP SYN floods", regardless of the actual proto-
col flags triggered in the attack payload. This indicates that the current prompt
structure fails to restrict the LLM’s reasoning, allowing it to generalize based on
training biases rather than strictly analyzing the provided features. Currently, the

component introduces diagnostic confusion rather than assisting the SOC analyst.



5.3 FUTURE STEPS 73

5.3 Future steps

Although the system demonstrated its potential in identifying common attacks from
the IoT space and blocking them, there are still several details that need to be

addressed and fixed. These details include:

e Train on the whole dataset: due to hardware limitations, the training was
performed only on around one million samples from the dataset. The future
goal is to train the models on the entire dataset and overcome the challenges
this goal might impose, such as unbalanced samples for binary categorization

(0: benign, 1: attack)

e Self backstabbing fix: adjust the final script to identify its own and the

router IPs so that they cannot be targeted by the models as malicious

e XAI prompt engineering and context restrictions: a better iteration of
the current generalizing prompt would include stricter rule sets for differen-
tiating protocols and supplying diverse examples of attack signatures in the

system prompt.

e Rare attack testing: due to the partial blindness of the IDPS system against
rare attacks, the main focus will be to extend training on those types of attacks

and readjust the feature extraction engine to better meet those needs

e Enable Layer 2 evaluation: because the ARP spoofing attack was not
identified and most ARP based traffic is ignored on the feature extraction
engine, it is necessary to reconstruct it, making layer 2 analysis possible and
including fixes to the previously mentioned problems that start from this point,

including IP whitelists.

e Implement a self adjusting weights system: although the proposed sys-

tem included a self adjusting weight system for the signature and anomaly
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engine, the time constraints limited the implementation and testing of such a

component of the architecture

e Test on real hardware: to further demonstrate that the IDPS can perform
on low-resource edge devices, it can be deployed on real, computationally

constrained hardware, such as the Raspberry Pi.

e External validation: after improving the previously mentioned issues, the
best testing method is to deploy it on proper edge devices in a real-life scenario.
This way, the framework gets real validation from an external actor, such as

surveillance companies or local authorities that implement smart city solutions.



6 Conclusions

This thesis touched upon the introduction of machine learning and LLM as auto-
mated solutions for active analysis and protection in order to ease the effort of SOC
engineers. The thesis presented a machine learning and LLM based IDPS system for
the IoT infrastructure that analyzes, discovers, blocks, and notifies any malicious
activity related to this type of network. The system was created using the publicly
available CICIoT 2023 dataset, with a focus on creating a robust proof of concept
capable of being deployed on edge gateways. These contributions directly respond

to the research questions formulated in the Section 1.2:

e Addressing RQ1, this research designed a parallel hybrid detection system
for both known and zero-day attacks that uses machine learning and deep
learning algorithms, proving its robustness and speed in identifying threats

while maintaining a strict low-resource footprint required for edge networks.

e To answer RQ2, an LLM-based XAI translator was introduced. By convert-
ing raw feature metrics used by the detection models into human-readable
prompts, the system establishes trust and reduces the SOC analyst’s burden,

calling for manual verification only during low-confidence scenarios.

e In response to RQ3, the framework was successfully upgraded from a passive
monitor to a complete IDPS through an automated blocking component. By
dynamically sending system calls to the iptables firewall, the framework quar-

antines malicious nodes based on Al confidence. Upon testing, this feature was
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kept with the DRY_RUN flag turned on to see which IP addresses the system

would block without pushing the actual rules to the firewall.

e Finally, regarding RQ4, this implementation demonstrates a significant po-
tential impact on the industry by democratizing edge security. It proves that
robust, Al-driven mitigation can be scaled to constrained IoT, IToT, and Smart
City environments without relying on expensive, centralized enterprise hard-

ware.

Discovered Insights

Upon developing the proposed system into a functional proof of concept, a series of

interesting facts have been discovered:

e Training the models is highly dependent on data preparation: as seen in the
performance evaluation between the local framework and the one proposed by
the ZeroDefense paper [23|, the local classifier focused on providing a plain
response (either an attack or not) compared to their approach, where the
prepared data had been unbalanced and portrayed a much more accurate
result in relation to key aspects such as rare attacks for the zero-day-based

models, to which the proposed local implementation is nearly blind.

e The XAI response is highly dependent on the formulated prompt and the data
that it is fed. As seen in the deployment testing phase, Ministral struggled to
properly classify the specific attacks conducted on the Parrot OS VM, where

most of them were noted as TCP SYN flood attacks.

e The proposed implementation has a tendency to self sabotage, meaning that
in passing or refreshing traffic, the classifier thinks that the traffic is malicious

and proposes that its own IP should be blocked.
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Appendix A Code Snippets

Training code

import kagglehub

import glob

import os

import pandas as pd

import numpy as np

from sklearn.model_selection import train_test split
from sklearn.preprocessing import MinMaxScaler

print("--- 1. Downloading/Locating Dataset ---")
path = kagglehub.dataset_download("nikitamanaenkov/large-scale-attacks-in-iot-environment”)

benign_paths = glob.glob(os.path.join{path, "**/Benign_Final/*.csv"), recursive=True)

attack paths = [f for f in glob.glob{os.path.join{(path, "**/*.csv"), recursive=True) if "Benign_Final" not in f]
print("--- 2. Loading RAM-Safe Data Chunk ---")
df_list = []

# Load ~500k Benign (500,000 / 4 files = 125,000)
for file in benign_paths:
try:
temp_df = pd.read_csv(file, nrows=125000)
temp_df['label'] = @
df_list.append(temp_df)
except Exception as e: pass

# Load ~500k Attack
rows_per_attack = 500000 // len(attack_paths)
for file in attack paths:
try:
temp_df = pd.read_csv(file, nrows=rows_per_attack)
temp_df['label'] =1
df_list.append(temp_df)
except Exception as e: pass

df = pd.concat(df_list, ignore_index=True)

print("--- 3. Cleaning & Balancing Data (Undersampling) ---")
# 3a. Drop completely empty columns and remove infinities

df = df.dropna(axis=1, how='all")

df.replace([np.inf, -np.infl, np.nan, inplace=True)

df = df.dropnalaxis=08, how='any')

Figure A.1: Data preparation 1



APPENDIX A. CODE SNIPPETS A-2

print(f"Row counts before balancing:\n{df['label’].value _counts()}")
# 3b. Find the size of the smaller class
min_class size = df['label'].value counts(}).min()

print{f"\nBalancing dataset to exactly {min_class_size} rows per class...")

# 3c. Group by the label, and randomly sample exactly 'min class size' rows from each
df = df.groupby('label’').sample(n=min_class_size, random_state=42).reset index(drop=True)

# 3d. Shuffle the final dataframe completely
df = df.sample(frac=1, random state=42).reset_ index(drop=True)

print{f"Final balanced distribution:\n{df['label’'].value_counts{)}")

print{"\n--- 4. Extracting X and y ---")

# Separate features and labels

y = df['label’]

X = df.drop(columns=['label']).select_dtypes({include=[np.number])
X.columns = X.columns.str.replace(' ', ' ")

print({f"Data extraction complete! Total rows ready for split: {df.shape[8]}")

print("--- 5. Splitting Data ---")
# ALWAYS split before scaling to prevent data leakage!
X_train, X test, y train, y test = train_test split(X, y, test size=0.2, random state=42, stratify=y)

print("--- 6. Scaling Features (Crucial for AE & LOF) ---")

# Fit the scaler ONLY on X train, then transform both

scaler = MinMaxScaler()

X_train_scaled = pd.DataFrame(scaler.fit_transform(X_train}, columns=X_train.columns, index=X_train.index)
X_test_scaled = pd.DataFrame(scaler.transform(X_test), columns=X_test.columns, index=X_test.index)

print{f"\nSuccess! Ready for Anomaly & Signature Detection.")
print({f"X_train_scaled shape: {X_train_scaled.shape}")

Figure A.2: Data preparation 2

--- 1. Downleoading/Locating Dataset ---

--- 2. Loading RAM-Safe Data Chunk ---

--- 3. Cleaning & Balancing Data (Undersampling) ---
Row counts before balancing:

label
[i] 499978
1 499490

Name: count, dtype: inte4

Balancing dataset to exactly 499490 rows per class...
Final balanced distribution

label
[¢] 499490
1 499498

Name: count, dtype: inté4

--- 4, Extracting X and y ---

Data extraction complete! Total rows ready for split: 998980
--- 5, Splitting Data ---

--- 6. Scaling Features (Crucial for AE & LOF)} ---

Success! Ready for Anomaly & Signature Detection.
¥ _train_scaled shape: (799184, 39)

Figure A.3: Data preparation results



APPENDIX A. CODE SNIPPETS

import numpy as np

import pandas as pd

from sklearn.ensemble import IsolationForest

from sklearn.neighbors import LocalOutlierFactor
from sklearn.preprocessing import MinMaxScaler
from tensorflow.keras.models import Model

from tensorflow.keras.layers import Input, Dense
from tensorflow.keras.optimizers import Adam

from sklearn.metrics import classification report
import time

print("--- Preparing Data for Ancmaly Detection ---")

# 1. Tsolate ONLY the Benign traffic from the training set for the Autoenceder
# Assuming y train is @ for Benign and 1 for Attack

benign_indices = (y_train == 0)

X_train_benign = X_train_scaled[benign_indices.values]

print(f"Total training samples: {X train.shapel@1}")
print(f"Benign-only samples for AE training: {X train_benign.shapel[01}")
anomaly_start_time = time.time()

#

# 1. AUTOENCODER (AE)

#

print("\n--- Building & Training Autoencoder ---")

input_dim = X train_scaled.shapell] # Should be ~46 based on CICIoT2023

# Build the 46-32-46 architecture

input_layer = Input{shape=(input_dim,))

# Compression layer (Encoder)

hidden_layer = Dense(16, activation='sigmoid')(input_layer)

# Reconstruction layer (Decoder)

output layer = Dense(input dim, activation='sigmoid')(hidden layer

ae _model = Model(inputs=input layer, outputs=output layer)
ae_model.compile(optimizer=Adam(learning rate=08.08001), loss='mse')

Figure A.4: Anomaly engine training 1

# Train EXCLUSIVELY on benign traffic
ae_start = time.time()
ae_model.fit(X train_benign, X train benign,
epochs=100,
batch_size=128,
validation split=0.0001,
verbose=1)
ae_time = time.time() - ae start
print(f"Autoencoder training time: {ae_time:.2f} seconds")

# Calculate Reconstruction Error (This is the AE's "Anemaly Score")

# We test it on the mixed X test set to see how it reacts to attacks

ae predictions = ae model.predict{X test scaled)

# The score is the Fuclidean norm (Mean Squared Error) between the original and reconstructed input
ae_scores = np.mean(np.square(X_test_scaled - ae_predictions), axis=1)

#

# 2. ISOLATION FOREST (IF)

#

print("\n--- Training Isolation Forest ---")

# Lower contamination to 0.05 since we are feeding it strictly benign data
if model = IsolationForest(n estimators=18@, max samples=256, contamination=0.85, random_ state=42)

# FIX: Train ONLY on Benign data!

if start = time.time()

if model.fit(X train_benign)

if time = time.time() - if start

print(f"Isolation Forest training time: {if time:.2f} seconds")

if scores = -1 * if model.score samples(X test scaled)
#

# 3. LOCAL OUTLIER FACTOR (LOF)

#

print("\n--- Training Local Outlier Factor ---")

lof model = LocalOutlierFactor(n_neighbors=20, metric='euclidean', novelty=True)

# FIX: Train ONLY on Benign data!

lof_start = time.time()

lof model.fit(X train benign)

lof time = time.time(} - lof start

print(f"LOF training time: {lof_time:.2f} seconds")

Figure A.5: Anomaly engine training 2



APPENDIX A. CODE SNIPPETS A4

lof scores = -1 * lof model.score samples(X test scaled)
#

# 4. NORMALIZATION & FUSION

#

total_anomaly_time = time.time() - anomaly_start_time
print(f"\n[TOTAL ANOMALY ENGINE TRAINING TIME: {total anomaly time:.2f} seconds]")

print("\n--- Normalizing and Fusing Anomaly Scores ---")
scaler = MinMaxScaler()

# Reshape scores for the scaler, fit_transform, and flatten back out

ae_scores_norm = scaler.fit_transform(ae_scores.reshape(-1, 1) if not isinstance(ae_scores, pd.Series) else ae_scores.values.reshape(-1, 1)).flatten()
if_scores_norm = scaler.fit_transform(if_scores.reshape(-1, 1)).flatten()

lof scores norm = scaler.fit transform(lof scores.reshape(-1, 1}).flatten()

# Fuse them using the exact weights optimized by the authors
fused anomaly scores = (0.3 * if scores norm) + (0.3 * ae scores norm) + (0.4 * lof scores norm)

print("Process Complete! We now have a unified [@ to 1] Anomaly Score for every packet.")

#
# 5. EVALUATION: INDIVIDUAL VS FUSED
#
print("\n--- Calculating Individual Thresholds (Theta) ---")
# Identify which rows in our test set are genuinely benign

benign_test mask = (y test == 0).values if isinstance(y test, pd.Series) else (y test == @)

# Calculate individual thresholds based on the 95th percentile of normal traffic
theta_ae = np.percentile(ae_scores_norm[benign_test_mask], 95)

theta_if = np.percentile(if_scores_normlbenign_test maskl, 95)

theta lof = np.percentile(lof scores norm[benign test maskl, 95)

# Generate hard predictions (@ or 1) based on individual thresholds

ae _predictions = (ae_scores_norm > theta_ae).astype(int)
if predictions = (if scores norm > theta if).astype(int)
lof_predictions = (lof_scores_norm > theta_lof).astype(int)

Figure A.6: Anomaly engine training 3

print("yn--- Individual Anomaly Model Performance ---")

print(f"\n[Autoencoder (AE)] - Individual Theta: {theta_ae:.4f}")
print(classification report(y test, ae predictions, target names=['Mormal (@)', 'Anomaly (1)']}}

print(f"s\n[Isolation Forest (IF)] - Individual Theta: {theta_if:.4f}"})
print(classification_report(y_test, if_predictions, target_names=['Normal (@)', 'Anomaly (1)']))

print(f"\nlLocal Outlier Factor (LOF)] - Individual Theta: {theta lof:.4f}")
print{classification report(y test, lof predictions, target names=['Normal (@)', 'Anomaly (1)'1))

print{"\n== ")

print("\n--- ZeroDefense FUSED Anomaly Engine Performance ---")
theta fused = np.percentile(fused anomaly scores[benign_test mask], 95)

fused predictions = (fused_anomaly scores > theta_ fused).astype(int)

print(f"Fused Threshold (Theta): {theta_fused:.4f}")
print{classification report(y test, fused predictions, target names=['Mormal (@)', 'Anomaly (1)'1))

Figure A.7: Anomaly engine training 4
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--- Preparing Data for Anomaly Detection ---
Total training samples: 799184
Benign-only samples for AE training: 399592

--- Building & Training Autoencoder ---
Epoch 1/108

3122/3122 ——————————————— 15 248us/step - loss: 8.1766 - val loss: 0.1484
Epoch 2/100
3122/3122 - 1s 235us/step - loss: 0.1260 - val less: 0.1024
Epoch 3/100
3122/3122 ———————————— 15 232us/step - loss: 0.0839 - val_loss: 0.0665
Epoch 4/100
3122/3122 ——————————— 1s 238us/step - loss: 8.0530 - val_loss: 0.0428
Epoch 5/108
3122/3122 —————— 15 229us/step - loss: 0.0329 - val loss: 0.8272
Epoch 6/100
3122/3122 —————————— 1s 234us/step - loss: 0.0213 - val_loss: 0.0192
Epoch 7/100
3122/3122 ————————————— 15 239us/step - loss: 0.0152 - val_loss: 0.0151
Epoch 8/108
3122/3122 ——————————— 1s 236us/step - loss: 8.0122 - val_loss: 0.0131
Epoch 9/108
3122/3122 - 15 241lus/step - loss: 0.0108 - val less: 0.0122
Epoch 16/180
3122/3122 —————————— 1s 23%us/step - loss: 0.0101 - val_loss: 0.0116
Epoch 117180
3122/3122 ———————————— 1s 233us/step - loss: 0.0097 - val_loss: 0.0113
Epoch 127180
3122/3122 ————————————————— 15 228us/step - loss: 8.00894 - val loss: 0.0118
Epoch 13/160
3122/3122 - 1s 229us/step - loss: 0.0092 - val less: 0.0107
Epoch 14/100
3122/3122 ——————————————— 15 227us/step - loss: 0.0090 - val_loss: 0.0104
Epoch 157180
3122/3122 ———————————— 1s 228us/step - loss: 8.0887 - val_loss: 8.6161
Epoch 16/180
3122/3122 ——————————————— 15 225us/step - loss: 0.0884 - val loss: 0.0897
Epoch 17/160
3122/3122 - 1s 23lus/step - loss: 0.0081 - val loss: 0.0093
Epoch 18/100
3122/3122 —————————————— 15 226us/step - loss: 0.0078 - val_loss: 0.0088

Figure A.8: Anomaly engine training results 1

Epoch 19/180

3122/3122 ——————————— 1s 238us/step - loss: 8.0874 - val_loss: 0.0084
Epoch 20/180
3122/3122 ————————————— 15 236us/step - loss: 8.0871 - val loss: 0.0879
Epoch 21/160
3122/3122 - 1s 234us/step - loss: 0.0067 - val loss: 0.0074
Epoch 22/100
3122/3122 ——————————————— 15 231lus/step - loss: 0.0063 - val_loss: 0.0070
Epoch 23/180
3122/3122 ———————————— 1s 234us/step - loss: 8.0859 - val_loss: 8.0865
Epoch 24/180
3122/3122 15 234us/step - loss: 0.0056 - val loss: 0.0062
Epoch 25/160
3122/3122 ——————————— 1s 235us/step - loss: 0.0053 - val_loss: 0.0058
Epoch 26/100
3122/3122 ——————————————— 15 229us/step - loss: 0.0050 - val_loss: 0.0056
Epoch 27/180
3122/3122 —————————————— 15 228us/step - loss: 0.0847 - val_loss: 0.0653
Epoch 28/180
3122/3122 15 232us/step - loss: 0.0045 - val less: 0.0052
Epoch 29/180
3122/3122 —————————— 1s 229us/step - loss: 0.0044 - val_loss: 0.0050
Epoch 30/180
3122/3122 ———————————— 1s 231lus/step - loss: 8.0842 - val_loss: 0.0049
Epoch 31/188
3122/3122 ——————————————— 15 236us/step - loss: 0.0841 - val loss: 0.0847
Epoch 32/160
3122/3122 15 224us/step - loss: 0.0039 - val loss: 0.0046
Epoch 33/100
3122/3122 ——————————————— 15 228us/step - loss: 0.0038 - val_loss: 0.0045
Epoch 347180
3122/3122 ———————————— 1s 227us/step - loss: 8.0837 - val_loss: 0.0044
Epoch 35/180
3122/3122 —————————————— 1s 235us/step - loss: 8.0835 - val loss: 0.0842
Epoch 36/160
3122/3122 —————————— 1s 236us/step - loss: 0.0034 - val_loss: 0.0041
Epoch 37/100
3122/3122 ————————————— 15 239us/step - loss: 0.0033 - val_loss: 0.0040
Epoch 38/188
3122/3122 ——————————— 1s 248us/step - loss: 8.0831 - val_loss: 0.0638
Epoch 39/180
3122/3122 - 15 240us/step - loss: 0.0030 - val less: 0.0037
Epoch 40/160
3122/3122 ——————————— 1s 225us/step - loss: 0.0029 - val_loss: 0.0036

Figure A.9: Anomaly engine training results 2
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Epoch 41/100

3122/3122 ——————————————— 1s 226us/step - less: 0.0028 - val loss: 0.0034
Epoch 42/100
3122/3122 ————————————— 1s 223us/step - loss: 8.0026 - val loss: 0.0033
Epoch 43/160
3122/3122 e 15 224us/step - loss: 0.0025 - val_loss: 09.0032
Epach 447100
3122/3122 ———————————————— 1s 237us/step - loss: 0.0024 - val loss: 0.0031
Epoch 45/100
3122/3122 —————————————— 1s 230us/step - less: 0.0023 - val loss: 0.0030
Epoch 46/100
3122/3122 ——————————————— 1s 233us/step - less: 0.0022 - val loss: 0.0029
Epach 47/160
3122/3122 —————————————— 15 229us/step - loss: 0.0022 - val_loss: 0.0028
Epach 48/100
3122/3122 ———————————————— 1s 227us/step - loss: 0.0021 - val_loss: 0.0027
Epach 49/100
3122/3122 ——————————————— 1s 229us/step - loss: 0.0020 - val loss: 0.0027
Epoch 50/100
3122/3122 ————————————— 1s 229us/step - less: 0.0020 - val loss: 0.0026
Epoch 51/160
3122/3122 —————————————— 1s 232us/step - loss: 0.0019 - val loss: 0.0026
Epoch 52/160
3122/3122 ———————————— 15 220us/step - loss: 0.0019 - val_loss: 0.0025
Epach 53/100
3122/3122 ———————————————— 1s 224us/step - loss: 0.0018 - val loss: 0.0025
Epoch 54/100
3122/3122 ————————————— 1s 219us/step - less: 0.0018 - val loss: 0.0024
Epoch 55/100
3122/3122 —————————————— 1s 224us/step - less: 0.0017 - val loss: 0.0024
Epoch 56/100
3122/3122 —————————— 15 222us/step - loss: 0.0017 - val_loss: 09.0023
Epach 57/100
3122/3122 ———————————————— 1s 222us/step - loss: 0.0017 - val loss: 0.0023
Epach 58/100
3122/3122 ———————————————— 1s 221us/step - loss: 0.0016 - val loss: 0.0022
Epoch 59/100
3122/3122 —————————————— 1s 224us/step - less: 0.0016 - val loss: 0.0022
Epoch 6@/100
3122/3122 e 15 227us/step - loss: 0.0016 - val_loss: 09.0022
Epoch 61/100
3122/3122 ————————————— 15 226Us/step - loss: 0.0015 - val_loss: 09.0021
Epach 62/100
3122/3122 ——————————————— 1s 231lus/step - loss: 0.0015 - val loss: 0.0021
Epoch €3/100
3122/3122 ——————————————— 1s 224us/step - less: 0.0015 - val loss: 0.0021

Figure A.10: Anomaly engine training results 3

Epoch 64/100

3122/3122 —————————————— 15 231lus/step - loss: 0.0015 - val loss: 0.0020
Epoch 65/108
3122/3122 ——————————— 15 221lus/step - loss: 0.0014 - val_loss: 0.0020
Epoch 66/108
3122/3122 15 222us/step - loss: 0.0014 - val loss: 0.0020
Epoch 67/100
3122/3122 ———————————————— 1s 225us/step - loss: 0.0014 - val loss: 0.0020
Epoch 68/108
3122/3122 —————————————— 15 227us/step - loss: 0.0014 - val_loss: 0.0019
Epoch 69/108
3122/3122 ———————————— 1s 238us/step - loss: 0.0013 - val_loss: 0.0019
Epoch 70/108
3122/3122 15 225us/step - loss: 0.0013 - val loss: 0.0019
Epoch 71/100
3122/3122 ————————————————— 1s 223us/step - loss: 0.0013 - val loss: 0.0019
Epoch 72/100
3122/3122 —————————————— 15 225us/step - loss: 0.0013 - val_loss: 0.0018
Epoch 73/108
3122/3122 ————————————— 15 226us/step - loss: 0.0013 - val_loss: 0.0018
Epoch 74/108
3122/3122 - 1s 227us/step - loss: 0.0012 - val loss: 0.0018
Epoch 75/100
3122/3122 ———————————————— 1s 224us/step - loss: 0.0012 - val loss: 0.0018
Epoch 76/108
3122/3122 —————————————— 15 225us/step - loss: 0.0012 - val_loss: 0.0017
Epoch 77/108
3122/3122 ————————————— 1s 235us/step - loss: 0.0012 - val_loss: 0.0017
Epoch 78/108
3122/3122 15 226us/step - loss: 0.0012 - val loss: 0.0017
Epoch 79/100
3122/3122 ———————————————— 1s 230us/step - loss: 0.0012 - val loss: 0.0017
Epoch 80/108
3122/3122 ————————————— 15 221lus/step - loss: 0.0011 - val_loss: 0.0017
Epoch 81/108
3122/3122 ————————————————— 1s 229us/step - loss: 0.0011 - val_loss: 0.0016
Epoch 827108
3122/3122 15 234us/step - loss: 0.0011 - val loss: 0.0016
Epoch 83/100
3122/3122 ———————————————— 15 230us/step - loss: 0.0011 - val loss: 0.0016
Epoch 84/108
3122/3122 —————————————— 15 229us/step - loss: 0.0011 - val_loss: 0.0016
Epoch 85/108
3122/3122 ——————————————— 1s 233us/step - loss: 0.0011 - val_loss: 0.0016
Epoch 86/108
3122/3122 - 1s 225us/step - loss: 0.0011 - val loss: 0.0015
Epoch 87/100
3122/3122 —————————————— 15 231us/step - loss: 0.001@ - val loss: 0.0015

Figure A.11: Anomaly engine training results 4
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Epoch 88/100
3122/3122
Epoch 89/100
3122/3122
Epoch 90/100
3122/3122
Epoch 91/100
3122/3122
Epoch 92/100
3122/3122
Epoch 93/100
3122/3122
Epoch 94/100
3122/3122
Epoch 95/100
3122/3122
Epoch 96/100
3122/3122
Epoch 97/100
3122/3122
Epoch 98/100
3122/3122
Epoch 99/100
3122/3122

Epoch 100/100

3122/3122

1s

1s

1s

1s

1s

1s

1s

1s

1s

1s

1s

1s

1s

229us/step -
231us/step -
227us/step -
231us/step -
228us/step -
230us/step -
231us/step -
242us/step -
234us/step -
228us/step -
227us/step -
224us/step -

223us/step -

Autoencoder training time: 73.52 secoends

6244/6244

1s

--- Training Isolation Forest ---
Isolation Forest training time: 8.78 seconds

128us/step

--- Training Local Outlier Factor ---
LOF training time: 23.08 seconds

fopt/conda/lib/python3.11/site-packages/sklearn/utils/validation.py:2739

warnings.warn(

[TOTAL ANOMALY ENGINE TRAINING TIME: 110.57 seconds]

--- Normalizing and Fusing Anomaly Scores ---
Process Complete! We now have a unified [ to 1] Anomaly Score for every packet.

loss

loss:

loss:

loss:

loss:

loss:

loss:

loss:

loss:

loss

loss

loss:

loss:

--- Calculating Individual Thresholds (Theta) ---

Figure A.12: Anomaly engine training results 5

Figure A.13: Anomaly engine training results 6

©.8010 - val loss: 0.0015
©.8010 - val loss: 0.0015
©.8010 - val loss: 0.0015
9.9010e-04 - val loss:
9.77652-04 - val_loss:
9.65392-04 - val_loss:
9.5329e-04 - val_loss:
9.4137e-04 - val loss:

9.295%9¢-04 - val loss:

9.1793e-04 - val loss

9.8643e-04 - val loss

8.9507e-04 - val loss:

8.83862-04 - val loss:

--- Individual Anomaly Model Performance ---

[Autoencoder (AE)]

0.

0.

0015

0014

.0014

.0014

.0014

.0014

0014

0014

.0013

.0013

UserWarning: X does not have valid feature names, but LocalOutlierFactor was fitted with feature names

precision

Normal (@) 0.97

Anomaly (1) 0.95
accuracy

macro avg .96

weighted avg 0.96

[Isolation Forest (IF)]

precision

Normal () 0.83

Anomaly (1) 0.94
accuracy

macro avg 0.88

weighted avg 0.88

Individual Theta:

8.0173
recall fl-score

a.
a.

36
36

96
96

.96

- Individual Theta:

recall fl-score

a.
a.

88
86

.87

87

.87

support

99898
99898

199796
199796
199796

0.4570
support

99898
99898

199796
199796
199796

[Local Qutlier Factor (LOF)] - Individual Theta: ©.0800
precision recall fl-score support
Normal (@) 0.92 0.95 8.93 99898
Anomaly (1) 0.95 0.91 8.93 99898
accuracy 8.93 199796
macro avg 9.93 9.93 8.93 199796
weighted avg 0.93 0.93 9.93 199796
--- ZeroDefense FUSED Anomaly Engine Performance ---

Fused Threshold (Theta): 0.1422

precision recall fl-score support
Normal (8) .97 08.95 8.96 99898
Anomaly (1) 0.95 8.97 8.96 99898
accuracy 8.96 199796
macro avg 0.96 0.96 8.96 199796
weighted avg 0.96 0.96 8.96 199796
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from sklearn.ensemble import RandomForestClassifier

from xgboost import XGBClassifier

from lightgbm impert LGBMClassifier

from sklearn.metrics import classification_report, accuracy score
import time

print("--- 7. Initializing and Training Signature Models ---")

rf_model = RandomForestClassifier(n_estimators=18@, class_weight='balanced', random state=42, n_jobs=-1)
xgb _model = XGBClassifier(learning rate=0.1, eval metric='logloss’, random state=42, n_jobs=-1)
1gb_model = LGBMClassifier(boosting_type='gbdt', data_sample_strategy='goss', random_state=42, n_jobs=-1)
sig start time = time.time()

print("Training Random Forest...")

rf_start = time.time()

rf model.fit(X train scaled, y_train)

rf_time = time.time() - rf_start

print(f"Random Forest training time: {rf_time:.2f} seconds")

print("Training XGBoost...")

xgb_start = time.time()

xgb _model.fit(X train scaled, y train)

xgb _time = time.time() - xgb start

print(f"XGBoost training time: {xgb_time:.2f} seconds")

print("Training LightGBM...")

1gb_start = time.time()

lgb_model.fit(X_train_scaled, y_train)

lgb time = time.time() - lgb start

print(f"LightGBM training time: {lgb_time:.2f} seconds")

total_sig_time = time.time() - sig start_time
print (f"\n[TOTAL SIGNATURE ENGIME TRAINING TIME: {total sig time:.2f} seconds]")

print("\n--- 8. Extracting Probabilities & Applying Weighted Fusion ---")
# Get probability that the packet is an attack (Class 1)

rf_probs = rf model.predict proba(X test scaled)[:, 1]

xgb_probs = xgb model.predict proba(X test scaled)[:, 1]

1gb_probs = 1gb_model.predict proba(X_test_scaled)[:, 1]

# Get hard predictions for disagreement math
rf_preds = rf_model.predict(X_test_scaled)

xgb_preds = xgb_model.predict(X_test scaled)
1gb preds = lgb model.predict(X test scaled)

Figure A.14: Signature engine training 1

# Apply the ZeroDefense weighted fusion multipliers
w_xgb, w_rf, w lgb = ©.39, 0.33, 0.28
fused_attack_probs = (w_xgh * xgb_probs) + (w_rf * rf_probs) + (w_lgb * lgb_probs)

# Final decision: Is the fused probability »= 50%7?
final predictions = (fused attack probs == 0.5).astype(int)

# Calculate inter-classifier disagreement
model_predictions matrix = np.column_stack((rf_preds, xgb_preds, lgb_preds))
disagreement scores = np.std(model predictions matrix, axis=1)

# --- REPLACED SECTION 9 ---
print("\n--- 9. Individual Classifier Performance ---")

print("\n[Random Forest Perfarmance]")
print(f"Accuracy: {accuracy score(y test, rf preds) * 100:.2f}%")
print(classification_report(y_test, rf_preds, target_names=['Benign (@)", 'Attack (1)'1))

print("\n[XGBoost Performance]")
print(f"Accuracy: {accuracy score(y_test, xgbh preds) * l00:.2f}%")
print(classification_report(y_test, xgb_preds, target_names=['Benign (@)', 'Attack (1)'])}

print("\nl[LightGBM Performancel")
print(f"Accuracy: {accuracy score(y_test, lgbh _preds) * lee:.z2fis")

print(classification report(y test, lgb preds, target names=['Benign (@)', 'Attack (1)']))
print("\n ")
print("\n--- 10. ZeroDefense Ensemble Performance ---")

print(f"Accuracy: {accuracy score(y test, final predictions) * le@:.2f}%")
print("\nClassification Report:")
print(classification_report(y_test, final_predictions, target_names=['Benign (®8)', ‘Attack (1)']))

Figure A.15: Signature engine training 2
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--- 7. Initializing and Training Signature Models ---

Training Random Forest...

Random Forest training time: 14.36 seconds
Training XGBoost...

XGBoost trainming time: 0.79 seconds
Training LightGBM...

[LightGBM] [Infol Number of positive: 399592, number of negative: 399592
[LightGBM] [Infol Auto-choosing row-wise multi-threading, the overhead of testing was ©.141279 seconds.
You can set “force row wise=true’ to remove the overhead.

And if memory is not enough, you can set "force col wise=true’

[LightGBM] [Info] Total Bins 4348

[LightGBM] [Infol Mumber of data points in the train set: 799184, number of used features: 39

[LightGBM] [Infol Using GOSS

[LightGBM] [Infol [binary:BoostFromScorel: pavg=0.500800 -> initscore=0.000000

LightGBM training time: 1.20 seconds

[TOTAL SIGNATURE ENGINE TRAINING TIME: 16.35 seconds]

--- 8. Extracting Probabilities & Applying Weighted Fusion ---

Figure A.16: Signature engine training results 1

--- 9. Individual Classifier Performance ---

[Random Forest Performance]
Accuracy: 98.27%

precision

Benign (0) 0.97

Attack (1) 1.00
accuracy

macro avg 0.98

weighted avg 0.98

[XGBoost Performance]
Accuracy: 98.21%

precision

Benign (@) 8.97

Attack (1) 1.00
accuracy

macro avg 0.98

weighted avg 0.98

[LightGBM Performancel
Accuracy: 98.26%

precision

Benign (@) 8.97

Attack (1) 1.00
accuracy

macro avg 0.98

weighted avg 0.98

recall fl-score

1.00 @.98
0.97 @.98

@.98
0.98 @.98
0.98 @.98

recall fl-score

1.00 @.98
0.97 @.98

@.98
0.98 0.98
0.98 @.98

1.00 @.98
0.97 @.98

@.98
0.98 @.98
0.98 @.98

support

99898
99898

199796
199796
199796

support

99898
99898

199796
199796
199796

support

99898
99898

199796
199796
199796

Figure A.17: Signature

engine training results 2
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--- 18. ZeroDefense Ensemble Performance ---
Accuracy: 98.206%

Classification Report:

precision recall fl-score support

Benign (@) 0.97 1.00 ©.98 99898
Attack (1) 1.00 0.97 0.98 998938
accuracy 0.98 199796
macro avg 0.98 0.98 0.98 199796
weighted avg 0.98 0.98 0.98 199796

Figure A.18: Signature engine training results 3

import numpy as np
impert requests
impert json

print("--- 18. Top-Level Engine Fusion (The Orchestrator) ---"

# 1. Define the dynamic weights for the two main engines

# Starting at a 50/50 split, but these will adjust over time based on human feedback!
w_signature = 0.50

w_anomaly = 8.50

# 2. Combine the final scores from both engines
# We use fused attack probs from the Signature Engine and fused anomaly scores from the Anomaly Engine
final_hybrid score = (w_signature * fused attack probs) + (w_anomaly * fused anomaly scores)

# 3. Determine the final system prediction (Threshold at 8.5)
final_hybrid_prediction = (fimal_hybrid score == 0.5).astype(int)

# 4. Calculate Absolute Confidence (Distance from the 0.5 threshold)
# If score is 0.95, confidence is 95%. If score is 0.40 (Prediction @), confidence is 60%.
confidence = np.where(final_hybrid prediction == 1, fimal hybrid score, 1 - final_hybrid score)

print("\n--- 11. Routing Traffic based on Confidence ---")
# 5. Split packets based on the 60% confidence threshold
high_confidence indices = np.where(confidence >= 0.60)[0]
low_confidence_indices = np.where(confidence < 0.60)[0]

print(f"High Confidence Packets (Auto-Resolved): {len(high_confidence indices)}")
print(f"Low Confidence Packets (Human-in-the-Loop): {len(low_confidence indices)}")

print("\n--- 12. XAI Integration (Ministral) ---"
# Set up Mistral API
url = "https://api.mistral.ai/v1l/chat/completions"
headers = {
"Content-Type": "application/json",
"Accept": "application/json”,
"Authorization": "Bearer " # =-- INSERT KEY HERE

Figure A.19: Fused engine 1
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A-11

#
# SCENARIO A: LOW CONFIDENCE (Human-in-the-Loop)
#
if len(low confidence indices) > @:

target_idx = low_confidence_indices[@]

packet features = X test.ilocltarget idx].to dict()

print(f"\n[Triggering Human-in-the-lLoop for Packet Index {target_idx}1")

print(f"System Confidence: {confidenceltarget idx]*10@:.2f}%")

decision_prompt = f"""

You are an expert SOC analyst. Our hybrid IDS (Signature + Anomaly) has low confidence ({confidenceltarget idx]1*100:.2f}%) about this packet.

Raw features:
{json.dumps({packet_features, indent=2)}

Provide a decision prompt for the human admin:
1. Briefly analyze the anomaly or signature risk
2. Recommend either [Block] or [Allow].

Keep it under 3 sentences.

data = {"model"”: "ministral-3b-latest", "messages": [{"role": "user", "content": decision_prompt}]}

response = requests.post(url, headers=headers, json=data)

if response.status code == 200:
print("\n--- MINISTRAL DECISION PROMPT ---")
print(response.json()['choices'][8]['message']["content'])
else:

print(f"API Error: {response.status code

Figure A.20:

#
# SCENARIO B: HIGH CONFIDENCE (Auto-Notification)
#
if len(high confidence indices) > 8:

target_idx = high_confidence_indicesi@]

packet features = X test.ilocltarget idx].to dict()

action = "BLOCKED via iptables" if final hybrid predictionltarget idx] == 1 else "ALLOWED passing network"

Fused engine 2

print(f"\n[Triggering High Accuracy Motification for Packet Index {target_idx}]")

print(f"System Confidence: {confidence[target_idx]*108:.2f}%")

notification_prompt = f"""

You are an automated IDS reporting tool. The system successfully {action} a packet with high confidence ({confidenceltarget idx]*100:.2f}%).

Raw features:
{json.dumps(packet features, indent=2)}

Write a l-sentence automated log entry summarizing why this packet was {action}

data = {"model"”: "ministral-3b-latest", "messages": [{"role": "user", "content": notification prompt}]}

response = requests.post(url, headers=headers, json=data)

if response.status code == 200:
print("\n--- MINISTRAL AUTOMATED LOG ---")
print(response.json()['choices'][08]['message']["content'])
else:

print(f*API Error: {response.status code}")

Figure A.21:

Fused engine 3
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-- 18. Top-Level Engine Fusion (The Orchestrator) ---

-- 11. Routing Traffic based on Confidence ---
High Confidence Packets (Auto-Resolved): 185425
Low Confidence Packets (Human-in-the-Loop): 14371

-- 12. XAT Integration (Ministral) ---

[Triggering Human-in-the-Loop for Packet Index 1]
System Confidence: 57.66%

-- MINISTRAL DECISION PROMPT ---
**Decision Prompt for SOC Admin:**

This packet exhibits **extremely high TCP traffic rate (15,878 pps)** with **no flags (SYN/RST/ACK) or protocol diversity**-suggesting a potential **synthetic attack, port scan
ning, or DoS probe** (e.g., SYN flood or brute-force). The low confidence (57.66%) and lack of HTTP/HTTPS context further raise suspicion. Given the **consistent 60-byte payloa
d size** (likely malformed or empty) and **zero variance**, this aligns with suspicious behavior—++[Bleck]** pending further investigation (e.g., correlation with other alerts
or manual inspection).

[Triggering High Accuracy Notification for Packet Index 01
System Confidence: 90.07%

-- MINISTRAL AUTOMATED LOG ---
**"The packet was allowed due to its legitimate TCP-based HTTPS traffic (ACK flag dominant, minimal SYN/PSH flags) with no suspicious anomalies detected in flow metrics."+*

Figure A.22: Fused engine results

import joblib
import os

print("--- Exporting Thesis Architecture ---")
# Create a folder to hold the brains
os.makedirs("thesis_models", exist_ok=True)

# 1. Export the Scaler (CRITICAL!)
joblib.dump(scaler, 'thesis models/feature scaler.pkl®’)

# 2. Export Signature Models

joblib.dump(rf model, 'thesis models/rf model.pkl®)
joblib.dump(xgb _model, 'thesis models/xgb model.pkl')
joblib.dump(lgb model, 'thesis models/Llgb model.pkl')

# 3. Export Anomaly Models
joblib.dump(if model, 'thesis models/if model.pkl®)
joblib.dump(lof_model, 'thesis models/lof model.pkl')

# 4. Export the Autoencoder (Keras uses its own format)
ae_model.save_weights('thesis _models/ae_model.weights.h5')
# ae model.save('thesis models/ae model.h5")

# 5. Save the Threshold (Theta)

with open('thesis models/theta threshold.txt', 'w') as f:
f.write(str{theta fused))

print("success! ALl models safely exported to disk.")

--- Exporting Thesis Architecture ---
Success! ALl models safely exported to disk.

Figure A.23: Models export code
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from sklearn.preprocessing import MinMaxScaler
import joblib

print("--- Fixing the Scaler Export ---")
# 1. Create a dedicated scaler just for the features
true feature scaler = MinMaxScaler()

# 2. Fit it exactly how we did originally on the 39-feature dataset
true feature scaler.fit(X train)

# 3. Export it, overwriting the broken 1-feature scaler
joblib.dump(true feature scaler, 'thesis models/feature scaler.pkl'}
print("Success! The 39-feature scaler is safely exported.”)

--- Fixing the Scaler Export ---
Success! The 39-feature scaler is safely exported.

Figure A.24: scaler export
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Final script code

subprocess
dpkt

joblib
numpy np
EULEH]

load_model

ag_number
flag_number
unt HTTP
uop DHCP
AVG Std

joblib.1
joblib

1d (Theta):

packet_sizes
start_time packet_bu
end_time packet_buffer
src_ips
p, buf packet_buffer
eth = dpkt.ethernet.Ethernet (buf

eth data, dpkt.ip.IP
ip = eth.data

src_ip_str socket . i
src_ips[src_ip_str

Figure A.26: Final script 2

{theta:.
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ip.data, dpkt.tcp
ip.data

tep. flags & dp TH_| features
tcp. flags & dpkt TH_! features
tep. flags & dpkt. tc | Teatures
tcp. flags & dpkt.tcp.TH_ features
i ip.data, dpkt.udp.UDP
feature P 1
feature ol_Type 17
e(ip.data, dpkt.icmp
ICMP
feature

len(packe
features
features
features
features
Teatures
features

duration i start_time

features| Number duration

top_ip = max(src_ips sTc_ips.get src_ips Unknown

Figure A.27: Final script 3

data

response

ning in

window_start time . time
TIue

packet_bytes, _ = raw_socket.r
current_time time. ti

packet_buffer (current_time, packet_bytes)

current_time window_start WINC
1(packet_buff
print 1[>] Analyzing window

live_df, target_ip

Figure A.28: Final script 4
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live_df [ Number
print("[*] Ign
packet_buffer

window_start time. ti

live_scal

rf_prob rf_model
xgb_prob = xgb_model.pr
lgb_prob = 1gb_model.pr

fused_attack_prob

ae_pred
ae_s

if score
lof_score 1

ae_model.p
np

fused_anomaly
is_anoma

w_signature, w_anomaly
hybrid_score
final_prediction = 1

confidence hybrid_score

final_prediction 1
pri ™[!] HIGH

print("[*] Gener.
Teport_prompt

Counts: TCP
YN {live_df[

nt'].values[@]),

in what type of at

AL THREAT ANALYSIS ---
1(zeport_prompt)

print(£'[*] (D

Tun(["ipt -A

INPUT
[+] Human aut e

print iptable

print(f[+] Traffic nozmal. Confidence:

packet_buffer

window_start = time.time

w_signature
hybrid_score

FIDENCE

values
ed window:

Traffic s non-IPv4

scaled.values - ae_pred)

live scaled

w_anomaly

final_

confidence
ATTACK DET

from IP (target_ip

., upP
ACK {11

ICMP

s dan

iance

DROP"]

{confidence

rconfidence*1

Llive_df[ ' ICMP']

live_

r background

df.columns

1gb_prob

lof_score

is_anomaly

hybrid_score

from {target_ip}"

values[0

live_df[

Figure A.30: Final script 6

. Top 1P

target_ip}. R
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Docker setup files

Figure A.31: docker-compose.yml

FROM py
ENV PYTHONUNBUFFERED=1

WORKDIR /¢

requirement

Figure A.32: Dockerfile
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reques

Figure A.33: requirements.txt

Attack commands

root@97b315a6881d
#nmap -p- -T4 -A 172.18.0.2
Starting Nmap 7.945VN ( https://nmap.org ) at 2026-85-27 15:19 UTC
Nmap scan report for thesis_edge_node.dockersetup_isolated_test_net (172.18.9.2)
Host is up (©.000083s latency).
65535 scanned ports on thesis_edge_node.dockersetup_isolated_test_net (172.1
.2) are in ignored states.
shown: 65535 closed tcp ports (reset)
Address: 4E:71:9F:@D:E4:B8 (Unknown)
many fingerprints match this host to give specific 0S details
Network Distance: 1 hop

TRACEROUTE
HOP RTT ADDRESS
1 @.08 ms thesis_edge_node.dockersetup_isolated_test_net (172.18.0.2)

0S and Service detection performed. Please report any incorrect results at https
1/ /nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 3.55 seconds

Figure A.34: Aggressive port scan

root@7b315a6881d
#ping -f 172.18.0.2
PING 172.18.0.2 (172.18.0.2) 56(84) bytes of data.
A
--- 172.18.0.2 ping statistics ---
1486974 packets transmitted, 1486974 received, 0% packet loss, time 296@7ms
rtt min/avg/max/mdev = ©.007/0.009/2.020/0.003 ms, ipg/ewma ©.019/0.008 ms

Figure A.35: ICMP flood

root@97b315a6881d
#hping3 -5 --flood -V -p 80 172.18.0.2
using eth®, addr: 172.18.9©.3, MTU: 1500
HPING 172.18.0.2 (eth® 172.18.©.2): S set, 4@ headers + @ data bytes
hping in flood mode, no replies will be shown

AC

--- 172.18.9.2 hping statistic ---

761797 packets transmitted, @ packets received, 100% packet loss
round-trip min/avg/max = @.0/@.0/0.0 ms

Figure A.36: TCP SYN flood
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NI N S N N

162
ACClea

162:4
14
14
14
14

root@97b315a6881d
#arpspoof

ref:
ref:
ref:

T
ref:
ref:
193
193
193
193

b
b
b:
b:
b
b

ning u

93
93
93
93
93
93

-i ethe

p and

de:
de:
de:
de:
de:

-t 172.18.0.2

171:9F:d:

re-arping targets...
b8 0806
b8 0806

root@97b315a6881d

#hping3 -A -f -p 80 172.18.08.2
(eth® 172.18.0.2):
.0.
18.
18.
18.

HPING 172.18.0.2
ip=172.
ip=172.
ip=172.
ip=172.
ip=172.
ip=172.
ip=172.
ip=172.
ip=172.
ip=172.
ip=172.
ip=172.
ip=172.
ip=172.
ip=172.
ip=172.
ip=172.
ip=172.

len=40
len=40
len=40
len=40
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len=40
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len=40
len=40
A c

18
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18.
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18.
18.
18.

18
18

18.
18.
18.
18.

2 0 0 0 0 0 9000000808 e e
MR R NMNMNMNRNRNNMNDMNNRLRNRDNRNN

2

--- 172.18.0.2 hping
18 packets transmitted, 18 packets received,
round-trip min/avg/max = ©.2/0.6/1.0 ms

Figure A.38: TCP ACK flood with brocken packets
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