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ABSTRACT Modern healthcare is increasingly relying on Remote Patient Monitoring (RPM) systems,
which continuously collect health data and provide the ability to monitor patients in real-time. RPM
systems are extremely susceptible to cyber threats due to their growing reliance on interconnected devices
and hence need comprehensive security. Al has emerged as a crucial technology for addressing security
issues in RPM systems. The objective of this survey is to understand the impact on the security of RPM
systems by integrating Artificial Intelligence (AI) with threat intelligence. This survey analyzed 86 research
articles from leading databases related to Al models, security of RPM systems, anomaly detection, and
architectural solutions, in addition to 24 articles related to existing RPMs. This survey article emphasizes that
RPM systems become much more resilient when automated attack mitigation, real-time anomaly detection,
and predictive analytics are provided by Al-powered models. To secure the sensitive data in RPM, this
survey discusses how Al can be applied to various architectural solutions, including edge computing, cloud
integration, blockchain technology, and Federated Learning (FL). Furthermore, the benefits and challenges
of deploying Al-driven threat intelligence, cross-platform compatibility, and the need for explainable Al to
improve trust in automatically made decisions are presented. Moreover, this review highlights research gaps,
including the necessity of comprehensive end-to-end architectures for maintaining security and privacy in
RPM systems. It is revealed through this survey that Al-powered threat intelligence enhances RPM security
considerably due to its ability of continuous monitoring, adaptive defense mechanisms, and early detection
of threats. However, challenges such as the explainability of Al models persist and necessitate continued
innovation. The survey paper suggests integrating Al-enhanced threat Detection as a Service (TDaas) that
implements FL to transform the existing RPM security system, and ultimately contributes to a secure and
reliable threat detection system in healthcare. This review provides a roadmap for future research in the
area of Al-driven threat intelligence security for RPM systems and offers insights for developing resilient
healthcare infrastructure.

INDEX TERMS Remote patient monitoring (RPM), telemedicine, human digital twin (HDT),
pseudonymization, security, privacy, cloud, artificial intelligence, cyber threat intelligence (CTI), HIPAA,
GDPR, machine learning, federated learning, anomaly detection, threat detection, healthcare security,
personalized healthcare.

I. INTRODUCTION
With the growing adoption of Remote Patient Monitoring
The associate editor coordinating the review of this manuscript and (RPM) systems, it is possible for healthcare providers to
approving it for publication was Shadi Alawneh . continuously monitor patients in real-time, offering timely
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involvements and reducing hospital re-admissions. RPM
provides medical professionals with up-to-date patient vital
sign data, medication compliance, and lifestyle decisions
using a range of technological tools, such as wearables
and mobile applications. Owing to the ability to receive
personalized care and timely interventions, patients with
chronic illnesses stand to benefit the most from this change
in healthcare management, from reactive to proactive.

Healthcare businesses are desirable targets for cybercrim-
inals to exploit infrastructure flaws because they employ
cutting-edge technologies which may not be properly
secured. Health data is highly sensitive and hence it is
necessary to implement robust security measures. A breach of
health data can result in identity theft, compromising patient
safety and even leading to financial loss. The privacy of
patient data is a priority in the healthcare sector. Unauthorized
access to data and data breaches can result in potentially
dangerous outcomes, such as privacy violations and threats to
patient safety [1]. Consequently, it has become imperative to
conduct research and development in the area of RPM system
security.

Data encryption, secure transmission, and compliance
with HIPAA and GDPR are some of the few challenges
encountered by the present conventional methods used for
threat detection. However, they are not adequate to address
the evolving threat landscape encountered by EPM systems.
Hence, there is a need to develop a secure, scalable, and
interoperable architecture that addresses these challenges
in addition to enhancing personalized healthcare delivery.
Artificial Intelligence (AI) can revolutionize cybersecurity
by enhancing threat intelligence. Threat intelligence driven
by Al increases the accuracy and precision of RPM systems
in detecting anomalies and assessing potential risks. It also
aids in responding swiftly and efficiently to attacks. Machine
learning (ML) algorithms enable Al models to analyze a
large amount of patient data, device interactions, and network
traffic, in addition to detecting anomalies that may cause a
security breach.

A. MOTIVATION

Conventional cybersecurity measures have shortcomings in
terms of securing RPM systems. As dependence on these
systems increases, it is necessary to identify and mitigate the
challenges of existing cybersecurity measures. Hence, robust
security solutions are required that can predict, identify, and
eliminate the potential security threats before they can cause
harm. Recently, Al has been considered to be a robust solution
to these concerns, and this revolutionizing threat intelligence
in RPM Systems. In order to detect anomalies, predict
potential new threats, and respond to security breaches,
ML algorithms and Neural networks can play a vital role.
This is a very important implementation in the healthcare
industry, as it can detect anomalies and provide all necessary
details about malicious activity in e-health telemonitoring
systems [2]. These systems can improve their capabilities
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for threat detection, prevention, and response using anomaly
detection techniques, ML algorithms, and natural language
processing [3].

However, despite significant advancements in RPM sys-
tems, several critical gaps remain in the literature. Most of the
literature on Al-driven threat intelligence focuses on general
cybersecurity applications rather than specific healthcare
contexts like RPM systems [4]. Strict laws such as the HIPAA
and GDPR must be followed when integrating Al with
threat intelligence in healthcare settings. However, existing
literature often overlooks the nuances of these regulations in
the context of Al-driven threat intelligence.

B. COMPARISON WITH EXISTING LITERATURE

In cybersecurity, Al is being applied to threat modeling,
although there is a lack of generalization across domains
and it has been discussed in various research work that there
is a need for more research on automating threat modeling
processes. Al and ML are also revolutionizing social media
use in telehealth and RPM, improving data management and
stakeholder relationships [5]. However, challenges remain,
including privacy concerns, standardization of RPM systems,
and addressing ethical issues in Al adoption [5], [6].
The current literature primarily focuses on organizational
security rather than patient-centric approaches. Existing Al
models often lack context-awareness specific to patient
data and operational environments, leading to challenges
in accurately differentiating between benign anomalies and
genuine security threats.

Several articles have discussed the integration of Al into
threat intelligence [7], but they often overlook the complex-
ities involved in integrating Al solutions with existing RPM
infrastructure [4], [8]. There is a need for research that specif-
ically addresses the technical and operational challenges
healthcare organizations face when implementing Al-driven
threat intelligence solutions within their RPM systems. Real-
time monitoring and response capabilities are necessary
to mitigate the dynamic nature of cyber threats. Al has
proven to be a crucial component of cybersecurity, offering
real-time threat detection and prevention capabilities [9]. The
existing literature lacks concrete examples specific to RPM
systems despite the mention of the potential of Al in real-
time analysis. The adoption of Al in RPM systems also
requires addressing complexities of human-Al interaction,
scalability, and accessibility obstacles [10]. Organizations
should focus on developing robust cybersecurity strategies
by establishing clear ethical guidelines and legal frameworks
and promoting interdisciplinary collaboration to overcome
these challenges [6], [11].

For effective threat intelligence, it is essential for human
analysts and Al systems to collaborate. Al can elevate
cyber threat intelligence (CTI) processing by automating
tasks and providing real-time insights, although human
expertise remains essential for high-fidelity intelligence [12].
However, most of the existing literature ignores the chal-
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lenges associated with collaboration between humans and
Al in complex healthcare environments. Threat intelligence
solutions must be scalable and adaptable because healthcare
environments evolve rapidly owing to advancements in
technology. Existing literature rarely addresses these aspects
comprehensively within the context of RPM systems. While
traditional blockchain solutions offer improved security
and privacy, they struggle with limited scalability [13].
In addition, the lack of proper interaction between patients
and healthcare providers within RPM systems is a notable
shortcoming [14].

The integration of Al in threat intelligence necessitates
specialized skills and knowledge among cybersecurity pro-
fessionals working in healthcare environments. To address
the shortage of Al-trained cybersecurity professionals, some
institutions have developed lab-intensive modules covering
topics such as cyber threat intelligence, malware analysis,
and classification [15]. Al-based cyber threat intelligence
is particularly relevant in the banking sector, where it is
being implemented to build resilient cyber-defense systems,
although its adoption varies globally [16]. However, existing
literature rarely discusses training programs tailored for
professionals working within RPM contexts.

By addressing these gaps, this article aims to provide a
comprehensive understanding of how Al can be leveraged to
enhance threat intelligence, specifically within RPM systems,
while ensuring compliance with healthcare regulations and
prioritizing patient-centric approaches. This detailed analysis
highlights both the existing literature on Al-driven threat
intelligence and the gaps that need to be addressed in
order to provide a comprehensive review focused on RPM
systems. There is a lack of standardized metrics to evaluate
the effectiveness of Al-enhanced threat intelligence in RPM
systems across different use cases and threat landscapes.

C. RESEARCH QUESTIONS

The primary objective of this survey article is to investigate
RPM systems that not only safeguard patient data but also
enhance the personalization and effectiveness of remote
healthcare services. To achieve this overarching goal, the
following Research Questions (RQ) are outlined:

1) RQ1: What is the current status of research related to
Al-driven RPM systems to enhance patient care?

2) RQ2:What are the various ways in which Al-automated
threat intelligence can be implemented to improve
security measures in RPM systems?

3) RQ3: What are current Applications of Al for Cyber-
security in RPM?

4) RQ4: What are the various methods of integration of
Al with Threat Intelligence in RPM?

D. CONTRIBUTION
This survey contributes to the field of cybersecurity by
demonstrating how Al can be harnessed to enhance threat
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intelligence practices, specifically within the context of RPM.
In particular, the main contributions are as follows:

1) The paper provides a comprehensive overview of how
Al is currently being utilized in RPM to enhance
patient care and security. It highlights various appli-
cations such as automated threat detection, predictive
analytics, and real-time monitoring, illustrating the
transformative impact of Al on healthcare security.

2) Discussion on strategies for ensuring data privacy and
mitigating biases in Al algorithms, contributing to
responsible Al usage in sensitive environments like
RPM.

3) The paper proposed the approach to integrate Al-based
TDaas that implement FL for AI models for Anomaly
Detection.

4) This review highlight the strengths and limitations of
existing Al applications in RPM security, focusing on
Al-driven threat intelligence.

5) The compliance requirements and challenges associ-
ated with implementing Al in RPM systems.

6) Challenges and future research directions associated
with implementing a Secure Al-based RPM system.

E. ORGANIZATION OF PAPER

The rest of the survey article is organized as follows.
Section II provides the background provides an overview of
RPM systems, emphasizing their growing role in healthcare
for real-time patient monitoring. Section III describes the
systematic approach used to gather and analyze relevant
literature. It includes details of the search strategy, selection
criteria, data extraction, and analysis process. Section IV
explores the current status of research based on the research
question presented. In Section V, various Al techniques
employed in threat intelligence are discussed, and how Al
can be integrated with threat intelligence processes, including
automated data collection, enhanced threat detection, intelli-
gence sharing, and predictive analytics. Section II-D presents
the findings on the integration of Al with threat intelligence
in RPM. Section VI analyses the literature on Al-driven
anomaly detection techniques in RPM. In Section II-D dis-
cussion on Al-enhanced threat intelligence for RPM systems
is presented. Section VII outlines challenges and limitations,
including advancements in Al algorithms, integration with
new technologies, and addressing ethical considerations.
The future research directions are outlined in Section VIII.
Finally, Section IX presents the conclusions.

Il. BACKGROUND

The rapid advancement of technology in healthcare has made
it possible to use innovative solutions to enhance patient care
and enable more efficient monitoring of health conditions.
RPM has become a pivotal component of modern healthcare
systems, especially for chronic disease management, elderly
care, and post-operative follow-ups [17]. RPM leverages
various technologies, including wearable devices, mobile
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applications, and cloud computing to facilitate continuous
health monitoring outside traditional clinical settings.

A. EVOLUTION OF RPM SYSTEMS

The concept of RPM has changed over the course of many
years with the development of technology and increasing
demand for effective healthcare delivery models. Initially,
RPM systems were very simple and depended on telecom-
munications equipment to send vital health data of blood
pressure and heart rate to medical professionals. Some of the
major issues with these traditional RPM systems include, low
quality of data, low scalability, and lack of ability for real-
time monitoring.

With the introduction of wearable technology and IoT
applications, the adoption of RPM systems has increased.
Various wearable devices such as smartwatches, fitness
trackers, and specialized medical equipment can be used
to collect health data such as sleeping patterns, physical
activity, and vital signs. The sensors in these gadgets
continuously track the physiological parameters of the user
and then send them to the central system for analysis.
There is a rise in chronic diseases, such as cardiovascular
diseases, diabetes, and respiratory disorders, which increases
the need to change the approaches in healthcare from
reactive to proactive. RPM helps in building this approach
through timely interventions and individualized care plans by
providing medical professionals with access to real-time data
on the health metrics of patients. This data include glucose
levels, heart rate, blood pressure, and physical activity. This
change is especially necessary because of the increase in the
aging population, and the preservation of their health and
independence is of utmost importance. After the COVID-19
pandemic, there has been an increase in the adoption of RPM
technology, as healthcare systems have looked for solutions
to reduce in-person visits as well as maintain continuous
patient care [18]. The integration of RPM into healthcare
systems has aided in lowering healthcare costs and improving
patient engagement and satisfaction by reducing hospital
readmissions and emergency room (ER) visits.

RPM systems can handle large amounts of data generated
by multiple devices and are more scalable because of the
integration of cloud computing. Cloud platforms offer the
infrastructure required for real-time data processing, storage,
and analysis, empowering healthcare providers to make
informed decisions based on current and accurate data.
Thus, the evolution of RPM systems has been defined by a
move from straightforward localized monitoring to intricate
distributed systems that can offer patients complete round-
the-clock care.

B. ROLE OF WEARABLE DEVICES IN RPM SYSTEMS

In RPM systems, wearable devices are the main source
of data collection [19]. A wide range of physiological
parameters, such as heart rate, blood pressure, glucose levels,
and oxygen saturation, can be measured by the sensors in
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these devices. As sensor technology has advanced and battery
technology has significantly improved, the reliability and
usability of these devices have increased, contributing to
their widespread adoption. Wearable technology has become
indispensable to RPM because it gives patients the ability to
actively participate in their care management and provides
continuous monitoring capabilities. These devices collect
massive amounts of data that can be analyzed to identify
trends and inform medical decisions. Studies have shown that
RPM aids in enhancing the standard of patient care, reducing
expenses, and expediting diagnosis [17]. The ability of
various systems and devices to successfully communicate and
exchange data is known as interoperability, and is becoming
increasingly important as wearable technologies proliferate.

C. UNIQUE CHALLENGES OF TRADITIONAL RPM SYSTEMS
RPM faces several unique challenges that hinder its full
potential in healthcare. These include issues with data
quality and management such as inaccuracies in wearable
devices and difficulties in data interpretation [20]. Technical
challenges include the lack of standardization, automation,
and quality of service in RPM systems [21]. Some of the
significant drawbacks reported by healthcare practitioners
include patient anxiety, increased workload, and privacy
concerns [22]. Moreover, there are concerns related to
the integration of health data generated by patients with
electronic medical records [20]. Other challenges include
mobility issues, heterogeneous networks, and financial con-
straints [21], [22].

1) DATA ACCURACY AND RELIABILITY

RPM systems face several data accuracy and reliability
challenges. These include issues with patient-generated
health data (PGHD) quality, as patients collect data without
supervision using non-certified devices [20]. The lack of
PGHD integration with electronic medical records further
complicates data management [20]. Patients may incorrectly
use devices, leading to inaccurate readings. For example,
improperly positioned sensors can result in faulty data.
There can be periods of missing data due to patients not
consistently using devices or technical issues such as poor
Internet connectivity.

2) TECHNOLOGY AND INFRASTRUCTURE LIMITATIONS

RPM faces several technological and infrastructural chal-
lenges. These include issues with data collection, transmis-
sion, storage, analysis, and presentation [23]. Poor digital
literacy among elderly patients and lack of technology
interoperability with existing health systems are significant
barriers [24]. Some patients, especially the elderly or those
with limited technology literacy, may find it difficult to
navigate RPM technology, leading to frustration or misuse.
Since RPM relies on connectivity, the absence of broadband
access in rural or underserved areas presents significant
challenges in adoption. Since RPM heavily relies on stable
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connectivity, sensitive health data transmitted online must
be protected, making it essential to have strong encryption,
which is not always guaranteed.

3) SECURITY AND PRIVACY CONCERNS

Security and privacy concerns are serious problems in
data protection for healthcare industry, and the adoption of
RPM systems introduces new challenges [25]. Health data
breaches can have serious repercussions for patients and
healthcare organizations because of their sensitive nature,
making them prime targets for cyberattacks. Studies have
shown that there has been a sharp rise in healthcare data
breaches, resulting in monetary losses and a decline in
patient confidence. It is crucial to incorporate security
and privacy features into remote monitoring systems from
the beginning of their design [26]. There are multiple
security concerns regarding the implementation of proper
cybersecurity measures for medical devices [27]. Due to
inadequate security implementation and lack of familiarity,
patient data is easily vulnerable to attackers. In addition, with
current models, the number of users that can share a single
RPM device is very limited [27]. Few other critical challenges
include high workload for healthcare providers, insufficient
funding, and lack of ethical considerations regarding patient
autonomy and data privacy [24], [25]. These challenges need
to be addressed in order to fully utilize RPM to enhance
patient services and healthcare delivery. Patients worrying
about the security and privacy of their health information may
prevent them from interacting with the RPM to the fullest
extent.

There is always a risk of interception if the transfer of RPM
data between different systems is not sufficiently secure.
While integrating RPM solutions with various platforms,
such as health apps, EHR systems, and cloud services, it is
challenging to ensure secure data exchange between these
platforms and maintain patient privacy.

4) REGULATORY COMPLIANCE
RPM systems are required to comply with the Health
Insurance Portability and Accountability Act (HIPAA) in
the U.S. and the General Data Protection Regulation
(GDPR) in Europe. Therefore, strict measures are required
to safeguard personal health information as the penalties
for non-compliance with these regulations can be severe.
Additionally, it can be challenging to enforce these laws
on all digital platforms. There are also certain geogrophical
restrictions amidst which health data need to be stored locally
in certain countries and cannot be exchanged with servers
located outside the geogrophical boundaries. In healthcare
setups, where providers use cloud services to store and
exchange data in RPM systems, data handling is very
difficult.

Adherence to these regulations is imperative to protect
patient data and to maintain legal and ethical obligations.
However, healthcare organizations, specifically Small and
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Medium Enterprises (SMEs), may find it difficult to comply
with these regulations because of their budget and com-
plexity. In order to maintain patient confidence in RPM
systems, it is necessary to balance clinical utility with privacy
concerns and mitigate ethical and legal risks to healthcare
providers [28].

D. INTEGRATION OF Al WITH THREAT INTELLIGENCE IN
RPM

With the integration of AI with threat intelligence, there
is drastic change in the manner in which organizations
implement cybersecurity. Natural language processing and
advanced ML algorithms, Al has helped to automate and ele-
vate various aspects of the threat intelligence lifecycle. This
section discusses the areas where Al is being integrated with
threat intelligence to enhance the accuracy and efficiency of
cybersecurity measures deployed.

1) AUTOMATED DATA COLLECTION AND ANALYSIS

One of the key benefits of integrating threat intelligence
with Al is the automation of data-collection and analysis
processes. Al systems can scan vast amounts of data from
many sources, including social media, threat alerts, and
dark web forums, to locate relevant information about
potential threats. Al systems can read textual inputs and
extract pertinent information that may identify new attack
vectors or threats due to natural language processing (NLP).
Because this automated data collection and enrichment
process keeps information accessible, security personnel may
remain informed about the evolving threat landscape without
becoming overwhelmed.

2) ENHANCED THREAT DETECTION AND RESPONSE

RPM systems produce large amounts of data consisting
of real-time patient health information that needs to be
processed, transmitted, and securely stored. As cyber threats
constantly evolve, it can be difficult for traditional security
measures like firewalls and intrusion detection systems to
prevent them. Al-driven threat detection systems can analyze
large datasets using machine learning and deep learning to
identify patterns and anomalies that may indicate a security
breach [29], [30]. Historical data can be used to train an Al
model, which can help recognize typical system behavior
and identify deviations that can predict or identify an attack.
An Al system has the potential to identify anomalous surges
in data traffic as well as distributed denial-of-service (DDoS)
attacks. Al-driven threat detection continuously learns from
data and adapts to new and unexpected threats, making it
more successful in recognizing and mitigating security issues
in RPM settings than traditional RPM systems.

The ability of Al systems to recognize patterns is used
to improve threat detection and response systems in RPM.
There are significant benefits of Al-driven approaches
such as supervised, unsupervised, and reinforcement learn-
ing, in threat mitigation across various domains [31].
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By analysing system logs, network traffic, user behaviour,
and anomalies that may indicate the presence of a threat,
Al algorithms can establish baselines of normal activity.
Al-powered behavioral analytics is particularly effective
at spotting advanced persistent threats (APTs) and insider
threats that traditional security measures can overlook.
Al systems can provide early warnings of potential threats
by continuously comparing real-time activity with predefined
baselines. This makes mitigation and proactive response
strategies feasible. Al-based early warning systems improve
situational awareness by analyzing data in real-time, aiding
in the prompt detection of security events [32].

However, issues such as scarcity of qualified professionals,
excessive implementation costs, and concerns regarding data
security persist [29]. In addition, ethical considerations and
the need for large labelled datasets pose further obsta-
cles [30], [33]. Despite these challenges, it is crucial for orga-
nizations to integrate Al into cybersecurity to combat evolv-
ing threats effectively. Moreover, cross-disciplinary collabo-
ration and ongoing research are necessary to unlock the full
potential of Al in securing digital infrastructure [33], [34].

3) PREDICTIVE ANALYTICS AND THREAT HUNTING
ASSISTANCE

Al facilitates a structured approach to threat hunting, allowing
for the systematic detection of tactics, techniques, and
procedures (TTP) used by attackers [35]. The analytical
capabilities of Al go beyond detection and response to include
predictive analytics and assistance with threat hunting.
By analyzing historical threat data and new trends, Al can
build predictive models that anticipate potential threats,
attack routes, or weaknesses in the future. By leveraging
past data to predict possible risks, Al algorithms, particularly
ML and Distributed Learning, allow for analysis that goes
beyond conventional detection techniques [36]. By adopting a
proactive approach, organizations can mitigate the potential
impact of cyberattacks and implement preventive measures
to counter threats. Al can also assist human analysts in threat
hunting by automating the initial stages of data analysis and
quickly spotting potential compromise indicators and areas
of concern.

Data from cyberattacks can be analyzed with the help
of Al to identify trends and patterns that lead to poten-
tial new threats. Healthcare organizations can prepare for
such incidents well in advance with the assistance of the
predictive capability of Al. Al technologies can enhance
present cybersecurity because of their ability to examine
several aspects of emails and websites and detect phishing
attempts [37]. Al is capable of analyzing data from a variety
of sources, including user behavior, network traffic, and
external threat feed, in the context of RPM systems in order
to predict the potential location and mode of an attack. An Al
system can notify administrators to improve email security
procedures if it detects an increase in phishing attempts
directed towards healthcare practitioners. By generating
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baseline profiles for user behaviors, Al can identify odd
trends in network behavior that might point to phishing
attempts [38]. This proactive approach to cybersecurity offers
a substantial benefit in securing sensitive patient data in
contrast to traditional systems that frequently react to threats
after they have already caused damage. Even though Al
greatly improves threat hunting and predictive analytics, there
are still issues mostly related to the requirement for trained
humans to understand Al results and the possibility that Al
systems would fall behind quickly changing cyber threats.

4) AUTOMATED INCIDENT RESPONSE

In addition to detection and prediction, Al plays a vital role in
automating the incident response in RPM systems. The speed
at which cyber-attacks can compromise systems necessitates
rapid and effective responses that are often difficult to achieve
through manual intervention alone. Al enables automa-
tion of various aspects of the incident response process,
ensuring prompt and well-coordinated actions to mitigate
the effects of security breaches. Based on the detected
threats, Al algorithms can suggest efficient responses, such
as separating affected computers, installing security updates,
or adding more monitoring. The efficiency is improved and
the mean time to resolution (MTTR) is reduced by bypassing
conventional procedures and automating the incident ticket
assignment as well as the resolution [39].

With the smooth integration of Al algorithms into threat
intelligence procedures, autonomous threat hunting has been
considered as the critical methodology [40]. This technique
offers proactive threat detection and prevention, not limiting
only to reactive measures [41]. Al-driven models offer
various solutions for identifying anomalies and suspicious
activities, including the range from neural network-based
threat identification to natural language processing [41].
An Al-driven system can automatically isolate affected
devices, block suspicious IP addresses, or initiate data
recovery processes, on detecting a potential threat. Al enables
enhanced and efficient resource allocation by prioritizing
incident response based on the seriousness of the threat.
Al considerably minimizes the window of risk by reducing
the time between the detection of a threat and response. As a
result, it protects patient data and maintains the integrity of
RPM systems.

5) CONTINUOUS LEARNING AND ADAPTATION

Al systems adapt their detection and response strategies
over time because they constantly learn from new data and
emerging threats. Because systems can incorporate new threat
intelligence and modify their algorithms accordingly, this
feature guarantees that Al-driven threat intelligence remains
effective against evolving cyber threats.

6) SCALABILITY
Solutions with Al capabilities can readily expand to
accommodate growing data and alert volumes. For RPM

VOLUME 13, 2025



J. Trivedi et al.: Al-Enhanced Threat Intelligence in Remote Patient Monitoring Systems

IEEE Access

systems, which could see variations in data flow as a result
of changing patient populations and monitoring activities,
this scalability is very helpful. AI can effectively handle
these modifications without sacrificing functionality, thereby
guaranteeing continuous security.

7) ENHANCED USER BEHAVIOR MONITORING

Al monitors and analyzes the user activity within RPM
systems in order to identify anomalies from the normal
behavior patterns. This capability is highly beneficial
for identifying compromised accounts or insider threats.
To improve the security of sensitive patient data, anomalous
access or attempts to access unlawful data can trigger alerts
for additional inquiries.

8) COST-EFFECTIVENESS

Al can lower the overall expenses related to cybersecurity
events by automating routine security processes and enhanc-
ing threat detection capabilities. Healthcare companies can
reduce the financial impact of breaches using Al-driven
threat intelligence because of their early identification and
automated responses.

9) COMPLIANCE WITH REGULATORY STANDARDS

Threat intelligence driven by Al can help healthcare firms
stay in compliance with laws like GDPR and HIPAA.
Al solutions make it easier to monitor and document
activities necessary for regulatory compliance by offering
comprehensive logs and reports on threat identification and
response. This feature helps companies avoid potential fines
for non-compliance legal duties.

10) ENHANCING USER AUTHENTICATION AND ACCESS
CONTROL

Since sensitive data is involved in the RPM systems, user
authentication, and access control are essential components.
Phishing and brute-force attacks are more prevalent against
vulnerable traditional authentication methods like passwords.
Al can enhance these methods by implementing more
sophisticated authentication techniques, including behavioral
biometrics and continuous authentication [42]. Al solutions
automate identity proofing and authorization tasks that
traditionally require significant human intervention. This
flexibility in access control reduces friction in the authentica-
tion process, making it easier for users to access the resources
they need while maintaining high security. Organizations
can handle large numbers of requests efficiently with the
help of AI automation as this automation reduces the risk
of errors and also increases the speed of verification of the
identity [42].

Security of access control systems can be enhanced and
the threats of unauthorized access and data breaches can also
be lowered with Al and ML [43]. In order to continuously
verify the identity of a user, Al algorithms can analyze
patterns in user behavior like typing speed, device usage,
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and location data. Al-driven access management systems
can handle large volumes of access requests efficiently, and
hence beneficial to organizations of all sizes, especially
those experiencing rapid growth [43]. Automation of access
management processes helps minimize human errors that
can lead to security vulnerabilities, ensuring a more reliable
access control system.

Al systems can trigger additional security measures for
authentication, such as multi-factor authentication or locking
the account until the required verification is completed
if the behavior that deviates significantly from the user’s
established pattern is detected [44]. This dynamic and
adaptive approach to access control ensures that only
authorized individuals can access sensitive patient data,
thereby improving the overall security of the RPM systems.

E. THREAT MODEL OF RPM SYSTEMS
The threat model for existing RPM systems involves the
identification of potential risks and vulnerabilities, the attack
vectors that could compromise security, privacy, and data
integrity as well as the mitigation strategies. This section
discusses the threat model for traditional RPM systems.
Figure 1 shows the possible security threats in traditional
RPM systems and the corresponding Al-based solutions.
Multiple strategies must be employed in RPM systems to
mitigate security threats. The implementation of multi-factor
authentication (MFA) ensures device identity verification,
which addresses spoofing. Tampering can be addressed by
signing secure firmware and regular updates to prevent
unauthorized changes. For preventing Man-in-the-Middle
(MitM) attacks and information disclosure, encryption of
data both at rest and in transit is very important. Healthcare
providers should implement load balancing and intrusion
detection systems (IDS) to protect against DoS attacks.
Robust role-based access control (RBAC) and continuous
security monitoring can help minimize the risk of privilege
escalation and insider threats. The overall security posture of
RPM systems can be improved through security awareness,
regular security patches, vulnerability assessments, and by
educating users about phishing and social engineering.

F. CURRENT CYBERSECURITY POSTURE OF RPM SYSTEMS
There have been notable cybersecurity incidents in the RPM
system in the past. In 2020, a security breach in medical
devices resulted in unapproved access to patient information.
This incident compromised the privacy of patients and raised
concerns about the vulnerabilities in the RPM systems and
how they can be exposed [45]. Moreover, unauthorized access
to data loss is a major security concern introduced by the
incorporation of IoT technology in the healthcare sector [46].
Studies show that if a new technology is deployed without
the required security standards, then there can be a high
rise in vulnerabilities causing data leakages [47]. These
hazards are highlighted by incidents such as the 2017 FDA
recall of 465,000 pacemakers because of security issues [48].
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FIGURE 1. Security threats in traditional RPM systems and its Al-based solutions.

Significant financial and reputational harm has been caused
by attacks such as WannaCry and ransomware attacks on
a Los Angeles hospital in 2016 [49]. Security issues arise
during data collection, transmission, and storage for Internet-
of-Medical-Things (IoMT) systems, which allow remote
patient monitoring [50].

During the COVID-19 pandemic, it was critical and urgent
to address security problems in the deployment of RPM
systems. According to a review, RPM technologies have
made patient monitoring easier throughout the pandemic,
but they have also raised new concerns regarding data
security and privacy [51]. The necessity of implementing
secure authentication techniques has been underscored owing
to the susceptibility of current systems to multiple forms
of attacks, such as impersonation and man-in-the-middle
attacks [52]. In order to improve data integrity and security,
this circumstance calls for the creation of more secure
frameworks for RPM systems, such as those that use
cutting-edge technologies like AI and BlockChain [53].
This article contributes to the analysis of the role of Al in
enhancing threat detection for RPM systems.

G. THE ROLE OF Al IN ENHANCING THREAT
INTELLIGENCE

Al is an invaluable tool for improving security protocols
in several industries including healthcare. Cyber threat
intelligence (CTI) is being revolutionized by Al, which is
also improving cybersecurity defenses. Al-driven approaches
perform noticeably better in terms of accuracy, identification
of real-time threats, and adaptive response capabilities
than conventional approaches [4]. Al-driven technology
may evaluate enormous volumes of data, spot trends, and
spot anomalies that could be signs of impending security
issues in the context of RPM. Healthcare companies may
better respond to cyber threats in real-time by proactively
monitoring suspicious activity of their systems by integrating
Al with threat intelligence. Applications such as intrusion
detection systems (IDS), behavioral analysis, and predictive
analytics are all included in the category of artificial

106472

intelligence-enhanced threat intelligence. Healthcare practi-
tioners may anticipate and reduce the impact of evolving
threats in addition to detecting known threats, using these
technologies. From data intake to resilience verification,
an Al-enhanced threat intelligence processing pipeline can
help automate processes and work in tandem with human
expertise to generate high-fidelity intelligence in a timely
manner [7]. The demand for enhanced threat intelligence
solutions in RPM systems is more than ever as cyber threats
become more complex. Nonetheless, issues still exist, such
as potential biases, ethical concerns, and the requirement for
transparency in decisions made using Al [7].

Ill. METHODOLOGY FOR LITERATURE REVIEW

The purpose of this literature review is to synthesize existing
research and knowledge regarding the integration of Al
with threat intelligence in RPM systems. This section also
outlines the methodology used to conduct the literature
review, including the search strategy, selection criteria, data
extraction, and analysis process. The detailed steps of the
survey conducted in this study are illustrated in Figure 2.

A. SEARCH STRATEGY

To ensure a comprehensive review, a systematic search
was conducted across multiple academic databases and
repositories presented in Table 1.

The keywords and phrases that were used to formu-
late search queries include ‘“‘Al-enhanced threat intelli-
gence,” “Remote Patient Monitoring,” “Anomaly detection
in healthcare,” ‘“Cybersecurity in healthcare,” ‘“Machine
learning in RPM,” “Al algorithms for threat detection.”
These keywords were combined using Boolean operators
(AND, OR) to refine the search results and ensure relevance
to the research topic.

B. SELECTION CRITERIA

Specific inclusion and exclusion criteria guided the selection
of literature to ensure the relevance and quality of the studies
included in the review:
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TABLE 1. List of databases considered.

Database Usage

PubMed Research on Al utilization in RPM for enhancing patient care and security.

IEEE Xplore Access to papers discussing Al techniques and cybersecurity measures relevant to RPM systems.
Google Scholar Broad search for academic literature on Al-driven threat intelligence and its applications in healthcare.
ScienceDirect Access to peer-reviewed journals covering Al, cybersecurity, and healthcare technologies.

ACM Digital Library Research on Al methodologies and their implications for cybersecurity practices.

‘Web of Science

Comprehensive literature reviews on Al applications in RPM and related fields of study.

1) INCLUSION CRITERIA

o Relevance: Articles must focus on Al applications in
threat intelligence, cybersecurity, or RPM systems.

« Publication Date: Studies published within the last ten
years (January 2014 to August 2024) were prioritized to
capture the most recent advancements in the field.

o Peer-Reviewed: Only peer-reviewed journal articles,
conference papers, and reputable industry reports were
included to ensure the credibility of the information.

o Language: Articles published in English were consid-
ered for inclusion.

2) EXCLUSION CRITERIA

« Non-Peer-Reviewed Sources: Articles that were not
subjected to peer review, like blogs, were excluded.

« Irrelevant Topics: Studies that did not directly address
Al, threat intelligence, or RPM systems were not
considered for the review.

o Duplicate Studies: To avoid redundancy, any duplicate
articles identified during the search were omitted.

To ensure a comprehensive understanding of the current
landscape of Al-driven security threat intelligence, a rigorous
literature review was conducted. A total of 175 articles
were systematically evaluated, covering a range of sources,
including peer-reviewed journals, conference proceedings,
workshop reports, and other papers. The article selection
procedure uses the PRISMA flow diagram shown in Figure 3,
which outlines the search, inclusion, and exclusion criteria.
The distribution of the articles is shown in Figure 4.

C. DATA EXTRACTION
Once the relevant literature was identified, key information
was extracted from each selected study. The following data
points were collected:

« Citation Information: Author(s), title, journal, publica-
tion year, and DOL

o Study Objectives: The primary aims and research
questions addressed in the study.

« Methodology: The research methods employed, includ-
ing Al techniques used, data sources, and analysis
approaches.

« Key Findings: Main results and conclusions relevant to
Al-enhanced threat intelligence and RPM systems.

o Limitations: Any limitations noted by the authors that
could impact the applicability of the findings.
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D. THEMATIC ANALYSIS
The findings were synthesized into major themes:

o AI Techniques in RPM Security: This theme consol-
idates the various Al models and algorithms used in
cybersecurity applications specific to RPM.

o Challenges in Al-based Threat Intelligence: Challenges
like data privacy issues, Al model transparency (the
“closed box” problem), and regulatory compliance
were categorized.

« Benefits of Al: This theme addressed how Al improves
threat detection, reduces manual labour, and enhances
real-time responses.

o Future Research Directions: Identified gaps in the
current literature were highlighted to propose potential
areas for further study.

IV. STATUS OF THE RESEARCH
This section reviews the current state of the research
presented in the literature related to the RQs presented in the

paper.

A. RQI
There is an increased demand for the implementation of
artificial intelligence in RPM systems to improve patient care
and system security. Al technologies have been extremely
important for RPM systems due to their ability to monitor
vital signs for chronic diseases, detect irregularities, and
enable forecasting the medical issues. This has helped
healthcare experts react swiftly to patient health issues, thus
enhancing patient treatment. Al-driven RPM systems play a
critical role in transforming healthcare by enhancing patient
care and operational efficiency [6], [54]. These systems
utilize wearable devices, sensors, and advanced technologies
such as cloud computing and blockchains to monitor patients
remotely and reduce hospital visits and associated costs [6].
Large amounts of patient data is analyzed to identify
patterns and anomalies, detect early health deterioration,
and personalize monitoring [6]. Al in RPM offers benefits
such as reduced costs through optimized hospitalization
and complication prevention [55]. It also enables elderly
individuals to live independently by simplifying medical
diagnosis and monitoring [56]. Table 2 displays the most
relevant research related to RQ1.

The literature gap concerning the current status of research
related to Al-driven RPM systems, particularly in enhancing
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FIGURE 2. Search process.
_

FIGURE 3. PRISMA flow diagram.

patient care, lies in several key areas that remain underex- there are still many gaps in the practical integration of Al in
plored or insufficiently developed. This study shows that RPM systems. Al has proven its potential for specific medical
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TABLE 2. Key literature discussing the current status of research related to Al in threat intelligence.

Articles

Summary

Pulimamidi et al. [54]

This paper examines the transformative effects of AI on Remote Patient Monitoring Systems (RPMS)
and highlights how AI enhances patient care, early intervention capabilities, and operational efficiency.
It emphasizes the potential of Al-driven technologies to revolutionize healthcare delivery, particularly in
the context of increasing reliance on remote monitoring.

Shaik et al. [6]

The article discusses how RPM using Al improves healthcare by enabling activity recognition and
continuous vital signs monitoring early detection of health deterioration. It discusses the integration of
Al with IoT devices to provide real-time insights and support clinical decision-making for improved patient
care

Dubey et al. [55]

They discuss the US healthcare market, where Al-based RPM devices primarily focus on cardiovascular
monitoring and arrhythmia detection

Malaviya et al. [56]

Mentions about how Al in telemedicine is improving medical diagnosis, simplifying remote monitoring,
and revolutionizing senior care by enabling independent living

Ravikumar et al. [57]

An overview of the state-of-the-art in RPM with IoT is provided in this article. It also highlights its potential
to save time, lower healthcare costs, and upgrade service quality and patient quality of life.

TABLE 3.

Literature gaps in research related to Al in threat intelligence.

Literature Gap

Description

Limited Focus on Specific Patient Populations

Lack of targeted research on specific groups (e.g., chronic illness, elderly).

Integration Challenges with Existing Healthcare Sys-

tems

Insufficient exploration of interoperability issues with current workflows.

Data Privacy and Security Concerns

Inadequate frameworks for ensuring data security in Al-driven RPM systems.

Real-World Implementation and Case Studies

Scarcity of empirical evidence from practical applications of Al in RPM.

Longitudinal Impact Studies

Lack of studies assessing long-term effects of Al-driven RPM on patient out-
comes.

User Engagement and Behavioral Insights

Limited research on how patient behavior affects the effectiveness of Al inter-
ventions.

Ethical Considerations and Bias in Al Algorithms

Insufficient exploration of algorithmic bias and ethical implications in healthcare
settings.

Scalability and Cost-Effectiveness

Need for studies evaluating the scalability and economic viability of Al-driven
RPM solutions.

Emerging Technologies and Future Directions

Current research may not capture emerging trends in Al and IoT integration with
RPM systems.

Ethical and Regulatory Considerations

Research exploring the ethical, legal, and regulatory challenges of integrating Al

IEEE Access

into RPM systems is still nascent.
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FIGURE 4. Number of articles studied.

issues such as cardiovascular disease and diabetes. However,
there is a lack of comprehensive Al-driven RPM solutions
for more complicated scenarios in healthcare, as presented in
Table 3.

Although there is promising research on Al-driven
RPM systems, there is a lack of large-scale real-world
implementations, holistic integration across diverse health
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data, longitudinal studies on patient outcomes, ethical and
regulatory explorations, and solutions tailored to diverse
patient populations. Addressing these gaps is essential to fully
realize the potential of Al to enhance patient care through
RPM systems.

B. RQ2
Al-driven threat intelligence offers promising solutions for
enhancing cybersecurity in various domains, including RPM
systems. Al can detect anomalies and pattern through
constant monitoring. To detect patterns and anomalies
indicative of cyberattacks, Al-enabled systems can analyze
large amounts of data and, as a result, provide automated and
continuous improvement in threat detection and response [8].
In RPM, AI transforms healthcare monitoring by enabling
early detection of health deterioration and personalized
patient monitoring [6]. Al-driven security solutions can
strengthen defenses by incorporating behavioral analysis,
automated response mechanisms, and dynamic threat detec-
tion [58]. Small and medium-sized enterprises (SMEs) are
particularly susceptible to advanced security attacks; hence,
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TABLE 4. Literature related to Al integration for security.

Articles Summary

Sankaram et al. [4]

The research highlights the tremendous superiority of Al-driven methodologies over conventional methods

regarding the accuracy, real-time threat identification, and capabilities of adaptive response

Rangaraju et al. [58]

It draws attention to the observable benefits of using Al-centric security measures, such as increased

resilience to new cyber threats, faster reaction times, and better threat detection accuracy.

Saddi et al. [60]

Generative Al can give enterprises an extra line of defense against more complex threats by combining vital

and intriguing data items that might have otherwise gone unnoticed.

Dutta et al. [61]

This paper has addressed the use of threat intelligence for enhancing cyber security.

Sills et al. [62]

The authors describe a system that gathers Cyber Threat Intelligence (CTI) from manufacturers and ICS-

CERT vulnerability reports about a variety of medical equipment and their known vulnerabilities.

Gupta et al. [63]

This study offers a convincing justification for important AT methods that identify cyberattacks and how

data analysis can be used to provide guidance to various businesses and Internet-connected equipment.

TABLE 5. Literature Gaps related to Al integration for security.

Literature Gap

Description

Limited Implementation of Advanced Threat Detec-

Al research mainly focuses on anomaly detection; lacks advanced predictive

tion analytics and proactive threat detection in RPM.

Integration with Existing Security Frameworks

Research lacks studies on how AI can work alongside traditional security

measures like MFA, encryption, and blockchain in RPM.

FL for Privacy-Preserving Security

Studies on FL for secure, decentralized Al model training across RPM systems

are underdeveloped.

AT Adaptability to Dynamic Threat Landscapes

Insufficient research on AI’s ability to dynamically update or retrain to combat

evolving cyber threats in RPM.

Explainability and Trust in AI Security Decisions

Lack of focus on explainable Al to ensure healthcare providers trust automated

threat intelligence decisions.

Scalability in Large-Scale RPM Deployments

Current research does not address the scalability of Al models for large RPM

ecosystems involving numerous devices.

Resource Constraints and Al Efficiency

Insufficient research on optimizing Al models to function effectively on

resource-constrained RPM devices with limited power.

Long-term effectiveness and Adaptability

Insufficient research on the long-term adaptability of Al-driven threat intelli-

gence to evolving cyber threats within RPM systems.

they must adopt Al-based Cyber Threat Intelligence (CTI).
It is critical to address challenges like knowledge gaps and
lack of expertise to improve the cybersecurity posture [59].
Al can also be utilized for performing behavioral analytics
that monitor the interaction between the RPM systems and
patients in real time and detect the unusual behavior of
patients, software, and medical devices.

Although Al-driven threat intelligence has enormous
potential, there are still research gaps. For example, FL has
not been explored to its full potential in RPM systems. FL is
a new Al technology that processes across several devices
without exchanging raw data and thus helps elevate RPM
security. Overall, Al-powered security solutions provide
more accurate threat detection, lowering the time to respond
and improving the ability to respond to new cyber threats
across industries. Table 4 lists the key literature related to
RQ2.

The research gap related to the various ways to implement
Al automated threat intelligence for enhancing security mea-
sures in RPM systems encompasses several underdeveloped
areas, as listed in Table 5.

Addressing these gaps in the literature will provide
valuable insights into the current status of research related to
implementing Al-automated threat intelligence in RPM sys-
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tems. By focusing on these areas, future studies can contribute
to more effective security measures that enhance patient care,
while ensuring data privacy and ethical considerations.

C. RQ3

Recent research have proposed innovative architectures for
securing RPM and other IoT systems using Al-based threat
intelligence. Uddin et al. [64] present a tier-based archi-
tecture with a patient-centric agent managing a blockchain
component for privacy preservation. Ammi et al. [65] sug-
gested a cloud-native architecture that enhances cyber-threat
intelligence by connecting security-related data from diverse
sources. SafaeiSisakht et al. [66] presented an architecture
for an SDN-based IoT infrastructure that was automated in
two phases and included Al-based threat detection algorithms
and feature selection. Moustafa et al. [67] provided a threat
intelligence scheme for Industry 4.0, which combines a
threat intelligence module employing beta-mixture-hidden
Markov models with a smart management module to handle
heterogeneous data sources. These architectures address key
challenges in securing complex, data-driven systems by
leveraging Al blockchain, cloud technologies, and advanced
data processing techniques to enhance threat detection and
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privacy protection in interconnected environments. A few of
the proposed solutions are further discussed in the subsequent
section.

D. PRESENT SOLUTIONS

1) FEDERATED LEARNING (FL) BASED SOLUTION

FL has become an effective technique for protecting privacy
in IoT network security and enhancing threat intelligence.
FedCTI uses FL to share Cyber Threat Intelligence (CTI)
in an IoT environment in a secure and private manner [68].
Intrusion detection systems based on FL offer benefits for
maintaining privacy and facilitating cooperation between
entities that are unable to directly share datasets [69]. The
FL framework encompasses horizontal, vertical, and transfer
learning approaches, addressing challenges of data isolation
and privacy in AI [70]. Differential privacy and homomorphic
encryption are combined in a decentralized approach to
threat intelligence with FL to safeguard sensitive data and
facilitate cooperative model training. With its emphasis on
collaboration, privacy protection, and fortifying collective
defense against cyberattacks, this approach presents a bright
future for cyber security [71].

2) BLOCKCHAIN BASED SOLUTION

Recent studies have explored blockchain-based architectures
to secure RPM systems with Al integration. Zaabar et al.
[72] propose a Hyperledger Fabric-based architecture to
enhance data security and privacy in RPM. Singh et al.
[73] present BlockloTIntelligence, combining blockchain
and Al for efficient IoT data analysis. Hathaliya et al.
[74] talk about a controlled blockchain-based architecture
for healthcare, along with the security challenges and
integration of ML. Ashraf and Reaz [75] provided a com-
prehensive IoT-blockchain framework for RPM, addressing
centralization issues and integrating best practices. These
studies demonstrate how blockchain technology can enhance
data confidentiality, integrity, and traceability in RPM
systems [72], [75]. The integration of Al and blockchain
technology into IoT architectures elevates security features
and data analysis capabilities [73], [74]. Overall, these
architectures propose the creation of more secure, efficient,
and privacy-aware RPM systems.

3) CLOUD-BASED ARCHITECTURE IMPLEMENTING HUMAN
DIGITAL TWIN (HDT) AND OPC UA

The authors in [76] addressed the challenges in RPM through
the integration of OPC UA for secure and standardized
communication, pseudonymization for better privacy, and
Human Digital Twin (HDT) technology for advanced data
processing and predictive modeling. By addressing the
significant shortcomings of the present RPM systems, this
all-encompassing strategy aims to improve the development
of secure, effective, and personalized remote healthcare solu-
tions. This work lays the groundwork for future healthcare
technology research and development by addressing the gaps
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in the literature. There is much room for further research into
the integration of the OPC UA and HDTs into RPM systems.
This type of RPM system, which addresses important issues
of patient privacy and data security, marks a revolutionary
breakthrough in individualized healthcare. Integrating FL in
healthcare wearable devices as well as at the edge of HDT
can greatly help in improving the Threat Detection system.

4) CLOUD-EDGE HYBRID ARCHITECTURE

Recent research has explored cloud-edge hybrid architectures
for securing RPM with an Al-based threat intelligence. Edge
computing strategies have been proposed to enhance RPM
security by processing data in the proximity of the source,
thereby offering lower latency and improved privacy [77].
RPM devices use edge computing for data management
and cloud computing for Al-assisted decision-making result-
ing in a unified edge-cloud computing architecture [78].
An osmotic cloud-edge Al microservice architecture enables
flexible migration of training tasks between edge and cloud,
optimizing resource utilization and prediction accuracy [79].
Additionally, a cloud-native architecture leveraging semantic
technologies is suggested to improve data interconnectedness
for cyber threat intelligence in cloud environments [65].
These approaches aim to address security challenges in
RPM systems while maintaining efficient data processing
and analysis, utilizing the strengths of both cloud and edge
computing paradigms.

While AI holds immense potential to revolutionize the
security landscape for healthcare systems, several areas
within architectural design remain underdeveloped or inad-
equately explored. The existing body of literature often
focuses on isolated solutions but lacks comprehensive end-to-
end approaches that fully integrate Al into RPM systems for
real-time, scalable, and secure operations. Table 6 highlights
the key research gaps in architectural solutions for securing
RPM with Al-based threat intelligence.

In conclusion, while Al-based threat intelligence offers
significant promise for RPM systems, current research lacks
focus on fully integrated, scalable, and cross-compatible
architectural solutions. Future studies need to explore how
Al models, FL, edge computing, and blockchain can be
woven together to create a more secure, adaptable, and robust
architecture for RPM systems. Addressing these gaps is
critical to maintaining the integrity and enhancing the security
of sensitive healthcare data in modern RPM environments.

E. RQ4

Cybersecurity can benefit significantly from Al-driven threat
intelligence. To detect patterns and anomalies indicative of
cyber-attacks, a plethora of data from various resources is
automatically analyzed [8]. Although the system continu-
ously learns and improves, security teams can focus on strate-
gic tasks due to this automation [8]. Al-powered solutions aid
in identifying and responding to sophisticated threats in real-
time, thus improving the effectiveness and the efficiency of
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TABLE 6. Literature gaps related to architecture solutions.

Research Gap

Description

Lack of Comprehensive End-to-End Architectures

Few studies propose holistic architectures combining Al-driven threat detection,
response mechanisms, and secure communication across RPM systems. Most
focus on isolated AI components.

FL for Distributed Security

Limited exploration of FL to create distributed security solutions for RPM
systems. Research lacks focus on privacy-preserving decentralized Al model
training across patient data.

Edge Computing and Al Integration

Sparse research on how edge computing can be combined with Al to offer real-
time, low-latency threat intelligence in RPM systems using IoT and wearable
devices.

Blockchain for Al-Based RPM Security

Insufficient exploration of combining blockchain with Al models to ensure data
integrity and secure, verifiable data exchanges in RPM systems.

Cloud-Based Al Threat Intelligence

Research gaps exist in understanding how cloud-based architectures can fully
integrate Al-driven security models, focusing on scalability, latency, and cost for
RPM systems.

Al-Based Architectures for Real-Time Processing

Few studies address how to design architectures supporting real-time Al-based
threat detection and response without delaying critical RPM system processes.

Cross-platform interoperability

Limited research on Al architectures that ensure seamless cross-platform inte-
gration and interoperability across diverse RPM devices and ecosystems.

Data Privacy and Security Protocols

While some studies touch upon security measures, there is a lack of comprehen-
sive guidelines on data privacy and security protocols specific to Al-enhanced
RPM systems

User-centric design Considerations

Limited research focus on the user interface and experience in Al-driven threat
intelligence systems for RPM, which affects usability and adoption by healthcare
professionals.

Long-Term Effectiveness of Al Architectures

Current literature lacks longitudinal studies that assess the long-term effective-
ness and adaptability of Al-driven threat intelligence architectures in evolving
cyber threat landscapes.

cyber defense [80]. For small and medium-sized enterprises
(SMEs), adopting Al-based cybersecurity can help defend
against advanced threats despite limited resources [59].
The “Secure by Intelligence” paradigm integrates Al-driven
security measures into products, leveraging deep learning,
ML, and anomaly detection to proactively predict, detect,
and respond to potential threats [58]. This helps in elevating
threat detection accuracy, lowering response times, and
improving adaptability to emerging cyber threats across
various industries [58]. Table 7 summarizes the benefits of
implementing Al in Threat Intelligence.

Al-driven threat intelligence presents both opportunities
and challenges for cybersecurity. Autonomous threat hunting
has emerged as a crucial paradigm that integrates Al
algorithms to enhance cyber defense mechanisms [40].
However, ethical concerns arise, including issues of privacy
intrusion, explainability, bias, and political security [81].
An Al-enhanced cyber threat intelligence processing pipeline
offers potential solutions, automating tasks from data
ingestion to resilience verification, while emphasizing the
importance of human-AlI collaboration [12]. There are many
challenges in examining adversary tactics, techniques, and
procedures (TTP) and identifying Indicators of Compromise
(I0C) [82]. The integration of Al in threat intelligence
necessitates addressing ethical dilemmas and potential biases
and ensuring transparency in Al-driven decisions [12].
Despite these challenges, Al-driven threat intelligence has
significant potential for advancing cybersecurity defenses
against evolving threats [40]. Table 8 presents the challenges
related to the implementation of Al in Threat Intelligence.
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V. CURRENT APPLICATIONS OF Al FOR CYBERSECURITY
IN RPM

The use of Al in RPM systems is growing in order to
improve cybersecurity. Al-based RPM solutions dominate
the US healthcare industry for cardiovascular monitoring
(74.2%) and ECG-based arrhythmia detection (59.4%) [55].
Vulnerability assessments, manual security log analysis, and
external threat feeds are the key components of traditional
RPM threat intelligence methodologies. These methods
require considerable time and labour, and healthcare industry
usually have a limited capacity to identify sophisticated and
changing threats. Automation of data processing, pattern
recognition, and attack prediction are some of the ways that
Al-enhanced threat intelligence provides a more effective and
efficient solution. Al-based solutions help enhance the RPM
systems by facilitating early intervention and elevating the
standard of care by analyzing large amounts of patient data
to identify abnormalities, trends, and possible problems [54].
These systems assist in diagnosing health vitals remotely,
as demonstrated by successful applications like Dozee.ai and
Qure.ai during the COVID-19 pandemic [94].

1) Anomaly Detection: Al algorithms can analyze large
volumes of RPM data to identify deviations from
normal patterns. This can help detect anomalies that
include data breaches, unauthorized access, or mali-
cious activities. Al-based threat intelligence in RPM
offers promising applications for anomaly detection.
Hidden Markov Models have shown over 98% accu-
racy in identifying anomalous user behaviour in RPM
systems using IoMT and smart home devices [95].
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TABLE 7. Literature discussing benefits of Al in threat intelligence.

Articles

Summary

Rangaraju et al. [58]

Al-driven security solutions can increase the resilience and security of products by detecting threats more
accurately, responding more quickly, and being able to adapt to new and emerging cyber threats.

Thapaliya et al. [83]

To improve cybersecurity, Al provides cutting-edge capabilities in threat identification, anomaly detection,
and reaction automation.

Jawaid et al. [84]

Threat identification, vulnerability management, and compliance can all be improved by Al, which
strengthens cyber security defenses.

Rachit et al. [85]

Through the automation of identification, analysis, and reaction, Al-driven cybersecurity solutions can
enhance the defense of networks and computer systems against cyberattacks.

Caldren et al. [86]

Though they come with hazards that must be weighed, Al and ML can improve the detection rate of
cybersecurity tools.

Olabanyji et al. [87]

Traditional techniques of threat identification in cloud security are somewhat more accurate than Al-driven
user behavior analysis, but Al-driven methods offer stronger predictive capabilities.

TABLE 8. Literature discussing challenges of Al in threat intelligence.

Articles

Summary

Caldwell et al. [88]

Security measures powered by Al encounter difficulties with accountability, transparency, and dependability
as well as moral issues like bias.

Familoni et al. [89]

The difficulties of Al-driven cybersecurity are covered in the study, along with the necessity of an extensive
risk management system and sophisticated assaults and algorithmic biases.

Oseni et al. [90]

Threat identification, vulnerability management, and compliance can all be improved by Al, which
strengthens cyber security defenses.

Yupeng et al. [91]

Throughout their lifespan, Al-driven systems are susceptible to a various security risks, necessitating the
development of solutions.

Susanto et al. [92]

The difficulties of implementing Al-driven security measures to secure government agency data and systems
are covered in the study.

Alzboon et al. [93]

The article explains that in order for businesses to use Al responsibly and profitably, they must create
cybersecurity solutions that are reliable and ethical in addition to being effective at thwarting threats while
maintaining openness and trust.

A novel Al-based remote monitoring system for
wireless sensor networks achieved 98.2% prediction
accuracy and 97.3% precision in detecting anoma-
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4) Incident Response: Tasks such as identifying the
root cause of an attack, containing the damage, and
implementing remediation measures can be automated

lies [96].

2) Threat Prediction: Future attacks and vulnerabilities
can be predicted by training AI models on historical
threat data. This enables proactive security measures to
be implemented before incidents occur. Ardito et al. [2]
discussed cybersecurity threats by employing Al-based
cyberattack-detection systems (CADS) that can detect
anomalies, explain malicious activities, and display

suspected attack data for healthcare monitoring.

3) Vulnerability Assessment: Al can automate vulnera-
bility scanning and assessment processes, identifying
weaknesses in RPM systems that attackers could
exploit. By leveraging Al for continuous monitoring,
healthcare organizations can proactively address vul-
nerabilities before they escalate into serious security
incidents [97]. Secure data sharing among healthcare
providers can be enabled using Al in threat intelligence
for RPM. Sensitive patient data can be shielded
from unauthorized access using Al by creating secure
communication channels. This is especially crucial
in telemedicine because a large amount of data is
frequently transmitted over networks that may be

vulnerable to cyberattacks [31].
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5)

with Al and thus help improve the incident response.
As Al can evaluate a plethora of data in real time, the
speed and precision of incident detection are greatly
increased, which is beneficial in emergency scenarios.
[98]. Predictive analytics aided by Al can also be
used to forecast patient outcomes using past data and
present health parameters. This predictive ability is
especially helpful for RPMs as it can help with timely
interventions and better chronic illness management by
identifying possible dangers [99].

Phishing Detection: To detect and prevent phishing
attacks targeting RPM users, Al can analyze email
content, sender behavior, and other factors. The
detection of phishing attempts has been significantly
enhanced by the use of Natural Language Processing
(NLP) techniques within AI frameworks. NLP can
analyze email and message textual content to identify
malicious intent such as odd demands for sensitive
information or suspect language patterns [100], [101].
This feature is especially important for RPM systems
because most communications take place over email
or messaging apps, which leaves them vulnerable to
phishing scams [102].
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VI. AI-DRIVEN ANOMALY DETECTION IN REMOTE
PATIENT MONITORING SYSTEMS

The integration of Al-based threat intelligence has consider-
ably elevated anomaly detection within RPM systems, thus
enhancing RPM cybersecurity. In order to shield sensitive
health data collected remotely, from being exposed to cyber
threats, these systems require robust security measures.
Al anomaly detection capabilities offer an efficient solution
for identifying and mitigating security vulnerabilities in RPM
systems by leveraging sophisticated algorithms and real-time
data analysis. One of the existing works discussed that
Al-based event and anomaly detection (EAD) identifies the
issues earlier and enables timely interventions as well as
minimizes the false alarms, which results in the enhancement
of patient outcomes [103]. Advanced techniques, including
deep learning and meta-heuristic optimization, enhance the
precision of anomaly detection in ECG signals [11].

The first step in developing Al-based threat intelligence
is to create a baseline model for the typical RPM system
behavior. In order to comprehend normal patterns of patient
data flows, device interactions, user behaviors, and network
traffic, historical data must be analyzed. To recognize these
regular patterns and characterize typical operating behavior,
ML algorithms are utilized, such as clustering techniques
or statistical methods. Every person, device, and data flow
has a unique behavioral profile created by Al systems.
The system focuses on aspects such as user interactions
with the RPM system, access times, and typical patterns of
patient data transmission. Any departures from these standard
characteristics are marked as possible anomalies.

In order to create Al models for anomaly detection and
health monitoring while safeguarding patient data, RPM
systems use FL. Al models are trained in FL, across multiple
devices or locations. One of the biggest advantages of using
FL in RPM systems is that the data of patients remain on
their devices and only model updates are sent to a central
server for aggregation. In federated learning, the global model
is updated by aggregating the updates from multiple local
models trained on decentralized data. This can typically
be represented by the following equation referring to the
methods discussed by McMohan et al. [104].

w +1=w —rAL(W")

« w': Model weights at iteration t.

« 1: Learning rate.

o N: Total number of participating devices.

o L(wt): Gradient of the loss function for a device with

respect to model weights w'.

This equation shows how the global model is updated by
weighted contributions from all devices.

In RPM, anomaly detection frameworks such as Isolation
Forests can be mathematically represented as:

—Eh(x)
S(x) =2 <m

where S(x) is the anomaly score for a given data point x,
Eh(x) is the average path length from the root to x, and c(n)
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is a normalization factor based on the number of samples.
This approach allows for the identification of unusual patterns
that may indicate cybersecurity threats or malfunctions in
monitoring devices [105].

A dynamic thresholding approach can be implemented
based on historical trends in the patient data. This can be
modeled as:

T=u+k

In this equation, T is the dynamic threshold, w is the mean
anomaly score from historical data, k is a constant that adjusts
sensitivity (e.g., k = 2 for 95% confidence), is the standard
deviation of the anomaly scores.

The AI models continuously monitor for deviations
from the expected behavior, such as unusual data traffic
or unauthorized access attempts. These detections happen
locally on each RPM device. The model updates from various
RPM devices around the healthcare system are combined by
the central server, which is hosted as part of the proposed
Al-based TDaaS platform. Without gaining access to the
underlying data, it averages and aggregates the changes.
The combined model continues to improve as it gets the
updated models from different devices. This global model is
then re-distributed to the RPM devices for enhanced threat
detection. This method assists in distinguishing between
acceptable behavioral variances and possible threats. Al-
based TDaaS benefits from FL because AI models can
improve over time without compromising data security.
Figure 5 illustrates how Al can help in anomaly detection and
improve threat detection systems.

Transport Layer Security (TLS) or End-to-End Encryption
can be implemented for communication between RPM
devices and the central server. Model updates should be
encrypted before the model sending to the cloud, to ensure
security during transmission. Al-based models in a TDaaS
framework can help to analyze patient data in real time and
promptly detect anomalies or malicious activities. The con-
tinuous monitoring of network traffic and device interactions
increases the ability of the system to respond proactively
to ever-changing threats. The Al-based system triggers
automated security responses by isolating compromised
devices or alerting administrators and ensuring rapid threat
mitigation.

A. MACHINE LEARNING ALGORITHMS

Healthcare organizations are using ML techniques in great
numbers for anomaly detection in RPMs. These systems
employ various sensors and wearable devices to continuously
monitor patients’ health status [106], [107]. These Al-driven
systems enable early detection of health issues, improving
the efficiency of healthcare services, particularly for remote
patients, elderly individuals, and those with chronic con-
ditions [106], [108]. The capabilities of RPM systems are
elevated by integrating IoT devices and cloud computing with
ML algorithms [106], [108]. Supervised learning algorithms,
such as support vector machines (SVMs), decision trees, and
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FIGURE 5. Al-Driven Threat Detection As A Service (TDaas) in RPM systems.

neural networks, are used in situations where labeled data are
available. Examples of both normal and abnormal behaviour
are included in the datasets for training these algorithms.
After training, the Al model can classify fresh data points
according to the patterns they have learned and identify
potential security breaches. Unsupervised learning methods,
such as clustering and anomaly detection algorithms, are
implemented when the data is not labeled. These methods can
help to detect departures from regular patterns without the
need for prior labeling. By comparing the observed behavior
to the learned behavior, unsupervised methods search for
patterns in the data and detect anomalies.

Advanced deep learning models, such as convolutional
neural networks (CNNs) and recurrent neural networks
(RNNs), can be used for complex anomaly detecting
applications. These models are very efficient in identifying
anomalies and complex patterns in parallel with handling
data from patient healthcare devices. They can detect subtle
variations that conventional approaches can miss. For iden-
tifying anomalies in the cellular network key performance
metrics, Recurrent convolutional neural networks (R-CNNs),
which combine CNNs and RNNs, have been considered to be
successful [109].

Homomorphic Encryption (HE) helps not only in anomaly
detection in RPM systems but also aids preserving data
privacy. One of the biggest advantage of this technique is that
it allows computations to be performed directly on encrypted
data without decrypting it. This property enhances privacy
preservation in Remote Patient Monitoring (RPM) systems,
where sensitive data must be processed while ensuring
confidentiality. Patient health data, such as blood pressure,
heart rate, and temperature, are encrypted at the source (RPM
devices) using an encryption function Enc:

¢ = Enc(x, pi)

VOLUME 13, 2025

Here, x is plaintext data (e.g., patient health readings), pi
is public key used for encryption and c is encrypted data
(ciphertext). This ensures that the sensitive patient data is
never exposed in plaintext during transmission or processing.
Machine learning algorithms can be applied directly to the
encrypted data.

B. REDUCING ALERT FATIGUE

The enormous amount of notifications produced by conven-
tional security systems frequently results in alert fatigue for
security staff. Al can help prioritize alerts based on severity
and potential impact and ensures that serious anomalies
receive rapid attention while filtering out less significant
warnings. This prioritization helps healthcare organizations
focus their resources on dealing with actual problems.

C. REAL-TIME MONITORING AND ANALYSIS

Al systems provide real-time data processing and continuous
monitoring of RPM systems. Al systems continuously
evaluate data streams to identify abnormalities as they occur,
in contrast to traditional methods that rely on sporadic scans
or manual checks. By ensuring that any risks are quickly
discovered and dealt with, this real-time capacity reduces
the window of opportunity for attackers. The system can
modify its thresholds to consider changes in typical behavior
patterns, for instance, and thereby lower the probability of
false positives while retaining sensitivity to novel dangers.

D. AUTOMATED INCIDENT RESPONSE

When Al systems identify anomalies, they can initiate auto-
mated response measures to mitigate dangers. For example,
the system alerts cybersecurity staff, immediately isolates
a compromised device and restricts suspicious network
connections. By assuring a prompt response to anomalies,
Al lowers the impact of possible intrusions. Al systems
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aid in prioritizing the alerts based on their criticality and
possible risks associated. Al assists cybersecurity teams in
resource allocation optimally based on the seriousness of the
threats and potential hazards linked with each anomaly. Al-
powered threat intelligence provides advanced functionality
for real-time monitoring, spotting deviation from expected
behavior, and automated incident response, all of which
greatly improve anomaly detection in RPM systems and
hence are very crucial. Al systems use continuous learning
and contextual analysis to facilitate optimized means for
identifying and reducing security risks in RPM environments.
Healthcare organizations can strengthen patient data security
and guarantee the reliability of remote monitoring systems by
utilizing these capabilities.

VII. CHALLENGES AND LIMITATIONS

There are benefits and drawbacks to using Al-driven security
measures in RPM systems. Although AI enhances threat
detection, automation, and response capabilities [58], it also
introduces new vulnerabilities and ethical concerns [88]. The
complexity of Al algorithms raises issues of transparency,
reliability, and potential biases [88]. A strong defense
mechanism is necessary because adversarial attacks against
Al models can significantly affect their performance [90].
For the integration of Al in cybersecurity, a multifaceted
approach is needed that incorporates threat intelligence,
ethical considerations, and adaptive defenses [89]. For
effective Al-driven security, privacy-preserving solutions and
cross-industry applications are very much essential [58].
For ensuring accountability and compliance, regulatory
frameworks and industry standards play a vital role [89].
Ongoing research focuses on developing resilient Al models,
comprehending adversarial objectives, and creating adaptive
defenses to address these challenges [90]. Interdisciplinary
collaboration and cybersecurity education are essential for
navigating the evolving threat landscape [89].

To develop effective Al models, a large volume of
high-quality data is required, but these may not always
be available in healthcare facilities. Moreover, the high
requirement for computational resources to run advanced
Al algorithms can prevent their use in smaller healthcare
institutions. The use of Al in RPM systems can also raise
ethical and privacy concerns. Some key essentials for main-
taining trust and safeguarding patient privacy are ensuring
that Al systems are unbiased, transparent, and compliant with
healthcare regulations such as HIPAA. Moreover, there is
a need for human supervision in critical situations where
there is the possibility of autonomous decision-making by Al
systems raises concerns about responsibility.

A. DATA AVAILABILITY AND QUALITY

For Al-based threat intelligence, large datasets are critical for
Al 'models to learn and generate accurate predictions. In RPM
systems, there are often high-quality datasets available
for training Al models. RPM systems produce enormous
volumes of data related to health, but cybersecurity data
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comprising attempted breach logs, malware signatures, and
known attack vectors may not be easily available in sufficient
quantities for Al training. Furthermore, due to privacy and
competitive concerns, threat intelligence information is not
shared among healthcare organizations. In order to identify
new risks accurately and generalize well, large and diversified
datasets are necessary for Al algorithms. Moreover, biased
Al outputs can produce false positives or negatives in threat
detection.

B. HIGH COMPUTATIONAL AND RESOURCE DEMANDS

It takes a lot of processing power to train Al models for
cybersecurity applications, particularly for real-time threat
intelligence. A significant amount of processing power,
memory, and storage is required to analyze massive amounts
of data, spot abnormalities in real-time, and find patterns
using Al systems such as deep learning neural networks
or sophisticated ML algorithms. Due to the possibility
of resource constraints, healthcare organizations, especially
those with smaller staff sizes or less sophisticated IT systems,
may find it difficult to deploy and manage Al-based threat
intelligence systems.

Cloud-based Al systems can mitigate this problem by con-
tracting out computing tasks, however, cloud environments
itself raise issues related to data security and legal needs.
For healthcare companies, striking a balance between the
infrastructure that is currently in place and the requirement
for strong Al-driven cybersecurity can be rather challenging.

C. Al INTERPRETABILITY AND EXPLAINABILITY

Al algorithms, specifically deep learning models, are often
known as ‘“‘closed boxes” because of the difficulty in
understanding how they arrive at specific decisions. In the
case of Al-based threat intelligence in RPM systems, this
lack of transparency can pose serious concerns. Healthcare
administrators and cybersecurity professionals need to trust
the Al system’s decisions, especially in critical scenarios
where data breaches or unauthorized access to patient data
are detected.

The inability to explain how an AI model identifies
threats or prioritizes security risks can lead to distrust in
the system. Ensuring that security activities comply with
regulations such as HIPAA is critical in the healthcare
industry. Hence, interpretability must be considered while
designing a complex Al model, not ignoring the need to
make it explainable. In reality, it is difficult to make complex
models explainable while retaining their accuracy.

D. FALSE POSITIVES AND FALSE NEGATIVES

When the regular activity is identified as a threat, it is termed a
false positive, and a false negative is the act of not identifying
the real threat. For Al-based threat intelligence in RPM
systems, the issue of false positives and false negatives can
be challenging. There could be serious consequences for both
in the healthcare industry. False positives can disrupt RPM
servicesby harming patient care and raising concerns among
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medical professionals. On the other hand, false negatives,
in which a security threat is overlooked, can result in data
breaches, compromising the privacy and safety of patients.
Sensitivity and specificity must be balanced, particularly in
dynamic scenarios such as RPM. A highly sensitive system
may identify every anomaly and overwhelm cybersecurity
analyst with alerts. While a less sensitive system might
ignore serious threats. Improving Al models to minimize
false positives and negatives is an ongoing research in Al-
driven cybersecurity.

E. HUMAN SUPERVISION

Human supervision is still necessary despite the capabilities
of Al Although AI can automate repetitive operations and
provide insights, human analysts are still required to evaluate
findings, interpret Al-generated insights, and make strategic
decisions. Reliance on Al in the absence of sufficient human
input can result in erroneous interpretations and failure to
recognize serious risks.

F. ETHICAL CONCERNS AND PRIVACY RISKS

The application of Al in cybersecurity also raises important
moral and privacy issues. Patient data protection is the
main objective of RPM systems; nevertheless, there may
be situations where using Al for cybersecurity puts patient
privacy at risk. Large datasets are necessary for Al systems
to function, and in the healthcare industry, this includes
personal health information (PHI). Even if AI is being
used to protect this data, using Al algorithms themselves
may unintentionally reveal sensitive data, particularly when
processing, sharing, or aggregating data in external systems
like cloud platforms. Concerns exist around the moral
application of Al in decision-making as well. For example,
an Al model may inadvertently deny genuine users access
to vital patient data or services if it automatically denies
access to some users based on behavioral patterns that it
considers questionable. It is a significant issue to ensure that
Al systems provide efficient cybersecurity solutions while
upholding ethical norms, minimizing bias, and protecting
patient privacy.

G. REGULATORY AND COMPLIANCE ISSUES

Al for cybersecurity in RPM systems must be implemented
in accordance with a number of legal and compliance
requirements, including HIPAA. Careful and continuous
planning is necessary to ensure that Al systems retain
effective cybersecurity while complying with compliance
requirements. These laws impose strict guidelines for the
collection, storage, analysis, and security of patient data.

As Al-based threat intelligence systems frequently handle
enormous volumes of sensitive data, they need to ensure that
these laws are followed. Integrating Al with cloud services
that store or handle patient data across legal boundaries can
be specifically challenging. To guarantee that Al systems
improve cybersecurity in addition to adherence to regulations,
meticulous planning is needed.
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H. INTEGRATION WITH EXISTING SYSTEMS

Seamless integration of Al technologies with the current
healthcare infrastructure to develop Al-based threat intel-
ligence is challenging. Electronic health records (EHRs),
network security, and handling of patient data are all managed
by the majority of healthcare institutions. Integrating Al into
this mix without impacting system performance or disrupting
workflow, in general, is challenging.

It is necessary to upgrade or replace the legacy systems
if modern AI solutions might be incompatible with legacy
systems. Moreover, Al systems must work in tandem
with human cybersecurity specialists. This will enable a
smooth flow of information between Al-driven automation
and manual intervention resulting in a successful defense
mechanism for RPM systems.

I. EVOLVING NATURE OF CYBER THREATS

The rapid growth of cyber threats has made Al-based
cybersecurity in RPM more challenging. Cybercriminals
constantly breach security with innovative strategies, such as
ransomware, phishing schemes, and complex malware that
can trick even sophisticated Al models. Hence, to identify
and block novel threats, Al systems need to be updated and
retrained regularly. It takes ongoing investment in research,
development, and threat intelligence to keep Al systems
updated to handle new types of threats, which can put
pressure on the healthcare resources of the organization.

J. TRAINING AND SKILL DEVELOPMENT

The cybersecurity workforce must continuously acquire
specialized skills and expertise owing to the incorporation of
Al in threat intelligence. Companies that want to guarantee
that their employees can use Al technologies and understand
the insights produced by Al must invest in training programs.
This problem is exacerbated by the lack of qualified experts
in cybersecurity and Al Several other limitations and
challenges are presented in Table 9.

VIil. FUTURE RESEARCH DIRECTIONS

As the integration of Al into RPM systems for cybersecurity
evolves, several key areas require further research and
development to enhance the effectiveness of Al-powered
threat intelligence. This section outlines potential future
research directions.

A. IMPORTANCE OF NATURAL LANGUAGE PROCESSING
(NLP) AND FL

The majority of threat intelligence obtained using Al
depends on anomaly and pattern identification. However,
future research should focus on developing context-aware Al
models that can recognize the larger picture of anomalies
and distinguish between dangerous deviations and benign
variations caused by patient-specific causes or environmental
factors. These models could combine real-time monitoring
with techniques like natural language processing (NLP) and
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TABLE 9. And challenges of Al based threat intelligence in RPM systems.

Limitations and
Challenges

Description

Data Privacy and Security

Sensitive health data in RPM systems highly vulnerable to breach risks, especially if AI models are

Risks compromised by adversarial attacks or insufficient encryption [110].

Adversarial Attacks
identification.

Al algorithms can be manipulated by Malicious actors to evade detection, creating false negatives in threat

False Positives and Alert

Overloaded healthcare staff may ignore critical alerts due to Al-generated false alarms, undermining trust

Fatigue in the system [110].
Interoperability Most of the time Al tools are not compatible or often fail to integrate seamlessly with various RPM devices
Challenges and legacy healthcare IT infrastructure, limiting its capacity of threat detection coverage.

Bias in Health Data

If the training data is skewed toward specific demographics, there is chance to reduces threat detection

accuracy for underrepresented patient groups.

Black-Box
Making

Decision-
regulators [111].

Lack of transparency in Al algorithms complicates audits and explanations of threat detection logic for

use unstructured data (such as patient notes or medical
records). FL offers a compelling possibility for enhancing Al
in RPM cybersecurity, especially in light of privacy issues
in the healthcare industry. Future research should examine
possible solutions for using FL to train Al models across
decentralized RPM systems, such that it does not require
the transfer of sensitive health data from local devices. This
approach can enhance collaborative threat detection among
hospitals and healthcare providers while maintaining data
security and privacy as a priority.

B. NEED OF EXPLAINABLE Al (XAl)

One of the major challenges for Al in cybersecurity is the
lack of transparency of Al in the decision-making process,
which is commonly known as the ‘““closed box™ problem.
The development of explainable Al (XAI) methods for threat
intelligence in RPM systems should be the main focus of
future studies. XAI models would help security and health-
care professionals better comprehend Al-driven judgments,
which would increase trust, make regulatory compliance
easier, and support decision-making during critical cases.
The majority of Al models used in RPM cybersecurity are
intended for reactive threat detection, in which case a breach
is discovered after it has already happened. Future studies
should focus on creating proactive Al models that contin-
uously analyze patient data, device behavior, and external
danger landscapes to anticipate such threats before they
materialize. These predictive models can significantly reduce
the risk of cyberattacks, allowing RPM systems to mitigate
risks before they escalate into serious problems. Explainable
AI (XAI) is increasingly important in RPM systems, which
use Al to monitor patients with chronic or acute illnesses at
remote locations [6]. XAl techniques are crucial for unveiling
the reasoning behind Al systems’ predictions and decisions,
especially when dealing with sensitive health data [112].
The XAI framework, utilizing Shapley values and attention
mechanisms, has been proposed to provide both post-hoc and
intrinsic explainability for regression and classification tasks
in RPM [6]. XAl in RPM can help detect early deterioration
in patients’ health, personalized monitoring, and learn human
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behavior patterns [6]. However, challenges remain in clinical
validation, consistency assessment, and standardized quality
evaluation of XAI methods [112].

C. CONCEPT OF “SECURE BY DESIGN”

The ““Secure by Design” paradigm is becoming increasingly
important in guaranteeing the security and safety of patient
data as Al-driven threat intelligence is integrated into
RPM systems. This approach emphasizes the importance
of implementing security controls at every stage of the
system development lifecycle, from the initial design to
implementation and ongoing maintenance. RPM systems can
detect and mitigate vulnerabilities efficiently before exploita-
tion by including security elements from the beginning.
In the healthcare industry, where data breaches can have
serious repercussions for patient safety and privacy, taking a
proactive approach is crucial. By integrating the most recent
security practices and technology continuously, a “Secure
by Design” approach makes it possible for Al-driven threat
intelligence systems to adjust to new threats. Future research
could examine the precise effects of applying the ‘““Secure
by Design” principles on the efficacy of threat intelligence
generated by Al in the context of RPM. Research may
concentrate on creating best practices, weighing the costs
and benefits, and determining how these security measures
actually affect patient outcomes and system integrity in the
real world.

Al models need to adapt to the ongoing evolution of cyber
threats. Subsequent investigations have to concentrate on cre-
ating adaptable Al systems capable of promptly assimilating
emerging forms of cyberattacks, encompassing adversarial
attacks on Al models. The integrity of RPM systems depends
on the ability of Al-based threat intelligence to adapt
constantly to shifting security environments. Al provides
promising solutions in anomaly detection, but its application
to automated incident response is still relatively new. Future
studies should focus on developing Al-driven, real-time
incident response frameworks that can mitigate possible harm
without the need for human interaction by detecting and
responding to cyber threats on their own. The combination of
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Al and quantum computing can enhance the cybersecurity of
RPM systems in the future. Al models could profit from more
processing power, while quantum computing could be used
to improve encryption methods. Subsequent research should
investigate how quantum computing might improve the
capacity of Al to identify complex dangers in RPM systems.
Utilizing the “Secure By Design’ concept, current research
has addressed cyber security in the Remote Monitoring
and Teleoperation (RMTO) of Autonomous Vehicles (AV).
It examines the issue of possible attack routes, attack vectors,
and threat surfaces that could be used to launch a malicious
assault against an AV and an RMTO and demonstrates how
this strategy could aid in enhancing security [113]. These
studies can help lay the foundation of research work for
implementation in Healthcare.

The future of Al-enhanced threat intelligence in RPM
systems is promising, with opportunities for advancements
in context-aware threat detection, FL, XAlI, and proactive
cybersecurity. Addressing these areas will not only strengthen
the security of patient data but also improve the overall trust,
compliance, and effectiveness of Al-powered RPM systems.

IX. CONCLUSION

This paper presents a comprehensive survey of Al-enhanced
Threat Intelligence in Remote Patient Monitoring (RPM) sys-
tems, including recent developments, challenges, and future
research directions. This review examined 113 research
papers covering most aspects of Al-driven cybersecurity
and its relevance to healthcare. The focus of this study
was specifically on integrating Al models to secure data,
mitigate threats, and detect anomalies. The intention was
to gauge the current landscape of Al-driven cybersecurity,
pinpoint significant trends, and emphasize areas that require
further research. The analysis focused on four primary
research questions regarding threat intelligence implementa-
tion, architectural solutions, integration of Al with RPMs, and
related benefits and challenges.

The research papers considered were categorized into
relevant thematic areas, such as Al-based anomaly detec-
tion, architecture for securing RPMs, and FL. The results
revealed that the adoption of Al for securing RPMs is
becoming more popular, specifically in anomaly detection.
However, sufficient research has not been conducted on
issues such as scalable architecture, data privacy, cross-
platform interoperability, and data privacy. There is an
apparent need for innovation in Al-based architectures for
securing RPMs, as studies have shown the limitations of
integrating blockchain to enhance data integrity.

According to the present state of research, Al is primarily
used in RPM systems for automated threat mitigation,
anomaly detection, and real-time monitoring. However, the
integration of Al into RPM security is still in its early
stages. Currently, ML models are used for anomaly detection
and in predictive analytics. Edge Al and FL also have
limited applications in terms of the security and privacy
of healthcare data. This paper showed the gaps in existing
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systems and proposed how Al-based threat intelligence can
be integrated. Most existing solutions lack the capabilities of
distributed operations with real-time processing and cross-
platform interoperability.

One of the key issues discussed in this paper is the
requirement of Al systems to manage the ever-evolving
cyber threats in RPM systems. A crucial need for future
research on explainable Al (XAI), as well as the ethical
issues regarding the implementation of Al in RPM systems,
was highlighted in the paper. FL and Blockchain integration
with Al for security and privacy in RPM also require
further research. Subsequent investigations should focus on
developing a scalable architecture that can address both
privacy and security concerns in RPM systems. Advancing
Federated Learning, Cloud-Edge architecture will make RPM
security more resilient and robust to handle emerging threats.

In conclusion, this paper provides an extensive review
of threat intelligence enhanced by AI in RPM systems,
discussing important research questions in addition to
revealing the potential benefits and challenges ahead. This
review provides a foundation for future research on enhancing
the cybersecurity framework of RPM systems by integrating
Al technologies.
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