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Abstract. Today, web services are widely used by ordinary people with
little technical know-how. End user cybersecurity in web applications has
become an essential aspect to consider in web development. One impor-
tant part of online cybersecurity is the HTTPS protocol that encrypts
the web traffic between endpoints. This paper explores how the relevant
end user cybersecurity instructions are communicated to users. Using
text-focused analysis, we study and assess the cybersecurity instructions
online banks and browser vendors provide with regards to HT'TPS. We
find that security benefits of HI'TPS are often exaggerated and can give
users a false sense of security.

Keywords: HTTPS - web application security - cybersecurity education
- security guidance

1 Introduction

As online services are often created for and widely used by laypeople with little
technical knowledge, end user cybersecurity has become a crucial and relevant
aspect to consider in the overall security of information systems (IS) [1, 6,17, 18].
One of the most popular tools for accessing online services is the web browser.
Here, HTTP (Hypertext Transfer Protocol) is the means browsers use to connect
to websites. HTTPS (Hypertext Transfer Protocol Secure) is a HTTP connec-
tion using modern encryption (currently TLS)!, securing the connection and pre-
venting man-in-the-middle attacks between communication endpoints. In most
browsers, a HI'TPS connection to a website has conventionally been indicated
with an URL address beginning with HT'TPS rather than HTTP, and a small
padlock symbol in the address bar [12]. Already introduced in 1994, HTTPS has
been steadily growing in popularity. In September 2022, Google reported that
HTTPS is used as a default protocol by almost 80% of all web sites 2.

While using HTTPS is indeed important and users should be aware of it, it
does not guarantee full protection. For example, malicious websites may simply
purchase a cheap HTTPS certificate which makes popular browsers display them
as secure despite the content of the website being dangerous. Furthermore, there

! https://tools.ietf.org/html/rfc2818
% https://w3techs.com/technologies/details/ce-httpsdefault
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are many layers of communication between HTTPS and the end user, which may
be targeted by adversaries. Recent work has discussed attacks such as man-in-
the-browser which are able to completely circumvent the protection offered by
HTTPS [23]. As a consequence, there also exists a danger of overemphasizing
the security provided by HTTPS in end user cybersecurity communication.

The aim of this work is to investigate how essential end user cybersecurity
knowledge is communicated in security critical web applications, in particular
bank websites. We analyze and evaluate the cybersecurity guidance they provide
with regards to HT'TPS using text-focused analysis. Consequently, we formulate
the following research questions:

RQ1: How do bank websites and popular browser vendors communicate to users
about HTTPS?

RQ2: Do the online banks and browser vendors over- or under-emphasize the
security benefits provided by HTTPS?

2 Background

Accelerated by technology trends such as the utilization of cloud services, a
multitude of services are offered online [19]. These consist of old services being
transformed online (e.g. banking [16]) and new services emerging such as Inter-
net of things (IoT) management systems and social media [20]. Furthermore,
many desktop applications are being replaced with web applications, which are
accessible everywhere and updated automatically. At the same time, web secu-
rity relies heavily on users’ knowledge about the environment, including their
ability to detect potentially malicious websites and avoid them. One of the key
visual cues in browsers indicating that to users that a website is secure is the
padlock symbol on the address bar. However, while the users may easily assume
that this symbol indicates a completely secure web browsing experience, the
padlock merely means that the connection to the server uses the HT'TPS proto-
col. Thus, a detailed analysis on how the meaning of HTTPS and encryption is
communicated to users is needed.

2.1 Advantages and misconceptions of the HTTPS protocol

HTTPS has become a significant element in ensuring secure web browsing.
Google has campaigned in favor of secure web?, advocating adoption of HTTPS
encryption for websites. Amidst all the hype surrounding the secure web, how-
ever, it has often been forgotten that HT'TPS and TLS only secure the end-to-end
connection, not the security of the client (browser) or the security and integrity
of web pages at endpoints.

HTTPS encrypts the communication in transit, but does not provide any
protection when the unencrypted data is handled on the client or server side

% https:/ /security.googleblog.com /2018/02/a-secure-web-is-here-to-stay.html
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or when it is stored in databases. Therefore, HTTPS does not fully guarantee
security, safety or privacy, although users may think so based on many cyberse-
curity instructions. For example, attacks with malicious browser extensions can
effortlessly be implemented on the client side when HTTPS in being used [21].

Moreover, the certificate and necessary infrastructure for HTTPS are easy to
obtain for any service provider, also for scammers, and they only guarantees the
authenticity of the domain name or the party (e.g. company) maintaining the
website. However, users are in no way protected from a website that is malicious
to begin with, before it is sent to the client over an encrypted connection.

Motivating and governing HTTPS usage has been incorporated into browsers
and web concepts in many ways. These include limitations and guidelines given
to developers, such as disallowing mixing HTTP and HTTPS (mixed content)
on websites and requiring it as a part of progressive web apps. However, HTTPS
has also been acknowledged in cybersecurity communication aimed at end users.
Examples of this include directing users to look for a padlock symbol in the
address bar to make sure the connection is secure, labeling websites not using
HTTPS insecure, and introducing additions like HTTPS-Only mode* in Firefox
and the HTTPS Everywhere® extension.

2.2 End user cybersecurity behavior

A major research direction in cybersecurity research concerns the end users and
their behavior. This research has focused on aspects such as security policy viola-
tions [25], personal data exposure and collection [22], and the impact of person-
ality on cybersecurity behavior [24] among others. It is important to understand
the security awareness level of end users, as it is a paramount component in the
overall security of IT systems [6]. Therefore, ensuring end users are up-to-date
on relevant cybersecurity issues and respective behavior and culture is essential.

There are several factors that impact end-users security behaviour (e.g. see [9,
7]). These include formal and non-formal education [3, 15], offering end users pri-
vacy policies that explain potential issues [22, 25], information dissemination [2]
and security indicators [12]. Textual information on recommended cybersecu-
rity behaviors are offered by almost all internet browsers and online banking
websites, which are in focus in this study.

Researchers have suggested that knowledge of security threats [4,14] is a
crucial part of cybersecurity awareness. However, a recent work (e.g. [5]) suggests
that merely knowledge of security threats does not guarantee secure behavior.
In addition to threat knowledge, users need to have necessary skills to act in a
secure way. Thus, behavioral guidance is needed. This can be achieved through
cues and nudges implemented as part of information systems that guide user
behavior to a more secure direction [9]. These cues and nudges can be icons,
sounds, popups and other sensory cues that inform end users about the state of

* https://blog.mozilla.org/security /2020/11/17 /firefox-83-introduces-https-only-
mode
® https://www.eff.org/https-everywhere
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Communication to the Real technical
user HTTFS

implementation

End user

Fig. 1. A visualization how HTTPS technology and implementation are explained and
communicated to end users. Instead of end users most often directly being aware of
what is going on, they obtain their information through second-hand sources such as
the cybersecurity guidance that internet browsers provide.

cybersecurity. The information they convey can indicate either that things are
secure or that they are not.

Several studies (e.g. [11, 13,26]) show that people have a flawed understand-
ing about the internet. This in itself is a cybersecurity concern. Browsers are
a way to browse the internet and researchers have suggested a number of ways
to improve end user security. Krombholhz et al., [13] summarized a myriad of
literature on security indicators in internet browsers and banking apps, and
demonstrated that these indicators have advanced on multiple fronts to provide
understandable knowledge to end users. The aim of these indicators is not per se
to reflect the technical reality, but rather to direct end users towards desired se-
cure behavior. In a work published in 2015, security experts suggest checking for
HTTPS as one of the top six measures users should take for their security [10]. To
nudge the users towards paying attention to the HTTPS connection, browsers
such as Google Chrome and Mozilla Firefox display a padlock symbol in the
address bar as an indication of the HTTPS connection. Furthermore, browsers
may issue warnings to users if they are about or enter passwords of credit card
information on a HTTP site [8].

In summary, end user cybersecurity behavior is influenced by several parties
(e.g. browsers, legislators, news outlets) and in many ways (e.g. nudging, in-
forming). It is paramount to ensure that the actions to increase secure end user
behavior work as intended and do not, in fact, have adverse effects. In particular,
the communication of HTTPS and the padlock symbol are worthy to investigate
in this regard.

3 Materials and Methods

In order to respond to the presented research questions, we focus on cybersecu-
rity communication aimed at the users in (1) web browsers; and (2) banks. We
analyze these from the perspective of how well they match the technical imple-
mentation of HT'TPS and the real security aspects it provides. Thus, looking at
Figure 1, our focus is on the middle box and its relationship with the technical
implementations. Accordingly, our study differs from other cybersecurity user
studies which focus on end users via interviews or surveys [6].
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3.1 Data sources

We investigate the communication to the users via semantic analysis of two
sources. First, how six of the most popular internet browsers (Google Chrome,
Firefox, Opera, Safari, Microsoft Edge and Internet Explorer®) communicate to
their users about HTTPS. These browsers were selected based on popularity as
measured by the number of active users globally. We fetched the instructions that
the browsers deliver to their users from official sources, which varied between the
browser providers. In case varied instructions were given to the PC and mobile
version of the selected browser, we preferred the PC version for continuity’s sake.
The cybersecurity instructions were glanced through and all information relating
to HTTPS or the lock symbol on the address bar were stored for more detailed
analysis.

Second, we studied how critical high-security web sites, in this case online
banks, communicate about HTTPS to end users. Similarly to the web browsers,
the banks were also selected for analysis based on their popularity in the target
country. We searched a list of the world’s 100 largest banks and via random
sampling selected 20 banks for analysis.

In order to abide by the standards of ethical research, we have redacted
the names of the banks in this work. This is done to avoid targeting specific
companies with potentially damaging results.

3.2 Analysis

With these two sets of data were are able to provide an overview of how HTTPS
systems are communicated to end users and identify potentially problematic
terminology and user guidance. In order to extract potential problems from the
selected set of HTTPS related communication, we approached the texts from
the perspective of the technical implementation of HTTPS which is depicted
on the right hand side in Figure 1. Following the semantic analysis approach,
we focused on all communication that was not aligned with the technical im-
plementation. We wrote down these identified issues and classified them into
clusters. We present these clusters including direct quotes from the browsers’
communication in the following section.

4 Results

Guided by our research method, we identified two separate categories of how the
security provided by HTTPS is communicated to end users. We identified issues
with (1) terminology, and (2) user guidance. In the following, we discuss these
two separately.

5 Popularity of browsers fetched from Kinsta at https://kinsta.com/browser-market-
share/ on 5th of March, 2021
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4.1 Issues with Terminology

Table 1 shows the terminology online banks use to describe the security provided
by the HTTPS protocol on their pages. We can see that the most common terms
to describe HTTPS are ”secure website” and ”secure connection”. In what fol-
lows, we will look at the potential problems with this terminology.

Table 1. How is security or privacy provided by HTTPS described? Terms used on 20
studied online bank cybersecurity guidance pages.

Term N
secure website/webpage/site|10
secure connection
authentic certificate
encrypted connection
legitimate site

secure session

secure transaction
secure data transmission

—_

= = = = == N

Is the page secure? When cybersecurity guides talk about secure web
pages, they usually imply that HTTPS and the TLS connection are used. How-
ever, it may not immediately be clear to the user that a web page or web ap-
plication delivered using a secure connection can still be insecure in many ways.
For example, a web application can be poorly implemented and contain injection
vulnerabilities that leak the user’s private data to other users, web pages can be
laced with malware, or the owner of the website may simply be a scammer who
has acquired a certificate. In all of these cases, the connection may be secure but
the web page itself is not.

Accordingly, when cybersecurity guidance calls a web page secure, they merely
refer to that the browser connects the remote site using a secure protocol and
therefore, attackers cannot tamper with the data between the communication
endpoints. However, for the user, security of a web page arguably also means
that the web page (the HTML document) they have downloaded for viewing
and interact with would be safe to use without compromising their private data
and online transactions. Unfortunately, this is not the case. The conception of
secure web page can easily become too broad in the user’s mind, which makes
it problematic to divide web pages into secure and insecure ones just based on
their HTTPS usage. Likewise, calling the web where every website would use
HTTPS secure web can create a false sense of security.

Is the connection secure? Based on the above, calling web pages secure
can be confusing and even harmful for users. There is more to the story, how-
ever, because HTTPS does not even guarantee a secure connection in the sense
users may understand it. If implemented and utilized correctly, TLS guarantees
security on the transport layer, preventing man-in-the-middle-attacks that aim
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to spy on or tamper with the data sent over the network. However, there is
also an alternative interpretation as to what end-to-end encryption and secure
connections mean.

Whether the connection is secure depends where the end-points of the connec-
tion are considered to be and where the "middle” of man-in-the-middle attacks
is located. For example, a user might expect every point between the user inter-
face and web server to be secure. Alternatively, the secure connection could be
expected to begin when the web application forms a HT'TP connection to the
server. In both of these scenarios the ”connection” is potentially compromised,
because the data in the user interface and the data sent from the web application
can easily be read and modified for example by a malicious browser extension
or an independent piece of malware that has hooked into the browser. These
attacks happen on the layers where there is no TLS protection and HTTPS is
therefore useless. It is important to understand that TLS is only meant to en-
crypt the data during delivery, not when it is stored or used. The attacker can
strike before the application layer data is encrypted or again after the encryption
has been removed. From this perspective, Microsoft Edge promises a little too
much in its in-browser description of the secure connection, stating that ”[...]
information (such as passwords or credit cards) will be securely sent to this site
and cannot be intercepted”.

In our sample of online banking websites and browsers, the studied browser
vendors used more accurate terminology than the online banks. The browser
vendors did not talk about secure websites, but only call the connection secure.
However, there was one exception among the browsers. Google Chrome’s help
page seems to talk about secure connection and private connection interchange-
ably, which may further confuse readers. Browser vendors also did not go into
detail about what parts of data transmission are guaranteed to be secure, which
leaves the term ”secure connection” vague and open for misunderstandings.

To summarize, the security terminology revolving around the use of HT'TPS
in online banks’ websites and browsers’ instructions largely use overoptimistic
and exaggerated language when it comes to cybersecurity. While scaring users
with threat scenarios may not be wise either, the used terminology makes un-
warranted promises about security. This can have negative impact on end users’
cybersecurity awareness and give rise to a false sense of security.

4.2 Problems with Guidance

Table 2 shows cybersecurity guidance given on the studied bank websites on
how end users can make sure the website and the connection are secure and
legitimate. As can be seen from the Table, almost all the banks list "HTTPS”
in the web address as a sign of a secure website and connection. Not only is this
problematic because HT'TPS does not guarantee the security and integrity of a
website itself, but it is outright misleading, because at least the Google Chrome
browser has discontinued the practice of displaying the "HTTPS” prefix in the
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address. Unfortunately, not many security guidance pages have been updated to
reflect this change.

Table 2. How to make sure a website or connection is secure? Cybersecurity guidance
given on the studied bank websites.

Bank|HTTPS in the|Lock symbol|{Check the address|Check the certificate
ID |address bar is correct is legitimate

0~ O U Wi
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<

R R R R eI R B i il i i e i
>

,_.
\]
el
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Another popular alleged sign of a secure website and connection is the pad-
lock symbol. However, even together with HTTPS, this is not an indication
of secure or authentic webpage as fraudsters can easily obtain certificates that
makes the site appear secure. Almost half of the cybersecurity guide pages only
mention the combination of HTTPS and padlock as a sign of security, which is
utterly insufficient.

Checking the address in the address bar was only mentioned 2 times, and
users were instructed to click the padlock icon to confirm the certificate of the
webpage or the bank only in 8 cases. In majority of fraud and phishing scenar-
ios, the displayed URL is something which cannot and has not been fabricated.
Therefore, it is concerning that users are not instructed to check and verify the
address. Clicking on the padlock and checking that the certificate is legitimate
is good advice as well, although it is questionable whether the user wants to go
through the trouble of checking this. The user may also not be able to differenti-
ate between a genuine certificate and a fake that the scammer has procured for
their fraudulent site. Consequently, users should be made more aware of what
the correct URL for their bank’s website is and what the correct certificate looks
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like. Unsafe practices such as searching for the bank’s name in the search engine
and possibly clicking a link leading to a fake banking site should be strongly
discouraged by the cybersecurity instructions, but this was not the case.

Not surprisingly, the guidance provided by the browser vendors is more accu-
rate than cyber security instructions of online banks. For example, they contain
information on secure certificates and explain how to check their authenticity.
However, at times they still contain claims that can be seen as exaggerated,
such as padlock symbol indicating that entering sensitive information is fully
protected”s.

5 Discussion

5.1 Theoretical and practical implications

We summarize the key contributions of this work in Table 3. These relate pri-
marily to three areas: (1) cybersecurity communication; (2) security indicator
design; and (3) end user cybersecurity. Below we discuss these implications in
further detail and how elucidate how they connect to extant literature.

Table 3. Key contributions

Contribution area/Key contributions

Security The security instructions for end users on the world’s most popular
communication bank’s websites are outdated.

Education on how systems work should not be replaced by blind
trust on security indicators.

It is problematic if end users learn to trust that every time
something is wrong with their system they see an indicator.

Security indicator |Security indicators may provide a false sense of security.
design
In addition to guiding behavior security indicators could be
designed to guide learning about potent security measures.

End user There is a shared responsibility between banks, the government
cybersecurity and other related agencies to educate the crowds about the
current trends in cybercrime and provide knowledge on how

to stay protected. Banks should not fall behind in inadequate
security communication that leads to a false sense of security.

With regards to cybersecurity communication, we contribute in to the litera-
ture on security indicators in web browsers [13]. Through the performed analysis

" https:/ /support.google.com/chrome/answer/95617
8 https://help.opera.com/en/latest /security-and-privacy /
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of cybersecurity communication in the world’s largest bank’s webpages we of-
fer a unique viewpoint to the literature that largely focuses on empirical user
studies [9, 7].

With regards to security indicators and their design, our work offers a fresh
perspective reminding of the potential dangers of simplified communication. For
example, Krombholz et al., [13] found that end users oftentimes underestimate
the security benefits of using HT'TPS. Based on our findings, blindly trusting
the padlock symbol to make web browsing secure at times when it is quick and
cheap to get a HT'TPS certificate for any website is unwise. Furthermore, it is
problematic if end users learn to trust that every time something is wrong with
their system they see an indicator of sorts.

Finally, with regards to end user cybersecurity, our findings align with previ-
ous work in that knowledge about cybersecurity threats and education on how
the systems work on a general level is needed [4,14]. Our findings further con-
tradict the argument that security indicators would be better than nothing. In
fact, we argue that they may even have a negative impact on cybersecurity for
the following reasons:

— They can lure individuals into a false sense of security.
— They may make end users lazy and to not bother to learn how systems
actually work.

5.2 Limitations and future work

Our empirical work has the following limitations. First, we reviewed the cyberse-
curity communication of the most popular online banks and browsers, but it may
very well be that this is not the primary source of information for many end users.
Other sources including alternative websites, social media, news sites, formal ed-
ucation and mouth-to-mouth sources need to also be considered. To account all
these, interview studies with end users could be conducted, an approach adopted
by related work (e.g., [13]). Second, we analysed the online banks’ and browsers’
end user cybersecurity communication specifically with regards to HTTPS. Of
course, other important aspects regarding end user cybersecurity behavior and
communication exist, and future work could explore these.

6 Conclusion

When used and implemented correctly, HTTPS and TLS are essential technolo-
gies to safeguard data when it is transmitted between the user’s browser and the
server. While saying that HTTPS is secure is not wrong, it is a misconception
that using the protocol would keep the user data safe inside the browser or even
at every point of the data transmission. HT'TPS is only one important piece of
cybersecurity, and users and web service providers need to be educated on the
threats HTTPS does not protect against and the necessary countermeasures.
HTTPS will no doubt become even more prevalent in the future when a
new version of HTTP, HTTP/2 is adopted more widely. Although the protocol
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does not require mandatory encryption, in practice it is required by most client
implementations. Hopefully, we will soon to be able to move to a web where
every site uses HTTPS and trustworthy certificates by default, and developers
as well as users can concentrate more on other security issues.

As the world becomes increasingly digital and complex, the pitfall of sim-
plifying things too much for end users via security indicators and visual cues
becomes more prominent. Based on our findings here, we stress the paramount
importance of end user cybersecurity education as opposed to luring users to
potential false sense of security through teaching them to rely on oversimplified
security indicators.

In conclusion, we are not arguing that cybersecurity communication to end
users should disclose everything about the technical implementation. However,
end user communication should make sure to provide a realistic view of the used
security measures so that users are not lead into a false sense of security.
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