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Abstract: The inherent dynamism of recent technological advancements in intelligent vehicles has
seen multitudes of noteworthy security concerns regarding interactions and data. As future mobility
embraces the concept of vehicles-to-everything, it exacerbates security complexities and challenges
concerning dynamism, adaptiveness, and self-awareness. It calls for a transition from security
measures relying on static approaches and implementations. Therefore, to address this transition, this
work proposes a hierarchical self-aware security architecture that effectively establishes accountability
at the system level and further illustrates why such a proposed security architecture is relevant to
intelligent vehicles. The article provides (1) a comprehensive understanding of the self-aware
security concept, with emphasis on its hierarchical security architecture that enables system-level
accountability, and (2) a deep dive into each layer supported by algorithms and a security-specific
in-vehicle black box with external virtual security operation center (VSOC) interactions. In contrast
to the present in-vehicle security measures, this architecture introduces characteristics and properties
that enact self-awareness through system-level accountability. It implements hierarchical layers that
enable real-time monitoring, analysis, decision-making, and in-vehicle and remote site integration
regarding security-related decisions and activities.

Keywords: security; cybersecurity; autonomous vehicles; connected vehicles; self-aware architecture;
intelligent vehicles; security architecture; security accountability

1. Introduction

Today, vehicles as integral components of cyber-physical systems (CPS), are antici-
pated to effectively address the pressing automobile challenges. As future mobility em-
braces the concept of vehicles-to-everything, it exacerbates security complexities and
challenges [1,2] concerning dynamism, adaptiveness, and self-awareness. The inherent
fluidity of these technological advancements in intelligent mobility has seen multitudes
of noteworthy security improvements. However, there is still a call for a transition from
security measures dependent on static approaches and implementations. For example,
in such a transition, the vehicles utilized imply that open software protocols and connec-
tions for vehicle and electric in-vehicle infrastructure are critical to their security posture.
Couple these with a collection of evolving sensor platform vehicles and they would become
fully functional complex computers on wheels [3]. Such capabilities will facilitate in-vehicle
computing, fleet management [4], synchronization, telemetry, and the bidirectional sharing
of information [5] in urban mobility. They will also be capable of handling network traffic
transactions through embedded systems [6]. Characteristics and properties such as these
make connected, intelligent, and autonomous vehicles social “things” capable of generating
enormous amounts of data and inadvertently acting as virtual data sources on wheels and
intelligent mobile objects [4].
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1.1. Background

The traits and characteristics of security are fundamental to the atomic reality of con-
nected, intelligent, and automated vehicles because of its crucial role in shaping [7] and
influencing associating technologies [8]. The issue of security is a persistent and influential
factor that gradually influences the landscape of automotive technologies, particularly
in the context of the interplay between and from conventional driving and autonomous
driving system security. With the widespread agreement and consensus of automobiles
adhering to cybersecurity regulations as security controllers, cybersecurity solutions of
varying complexity and scope are widely accessible across many professions and do-
mains [9]. Specific security requirements covering areas, such as application security,
intrusion detection prevention systems (IDS/IPS), secure over-the-air (OTA) transactions,
trusted execution environments (TEE), in-built hardware security, and root-of-trust [10],
are considered part of the primary security measures in today’s modern automobiles.

1.2. Research Objectives, Motivation, and Contributions

The diverse security requirements of connected, intelligent, and autonomous vehi-
cles call for a systematic and robust approach that integrates and facilitates seamless
interaction among solutions [11]. In contrast to today’s widespread in-vehicle security mea-
sures, a hierarchical self-aware cybersecurity architecture consisting of real-time security
monitoring, analysis, decision-making, and visualization layers is due for this transition.
The security characteristics and properties must also enforce security through system-
level accountability. Therefore, this work proposes a self-aware security with architectural
sub-modularization components. The proposed cybersecurity architecture addresses the
inadequacy of security dynamism, adaptiveness, and self-awareness in the vehicular ecosys-
tem. It provides (1) a comprehensive understanding of the self-aware security concept,
with emphasis on its hierarchical security architecture that enables system-level account-
ability, and (2) a deep-dive into each layer supported by algorithms and a security-specific
in-vehicle black box with external VSOC interactions. In contrast to the present in-vehicle
security measures, this architecture introduces characteristics and properties that enact
self-awareness through system-level accountability. It implements hierarchical layers that
enable real-time monitoring, analysis, decision-making, and in-vehicle and remote site
integration regarding security-related activities. Hence, the contributions of this work are
listed as follows:

1. A systematic exploration of security dynamism, self-awareness, and adaptiveness is
provided in the vehicular ecosystem. It examines in-depth the need for appropriate
security measures that match the dynamic nature of the vehicular security landscape.

2. A hierarchical self-aware security architecture is proposed that effectively establishes
accountability at the system level and further illustrates why such a proposed security
architecture is relevant to intelligent vehicles.

3. The sub-components of the self-aware architecture, their algorithms, and the integra-
tion of a security-specific black box are presented.

1.3. Scope of This Research Work

The scope of this research manuscript is to share a study that proposes a security ar-
chitecture. The underlying target seeks to address the inadequacies of dynamic, self-aware,
and adaptive security measures applicable to connected, intelligent, and autonomous
vehicles. Subsequently, the following set of security assumptions is fundamental to the
proposed self-aware security architecture. The first assumption asserts that the connection
between interconnected nodes is encrypted. Secondly, it assumes that decryption is appli-
cable to all indicated data flow from one point to another and is decrypted when necessary.
Lastly, we assume that all illustration model arguments are from a security context and
apply to connected, intelligent, and autonomous vehicles. The remaining sections of this
work have been grouped as follows. Section 2 provides a literature review and an overview
of the current solutions, serving as the contextual background. Section 3 of the paper
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presents an exposition and elucidation of the suggested self-aware security architecture, as
well as an explication of the structure of the security architecture. Sections 4–8 provide a
comprehensive deep dive into the design aspects of each individual component. Section 9
presents a discussion leading to the conclusion in Section 10.

2. Literature Review

When the future of transportation began envisioning vehicles (connected, intelli-
gent, and autonomous) that can communicate with intelligent gadgets, the Internet of
Things (IoTs), and other external infrastructures, security became a significant issue.
Recent projections predict 115 million connected vehicles (CVs) by 2025, while the frequency
of attacks on modern cars has increased by 225% in the past three years [12]. These vehicu-
lar networks will rely on complex interactions between vehicles, intelligent gadgets, the
Internet of Things (IoTs), people, and external infrastructure (vehicle-to-everything (V2X)).
Research into these security concerns has seen a focus on influence and acceptance factors,
cybersecurity challenges and evaluations, vulnerability, sophistication, cybersecurity risk
management, threat modeling, and susceptibility. In addition to these, a substantial effort is
also seen in addressing many of these security challenges in modern vehicles with the use
of security measures such as trusted execution environments (TEEs) [13,14], white-listing,
tamper-proofing, access control [15], and others [16–20], with details illustrated in Table 1.

Table 1. Examples of security measures in modern vehicles.

Trusted execution environments (TEEs) are utilized in low-energy embedded devices in
addition to other cloud solutions and desktop computers as an isolated execution
environment and platform [21]. Its implementation is to leverage secure application
execution with the provided enclaves and integrity as a separate secure operating
system (OS) in isolation specific to its hardware environment [22].

Two-factor authentication (2F) is a widely used provision of assurance of the claimed
identity requiring additional attestations or proof. Two independent factors are involved
through verification and authentication processes to enhance, restrict, or prevent
unauthorized access [23] to services and client-side infrastructural resources such as
vehicular remote applications and systems.

White-listing defines a set of rules or pre-selective applications, processes, or system
activity permitted for execution at runtime or allowed to run when required [24]. Vendors
deploy this solution in vehicles to restrict user space and system domain access. It also
extends to hardware-based, native OS implementation and third-party add-ons [25].

Secure boot using a hardware–software combination ensures that all the software
implementations are from a trusted source with vendor authentication to ensure that only
the right OS is booted [26]. Secure boot, often combined with whitelisting, is used for
restricting and applying selective installations of applications and firmware.

Tamper-proofing sensors are used in modern vehicles to detect various forms of
tampering [27] in several sections, including the electronic control unit (ECU), engine, and
other in-vehicle controls. It is a widespread security measure with external add-ons from
third-party providers.

Access control is a common form of restricting unauthorized access to create roles
according to the job functions performed to grant permissions (access authorization) to that
role [28]

Firewall deployment prevents external attacks on the in-vehicle systems, such as the
infotainment system. It is applicable in several ways in a vehicular context at the circuit
level, application level, and filtering level [29].

Intrusion detection systems monitor in-vehicle networks for suspicious activities and are
often combined with the other security measures mentioned in this table.

The current automobile security infrastructure state has seen further research in several
security sectors with increasing demand for vehicular services [30], vehicular network de-



Sensors 2023, 23, 8817 4 of 16

ployments [31], and in-vehicle electric infrastructure [32]. These research aspects generate
comprehensive insights into the fast-approaching ubiquitousness of connected, intelligent,
and autonomous ecosystems. However, despite the substantial anticipation of addressing
these security challenges in modern vehicles by various vendors, the intensity, diversity,
and impact percentage of attacks have increased in the past few years [12]. Nevertheless,
several lines of evidence from these examples in Table 1 show that various security imple-
mentations, including intrusion detection systems, two-factor authentication, access control
mechanisms, TEE storage and encryption, tamper-proofing, secure boot, white-listing, and
firewalls, have already been deployed by several vendors. Examples include Nissan, BMW,
Audi, Toyota, Honda, Mercedes-Benz, General Motors, Tesla, Volkswagen, Porsche, Daim-
ler Trucks, Jaguar Land Rover (JLR), Ford, Mitsubishi, Volvo Trucks, Subaru, and Hyundai.
However, few security solutions compensate for the vehicle’s lifespan and continuity.

Research such as [33–37] has paid great attention to influence and acceptance fac-
tors. In contrast, [8,38–46] have focused on cybersecurity challenges and evaluations.
Drawing parallelism from cybersecurity, risk assessment, security management techniques,
security impacts and effects, and threat analysis has been beneficial for quantifying secu-
rity. Besides proprietary vendor cybersecurity solutions deployed in modern vehicles in
Table 1, further substantial literature and exploratory investment from theories, concepts,
frameworks, and experimental proposals demonstrating vulnerabilities include [44,47,48]
with sophistication and susceptibility across processes and sensors.

In [49], the authors presented a cybersecurity and safety management system (CSSMS)
approach relying on the ISO 26262 and ISO/SAE 21434 for integrated safety and cyber-
security process management in vehicles. Alladi et al. [50] proposed a lightweight and
secure authentication and attestation scheme for attesting dynamic transit vehicles in line
with [51]. Khan et al. [52] proposed a real-time intrusion detection framework based on nor-
mal state-based and a deep learning-centered bidirectional long short-term memory (LSTM)
architecture. These studies have recognized the importance of security, its outcomes, and
specific aspects. However, security implementations, architectures, and schemes integrat-
ing specific solutions capturing the complex interaction within the context of connected,
intelligent, and autonomous vehicles still need further research. Understanding the risk and
technological feasibility is one part, while extrapolating or developing technical security so-
lutions is another. The considerable amount of research on automotive cybersecurity is vast
and diverse to the point that the security scheme depends on the implementor or vendor.
Furthermore, the transcendency in the gravity of security for vehicles (connected, intelli-
gent, and autonomous) in the cybersecurity beneficiary often relies on the ability to detect
and determine security threats through monitoring scenarios.

3. Proposed Self-Aware Security Architecture

The proposed hierarchical self-aware security architecture extends the state-of-the-art
illustrated in Figure 1 by providing dynamic monitoring, analysis, decision-making, visual-
ization, and the capability to integrate various security solutions with security-specific black
box. In its generic form in Figure 2, the architecture consists of (1) distributed monitoring
agents, monitored components (e.g., services, processes, and network transactions), and
data feeder at the monitoring layer, (2) process controllers at the analysis layer and decision
controllers at the decision layer. Any services, processes, and communication are monitored
by the agents and analyzed by the process controllers. A set of decision controllers act
on the information from the process controllers. The decisions are archived in the black
box, while the analysis, report, and visualization layers are capable of both in-vehicle and
external virtual security operation center (VSOC) HMIs.
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Figure 1. State-of-the-art vehicular security architecture.

Figure 2. Overview of the proposed self-aware security architecture.

Connected, intelligent, and autonomous vehicles will generate real-time in-vehicle
and external security system incidents. As complex relational systems, for example, the
processes and activities with instantaneous in-vehicle or offloading compute probabilities
must be distinguishable in their advocative realm for action augmentation. Figure 3
systematically illustrates this concept at the intake stage. Several layers of system-level
accountabilities start with incident generation from the components and nodes related to
security. Therefore, system-level accountability of relevant in-vehicle and external processes
and activities’ security states must be known whenever needed in attaining self-awareness
in a defensive security posture.

Figure 3. Self-aware architectural hierarchical phases.

Hence, the reflective vehicular security state and its intricacies’ distinguishability
start in the analysis module. The process controllers communicate with decision con-
trollers about the security analysis results on current incidents, allowing the maintenance
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of the operational environment security status and awareness with the help of the decision
controller. The most interesting aspect of the analysis module, which is essential to au-
tonomy, is the capability of dynamic, iterative analysis, continuous monitoring of security
events, and adaptability while rendering data from in-vehicle process nodes and devices.
Other granular processing from the analysis module to decision modules is also derivable
into pathways such as the virtual security operation center (VSOC) and in-vehicle critical
incident archiving in the security-specific black box. With the help of agents, the black box
intends to store these actions or sync with an external source.

Architectural Component

The proposed architecture has four main components: monitoring, analysis, decision-
making, and visualization. In this context, the term controller does not necessarily refer to
the governed attached devices’ functions but emphasizes that the data are not mutable upon
interactions. The process-based module controller has four module-based deployments: the
analysis module, the fail-over mechanism module, the fall-back mechanism module, and
the report/support module. The data intake feeders are the shippers of various metrics and
incidents, such as measurements, status monitoring, and extracting data from controllers
for scrutinization.

In a complex system, such as the central computing unit of an autonomous ve-
hicle, processes and applications perform their routine operations by making changes.
They interact with other processes and request to perform specific actions on behalf of
other processes and applications translative to external and in-vehicle security interactions.
The security system-call routines follow this perspective, deducing that the self-aware
system-level security accountability instantiates these system-calls to their respective
integrity levels. For example, critical instances of in-vehicle interactions with external
instances report an answerable justification upon exploring and investigating these system-
calls made by applications and processes of interest through systematic flow. This ac-
countability is extendable to the system, user, and specific redefined space within the
decision module-based controllers. For example, the three decision modules, namely, the
system incident, critical, and resolvable module, evaluate security actions to permissions-
related, processes-related, and predefined-related against pre-defined reporting incidents
and rules (i.e., incidents, users, models, or within the model that triggered the rule). Com-
mand executions in a defined space enable the assessment of events from the analysis phase
to the resolvable decision module. Furthermore, queries relating to specific instances of
command executions and the support module mechanism visible in Figure 4 also relate to
recording, keeping, and tracking summarizations.

Figure 4. Internal transactions in the proposed self-aware security architecture.
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4. Analysis

Figure 5 represents the analysis component from the analysis layer in Section 3.
The scope covers pre-defined configurations, firewalls, and intrusion prevention and
detection systems (IPS/IDS). Its functionality is to handle and analyze security-specific
instances and incidents reported through the data feeders by the agents. As shown, analy-
sis from the data intake feeders in the form of system and process activities, for example,
internal services, runtime processes, applications, security audits, external event agents,
infrastructural services, and external services, are sent to the analysis layer. The incident
filtering and classification mapping is part of the analysis block. Based on the architectural
implementation choice considering specific instances or applications, the analysis block
can be implemented as a unit or as a supporting unit.

Figure 5. Analysis module-based controller.

Part of this framework’s focal point is maintaining a dynamic security awareness through
analytical parameters. An analysis is essential in most security implementations that depend
or rely on dynamism via expressing action rather than maintaining a state and implying
that static security measures and parameters need to evolve, especially with the advent of
applicable artificial intelligence (AI) and quantum computers on the rise. In this case, achieving
a dynamic security measure often involves incident filtering and classification mapping of
internal and external service communications, application executions in a TEE, dynamic
white-listing, and access controlling. However, resource constraints and implementation
restrictions can dictate how comprehensive or compensating analysis is applied. In vehicles,
for example, necessary procedures such as analysis are beneficial for multiple reasons, such
as availability, consistency, and network connection restraints to reduce latency and response
times. Furthermore, implementing such a concept in an electronic control unit (ECU) via
platforms such as AUTOSAR’s classic platform [53], the Adaptive platform [54], or any other
example will require associating implementation requirements.

Transactions and connectivity initiation traffic have a single ingress at the analysis
layer. It includes runtime processes fulfilling the needs of security-specific devices or
nodes such as firewalls, IPS/IDS, and auditing nodes depending on the task, purpose,
or need. In state-of-the-art vehicular security, white-listing, access control, and firewall
deployments exist from vendors. However, some of these implementations have precise
tailoring to unique instances and situations lacking security dynamism in security based on
the situation. Furthermore, with the lifespan of vehicles and continuity factors influencing
security, connected, intelligent, and autonomous vehicles, firewall implementation, for
example, needs a dynamic security mechanism that can be assistive via analysis at either
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the circuit level, application level, or packet filtering level [29]. The capability of making
security decisions in dilemmas within the vehicular ecosystem and vehicle-to-everything
internal and external communication and transaction is vital in such a security mechanism
or solution.

5. Decision

In this section, a detailed account of the three decision module-based controllers in
the decision layer, namely, the system incident, critical incident, and resolvable controller,
which are already visible in both Figures 2 and 4 and discussed in Section 3, is given.
Each module-based control is comprehensively expressed with algorithms related to these
decision modules and is also illustrated as Algorithms 1–3, respectively. The decision mod-
ules’ operation follows each other and carries the identifier decision phases, respectively,
from (I) to (III) in the whole decision-making chain. Throughout the algorithms, the term
classification explains the process whereby data from one phase to another are grouped
based on the parameters and characteristic specifications of the decision module-based
controller. The specification is dependent on the functionality of the decision module-based
controller, which may vary across implementations.

5.1. System Incident Module-Based Controller

In decision phase (I), data from the analysis module controller enter the first decision
module (system incident). Each entry initiates a security check that involves (1) checking
the validity of that specific message, (2) checking the classification attributes, associated
tags, and markings that are unique to individual components, such as sensors, secure
gateways, infotainment, and others, and (3) checking if they are filtered to make sure the
appropriate delivery message is to and from the required source-to-destination. Proceeding
with these security measures follows the reporting measures that archive each decision
taken to the BlackBox with the help of agents. The classified input data that pass the
security checks proceed to the next decision phase visible in Algorithm 1, Lines (6–14). The
outcome of this decision forwards data to the next phase or rejects/drops failed messages.

Algorithm 1 Decision module for system incidence.
Input : Raw data from analysis layer
Output : System incident level—decision to trigger critical incident or not

1: procedure DECISION PHASE (I)
2: label: Top.
3: Input← Data from Analysis
4: Filtered(input) ← security-specific Incident
5: Classification(input) ← trust tags and severity level
6: if Input then
7: Check Filtered(input)
8: Check Classification(input)
9: if Classify(input) then

10: Verify
11: Report HMI Feedback
12: Report to BlackBox
13: Allow flow to Critical module
14: else
15: break
16: end if
17: else
18: Return to Top
19: end if
20: end procedure
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5.2. Critical Incident Module-Based Controller

Similarly, in decision phase (II), data from the decision phase (I) also invoke a security
check that involves (1) checking the validity of that specific message, (2) checking the
classification attributes, associated tags, and markings related to trust and severity levels
unique to individual components such as sensors, secure gateways, infotainment, and
others, and (3) checking if each message has a threshold marker to sure the appropriate
message is delivered to the required source-to-destination, and (4) checking the resolvability
index. When each preliminary security step is passed, the classified messages are evaluated
based on their threshold index against the acceptable pre-defined security index. If the
threshold index exceeds the acceptable threshold, (1) the fallback mechanism is initiated,
and (2) reporting is triggered to the HMI and black box. However, suppose the threshold
index is lower than the threshold. In that case, the fail-over mechanism initiates instead of
continuing the flow to decision phase (III) visible in Algorithm 2, Lines (7–16).

Algorithm 2 Decision module for critical incidents.
Input : Classified system incident with level
Output : Critical level—decision to trigger fail-over/fallback mechanism

1: procedure DECISION PHASE (II)
2: label: Top.
3: Input(SI) ← Results from System Incidence
4: Threshold(Critical) ← Threshold
5: Classification(input) ← trust tags and severity level
6: if Input(SI) then
7: Check Classification(input)
8: Resolveability Index
9: if Classification(input) >= Threshold(Critical) then

10: Trigger Fallback Mechanism
11: Report HMI Feedback
12: Report to BlackBox
13: else
14: Trigger Fail-Over Mechanism
15: Report HMI Feedback
16: Report to BlackBox
17: end if
18: else
19: Return to Top
20: end if
21: end procedure

5.3. Report/Support Module-Based Controller

Finally, in decision phase (III), invoked security measures include (1) checking the
validity of specific messages for each input from the fail-over and fallback, (2) checking
the classification attributes, associated tags, and markings related to trust and severity
levels unique to individual components such as sensors, secure gateways, infotainment,
and others, and (3) checking each resolved status messages from the fail-over and fallback.

Upon each preliminary security check that is passed, a resolved status indicating
the true status from the fail-over indicates that the security incident with a threshold
index lower than the acceptable threshold is resolved or compensated. On the other hand,
a true status from the fallback also indicates that the initiated action has no errors or
drawbacks, and the security operations are re-summable. In each of these procedures
visible in Algorithm 3, Lines (11–14) and Lines (15–18), each critical security action and
measure taken are reported to the black box and the HMIs for in-vehicle and remote
management synchronizations. From Algorithm 3, Lines (19–22), a false resolvable status
triggers or initiates the reporting/support process module, which is also visible in Figure 3.
Archiving is also applicable at this stage of the process. In addition to the main functions of
the decision modules illustrated, its functional scope is to help in-vehicle decision-making
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dynamically and proactively. This base contributes to the self-awareness criterion in its
decision-level accountability of each critical process and action taken.

Algorithm 3 Decision module for report/support.
Input: classified critical-level decision
Output: decision to trigger a report for support or not

1: procedure DECISION PHASE (III)
2: label: Top.
3: Input( f ail−over) ← Results from Fail-Over mechanism
4: Input( f all−back) ← Results from FallBack mechanism
5: Resolved(CI) ← Is Incident Resolved
6: Classification(input) ← Allocation trust and severity level
7: FBack / FOver← Same as FallBack and FailOver
8: if Input then
9: Check Classification(input)

10: Check Resolved status
11: if Input( f ail−over) and [Resolved(CI) = True] then
12: Report HMI Feedback
13: Trigger BlackBox Report request
14: Return to Top
15: else if Input( f all−back) and [Resolved(CI) = True] then
16: Report HMI Feedback
17: Trigger BlackBox Report request
18: Return to Top
19: else if [FBack/FOver] and [Resolved(CI) = False] then
20: Trigger BlackBox Report request
21: Trigger Remote Assistance
22: end if
23: else
24: Return to Top
25: end if
26: end procedure

6. Fail-Over

Failures and faults are critical aspects of autonomy through a predefined set of instruc-
tions because they can translate into the failure of the entire complex security system, which
can even influence a complete system failure. The general understanding of a fail-over
is protection from failure whereby a piece of standalone equipment automatically takes
over in our security context. The procedure can entail an automatic transfer of control to a
duplicate in faults or failure detection. However, implementing a fail-over for each security
aspect of an autonomous vehicle may be practically non-applicable in most cases. There-
fore, as shown in Figure 6, this specific security exploration considers three factors: control
handoff, optimization management, and the utilization of decision modules in Figure 4.

The fail-over sub-modularization envisions an optimization management role respon-
sible for compensating for security failures. This is to achieve and retain operational status
if needed without entirely compromising the decision-making process and its reliant out-
puts. These outputs include decision-related modules, evaluation nodes, devices, and
components, such as, for example, compensating for failures in a zonal sensor cluster due
to deep neural adversarial intervention within a specific section or an area covered by two
or more sensors for fusion-specific decision polling.

Furthermore, parameter checking and monitoring and their correspondent security
trustworthiness are vital. Security-specific outputs via multiple interface configurations
and calibration consistency are also necessary during decision-making with its trustworthy
ratio. This fail-over security module is actively or passively ready to react to any failure
with optimizations or fail-safe protocols. These procedures in the optimization manage-
ment, for example, can include routing services, trusted external systems, identity, and
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access management security issues in either service, runtime parameters, or application
programmable interfaces (APIs).

Figure 6. Fail-over module-based controller.

7. Fall-Back

The primary premise of a fall-back mechanism is a secondary system or procedure
that is designed to activate in the event that the primary system fails or malfunctions; its
existence in the security context for autonomous vehicles is critical. The vehicular state-of-
the-art implements several fall-back mechanisms such as electronic stability control (ESC),
brake override systems, transmission control modules (TCM), engine control modules
(ECM), and others. However, security-specific measures attributed to cybersecurity mea-
sures rely on best practices, standards, and recommendations from governing bodies and
vendor-specific measures. Therefore, exploring the security-specific fall-back mechanism
in Figure 7 explores an applicable alternative procedure where the fall-back initiation or
triggering depends on the decision module-based controllers.

Figure 7. Fall-back module-based controller.
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This module has security role-based handoffs that address control, user, and operation
center handoffs with a consensus module that considers identity, access, and decision
logic. In contrast with the state-of-the-art, the vision of the decision logic along with
the analysis module is archiving critical decisions with the black box, as in Figure 4. As
referred to in Figure 4, the analytics process module handles the compute sections leading
to decision evaluation. The passive/active system incident evaluation module, critical
characterization module, and resolvability module with relation mapping for correspondent
incident mitigation have assistive attestation through the event listers and message bus.
The premise is security contingency; however, it also requires safeguards such as identity
and access management control, which must match the consensus module upon in-vehicle
or external initiations. In cases where failures prohibit such functionality through the
critical-level decision module, a possible control handoff becomes an option if applicable in
a security incident that is not internally resolvable or needs external intervention.

8. Visualization

The visualization interface module-based controllers in Figure 8, have two dimen-
sions: the in-vehicle container dimension and the virtual security operation center(VSOC)
container dimension, as well as corresponding management modules between the con-
tainers. It handles necessary visual and status indicators beneficial to occupants aided by
the module-based agent controllers, which are communication carriers relaying data and
information across and among other module-based controllers.

Figure 8. Visualization module-based controller.

The VSOC container represents the future trends for intelligent, connected, and au-
tonomous vehicles in the context of security as subscription-based models gradually be-
come the norm. In SAE level 3 to level 5, autonomous vehicles by popular and leading
companies such as Waymo, Tesla, and Baidu have features such as remote assistance,
remote management, redundant controls, and safe pull-over. In their routine operations,
some of these services require over-the-air updates, operational status, and other require-
ments and characteristics, making remote operational centers visualize the statistics in real
time for security impacts. Human-to-machine interfaces are applicable for such situations
with emphasis on our three assumptions.

The execution archive component in Figure 4 is the immutable security black box for
keeping records of all necessary critical incidents that need to be kept based on the pre-
defined rules within a time frame or range. Because of dynamic security communication
risks resulting from the in-motion vehicle, factors such as safety, liability, privacy, and
data security would be a concern that needs addressing. Both in-vehicle and external
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communications attributed to generated source and destination routine operations security
trust-level risks for the sources’ identities and destinations have record keeping.

9. Discussion

In this manuscript, the self-aware cybersecurity defensive capability proposed aims at
connected, intelligent, and autonomous vehicles in their vehicular security context. As a
limitation, this solution does not claim to replace any automobile cybersecurity defense
implementation or deployments by various vendors. However, we present an indepen-
dent extension and interpretation of the state-of-the-art extrapolation from best practices,
cybersecurity standards, and several practical solutions for connected, intelligent, and
autonomous vehicles. Recognizing the importance of vehicular security concerns, we see
cybersecurity dependency on vehicular autonomy prolificacy as a double-edged sword [55].
Its security intricacies and complexity benefit both the blue and red teams, white and black
hats, enablers, and experts. It is because any security hallmark sophistication and sus-
ceptive piggy-backs with a temporal sliding window have probable dimensions in attack
isolations and impacts. As cybersecurity measures such as secure boot process, intrusion
detection and response, user authentication, and others already exist in some connected,
intelligent, and autonomous vehicles, others such as isolated control systems, network
segmentation, real-time threat detection and response, and unique and specific security
system backups, such as some revealed in this manuscript, still needs research attention.
Hence, a vehicular security motivational challenge in exploring, disassembling, and aug-
menting applications and custom technical deployments will vary between companies.
Furthermore, carefully balanced, specially tailored, and specific automotive cybersecu-
rity solutions are sometimes discernable rather than flooding the system with numerous
solutions in the hope of capturing everything. It is also essential for possessive instanta-
neous deterministic probability in system analysis, self-resolvability, fail-over, fall-back,
and critical reporting.

Misconfiguration is one of the most common security concerns and risks that often
arises from complex heterogeneous systems with several layers with interlaced and unique
functionalities. With Figures 4–8, this security scheme can be implemented or deployed in
several variations with the underlining concept and principle that misconfiguration can
expose security implementations and infrastructures on multiple fronts.

Finally, the framework offers an iterative implementation approach for extensive
testing and attestation parameters. This feature and its modularization by design also
mean the granular disassembly of each component for further investigation needed in
derivable solutions. Subsequent testing and experimentation can also be focused on the
configurations and parameters while monitoring the output results for how it influences
the investigation of security components concerning other components through execution
traces, memory dumps, and syscall traces. With software and hardware awareness of
system incidents and their severity through these security measures, the action taken in
some routine operational activities for critical scenarios and cases, in addition to routine
monitoring system activities and system logs in real-time, can help diagnostics in other
realms beyond security.

10. Conclusions and Future Scope

In this work, we provided a systematic overview and exploration of security dy-
namism, self-awareness, and adaptiveness in the vehicular ecosystem. Based on our
exploration, we proposed a hierarchical self-aware security architecture that effectively es-
tablishes accountability at the system level. In addition, we presented the sub-components
of the self-aware architecture, their algorithms, and the integration of a security-specific
black box. To this end, this work extended the existing state-of-the-art by a self-aware
architecture that addresses security complexities and challenges concerning dynamism,
adaptiveness, and self-awareness. Our future work will focus on the intricacies of imple-
menting this architecture in an artificial intelligence environment.



Sensors 2023, 23, 8817 14 of 16

Author Contributions: Conceptualization, A.A.-K.; methodology, A.A.-K.; validation, A.A.-K., E.N.
and J.I.; formal analysis, A.A.-K.; investigation, A.A.-K.; writing—original draft preparation, A.A.-K.;
writing—visualization, A.A.-K.; writing—review and editing, A.A.-K., E.N. and J.I.; supervision, E.N.
and J.I. All authors have read and agreed to the published version of the manuscript.

Funding: This research received no external funding.

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: Not applicable.

Conflicts of Interest: The authors declare no conflict of interest.

References
1. Yu, M.; Guo, Z.; Shen, S.; Ning, Y.; Liu, T.; Sun, D. An Intelligent Connected Vehicles Information Security Attack Matrix

Model. In Proceedings of the 2023 IEEE 5th International Conference on Power, Intelligent Computing and Systems (ICPICS),
Shenyang, China, 14–16 July 2023; pp. 82–86. [CrossRef]

2. Bouchouia, M.L.; Labiod, H.; Jelassi, O.; Monteuuis, J.P.; Jaballah, W.B.; Petit, J.; Zhang, Z. A survey on misbehavior detection for
connected and autonomous vehicles. Veh. Commun. 2023, 41, 100586. [CrossRef]

3. Zhang, Y.; Li, J.; Zheng, D.; Li, P.; Tian, Y. Privacy-preserving communication and power injection over vehicle networks and 5G
smart grid slice. J. Netw. Comput. Appl. 2018, 122, 50–60. [CrossRef]

4. Cueva-Fernandez, G.; Espada, J.P.; García-Díaz, V.; García, C.G.; Garcia-Fernandez, N. Vitruvius: An expert system for vehicle
sensor tracking and managing application generation. J. Netw. Comput. Appl. 2014, 42, 178–188. [CrossRef]

5. Tan, L.; Wang, N. Future internet: The Internet of Things. In Proceedings of the 2010 3rd International Conference on Advanced
Computer Theory and Engineering (ICACTE), Chengdu, China, 20–22 August 2010; Volume 5, pp. V5-376–V5-380. [CrossRef]

6. Wyglinski, A.M.; Huang, X.; Padir, T.; Lai, L.; Eisenbarth, T.R.; Venkatasubramanian, K. Security of Autonomous Systems
Employing Embedded Computing and Sensors. IEEE Micro 2013, 33, 80–86. [CrossRef]

7. Tokody, D.; Albini, A.; Ady, L.; Raynai, Z.; Pongrácz, F. Safety and Security through the Design of Autonomous Intelligent Vehicle
Systems and Intelligent Infrastructure in the Smart City. Interdiscip. Descr. Complex Syst. 2018, 16, 384–396. [CrossRef]

8. Rinaldo, R.C.; Horeis, T.F. A Hybrid Model for Safety and Security Assessment of Autonomous Vehicles. In Proceedings of the
4th ACM Computer Science in Cars Symposium (CSCS ’20), Feldkirchen, Germany, 2 December 2020; Association for Computing
Machinery: New York, NY, USA, 2020; pp. 1–10. [CrossRef]

9. Varma, I.M.; Kumar, N. A comprehensive survey on SDN and blockchain-based secure vehicular networks. Veh. Commun. 2023,
44, 100663. [CrossRef]

10. Hsu, K. An Example of Securing In-Cabin AI Using TEE on a Secure FPGA SoC. 2020. Available online: https://www.allaboutcircuits.
com/industry-articles/an-example-of-securing-in-cabin-ai-using-tee-on-a-secure-fpga-soc/ (accessed on 9 August 2023).

11. Tesei, A.; Lattuca, D.; Luise, M.; Pagano, P.; Ferreira, J.; Bartolomeu, P.C. A transparent distributed ledger-based certificate
revocation scheme for VANETs. J. Netw. Comput. Appl. 2023, 212, 103569. [CrossRef]

12. Blum, B. Cyberattacks on Cars Increased 225% in Last Three Years—ISRAEL21c. 2022. Available online: https://www.israel21c.
org/cyberattacks-on-cars-increased-225-in-last-three-years/ (accessed on 9 August 2023).

13. Geppert, T.; Deml, S.; Sturzenegger, D.; Ebert, N. Trusted Execution Environments: Applications and Organizational Challenges.
Front. Comput. Sci. 2022, 4, 930741. [CrossRef]

14. Valadares, D.; Will, N.; Spohn, M.; Santos, D.; Perkusich, A.; Gorgonio, K. Trusted Execution Environments for Cloud/Fog-based
Internet of Things Applications. In Proceedings of the 11th International Conference on Cloud Computing and Services Science-
CLOSER Funchal, Madeira, Portugal, 19–21 March 2018; SciTePress: Setúbal, Portugal, 2021; pp. 111–121, ISBN 978-989-758-510-4.
[CrossRef]

15. Zhang, Q.; Zhong, H.; Cui, J.; Ren, L.; Shi, W. AC4AV: A Flexible and Dynamic Access Control Framework for Connected and
Autonomous Vehicles. IEEE Internet Things J. 2021, 8, 1946–1958. [CrossRef]

16. Verma, A.; Seth, S.; Kumar, A.; Sarada, V. Vehicle Theft Identification and License Authentication Using IoT. J. Phys. Conf. Ser.
2021, 1964, 062068. [CrossRef]

17. Klement, F.; Pohls, H.C.; Katzenbeisser, S. Change Your Car’s Filters: Efficient Concurrent and Multi-Stage Firewall for OBD-II
Network Traffic. In Proceedings of the 2022 IEEE 27th International Workshop on Computer Aided Modeling and Design of
Communication Links and Networks (CAMAD), Paris, France, 2–3 November 2022; pp. 19–25. [CrossRef]

18. Irraivan, E.; Phang, S.K. Development of a Two-Factor Authentication System for Enhanced Security of Vehicles at a Carpark. In
Proceedings of the 2022 International Conference on Electrical and Information Technology (IEIT), Malang, Indonesia, 15–16
September 2022; pp. 35–39. [CrossRef]

19. Suo, D.; Sarma, S.E. A Two-Factor Authentication Scheme for Moving Connected Vehicles. In Proceedings of the 2022 IEEE 96th
Vehicular Technology Conference (VTC2022-Fall), London, UK, 26–29 September 2022; pp. 1–5. [CrossRef]

http://doi.org/10.1109/icpics58376.2023.10235357
http://dx.doi.org/10.1016/j.vehcom.2023.100586
http://dx.doi.org/10.1016/j.jnca.2018.07.017
http://dx.doi.org/10.1016/j.jnca.2014.02.013
http://dx.doi.org/10.1109/ICACTE.2010.5579543
http://dx.doi.org/10.1109/MM.2013.18
http://dx.doi.org/10.7906/indecs.16.3.11
http://dx.doi.org/10.1145/3385958.3430478
http://dx.doi.org/10.1016/j.vehcom.2023.100663
https://www.allaboutcircuits.com/industry-articles/an-example-of-securing-in-cabin-ai-using-tee-on-a-secure-fpga-soc/
https://www.allaboutcircuits.com/industry-articles/an-example-of-securing-in-cabin-ai-using-tee-on-a-secure-fpga-soc/
http://dx.doi.org/10.1016/j.jnca.2022.103569
https://www.israel21c.org/cyberattacks-on-cars-increased-225-in-last-three-years/
https://www.israel21c.org/cyberattacks-on-cars-increased-225-in-last-three-years/
http://dx.doi.org/10.3389/fcomp.2022.930741
http://dx.doi.org/10.5220/0010480701110121
http://dx.doi.org/10.1109/JIOT.2020.3016961
http://dx.doi.org/10.1088/1742-6596/1964/6/062068
http://dx.doi.org/10.1109/CAMAD55695.2022.9966902
http://dx.doi.org/10.1109/IEIT56384.2022.9967804
http://dx.doi.org/10.1109/VTC2022-Fall57202.2022.10012773


Sensors 2023, 23, 8817 15 of 16

20. Alsoliman, A.; Levorato, M.; Chen, Q.A. Vision-Based Two-Factor Authentication & Localization Scheme for Autonomous
Vehicles. In Proceedings of the Third International Workshop on Automotive and Autonomous Vehicle Security (AutoSec) 2021
(Part of NDSS), Virtual, 25 February 2021; pp. 1–6. [CrossRef]

21. Jauernig, P.; Sadeghi, A.R.; Stapf, E. Trusted Execution Environments: Properties, Applications, and Challenges. IEEE Secur. Priv.
2020, 18, 56–60. [CrossRef]

22. Arfaoui, G.; Gharout, S.; Traore, J. Trusted execution environments: A look under the hood. In Proceedings of the 2014 2nd IEEE
International Conference on Mobile Cloud Computing, Services, and Engineering, Oxford, UK, 8–11 April 2014; pp. 259–266.
[CrossRef]

23. De Cristofaro, E.; Du, H.; Freudiger, J.; Norcie, G. A Comparative Usability Study of Two-Factor Authentication. In Proceedings
of the 2014 Workshop on Usable Security, Reston, VA, USA, 27 April 2014.

24. Pareek, H. Application Whitelisting: Approaches and Challenges. Int. J. Comput. Sci. Eng. Inf. Technol. 2012, 2, 13–18. [CrossRef]
25. Posey, B.; Loshin, P. What Is Application Whitelisting? 2019. Available online: https://www.techtarget.com/searchsecurity/

definition/application-whitelisting (accessed on 9 August 2023).
26. Rashmi, R.V.; Karthikeyan, A. Secure boot of Embedded Applications—A Review. In Proceedings of the 2018 Second Interna-

tional Conference on Electronics, Communication and Aerospace Technology (ICECA), Coimbatore, India, 29–31 March 2018;
pp. 291–298. [CrossRef]

27. Mamun, K.A.; Ashraf, Z. Anti-theft vehicle security system with preventive action. In Proceedings of the 2015 2nd Asia-Pacific
World Congress on Computer Science and Engineering (APWC on CSE), Nadi, Fiji, 2–4 December 2015; pp. 1–6. [CrossRef]

28. Sandhu, R.S.; Feinstein, H.L.; Youman, C.E.; Coyne, E.J. Role-Based Access Control Models. Computer 1996, 29, 38–47. [CrossRef]
29. Carrentalgateway. Firewall Definition and Main Types—Car Rental Glossary. 2021. Available online: https://www.

carrentalgateway.com/glossary/firewall/ (accessed on 9 August 2023).
30. Ma, R.; Cao, J.; Feng, D.; Li, H.; Li, X.; Xu, Y. A robust authentication scheme for remote diagnosis and maintenance in 5G V2N.

J. Netw. Comput. Appl. 2022, 198, 103281. [CrossRef]
31. Whaiduzzaman, M.; Sookhak, M.; Gani, A.; Buyya, R. A survey on vehicular cloud computing. J. Netw. Comput. Appl. 2014,

40, 325–344. [CrossRef]
32. Wu, Z.; Tian, E.; Chen, H. Covert Attack Detection for LFC Systems of Electric Vehicles: A Dual Time-Varying Coding Method.

IEEE/ASME Trans. Mechatron. 2023, 28, 681–691. [CrossRef]
33. Nastjuk, I.; Herrenkind, B.; Marrone, M.; Brendel, A.B.; Kolbe, L.M. What drives the acceptance of autonomous driving? An

investigation of acceptance factors from an end-user’s perspective. Technol. Forecast. Soc. Chang. 2020, 161, 120319. [CrossRef]
34. Yuen, K.F.; Wong, Y.D.; Ma, F.; Wang, X. The determinants of public acceptance of autonomous vehicles: An innovation diffusion

perspective. J. Clean. Prod. 2020, 270, 121904. [CrossRef]
35. Golbabaei, F.; Yigitcanlar, T.; Paz, A.; Bunker, J. Individual Predictors of Autonomous Vehicle Public Acceptance and Intention to

Use: A Systematic Review of the Literature. J. Open Innov. Technol. Mark. Complex. 2020, 6, 106. [CrossRef]
36. Jing, P.; Xu, G.; Chen, Y.; Shi, Y.; Zhan, F. The Determinants behind the Acceptance of Autonomous Vehicles: A Systematic Review.

Sustainability 2020, 12, 1719. [CrossRef]
37. Ribeiro, M.A.; Gursoy, D.; Chi, O.H. Customer Acceptance of Autonomous Vehicles in Travel and Tourism. J. Travel Res. 2022,

61, 620–636. [CrossRef]
38. Caralli, R.A.; Stevens, J.F.; Young, L.R.; Wilson, W.R. Introducing OCTAVE Allegro: Improving the Information Security Risk Assessment

Process; Report; Carnegie Mellon University: Pittsburgh, PA, USA, 2007. [CrossRef]
39. Macher, G.; Sporer, H.; Berlach, R.; Armengaud, E.; Kreiner, C. SAHARA: A Security-Aware Hazard and Risk Analysis Method.

In Proceedings of the 2015 Design, Automation & Test in Europe Conference & Exhibition (DATE), Grenoble, France, 9–13 March
2015; pp. 621–624.

40. Mancini, F.; Bruvoll, S.; Melrose, J.; Leve, F.; Mailloux, L.; Ernst, R.; Rein, K.; Fioravanti, S.; Merani, D.; Been, R. A Security Refer-
ence Model for Autonomous Vehicles in Military Operations. In Proceedings of the 2020 IEEE Conference on Communications
and Network Security (CNS), Avignon, France, 29 June–1 July 2020; pp. 1–8. [CrossRef]
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