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Abstract
Digital systems are increasingly pervasive, influencing people’s lives and societal structures. This paper uses John Rawls’s 
concept of a basic structure of society to analyse the implications of pervasive digital systems on democracy and how to 
steer them to a more societally sustainable direction. The analysis shows that the profound impact of pervasive digital sys-
tems, the power of their providers, as well as the inability of mere regulation to tackle the challenges imply a need for us to 
attribute responsibilities of basic structure also to private organisations, such as providers of impactful technologies. How-
ever, organisations such as technology companies that are new to the basic structure have not aligned their operations with 
Rawlsian conception of justice, which contributes to democratic decline. As a response, the paper proposes a framework for 
the basic structure organisations towards developing societally sustainable pervasive digital systems.

Keywords  Artificial intelligence · Algorithmic justice · Pervasive digital systems · Democracy · Digital democracy · 
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1  Introduction

Digital systems have an increasingly prevalent role in the 
range of opportunities we are offered in life. Artificial neu-
ral networks and other techniques of Artificial Intelligence 
(AI) can be used in deciding whether you will get a loan, an 
apartment, or your next job based on the success of previ-
ous applicants (O’Neil 2016). Generative AI (GenAI) sys-
tems are used to produce convincingly real-looking but fake 
content online that can affect political opinion-formation 
and freedom of elections (Coeckelbergh 2024; Mainz et al. 
2024). After the release of popular interfaces for systems 
based on Large Language Models (LLMs), deepfakes have 
reached a new level of manipulative potential, which has 
been harnessed to stir already volatile democratic settings 
(e.g., deepfakes of related to Donald Trump’s campaign 
event in July 2024 have fomented political chaos around 
the upcoming US presidential election: see, e.g., Harwell 
et al. 2024). These systems are underpinned by complex-
ity, ubiquity, scalability, socio-technical dimensions and 

general-purpose nature, which Grover and Lyytinen (2023) 
call the pervasive digital.

Pervasive digital systems come with convoluted questions 
about their impacts on the moral and political fundamentals 
of democracy. Although there are many different ideals of 
democratic societies and a myriad of different designs of 
democratic governments, in the heart of all these perspec-
tives lie the idea of rule by the people. Democratic legiti-
macy of the use of power by public governments is thus 
partly based on the idea that people (the demos) hold the 
ultimate power to rule (kratos), whether through electing 
representatives or participating directly in collective deci-
sion-making. On the one hand, pervasive digital systems 
can help include more people in collective decision-making 
(Bernholz et al. 2021), facilitate online deliberations (Bone-
chi 2024; Alnemr 2020) and potentially decrease cognitive 
biases occurring in human decision-making (König & Wen-
zelburger 2020), which can all strengthen the democratic 
legitimacy of collective decisions. They could be used in 
community-building and thus strengthening the dialogue 
between actors holding varying political opinions (Coeck-
elbergh 2024, pp. 114–115). On the other hand, stud-
ies indicate that the use of algorithmic systems can lead 
to biased decisions (Kordzadeh and Ghasemaghaei 2022) 
and decrease the level of human autonomy in a way that 
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threatens fundamental rights (Coeckelbergh 2022; Jungherr 
2023; Kilovaty 2019). Our use of AI on social media could 
lead to filter bubbles that erode rather than build democratic 
deliberation (e.g., Karimov 2024; Rodilosso 2024). AI-gen-
erated deepfakes are used to manipulate voters, endangering 
freedom of elections (Łabuz and Nehring 2024). The current 
directions can be seen to indicate a trend towards eroding 
rather than supporting democratic governance (Coeckel-
bergh 2024, p. 118; Susskind 2022).

Whereas some scholars have contributed to the accumu-
lation of understanding of the impacts these systems can 
have on democracy (Coeckelbergh 2024; Jungherr 2023; 
Manheim and Kaplan 2019; Nemitz, 2018; Simons 2023; 
Susskind 2022), we have only scratched the surface and 
revealed more questions than answers. What happens when 
the above-discussed impacts take place? If pervasive digi-
tal systems erode democracy, what will our future forms of 
governance look like and what are their moral foundations? 
Who will hold the power, and what is the role of the people 
in relation to public and private institutions? And finally, to 
highlight an aspect that has gained in prevalence after the 
popularisation of AI systems: will we find such societies 
just?

In this paper, I argue that the proliferation of pervasive 
digital systems influences fundamental structures of dem-
ocratic societies, which challenges our ability to sustain 
contemporary democracies and thus requires our attention 
and action. I adopt a critical perspective and approach the 
topic through the lens of John Rawls’s theory of justice. I 
discuss how the changes these systems provoke influence 
what Rawls calls the basic structure of society that holds 
the primary responsibility over fair distribution of justice 
in democratic societies. Rawls intended his theory to form 
the most appropriate moral basis for democratic societies 
(Rawls 1971, p. viii) and proposed a set of principles for 
institutions that play a key role in the distribution of justice 
in society. His theory has been shown relevant in the context 
of ethics of emerging technology (Douglas 2015; Gabriel 
2022; Keeling 2018; Leben 2017, 2018), as well as organi-
sational and business studies (Cohen 2010; Fia and Sacconi 
2019; Wood 1994), not to mention the body of literature that 
has drawn from Rawls in democratic theory and theories of 
justice (e.g., Chandler 2023; Nozick 2013; Sen 2010, only 
to mention a few), which makes it a theoretically interesting 
basis for studying the impacts of pervasive digital systems 
on democratic societies.

This paper is thus a conceptual exploration into the 
impacts of pervasive digital systems on democratic societies 
and how to address them. In this exploration, Rawls’s basic 
structure serves as a tool that helps understand the nature 
of societal changes provoked by pervasive digital systems 
and actions needed to change the course towards more just 
digital democracies that are resilient and thus can absorb the 

shocks of digital disruption. This is thus not an attempt to 
develop a model for global governance, as Rawls’s theory 
still faces several limitations when it comes to its applicabil-
ity to global (and especially non-democratic) settings, but 
a step in understanding societal sustainability of pervasive 
digital systems in democratic contexts.

Although much of the discussion in this paper will be 
dedicated to the impacts of AI systems and digital platforms 
with shown impacts and a considerable amount of available 
literature, it needs to be recognised that many other tech-
nologies come with societal implications, as well. Therefore, 
I have adopted a relatively inclusive technological scope. 
Rather than defining precise technical details of systems 
discussed, I address modern digital technologies under-
pinned by complexity, ubiquity, scalability, socio-technical 
dimensions and general-purpose nature, which Grover and 
Lyytinen (2023) call pervasive digital systems. This includes 
technologies such as AI systems, digital platforms, algo-
rithmic decision-making assistants and chatbots currently in 
use, but also systems underpinned by similar characteristics 
that have not yet seen the light of day. In both contemporary 
academic and popular discussion, these systems are often 
grouped under the umbrella of AI. For the sake of coherence, 
I follow this terminological grouping and use the term AI in 
this paper in a broad sense, including advanced rule-based 
systems, algorithmic systems deploying machine learning, 
as well as neural networks and LLMs alike. I use the term 
societal sustainability to refer to the ability to maintain—or 
sustain—democratic structures that are beneficial to citizens. 
Therefore, societally sustainable digital systems are those 
that do not erode beneficial societal structures but enable 
their maintenance or improvement over time.

I also do not suggest that the future of democracy depends 
exclusively on technological developments. Scholars have 
extensively studied phenomena such as democratic back-
sliding (e.g., Bermeo 2016) and the crisis of democracy 
(e.g., Przeworski 2019), which serve as a backbone for us 
to understand the broader democratic context where digital 
systems are being introduced. In the light of the existing 
literature, however, there is reason to suspect that the role of 
pervasive digital systems in democratic change merits more 
attention, as will be shown below.

In what follows, in Sect. 2, I discuss Rawls’s concept of 
the basic structure of society and argue for the inclusion of 
private organisations in the basic structure. In Sect. 3, I ana-
lyse the implications of digital technologies on democracy 
through the lens of the basic structure. This is followed by a 
discussion on the potential directions where the changes pro-
voked by digital systems are steering democracies (Sect. 4.1) 
and a framework for organisational governance of pervasive 
digital systems towards a societally sustainable direction 
(Sect. 4.2). In Sect. 5, I discuss the results of this conceptual 
exploration, and in Sect. 6, I draw conclusions.
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2 � Basic structure for just digital democracies

Pervasive digital systems increasingly influence peo-
ple’s opportunities in life. But who should take account-
ability over securing fair distribution of those opportuni-
ties? Rawls offers a lens through which we can explore 
the role of organisations in securing social justice amid 
digitalisation, which helps us reveal whether the current 
institutional structure around digitalisation is societally 
sustainable.

For Rawls, the basic structure of society holds the 
responsibility over securing social justice. This basic 
structure comprises ‘[the] political constitution and the 
principal economic and social arrangements’ because of 
their profound impact on people’s chances in life (Rawls 
1999, p. 6). Since we cannot guarantee equal conditions 
in life for everyone, Rawls argues that his principles of 
justice are primarily targeted to the basic structure respon-
sible for the distribution of necessary inequalities. Accord-
ing to Rawls, the purpose of these institutions is:

‘to secure just background conditions against which 
the actions of individuals and associations take 
place. Unless this structure is appropriately regu-
lated and adjusted, an initially just social process 
will eventually cease to be just, however free and 
fair particular transactions may look when viewed 
by themselves’ (Rawls 2005, p. 266).

The basic structure thus comprises influential organisa-
tions and societal structures, forming an ‘important com-
plex of institutions, given the deep and pervasive nature 
of its social and psychological effects’ (Rawls 2005, p. 
260). These institutions should follow Rawls’s principles 
of justice, which are the ones he argues would be agreed 
upon in the fairest possible setting. These principles are:

a)	 ‘Each person has an equal right to a fully adequate 
scheme of equal basic liberties which is compatible with 
a similar scheme of liberties for all.

b)	 Social and economic inequalities are to satisfy two 
conditions. First, they must be attached to offices and 
positions open to all under conditions of fair equality 
of opportunity; and second, they must be to the great-
est benefit of the least advantaged members of society.’ 
(Rawls 2005, p. 291.)

However, defining which institutions belong to the basic 
structure is not obvious. The basic structure is intended 
as a conceptual tool and is here used as such. However, to 
apply it effectively in the context of digitalisation, some 
clarifications are needed. First, the role of businesses and 
other private organisations and whether they thus should 

be subjected to the principles of justice merits discussion. 
For example, in Political Liberalism, Rawls states that it 
is the ‘political constitution, the legally recognised forms 
of property, and the organization of the economy, and the 
nature of the family’ that belong to the basic structure 
(Rawls 2005, p. 258). However, soon after, he takes lib-
ertarianism as a contrastive example to his conception of 
the basic structure. He argues that libertarians consider 
state like any private association, and that the relation-
ship between citizens and states are ‘just like their rela-
tion with any private corporation with which they have 
made an agreement’ (Rawls 2005, p. 264). He continues: 
‘By viewing the state as a private association the libertar-
ian doctrine rejects the fundamental ideas of the contract 
theory, and so quite naturally it has no place for a special 
theory of justice for the basic structure’ (Rawls 2005, p. 
265). This implies that private corporations do not neces-
sarily fulfil his requirements of institutions belonging to 
the basic structure.

According to the coercive account, only institutions with 
legally coercive power should be included (Berkey 2021). 
Singer (2015), for example, argues that corporations should 
be excluded from the basic structure because that would 
be in line with Rawls’s arguments for freedom of associa-
tion and individual transactions. Instead, to secure a just 
society, businesses should be regulated from above by the 
basic structure institutions (Singer 2015, p. 17). On the other 
hand, some consider that the main criterion for determining 
the institutions belonging to the basic structure should be 
the profoundness of the impacts those institutions have on 
people’s lives (Berkey 2021). For example, Blanc and Al-
Amoudi (2013) argue that the current context of weaken-
ing welfare states justifies the revision of which institutions 
belong to the basic structure. They conclude that private 
companies should be part of the basic structure because 
they ‘bear an effect on the expectations of primary goods 
associated with relevant (that is, non-voluntary) social posi-
tion’ (Blanc and Al-Amoudi 2013, p. 519). They thus base 
their argument on the purpose of the basic structure given 
by Rawls: distribution of social justice.

A third perspective to the debate is offered by Berkey 
(2021), who argues that the applicability of Rawls’s the-
ory to private corporations is not a matter of whether they 
belong to the basic structure. Rather, the evaluation should 
be based on whether their action affects people’s ability to 
act as free and equal beings, benefiting from the primary 
goods (Berkey 2021, pp. 197–198; 205), which is one of the 
main goals of Rawls’s theory. Berkey’s perspective, however, 
risks bending Rawls’s theory beyond Rawls’s appreciation, 
as it contradicts with the original assumption that only the 
basic structure should be subjected to the principles of jus-
tice. Yet, it brings to discussion the need to revisit our under-
standing of the basic structure in a context where power 
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relations are shifting, such as amid digital disruption we are 
currently experiencing.

When using Rawls’s theory in analysing real-life phe-
nomena, attempting to define an empirical manifestation 
of a basic structure—i.e., a list of institutions that in cur-
rent democracies belong to the basic structure—would be 
unrealistic and unhelpful at best. Still, in the present analy-
sis, the question of private organisations is essential as it 
defines the very subject of justice and the attributed moral 
duties: should AI businesses also be held accountable over 
maintaining unfair distribution of inequalities, or is that the 
sole responsibility of public governments? Who needs to 
act to steer the development of digital technologies towards 
societally sustainable direction? Is coercive power through 
binding regulation the only way forwards, and does it really 
suffice for a fair society intended by Rawls to take place?

One of the most recent contributions to the discussion 
comes from the context of digital technologies. Gabriel 
(2022) argues that in modern societies, the basic structure 
should be ‘best understood as a composite of sociotechnical 
systems: that is, systems that are constituted through the 
interaction of human and technological elements’ (p. 220). 
For Gabriel, AI influences this structure, which subjects its 
design, development and deployment to the realm of prin-
ciples of justice as fairness. He gives two justifications: 
firstly, the societal functions that are relevant in guaranteeing 
the just background conditions for people are increasingly 
algorithmically mediated. The second justification revolves 
around the profound impact these systems have on people’s 
lives. As a result, Gabriel argues that demanding justice 
from AI systems providers, as well as the use of AI in hands 
of the basic structure organisations, is justified.

Similar position has also been adopted by Westerstrand 
(2024), who proposes that in the age of AI, also private 
organisations should belong to the basic structure of society 
and align their activities with a set of Rawlsian principles 
of AI ethics because of ‘a) their profound impact on peo-
ple’s lives, b) the way in which they limit people’s ability to 
act as free and equal beings, and c) their key role in secur-
ing just background conditions for people and associations 
to function in the society’ (p. 4). Thus, there is reason to 
assume that also private organisations, including providers 
of pervasive digital systems, should participate in securing 
social justice.

For Rawls, justice and democratic resilience go hand in 
hand, as fulfilling the principles of justice requires demo-
cratic governance, and democracy requires fulfilment of 
the principles of justice. As Cohen (2003) explains, the 
contents of Rawls’s principles—political liberties of the 
first principle in the forefront (‘the right to vote and to 
hold public office’, as in Rawls 1999, p. 53)—presumes 
a democratic society. Moreover, Cohen demonstrates 
how the foundations Rawls’s just society overlap with 

democratic fundamentals: Rawls sees people as equals in 
society based on their equal moral capacity to ‘understand 
requirements of justice that provide the fundamental stand-
ards of public life’ (Cohen 2003, p. 96). He continues: 
‘And a democratic society is a society of equals whose 
members are regarded in the political culture as having 
that capacity’ (Cohen 2003, p. 96). Finally, Cohen notes 
how Rawls’s idea of fairness in legislation is connected to 
the deliberative conception of democracy: for Rawls, laws 
are not just without a sufficient level of citizen participa-
tion in the process (Cohen 2003, pp. 101–103).

Rawls was not alone in highlighting the importance of 
justice in democratic societies. Rather, the idea of interde-
pendence between justice and democracy has been shared by 
several scholars (Buchanan 2002; Pettit 2012, pp. 133–134). 
Considering the increasing body of literature that studies 
algorithmic fairness as a response to recent technological 
developments (e.g., Franke 2021; Hacker 2018; Mitchell 
et al. 2021) with numerous ethics guidelines given to AI 
systems that call for justice and fairness in their development 
and deployment (e.g., Franzke 2022; Jobin et al. 2019), tak-
ing Rawls’s basic structure as the key concept offers an argu-
ably relevant lens for the present paper. It is hence this role 
of justice as the moral foundation of democratic societies 
that allows us to see how pervasive digital systems impact 
democracy: if they change the basic structure in a way that 
it cannot (or does not) secure just background conditions 
for people and associations, then, in Rawlsian terms, they 
erode democracy. On the other hand, if they erode democ-
racy, they also erode structures needed for justice to take 
place—a vicious cycle that takes us further away from just 
digital societies.

It needs to be noted that in his oeuvre, Rawls did not offer 
a fully clear vision to what an ideal democracy would look 
like. He also left the relationship between justice and democ-
racy for others to interpret, and thus the above reflects our 
interpretation based on the reading of his theory and second-
ary literature. Rather than an empirical description of insti-
tutional structures, Rawls’s theory is essentially a conceptual 
tool for analysing societal structures, their justice and moral 
duties different institutions that hold power over people’s 
lives should have. Hence, along similar lines, I use the basic 
structure as a tool to make sense of the societal changes 
provoked by pervasive digital systems, what they mean for 
democratic societies, and how organisations should react to 
contribute to the sustainability of just democratic societies.

Building on this theoretical background, in the next Sec-
tion, I discuss the role of pervasive digital systems in this 
change and what it implies for today’s democratic societies, 
which demonstrates the potential of this interpretation to 
serve scholars studying the impacts of technology—whether 
in information systems, computer science, science and tech-
nology studies or beyond—on democratic societies.
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3 � How pervasive digital systems change 
the basic structure

In the context of emerging technologies, we have wit-
nessed a shift of power over people’s lives from demo-
cratic institutions to corporations (e.g., Coeckelbergh 
2024; Muldoon 2022; Susskind 2022). Those deciding 
on the decision rules and weights of algorithms in digital 
systems seem to have slowly gained more influence over 
life-changing decisions, which thus are no longer made 
under democratic scrutiny but behind closed doors, or, in 
the case of complex algorithms, in black boxes.

In this context, the idea that all private organisations 
should be excluded from the basic structure of society 
does not seem to hold. To see why, we need to look at the 
societal role of companies providing pervasive digital sys-
tems and their ethical impacts, i.e., the very background 
conditions against which the actions of individuals and 
associations take place. Drawing from literature on digital 
ethics, I do so by analysing the profoundness of impacts 
these systems have on people’s lives (Sect. 3.1), the power 
of providers of pervasive digital systems to impose such 
impacts (Sect. 3.2), and the role of regulation by the basic 
structure as a proposed remedy by the coercive account to 
secure a just society (Sect. 3.3).

3.1 � Profound impacts of pervasive digital systems

Today, pervasive digital systems have been deployed in 
public governance to define what kinds of services people 
receive as support for employment in Estonia (Brioscú 
et al. 2024, p. 40). They have been used to predict the 
length of people’s sentences in courts in the US (Simons 
2023, pp. 38–50) and to determine who gets a loan or a 
job all around the world (O’Neil 2016). People’s irises 
are being scanned by a private company as an exchange 
for cryptocurrency, with little details provided about the 
purpose and intention of the use of such database, tar-
geting primarily people in already vulnerable locations 
(Gent 2023). Algorithms developed in the public sector 
have been used in predicting childcare benefit frauds in 
the Netherlands (Heikkilä 2022). The results given by all 
these algorithms are being used as a support for decisions 
and other activities that arguably come with profound 
impacts on people’s lives both by private and public sec-
tor institutions.

Similarly, the conditions for free speech are increasingly 
moderated by social media companies when people com-
municate on their digital platforms (York 2021). Those 
who design the algorithms for these platforms determine 
which topics we see on our feeds, whose voice we hear, 

whether we get banned or gratified on the public forums 
these platforms maintain, and the conditions for people 
to earn their living in gig economy ecosystems (Muldoon 
2022; Muldoon and Raekstad 2023; Susskind 2022). If we 
define coercion as an act of persuading or forcing some-
one to do something using threat of punishment, it seems 
that the power of social media companies has reached a 
coercive dimension: If we fail to comply with the rules 
dictated by, e.g., Meta on its digital platforms, our content 
will be deleted, or we can be entirely blocked from their 
platforms. As a significant volume of public deliberation 
happens on these proprietary platforms and established 
communities within, it seems unreasonable to suggest that 
the possibility to switch to another product makes this use 
of power less coercive.

All the above-discussed systems pervade our everyday 
lives. From the perspective of Rawls’s basic structure of soci-
ety, it seems that the use of pervasive digital systems has a 
profound impact on key life events, and this impact often 
emerges in situations where people do not have effective 
means to choose otherwise. The unemployed, those in need for 
childcare benefits, and people being judged in courts or even 
job seekers—all of which are examples discussed above—can 
rarely choose whether they are subjected to these algorithms. 
Hence, the grounds on which these decisions are made shape 
the background conditions against which people operate in 
society and the fairness thereof.

To exemplify, in the case of the infamous recidivism algo-
rithm, COMPAS, a group of investigative journalists of Pro-
Publica studied the algorithm and found out it was more likely 
to predict an overly high recidivism rate when the defendant in 
court was black, and more likely to underestimate the recidi-
vism rate when the defendant was white (Larson et al. 2016; 
for discussion, see Simons 2023, p. 38–46). Incidents have 
been reported with big social media providers’ moderating 
policies that have discriminated against certain groups of 
people—e.g., when Facebook banned the use of word ‘Pales-
tinian’ when creating a new site on its social media platform, 
while ‘Israeli’ and ‘Afghan’ were still allowed (York 2021, 
pp. 52–54). The Dutch taxation office used a harmfully biased 
algorithm to detect child care benefit fraud, falsely accusing 
families in precarious positions with drastic consequences 
(e.g., Heikkilä 2022).

It thus seems that the design of these algorithms influences 
the justice of the background conditions we have in democratic 
societies. But which institutions hold the power over deciding 
on the design of the systems? Whose values form the norma-
tive basis of these decisions?



	 AI & SOCIETY

3.2 � Shift of power over people’s lives to tech 
providers

The ones holding power over the design of impactful algo-
rithms are often institutions outside democratic scrutiny. For 
example, in the case of COMPAS, the company that devel-
oped the algorithm, Northpointe (now Equivant), responded 
to ProPublica with saying they had used different fairness 
metrics to define fairness for their recidivism algorithm than 
ProPublica, and thus argued their algorithm was fair and 
worked as it should have worked (Simons 2023, pp. 42–43). 
The company thus held the power over defining the concept 
of fairness used by courts when COMPAS was used, rather 
than an institution enjoying democratic legitimacy. Although 
the sentences were not given by a machine but by a human 
judge, neither the courts nor people being judged had vis-
ibility to the grounds of the algorithm’s recommendations, 
making it impossible to critically assess its potential biases. 
Indeed, the debate about which model of fairness would be 
preferable took place between ProPublica and Northpointe 
rather than the court and the defendant, as discussed by 
Simons (2023, pp. 38–46).

As another example, Finnish media reported how Meta’s 
platforms have increased their censure on political contents, 
taking as an example a Finnish clothing brand whose print 
shirts with texts ‘human rights’ and ‘diversity' Instagram’s 
algorithms caught as too political, hiding them from the 
followers’ feeds and banning paid promotion (Nieminen 
2024). Doing so, the platform dictates which topics can be 
discussed and which not. Considering that social media is 
for some an important source of news and political content 
(e.g., Bode 2016), algorithmic content moderation has a 
profound impact on these platforms as forums for delibera-
tion and political speech. Whereas the Finnish example was 
only a setback for a clothing brand, media have discussed 
the implications of such censure on political deliberation 
under the many elections held in 2024 (e.g., De Guzman 
2024), or the plans of Trump’s administration in the US 
to ‘strip foreign nationals of the visas that allow them to 
remain in the country’ based on ‘AI analysis of their social 
media accounts’—depending on the acceptability of ideolo-
gies their social media represents (e.g., Stokel-Walker 2025). 
This demonstrates the broader impacts of pervasive digital 
systems on people’s ability to participate in political discus-
sion and forming political opinions free from manipulation 
by external interests.

In the context of the digital economy, algorithms are used 
to exercise mass surveillance (Zuboff 2015, 2019), which 
affects how we behave even when surveillance does not lead 
to concrete actions (Coeckelbergh 2022, p. 14). Whilst the 
main concern around surveillance was once almost exclu-
sively reserved for state-operated surveillance mechanisms, 
an increasing interest is focused on companies providing 

surveillance tools for governments, but also exercising sur-
veillance themselves. It seems that it has become harder 
even for technology companies to justify why they should be 
able to exercise all this power without democratic scrutiny, 
which is why some have taken on initiatives to ‘democratise’ 
their AI systems through, e.g., citizen consultations (e.g., 
Anthropic 2023). These attempts, however, still misunder-
stand the fundamentals that would be required for their use 
of power to enjoy democratic legitimacy, as the companies 
eventually still hold the power over deciding whether citi-
zens’ voice will be heard, who will be involved in participa-
tion, and whether citizens will ever be heard again in the 
next round of policy changes and model updates.

This shift of power has been noted by several scholars. 
For example, Coeckelbergh (2024) argues that AI under-
mines democracy due to its impact on the distribution of 
power: ‘the future of AI is decided by corporate managers 
and their shareholders. […] If big tech is more powerful than 
many countries, in what sense does the demos, the people, 
still rule?’ (p. 49). Although the issue of the legitimacy of 
corporate power is much older than AI, it seems to have 
been amplified because of the concentration of power to a 
few powerful actors in the tech field. As Susskind (2022) 
points out, such course is rarely fully dictated by one indi-
vidual actor but many, leading to a situation where ‘a thou-
sand technologies might combine to form an atmosphere 
of oppression, even if, individually, each technology seems 
perfectly reasonable’ (p. 80). AI companies also seem to 
have gained control over the discourse around the benefits 
and harms of their own technologies in journalistic media 
(Westerstrand et al. 2024), which has traditionally had a role 
of a watchdog to increase transparency and critically observe 
the use of power in democracies.

Therefore, from a Rawlsian perspective, private organisa-
tions now play a key role in the distribution of justice in soci-
ety and thus should alleviate rather than upkeep or amplify 
social injustices. Instead of inspecting individual decisions 
made by specific institutions and evaluating whether they are 
fair, the basic structure should be seen as a holistic entity, the 
institutions of which and their interrelations together shape 
the just background conditions in a society. Indeed, in Politi-
cal Liberalism, Rawls writes:

‘[F]air background conditions may exist at one time 
and be gradually undermined even though no one acts 
unfairly when their conduct is judged by the rules that 
apply to transactions within the appropriately circum-
scribed local situation. The fact that everyone with 
reason believes that they are acting fairly and scru-
pulously honoring the norms governing agreements 
is not sufficient to preserve background justice. [...] 
We might say: in this case the invisible hand guides 
things in the wrong direction and favors oligopolistic 
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configuration of accumulations that succeeds in main-
taining unjustified inequalities and restrictions on fair 
opportunity.’ (Rawls 2005, p. 267.)

In this light, in societies influenced by pervasive digital 
systems, the argument according to which private organi-
sations should be fully excluded from the basic structure 
(Singer 2015, p. 17) seems difficult to maintain. Given the 
profound impact of the systems they develop (Sect. 3.1), it 
is difficult to argue that the power they hold is so inherently 
different that they should not bear responsibilities similar to 
those of democratic institutions.

It is worth keeping in mind that negative impacts are 
not reserved only for proprietary systems. As the childcare 
benefit scandal in the Netherlands demonstrated, public 
sector organisations also develop algorithms themselves 
with potentially devastating consequences to people’s lives 
(Heikkilä, 2022). Moreover, not all impacts of proprietary or 
publicly developed algorithms are negative—there are many 
examples of ways in which AI systems can be beneficial for 
humans and societies (e.g., Du et al. 2023; Javaid et al. 2023; 
König and Wenzelburger 2020). Defining which technology 
providers offer solutions that come with profound enough 
impacts to secure them a spot in the basic structure is also a 
task with obvious difficulties, as there are no metrics availa-
ble, nor clear definitions of what makes an impact profound. 
Amid the current lack of discussion around such definitions 
and uncertainty around the impacts of pervasive systems 
overall, it can seem tempting to steer attention towards insti-
tutions that have traditionally set the rules and responsibili-
ties of different actors in societies: the regulators.

3.3 � Cannot we just regulate? A response to coercive 
account

Finally, I return to the role of regulation in the basic struc-
ture. As discussed above (Sect. 2), the proponents of the 
coercive account suggest that private organisations do not 
belong to the basic structure but should rather be regulated 
by the basic structure to reach social justice (e.g., Singer 
2015). Indeed, in a complex society, it sounds tempting to 
allow private organisations the freedom to innovate our 
future in the frameworks set in place by regulators, without 
responsibility over social justice. Could we respond to the 
profound impacts of pervasive digital systems (Sect. 3.1) and 
the shift in power relations (Sect. 3.2) with regulation rather 
than attributing responsibility to private organisations?

As noted by Rawls, one of the tasks of the basic struc-
ture itself is to regulate, as it ‘enforces through the legal 
system another set of rules that govern the transactions and 
agreements between individuals and associations’ (Rawls 
2005, p. 268). However, he also notes that the basic struc-
ture itself needs to be ‘appropriately regulated and adjusted’ 

(Rawls 2005, p. 266) for it to fulfil its role of securing the 
just background conditions for democratic societies. For 
Rawls, the ability to regulate is not a prerequisite for basic 
structure institutions, as he includes family and religious 
institutions in the basic structure despite them having no 
legislative power (e.g., Rawls 2005, p. 256). Hence, all insti-
tutions—whether public or private, whether inside or outside 
the scope of the basic structure—are subjected to regulation, 
making legislative power an unhelpful qualifier for defining 
the contours of the basic structure. Instead, it forms a com-
plex entity of institutions with a unifying characteristic of 
securing the just background conditions in a society—indif-
ferent to whether they hold regulatory power.

Moreover, looking at the current regulatory frameworks 
around pervasive digital systems, it seems that regulatory 
institutions alone cannot guarantee social justice. Despite 
regulations stemming from international human rights con-
ventions to national, sectorial regulations, AI systems have 
already been deployed in ways that violate Rawls’s basic 
liberties through, e.g., mass surveillance (Almeida et al. 
2022; Zuboff 2015, 2019) and behavioural steering (Coeck-
elbergh 2022, pp. 16–20), biases leading to unfair discrimi-
nation (e.g., Kordzadeh and Ghasemaghaei 2022; Tolan 
2019) and influence on freedom of elections (Jones 2023; 
Łabuz and Nehring 2024). In the EU, such impacts have 
been addressed with regulatory initiatives around data and 
AI, the recently adopted EU AI Act being perhaps the best-
known example. As shown by Westerstrand (2025), however, 
despite a goal-setting that supports Rawls’s basic liberties 
(i.e., protection of health, safety and fundamental rights), 
the effectiveness of the EU AI Act in securing Rawls’s prin-
ciples of justice appears limited. It seems that in today’s 
democracies, regulators are challenged by pervasive system 
characteristics and their complex supply chains that involve 
a variety of actors and components, the combined effects of 
which often become fully understood only after deployment 
(Scherer 2015). Introduction of generative AI applications 
has shown how seemingly innocuous general-purpose sys-
tems can easily be used for malicious purposes in contexts 
including cybersecurity (Schmitt and Flechais 2024; see also 
uses for cyber security Kaur et al. 2023) and manipulation 
(e.g., Coeckelbergh 2022; Kilovaty 2019; Klenk 2024). AI-
powered chatbots and digital duplicates come with ethical 
implications (Danaher and Nyholm 2024; Stahl and Eke 
2024), yet they are available for individuals to purchase or 
to use for free without effective regulatory intervention.

What is more, companies that hold power over design-
ing the most impactful technologies have an active role 
in regulatory initiatives. Whereas corporate involvement 
in regulation is a welcomed way to ensure inclusion of a 
variety of interest (see, e.g., Christiansen 2024 on corpo-
ratism), excess influence can lead to erosion of democratic 
legitimacy of the regulation and over-emphasise corporate 
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interests over public interest. In the process of drafting of the 
EU AI Act, Corporate Europe Observatory revealed a sig-
nificant increase in Big Tech lobbying directed to European 
legislators towards the end of the EU AI Act negotiations 
(Corporate Europe Observatory 2023a), potentially leading 
to weaker protection of people’s rights in favour of business 
interest (Corporate Europe Observatory 2023b). Similar ten-
dencies towards regulatory capture were already observed 
in the context of the Digital Markets Act and the Digital 
Services Act (Laux et al. 2021). As discussed by, e.g., Cho-
manski (2021), even calls for heavier technology regulation 
can increase corporate effort in regulatory capture, putting 
to question the effectiveness of introducing more technology 
regulation as a response to lobbying.

One could still argue that today’s regulators have simply 
failed at their task of properly regulating technology provid-
ers, which is a legitimate concern. In a capitalist economy 
where businesses are incentivised to maximise shareholder 
value over other purposes, demanding that companies con-
tribute to democratic sustainability can seem like an empty 
hope. I argue, however, that the idea of inherent conflict 
between societal sustainability and profitable business is 
a misconception. For example, Bednar and Spiekermann 
(2024) show how ethics-based innovation can generate 
more value ideas with more variation and depth compared 
to traditional product roadmapping. Including ethical con-
siderations into digital business has been shown to sup-
port business in several instances through, e.g., increased 
customer satisfaction and trust (Shah et al. 2024). Industry 
studies have also pointed towards the importance of ethical 
and governance structures in organisations when adopting 
AI—Deloitte’s 2024 survey showed that 89% of all surveyed 
C-suite leaders agreed that their organization’s ‘existing 
ethical frameworks and governance structures encourage 
and support technological innovation’ in their organisa-
tions.1 The insufficiency of regulation is also highlighted 
in academic literature on AI governance, where laws and 
governmental regulation are only some of the measures 
in efforts towards effective organisational AI governance 
(Birkstedt et al. 2023; Mäntymäki et al. 2023). Governance 
measures are thus ideally designed to advance the organisa-
tion’s strategic goals and vision, which supports their duty 
towards shareholders to generate profit. Dedicating all the 
responsibility over securing just democracies to regulators 
in times of pervasive digital should thus not be justified by 
alleged incompatibility between capitalism and social jus-
tice, as taking responsibility over the broader impacts of 

business practices is likely to enhance rather than hurt the 
competitiveness of these companies.

Moreover, while more regulation can solve some of the 
persisting challenges (see, e.g., discussion in Susskind 2022, 
p. 119 onwards), the complexity of pervasive digital systems 
challenges regulatory mechanisms (Moses 2013; Scherer 
2015), and the current established position of power of 
technology providers make relying only on regulation inef-
fective in striving towards Rawlsian ideal of a fair democ-
racy. Hence, viewing today’s providers of pervasive digital 
systems as basic structure institutions with responsibility 
over social justice seems like a more effective way of reach-
ing social justice in digital democracies compared to only 
regulating them. Next, I turn the attention towards how these 
impacts on the basic structure influence democratic resil-
ience, and how we can steer the basic structure forwards 
more societally sustainable direction.

4 � Implications for democracy and a way 
forward

Up to this point, I have discussed how the popularisation 
of pervasive digital systems has challenged the ability of 
our current institutional structures to secure social justice 
due to the profound impacts these systems have on people’s 
lives (Sect. 3.1), and how these impacts are often controlled 
by private organisations rather than democratic institutions 
(Sect. 3.2). I have discussed the inability of regulation to 
address these issues in full and called for moral responsibil-
ity to the providers of pervasive digital systems as institu-
tions belonging to the basic structure of society (Sect. 3.3). 
Considering that for Rawls, even his basic liberties can and 
sometimes should be modified to fit the ‘social, economic 
and technological’ context of the society under scrutiny 
(Rawls 1999, p. 54), this analysis has provided us with 
understanding of technological change that can provoke a 
need for such consideration. In this section, I discuss the 
implications of this analysis on democratic societies and how 
we could steer the development of pervasive digital systems 
towards a more sustainable direction.

4.1 � Democracy in the age of the pervasive digital

‘So in the end there are some cases in which the col-
lapse of democracy is manifest, marked by some dis-
crete event, but there are some in which democracy 
slides down a continuous slope, so not only do we not 
have discrete markers but we can reasonably disagree 
about whether a particular regime is still democratic or 
already past the point of no return’ (Przeworski 2019, 
26).

1  Deloitte (August 2024), Technology, Trust, Ethics. Leadership, 
governance and workforce decision-mlaking about ethical AI: C-suite 
perspectives. Available at: https://​www2.​deloi​tte.​com/​conte​nt/​dam/​
Deloi​tte/​us/​Docum​ents/​about-​deloi​tte/​us-​ent-​pulse-​survey.​pdf. Last 
accessed 4 April 2025.

https://www2.deloitte.com/content/dam/Deloitte/us/Documents/about-deloitte/us-ent-pulse-survey.pdf
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/about-deloitte/us-ent-pulse-survey.pdf
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Above, I have posited that as a response to recent techno-
logical developments, the responsibility over social justice 
should be shared between governmental institutions and 
other organisations belonging to the basic structure, includ-
ing providers of pervasive digital systems. Yet, it seems 
that some of these organisations have not recognised such 
responsibility. This has come with ethical implications, 
such as erosion of Rawlsian basic liberties like freedom and 
human autonomy (Coeckelbergh 2022; Prunkl 2024; Sio 
2024) and political liberties (Jones 2023; Łabuz and Nehring 
2024), as well as equality of opportunity and the difference 
principle (Westerstrand 2024). As Gabriel (2022) notes, AI 
systems challenge Rawls’s requirement of publicity, accord-
ing to which the functioning, or the ‘grounds’ of the basic 
structure institutions should be open for public scrutiny.

If the basic structure is failing in its moral duty to ensure 
justice as fairness, what does that mean for the future of 
democracy as a form of governance? For Rawls (Rawls 
1999, p. 6), the basic structure is the very subject of justice. 
If it fails its moral duty, we can only state the absence of 
social justice. If the basic structure does not live up to its 
task and fails to protect basic liberties, equality of oppor-
tunity and the worst-off members of society, we lack foun-
dations for people to rule, namely, the very fundamental 
normative justification of democratic legitimacy.

Democratic theorists have for long argued that democ-
racy is in crisis (Przeworski 2019), or that we are witness-
ing democratic backsliding (Bermeo 2016). Adam Prze-
worski (who is a proponent of minimalist democratic ideal) 
brings forth erosion of party systems, the rise of right-wing 
populism and a general decline in support for democracy 
demonstrated in surveys as ongoing phenomena that feed 
democratic crises in election-based democratic systems 
(Przeworski 2019). Furthermore, although traditional and 
sudden forms of democratic backsliding, such as coups 
d’état seem to be in decline, Bermeo (2016) noted how phe-
nomena such as election harassment and manipulation, as 
well as executive aggrandizement were challenging demo-
cratic regimes. Eight years later, the introduction of genera-
tive AI systems has amplified the issues related to election 
manipulation (e.g., Łabuz and Nehring 2024), and the opac-
ity of algorithms used in public governance are making it 
increasingly difficult to challenge executive politics, thus 
undermining democratic legitimacy (Beckman et al. 2024; 
Erman and Furendal 2024).

Therefore, democratic backsliding or crises of democracy 
are multifaceted phenomena. As noted by Przeworski, we 
cannot always pinpoint one single event that would lead to 
erosion of democracy (Przeworski 2019, p. 26). AI—or any 
digital technology for that matter—alone cannot provoke 
such change. Still, the current ways in which we develop, 
deploy and (perhaps under)regulate pervasive digital sys-
tems can contribute to the decline of democratic regimes 

and thus accelerate the slide of democracies down the slope. 
Using Rawls’s basic structure as a concept foundational for 
democratic societies, we can see that the changes in the basic 
structure and our inability as a society to adequately respond 
to such changes can contribute to democratic backsliding 
through erosion of social justice. But what democracies are 
sliding towards still seems to be a mystery: is it a corpora-
tocracy, i.e., the autocracy by private corporations? Is it an 
authoritarian regime? A guardianship of not philosophers, 
as Plato hoped for, but technologists? A new form of govern-
ance where corporations eventually enjoy democratic legiti-
macy and carry their part as guardians of just background 
conditions? Or something yet to be imagined?

Whereas the impacts of pervasive digital systems can be 
felt in democracies across the globe, it is not to say that 
all democracies would be sliding in the same direction. As 
shown by, e.g., Wunsch and Blanchard (2023), trajectories 
of democratic backsliding vary depending on variables such 
as the nature of existing electoral processes, citizen’s capac-
ity to opposition and constraints against executive power 
in place. It is thus likely that the trajectories of contempo-
rary democracies are just as unique as their institutional and 
social contexts.

To avoid the trap of unnecessarily sombre, pessimistic 
future scenarios, it is worth imagining the opportunities 
the current situation offers. Let us imagine that providers 
of pervasive digital systems, such as Big Tech companies, 
became to adopt a role as basic structure institutions and 
made efforts to align their activities with the principles of 
justice. Doing so would improve the situation of the least 
advantaged members of society, strengthen equality of 
opportunity and the basic liberties. This could have direct 
and relatively quickly realised positive impacts on social 
justice and thus the foundations of just democracies. To 
stretch one’s imagination even further, one could argue that 
the decision to enforce justice on corporations relies just as 
much on people’s willingness to upkeep such social order as 
does the decision of some to strengthen the concentration of 
wealth at the expense of social justice.

In the spirit of Rawls’s theory (and despite the fact that it 
has received critique on its idealistic nature, e.g., Harsanyi 
1975; Nozick 2013; Sen 2010), we should not entirely close 
off the possibility of reaching a just society, despite the chal-
lenges apparent in today’s societies and the direction they 
point. I thus next envision a way forwards for organisations 
to strive towards technology development informed by Rawl-
sian theory of justice.

4.2 � A way forwards: toward Rawlsian governance 
of pervasive digital systems

Using Rawls’s theory to envision fair and democratically 
sustainable governance of pervasive digital systems offers an 
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approach that enjoys robust moral- and socio-philosophical 
justifications, which is a welcome addition to the scattered 
landscape of digital ethics that has recently suffered from 
a lack of robust philosophical justification (Franzke 2022; 
Westerstrand 2024). In addition, it contributes to AI gov-
ernance literature by giving well-reasoned justifications for 
why certain governance measures—whether organizational, 
governmental, or supranational—would be morally justi-
fied. This remedies the lack of attention to the societal and 
political context of AI governance and the lack of social 
awareness in existing ethics principles recognised in existing 
literature (Birkstedt et al. 2023).

As one of the main pain points in the current trajectory 
identified above is the lack of accountability and moral 
agency by private organisations developing and deploying 
pervasive digital systems, I focus on organisational govern-
ance and build on existing AI governance literature. This 
choice is motivated by the relatively established body of 
literature that considers the characteristics of pervasive digi-
tal systems in a more comprehensive manner compared to, 
e.g., IT or data governance. Although the present argument 
addresses systems beyond AI, doing so enables us to address 
gaps in related literature and approach governance mecha-
nisms from a perspective familiar to organisations.

I build on the dimensions identified by Birkstedt et al. 
(2023) in their literature review on themes and knowledge 
gaps in organisational governance of AI systems, as well 
as the metarequirements identified by Mäntymäki et al. 
(2023) for AI governance. Accordingly, organisational AI 
governance revolves around four themes: technology (data, 
algorithms, AI systems), stakeholders and context (internal 
stakeholders, external stakeholders and sociopolitical con-
text), regulation (hard and soft regulation), and processes 
(oversight, auditing, impact assessment) (Birkstedt et al. 
2023, p. 145).

From this starting point, I propose an approach that dis-
tinguishes three internal tracks for organisational governance 
and two main external stakeholders that organisations should 
continuously keep in the loop in their governance. The three 
internal tracks are: 1) technology, 2) strategic processes, and 
3) capacities. The two main external stakeholders are A) 
regulators, and B) civil society/citizens. This structure is 
illustrated in Fig. 1, and the contents of each component are 
discussed in the following sub-sections.

Compared to some existing governance frameworks (e.g., 
Mäntymäki et al. 2022), this framework does not consider 
principles of justice as external guidance. Rather, justice 
is seen as an inherent goal of the organisation itself that 
is attached to its role as a basic structural institution. As 
noted above, responsibility over ethical and social impacts 
should be seen as a driver rather than a barrier of innova-
tion and competitiveness (see, e.g., Shah et al. 2024; Bednar 
and Spiekermann 2024), which from a Rawlsian perspective 

requires using the principles of justice in all layers of organi-
sational governance – from strategic processes to technical 
operations. This mitigates issues pointed out by, e.g., Ble-
her and Braun (2023)), according to whom only relying on 
principles that are poorly justified can lead to operationalisa-
tions that are empty, or practices that are mere end in them-
selves—leading to ineffectiveness in securing just digital 
democracies but also benefits to the business itself.

Next, I discuss the tracks on the organisational level, how 
they address challenges revealed by the analysis in Sect. 3 
and 4.1, and how they interact with regulators and civil 
society, forming a framework for Rawlsian governance of 
pervasive digital systems.

4.2.1 � Technology

On the technology track, Rawlsian principles need to be 
operationalised into practices that eventually guarantee that 
processes such as development and monitoring lead to sys-
tems aligned with the principles of justice. In this effort, 
data and algorithmic bias mitigation and explainability tech-
niques take centre stage, as biases and opacity of algorithms 
have been identified as key challenges for social justice in 
existing systems (Sect. 3.1). Also, they play a key role in 
securing equality of opportunity and some of the basic lib-
erties (e.g., Westerstrand 2024, pp. 10–11), as well as key 

Fig. 1   Basic building blocks of Rawlsian governance of pervasive 
digital systems in basic structure organisations
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measures for algorithmic fairness (e.g., Leben 2017; 2018). 
Successful governance requires taking into consideration 
the characteristics of pervasive digital systems (Grover and 
Lyytinen 2023; Mäntymäki et al. 2023), which is why the 
choice of technical governance measures should be based on 
a reflection of those characteristics against Rawlsian prin-
ciples of justice. For example, Rawlsian governance should 
address biases in algorithms that are used in decision-mak-
ing with profound impact on people’s lives, such as employ-
ment (Brioscú et al. 2024, p. 40), sentencing (Simons 2023, 
pp. 38–50) or recruitment (O’Neil 2016) (for more discus-
sion, see Sect. 3.1). As these challenges persist in existing 
systems, governance efforts should start from eliminating 
infringements of basic liberties or equality of opportunity, 
securing thus a minimum level of protection for the first two 
of Rawls’s principles in order of priority. I call this passive 
protection of social justice.

However, Rawls’s theory does not contend only with the 
prevention of harm. Instead, it argues that the basic struc-
ture is responsible over improving the status quo through 
the difference principle, i.e., ensuring that all necessary ine-
qualities are to the greatest benefit of the least advantaged 
members of society. Therefore, I propose a gradual approach 
for operationalisation, which advances from passive protec-
tion towards active protection of social justice, which means 
implementing features that proactively advance basic liber-
ties and equality of opportunity, as well as enable the great-
est benefit to the least advantaged members of society. To 
give an example of what an active protection could mean in 
the development of pervasive digital systems, Simons (2023) 
introduces positive equality duties, which would require 
institutions to ‘demonstrate in designing decision-making 
systems that they took reasonable measures to explore how 
best to advance equality among protected and non-protected 
groups’ (p. 95). For machine learning systems, this would 
mean including consideration of how the design and devel-
opment choices can rectify existing injustices and improve 
the situation of the least advantaged when, e.g., choosing 
bias mitigation, embeddings and decoding techniques, or 
the attributes that the algorithms should explicitly consider 
in their outputs (Simons 2023, 99–101).

Both passive and active protection can be implemented 
into an operating framework (e.g., MLOps/LLMOps) that 
integrates the measures into the whole lifecycle of the per-
vasive digital system, which has been identified as one of 

the key requirements by, e.g., Mäntymäki et al. (2023) in 
organisational AI governance. The technical track with these 
elements is illustrated in Fig. 2.

Nevertheless, technical measures come with limitations. 
For example, Leben has attempted to integrate Rawlsian 
considerations into algorithms (Leben 2017; 2018), but so 
far with contested results (e.g., Keeling 2018). As Sahlgren 
(2024) notes, fully mitigating biases in algorithms would 
require us to tackle structural biases in societies that the 
data represents, as technical mitigations always rely on rigid 
patterns that do not recognise the complexity of fairness 
in real life. Moreover, as effective consideration of ethical 
questions such as fairness is an active process of delibera-
tion rather than a fully technical exercise (e.g., Rességuier 
and Rodrigues 2020; Bleher and Braun 2023), only relying 
on technical measures is hardly enough to ensure that per-
vasive digital systems contribute to societal sustainability. 
Therefore, the limits of the technical measures need to be 
recognised and complemented with other governance meas-
ures: strategic processes and capacity building.

4.2.2 � Strategic processes

Strategic processes play a key role in ensuring that the gov-
ernance mechanisms are not a hindrance but an integral part 
of organisation’s strategic roadmap (e.g., Birkstedt et al. 
2023), bringing together social considerations and the capi-
talist logic of private organisations. To encourage strategic 
commitment to building just digital democracies, I argue 
that Rawlsian governance requires commitment from the 
leadership to advancing social justice. This commitment 
is essential in encouraging active protection of social jus-
tice also in situations where regulation fails to provide and 
enforce sufficient normative frameworks.

In addition, strategic processes are needed to implement 
legal requirements. In democracies, implementing legal 
requirements can serve as a baseline for Rawlsian govern-
ance of pervasive digital systems, as they often rely on prin-
ciples similar to basic liberties and equality of opportunity 
(see, e.g., Westerstrand 2025). Such measures include, for 
example, adopting regular auditing and impact assessment 
processes called for in AI governance literature (Birkst-
edt et al. 2023), which in the case of Rawlsian governance 
should highlight the extent to which organisational pro-
cesses and digital systems advance social justice. This can 

Fig. 2   Technical track of 
organisational governance of 
pervasive digital systems
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help reveal responsibility gaps, opening a path for dialogue 
amongst basic structure institutions on the best ways to close 
such gaps. For those operating in the European market, EU 
AI Act gives partial coverage for Rawls’s basic liberties that 
are of highest priority (Westerstrand 2024; Westerstrand 
2025), which makes prioritising compliance a justified start-
ing point for strategic efforts.

To work towards both compliance and strategic com-
mitment, an oversight unit should be established to ensure 
implementation into practice (Birkstedt et al. 2023). This 
facilitates clarity in the division of responsibilities and 
labour, as well as support in conducting the measures needed 
for effective governance, such as risk management.

Finally, organisations should revisit their business model 
to reflect on its potential conflicts with advancing social 
justice. At first, aligning business with social justice might 
seem like a challenging if not unrealistic requirement for 
businesses operating in capitalist economy. This discontent, 
however, arises only if we assume that social justice and 
capitalism cannot coexist. Although Rawls was sceptical 
towards capitalism, research indicates that fairness and profit 
generation can be mutually supporting rather than conflict-
ing goals. Ethically and societally sustainable solutions can 
be more competitive than their less sustainable competitors 
through, e.g., stronger innovation (e.g., Bednar and Spieker-
mann 2024) and increased user satisfaction and trust (Shah 
et al. 2024) (for more discussion, see Sect. 3.3). In addition, 
less sustainable business models that seems more profitable 
in short-term take us further away from reaching fair democ-
racies. When such business models contribute to the erosion 
of democracies rather than societal stability, it is detrimental 
for value-creation—conflicting also with capitalist interest 
(see, e.g., Wang et al. 2024). Hence, adopting strategic pro-
cesses that support societal sustainability contribute to both 
shareholder value creation expected of organisations belong-
ing to the capitalist system, as well as advancing social jus-
tice expected of basic structure institutions, making them 
a justified part of effective governance of pervasive digital 
systems for public and private organisations alike.

As Rawls notes in the very beginning of A Theory of Jus-
tice, ‘[a] theory, however, elegant and economical must be 
rejected or revised if it is untrue; likewise laws and insti-
tutions no matter how efficient and well-arranged must be 
reformed or abolished if they are unjust’ (Rawls 1999, p. 
3). Hence, from a Rawlsian perspective, a highly profitable 

business model should be abandoned and replaced with 
another if it is in conflict with social justice, as such a 
method of accumulation of wealth is not morally justified. In 
times when wealth is increasingly concentrated, such chal-
lenges are arguably welcome, if not inevitable, if we want to 
sustain democracies in the age of pervasive digital systems.

Yet, for organisations that operate in the current system, 
challenging the entire market economy is an unrealistic 
request. Therefore, the present argument does not call for 
abandoning the capitalist logic of the market economy where 
businesses operate, as that would much broader societal dis-
cussion that is beyond the scope of organisational govern-
ance. Rather, it calls for organisations to opt for business 
models (i.e., models for profit generation) that improve the 
situation of the least advantaged members of society, which 
is a realistic endeavour. In this perspective, any other model 
should be deemed unfair and thus undesirable. In practice, 
consideration over the business model can be included in 
the innovation pipeline, periodic reviews and reporting to 
stakeholders, as well as regular strategy rounds or similar 
forums that guide the operations of the organisation, defin-
ing organisation’s strategic direction and vision.

The strategic process track is illustrated in Fig. 3.
Technical measures and strategic processes discussed 

herein are likely to be unfamiliar to some organisations, in 
particular those that are new to the duties of basic structure. 
Therefore, capacity building measures are needed to equip 
organisations with the necessary skills and competences that 
enable the fulfilment of the principles of justice when devel-
oping and deploying pervasive digital systems, which I next 
discuss in more detail.

4.2.3 � Capacities

As demonstrated by AI ethics literature, establishing prin-
ciples alone cannot ensure the sustainable development of 
pervasive digital systems. Rather, organisations need to exer-
cise continuous deliberation and justify trade-offs and other 
choices of moral relevance (e.g., Bleher and Braun 2023; 
Rességuier and Rodrigues 2020). Capacity building is a way 
to train experts and leaders in social considerations on how 
their actions either advance or hinder the sustainability of 
democratic societies.

Whereas some of the responsibility over capacity devel-
opment should already be part of engineering education 

Fig. 3   Strategic processes in 
organisational governance of 
pervasive digital systems
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(e.g., Tuovinen and Rohunen 2021), I argue that basic 
structure institutions should ensure that their own person-
nel has the capacity to reflect on the impact of their actions 
on societal structures. In this regard, as well, organisations 
operating in the EU can start from compliance with the 
EU AI Act’s AI literacy requirement in Article 4 (and the 
guidance that is expected to follow on how to implement 
the requirement), which requires context-specific capacity 
building people that work with AI systems. It calls for ‘a 
sufficient level of AI literacy of their staff and other per-
sons dealing with the operation and use of AI systems’ in 
a way that considers contextual elements such as the skill 
level and the context of use of the AI system (EU AI Act, 
Article 4).

However, the EU AI Act has three main limitations that 
require additional consideration. First, it provides only 
minimum requirements for the protection of health, safety 
and fundamental rights, which means it is likely to lack in 
measures that would support active protection of justice as 
fairness (see, e.g., Westerstrand 2025). Second, it is only 
binding for organisations operating in EU countries, which 
limits its global applicability to non-European democra-
cies—something that is a significant drawback in times 
when pervasive digital systems span across borders. Third, 
it only applies to AI systems. As discussed by, e.g., Stahl 
(2022), focusing on specific technologies when consider-
ing ethical and social impacts misses the overlapping and 
interconnected impacts digital technologies have in con-
nected digital ecosystems. Therefore, organisations should 
establish programmes that go beyond the existing regula-
tory requirements to train their employees in recognising 
the complexities of pervasive digital systems and identifying 
their impacts on social justice, such as those discussed in 
Sects. 3 and 4.1 of this paper.

Besides training programmes, capacity building should 
be connected to both the strategic processes and technical 
operations to support continuous learning and reflection. 
Doing so, capacity building builds a bridge between strategic 
processes and technical operations, which allows organisa-
tions to develop their strategic processes based on feedback 
from technical operations, and vice versa. This addresses the 
rapid pace of introduction of pervasive digital systems and 
allows for continuous learning as new systems with potential 
new impacts enter the market. Figure 4 illustrates the three 
tracks together and their connectedness.

With the three tracks in place, it is time to steer attention 
from internal processes to exchange between the organisa-
tion and its key external stakeholders.

4.2.4 � Stakeholder engagement: citizen participation 
and regulatory sandbox as forum for public reason

For Rawls, the basic structure is a ‘complex of institutions’ 
(Rawls 2005, p. 260)—an entity where institutions are inter-
dependent rather than isolated entities. To secure social jus-
tice, institutions belonging to that complex should collabo-
rate and interact. What is more, in Rawls’s ideal society, 
citizens play an important role as deliberators over public 
good. For Rawls, this requires public reason, i.e., delibera-
tion over what the conception of justice requires of the basic 
structure of society, as well as the purpose and end they 
serve (Rawls 2005, p. 213). Public reason is not only a mat-
ter of law (Rawls 2005, p. 2013) but a practice that is based 
on sincere and transparent public deliberation. This delibera-
tion takes place in a fair system of social cooperation (e.g., 
Rawls 1999, p. 4). As Genelet and Mizrahi (2024) discuss, 
attributing agency to citizens through citizen participation 
should be a central part of AI governance initiatives, as it 

Fig. 4   Technology, strategic 
processes and capacity build-
ing in Rawlsian organisational 
governance of pervasive digital 
systems
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mitigates many of the limitations of technical bias mitiga-
tion measures. I argue that participatory mechanisms should 
extend to organisational governance of pervasive digital sys-
tems so that both public and private institutions engage in 
public dialogue with regulators and citizens to gain input on 
governance mechanisms that contribute to societally sustain-
able digitalisation.

As private organisations operate in a different context 
compared to democratic institutions, the methods of public 
reason should be fit to their operating context. I thus propose 
establishing regulatory sandboxes that bring together regula-
tors, providers and developers of pervasive digital systems, 
and civil society to deliberate over steering goals and mecha-
nisms of digitalisation. Regulatory sandboxes have attracted 
increasing interest in the context of European technology 
regulation (e.g., the EU AI Act, Article 57), and in regu-
lated sectors such as FinTech (e.g., McCarthy 2023). Yet, 
the existing proposals for regulatory sandboxes are typically 
portrayed as early platforms for testing and auditing for tech-
nology providers and regulators as main stakeholders (e.g., 
Díaz-Rodríguez et al., 2023), which excludes the potential 
of sandboxes to serve as a forum for ethical deliberation 
(Undheim et al. 2022). Considering the profound impact 
of pervasive digital systems on people’s lives (Sect. 3) and 
the central role of public deliberation in Rawlsian idea of 
just democracy, granting citizens a place in this dialogue 
would strengthen the democratic legitimacy of these actions 
and the role of citizens as the ones holding power over the 
course of digitalisation. Regulatory sandbox can thus serve 
as an effective forum for public deliberation over the goals 
of technology regulation and measures of operationalisation 
that can lead to digital systems that serve the public good.

The ongoing dialogue with external stakeholders 
addresses the issue raised by Gabriel (2022), according to 
whom AI systems challenge Rawls’s requirement of public-
ity that calls for transparency on the functioning of the basic 
structure institutions, without a need to disclose business 
secrets that would endanger the existence of these institu-
tions in competitive markets. Developing a concept for such 
a sandbox would merit its own research and thus falls out 
of the scope of this paper, which is why I contend here to 
establish that such forum is needed.

In addition to regulatory sandboxes, I propose that 
organisation should make use of participatory methods 
when developing or adopting pervasive digital systems so 
that their potential to positively impact social justice can 
be demonstrated. This proposition, however, requires going 
beyond existing initiatives to ‘democratise’ pervasive digi-
tal systems. For example, Anthropic (2023) organised a 
citizen consultation to establish a ‘constitution’ for their AI 
development. However, Anthropic still holds the power over 
deciding whether citizens’ voice will be heard, who will be 
involved in participation, and whether citizens will ever be 

heard again in the next round of policy changes and model 
updates. Therefore, from a Rawlsian perspective, organisa-
tions should establish participatory mechanisms that are 
continuous and rely on research and expertise informed by 
democratic theory to ensure their democratic legitimacy.

For organisations that offer products and services, gain-
ing user insight is typically already part of their operations. 
However, the impacts of pervasive digital systems are often 
not limited only to the system users. In the example of the 
Dutch algorithm that was used to detect child care benefit 
fraud (Heikkilä, 2022), the users were government offi-
cials, but the negative impacts caused by the biased system 
were families, children and their relatives who had never 
interacted with the system themselves. Digital systems 
thus pervade our lives, often regardless of the services we 
decide to buy, leaving us outside the scope of any end-user 
consultations the providers might conduct. Extending the 
dialogue beyond user groups would thus help mitigate the 
issue discussed by Genelet and Mizrahi (2024), namely, the 
inability of current bias mitigation and algorithmic audit-
ing techniques to properly address the lived experience of 
citizens, targeting indirect effects rather than actual harms. 
Identifying the best methods for this purpose is a topic for 
further research.

Figure 5 illustrates the resulting framework, where:

A)	 The role of regulators is to provide legal requirements 
that are adopted in strategic processes and participate in 
the regulatory sandbox;

B)	 Civil society and citizens are in continuous exchange 
with technological operations through ongoing dialogue 
and the regulatory sandbox.

5 � Discussion

I have now used Rawls’s concept of the basic structure of 
society to evaluate the impact of pervasive digital systems on 
democratic societies. To respond to the challenges revealed 
by this analysis, I have proposed a framework for organisa-
tions to govern pervasive digital systems towards a more 
societally sustainable direction in a democratic context. 
As pervasive digital systems pose fundamental challenges 
to democratic societies, also the changes expected from 
organisations—especially those unaccustomed to consider-
ing their impact on social justice—can seem difficult if not 
unrealistic to meet. This study has arguably pointed out a 
gap that requires a change of mindset, especially within pri-
vate organisations that develop pervasive digital systems in 
a capitalist system.

Even so, the present approach does not call for a sud-
den change, or a coup d’état that would revolutionise the 
underlying logic of digitalisation overnight. The impacts 
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discussed in Sects. 3 and 4 have developed gradually over 
time, with many influencing factors contributing to how per-
vasive digital technologies shape democratic societies. The 
framework illustrated in Fig. 5 is also not intended as an 
operational governance model that covers all operations that 
governing digital systems requires. Rather, it is a framework 
that organisations can use to explore ways in which they 
can contribute to societal sustainability of pervasive digital 
systems and thus support democratic resilience in times of 
digital disruption. Adopting measures proposed in Sect. 4.2 
can help mitigate challenges pointed out in Sect. 4.1., such 
as fairness of public and private services that influence 
people’s lives and freedom of opinion-formation thanks to 
less manipulative system design. Perhaps most importantly, 
it can steer resources to developing technologies that can 
actively improve the current state of democracies and their 
fairness. It is realistic to expect the framework to be adopted 
piece by piece, starting with passive protection and building 
towards active protection of social justice, all while innovat-
ing for new business models with growing positive societal 
impact.

This approach also comes with limitations. I have only 
concentrated on the basic structure institutions and proposed 
actions for providers of pervasive digital systems, although 
these systems have implications for many other aspects 
of Rawlsian ideal democracy, as well, (e.g., public reason 
through AI-powered deep-fakes, Jones 2023). The basic 
structure of society consists of a variety of institutions, such 
as regulatory bodies, policymakers, and in Rawlsian view, 

even family and religion. In further research, the framework 
could be extended beyond organisational governance to 
address other dimensions of social justice.

The implications of pervasive digital systems on democ-
racies also merit discussion through theories other than 
only Rawls’s—his theory has, after all, received critique. 
As one example among many, Sen (2010) criticises Rawls 
for being too idealistic and only presenting an unattainable 
ideal rather than a framework for comparing existing situ-
ations. Whereas I argue that the present study shows the 
usefulness of an ideal theory and its concepts in analysing 
real-life events, many of the practical implications discussed 
in Sect. 4.2 arguably require further development and vali-
dation to be fully applicable in practice. Applying Rawls’s 
theory to establish the foundations does, however, offer 
those further studies a philosophically robust basis to build 
on. This mitigates the challenges pointed out by, e.g., Bleher 
and Braun (2023), according to whom operationalisations 
that are built on weak moral-philosophical foundations risk 
rather preventing than advancing ethical technology devel-
opment. Hence, although this approach has its limits, it is 
an essential step towards robust governance mechanisms for 
societally sustainable digitalisation.

Lastly, it is essential to recognise that this approach is 
limited in geographical reach. As, e.g., Sen (2010) notes, 
Rawls’s theory is difficult to apply in a global context, 
which has been demonstrated in applications of his prin-
ciples into AI ethics (Westerstrand 2024). This framework 
thus does not resolve questions around global governance, 

Fig. 5   A framework for Rawl-
sian governance of pervasive 
digital systems in basic struc-
ture organisations
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which would require coordination of actions beyond national 
borders (e.g., Erman and Furendal 2024). Although Rawls 
later attempted to extend his theory to address global justice 
(Rawls 2001), he still limited justice to be a matter of collab-
oration between nation-states, and more specifically, that of 
democratic nation-states. As contemporary pervasive digital 
systems exceed national borders and span across regimes, 
global governance of these systems should not assume 
democracy as the only possible premise for sustainable digi-
talisation. This said, we need to acknowledge the variety of 
layers that go into governance of pervasive digital systems, 
where I argue this paper still brings a contribution. Organisa-
tions do not need to wait for global governance mechanisms 
to start steering their actions towards a societally sustainable 
direction. Rawls’s theory is drafted for democratic societies 
(Rawls 1971, p. viii), and thus it serves as a viable start-
ing point for organisations operating in democratic regimes 
to align pervasive digital systems with democratic values, 
hence contributing to the democratic sustainability of these 
systems. Nevertheless, further research is needed to discover 
how we can globally coordinate the efforts in governance 
of pervasive systems in a way that is societally sustainable.

With these limitations in mind, this study comes with 
both theoretical and practical contributions. Firstly, it 
advances our understanding of the mechanisms through 
which pervasive digital systems impact democratic societies. 
It contributes to the discussion of social justice in the con-
text of digitalisation, opening paths for further research that 
grows our ability to develop societally sustainable technolo-
gies. It contributes to the discussion on the role of private 
organisations in governing the social impacts of technology 
development (e.g., Gabriel 2022; Sullivan and Fosso Wamba 
2022; Susskind 2022; Coeckelbergh 2024; Westerstrand 
2024), bringing in a new perspective that highlights the role 
of social justice as a cornerstone for democratic resilience in 
the digital age. Secondly, this study offers practical guidance 
for industry actors that develop and deploy pervasive digital 
systems on how to do so in a more societally sustainable 
way, which complements the existing body of knowledge 
in governance of systems such as AI (Birkstedt et al. 2023; 
Mäntymäki et al. 2023). I hope these theoretical and practi-
cal insights, as well as the revealed questions for further 
research, encourage both researchers and practitioners to 
explore ways to steer digitalisation to a societally sustain-
able direction.

6 � Conclusions

In this paper, I have used Rawls’s basic structure of soci-
ety as a conceptual tool to evaluate the impacts of per-
vasive digital systems (Grover and Lyytinen 2023) on 

democracy. The analysis indicates that as a result of the 
increasingly profound impact of pervasive digital systems 
on people’s lives, the shift of power to providers of these 
technologies, and limitations of regulations in addressing 
the challenges, there is a need to attribute responsibil-
ity over securing social justice also to private entities, 
including providers of pervasive digital systems. Cur-
rently, however, these organisations have not adopted the 
duty attributed to basic structure institutions over secur-
ing social justice. This has come with ethical implica-
tions, such as erosion of basic liberties like freedom and 
human autonomy (Coeckelbergh 2022; Prunkl 2024; Sio 
2024), political liberties (Jones 2023; Łabuz and Nehring 
2024), equality of opportunity and the difference princi-
ple (Westerstrand 2024).

This gap in responsibility and resulting lack of action 
that would safeguard social justice risks aggravating dem-
ocratic decline. To work towards fair digital democracy, 
all institutions belonging to the basic structure—providers 
of pervasive digital systems in forefront—would need to 
align their actions with the principles of justice and thus 
safeguard fair background conditions for individuals and 
associations to function in society. Doing so ensures that 
pervasive digital systems protect basic liberties, support 
equality of opportunity, and improve the situation of the 
least advantaged members of society, leading to societally 
sustainable digitalisation that serves public good rather 
than utility maximisation for the few.

To help organisations address the identified gaps, I 
introduce a framework that builds on prior literature in AI 
ethics and organisational AI governance. This framework 
(Fig. 5 in Sect. 4.2.4) calls for organisational measures in 
compliance and oversight, strategic commitment to Rawl-
sian principles, as well as capacity building and technical 
measures to embed strategic principles and compliance 
requirements into actions towards social justice. These 
actions should be conducted with active engagement of 
citizens, civil society and regulators in regulatory sand-
boxes to ensure democratically legitimate interpretations 
of Rawlsian justice as fairness in the development and 
deployment of pervasive digital systems.
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