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ABSTRACT

In this research, we define a framework for identifying the educational content of an existing
university-level cybersecurity curriculum and aligning it with educational requirements distilled
from the combination of the European cybersecurity taxonomy and European Cybersecurity
Skills Framework, which identifies distinct role profiles with different educational requirements
for cybersecurity professionals. We take the cybersecurity roles and skills frameworks and
connect them with the knowledge areas defined in the European cybersecurity taxonomy. As
a result, we can clearly identify the necessary knowledge areas for each individual role, and
also align them with individual course contents in the cybersecurity curriculum. This makes it
possible to identify gaps in existing curricula and ensure that educational content meets the
requirements of expected knowledge areas. The developed framework is validated by using it
to evaluate an existing university level cybersecurity curriculum at University of Turku, where
engineering education curriculum follows the CDIO model. The results are used to identify the
gaps in current educational content and to verify that the educational content sufficiently cov-
ers the desired role profiles. It is also used to provide input for board level decision-making
on cybersecurity education. In addition, the assessment phase also provides important feed-
back for further development of the framework towards a tool that can be used to shape wider
educational policy on cybersecurity education beyond individual universities.

KEYWORDS

Cybersecurity, Course development, ECSF Framework, ECT Taxonomy, Standards: 3, 7, 8, 12

INTRODUCTION

Cybersecurity plays a critical role in the fabric of modern society and industry. Recent research
has identified a shortage of cybersecurity professionals both in the private and public sectors.
In an attempt to accurately assess the current situation in Finland, a recent report by the Uni-
versity of Jyvaskyla found that there is a need in Finland for between 6000 and 13000 new
cybersecurity professionals in the next few years (Lehto, 2022). This creates and places great
expectations on higher education institutions to provide high-quality education in cybersecurity
that will lead to skilled cybersecurity professionals in the labour market. Cybersecurity, there-
fore, needs to be prioritized in education.

At the University of Turku (UTU), a previously identified shortage of cybersecurity professionals
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through experience and partners served as an important motivator for developing the existing
curriculum and the content of individual courses. The University of Turku’s curriculum is largely
built on the best understanding of what the course content should include, based on the best
judgment of cybersecurity teachers and the industry network. The teaching of the Department
of Computing includes CDIO-based approaches and the University of Turku’s Information Tech-
nology education has been accredited on the basis of EUR-ACE accreditation (UTU, 2022), but
accreditation does not include a systematic content review to allow further development of the
courses. The curriculum of the University of Turku also meets the requirements of the EIT Digi-
tal Master School for Cybersecurity (EIT, 2022) and received the EIT Label in 2023 (EIT, 2023).
Yet, there is a clear desire to improve existing courses and curricula in a more systematic way
and to identify areas for prioritization or expansion.

Currently, there are no appropriate and effective tools to assess and design a university-level
cybersecurity curriculum that also considers the wider societal and sectoral interests related
to the role and educational profile of cybersecurity graduates. Such tools are needed to suc-
cessfully design and implement a curriculum that both meets the societal needs of security
professionals and ensures that cybersecurity-specific educational requirements are met. The
University of Jyvaskyla’s report (Lehto, 2022) uses the NIST National Cybersecurity Workforce
Framework (NIST, 2020b);(NIST, 2020a) to make a more granular assessment of the profes-
sional profile of the new professionals. While the report clearly identifies the need for new
professionals and provides an assessment of the estimated numbers for each NIST NCWF
category, it lacks the link between what is needed in the workforce and what universities should
be teaching to meet this demand. More precise and robust definitions and categories are
needed to help design and implement new cybersecurity curricula that are likely to deliver the
desired outcomes. This paper provides the missing link between educational content, profes-
sional skills, and industry demand. Our approach is not limited to cybersecurity education, as
the framework can be applied to other engineering fields with similar existing bodies of knowl-
edge and well-defined professional profiles for industry practitioners. In this case, the general
process is the same: extract essential knowledge and competence from the professional profile
and map it to course content.

PREVIOUS WORK

There is currently a high expectation and need to increase the number and skills of cyberse-
curity professionals. Due to the pressure on universities from different stakeholders, univer-
sities must find ways to develop and integrate course contents and curricula to fulfill the re-
quirements on professionalism without increasing credit requirements (Harris & Patten, 2015);
(Kans, 2016). Understanding different stakeholders and their demands on education and cur-
riculum content is an important input for curriculum decisions. Previous research has high-
lighted the importance of teachers and other academic staff having a direct influence on edu-
cation by defining content and format (Roberts, 2015). In addition, several different approaches
have been used to develop course content and curricula. For example, development work has
been started to be built through Bloom’s taxonomy (Harris & Patten, 2015), accreditation re-
quirements (Knapp, Maurer, & Plachkinova, 2017), program evaluation based on standards
(Brink et al., 2020), and in-house development work, surveys for students, teachers, alumni,
and companies (Kans, 2016). Knapp et al. (2017) also suggest that the cybersecurity cur-
riculum should include an annual review of key professional certifications and the department
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should enable professional certification of teaching personnel (Knapp et al., 2017).

Bloom’s taxonomy, accreditations, and internal development activities are good starting points
for the development of cybersecurity courses. But the challenge is that these approaches do not
lead to a systematic review or development of course content. Other approaches are needed to
achieve this. These approaches do not allow for a bridging of the transition from basic studies
to working life, for example in the form of future job roles.

The European Cybersecurity Skills Framework (ECSF) (ENISA, 2022) is a framework devel-
oped by the European Union Agency for Cybersecurity (ENISA). Its purpose is to facilitate
the identification of key tasks, skills, knowledge, and competencies for identified cybersecu-
rity professional roles. The stated goals of the ECSF are, paraphrased, to ensure common
terminology and shared understanding on cybersecurity between demand and supply sides,
support the identification of critical skills from a workforce perspective, facilitate understanding
of cybersecurity and essential skills for non-technical experts, harmonization in cybersecurity
education, training and workforce development, and a standard structure on capacity building
inside the European cybersecurity workforce. The ECSF provides the first European framework
and definitions for cybersecurity professionals. There are 12 identified role profiles in the ECSF,
and for each profile, the framework identifies required key skills, knowledge, tasks, and compe-
tencies. The ECSF Framework is strongly linked to The European e-Competence Framework
(e-CF), standard EN 16234-1 (European Committee for Standardization, 2019). The e-CF is
is a common European framework for ICT Professional competences, knowledge and skills,
which relates to competences needed and applied at the workplace (ENISA, 2022).

SPARTA project used a cybersecurity skills framework to create a free tool called Cybersecurity
Curricula Designer (SPARTA, 2022a). The work roles and competencies used in the Curricula
Designer reflect the requirements of the Workforce Framework for Cybersecurity (NICE Frame-
work) (SPARTA, 2022b);(NIST, 2020b);(NIST, 2020a). The NICE Framework is developed by
the National Institute of Standards and Technology (NIST) that can be used to provide a com-
mon lexicon for describing cybersecurity work, workers, and roles for employers. In NICE,
cybersecurity is divided into high-level functions known as categories (7), which are further di-
vided into specialty areas (33) and work roles (52). The Cybersecurity Curricula Designer is a
web application that can help education providers to create new programs, and analyze existing
study programs according to their content and their reflection of cybersecurity job requirements
(SPARTA, 2022b). Hajny et al. (Hajny, Sikora, Grammatopoulos, & Di Franco, 2022) have ex-
amined the integration of the ECSF into a curriculum designer and thus it is possible to directly
link knowledge and skills with the actual 12 professional profiles on the job market. Their work
focuses on pairing knowledge and skills to profiles provided by the ECSF in the context of a
curriculum designer tool for students. What their approach to the curriculum design tool lacks
is the capability to verify that a curriculum covers all essential topic areas for a specified role
profile in cybersecurity.

Clearly, there is a need for further methods and/or frameworks to develop the content and to
identify gaps in the courses. The European Cybersecurity Taxonomy (ECT) (European Com-
mission Joint Research Centre (JRC), 2021) has been developed by the Joint Research Centre
of the European Commission as a tool for categorizing institutions and expertise across Europe.
It is based on four dimensions: technologies, domains, sectors, and use cases. This taxonomy
provides clearer categorizations of topics that are necessary for cybersecurity skills, and can
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be used in content design. The ECSF framework and the European Cybersecurity Taxonomy
can be enriched by including external resources, e.g., the Cyber Security Body of Knowledge
(CyBOK) (University of Bristol Cyber Security Group, 2021). In this paper, we have utilized
the domains of the ECSF and the ECT as the set of different aspects and themes within the
umbrella term of cybersecurity.

PLANNING FRAMEWORK FOR CYBERSECURITY CURRICULUM DESIGN

The motivation for our Planning Framework is to help universities to design cybersecurity cur-
ricula that successfully delivers the necessary key knowledge and competences for each role
profile based on a European standard, rather than NICE or the ACM curriculum guideline for
cybersecurity (ACM, 2017), which are based on the US perspective and/or are lacking oper-
ational aspects that are rooted in industry. It also implements the key goals of the ECSF: to
create an understanding between supply (universities) and demand (industry) in Europe on
common terminology, key skills, knowledge and competences. Finally, it enables universities to
educate future professionals for roles in proportion to industry demand.

Mapping course content and knowledge areas

The overall process for curriculum evaluation and design is illustrated in Figure 1. Mapping the
existing course contents to the ECT categories shows which topic areas are already covered,
and also how well the courses cover the whole field of cybersecurity. For a more detailed
assessment and overall process development, weights can be added to the mapping based on
course level (e.g. basic, intermediate or advanced) and type (e.g. practical vs. theoretical).
The assessment of the course content and matching to taxonomy categories is done based on

“What topics to
teach for Role x?”

Role key knowledge
ECSF 12 roles & key knowledge > T |:> X
A Taxonomy
X “Are we teaching
0 the right things
N @ for Role x?”
UmverSItY 0 Course content
cyber_secu rty | Course content > M |::> X
curriculum v Taxonomy

=

“Are there gaps in
our curriculum?”

Figure 1. The overall process for incorporating the ECSF roles and key knowledge, ECT tax-
onomy and university cybersecurity curriculum.

(@]
il
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course contents, learning objectives, and an estimation by the responsible teacher.

The mapping between role key knowledge and ECT taxonomy entries is performed next. This
process is role dependent, as the perspective on cybersecurity of each role varies depending on
the focus, e.g. (attack/defense) and/or abstraction level (hardware/software/architecture/legal).

Each key knowledge entry is matched to taxonomy items by relevance, taking into consideration
the differences in focus mentioned above. The result is a nonempty set of matches between
knowledge entries and taxonomy items. If the result set is empty, it implies no relevance be-
tween the key knowledge and any aspect of cybersecurity. This, in our opinion, should not
happen when we are considering key knowledge for cybersecurity professionals. This assess-
ment is based on academic and industry experience of the authors.

This process is illustrated in Figure 2. On the left is a general mapping between ECST CISO
role’s key knowledge areas and the taxonomy. On the right is a mapping between the security
management and governance categories of the ECT and a subset of courses offered at the
UTU’s Department of Computing.

The mapping is challenging to perform due to the size of the resulting spreadsheet. There are
twelve roles with between 4 and 15 key knowledge items, each of which need to be mapped
to 154 taxonomy entries. We found the most practical way for this mapping to be printing the
table on A3 paper and assembling it physically on a large whiteboard (see Figure 3). After the
connections between courses and key knowledge areas have been formed via the taxonomy,
we can cross-reference between course content and desired knowledge for a specific role
through the taxonomy mapping.

Course 1 Course 2 Course 3 Course 4
3.1.9 Network and Distributed Systems
Network security (principles, methods, protocols

algorithms and technologies) X X
Distributed systems security

and technical aspects of

3.1.10. Security management and network securit:
Requirements for network security X X
Governanc B Protocols and frameworks for secure distributed
aspects of Compliance computing
i ey Network layer attacks and mitigation techniques X X
management, | Techniques to Y g q
Standards|  disaster ensure security and Network attack propagation analysis X
for recovery, business privacy poliies, | e o ; ]
Informatio|  business | continuitydisas | procedures, istributed systems security analysis an
n Security | continuity | terrecovery |and regulations
Role CISO Distributed consensus techniques
Ciso Fault tolerant models
Secure distributed computations X
Network interoperability
Secure system interconnection

policies X

standards, and X

< > [>< [=
< > [>< [=<
<[5 [ |>=

related laws, and

=
c
c r and best practices
c
P

-related certifications P y-friendly and
|Ethical cyber ty senvices (e.g. Mix-networks, broadcast protocols
O maturity models X and anonymous communication|
c procedures Network steganography
Resource 3.1.10 Security Management and Governance
practices X X Risk including modelling
|Risk standards, and ework X X analysis and X X X X
Modelling of cross-sectoral interdependencies and
cascading effects X
Threats and wulnerabilities modelling X x
Attack modelling, techniques, and
countermeasures (e.g. adversary machine leaming)

Figure 2. Mapping of ECST role key knowledge (left) and existing course content (right) to the
ECT taxonomy.
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Figure 3. The mapping between ECSF role key knowledge and the ECT entries.

Evaluation

Once the above mapping is complete, we can cross-reference between the key knowledge
required in ECSF defined industry roles, and the content of a cybersecurity curriculum, as both
are mapped to the ECT. Through this mapping, we can directly assess how well the educational
content of the curriculum under evaluation corresponds to the key knowledge defined for a
specific role, or a collection of roles, and to identify potential gaps or areas for improvement in
course design.

In Figure 4 we assess how well the UTU cyber security curriculum covers the key areas of
selected role profiles (Digital Forensics Investigators, Penetration testers, CISOs, and Cyber
Incident Responders). The numerical values represent the sum of instances where an aspect
of a key knowledge area is covered by courses in the UTU cybersecurity curriculum. The color
coding is intended to illustrate the highest (green) and lowest (red) values within each role,
while average values are coded as yellow. A key knowledge area that has several matches to
different taxonomy entries potentially generates a higher score than one with a single match to

Role Key knowledge Role Key
Digital forensics Digital forensics 1s and best practices 11 CIsO Cybersecurity policies
investigator Digital forensics standards, and 12 Cybersecurity standards, methodologies and frameworks 55
Digital forensics analysis procedures 7/ Cybersecurity recommendations and best practices 36
Testing procedures Cybersecurity related laws, regulations and legislations 46
Criminal igation procedures, 5 ies and Cybersecurity-related certifications
15 Ethical cybersecurity organisation requirements 16
Cybersecurity related laws, and 10 Cybersecurity maturity models 30
Malware analysis tools 7 Cybersecurity procedures 13
Cyber threats Resource management 30
Computer systems vulnerabilities Management practices Bs
Cybersecurity attack procedures 12 Risk standards, methodologies and framework 34
Operating systems security Role Key
Computer n.etworks security - Cyber Incident di Incident handling 5 ies and 22
N Cybersecurity-related certifications Incident handling recommendations and best practices 16
PR:ﬂeﬂrﬂﬁOn tester g:l:et::::rert:ga:ack procedures 11 Incident handing tools L3
Incident handling communication procedures 16
Information (IT) and (oT) -
appliances 16 Operating systems security
Offensive and defensive security procedures 14 Computer networks security 66
Operating systems security 39 Cyber threats 17
[Computer networks security Cybersecurity attack procedures 10
Penetration testing procedures 9 Computer systems vulr 13
testing 3 and 10 Cybersecurity-related certifications
[ testing tools 7 Cybersecurity related laws, regulations and legislations
Computer programming 19 Secure Operation Centres (SOCs) operation 18
Computer systems iliti 9 ) .
C and best practices 17 Computer Security Incident Response Teams (CSIRTs) operation 18
Cybersecurity-related certifications _

Figure 4. Evaluation of UTU cybersecurity curriculum contents matching against four selected
roles in the ECSF through matching key knowledge to course contents.
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a taxonomy entry. Therefore, the scores are not comparable between roles, as the same key
knowledge can have different meanings for different roles, due to the individual mapping of role
key knowledge to taxonomy entries.

From the results we observe that our strengths are in computer network and operating sys-
tem security, which are the strongest areas for three out of four roles. This is an expected
result, as many of our existing courses focus on these areas. Similarly, for the more managerial
CISO role, our courses provide a good knowledge of policy, standards and recommendations.
This is also an expected result. On the weaker aspects, the evaluation confirms our initial
assessment that the program lacks hands-on procedures for incident responders, forensics
investigators and penetration testers. Observed knowledge gaps for these roles include cyber-
security procedures, vulnerabilities from the defensive perspective, use of tools, ethical issues,
and cybersecurity certifications.

For example, we can observe that for forensic investigators, the category "Cyber threats" re-
ceives a score of 4, while for incident responders the score is 17. This does not mean that
the curriculum does not cover cyber threats, but rather that the specific aspects of forensic in-
vestigators are not covered. Given the strong signal from previous research that more cyber
incident responders are needed, improving the educational content in this category would be
worthwile.

DISCUSSION

The global shortage in cybersecurity professionals that has been identified by many researchers
and analysts can be further pigeonholed into more precise demand for new talent in specific
roles. The ECSF roles provide the connection between industry needs and cybersecurity edu-
cation planning. By leveraging the ECSF it is possible to design cybersecurity education with
the desired impact on the level of an individual programme, a single university, or a group of uni-
versities seeking to coordinate their educational profiles. The reason for incorporating the ECT
in the process is to use a common European foundation and understanding of cybersecurity
domains at the core of the framework.

Curriculum design is not an exact science, and we do not advocate that it should only follow
mechanical procedures and constraints. The expertise and intuition of the teacher designing
the curriculum and the capability to leverage limited resources for the best possible outcome
remain vital to a successful cybersecurity education programme. However, we do advocate the
use of well-defined processes and frameworks to both help with the design of new a curriculum,
and to act as a sanity check for existing ones. Our framework provides a systematic approach
to verify and control that an existing curriculum contains the necessary topics at the necessary
depth for graduates to operate in industry.

A key finding from the curriculum analysis is that cybersecurity certification is a core knowledge
and competence in many roles, but current curricula are not sufficient to provide certifications to
university students. University-industry cooperation can help to provide technology or vendor-
specific certifications to students (Hakkala & Virtanen, 2012), but given the importance of cer-
tifications in the field and the emphasis on certifications in life-long learning in cybersecurity,
universities should be able to provide both more information on certifications to students, and
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perhaps even early career certifications (Majanoja, Hakkala, Virtanen, & Leppanen, 2023).

We also observed that in our opinion, certain roles lacked key knowledge areas: those working
in a CISO or cybersecurity risk manager role can benefit from the legal aspects of cybersecurity,
but this was not included as a key knowledge area. Another observation we made was that
some role profiles can benefit from multidisciplinary degree programmes or even complete
second degrees, as for example cyber legal, policy and compliance officers are more likely than
not to be lawyers rather than engineers or computer scientists. This provides multidisciplinary
universities an edge in providing education that can meet the demands of today’s world.

Future work. For each key knowledge area within a role, the ECSF also defines a competency
level based on the e-Competency standard. In this version of our framework, the effects of
these levels is not yet considered. It is also open to debate how universities can provide deeper
competences (up to e-4 and e-5), which in practice requires extensive work experience and
practice to attain. The perception of industry on what the competence level of fresh graduates
should be, and what is realistically attainable in higher education do not necessarily match.
There is existing research on industry expectations based on job advertisements, but as the
nature of the job market varies between countries, a holistic view is difficult to form. A mapping
of industry actor expectations and requirements to the framework established in this paper will
be explored in future research.

Through our framework is is possible to integrate the CDIO standards and practices into the
core of curriculum development. Through the integration of e-CF we can identify key compe-
tences in cybersecurity and map them to course content. Similarly we can identify core CDIO
skills and principles from these competences and integrate them to the curriculum already at
the design phase, thus fulfilling the goals of standard 3. After we have identified these skills and
principles, the framework facilitates synergies between industry and universities by integrating
industry partners into teaching those skills to students in the necessary context.

When implementing the curriculum in the form of courses, active learning methods can be
conveniently mapped to individual topics, competences and themes from the framework. The
advantage of our approach is that when there is a clear mapping between competences, topics
and roles, the learning methods for conveying subject information according to CDIO principles
are easier to determine.

The integration of CDIO standards into the framework provides the opportunity to thoroughly
analyze each educational topic and determine the best way to arrange the teaching for each
course. Having such a structured tool for curriculum design also provides a tool for communi-
cating to stakeholders and implementing forms of continuous follow-up and improvement of the
curriculum.

The accumulation of competences is also influenced by the organization of the teaching: how
much is hands-on practice with industry standard tools and programs, and how much is purely
theoretical? In Finland, universities of applied sciences have traditionally focused more on
tool-specific hands-on exercises and problem-based learning, while university teaching is more
grounded in theory, complemented by more generic practical exercises. However, the issues
identified in cybersecurity higher education are present in both. More research is needed in
this area.
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When discussing higher education policy at national level, the level of abstraction is above
individual courses or even curricula. In public discussion, the focus is on "cybersecurity profes-
sionals" and their perpetual shortage. Our aim is to use this framework in a national develop-
ment project on cybersecurity capabilities and the division of responsibilities between different
universities in Finland. A project for this purpose, funded by the Ministry of Education and Cul-
ture, has started in late 2022. Our contribution to this project will be based on the framework
presented in this paper, enhanced with the aspects of the e-Competency standard.

CONCLUSION

The goal of the curriculum design framework is twofold. First, it facilitates the design of better
cybersecurity curricula by providing a tool with which we can verify that an existing curricu-
lum indeed is focused on the desired aspects, technologies and topics that correspond to the
desired professional profile of graduates from the degree programme. Second, it facilitates a
systematic approach to building a new cybersecurity education programme at university level
that provides graduates with a professional profile desirable to the wider industry.

The framework presented in this paper serves as a starting point for defining education profiles
for universities. Once the desired education profiles have been selected, the framework can
be used to analyze an existing curriculum to see how well it meets the requirements of each
professional role profile, and to identify potential gaps in content that need to be addressed.
The content, structure, and organization of studies can vary considerably between universities
and degree programmes. This framework makes it possible to benchmark cybersecurity degree
programmes against those of other universities.
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