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Analysing business losses caused by information systems risk: a business process analysis approach

Increased reliance on computers by many companies and public organisations has generated a business risk for them. For example, problems in systems availability can lead to additional cost in operations, lost revenues and competitive losses. Systematic analyses are needed to avoid such losses. Prior research provides rigorous methods for identifying information systems risks and reducing the likelihood of these risks. The analysis of potential business losses in the user organizations has, however, received only limited attention. The objective in this paper is to investigate methods that can be used in the systematic identification of potential losses in the user organization. The paper provides a review of prior literature on methods that can be used to analyse and report such losses. One understudied method is business process analysis that entails a systematic analysis of potential losses in different phases of the organization’s core business processes. Action research was used to examine the use of business process analysis as a method to associate information systems availability risk with potential business losses. The analysis was carried out in two different companies, one operating in the paper industry and the other one in the finance sector. The study contributes to research by summarizing prior research on the analysis of business losses and by illustrating how the use of one method, business process analysis, assisted the client organizations. Perhaps most importantly, it identifies a new topic that has received very little attention in information systems research, despite its obvious managerial and practical significance.
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Analysing business losses caused by information systems risk: a business process analysis approach
Introduction

The widespread use of computers has enabled both private and public organizations to streamline their operative and managerial processes. Simultaneously, the new processes have become critically dependent on information systems and information systems have become a significant operational risk to these organizations. Increased complexity of systems themselves, combined with increased penetration of computers in user organisations, means that the nature of threats and consequences is more diverse than ever. Systematic analysis of information system risk has become both more significant and more difficult.

Because the phenomenon as such is not new, well established methods for investigating information systems risks exist. The traditional approach to analysis begins with a systematic review of threats, vulnerabilities and risks in the computerised information systems (Stewart, 2004). Auditing provides methods to assess whether the organization has sufficiently protected its systems against these threats (Eloff and von Solms, 2000; Nearon, 2000; Stevenson-Smith, 2004). Sophisticated methods can be employed to calculate probabilities for individual systems risks and potential business losses (Pate-Cornell, 1996; Baskerville and Portougal, 2003). Return on Security Investments techniques assist in comparing the cost of investing in additional protection with the savings that are achieved through such investments (Gordon and Loeb, 2002; Baskerville and Portougal, 2003; Cavusoglu et al., 2004). These methods constitute the primary means through which IS professionals and auditors have identified and reduces information systems risks. 
The focus in this paper is in the methods that can be used to analyse potential business losses in the user organization resulting from information systems risk. It is argued that in addition to the traditional technology centred analyses, companies need to employ business analysis methods to provide a more comprehensive view about potential business losses in the user organizations. Reports from these analyses can support traditional analysis in identifying potential consequences in the user organisation. Perhaps more importantly, such reports can be used to inform business managers and owners about the potential business losses that information system risks can cause for their company.
This paper reviewed prior literature in order to identify methods that can be used to systematically analyse losses in the user organization. Methods such as Labour Cost Analysis (Toigo, 1989; Stevenson-Smith, 2004), Lost Profit Analysis (Stevenson-Smith, 2004), Information Asset Value Analysis (Palmer et al., 2001), Business Process Analysis (Mooney et al., 1996; Kettinger et al., 1997; Macfarlane and Rudd, 2005) and Stock Market Reaction Analysis (Garg et al., 2003a; Garg et al., 2003b) all provide estimates of potential business losses resulting from information availability, integrity, confidentiality and/or authenticity problems. The methods are, however, usually published in practitioner-oriented computer or information security journals.  In particular if compared to vast amount of literature on the causes for information systems risks, the attention to the analysis of potential losses is very limited. 
One reason for limited attention to the analysis of losses may be that the background theories required in traditional vs. business loss oriented analyses are fundamentally different. The research on threats, vulnerabilities and security methods is based on the traditions and theories of computer science and rigorous mathematical models. The analysis of diverse adverse consequences in the user organizations, however, requires organizational and business analysis skills and the employment of methods and theories drawn from social sciences. Hence, the latter topic would be better positioned in information systems research than in computer science oriented IS security research. Information systems science has, however, been slow in recognising the analysis of potential business losses as a legitimate research topic (Ciborra, 2004).

In this study, action research was applied to examine the potential of using business process analysis as a method to associate information availability risk with adverse business consequences and losses. The analysis was carried out in two different companies, one operating in the in forest industry and the other one in the finance sector. In both cases, key business processes were identified and described. These business process descriptions were used for interviewing users and assessing the business consequences of computer breakdowns. Both studies produced a risk report that identified and described the adverse consequences of information systems risks in the client company’s core business processes. The results from these two studies suggest that business process analysis assisted in making business managers more aware of part of the business risks caused by systems risks.

The paper begins with a review of information systems risks and the traditional methods used in managing these risks. It then continues to review prior literature on methods that can be employed to systematically evaluate potential business losses. The uses of reports from both traditional and business loss oriented analyses are discussed in order to illustrate ways how analyses in the user organisation complement traditional analyses. The paper then continues to describing the method used in this study, the nature of risk findings in the two empirical cases, and the immediate feedback that was received. The contribution of business loss centred methods to prior methods is discussed in the contributions for research section. In addition, contributions for practice and suggestions for further research are presented.
FROM systems risk TO BUSINESS LOSSES
Systems risk has been defined as the uncertainty related to using computer-based systems for delivering information (Straub and Welke, 1998). It can be broadly construed to mean modification, destruction, theft or lack of availability of computer assets, such as hardware, software, data, records and files. Causes for systems risk can vary from natural disasters to intentional abuse of computers by own employees or external parties. Like the definitions of risk in general, also systems risk comprises two dimensions: (1) the probability associated with an undesirable event, and (2) the adverse consequences (usually financial) of the occurrence of this event (Barki, et al., 1993; Straub and Welke, 1998). In this article, the latter dimension is also referred to as business loss. 

Systems security risk has been defined as "the risk that the firm's information and/or information systems are not sufficiently protected against certain kind of damage or loss" (Straub and Welke, 1998). Technology itself provides solutions to prevent, detect, respond to, and support recovery from systems risk. Passwords, media backup and virus protection software are examples of commonly used technical measures (Whitman, 2003). Administrative security measures can be used to restrict the behaviour of IS professionals and users so that sufficient level of information systems security can be guaranteed (Straub and Welke, 1998; Tryfonas et al., 2001).
Information risk refers to the threat for the authenticity, confidentiality, integrity, and availability of business information and documents (Gordon and Loeb, 2002). The pervasive role of computers in current enterprises has made the technology itself a major threat for business information and documents. Ensuring reliable processing of information in computerised systems is naturally essential for reducing these risks. Information risks do, however, comprise also traditional risks related to how employees discuss corporate affairs and manage printed documents (Dhillon, 2004; Stewart, 2004).

Business loss, as used in this article, refers to the negative business consequences that follow from a realised system risk. While some of the losses are easily expressed in monetary terms, there are also losses which are difficult to quantify. The exact content of potential business losses has not been a primary interest in prior research. Some researchers have, however, considered the nature of business losses in more detail as a secondary task in their research when formulating questionnaires or checklists for managers. Table I lists typical business losses that prior research has associated with systems risks (Moulton and Moulton, 1996; Straub and Welke, 1998; Stevenson-Smith, 2004). 
< Take in Table I >

The categories listed in Table I are not necessarily exhaustive. Still, even these nine categories reflect the diverse nature of potential negative consequences. In principle, a single realised systems risk, e.g. a mistake in the IS service provider side, can result to losses in all categories. 
ANALYSIS OF systems riskS
The traditional approach to the analysis of information systems risk begins with a systematic analysis of vulnerabilities and threats. Literature provides several exhaustive lists of typical threats and vulnerabilities related to the use of computers (Loch et al., 1992; Neumann, 1995; Whitman, 2003). In order to cover all threats and vulnerabilities, the analysis typically comprises both the technical infrastructure and the IS service, development, and use processes (Toigo, 1989; Loch et al., 1992; Collins and Mathews, 1993; DeMaio, 1995; Fitzgerald, 1995; Kokolakis et al., 2000; Im and Baskerville, 2005). 
The analysis of whether the company has built sufficient protection against threats is typically made in audits. To ensure completeness of audits, the internal auditors and IS managers can draw from well established codes of practice (Royal Canadian Mounted Police, 1981; British Standard Institution, 1993) but also from information security policy frameworks, baselines and checklists suggested in research (Fitzgerald, 1995; Moulton and Moulton, 1996; Palmer et al., 2001; Vermeulen and von Solms, 2002). IS managers can also invite external IT auditors, certification professionals or rating agents from insurance companies to critically assess their security policies and measures (Eloff and von Solms, 2000; Nearon, 2000; Stevenson-Smith, 2004). 
In order to estimate the likelihood of risk, the analysis can employ mathematical models of risk probabilities (Pate-Cornell, 1996). Analysts can choose from different treatments of risk (e.g. probabilistic or deterministic methods) depending on the completeness of historical information that exist for estimating uncertainties (Pate-Cornell, 1996). They may also choose between different levels of sophistication of uncertainties (Pate-Cornell, 1996). The use of possibility measures instead of probabilistic expressions may provide a more sensible method for cases where historical data is very limited (Baskerville and Portougal, 2003).
Finally, the analysis may comprise economic modelling, which also addresses the problem of estimating losses. The idea behind economic modelling is to identify the potential risks, expected losses and their likelihoods, and to compute the expected loss (Cavusoglu et al., 2004). Decision trees can provide a framework for analysing the role of risk factors and the sensitivity of final outcomes. Return on Security Investment (ROSI) analysis provides rigorous methods for making comparisons in situations when additional security investments are considered (Gordon and Loeb, 2002; Baskerville and Portougal, 2003; Cavusoglu et al., 2004). ROSI analysis requires estimates about the reduced probability for systems risk and business loss if a security investment is made. Accounting techniques, such as internal rate of return and net present value, can be used to compare initial security investments with the reduction in expected business losses in future years (Gordon and Loeb, 2002). 
These methods provide sound principles for CIOs, IS professionals and IT auditors to manage information systems risks. Growing awareness of both risks related to complex IT infrastructures and to the significance of potential business losses has resulted to increased use of these methods. The main response to mandatory requirements stated by Sarbanes-Oxley and Basel documents in the banking sector has been a more intensified use of traditional risk analysis methods (Demianides, 2005).

The ability of traditional methods to establish an overall view of potential consequences in the user organisation is, however, limited (Ciborra, 2004; Stewart, 2004). Increased complexity of IT infrastructures means, that even in a medium-sized organization the number of potential vulnerabilities and threats is often calculated in hundreds (Stewart, 2004). Developing an overall view of potential adverse consequences in the user organisation by projecting the consequences of each identified risk is usually not a feasible option. Limiting the analysis to high probability risks hides low probability – high impact risks (Renn, 1998; Ciborra, 2004). Hence, prior research has called for holistic methods that analyse risks from the perspective of business operations instead of technology (Olson, 2005). 
ANALYSIs OF BUSINESS LOSSES
The interest in this paper is in methods that assist systematic analysis of potential losses in the user organization. Rather than looking at specific risks in computerised environment and in security measures, such analysis starts from the level of information risks. The point of departure in the analysis is that the availability, integrity, confidentiality or authenticity of information can be violated. The objective and the challenge for the analyst is identify the diverse business losses (e.g. operative, competitive, legal and managerial consequences and losses) that such violation can cause in the user organization. 

Even the traditional methods assume some analysis of potential losses. This is, however, the part that is generally perceived as difficult. In methods like ROSI, the challenge is not only the estimation of loss probabilities, or the correct use of accounting techniques and metrics, but also the identification of the actual losses. One article summarises the problems of economic models by saying that they can only be imperfectly applied to computer security because one has to wrestle with defining what’s meant by the notion of “return”. 
In research, systematic analysis of potential business losses has, however, received only modest attention. Prior research has created a rich picture about potential vulnerabilities and threats. In comparison to this, the other side of risk – the estimation of financial consequences of risks - has received very limited attention. The methods described below, published usually in practitioner-oriented computer or information security journals, illustrate typical approaches that have been employed in different settings.  
Labour cost analysis provides a simple and widely used method for analysing business losses associated with systems risks (Stevenson-Smith, 2004). The analysis comprises both the extra time needed from IT employees in recovering the systems (e.g. after a hack attack) and the lost worker productivity during the time when company operations were diminished or shut down. The business loss is evaluated by calculating the average overtime salary of all IS employees and users (Toigo, 1989). While such calculations are simple to make and they produce compelling figures, business managers may question the logic used. The relationship between systems shut-down and labour cost is rarely as straightforward as the formula assumes. Furthermore, managers might believe the potential indirect costs – e.g. customer dissatisfaction and missed sales inquiries – to be more significant. Nevertheless, labour cost analysis provides the primary means to evaluate additional labour costs, which often represent a significant proportion of total loss.

Lost profits analysis can be used to estimate part of the intangible losses resulting from systems risk (Stevenson-Smith, 2004). A crash of a web-site or problems in point-of-sale systems can lead to a situation where customers cannot place new orders or make purchases. By using statistics from marketing and sales databases it is possible to provide an estimate of lost sales and profits associated with the incident. However, the long term losses resulting from negative media exposure and customer inconvenience are usually impossible to quantify.
Information asset value analysis aims to classify information assets relative to their criticality, sensitivity and value to the organisation. A typical result is the classification of information according to a predefined typology, e.g. restricted, confidential, internal use only and public (Palmer et al., 2001). The classification is normally based on an analysis of consequences of confidentiality violations for each information asset. In terms of business losses, the primary emphasis is on IT losses, competitive losses and/or legal processes that can result if confidential information is lost or stolen (Stevenson-Smith, 2004). In addition to information assets, also the value of hardware and software can be included in such analysis (Kokolakis et al., 2000). 

Business process analysis is a widely used technique in the field information systems. It is commonly used, for instance, in IS development projects to reengineer user processes, to define user requirements for new systems, to guide systems configuration in ERP implementation projects and to measure the business benefits associated with implementing new information systems (Mooney et al., 1996; Kettinger et al., 1997). Business process analysis, or transaction walkthrough, is also one of the methods that auditors frequently use to identify threats and vulnerabilities in the information systems use processes (Collins and Millen, 1995; DeMaio, 1995; Kokolakis et al., 2000). 
The Information Technology Infrastructure Library, and its description of “business impact analysis”, provides a good overall prescription for the use of business process analysis in the analysis of losses. Business Impact Analysis constitutes the first phase in the IT Service Continuity Management process and it is recommended to be done before risk assessment and formulation of business continuity strategy (Leopoldi, 2002; Macfarlane and Rudd, 2005). It should comprise the identification of critical business processes, and the potential damage or loss that may be caused to the organisation resulting from a disruption to those processes. The process should result to identification of e.g. the form the loss or damage will take, the escalation of damage with time following an incident, the minimum staffing, facilities and services needed to enable business processes to continue to operate at a minimum acceptable level (Department of Trade and Industry, 2007).
Literature provides only few descriptions of the use of business process analysis to identify losses. Research on health care information systems provides two cases that report the use of systematic business process analysis to detect potential adverse consequences resulting from information systems risks. A study conducted by Smith and Eloff applied process techniques to assess IT risks in hospital operations (Smith and Eloff, 2002). The assessment identified critical patient routes in a health care institution and assigned risk values for each phase along a specific patient route. Another study, also in health care context, investigated whether information delivery problems can lead to longer queues and/or adverse events for patients (Lederman, 2004; Lederman, 2005).
Stock market reaction analysis is a relatively new approach for estimating the financial impact of IT security breaches (Ott, 2003; Garg et al., 2003a; Garg et al., 2003b; Hovav and D'Arcy, 2004). The basic assumption is that if the stock markets are efficient, then all present and future effects of a publicly reported security breach are captured in stock price. By using event-study methodologies to analyse the stock prices after public reporting of security breaches, researchers have been able to show that the actual losses on a per-incident basis are substantially greater (e.g. $17 and 28$ million per incident) than previous studies indicate. The results also capture genuine heterogeneity in market reaction to different types of information breaches (Garg et al., 2003a). The analysis establishes a connection between public exposure of realised systems risk and the negative impact of such exposure on company's share price. 
Table II provides a summary of methods documented in prior research. While each of these methods produces estimates about potential business losses, they are different in terms of assumptions about information risks, the content of analysis, and the nature of business losses detected. 
< Take in Table II >

A common feature in the methods is that none of them requires an in-depth analysis of vulnerabilities in the computerised environment. The analysis starts from information risks and proceeds to the analysis of their consequences in the business environment. Labour cost, lost sales and business process analyses focus primarily on losses resulting from information availability problems. Both information asset value analysis and stock market reaction analysis address losses resulting from information confidentiality problems. Current methods do not, however, provide much support for an analyst who is trying to address losses resulting from potential information integrity or authenticity problems.
The actual analysis of events in the user organization is based on organizational and/or economic analyses. In the Labour Cost and Lost Sales Analyses calculation of losses is based on a few summary figures, e.g. the amount of users or business sales volumes. An obvious advantage is that the analyses are fairly easy to make. Information Asset Value Analysis starts from comprehensive identification information assets, which provides a natural basis for identifying potential losses. Business Process Analysis and Stock Market Reaction Analysis are both based on applying well established analysis methods to the analysis of losses. Business process analysis is a common organizational analysis method. Event-study method, on the other hand, has been used extensively in management science and finance to measure the impact of various corporate events on shareholder value.
In terms of detecting potential losses, none of the methods appears to be sufficient alone, but in combination the methods cover most of the potential losses. Only two types of business losses identified in Table I are not mentioned in the bottom row of Table II. These are the losses resulting from poor management decisions (#3) and the financial losses resulting from theft of money or goods (#5). Problems with information integrity, for example, can certainly cause such losses. Hence, there appears to be large areas where the risk analyst has little support from systematic analysis methods. It seems reasonable to conclude, that our methods to analyse events and consequences in the user organizations when computer systems fail are limited.
THE USE OF BUSINESS LOSS ANALYSIS RESULTS
As any organisational analysis, also the analysis of potential losses caused by information systems risk requires time, skills and resources. Hence, also the analysis of business losses has to be justified. Because such analyses are not frequently conducted, the analyst should also know the purposes for which such analyses should be made and to whom the results should be reported.

The need for systematic analyses of information systems risks depends on organizational context and the needs of the decision makers. When the overall cost of computer reliability and security is relatively small and potential business impact is limited, decisions regarding IT reliability and security can be taken by IS and security professionals. Companies can treat risk management as an overhead and allocate a defined amount of money to be spent. Then the question is reduced to "what is the most I can get for $X" (Cavusoglu et al., 2004). They can also compare their own systems management solutions with those employed by its peers (Stewart, 2004). Fear, uncertainty and doubt has also been used for years to justify investments to security (Cavusoglu et al., 2004; Stewart, 2004). 

In organizations, where information systems risk is high, the analysts should consider employing several methods in order to provide different summaries of risk to different groups (Table III). Traditional risk analyses serve the IS professionals and auditors in identifying information risks and in evaluating whether their organization has developed sufficient protection against such risks. The way how the results of these analyses should be used is fairly well established.
Systematic analyses of potential losses in the user organisation can complement the overall image that IS managers and auditors have about information systems risk. Information systems and security organisation often have little visibility to business processes in the user departments (Stewart, 2004). It is easier to estimate direct costs within the IS function than to create an understanding of the variety of potential losses that can emerge in the business functions where information systems are being used. In large companies with information infrastructures that serve thousands of users, IS professionals can hardly be aware of all the business impacts and consequences that a realised information systems risks can have in the user organisation. In this respect, traditional analyses and business loss oriented analyses are complementary.

< Take in Table III >

Reports that document potential business losses in the user departments should, however, be delivered also to new stakeholder groups such as shareholders, senior management and business managers. 
Board of shareholders is the highest level where decisions about IT are or should be made (Nolan and McFarlan, 2005). Because IS security professionals have found it difficult to get business managers committed to planning IS security and reliability efforts, reporting to the board of shareholders may seem even more challenging. And still, Sarbanes-Oxley Act requires organizations to analyze their financial reporting processes and systems in order to ensure integrity of financial reports (Damianides, 2005). In the credit and financial sectors, Basel Committee documents place attention to the integrity of the bank’s information systems and e.g. to the risks related to centralized or outsourced IT departments (Ciborra, 2004; Basel_Committee, 2006). If computers are causing a risk to shareholder value, it seems reasonable that they should get reports about the potential loss they can suffer. 
Business managers constitute another user group for reports. Evidence of potential or realised business losses has been used as a lever to move executive management on the issues of computer security (Ott, 2003; Garg et al., 2003a). Public reports on security incidents and losses are one of the means to seek for business management attention and commitment (Ott, 2003). Still, selling corporate management on shouldering the cost of IS security can often be a greater challenge than surmounting the technical problems involved (Toigo, 1989; Straub and Welke, 1998; Palmer et al. 2001). 
Business managers have also many concrete tasks and responsibilities that affect both the likelihood of risks and the amount of eventual losses. The overall design of organizational structures, processes, policies and values creates a context that either increases or reduces potential business consequences and losses (Dhillon, 2004). In addition, business managers are also responsible for insurances that can cover part of the business losses. Correct valuation of business losses is also necessary when reporting security incidents to law enforcement authorities and/or insurance companies (Stevenson-Smith, 2004). Systematic reports of potential losses should assist them in performing these tasks.
The need for business managers to be cognisant about potential losses becomes even more explicit in an IS outsourcing relationship. In such relationship, the IS service provider takes the responsibility for reducing the likelihood of risk, but the business losses caused by a realised risk are still carried by the client (Sherwood, 1997; Alner, 2001; Endorf, 2004; Khalfan, 2004). The management of systems risk becomes a joint effort, where the client and the service provider agree on appropriate service levels, penalty clauses, and processes for controlling them (Fink, 1994; Sherwood, 1997). In the absence of analysis of potential losses for the client, negotiations about security and reliability measures are dictated by technical considerations which are typically far better mastered by the service provider. The practical significance of systems risks in an IS outsourcing relationship is evident in surveys, where managers both in private and public sector organizations have ranked corporate security and data confidentiality issues as the most significant IS outsourcing risk factor (Collins and Millen, 1995; Khalfan, 2004).
Hence, systematic analyses of potential losses in the user organization would be useful for many stakeholder groups both in the IS and user organisations. Analyzing all the operative, managerial, legal, and competitive impacts and losses that can result from computer problems is a complex and analytically challenging task. Because the task is practically significant and analytically challenging, it should provide an eligible target for research. 

Study Design

Action research was the investigative methodology in this study.  It "aims to contribute both to the practical concerns of people in an immediate problematic situation and to the goals of social science by joint collaboration within a mutually accepta​ble ethical framework" (Rapoport, 1970, p. 499).  This twofold view of the objectives of action research - to solve a problem for a client and to advance science - is, perhaps, the most fundamental feature of action research (Clark, 1972; Susman and Evered, 1978; Argyris, 1982; Checkland, 1991; Jönsson, 1991; Baskerville, 1999; Baskerville and Myers, 2004).
Action research was selected because of the in-depth and first hand understanding that the researcher can obtain from organisational analysis practices by using it (Benbasat et al. 1987).  Furthermore, action research provides an opportunity to learn about practice and alternative ways of carrying it out (Argyris et al., 1987). Hence, action research has been used in developing IS planning and implementation approaches such as ETHICS (Mumford and Weir, 1979), Soft Systems Methodology (Checkland, 1991), Multiview (Wood-Harper, 1985), and Evolutionary Model for Information Systems Strategy (Reponen, 1993). 
Thus, the author participated as an external advisor in two IS projects. He did so in conjunction with his position at a Finnish business school. He began working on one project, analysis of potential losses in a paper mill, in 1998. His work on the other similar project in a credit card department of a Nordic bank commenced in 2000. In both projects, the researcher had the two main, action research objectives: (1) to assist in solving a planning problem for the client and (2) to contribute to the ongoing study of the analysis of potential business losses caused by information systems risk.
Because action research is a qualitative research method with a small sample size, it is vulnerable to positivist critics (Checkland, 1991). Because it attempts to contribute to practical concerns, it is sometimes confused with applied research or consulting (Jönsson, 1991).  However, action research can follow rigorous guidelines. 
One action research guideline suggests that action research should follow five phases: diagnosing, action planning, action taking, evaluating and specifying learning (Susman and Evered, 1978; Baskerville, 1999; Baskerville and Myers, 2004). Action researchers are also advised to seek for collaboration, which is based on equal power of the researcher and client (Clark, 1972; Argyris, 1982; Baskerville and Myers, 2004). In the two action research projects, the researchers and the client personnel shared the authority over the process in all five stages (Table IV). 
< Take in Table IV >

The problem diagnosis phases in the two cases involved three companies (Table V). In addition to the actual client organization, a large IS service provider company was involved in both cases. The IS service provider’s interest was to develop methods for the analysis of losses on the client side. The first company, paper mill, was selected because the IS service company was negotiating with the paper company about a possibility to outsource its IS services. Increased reliability was a selling argument, but neither the service provider nor the paper company had a clear understanding about the potential losses that the paper company could save through increased reliability. In the second case, the service provider was negotiating with the credit card department about the renewal of existing IS outsourcing contract. The client wanted to include penalty clauses to the new contract, but setting the amount was made difficult by the fact that neither party knew about the magnitude of potential losses for the client. 
< Take in Table V >
Since action researchers are active participants in the organisation, ethical issues need special attention. Researchers should be aware that in certain circumstances they could align themselves with particular groups who are at odds with other groups (Galliers, 1991; Jönsson, 1991). Perhaps the most significant ethical issue was related to the fact that in both cases, the IS service provider was negotiating with the client and thus both parties had a business interest on the immediate results of the analysis. The more fundamental problem recognised by both parties was, however, that neither party knew, how to analyse potential business losses that could result from systems reliability and availability problems. Development of methods to analyse potential losses in the client organizations was agreed as the primary target for the project. The author was part in this joint development effort, but the contract negotiations were considered as confidential and the author was not expected to be involved in those. 
After initial meetings, the projects proceeded to action planning. The choice of business process analysis as the means to analyse losses in the user organization was a joint decision between the researcher and the participating organisation. Both the IS service provider and the client organisations needed a detailed view of events that result from computer availability problems. Business process analysis appeared to provide a theory based approach to conducting an analysis in the organizational setting. 
One of the principal guidelines for conducting action research is that researchers should make their reasoning explicit and organise it in such a way that it is testable (Argyris, 1982; Checkland, 1991). Action research cases described here used an explicit business process analysis methodology aimed at identifying potential losses caused by information systems risk. It prescribes how to analyse organisational environment using structured interviews or collaborative workshops with different stakeholder groups with an objective to deliver a profile of potential business losses that the systems availability risks can cause in the company’s core business processes. The analysis method comprised the following stages: 
1) The risk assessment began by identifying core business processes of the organisation. 

2) A process chart was drawn to identify the main phases in the business process. 

3) The potential losses resulting from information availability risks were analysed by asking users in different business process phases to describe the consequences of information systems availability problems. 

4) The consequences identified in each phase were then summarized in an overall description of potential business losses.

5) The potential losses were evaluated in terms of their likelihood and significance. 

6) A risk report was written to describe the most critical negative business consequences that can take place in the analysed business processes.
Hence by using such a methodology, the researcher’s reasoning was explicit and organised it in a testable way. 
In the action taking phase, the role of the author was to interview users and managers, participate in workshops and assist in the planning and implementation of an IS project.  Personal involvement in the planning process allowed data collection through direct observations, interviews, and the review of company documents.  The interviews in the first case were tape-recorded. Because the interviews were made in consecutive phases of the order-to-delivery process, the overall image of events and losses was built upon the image received in several interviews. In the latter case, data collection took place in workshops. The results of each workshop were documented and these documents were reviewed in the beginning of next workshop. The feedback seminars and other discussions also revealed some misinterpretations. The client participants also read and commented the case descriptions and this led to some corrections. In both cases, the whole process from initiation to reporting of results took approximately six months.
Evaluation comprises an important element in action research. Action researchers are advised to recognise that their theories and prescriptions for action are themselves the product of previously taken action and, therefore, are subject to re-examination and reformulation upon entering every new research situation (Susman and Evered, 1978). To follow this guideline, the loss analysis methods were continuously evaluated and improved during the two cases and improvements were made as needed. In the feedback sessions at the end of the cases, the representatives were asked to suggest improvements to the analysis. In this article, improvements to the method are suggested partly on the basis of previous IS literature and partly on the basis of the experiences in the projects. 

According to Jönsson, all action research reports should document the researchers’ learning process (Jönsson, 1991). Participant learning, on the other hand, should be considered as an important outcome of an action research (Clark, 1972; Argyris, 1982). Because the objective was to develop a new type of analysis method, both the author and the client companies were experimenting something new. The comments from practicing managers were highly valuable for the researcher in evaluating and improving the analysis methods. For managers, first loop learning was related to the nature of business losses resulting from systems availability problems. The second loop of learning for both the researcher and the managers was related to the method itself – how to evaluate potential business losses. 
Thus, the author sincerely believes that this paper provides accurate descriptions of the events in the projects and that it adheres to accepted action research guidelines. By meticulously following the guidelines, the contributions of the research are meaningful and useful.

Case 1: Paper Mill

The first case organisation was a paper mill in Finland. It produces different types of board for global markets. While the mill is part of a large enterprise with several mills and sales units, it is fairly independent in terms of its operations and information systems. Only the sales operating system used for transferring orders from sales units to mills is centralised. Other systems are largely local. The mill has a small IT department that is responsible for all typical IS services, including systems management services. 

Problem diagnosis
The agreement to evaluate potential business losses resulting from information systems availability risks was made between corporate level IS management of the paper company and the IS service provider with whom the company had been negotiating about a possibility of outsourcing its systems management services. The IS service provider (who financed the study) saw this project as a means to better understand the business benefits of its systems management services in general, and in paper products industry in particular. 

For the paper company, the investigation aimed at clarifying the business benefits that could be achieved if the systems management services were to be outsourced. With advanced monitoring tools, the IT service company could monitor the status of different hardware devices, databases and software in a number of mills and other sites. The management team was, however, puzzled about the business benefits that their company would receive from such outsourcing. The corporate CIO expressed the need for the study as follows:

"we'd like to know how we actually benefit if we buy services to monitor those boxes (e.g. multiplexers in local area networks) 24 hours a day, 7 days a week?" 

In broader terms, the managers wanted to know how incidents in information systems could influence the core order-to-delivery process in paper mills. It was known, that a failure to identify and remove problems in the mill’s technical infrastructure would affect most of the business applications and hence also practically all business processes in the mill. The analysis of all potential adverse consequences was, however, known to be challenging. For this purpose, an independent evaluation was ordered from an information systems science department in a business school. The paper company also appointed one of its paper mills to the project. 
Action planning

The action planning phase comprised two meetings with the IT manager and IT specialist of the paper mill. The first meeting focused on identifying basic steps in the process, which resulted to drawing of a process diagram about the order-to-delivery process. The diagram described the main phases of the process in chronological order and the organizational units that were responsible for each phase. The second meeting focused on the interview form and to the selection of interviewees and a series of 11 interviews were arranged. The interviews followed the chronological order in order-to-delivery process. Both the IT manager and the IT specialist had made long careers in the paper mill and possessed thorough knowledge about mill operations.
Action taking
The first interview was held with sales management and the last one in the mill warehouse, where the paper is stored before transportation to the harbour. Each interview started with a discussion of the use of computer equipment and applications that were needed to perform the tasks in the phase. Interviewees were also asked to describe how they behave in situations when the systems are not working. To analyse losses in such situations, they were first asked to recall past incidents and their consequences and then to discuss potential consequences in terms of process metrics (e.g. delays, cost, quality and customer satisfaction).  In the interviews it turned out that past incidents (systems availability problems) were rare. Because of the nature of the physical paper making, interrupts to production quite often disturb the whole order to delivery process. Hence, the respondents often referred to these situations when discussing the events that would take place if information systems become unavailable.
A core deliverable of the analysis was a table that summarised the risks with reference to steps in the order-to-delivery process. The table reported the applications used in each step, behaviour in application malfunction situations, associated business risk, and an assessment of risk in terms of probability and severity of impact. This document appeared to be useful for business managers, because it summarised the risks within a framework that they were accustomed to. Table VI illustrates the document by showing the three first phases of the order-to-delivery process (presenting the full table was prohibited by the client).
< Take in Table VI>

In addition to the table, a written report discussed the losses. The report identified the shutdown of the papermaking machine as a major business risk. The fixed cost of this risk was estimated to be over ten thousand euros with an additional cost of approximately ten thousand euros for each hour. Three different systems which could lead to papermaking shutdown were identified. Even if numerous smaller problems were detected, it was actually quite surprising how moderate the business effects were. For instance, problems in the office functions such as receiving orders, scheduling production, writing delivery documents, invoicing, etc. caused only minor difficulties. 
The business consequences of systems risks appeared to be conditional: the severity of business consequences depended not only on the length of the system breakdown, but also on the contextual situation in the business process. The system used in paper cutting could cause shutdown of the papermaking machine, but only if the malfunction lasts more than six hours. In a "normal situation", office functions such as order handling and deliveries could easily wait for a few hours so that the computers are working again. But in the event that sales had promised an exceptionally fast delivery of an order, this promise could not be kept, which led to problems both for the mill and for the customer. A short problem in the warehouse information system could be visible to domestic customers, but not to foreign customers, as international deliveries are always transported to harbour well before shipping.
The report also contained an analysis of business losses from the perspective of individual applications. Because a single application was used in many process phases, business losses typically emerged in several phases simultaneously. To make things even more complex, server and network problems could affect several applications simultaneously. Business process analysis appeared to provide at least some basis for analysing the overall effects to the core business processes even in these situations.
Evaluation
The analysis focused on the potential business losses that information system availability problems can cause in various phases of the order-to-delivery process. For this purpose, the analysis appeared to be sufficient. The IT manager in the paper mill was satisfied with the report. Nothing extraordinary or surprising had come up, but “the report provides a good overview and helps us to set priorities for improving IS security and reliability”. Also the corporate CIO seemed to appreciate the business process approach adopted:

"I like the report because it is easy to read. One can easily follow what happens in the mill operations when computer problems occur and thus understand how and why the risks are associated with extra costs in business operations. In this respect, the report is better than the one we received from an earlier investigation"

The corporate CIO commented, however, on the narrow approach to systems availability risk. His comment on the analysis was that:

"Based on my experience on this [paper] industry, one of the most significant IT risks is that an order message gets somehow scrambled during the processing and we notice it only when the delivery is already in the middle of Atlantic Ocean. Then it costs." 

Certainly, questions related to information integrity problems i.e. to the possibility that the content of information is changed would have raised new types of incidents. The original objective was, however, limited to availability risks.

There was also discussion about whether the consequences would be the same in other mills. The CIO and some other specialists were not sure about whether the rules for shutting down a paper machine would differ between the mills – for instance in situations when the automatic quality control system of the paper machine becomes unavailable. The eventual losses resulting from systems availability risks appear to be organisation or even site specific.

Specifying learning

The first loop learning in this case is related to the nature of business losses that can emerge in the operations of a paper mill. The image of potential losses didn’t bring large surprises to the personnel in the paper mill. Perhaps the main observation, both for the practitioners and the researcher, was that the relationship between a realised systems availability risk and the resulting business loss appears to be contingent upon many situational factors. 
The second loop learning is related to the analysis method itself. The overall impression about the use of business process analysis as a method to investigate potential losses was positive. Within a relatively short period of time and with a reasonable effort, the project group produced reports that illustrate major business risks that can emerge in the business mill’s core business process. There was a sense of comprehensiveness, as the analysis produced a large number of potential losses in all stages of the process. Perhaps the main weakness, that was evident in the CIO’s comment above, was that the analysis focused on the consequences of availability problems and ignored information integrity, confidentiality or authenticity problems. 
Another limitation of the process was that the IS service provider commitment to the process remained very weak. The final report was also left with the IS service provider representatives, but their own personnel had not participated in the actual analysis. What the service provider was looking for was historical evidence of realised systems risks that would have caused significant business losses for the client. These would have provided arguments for selling advanced systems management services. Such incidents were, however, simply not found in the interviews. Overall, the benefits of the analysis for the service provider were modest. 
Case 2: Credit Card Department

The second case organisation was a credit card department in a Nordic bank. The department is responsible for tasks typical to any credit card company, such as issuing new cards, setting and controlling credit limits, authorising purchases, paying the credit card purchases to merchants, and collecting payments from card owners. In addition to issuing the bank's own credit cards, the department also manages credit cards issued by retail stores and other companies. The operations are typical bank operations in the sense that the department borrows money from the main bank and then lends it to card holders. The department has a small internal IT function. The core information system is partly managed by the own IT department of the bank, partly by an external IT service provider.

Problem Diagnosis
The motivation for assessing the business consequences of systems availability risk was associated with a renewal of the outsourcing contract between the credit card department and its IS service provider. The IS service provider offered a large package of systems management services, e.g. monitoring the servers where most of the credit card departments on-line and batch processing applications had been installed. The previous outsourcing contract had no penalties for losses resulting from systems risks. If a systems risk occurred because of negligence from the part of the IT service provider, there was no mechanism for the bank to receive compensation for its losses. The bank's management wanted to include penalty clauses in the new contract. While the overall business risk could not be transferred to IT service provider, a penalty would ensure some compensation and, perhaps more importantly, influence practices within the IT service company. The problem was that neither the service provider nor the bank had an understanding of the magnitude of potential business losses. Both parties recognised that they didn’t have methods to analyse such losses. This provided a good setting for the companies to collaborate in the development of a new method. 
Action planning
For this purpose, a joint effort was initiated between the IT service provider and the credit card department to investigate risks and their consequences. The role of the author was to concentrate on the analysis of business risks. He was invited to the team partly because of his prior experience with the paper mill case. One of the senior managers from the IS service provider side expressed this by saying: 

“Our professionals are good at technical analysis of threats and vulnerabilities and my fear is that the project will focus only on those issues – we need you to bring the business side to the analysis“ 

The IT service provider had not made similar analyses of its customers’ business processes before. However, it had for some time recognized a need to better understand customers’ business processes. Hence, the assessment was considered as a pilot project. If the experiences were positive, the company would make similar studies with other customers. 

In the project initiation meeting, the main business processes of the credit card department were identified. In addition, the business value of each process and the business risks associated with each process were discussed on a general level. After the initial meeting, the work continued in workshops that aimed at describing the most significant business processes. 
The IT service company assigned two employees from its business process competence centre to manage and document the workshops: one with experience on managing workshops and the other one specialising in drawing process charts. In addition, the workshops involved technical specialists who provided information about work processes on the IS service provider side. The representatives from the credit card department were chosen so that they could describe the business processes in their side.
Action taking

For each business process, a process chart was drawn that identifies the main tasks within the process and also the computer applications used in completing the task. To detect errors, process charts developed in the previous workshop were discussed in the beginning of the workshop. Quite often the process charts had problems even in the second round, resulting to a third cycle of revision and review.

The potential business consequences of systems risk were discussed as the process charts were drawn. Questions such as "how do you behave in this task when systems are not working?" were asked to identify business consequences. This led to a discussion about alternative actions and potential business consequences of systems risk. The actual task of describing and drawing the process charts turned out to be a challenging task. Hence, most of the time was spent to discussing how the credit card department actually works and what systems are being used. In addition, as the workshops involved representatives of the service provider and client, operational issues were addressed.

The IT infrastructure for the credit card department was fairly centralised. In effect, it meant that if one centralised server was down during normal service time, it influenced all on-line processes such as issuing new cards, setting and controlling credit limits, and authorising purchases. In addition, a server problem would affect customers using automatic teller machines or automatic phone services. A lengthy system break during night-time would delay batch processing jobs, such as paying the credit card purchases to merchants and sending out bills to collect payments from card owners.

The final report contained process charts of 8 business processes. The process charts identified the main steps in each process, the organizational units responsible for the steps, as well as the IT applications used. For each business process a table was drawn that described potential losses in core business processes as well as information systems risks that were related to them. Table VII illustrates the tables by showing three identified potential business losses in one process, i.e. credit application processing (presenting the full tables were prohibited by the client).
< Take in Table VII >

In addition to the tables, the potential business losses caused by information systems risks were described in an eleven page narrative report. A characteristic feature in the business consequences was that the IT problems were immediately quite visible to large customer groups. They caused inconvenience both for the credit card owners, merchants and also for customer service personnel in bank offices. This, as such, had an indirect negative impact on future business. But there was also a more direct impact. The issuing of new cards requires merchants to make a phone call to the department’s service centre. A visible IT problem immediately increases both the number of incoming calls and the average duration of a call, thus making it difficult for other merchants to get through. This causes direct losses for the credit card company.  
Apart from losses in operating processes, it was acknowledged that systems risks could lead to negative media exposure and opportunities for international crime. The department had begun to offer credit applications via the internet with a promise to deliver a credit decision within a few minutes. This new service was expected to be publicized in the media with the side effect that any problems with this service would also be reported. Computer problems had also a connection to international crime. Situations when the card issuer’s computer is not responding are closely monitored, because these situations open up possibilities for certain types of fraudulent transactions.

Evaluation
The analysis concentrated primarily on systems availability risks: what types of losses will emerge in the department’s core business processes if critical applications are not available. For this purpose, the analysis appeared to work well. The business development manager commented the 11-page narrative description of risks for the bank operations as follows:

“I’ll sure try to get all managers in our board of directors to read this. It will be difficult because they don’t know much about this area (systems management) and they haven’t really been very interested about it. Perhaps this report will help them see the business significance of this issue.“
The analysis of business risks appeared to be beneficial also for the IS service company. A bit surprisingly, awareness of the business risks for the client appeared to influence the attitudes of the technical staff as well. A consultant from the IS service provider company commented this as follows:

“Our internal meetings are often quite relaxed and there is a lot of joking and informal discussion. In our previous meeting I noticed that when we started discussing the credit card company’s affairs, the technicians became much more serious and the whole climate changed. I believe this is because they are now better aware of the significance of the actual business risks that can result if the systems don’t work.”
Hence, the assessment appeared to have a positive influence on the knowledge and attitudes within the IT service company. Overall, both the credit card department and the IS service provider were satisfied with the results achieved in this pilot case. The IS service provider has continued to conduct similar assessment studies with its other key customers.
Specifying learning

First loop learning in this case was related to the potential consequences of systems availability risks for the credit card department. The overall image of losses as being contingent upon many situational factors and being very idiographic to the department was evident also in this case. The range of potential consequences was broader than in the paper mill case. In addition to the operative losses and lost sales, also potential for image losses and theft of money were reported. 
Second loop learning was related to analysis method itself. Again, the overall impression of the method and its results was positive. With a limited effort, the analysis produced a report of potential losses that was deemed as useful. The main difference to the previous case was that the data collection was organized within workshops (rather than as interviews) and that the IS service personnel was actively involved in all stages of the analysis. This was a clear improvement to the analysis process. However, rather than representing the learning curve of the author, the change can be attributed to the much higher initial interest that the IS service provider had in second case. 

Wide involvement of both IS personnel and user representative in the analysis process appeared to have positive impact on the dissemination of loss analysis results. Based on the experiences in this case, wide participation of both users and IS service personnel can be highly recommended. The use of workshops created, however, also challenges, as business losses were only one of the issues addressed. The participants in workshops were more accustomed to discuss various technical and operational issues. It was, indeed, the researcher’s role to make sure that also the issues related to potential losses received sufficient attention.  
The wider commitment and involvement of the IS service provider in the second case also led to changes in the table format where the results of the loss analysis were presented. In the action planning phase, the tables that had been produced in the paper mill case were closely reviewed. The table that was produced in the action taking phase (Table VII) was, however, slightly different. The contents of columns to the left, that identify potential business losses, were the responsibility of the author. The columns to the right, indicating technical risks and causes, was filled in by the representatives of the IS service provider. The table was filled from left to right – starting from potential losses in the core business processes and then proceeding to the identification of associated technical risks for each combination of process and loss. 
The idea that the loss analysis reports could be further elaborated by analysing technical risks that could cause losses was present already in the reports produced in the first case. There was, however, no party that saw it as necessary. IS personnel in the paper mill was relative well acquainted with technical problems that could take place. In the second case, the wide involvement of the IS service provider meant, that the analysis was possible to make. 
Overall, the second case also followed the principles of action research in the sense that the development of methods was a genuinely joint effort between the researcher and the participating organisations. From the research perspective, the slight differences in the method were positive as they enable comparisons to be made between the two cases. 
Contributions for research

Prior research on information systems risks has produced a detailed view vulnerabilities and threats that a company is exposed to as a result of increased use of information systems in business operations. Also the security measures to prevent risks from occurring are well documented. The methods that can be used to provide a systematic view of potential losses in the user organization have, however, received only limited attention. 
The first contribution of this paper is based on the review of five different loss analysis methods presented in prior literature. The paper compared the basic assumptions behind each method in terms of the type of information risks tackled, the type of analysis method employed, and the nature of losses that the method is most likely to detect. By doing so the paper presented the methods in an overall framework and thus also illustrated lack of methods to analyse certain types of information risks and losses.

The contribution of empirical studies is related to the analysis method and to the experiences gained by applying it the two action research cases. Following the principles of action research, the development of the method was organized as a joint effort with the participating organizations. The research applied a theory based method (business process analysis) to a problematic situation of the clients. Naturally, the novelty of any organizational analysis method can always be questioned. All three organizations involved in this study are, however, large publicly listed companies. Even if their representatives were aware of the traditional auditing and security analysis methods, they perceived the methods developed in the current study as different.
The use of traditional risk analysis methods in the two cases would have been difficult, because the number of potential information systems risks was known to be high and each individual risk, e.g. a technical problem in the infrastructure, could affect several business applications and business processes in the user organisation. Analysing technical risks first and then projecting the consequences of each risk in the user organization simply was not considered as a feasible approach. Therefore, the analysis focused first on the core business processes, where most severe business consequences were likely to take place. Also the notion of risk was limited to information availability problems. While these restrictions increased the risk that the analysis could omit some potential adverse consequences, they also provided a clear scope for the analysis of adverse consequences in the user organisation.

Other business loss analysis methods, such as labour cost analysis or lost sales analysis could also have been used to provide estimates of potential losses. Business process analysis was, however, expected to provide a more detailed description of events that lead from systems availability risks to business losses. Information asset value analysis and stock market reaction analysis could have been used, in particular if the objective been to estimate the losses in situations where mistakes by the IS service provider would lead to information confidentiality risks. The analyses were, however, limited to losses resulting from systems availability problems. 

Based on the experiences in the two projects it can be concluded that the potential business consequences are diverse and thus challenging to analyse. However, business process analysis succeeded in creating an overall image of potential and losses. Immediate feedback from the managers suggests that reports focusing on potential losses at the enterprise level appear to be useful, in particular for the business managers. The experiences suggest, however, that also the analysis process itself can be used to raise awareness of potential losses among those who participate in it. This appeared to be of particular importance in the IS outsourcing context, where the technical personnel in the service provider side didn’t know about potential losses that the client can suffer. Similar situations can, however, also emerge in internal centralized IT departments that provide services to large number of business units.
Overall, the paper suggests that the analysis of losses in the user organisation requires organisational analysis skills, as opposed to the technical and mathematical analyses that are needed in the traditional analyses of systems risks. This study used methods that are typical in organizational studies (action research and business process analysis) in its investigation. They appeared to provide a good basis for the organizational analysis required. Hence, information systems science could complement the more technical image that traditional risk analysis research has created about the relationship between information systems risks and potential losses. 
Contributions for practice

IS managers have often mentioned lack of managerial commitment to IS security and reliability as a severe problem. This research invites them to critically think how well the potential business consequences and risks are known in their own company. If the potential losses are not widely known, one means to increase managerial commitment is to comprehensively demonstrate the business risks that the company’s core business processes are exposed to. 

Increasing penetration of computers to business operations means that also business managers need to be cognisant about potential business losses. Auditing process comprises a transaction walkthrough which has similarities to the analysis described here. Auditing reports have, however, various purposes. Usually they place a lot of emphasis on detecting potential for errors (including systems security risks, systems risks and information risks) in processing transactions. Hence, they are often directed to reporting existing vulnerabilities, required corrective actions, and losses if such actions are not taken. 
This study suggests that IS and business managers should consider a separate analysis that concentrates solely on reporting potential business losses. When carrying out such analysis, they can employ methods that were described in the beginning of this article to identify e.g. the form the loss or damage will take. Alternatively, they can conduct a similar business process analysis as was carried out in the two cases. 

Managers in IS service companies might also consider using similar business process analysis methods in cooperation with their key customers. The credit card department case provides an example of such cooperation. The analysis of customer’s key business processes seemed to increase awareness of potential business losses and thus benefited both parties. The process descriptions also assisted the IS service provider to connect improvements in IS service to avoidance of concrete losses in client’s business. The positive feedback from the client and from the company’s own employees participating in the project, motivated the management of the IS service company to continue conducting similar studies with other key customers. 
Limitations and further research

This was, however, only one study conducted in two organisations. The methods were largely developed during the research process. They reflect the needs of the client organisations and the immediate situation that these companies faced. According to the principles of action research, the analysis methods used need to be critically re-evaluated and improved. Thus the paper leaves room for further development of the proposed method as well as further research about other methods.  

Despite the positive immediate feedback, future research is needed in analysing the organisational impact of the assessment. The focus in this study was primarily on the development of the analysis method. The researcher didn’t have access to the commercial negotiations that provided the first initiative for the analysis of potential losses in the two cases. Future studies are needed to investigate the use of business process analysis results as part of a IS security education, planning, investment planning, and systems security analysis and design efforts.

Future studies could also investigate a combined use of methods in order to provide a more comprehensive view of the potential losses in all categories. In the two cases, the scope of analysis was limited to operative processes and the questions were stated from the perspective of what if systems are not working (information availability risks). By investigating different types of business processes, e.g. product development, and by adding more questions about different types of computer hazards (e.g. integrity and confidentiality risks), the results might reflect a broader view of business losses. 

The main strength of business process analysis is in detecting potential for additional costs or lost sales due to problems in operative processes (categories #1 and #2 in Table 2). Even if the analysis in the second case identified possibilities for theft of corporate resources and negative media exposure, the possibility that information systems risks could lead to poor managerial decisions, theft of corporate resources, negative media exposure, shareholder losses, legal processes or punishments, or unexpected IT costs (categories #3 - #9 in Table 2) can easily be left behind by the method. In this respect, the business process analysis needs to be complemented with other loss evaluation methods.
Summary
Improved methods for documenting potential business losses resulting from information systems risk benefit both IS managers and researchers. For years, such managers and researchers have been aware of the significant negative effect that computer problems can have on business operations. Still, this effect has often been considered as complex and difficult to analyse. The findings herein - that business process analysis can be used to systematically assess the nature and significance of such effects - should stimulate the imaginations of IS security managers and researchers alike. Perhaps most importantly, this study concludes that more research on the methods that assist in identification of business losses is needed. 
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Table I: Categories of business losses

#1 
Operative business losses (additional labour, material or capital cost) 

#2 
Lost revenues due to problems in operative or customer service processes

#3 
Opportunity losses or costs resulting from wrong management decisions

#4 
Competitive losses resulting from theft of confidential information

#5 
Business losses resulting from theft of money or goods

#6 
Company image losses: losses resulting from negative media exposure

#7 
Shareholder losses: Negative impact on company's share price

#8 
Losses resulting from legal processes and punishments against the company

#9 
IT losses: lost value of IT assets or significant unbudgeted IT costs

Table II: Assumptions about risks and losses in loss evaluation methods (shaded area represents the method employed in this study). 
	
	Labour cost analysis
	Lost profit analysis
	Information Asset Value Analysis
	Business Process Analysis
	Stock Market Analysis

	Information risk that  causes losses
	Information availability problem.
	Information availability problem
	Information confidentiality problem
	Information availability problem 
	Information confidentiality problem (and its public exposure)

	Content of analysis 
	Estimation of the number of users affected by computer problems and calculation of associated labour cost.
	Estimation of sales volumes, i.e. number of orders that are typically placed in a given time frame.
	Analysis and classification of organisation’s business documents and other information assets
	Analysis of information use in different phases of the process, identification of consequences in each step.
	Analysis of stock market reaction on public exposure of a realised risk.

	Category of business 
losses detected
	Reports potential for losses in user productivity (#1) and extra time of IS personnel (#9). 


	Reports potential for lost revenues due to missed sales (#2)
	Reports potential for operative losses (#1) competitive losses (#4) losses resulting from legal processes (#8), and losses in the value of computer assets (#9).
	Reports potential for operative losses (#1) and lost sales (#2).
	Reports potential for share​holder value losses (#7). Share price also reflects the damage to company image (#6)

	Advantage
	Easy to use: Estimate of losses is easy to calculate

	Easy to use: Estimate of losses is easy to calculate


	Comprehensive: Can potentially addresses all risks, all information assets and, all potential losses
	Focused and detailed: a detailed view of potential losses in core business processes; losses reported in a framework that managers are familiar with.
	Convincing: Provides an evidence based figure of potential shareholder loss

	Limitation
	Labour cost is only one potential loss 

	Direct lost sales is only one potential loss


	Time consuming due to large number of information assets and processes where each asset is used
	Omits losses in other processes than those selected to analysis
	Analysis doesn’t address organization’s own risks/losses; limited to risks that receive attention in media


Table III: Comparison of information systems risk analysis methods (shaded area represents the focus of this study)
	Nature of risk
	Systems risk
	Systems security risk
	Information risk
	Business risk
	Shareholder risk

	Key questions
	What are the main threats and their probabili​ties?
	Should we invest on additional security?
	Can critical information be affected?
	How can our business operations be affected?
	How can the company’s share price be affected?

	Methods employed
	Checklists, probability analysis techniques, decision tree techniques
	IT security analysis,  codes of practice, ROSI
	Information asset value analysis
	Labour cost analysis, Lost sales analysis, Business process analysis
	Stock market reaction analysis

	Key users of reports 
	Technical specialists, IT managers
	Security professionals, IT auditors
	Chief information officers, business managers, auditors
	Business managers, senior managers, auditors
	Board of shareholders, senior managers, auditors

	Mechanism to reduce risk and/or loss
	Directing attention to most significant risks
	Design of technical and administrative controls
	Design of information security policies
	Design of business processes; use of insurance and penalty clauses to reduce losses
	Informing and influencing senior management and the board of shareholders


Table IV: Collaboration with the client in the five action research phases
	
	Paper Mill
	Credit Card Department

	Diagnosing
	Initial discussions first with the IS service provider and later with the IT manager of the paper mill. Both saw lack of methods to analyse potential business losses as a problem. 
	A joint meeting that involved representatives of both the credit card department, it’s IS service provider and the author. Lack of methods to analyse potential business losses for the client was seen as a problem by all parties.

	Action Planning
	Two initial meetings, to define how to analyse losses. Analysis of core process (order to delivery process) was selected as a method to analyse losses.
	Two meetings were organized to define the approach for analysis. Analysis of business losses as part of business process analysis. 

	Action Taking
	A series of 7 interviews in different departments were organized to cover the whole order to delivery process. 
	A series of 5 workshops were organized, each workshop had a definite objective and participants from both organizations. 

	Evaluating
	Continuous evaluation of the method. Three feedback meetings, two of them for the paper mill and one for the IS service provider.
	Continuous evaluation of the method. One feedback meeting where participants from both organizations were present.

	Specifying Learning
	First loop learning related to understanding of the nature of potential losses in paper mill operations. Second loop learning related to the analysis method used.
	First loop learning related to understanding of the nature of potential losses in credit card department operations. Second loop learning related to the analysis method used.


Table V: Presentation of client companies and the IS service provider 
	Company
	Personnel*
	Annual Turnover*
	Department(s) involved in the analysis

	Nordic IS Service Provider 
	10.000
	1.100 M€
	First case: Forest Sector in the IT Services Department

Second case: Finance Sector in the IT Services Department, and Business Process Competence Centre

	Global Paper Company
	19.500
	5.900 M€
	A Paper Mill specialized in the production of cardboard

	Nordic Bank Concern 
	33.000
	5.900 M€
	The Credit Card Department of the Bank



* Figures represent the situation in the year 2000

Table VI: Table used for reporting potential business risks
	Process 
phase
	Applica​tion used
	Procedure if the application is not available
	Business 
risk / loss
	Signifi​cance 
	Likeli​hood 
of risk
	Total

	Definition of sales quotas for customer
	Sales operating System (SOS)
	Wait until the system works again
	Overselling the quota (in situations when the demand for cardboard is exceptionally high) 
	3
	1
	3

	Trans​mission of orders from sales offices to the mill.
	Sales operating System 
	Wait until the system works again (for urgent orders, sales offices fax orders which are then keyed into the Flow application)
	Manual processing of urgent orders. If the SOS not available for a longer time, a manually entered order cannot be shipped as SOS is needed for producing shipping documents.
	1
	2
	2

	Grouping of orders to different production slots
	Flow 
	Wait until the system works again
	Urgent orders cannot be added to daily production plan
	2
	2
	4

	Reserving transportation
	Sales operating System, Trafe
	Wait until the system works again. For urgent orders, transportation is reserved by calling.
	If the SOS not available for a longer time, urgent orders cannot be shipped due to lack of export documents 
	3
	1
	3

	Confirming the order
	Flow
	Confirm orders via e-mail or phone for the customers who need it
	Customer doesn’t receive order confirmation
	2
	2
	4

	…
	…
	…
	…
	..
	..
	..


Risk significance

0=User can delay the task without negative impacts

1=Disturbance increases manual work in performing the task

2=Disturbance leads to additional costs and/or reduces the quality of customer information

3=Disturbance causes significant additional costs or customer inconvenience
4=Disturbance can have serious long term business consequences

Likelihood of risk

1=Impact takes place only in exceptional situations

2=Impact takes place depending on the timing of the disturbance
3=Impacts take place always, in all business situations
Table VII: Table used for reporting potential business losses 

	Process 

	Business Process Risk
	Business 
Loss
	Signifi​cance
H,M,S
	Technical or functional risk
	Likeli​hood 
H,M,S
	Cause
	Proposed
Action 

	Credit appli-cation process-ing
	#1 All calls from merchants cannot be answered (rush hours Mon-Fri 10.30-13.30, 15-19; weekends 10:30-13.30)
	Consumers or merchants lost to competitors => Lost revenues
	H
	Slow computer response time: Phone calls for processing individual applications last longer than usual.
	
	Slow network connection; server, operating system or  application errors
	Changes in reserve network connect-ions, e.g. UPS, automatic reconnection, etc. 

	
	#2 All calls from bank offices cannot be answered (offices are open 9-19, rush hours as above)
	Consumer customers are lost to own bank offices
=> increased credit cost, credit risk and concern expences
	H
	
	
	
	

	
	#3 Bank offices lack access to information required for making  “on-line” credit decisions
	Offices call to call center also in “on-line” decisions  => slow response time in call center => risks #1 and #2 above
	H
	Bank offices lack access to credit card department’s systems
	
	In addition to above: problem in the bank client; lack of access to bank network
	Automatic reconnect-tion

	…
	…
	…
	..
	…
	..
	…
	…


H=High, M=Medium, S=Small
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