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 A B S T R A C T

As multi-robot systems continue to advance and become integral to various applications, managing conflicts 
and ensuring secure access control are critical challenges that need to be addressed. Access control is essential 
in multi-robot systems to ensure secure and authorized interactions among robots, protect sensitive data, and 
prevent unauthorized access to resources. This paper presents a novel framework for customizable conflict 
resolution and attribute-based access control in multi-robot systems for ROS2 leveraging the Hyperledger 
Fabric blockchain. We introduce an attribute-based access control (ABAC) Fabric-ROS2 bridge to enable secure 
communication and control between users and robots. By defining conflict resolution policies based on task 
priorities, robot capabilities, and user-defined constraints, our framework offers a flexible way to resolve 
conflicts. Additionally, it incorporates attribute-based access control, granting access rights based on user 
and robot attributes. ABAC offers a modular approach to control access compared to existing access control 
approaches in ROS2, such as SROS2. Through this framework, multi-robot systems can be managed efficiently, 
securely, and adaptably, ensuring controlled access to resources and managing conflicts. Our experimental 
evaluation shows that our framework marginally improves latency and throughput over exiting Fabric and 
ROS2 integration solutions. At higher network load, it is the only solution to operate reliably without a 
diverging transaction commitment latency. We also demonstrate how conflicts arising from simultaneous 
control or a robot by two users are resolved in real-time and motion distortion is effectively eliminated.
1. Introduction

In an increasingly interconnected world, robots are being deployed 
at a bigger scale. This offers the potential for introducing distributed 
networked systems approaches and technologies [1,2]. Indeed, block-
chain technologies have been already incorporated into robotic systems 
to address security and interoperability challenges, among others [3–5]. 
However, there is some skepticism in the robotics community about the 
scalability of these systems and whether they are suitable for real-world 
use cases [6].

Recent research has started to provide more insight into the prac-
tical applications of blockchain in the context of robotics. For exam-
ple, next-generation distributed ledger technologies (DLTs), such as 
IOTA, go beyond linear blockchains and enable more efficient and 
scalable consensus mechanisms adaptable to real-world connectivity 
conditions [7]. Additionally, permissioned blockchains have demon-
strated more realistic use cases by allowing for greater control and 
customization of access and governance.
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Most of the current development in blockchain and robotics utilizes 
the open and permissionless Ethereum network. The Ethereum Virtual 
Machine enables the use of smart contracts that have led to the creation 
of various applications including secure federated learning [8] and 
reliable vehicular networks [9]. Nonetheless, Ethereum is encountering 
difficulties with scalability and meeting the requirements of industrial 
robotic applications, despite implementing proof-of-stake consensus 
measures [10].

Hyperledger Fabric, along with other permissioned blockchain solu-
tions, inherently possesses robust identity management and data access 
control mechanisms, making them highly suitable for industrial use 
cases and private network configurations. On the other hand, a key 
element of the Hyperledger Fabric blockchain is its ability to manage 
identity via certificate authorities, control data access policies, and 
create private data channels, which can facilitate its adoption within 
the robotics community. In our previous works, we have demonstrated 
the potential of using Fabric-ROS2 interfaces for various applications 
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Fig. 1. An attribute-based access control framework presented in this paper is used to 
solve conflicts between two robots. User-defined attributes are used to grant or deny 
access to resources, and the conflict resolution mechanism ensures that shared resources 
are accessible and fair. The paths illustrate simple tasks assigned by users to the robots, 
highlighting its practical application in multi-robot systems.

such as data recording [11], multi-robot collaboration [12], coop-
erative decision-making processes [13], and also real-time two-way 
data transmission [14]. However, the potential benefits of leveraging 
Fabric as a permissioned blockchain for access control and protection 
of private data have yet to be fully explored in existing literature. 
Previous studies integrating ROS2 and Fabric have been unable to 
effectively restrict unauthorized access to transferred data by nodes or 
robots within the blockchain network. To address this gap, this paper 
introduces a framework that employs ABAC to grant access solely based 
on the attributes provided by the intended recipient.

Access control is a security measure that either permits or denies 
access rights to a user based on their perceived level of risk [15,16]. It 
comprises three crucial components: authentication, authorization, and 
auditing. An authentication process verifies a user’s identity, while an 
authorization process determines whether or not they are authorized to 
perform certain operations on an object. Auditing, on the other hand, 
facilitates post-activity analysis of the system. Despite the importance 
of all three components in system security, authorization is the most 
crucial because it enforces access policies. However, if access control 
systems are not properly implemented, they can result in significant 
privacy and financial losses for individuals and organizations [17].

ABAC is an effective decentralized access control model due to 
its scalability, dynamic nature, and versatility. As part of the ABAC 
process, the attributes of operations, entries, and their contexts are 
evaluated to determine access between subjects and objects [18]. Addi-
tionally, ABAC can provide granular and sophisticated access control, 
making it highly expressive.

While access control mechanisms address the issues of determining 
which users have access to specific resources, another challenge arises 
when multiple authorized users attempt to control the same robot si-
multaneously, as illustrated in Fig.  1. Such conflicts can occur because, 
unlike information systems that allow simultaneous access, physical 
robotic resources cannot be shared in the same manner. Therefore, in 
this paper, we emphasize the conflict resolution in addition to access 
control. Using Hyperledger Fabric smart contracts, we have designed 
and developed a framework that integrates ABAC with conflict man-
agement, streamlining system administration while supporting conflict 
resolution.

The structure of this paper is as follows: Section 2 delves into the 
contextual background and prior research concerning the utilization 
of blockchain technology for robotics, along with the integration of 
Hyperledger Fabric and ROS2. Section 3 introduces the methodology 
2 
utilized in the study, while Section 4 presents the experimental results. 
The scalability of the approach and the conclusion of the paper are 
discussed in Section 5.

2. Background

Through this section, we review the background concepts and rel-
evant literature in permissioned blockchain networks, ABAC applica-
tions, security in ROS2, and Fabric-ROS2 integration.

When the Robot Operating System (ROS) was first developed, se-
curity was not a primary concern. However, as it became more widely 
used in various applications such as inter-institutional use cases, the 
need for security measures became more apparent. Initial efforts to 
improve security in ROS included several research papers, such as [19–
21], which were published in 2016. Currently, these early security 
efforts are no longer being actively maintained, and the focus of the 
ROS community has shifted to improving security in ROS2. A usable 
security approach to robotics has been argued in [22] as the best 
method to preserve security in robotics and SROS2 is introduced for 
adding security features to ROS2, as security in robotics is a process 
that requires continuous evaluation on a periodic basis [23–25]. In 
other words, SROS2 is an updated version of ROS2 that includes 
security enhancements, such as socket transport security and access 
control mechanism [20,26]. Publishers/subscribers defined in a policy 
file are only allowed to publish/subscribe to one topic under the pro-
vided access control model [27]. As an additional means of improving 
security, blockchain technology can be integrated with ROS2.

Bitcoin and Ethereum are popular blockchains that are permission-
less, meaning anyone can join and view all the recorded data without 
permission. However, this technology cannot be used in scenarios 
where organizations want to exchange data without making it publicly 
available or sharing it with other parties on the same blockchain. As 
a permissioned blockchain, Hyperledger Fabric, with limiting access 
to an authorized set of users [28], can be incorporated into more 
controlled environments. The permissioned blockchain protects data 
privacy by enforcing access control mechanisms and restricting trans-
actions to only authorized participants [29]. They also typically use 
deterministic consensus mechanisms for fast consensus among authen-
ticated users, making them suitable for enterprise applications which 
require deterministic processing of high volumes of transactions [30].

The Hyperledger Fabric blockchain platform was created with the 
intention of being used by organizations and has certain features that 
are useful for distributed robotic systems. These include the ability to 
identify participants, manage their identities, and generate certificates. 
The Hyperledger Fabric networks are permissioned, which means that 
there is built-in security for data. Additionally, the Hyperledger Fabric 
can handle high transaction throughput and confirm transactions in 
real-time with configurable low-latency transaction confirmation.

It is evident that DLTs can bring valuable features to robotic sys-
tems, such as the ability to establish trust within a decentralized 
network of agents. While DLTs are not typically found in common 
robotic middlewares like ROS2 [22,31], they can be integrated with 
other platforms to build secure and reliable robotic systems. For in-
stance, the integration of ROS2 with Hyperledger Fabric can be used 
to ensure data integrity and traceability in autonomous robot systems, 
as well as secure communication and collaboration between multiple 
robots and other components. Moreover, in supply chain management 
applications, Hyperledger Fabric can provide an immutable record of 
transaction history, ensuring transparency and accountability across the 
entire supply chain. By leveraging the strengths of both technologies, 
this integration can create more sophisticated and resilient robotic 
systems.

The framework presented in [11] describes the use of Hyperledger 
Fabric to control robots, collect and process data, and integrate with 
ROS2. Furthermore, using dynamic UWB role allocation algorithms, 
this framework in [13] is applied to distribute decision-making in a 
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multi-robot system. The framework provides enhanced identity and 
data access management, making it secure and reliable. [12] also uses 
Fabric and ROS2 on a multi-robot inventory management task to drive 
interaction and role allocation between the robots. The smart contracts 
in the blockchain are used for high-level mission control, such as 
instructing robots on predefined paths or returning to a designated po-
sition for charging. However, the methods presented in [32] for multi-
robot path planning are tailored to a specific problem and algorithm, 
limiting potential applicability or integration to other domains.

Although Fabric has proven to be beneficial and have built-in 
properties for industrial systems, its suitability as a platform for remote 
robot control or teleoperation had not been explored before. With the 
help of a novel event-driven integration approach presented in [14], 
Fabric blockchain can transmit data between ROS2 systems in the hun-
dreds of milliseconds, similar to commonly available mobile networks. 
There are several applications and use cases that could be derived from 
this discovery.

SROS2 incorporates built-in role-based access control (RBAC), while
blockchain frameworks, in contrast, do not possess this inherent access 
control feature. However, despite this limitation, it is possible to 
integrate or implement access control within a smart contract.

Access control to data in information systems is typically either 
role-based, ruled-based, policy-based or attribute-based, among other 
approaches including discretionary access. ABAC uses the attributes of 
the object, subject, permission, and environment to decide on granting 
access to a requester or not. A request’s outcome is determined by 
whether the necessary attributes are present in the request. Target 
systems can also use these attributes to define access policies to de-
termine if a requester has sufficient privileges. ABAC separates access 
control and policy management effectively by defining subject and 
object attributes separately [15,18]. As a result, an individual does 
not need to be explicitly authorized to perform operations on objects. 
ABAC uses standardized subject and object attribute definitions, which 
is consistent across organizations [33].

Access control frameworks are widely studied in robotics, for in-
stance, to address the complexity of data characteristics and access pat-
terns associated with connected and autonomous vehicles (CAVs), [34] 
presents a three-layer access control framework. Its prototype im-
plementation of a data access control framework demonstrates its 
effectiveness while providing extensibility for third-party developers to 
implement their own access control models. Researchers have high-
lighted the need for fine-grained access control mechanisms layered 
over authentication to manage permissions between software compo-
nents within robot architectures [35]. Similarly, [36] introduces an 
access control framework for multimodal assistive robots in health-
care, combining policy-based and attribute-based models to address 
dynamic and context-sensitive data sharing. Their approach highlights 
the importance of user-centric, role-aware mechanisms, particularly in 
scenarios involving emergency access and accountability.

Another critical issue that arises alongside access control in robotics 
is the challenge of conflict resolution. As robotics proliferate across 
various industries, conflicts between humans and robots can arise, 
particularly when multiple users attempt to access the same robot 
at the same time [37,38]. Resources, including the robot itself, are 
limited, which leads to such conflicts so for robotic systems to operate 
smoothly and effectively, conflict resolution mechanisms are essential. 
In order to avoid disruptions and optimize the efficiency of human–
robot interaction, these mechanisms establish protocols and procedures 
to manage conflicts and prioritize access to robots. The integration of 
robots into industries can be made possible through conflict resolution 
strategies, which will enhance human–robot collaboration.

Our contribution to the literature involves integrating Hyperledger 
Fabric with an attribute-based access control (ABAC) smart contract 
within the ROS2 framework, enhancing the role-based access con-
trol (RBAC) capability of SROS2. Unlike RBAC, which requires policy 
3 
reconfiguration when adding new users after the initial setup, our ap-
proach based on attribute-based access controls defines policies based 
on user attributes rather than identities. This eliminates the need 
for system modifications when incorporating new users. Additionally, 
our integration provides conflict resolution mechanisms, ensuring data 
integrity and consistency. By combining these advancements, our so-
lution strengthens the security and reliability of SROS2, making it 
well-suited for a variety of robotic applications.

3. Methodology

In this section, we define the problem, and our proposed solution to 
it. We will also discuss the equipment and techniques employed in our 
study. Specifically, we will outline the system’s network configuration 
and the hardware configuration of the robot models used.

3.0.1. Problem formulation
Consider the intra-organizational collaboration between organiza-

tions 𝑂1 and 𝑂2. Organization 𝑂2 provides multiple robots {𝑖}𝑖∈1…𝑁
as services for 𝑂1. Each robot 𝑖 offers different services 𝑖

 that 𝑖
and 𝑗

 are not necessarily the same for 𝑖 and 𝑗 . We define each 
service as the right to publish/subscribe on a ROS2 topic. Two types of 
operation modes are defined for each service. In open operation mode, 
any user that has access to the service can publish on the corresponding 
topic. Alternatively, in the exclusive operation mode, only one of the 
users with access can publish on the topic. Other than these, other 
operation modes can be considered that we do not implement them 
in this work. For example at the same time, 𝑘1 users can publish and 
𝑘2 users subscribe to the topic. Also, it is possible to prioritize users 
requesting a service from a robot based on other metrics.

After the initial setup, continuously new robots can join 𝑂2 or a 
robot can get out of service. 𝑂1 has several users   who will benefit 
from 𝑂2 robots. 𝑂1 organization wants to give access to each user only 
the required services from robots. Each user 𝑢𝑖 ∈   will get access to 
a subset of services. New users can join the organization 𝑂1 or their 
access to the robots can be revoked at any time.

The problem of an access control system with conflict resolution 
is highly customizable. The benefit of our proposed method using 
Hyperledger Fabric chaincode is the possibility to implement such a 
highly customizable setup in contrast to the access control offered in 
SROS2. Also, our proposed method is completely modular and does 
not affect the ROS2 nodes implementation while implementing such a 
customizable conflict resolution platform with SROS2 requires major 
changes on ROS2 layer. For example to give access only to one of the 
authorized users.

3.0.2. Task
We define a task based on the general problem defined previously. 

In this setup, 𝑂2 has three robots a Turtlebot4, a Husky, and an 
OptiTrack camera giving services to 𝑂1 users Salma and Farhad. Here 
we consider that Turtlebot4 and Husky are mobile robots each of them 
only having one service. This service is the ability to publish on their 
∕𝑐𝑚𝑑_𝑣𝑒𝑙 topic to control them. 𝑂1 wants to give 𝑆𝑎𝑙𝑚𝑎 access to 
control both of the robots. On the other hand, 𝐹𝑎𝑟ℎ𝑎𝑑 should only have 
access to Turtlebot4. The operation mode for this service is exclusive 
since robots can navigate to only one point at a time. OptiTrack camera 
also has a service publishing the location of robots to users. All users 
with access to the service can subscribe to the location values published 
by the OptiTrack camera. The user 𝑢𝑖 gives a set of points  𝑖

𝑗 to a 
robot 𝑗 to traverse through them in order. So a task is defined as 
𝑇 = (𝑢𝑖,𝑗 , 𝑖

𝑗 ). Here the service is omitted since in our setup each 
robot offers only one service. If the user 𝑢𝑖 is granted access for task 𝑇 , 
then   should traverse through all points in  𝑖.
𝑗 𝑗
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Fig. 2. The system architecture for the intra-organizational collaboration problem defined with attributed-based access control and conflict resolution. X.509 certificates for each 
entity in the system are depicted with the corresponding attributes and the CA that has signed the certificate. Each entity including robots and users runs an application that is 
responsible to communicate with the Fabric network. The subscribers and publishers in each entity are demonstrated with dashed arrows with the name of the topic on the arrow.
3.0.3. Environment
The environment consists of a 8m × 9m square arena with a height 

of 5𝑚. Robots can navigate freely in this area and since this area 
is completely covered by OptiTrack cameras their position will be 
published at a constant rate.

3.0.4. Robots model
For our experiment, we employed two different robot platforms: 

the Clearpath Husky with a robotic arm and the Turtlebot4 as the 
mobile robot. The Turtlebot4 initially had a single Raspberry Pi 4 Model 
B, but we later integrated a Jetson Nano into its setup to enhance 
its computational capabilities [39]. Furthermore, we also utilized the 
localization information obtained from the OptiTrack cameras.

Regarding the experimental site shown in Fig.  1, the robots navigate 
within an arena equipped with an Optitrack motion capture system 
which serves as a reliable source of ground truth data where this motion 
capture system accurately tracks the movements of the robots.

3.0.5. Proposed configuration
Our proposed system configuration to address the task described 

above is depicted in Fig.  2. The system is built on top of the Hyper-
ledger Fabric network. The main logic for access control and conflict 
resolution is implemented on a chaincode. This chaincode is decoupled 
from the ROS2 stack. Fabric applications that act as ROS2 nodes bridge 
the local ROS2 systems with the Fabric network on each robot or user 
terminal.

Fabric network setup. There are two organizations Org1 and Org2, 
representing 𝑂1 and 𝑂2 respectively. Each organization has one peer 
node that is the gateway of the organization’s users to the Fabric 
network. There is one Orderer node in the Org1 which runs an instance 
of Raft [40] algorithm. In order to ensure secure communication be-
tween network participants, Hyperledger Fabric utilizes a Public Key 
Infrastructure (PKI). Participants and their public keys are identified in 
Hyperledger Fabric using X.509 certificates. In order to obtain these 
certificates, participants must first submit their identity to a Certificate 
Authority (CA), which is a trusted entity that verifies the identity of 
each participant. Each organization has its own CA. Certificates are 
signed by CAs using their private keys, which can be verified using 
their public keys. By ensuring the authenticity of both public keys and 
identities, X.509 certificates facilitate secure communication between 
network participants.

When creating X.509 certificates, CAs can assign attributes for users. 
For example, in Fig.  2 you can see that user Salma has 3 attributes, 
which are signed by the CA. With these attributes embedded in the 
certificate, we can assure that the user has a specific attribute securely.
4 
package main

type Robot struct {
Name string ‘json :" Name " ‘
SubTopic string ‘json :" SubTopic " ‘
PubTopic string ‘json :" PubTopic " ‘
Operator string ‘json :" owner " ‘
UnderOp bool ‘json :" UnderOp " ‘

}

func setup(...) {...}
func acquire(...) {...}
func release(...) {...}
func GetSubmittingClientIdentity(...) {...}
func authorize(...) {...}
func set(...) {

...
// Check if the publisher is authorized
result, err = authorize(stub, args)
if err != nil {

return fmt.Errorf( " Client not authorized! " )
}
...

}

Listing 1: Proposed Chaincode

Chaincode. The chaincode serves as the central component of the 
suggested model. All users must obtain authentication from a certificate 
authority (CA) before they can participate in the system. Through an 
API exposed to users and smart gateways, the chaincode primarily man-
ages attribute-based user rights and performs user authentication for 
resource access. To clarify the functionality of the chaincode, we have 
split it into two sub-components. The main structure of the chaincode 
implemented in Golang is depicted in Listing 1. The 𝑅𝑜𝑏𝑜𝑡 structure is 
defined to store each robot’s information which will be used by both 
sub-components. Each robot is stored as an asset on the ledger. The 
𝑠𝑒𝑡𝑢𝑝() method should be called by the admin of Org1 in order to create 
the corresponding asset for the currently available robots which in our 
current setup are Husky, Turtlebot4, and OptiTrack. Other methods are 
part of the ABAC.

The topic broker is responsible for routing messages between users. 
It uses the 𝑠𝑒𝑡() method from the chaincode. We use an event-driven 
model presented in [14]. For every ROS2 message that is going to 
be transmitted over the Fabric network, an asset is created. The sub-
scriber’s application receives a notification upon the creation of a new 
asset. The topic broker is also linked to the ABAC sub-component and 
will check if the publisher of the topic is authorized or not. We will 



S. Salimi et al. Journal of Systems Architecture 168 (2025) 103528 
Algorithm 1: Acquiring a robot
Input: 𝐼𝐷𝑢𝑠𝑒𝑟, 𝐼𝐷𝑟𝑜𝑏𝑜𝑡
Output: 𝑇 𝑟𝑢𝑒 or 𝐹𝑎𝑙𝑠𝑒

𝑟𝑜𝑏𝑜𝑡 ← 𝑟𝑒𝑎𝑑𝐴𝑠𝑠𝑒𝑡(𝐼𝐷𝑟𝑜𝑏𝑜𝑡);
if 𝑟𝑜𝑏𝑜𝑡.𝑈𝑛𝑑𝑒𝑟𝑂𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛 then

return 𝐹𝑎𝑙𝑠𝑒

𝑎𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒 ← 𝑔𝑒𝑡𝐴𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒(𝑟𝑜𝑏𝑜𝑡);
if 𝑎𝑠𝑠𝑒𝑟𝑡𝐴𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒(𝐼𝐷𝑢𝑠𝑒𝑟, 𝑎𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒) then

𝑟𝑜𝑏𝑜𝑡.𝑈𝑛𝑑𝑒𝑟𝑂𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛 ← 𝑇 𝑟𝑢𝑒;
𝑟𝑜𝑏𝑜𝑡.𝑂𝑝𝑒𝑟𝑎𝑡𝑜𝑟 ← 𝐼𝐷𝑢𝑠𝑒𝑟;
𝑤𝑟𝑖𝑡𝑒𝐴𝑠𝑠𝑒𝑡(𝐼𝐷𝑟𝑜𝑏𝑜𝑡, 𝑟𝑜𝑏𝑜𝑡);
return 𝑇 𝑟𝑢𝑒

return 𝐹𝑎𝑙𝑠𝑒

topic: /cmd_vel
allow_publish:

if attribute in [turtlebot , husky]
allow_subscribe

if attribute in [mobile]

topic: /vrpn/turtle
allow_publish:

if attribute in [localization]
allow_subscribe

if attribute in [localize]

topic: /vrpn/husky
allow_publish:

if attribute in [localization]
allow_subscribe

if attribute in [localize]

Listing 2: The ABAC policy rule for the presented scenario

show in the experiments that this authorization step does not add extra 
latency to the system.

ABAC grants or denies access to services based on a set of at-
tributes associated with the requesting user. In this sub-component, 
access decisions are based on policies defined in terms of attribute 
values. These policies can be defined by administrators of the Org1 and 
embedded in the chaincode. When a user requests access to a service 
which in this case is to publish to a topic, the ABAC system evaluates 
the attributes associated with the user and the service and makes a 
decision depending on the policies defined. This policy depends on the 
operation mode for example in the case of controlling a mobile robot 
with ∕𝑐𝑚𝑑_𝑣𝑒𝑙 only one user can get access.

We have implemented 3 main methods to define the policies. The 
𝑎𝑐𝑞𝑢𝑖𝑟𝑒() method described in detail in Algorithm 1 should be called by 
the user that is going to control a robot. As an input, the user provides 
the identity of the robot that is going to be controlled. After checking 
if the user has the required attribute, and if the robot has not already 
been acquired by another user, access will be granted. In this method, 
we can also implement another kind of operation mode. The user must 
call the 𝑟𝑒𝑙𝑒𝑎𝑠𝑒() method upon finishing their task with the robot. The 
𝑎𝑢𝑡ℎ𝑜𝑟𝑖𝑧𝑒() method is the link between the ABAC sub-component and 
the topic broker. The topic broker leverages this method to check the 
authorization of any user.

In this context, we define ABAC policy rules such that for each 
topic, the required attributes for users to publish or subscribe must 
be explicitly specified. In contrast, defining policy rules using RBAC 
requires the creation of multiple roles, with each role explicitly listing 
the topics it can access—similar to the approach used in SROS2.

The ABAC policy rule for this scenario is shown in Listing 2. 
Moreover, we can easily update these policies via the smart contract. 
5 
In contrast, modifying an equivalent policy in an RBAC-based SROS2 
setup typically requires restarting the ROS 2 nodes. Policy updates 
via smart contracts, however, occur seamlessly at runtime. In this 
setup, due to its simplicity, policy rules are stored statically, as il-
lustrated in the provided example. Even though using topic names 
like ∕𝑡𝑢𝑟𝑡𝑙𝑒∕𝑐𝑚𝑑_𝑣𝑒𝑙 and ∕ℎ𝑢𝑠𝑘𝑦∕𝑐𝑚𝑑_𝑣𝑒𝑙 can prevent the issue, our 
experiment is just a showcase of how identical topic names can lead 
to conflicts.

For instance, consider a more complex scenario where multiple 
attributes are defined – such as task types, different zones, risk levels, 
and safety orders – in a warehouse-like environment with varying 
numbers of robots and users. If a user needs access to any robot in Zone 
A for a welding task with a low risk level, this can be expressed as a 
simple attribute match in ABAC. However, in RBAC, this would require 
defining a unique role for each possible combination of task type, zone, 
risk level, and safety order, leading to role explosion. To demonstrate 
how this complexity is handled, we conducted simulations showing 
that the added expressiveness of ABAC does not introduce significant 
computational overhead – regardless of the number of robots and users 
– so long as the number of access requests remains below the system’s 
throughput threshold.

4. Experimental results

This section presents the real-world experiments and simulation 
results, demonstrating how the proposed framework can be used to 
manage access to ROS2 robots through a Fabric blockchain, and high-
lighting the enhancements compared to prior solutions.

To evaluate the scalability and performance of the system un-
der realistic workloads, we conducted a series of tests with varying 
throughputs. We determined the optimal frequency for sending mes-
sages through the Fabric network to minimize latency by examining 
the results shown in Fig.  7. Our experiment indicated that the optimal 
frequency for minimizing latency in transaction commitments was 
50 Hz, which we have used for our experiment.

4.1. Proposed framework implementation

To verify the immediate functionality of the proposed framework, 
we conducted an experiment in which the Turtlebot4 in the MOCAP 
arena was subjected to two sets of reference trajectories shown in Fig.  3, 
Fig.  3(a) with and Fig.  3(b) without the integration of a Fabric network. 
Two users, both possessing Turtlebot attributes, sent commands to 
the robot with a Python ROS2 node that receives position feedback 
from OptiTrack cameras and sends ∕𝑐𝑚𝑑_𝑣𝑒𝑙 messages. Each task is 
to traverse through three waypoints in order. In the presence of the 
Fabric network, the robot executed the tasks sequentially, completing 
the first task before initiating the second one. The robot followed a 
specific path, moving from the starting point to A1 and finally to A3. 
After finishing the first task it heads to B1 and finally to B3. However, 
in the absence of the Fabric bridge, the robot initially attempted to 
follow the first task, but when the second task was given, it changed its 
direction and started following the second task. As a result, the robot 
failed to maintain the correct order of the waypoints and deviated from 
the intended sequence.

We can see in the presence of Fabric network, because of the intro-
duced network delay, the controller cannot exactly follow the reference 
lines. The controller relies on the position feedback received from 
OptiTrack cameras, which will arrive at the controller almost 300 ms
later [14]. However, this delay does not prevent the controller to reach 
all the defined waypoints. By optimizing correct linear and angular 
speeds according to the average network delay, we can minimize the 
error.

Even though the trajectories in Fig.  3(b) look smoother and straight 
like the reference trajectory, the robot spins while traversing through 
waypoints since the two controllers are constantly sending ∕𝑐𝑚𝑑_𝑣𝑒𝑙
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Fig. 3. This figure displays the results of real-world experiments involving a robot assigned to two tasks: traveling from Start to A3, and then from Start to B3. Subfigure (a) 
compares the reference trajectory with the actual trajectory of the Turtlebot4 while following the tasks with Fabric Bridge. Subfigure (b) provides the same comparison but without 
the use of Fabric Bridge.
Fig. 4. The figure demonstrates the effects of conflict resolution on the robot’s yaw 
when a fabric bridge is present or absent. In the absence of a fabric bridge, the robot 
experiences dual controller commands, resulting in noticeable vibrations. However, with 
the integration of a fabric bridge, these vibrations are mitigated.
6 
messages to the robot. This spinning is not visible in the trajectory plot 
since we do not observe the changes in the orientation of the robot.

The comparison between Figs.  4(a) and 4(b) highlights the sig-
nificance of conflict resolution in the context of integrating a Fabric 
bridge. When the robot executes assigned tasks sequentially with the 
Fabric bridge, there is no additional yaw rotation, as depicted in Fig. 
4(a). However, Fig.  4(b) showcases the detrimental consequences of 
conflicting control inputs. In this scenario, the robot is assigned two 
tasks without the presence of the Fabric bridge, resulting in erratic 
behavior. The figure illustrates how introducing the second task while 
the robot is still engaged in the first task leads to complications. The 
robot requires extra time to determine the correct direction to follow, 
thereby prolonging the task completion times. This demonstrates the 
critical role of conflict resolution in ensuring efficient task execution 
and minimizing delays.

To thoroughly evaluate the effectiveness of the proposed approach 
compared to the previous implementation [14], we conducted an ex-
periment that shed light on the importance of conflict resolution. In 
this experiment, we had two users attempting to send commands on 
the same topic at a frequency of 50 Hz each, utilizing ABAC and 
event-driven chaincodes. Both users were authorized members of the 
network; however, only one possessed the required attribute to publish 
on the topic. The experiment’s results, depicted in Fig.  5 for throughput 
and Fig.  6 for latencies, provide insightful observations.

Using the ABAC smart contract, the robot consistently received topic 
messages at a constant frequency of 50Hz from the user with the Turtle-
bot attribute, maintaining relatively stable latencies. This demonstrates 
the successful conflict resolution achieved by the ABAC approach. In 
contrast, when utilizing the event-driven smart contract, where both 
users sent 50Hz messages on the same topic, the robot encountered 
complications. Instead of the expected 100Hz message frequency, the 
robot received approximately 70Hz messages. Furthermore, the la-
tency rapidly escalated, rendering robot control virtually impossible. 
This highlights the severe consequences of unresolved conflicts in the 
event-driven approach.

These findings emphasize the criticality of effective conflict resolu-
tion mechanisms, such as ABAC, in ensuring proper system behavior, 
maintaining desired frequencies, and mitigating latency escalation that 
can severely impact the robot’s controllability.

Based on this work and previous studies [14], it has been deter-
mined that Hyperledger Fabric has a maximum throughput capacity 
while maintaining the required latency levels for the system. It is essen-
tial that these performance characteristics align with the requirements 
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Fig. 5. This plot illustrates the results of a throughput test conducted for ABAC smart 
contract and event-driven smart contract. The graph shows the frequency comparison 
between the two.

Fig. 6. This figure illustrates the importance of conflict resolution in the context of 
transaction commitment latency for ABAC and event-driven smart contracts, operating 
at a throughput of 50Hz.

of the specific multi-robot system. While Hyperledger Fabric provides 
ample opportunities, it is crucial to address the issue of unintended 
messages published on the fabric, which can disrupt the network. This 
unintended message artifact poses a risk to the integrity and reliability 
of the system. However, our proposed attribute-based access control 
mechanism offers a solution to mitigate such scenarios effectively.

With attributed-based access control, we show how Hyperledger 
Fabric brings security and performance to multi-robot systems. This 
mechanism allows for fine-grained control over access to resources, 
preventing unauthorized or unintended messages from being published 
on the fabric. Consequently, it strengthens the overall security posture 
of the system and mitigates the risks associated with unintended mes-
sage artifacts. By adopting our proposed approach, multi-robot systems 
can leverage the benefits of Hyperledger Fabric’s opportunities while 
maintaining the integrity and confidentiality of the network.

4.2. Proposed framework scalability analysis

To evaluate the proposed framework in a more complex scenario, 
we simulated the smart contract in Golang to measure the time required 
for access control policy enforcement. The simulation involved a de-
fined number of users and robots, each assigned randomly generated 
attributes. These attributes were drawn from five attribute types, as 
described in the methodology section, with each type having five 
possible values—resulting in 25 possible combinations. Access control 
policies were also generated randomly. An additional factor affecting 
the measurements was the number of user requests that the smart 
contract needed to process. The number of requests per round was 
increased from 5 to 40, based on the system’s throughput threshold. 
Correspondingly, the number of users was increased from 2 to 20, and 
7 
Fig. 7. This plot shows the results of a latency test conducted over Wi-Fi between a 
robot and a peer node, for transactions committed at various frequencies.

Fig. 8. Scalability simulation results. Each bar represents the combination (user, robot, 
request) case’s execution time.

the number of robots from 2 to 40. As shown in Fig.  8, the simulation 
results demonstrate that even in this more intricate scenario, ABAC 
effectively manages the complexity. The time consumed for processing 
access requests remains negligible, and the increased expressiveness of 
ABAC does not introduce additional computational overhead.

Based on the implementation, we were able to demonstrate the 
potential of the ABAC method in conjunction with smart contracts. 
Without a smart contract, the system administrators would be respon-
sible for manually tracking robot usage and assigning or revoking 
attributes for users. However, with smart contracts, this process can 
be decentralized and automated. Users with the necessary attributes to 
control a robot can acquire it, preventing other users with the same 
attribute from using the robot. This provides significant flexibility and 
dynamism. In contrast, with SROS2, managing such conflict resolution 
would require rewriting policy rules and restarting the nodes to ensure 
the updated policies take effect.

5. Conclusion and future work

In conclusion, this paper presents a customizable conflict resolution 
and attribute-based access control (ABAC) framework for multi-robot 
systems utilizing the Hyperledger Fabric network as an extension to the 
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current SROS2 access control. The proposed framework offers a more 
flexible and configurable approach to conflict resolution and access 
control. This allows system administrators to define their own policies 
and rules to better fit their specific use case scenarios.

The experimental results demonstrate that the proposed framework 
effectively resolves conflicts and enforces access control policies. In 
addition, it does not compromise performance and scalability compared 
to the previous similar frameworks based on Hyperledger Fabric. Ad-
ditionally, the proposed framework has the potential to support a wide 
range of multi-robot applications and enable the integration of various 
security and privacy mechanisms embedded in the chaincode.

In terms of future work, there are several avenues to explore further 
research and development in this area. One potential direction for 
future work would be to investigate the scalability and performance of 
the ABAC mechanism in large-scale multi-robot systems. Even though 
the ABAC mechanism presented in our paper provides a promising 
approach, we should explore how it scales as the number of robots and 
resources in the system grows.

Additionally, further validation of the benefits of ABAC could be 
achieved through comparative studies with other access control mech-
anisms, like SROS2’s role-based access control. It may be necessary to 
compare different access control mechanisms in multi-robot systems 
to see what they offer in terms of performance, scalability, and se-
curity properties. Such comparative studies could help shed light on 
the strengths and weaknesses of different access control mechanisms. 
They could also guide the development of more effective and efficient 
security solutions for multi-robot systems.

Finally, there is also the possibility of combining ABAC with other 
security mechanisms to provide a more comprehensive security solu-
tion. For example, the ABAC mechanism can be used with a distributed 
trust management system. This defines the level of trust between nodes 
based on ranking the data generated by robots.
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