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Data center networks foster new innovations and technology and are evolving rapidly. Companies and
network operators are struggling to keep up with the required speed of delivery due to lack of
automation which affects companies’ reputation and can ultimately lead to loss of customers.
Furthermore, time pressure and manual processes increases the probability of configuration errors and
therefore incidents caused by change which can have worse consequences to companies and society.
The solution to the problem is automation.

The thesis uses design science research approach, and the objective is to propose load balancer service
delivery model based on Infrastructure as Code (IaC). The proposed delivery model is expected to
fulfil all the standard load balancer service requirements and shorten the time of delivery and
minimize configuration errors with automation. The proposed delivery model is evaluated with case-
based testing and compared with the current delivery model that rely on vendor specific interfaces.
The thesis produces a design of the IaC solution and a proof of concept including future development
directions and a plan for migration from the current delivery model to the proposed delivery model.
The same tools setup during the thesis can be shared with other IaC solutions in the data center
networks team.

The proposed load balancer service delivery model with Terraform can be used to successfully deliver
all the standard load balancer service request cases and offers the benefits of automation. The
proposed delivery model is a valid candidate to be used in the data center networks team.
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1 Introduction

1.1 Motivation

Data center networks foster new innovations and technology and are evolving and changing
rapidly at an increasing speed. Companies and network operators are struggling to keep up
with the required speed and meet expected delivery times due to lack of automation which
affects the overall company reputation and can ultimately lead to loss of customers.
Furthermore, time pressure and manual processes increases the probability of configuration
errors and therefore incidents caused by change which can have worse consequences to

companies and society.

The solution to the problem is to automate repetitive tasks as much as possible for teams to be
more agile and lean which enables companies and network operators to stay ahead of the
competition by focusing on the required development work and learning. Studies show that
network automation offers several benefits such as increased efficiency, reduced
configuration errors, and enhanced performance and security of the network [103]. The data
center networks team needs automation in all areas: service development, service requests,
and change requests. As automation offers the most value in small and incremental changes
that do not have many dependencies [94] the service request and load balancer area was

selected. Furthermore, there did not exist any common load balancer automation in the team.

The downside to network automation is that it is difficult to implement due to general
complexity of networks which manifests largely from legacy networks overhead. Survey
aimed to enterprises, cloud providers, and network service providers reveal that only 23 % of
the respondents were fully confident in their data center network automation strategy [95].
The data center network automation challenges are connected to complexity, cross-platform
incompatibility, and visualization and feedback limitations [95][96] which the selected
network automation specification should consider and address. For these reasons from the
available data center network automation options: Command-Line Interface (CLI) based
scripts, Representational State Transfer (REST) Application Programming Interface (API)
based scripts, and Infrastructure as Code (IaC), IaC was proposed as it offers the most benefits
and addresses the data center network automation challenges the most comprehensive from
the available options [95][96]. 1aC popularity has grown steadily [97] and is expected to

continue to be a part of network automation in the future [97]. The 1aC tool Terraform was



selected as there is already use and familiarity with Terraform in the team. Terraform is

supported by various on-premises tools to complete the delivery model.
1.2 Research objective and questions

The thesis objective is to propose load balancer service delivery model based on IaC with
Terraform for the data center networks team. The proposed delivery model is expected to
fulfil all the standard load balancer service requirements and reduce the time of delivery and
minimize configuration errors with automation. The proposed delivery model is evaluated
with case-based testing and compared with the current delivery model that relies on vendor
specific interfaces. The thesis produces a design of the [aC solution and a proof of concept
including future development directions and a plan for migration from the current delivery
model to the proposed delivery model. The same tools setup during the thesis can be shared
with other IaC solutions in the team. The objective of the thesis can be formulated into the

following research questions which the thesis seeks to answer:
e RQI: What design choices and tools are required for on-premises [aC based solution?

e RQ2: Does the proposed delivery model based on IaC fulfil the requirements of the

standard load balancer service?

e RQ3: Does the proposed delivery model based on IaC offer the benefits of

automation?
1.3 Research method

The thesis uses the design science research approach where an innovative artefact is created to
solve a specific problem with an expected outcome and evaluation [118]. In the design
science methodology, the proposed load balancer service delivery model based on IaC with
Terraform is the innovative artefact and the expected outcome is that the delivery model
fulfils all the load balancer service requirements and is superior to the current delivery model

by offering the benefits of automation that are evaluated during the case-based testing.

1.4 Thesis structure

The rest of the thesis is structured as follows: chapter 2 covers data centers and their networks
after which network automation is discussed. Chapter 3 introduces the environment and the

data center networks team where the thesis is done and provides development requirements



for automation. Chapter 4 and 5 introduce both delivery models and the way of working with
service requests. Chapter 6 compares the current and proposed delivery models with standard
load balancer service request cases and presents the results. Chapter 7 provides insight about
the proposed delivery model and then finally chapter 8 finishes the thesis. The network

drawings are made with Microsoft Visio [119] and Cisco stencil [120].



2 Technical background

2.1 Data centers

Data centers are dedicated spaces to house computing resources efficiently built all around the
world and are essential to internet and cloud infrastructure [1]. Every modern business today
needs computing resources to host its applications that keep the business running at all such
as external and internal web applications and systems that serve customers and employees.
These computing resources need power, cooling, redundant components, and physical
security and it is inefficient to build them in distributed locations such as remote offices and
that is where data centers accessible from anywhere in the world come into play. Data centers
can be built by the company itself which is referred to as on-premises deployment or use third
party data centers such as Amazon Web Services (AWS), Google Cloud Platform (GCP), and

Microsoft Azure referred to as public cloud deployment [2].

Inside a data center there are a varying number of rooms, rows, and racks where a data center
infrastructure is installed depending on the size and capacity of the data center. Data center
infrastructure components can be divided into three categories: compute, storage, and

network.

Compute infrastructure refers to physical servers such as rack and blade servers with varying
specifications such as processing power and internal memory. The servers themselves can be
dedicated to host specific application only or host a hypervisor that runs virtual servers that

host the applications [3].

Storage infrastructure refers to block and file storage devices. Block storage devices are hard
drives and solid-state drives that store data in blocks and are connected via Storage Area
Networks (SANSs). File storage devices are specialized servers to handle data storage and file-

sharing requests such as network-attached storage (NAS) [4].

Network infrastructure refers to networking devices that connect the other data center
infrastructure components to each other and the outside world. Connections between the
components are typically made with single-mode (SM) and multimode (MM) optical fibers
excluding management connections that are typically made with copper cables. Networking
devices include switches, routers, firewalls, load balancers, and specialized servers that

provide the required network services for communication such as Domain Name System



(DNS) [5][6], Network Time Protocol (NTP) [7], and Dynamic Host Configuration Protocol
(DHCP) [8][9].

Data centers also include various support components to achieve an uninterrupted
environment for the data center infrastructure such as power subsystems, uninterruptible
power supplies (UPSs), backup generators, fire suppression systems and building security

systems [2].
2.1.1 Architecture

As data centers increased in size and complexity and therefore hosted applications, they have
become increasingly critical for societies that depend on their seamless operation. For this
reason, it is imperative to have regulations and standards created by governments and other

organizations in place that built data centers comply with for safety and quality [10].

The standard TIA-942 [11] by Telecommunications Industry Association (TTIA) covers all
aspects of data center architecture including topology, environment, power and cooling,
telecommunications, fire protection, safety, and physical security. The TIA-942 defines four
data center ratings 1 —4 which indicate the company and customers about the reliability and
resiliency of the data center and therefore hosted applications. Data centers rated as 1 (Basic
Site Infrastructure) have nonredundant infrastructure components and distribution path and
limited protection against physical events. Data centers rated as 2 (Redundant Component Site
Infrastructure) have redundant infrastructure components but nonredundant distribution path.
Data centers rated as 3 (Concurrently Maintainable Site Infrastructure) have redundant
infrastructure components and distribution paths and improved physical security. Data centers
rated as 4 (Fault Tolerant Site Infrastructure) have protection against single point of failure

scenarios and highest level of physical security.

Similarly, the EN 50600 series of standards [12] by Uptime Institute (UI) covers aspects of
data centers such as general concepts, building construction, power, environment,
telecommunications, and security systems. Ul established well-known concept of tiers [ — IV
in the industry to compare data center capabilities to better align infrastructure investments to
business objectives such as what kind of reliability and resiliency is required for certain
applications and then host them at the data center tier that meets these requirements. Tier I
data centers have basic infrastructure capacity support and its requirements include dedicated

area for infrastructure components, backup generator, UPS, and cooling. Tier II data centers



have redundant power and cooling equipment such as backup generators, chillers, cooling
units, pumps, and heat rejection equipment. Tier III data centers have redundant distribution
paths and support components such that any part of the data center can be maintained without
impacting IT applications. Tier IV data centers have several independent and physically
isolated systems that together provide complete redundancy [13]. The choice of data center
rating or tier should depend on the business objectives and criticality of the application. Table

1 lists data center tier I — I'V features to help guide the decision-making process.

Table 1 Data center tier | — IV features [10].

Tier Business size Availability Annual downtime
I Small 99.671 % 28.8 hours

II Medium 99.749 % 22.0 hours

111 Large 99.982 % 1.6 hours

v Enterprise 99.995 % 26.3 minutes

2.2 Data center networks

Data center networks follow the same rules as any other network and can be understood by
the common reference models such as the Open Systems Interconnection (OSI) model [121].
The OSI model shares the functionality and services of networks into seven layers 1 — 7 and
describes the interaction of layers directly above and below. [14] In the event of a failure in a
certain layer all the above layers fail which is valuable information for troubleshooting
possible issues. Layers of the OSI model are from bottom-up: physical (1), data link (2),
network (3), transport (4), session (5), presentation (6), and application (7). [14] Network

infrastructure components are responsible for different layers of the OSI model.

Layer 1 protocols such as physical Ethernet describe the physical connections for bit
transmission between infrastructure components. [14] The components that are typically
responsible for the operation of layer 1 are small form-factor pluggables (SFPs) [15], optical

fibers and copper cables.

Layer 2 protocols such as Spanning Tree Protocol (STP), Port Channel (PC), Virtual Port
Channel (vPC) [1], and Cisco FabricPath (FP) [16] describe methods for data frame exchange



between infrastructure components over common media. [14] The network devices that are

responsible for the operation of layer 2 protocols are switches.

Layer 3 protocols such as Open Shortest Path First (OSPF) [17][18], Intermediate System-to-
Intermediate System (IS-IS) [19], Enhance Interior Gateway Routing Protocol (EIGRP) [20],
and Border Gateway Protocol (BGP) [21][22] provide services to exchange the individual

pieces of data or packets over the network between infrastructure components and the outside
world. [14] The network devices that are responsible for the operation of layer 3 protocols are

routers.

Layer 4 protocols such as Transmission Control Protocol (TCP) [23] and User Datagram
Protocol (UDP) [24] define services such as transfer, segmentation, and reassembly for
individual connections between logically the same end devices. [14] The network devices that

are responsible for the operation of layer 4 protocols are firewalls and load balancers.

Layer 5 provides services to organize dialogue and data exchange for layer 6 which then
provides a common representation for the data transferred. Lastly layer 7 contains the
application protocols such as DNS, NTP, DHCP, and Hypertext Transfer Protocol (HTTP)
[25] that are used for process-to-process communications [14]. Table 2 summarizes layers of

the OSI model and respective protocols and network infrastructure components.

Table 2 Summary of the OSI model and the respective protocols and components [1][14].

Layer Name Protocols Component

1 Physical Physical Ethernet SFP, optical fiber,
copper cable

2 Data Link STP, PC, vPC, FP Switch

3 Network OSPF, IS-IS, Router

EIGRP, BGP
4 Transport TCP, UDP Firewall, load
balancer
5 Session DNS, NTP, DHCP, | NGFW, WAF, ALB
HTTP
6 Presentation
7 Application




Firewalls and load balancers can also work at layer 7 such as next-generation Firewall
(NGFW), web application firewall (WAF) [26][27], and application load balancer (ALB)

[28]. Network icons used in the network drawings of the thesis are shown in Figure 1.
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Figure 1 Network icons used in the network drawings of the thesis.

2.2.1 Switching

Switching is a process that works at layer 2 of the OSI model and uses devices’ Media Access
Control (MAC) addresses to perform forwarding decisions. The network infrastructure
component that performs switching is called a switch. Switching topology in data centers
consists of interconnected switches using redundant paths and links for high availability [1] as

shown in Figure 2.



Figure 2 Switching topology with redundant paths and links.

Switching protocols such as STP is used to prevent layer 2 loops and PCs and vPCs are used
for link aggregation. Cisco FP is Cisco proprietary protocol that introduces routing concepts
at layer 2 [16]. Layer 2 loop refers to a situation where multiple active paths exist in the
switching topology and therefore switches learn the same MAC addresses on multiple
interfaces and forward duplicate traffic to each of them. This causes a chain reaction where
more and more duplicate traffic is forwarded by the switches and ultimately leads to bringing
down the whole layer 2 domain. STP operation prevents layer 2 loops by allowing only one
active path to exist between any layer 2 devices or switches and blocking the rest of the

available paths and links [1] as shown in Figure 3.

Figure 3 STP allowing only one active path to exist in switching topology.

STP defines a topology in the form of a tree with a root bridge switch from which perspective
the STP algorithm calculates the best loop-free path down towards all switches in the network
and forces redundant paths into blocked state. In case an active path under STP fails,
recalculation is triggered, and a possible redundant path is activated. Switches running STP

exchange bridge protocol data units (BPDUs) at regular intervals which are used to create
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STP topology and find the best loop-free paths. STP port priority and path cost are used to
select the best paths. STP defines different port types such as edge, network, and normal ports
and has various extensions such as STP bridge assurance, BPDU guard, BPDU filtering, loop

guard, and root guard to optimize the operation of STP and enhance loop prevention [1].

There are several variants of STP that came after the original STP defined in IEEE 802.1D
such as Common Spanning Tree (CST), Per-Vlan (Virtual Local Area Network) Spanning

Tree Plus (PVST+), Rapid Spanning Tree Protocol (RSTP), Rapid Per-Vlan Spanning Tree
Plus (RPVST+), and Multiple Spanning Tree (MST) which have differences in resource

utilization, convergence time, and number of instances [30] listed in Table 3.

Table 3 STP variants and respective resource utilization and convergence time [30].

Variant Standard Resources Convergence Instance
CST 802.1D Low Slow All VLANs
PVST+ Cisco High Slow Per VLAN
RSTP 802.1w Medium Fast All VLANs
RPVST+ Cisco Very high Fast Per VLAN
MST 802.1s Medium or high Fast VLAN list

PCs are used to aggregate multiple physical interfaces into one logical interface. PCs provide

several benefits such as redundancy and increased bandwidth between infrastructure

components. In addition, PCs are seen as a single path by the STP topology and therefore

individual links part of a PC are not put into blocking state [1] as shown in Figure 4.

Figure 4 PCs reduce blocked links by STP in switching topology.
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Physical port can be a member in only one PC and depending on the hardware and software
PCs can typically aggregate up to a maximum of 8 or 16 physical ports. All the members of a
PC must be compatible and use the same speed, mode, and other attributes. Full port attribute
compatibility check includes network, speed capability and configuration, duplex capability

and configuration, mode, and VLAN information.

PCs can be formed statically or by using Link Aggregation Control Protocol (LACP) defined
in IEEE 802.3a or Port Aggregation Protocol (PAgP) defined by Cisco. Traffic is load
balanced across PC individual links by hashing the addresses in the header which produces a
numerical value that selects one of the links in the PC. There are various load balancing
methods available that can be used as input to the hashing operation such as source MAC,

destination IP, and source and destination TCP or UDP port [1].

Virtual PCs are used to create PCs that span across two switches working as a vPC pair. The
vPC pair is connected by a peer link and appears to downstream devices as a single logical
switch and provides similar benefits as PCs such as redundancy, bandwidth, and STP non-

blocking ports [1] as shown in Figure 5.

Figure 5 VPCs reduce blocked links by STP to a greater degree in switching topology.

In the pair one switch is the primary and the other switch is the secondary and together they
form a vPC domain. Similar to PCs port compatibility, vPC peer switches must be compatible
at a global and interface level. Compatible configuration includes MTU, STP global

configuration, PC mode, STP interface configuration, and VLAN information [1].

Overlay network technologies such as Cisco FP were developed for workload mobility and

address STP limitations in data centers. Cisco FP introduces routing concepts at layer 2 or
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MAC routing [1] which allows to build large loop-free layer 2 domains without the need for
STP and therefore blocked ports as shown in Figure 6.

Figure 6 Cisco FP and the absence of STP in switching topology.

Cisco FP encapsulates layer 2 frames entering the fabric at the source switch with a new
header that consists of routable switch source and destination addresses. At the destination
switch the frame is de-encapsulated and delivered in its original Ethernet format. The switch
addresses are automatically assigned and have routing table for all destinations and therefore
traffic is never flooded. Cisco FP is simple to configure and is based on IS-IS routing protocol
that provides fast convergence and scalability. Loop-free is ensured by time-to-live (TTL)
field and reverse-path forwarding (RPF) check [16]. Next generation data centers such as
Cisco Application Centric Infrastructure (ACI) typically encapsulate traffic within Virtual
Extensible LAN (VXLAN) [1].

2.2.2 Routing

Routing is a process that works at layer 3 of the OSI model and uses hosts’ Internet Protocol
(IP) addresses to perform forwarding decisions. The network infrastructure component that
performs routing is called a router. Similar to switching topology in data centers, routing
topology consists of interconnected routers using redundant paths and links for high

availability [31] as shown in Figure 7.
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Figure 7 Routing topology with redundant paths and links.

Routing can be configured either statically or by using dynamic routing protocols. Static
routing is not scalable and cannot dynamically adapt to network changes and therefore
dynamic routing protocols are recommended. Dynamic routing protocols can be categorized
into two categories: Interior Gateway Protocols (IGPs) such as OSPF, IS-IS, and EIGRP and
Exterior Gateway Protocols (EGPs) such as BGP. Most commonly IGPs are used to exchange
routing information within Autonomous System (AS) and EGPs are used to exchange routing

information between ASs.

Further categorization of dynamic routing protocols, which are distance vector, link-state, and
path vector, are done based on what kind of information they exchange between neighbouring
routers about destination networks. Distance vector protocols such as EIGRP exchange a
vector that has direction and distance at each signpost or router towards the destination and no
further information is available about the path. Link-state protocols such as OSPF and IS-IS
exchange the entire network topology and use it to calculate the best path towards the
destination. Lastly path vector protocols exchange a vector that has direction and distance
towards the destination, but also include information about the path to that destination. Table

4 summarizes the dynamic routing protocols categorization [31].

Table 4 Dynamic routing protocols categorization [31].

Interior Gateway Protocols Exterior Gateway Protocols

Distance Vector Link-state Path Vector
EIGRP OSPF, IS-IS BGP
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2.2.3 Firewalling

Firewalling is a process that works at layer 4 or 7 of the OSI model and uses information on
these layers and below to control traffic between different networks [32][122] such as
between data center networks and internal networks and internet. The network infrastructure
component that performs firewalling is called a firewall. In addition, firewalls can be
implemented in software such as Windows Firewall [33] and Linux iptables [34]. Similar to
switching and routing topologies in data centers, firewalling topology consists of
interconnected firewalls using redundant paths and links for high availability as shown in

Figure 8.

Firewalls typically block all traffic by default and only specifically permitted traffic is
allowed. Layer 4 firewalls permit traffic based on information up to layer 4 such as source and
destination IP addresses and source and destination TCP and UDP ports such as TCP-22 and
TCP-80. Layer 7 firewalls such as NGFWs and WAFs can use traffic information up to layer
7 [26][27] and instead of permitting TCP-22 and TCP-80, they permit the applications Secure
Shell (SSH) [35] and HTTP respectively. This adds an additional layer of security as attackers
can utilize the ports TCP-22 and TCP-80 for other purposes. By permitting the applications
SSH and HTTP the firewall determines that the traffic matches the applications SSH and
HTTP alike traffic and blocks all other traffic on the ports. Today most firewalls are stateful
meaning it is not specifically needed to allow return traffic by tracking the state of TCP

connections which simplifies the firewall ruleset [32].

{ 1
{ Intemal network |
- ~

Figure 8 Firewalling topology with redundant paths and links.
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2.2.4 Load balancing

Load balancing is a process that works at layer 4 or 7 of the OSI model and uses information
on these layers and below to distribute traffic across a number of servers in a pool called pool
members or backend servers. Load balancing is used to decrease the burden of individual
servers and therefore increase the performance and reliability of applications [36]. The
network infrastructure component that performs load balancing is called a load balancer and
servers are part of the compute infrastructure. Similar to other topologies in data centers, load
balancing and server topology consists of interconnected load balancers and servers using

redundant paths and links as shown in Figure 9.

Layer 4 load balancers distribute traffic based on information up to layer 4 such as source and
destination IP addresses and source and destination TCP and UDP ports. Layer 7 load
balancers can use information up to layer 7 such as HTTP headers [36], cookies [37], and

Uniform Resource Identifier (URI) [38].

[ 2 { l !
/ Internal network ¢ Internet )
_I\ s o o

— —

Figure 9 Load balancing and server topology with redundant paths and links.

Load balancers host virtual servers that are the entry point to the application that is load
balanced. The virtual servers have virtual IP address and a service such as HTTP and upon
receival of traffic, traffic is distributed to the default pool [39]. Traffic can also be distributed
to pools other than the default pool or filtered based on layer 4 and 7 information by using
scripting [40][41] or advanced configuration options [42] depending on the vendor. Session

persistence is used to distribute traffic from the same client to the same pool member during a
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session or subsequent sessions that is needed for certain applications such as to keep users’
items in a shopping cart or reservations to a concert. The common persistence profiles used
are source address and cookie. The source address profile distributes traffic to the same pool
member based on the source IP address of the client and cookie profile distributes traffic

based on the HTTP cookie header that is inserted by the application [43].

There are various types of load balancing algorithms or methods available for distributing
traffic inside a pool. The common load balancing methods used are round robin, least
connections, and ratio. The round robin method distributes traffic evenly to each pool member
in a round robin fashion. The least connections method distributes traffic to the pool member
that has the least number of current connections. The ratio method distributes traffic to each
pool member based on a ratio weight that is defined for each pool member. The round robin
and least connections methods are most suitable for environments where pool members have
roughly equal specifications such as processing power and memory. The ratio method is more

suitable for environments where pool members have different specifications [44].

Load balancers use health and performance monitoring of pool members to determine
whether the status of a pool member is up or down and therefore capable of handling traffic.
The common pool member monitors are TCP, HTTP, HTTP Secure (HTTPS), and Internet
Control Message Protocol (ICMP). In addition, custom monitors can be defined such as

retrieving a URI from a pool member [45].

Transport Layer Security (TLS) provides a secure channel between two communicating
parties, typically client and server or load balancer, to achieve authentication, confidentiality,
and integrity [46]. TLS uses digital certificates to verify the identity and ultimately establish a
secure channel to another party. The certificates are part of public key infrastructure (PKI) or

certificate authority (CA) acting as a third party that both communicating parties trust.

The main principles of TLS certificates are encryption, public key, private key,
authentication, and digital signature. Encryption refers to the process of scrambling the
original message such that only the recipient can decrypt and understand the message. Public
key is a cryptographic key that the server or load balancer sends clients to encrypt messages.
Private key is a cryptographic key that only the server or load balancer has and used to
decrypt messages. A private key is never sent out of the server or load balancer.
Authentication refers to the process of clients verifying the identity of a server or load

balancer with the public key by CA. Digital signatures are used to ensure that the certificate
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was not altered in transit by external parties [47]. TLS certificates include domain name, CA,
CA'’s digital signature, issuance date, expiration date, public key, and TLS version. HTTPS is

the practice of establishing a secure TLS connection over insecure HTTP [48].

The three common TLS methods for load balancer are TLS offloading, TLS pass through, and
TLS full proxy. In all the TLS methods load balancer receives HTTPS or encrypted traffic

and the method used determines how to handle the encrypted traffic.

The TLS offloading method refers to the setup where load balancer decrypts the traffic,
interacts with the traffic, and sends the decrypted traffic to pool members. The TLS
offloading method decreases the load of pool members by sparing pool members from
encryption and decryption of traffic, but limitation is that the traffic is sent from load balancer

to pool members in plaintext.

The TLS pass through method refers to the setup where load balancer passes through the
encrypted traffic to pool members without interacting with the traffic. TLS pass through
introduces limitations as the load balancer cannot read or interact with the layer 7 information

of the message such as HTTP headers, cookies, and URL

The TLS full proxy refers to the setup where load balancer decrypts the traffic and re-encrypts
the traffic and sends the encrypted traffic to pool members. The TLS full proxy address the
limitations of TLS offloading and pass through but requires the highest number of resources

from all the methods [49]. The TLS methods are depicted in Figure 10.
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Figure 10 Load balancer common TLS methods [49].
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2.2.5 Network services

Network services are processes that work at layer 7 of the OSI model and provide
infrastructure components and clients the required services to make communication possible
in practice. The network services are provided by specialized servers such as DNS, NTP, and
DHCEP servers that are part of the compute infrastructure. Similar to other topologies in data
centers, DNS, NTP, and DHCP topologies consist of interconnected servers using redundant

paths and links.

DNS converts the hosts’ numeric IP addresses into a more memorable domain name that can
be used by the clients instead of the IP address to reach a host. DNS servers are queried to
resolve a fully qualified domain name (FQDN) by the clients and DNS servers return the
corresponding IP address for the FQDN. DNS servers store different types of records such as
Address (A), NameServer (NS), and Mail Exchange (MX) records. If a DNS server is unable
to resolve a name, the DNS servers contacts other DNS servers in hierarchical manner and
after a match is found and returned to the original DNS server the corresponding IP address

for the name is cached and returned to the client [14].

NTP synchronizes the time among infrastructure components and clients using distributed
time servers called NTP servers. NTP uses a stratum to describe the distance to an
authoritative time source from which the NTP server receives its time. Stratum 1 NTP server
receives its time from directly attached radio or atomic clock and Stratum 2 NTP server
receives its time from a stratum 1 NTP server and so on. NTP is critical to correlating events
between infrastructure components and effectively troubleshooting possible issues. NTP
security features such as access list restriction and authentication are recommended to avoid

any accidental or malicious time synchronization [1].

DHCP automates the assignment of hosts’ IP information using DHCP servers. When a host
that is configured for DHCP and connects to a network that offers DHCP, the host contacts
the DHCP server and requests IP information. The DHCP server offers the IP information
such as the address that is chosen from a range or pool and leases it to the host based on the
server configuration. DHCP is the preferred choice in end user networks such as office
networks, and Virtual Private Networks (VPNs) [50], and management networks such as
Integrated Dell Remote Access Controller (iDRAC) [51] and Integrated Lights-Out (iLO)
[52], where changes are frequent. In data center production networks such as load balancer

virtual servers and backend server networks DHCP usage is rarer due to the nature of data
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center production networks offering services. In other words, frequent changes to services are

not desired.
2.2.6 Network security

Network security refers to securing network access and infrastructure components from
unauthorized access, misuse, and theft physically and logically [53]. Traditional logical data
center network security is implemented using different network segments or zones that are
separated by firewalls that control the traffic between the segments. The different network
segments have common security requirements within the company such as internet,
demilitarized zone (DMZ) [54] or external, internal, and management [55]. The data center

network segments are depicted in Figure 11.
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Figure 11 Data center network logical segmentation.

Traditional data center network security using different network segments has shortcomings
as traffic within a segment is trusted and not controlled and logged by a network firewall and

in case of a compromised server the whole segment is compromised.
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The network security zero trust model [56] can be applied to address traditional data center
network security shortcomings where the concept of trust is eliminated and all resources and
communication are verified, secured, limited, controlled, inspected, and logged [56].
Microsegmentation is part of the zero trust model and architecture that can be accomplished
by different technologies. A trivial traditional microsegmentation example is to place each
server to its own subnet such as /30 and have a network firewall serving as gateway for the
servers but the setup is inefficient and wastes IP addresses. Another traditional
microsegmentation example is Private VLANs (PVLANSs) [57] that is a mechanism to achieve
server isolation in the same subnet. The traditional microsegmentation implementations still
have a degree of trust built into them [58] and are hard to accomplish and operate and
alternative implementations have been developed to allow for flexibility and automation such

as Cisco ACI microsegmentation (uSeg) [1] and VMware NSX Distributed Firewall [59].
2.3 Network automation

Network automation is the process of automating repetitive tasks and standard deliveries in
the network domain such as in data center networks. Network automation offers several
benefits such as reduced operational costs, redirecting network engineers to focus on
development tasks and projects that generate business value rather than doing the same
repetitive operational tasks repeatedly. In addition, network automation produces
deterministic outcomes and therefore decreases the probability of incidents caused by change
as manual and error-prone network configuration processes are minimized. Lastly, network
automation enables faster deployment and delivery without requiring manual intervention or

network configuration via Graphical User Interface (GUI) or CLI [1].

Network automation code or scripts can be written in various programming languages such as
Python [60] and Terraform [61] and run in the network infrastructure components themselves
accessing the shell or Bash of the devices or from a remote server acting as a client. Remote

server can access the network infrastructure components agentless via CLI [62] and APIs [63]

or via an agent that is installed on the devices [1].
2.3.1 CLI based

CLI based network automation refers to scripts that connect to devices’ CLI via Telnet or
SSH and send commands with input parameters to configure the device and return output.

The output from commands such as different show commands is not standardized and can



21

vary greatly depending on the device such as vendor and software version. The non-
standardized output means the network engineer needs to write extra code to parse the data to
only include required information which can be time consuming and error prone [64]. CLI
based network automation is commonly written in Python and many libraries specifically
developed for network automation exist such as Netmiko [65] that can be used to send

commands and return output [66] as shown in Figure 12.

The output typically would have to be parsed by the network engineer to search for specific
information such as operational state and IP address using filtering and regular expressions

(Regex) [67].

: ere—HKoti: $ cat show_ip_int_brief.py
from netmiko import ConnectHandler

from getpass import getpass

import re

ciscol = {
"device_type": "cisco_nxos",
"host": " e=mpecom
"username”: " amn ",
"password": getpass(),

H
command = " show interface vlan 1"

with ConnectHandler(**ciscol) as net_connect:
out