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ABSTRACT

Smart Spaces are composed of heterogeneous sensors and de-
vices that collect and share information. This information
may contain personal information of the users. Thus, secur-
ing the data and preserving the privacy are of paramount
importance. In this paper, we propose techniques for in-
formation security and privacy protection for Smart Spaces
based on the Smart-M3 platform. We propose a) a security
framework, and b) a context-aware role-based access control
scheme. We model our access control scheme using ontolog-
ical techniques and Web Ontology Language (OWL), and
implement it via CLIPS rules. To evaluate the efficiency of
our access control scheme, we measure the time it takes to
check the access rights of the access requests. The results
demonstrate that the highest response time is approximately
0.2 seconds in a set of 100000 triples. We conclude that the
proposed access control scheme produces low overhead and
is therefore, an efficient approach for Smart Spaces.
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1. INTRODUCTION

Smart Spaces (SS) are types of Wireless Sensor Networks
(WSN), that are composed of wearable and embedded sen-
sors and devices that co-operate with each other in order
to make people’s lives smarter and more comfortable. They
also have shown to be successful in efficient energy consump-
tion. The use of Smart Space technology has drawn a lot
of attention in health and well-being, for instance for health
monitoring and remote rehabilitation [9]. Information shar-
ing makes the cooperation of the devices feasible, which on
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the other hand, raises privacy concerns. Hence, the collected
data from the user/environment needs to be protected.

We have developed a Smart-M3-based home gateway that
stores and processes the information gathered from the sen-
sors, in order to automate the user’s actions. An example
of the services the gateway can provide is the virtual re-
mote rehabilitation monitoring with the help of depth sen-
sors such as Kinect [9]. The Smart-M3' is a Multi-device,
Multi-domain, and Multi-vendor platform that was origi-
nally developed at Nokia Research Center in 2009. It is an
inter-operable approach based on principles of the Semantic
Web (SW) [6]. Smart-M3 platform is composed of two types
of components: Semantic Information Brokers (SIB) and
Knowledge Processors (KP). SIB acts as the back bone to
the space and shares the information between KPs. KPs are
agents in the Smart Space including devices, sensors, peo-
ple, and other data providers that can affect, produce and
consume the information on the space [21]. The commu-
nication between SIB and KPs is implemented with Smart
Space Access protocol (SSAP). It allows the KP to join and
leave, query, write and delete data, subscribe and unsub-
scribe to the space [15]. There are several benefits known
for Smart-M3 that motivate projects to take advantages of
it. The most remarkable feature is the publish/subscribe
paradigm implemented on top of the RDF store. The SW
uses Resource Description Framework (RDF) to store and
represent data in a machine understandable manner [12].
This feature enables the subscribers to be notified automat-
ically any time a change happens to the subscribed resource.

In this paper we provide solutions to protect the infor-
mation and privacy of the users in Smart Spaces based on
the Smart-M3 platform. The proposed solutions include a)
a security framework and b) an access control scheme. The
security framework is composed of various components col-
laborating together to support different aspects of security,
such as authentication, authorization and access control.
The proposed access control scheme is Context-Aware Role
Based Access Control (CARBAC). It controls the access of
the users to the system in accordance to their role in the
system and the current context information. We model our
access control scheme via ontological modeling techniques
(ontologies are known to be one of the best ways to present
knowledge), and implement it via C Language Integrated
Production System (CLIPS) rules (CLIPS is a tool based
on C language used for developing expert systems). In the
end, we evaluate the overhead that the proposed access con-
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trol introduces to the system. The remainder of the paper
is structured as follows. Section 2 studies the related work.
Section 3 introduces the proposed security framework and
discusses the proposed access control scheme in detail. In
Section 4 we evaluate the proposed approach and analyze
the results. Concluding remarks are given in section 5.

2. RELATED WORK

In this section, we survey some of the existing security
frameworks, access control schemes and ontologies that are

proposed in the field, and elaborate the novelty of our scheme.

Consec [3] is another context-aware security framework
developed for SS. It is discussed that the context informa-
tion may carry sensitive data of users, so it is essential to
ensure the legitimacy of both the context provider (sensor)
and the context receiver (application). To this end, both
parties authenticate themselves to each other, using Ker-
beros Protocol [17]. The integrity of the communication is
guaranteed using hash functions and digital signature, and
the confidentiality of the communication is guaranteed via
symmetric key cryptography. The context-aware access con-
trol proposed for Smart-M3 in [13] is a combination of Role-
base Access Control (RBAC) and Attribute-based Access
Control (ABAC). It is ABAC, since the context information
(the state of an entity or an activity) is used to give a trust
level to users, and assign roles to users based on the trust
values. It is RBAC, since access permissions are assigned
based on the given roles. There are access control models
that are proposed for different domains, which are not suit-
able for dynamic environments such as Smart Spaces. The
access control model proposed in [11] is meant for web ser-
vices and may not be applicable to an SS. The roles are
activated by the access control system based on the context
information. Users and context information do not influence
the role selection. Another access control model proposed
for web services is [24], in which environment roles and the
pre-defined roles are taken into account for decision making.
Unlike any of the previously discussed related approaches,
our access control model is context aware, role-based, de-
signed for SS, and preserves the privacy of the users through
their preferences. We model our access control scheme us-
ing ontological modeling techniques; they are known as suc-
cessful techniques in representing knowledge and useful for
automatic data reasoning and inferencing. To this aim, we
studied the existing access control ontologies proposed for
context-aware, dynamic and distributed systems. By com-
paring them, we concluded that none of these ontologies
tackles all our security requirements. Thus, we propose an
access control ontology (Section 3.1). Table 1 summarizes
some of the existing access control ontologies and compares
them with ours. The approaches are compared with respect
to: a) the access control model they present, b) context-
awareness, c¢) support for the rules, d) the domains they are
proposed for, e) privacy protection support, and f) access
control at triple level. According to Table 1, we can claim
that our ontology is unique by being context-aware, rule-
based, proposed for Smart Spaces and being able to control
the users’ privacy and access at triple level.

In [22] resources have a set of context conditions. A re-
quester by fulfilling those conditions can access the resource.
In [14] patients give permission for using their information,
and in accordance to these permissions (preferences), the ac-
cess control rules are defined. CoBrA [7] is a set of ontologies

that build a context-aware system together. Privacy protec-
tion ontology is one of the ontologies in CoBrA. The privacy
of the users is protected via the rules defined by them. In [1]
various ontologies are designed to sketch different security
related aspects (credentials, security mechanisms, privacy).
Access to the resources is controlled by pre-defined privacy
policies. OPO [20] is a lightweight vocabulary generated ac-
cording to the users’ privacy preferences to control access
over RDF data (any user has its own Access Control List
(ACL) that defines the access privileges to the data). A re-
quester, in order to gain access to an object, is required to
satisfy a set of attributes that specify who is granted access.
In [16] the proposed access control model is based on users’
behavior, context information, and historical data (the pat-
tern of past actions of the user). The behavior of the users is
tracked to uniquely identify them to provide more customiz-
able services. In [4] all users are issued a set of credentials
by a central issuer. When the user requests to access a re-
source, it receives a set of policies. The policies specify the
requirements for gaining the access. In this model, the pri-
vacy is supported via anonymous credentials (accessing a re-
source without revealing their identity). ROWLBACK [10]
studies the relation between OWL and RBAC. OWL has
successfully been used for expressing the authorized poli-
cies. Our work has been inspired by them, to model our
CARBAC via OWL. SitBAC knowledge framework [19] is a
Situation Based Access Control model that is proposed to
control the access over Electronic Health Records (EHRs).
In this model, the access is controlled according to circum-
stances that match a pre-defined pattern. The access control
policies are specified in accordance with the possible situa-
tions. Privacy in this system is protected via access control
scheme. Proteus [23] is a context-centric policy model based
on semantic technologies. In this approach instead of asso-
ciating the access control rules with the subjects, they are
associated with the context (i.e., the information that de-
scribes the situation of an element). An entity is able to
perform an action, if the current context of the environment
matches the required context of the requester.

Our access control model is a Context Aware Role Based
Access Control (CARBAC) scheme. In this model, roles
are assigned to the users by the administrator when they
register in the system. At run-time, the security rules are
executed to grant/deny access (based on the user’s role and
the context information). Privacy is protected via privacy
rules. Our modeled ontology aggregates all the aspects that
were missing in the existing access control ontologies, by
managing the security and privacy issues related to SS.

3. ASEMANTIC SECURITY FRAMEWORK

In a Smart Space with the main focus on health care
and well-being, it is highly significant to protect the privacy
and confidentiality of patients’ medical and personal data
from unauthorized access while stored or transmitted. It is
even more crucial and difficult to administrate the informa-
tion and physical security in ubiquitous environments with
numbers of participants continuously joining and leaving the
space. Currently, most of the security proposals for the SS
are limited and coarse-grained, that is they control the ac-
cess to the whole data store, for example in the existing
RDF repositories (such as Sesame and Jena). However, we
need to have fine-grained access control at triple level. Al-
though fine-grained access controlling comes with costs and



Table 1: Comparison of access control ontologies and their Smart Space (SS) domains

Reference & Access control model Context| Rule- Domain Privacy | Triple
aware based control level
control
22] Context-based v v Pervasive Computing Environments X X
14] Privacy-centric X v Heterogeneous administrative medical v v
domains
[7) CoBrA, No access control ontologies v 4 Context-aware systems and SS v X
OWL-S Services[1] Ontology-based X v Semantic Web services v X
20] OPO Access Control List (ACL) X v Linked Data v v
16] User Behavior and Capability Based v v Smart Spaces v X
Control Access
4] Credential-based v v XACML and SAML-based systems v X
19] SitBAC v v Smart Spaces v X
23] Proteus, Context-centric v v Pervasive Environments X X
10] ROWLBACK X v Dynamic Environments X X
This work: CARBAC v v Health and well-being SS v v

overhead (more computation and higher response time), it is
acceptable when dealing with highly sensitive information.

We propose a security framework that supports the follow-
ing security objectives: authentication, authorization and
access control. The proposed security framework (Figure 1)
comes on top of an RDF repository to check authenticity, au-
thority, and access right of the requester before accessing the
data repository. Our framework is inspired by some existing
design principals [2]. The framework works as follows: when
arequest comes (1), first the authentication engine in (2) as-
sures that the requester is authentic. If positive, the request
is forwarded (3) to Access Control Engine in (4). There, the
access control rules are executed, and it is checked whether
the requester has the right to perform the requested action.
The access log (6) keeps a record of the recent accesses. Fi-
nally in (8), the result (accessible triples for the requester)
is retrieved from the repository (7) and sent to the user.

1 |Request

. 4 Access Control Engine

Authentication Engine | queries + credentials + requested role T
Critical ——> Normal

2 3 ‘

Extended Query

Inference Engine

’

8

Result (accessible triples)

RDF Repository

Figure 1: Security framework architecture

3.1 Access control scheme

There are different mechanisms used to control the ac-
cess over resources. Among all Role Based Access Control
(RBAC) is known as the most suitable one for health care
information systems. The proposed access control scheme
is a Context-Aware Role Based Access Control (CARBAC),
which is fairly similar to [13] in the way that both are com-
binations of RBAC and ABAC. What makes them different
is that in [13], the roles are conceded to individuals dynam-
ically in accordance with the context; however, in our sys-
tem, roles are allocated statically to the users at the time of
registering in the system by the central administrator, and
assigned dynamically at the time of logging into the sys-
tem. For more flexibility, users may have several roles, one
of which is activated for them when logging in the system.
The proposed access control scheme is called Context-Aware
RBAC, because it has the characteristics of RBAC, and is
context aware. It is RBAC, since users get permissions/pro-
hibitions for accessing a resource, according to their roles
in the system. It is context aware, since in three different
points context information affects the access control. These
point are: a) when the context information defines that the
situation is critical, b) when the context information affects
what role is assigned to a user, and c) when the context
information affects how the rules are executed. The effect
of context information on access control is discussed in 4.2.
in detail. The other attribute that differentiates our pro-
posed scheme from traditional RBAC is that, for privacy
protection purposes, users of the system have the authority
to specify access control rules according to their preferences.

3.2 Access control ontology and rules

To represent and classify knowledge, there are two differ-
ent approaches: data-driven and knowledge-driven. Data-
driven methods rely on machine learning and statistical ap-
proaches. Although they have shown to be accurate in many
domains, they are not appropriate in dynamically chang-
ing environments, such as smart Spaces. For such environ-
ments, knowledge-driven techniques are preferably used; for
instance, rule-based systems and ontological approaches [8].

In terms of modeling context information, several models
are available: object oriented, graphical, logic based, key-
value and ontology-based models [5]. In the proposed ar-
chitecture, the ontology based model is chosen due to its
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Figure 2: Access control ontology. Users choose credentials to login to the system. Then, they activate a
role to get rights for accessing data. The data is provided by data providers that belong to the users.

advantages: a) it is flexible, expressive and generic; b) it is
the most favorable method to model context information; ¢)
we can take advantage of ontology reasoning and automatic
code generation [18].

Figure 2 depicts the access control ontology proposed in
this paper. Users choose credentials (with different trust
levels) to authenticate themselves to the system. Users in
the system can have several roles, but can activate one role
at a time. By activating roles, users get rights to access the
data. The rights are permissions/prohibitions to perform
the four actions: read, update, delete, and query data. As
discussed, in order to support the privacy of the users, they
are able to define some access rights to have more restrictions
on their own data. In Figure 2, there are relations between
the classes, User and Data to define if a subject (User) is
permitted /prohibited to perform action on a specific object
(Data). These relations are similar to the relations between
the roles and the data entities. The data is provided by data
providers (captured by the devices/sensors), or users (their
personal data).

Our OWL ontology was modelled with Protégé 4.2 edi-
tor and is available online?. An ontology is composed of
various components, including Classes, Object Properties,
Data Properties and Individuals. Individuals (represented
by diamonds in Protégé) are the objects we are interested
in. Classes (represented by circles) are the abstract concept
used to group individuals of certain type. Individuals are
connected to each other via properties, which are classified
as object properties mapping two individuals together, and
data properties mapping an individual to a data value. Sev-
eral characteristics are defined for properties; The following
are examples of various types of properties in our ontology:
a) Functional Property: there is only one single individ-
ual corresponding to the given property. For instance, in

https://github.com/NataliaDiaz/AccessControlOntology

(LocationShohreh hasDataProvider GPSShohreh), hasDat-
aProvider is a functional property because there is only one
value (an individual, GPSShohreh) to be related to the in-
dividual LocationShohreh.

b) Transitive Property: If individual I1 is associated with
individual 12 and 12 is associated with individual 13, we can
deduce that I1 and I3 are linked via property P. For instance:
If (Shohreh hasRole StressPatient) and (StressPatient has-
ReadPermission stressLevel-Shohreh) then we can deduce
that (Shohreh hasReadPermission stressLevelShohreh,).

¢) Symmetric Property: If individual I1 is linked to indi-
vidual 12 via a symmetric property, then we can claim that
12 is linked to I1 via the same property. For example, if
(Coralie isFamilyWith Shohreh), then (Shohreh isFamily-
With Coralie).

d) Anti-Symmetric Property: If individual I1 is related to
individual 12 via anti-symmetric property P, then we cannot
say that 12 is linked to I1 via the same property P. For ex-
ample, if (Natalia hasCredential fingerprintNatalia), then we
cannot say that (fingerprintNatalia hasCredential Natalia).
e) Reflexive Property: A reflexive property links an individ-
ual I to itself. As an example, in the triple (Shohreh knows
Shohreh), the property P = knows is a reflexive property
where I = Shohreh.

In our system, the access control policies are expressed via
rules. At run-time, the rules are executed in order to decide
whether an agent is permitted or prohibited to perform an
action. For writing the access control rules, we used CLIPS
version 6.24. CLIPS itself is developed in C language, and
has been used in improvement of expert system technology.
Our access control rules include two sets of rules: the rules
designed by the administrator, and the rules defined by the
user for privacy protection purposes. Users may determine
particular individuals to be permitted/prohibited to access
their data. The user defined rules have higher priority than
the admin rules. For instance, the user Jack with the role of



Doctor, by default, has all access permissions (read, write,
update and delete) over the users’ medical history. Another
user, Maria, with the role of Patient, declares that Jack
should only be permitted to Read her medical history and
be banned from other actions. As a result, Jack is only
eligible to Read the medical history of Maria. Moreover,
in our access control rules we have designated the negative-
negative strategy. It means that in cases of ”conflict” (when
a triple comes in the scope of both positive and negative
permissions) and "not-defined” (no access right defined) we
consider prohibition of an action.

As mentioned earlier, in our access control scheme, con-
text information affects the execution of the access control
rules at three points:

1. The impact of the context information in reporting
the patient’s medical status: If some pre-defined emer-
gency conditions are satisfied, e.g., the user’s heart
beat rises unexpectedly, the status will be reported
as “critical”. To define the critical situation, differ-
ent information is collected from different sources. For
instance, when the user’s sensor shows a high heart
rate, the space should check from the user’s calendar
whether he/she is in a gym, or resting at home. Then
it can decide whether the rise in the heart rate is due
to a normal activity or if it is a critical situation. In a
critical situation, no control for the access is checked.
This eliminates the required time for authorization and
access control for caregivers assisting the patient.

2. The impact of the context information in role alloca-
tion: At this point, some run-time parameters take
part in decision making. For instance, The context of
location and time may be taken into account in de-
ciding which role and, consequently, which restrictions
the user may have. For example: a doctor is restricted
to only read the medical history of the patients after
office time or outside the hospital:

(triple (Shohreh, hasRole, Doctor))

(triple (Shohreh, hasData, LocationShohreh))

(triple (LocationShohreh, hasValue, TrainStation)) =
(assert(triple(Shohreh,role HasRead PermissionOnData,
?MedicalHistory)))

4. ACCESS CONTROL EVALUATION

The case study focuses on an eHealth information system,
in which there is a range of personal and medical informa-
tion of the users stored on the SIB. Users take the available
roles, e.g., patient, doctor, and patient’s family member. In
accordance with the roles, they are given privileges to access
the data on the SIB. We perform an experiment to measure
the required time to check the access for four different types
of requests: write new data to the SIB, read, delete and up-
date the data, for different data set sizes. The size of the SIB
grows exponentially by increasing the number of the triples
(from 1 to 100000). From the result of the response times,
we can have an estimation on the overhead that our access
control scheme brings to the system.

The experiment is done on an Intel Core 2 Duo CPU
E8500 @ 3.16GHz, on a virtual machine with a RAM of
1.5 GB, and Ubuntu 12.04 LTS running Python M3 library.

We evaluated the overhead of the access control scheme by
measuring the time it takes to check the access right, when a
request is received. The experiment is done for four different

Table 2: Access control times for different sizes of SIB per
operation in seconds

| #Triples‘f Read | Write | Delete | Update |
1 0.00471 | 0.00621 | 0.00422 | 0.00738
10 0.00407 | 0.00582 | 0.00439 | 0.00607
100 0.00387 | 0.00750 | 0.00408 | 0.00680
1000 0.00539 | 0.00905 | 0.00496 | 0.00909
10000 0.01908 | 0.03672 | 0.02008 | 0.03145
100000 | 0.10668 | 0.20454 | 0.10594 | 0.19553

operations supported by SSAP protocol (read, write, delete
and update a triple). We repeat the experiment for datasets
with different numbers of triples, ranging from 1 to 100000.
The result of the experiment is presented in Table 2. Ac-
cording to the table, the highest response times belong to the
requests for update and write in the 100000-triple dataset.

The result is also illustrated as a plot in Figure 3. The
response times to check the access rights for four different
actions are displayed in distinct colors. As seen in the figure,
with the enlargement in the size of the SIB, the execution
time grows gradually for each plot. Throughout the whole
experiment, the graphs related to the response time of the
Write Request and Update Request have approximately the
same scheme. Their similar functions at triple level explain
this behavior. Moreover, these two requests hold higher re-
sponse times than the other two. The Delete Request ap-
pears to be the fastest request to be checked in execution
time because in this operation no value is returned.
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Figure 3: Average time for different access control
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S. CONCLUSION

In this paper, we proposed a security framework and an
access control scheme for Smart-M3 based spaces. We im-
plemented the scheme via CLIPS rules and evaluated it by
measuring the response time of controlling an access re-
quest. The attained results showed that the response times
related to write and update requests had approximately the



same value in the whole experiment, because of their similar
functionality at triple level. While these two requests had
the slowest response times, delete was the fastest request to
check the access for. We concluded that our access control
scheme introduces only a small overhead to the system. The
highest response time was 0.2 seconds (to check the access
right for a write or an update request. This small overhead
is acceptable considering the importance of the security and
privacy that the approach provides for the system.

Our future work will include the implementation of secu-
rity alerts using the publish/subscribe mechanism supported
by the Smart-M3. Security alerts can be implemented for
two different situations: a) the critical situation in the user’s
health status, and b) access to the data that the user has
labeled as highly sensitive.
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