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Abstract

Digital voting systems represent a significant evolution in the democratic
process, offering the potential to improve accessibility, efficiency, and trans-
parency in elections. Despite technological advances, widespread adoption
remains limited due to concerns about security, usability, and practical de-
ployment. This thesis examines three prominent digital voting systems —
Helios, Estonian i-Voting, and Voatz — to assess their readiness for large-
scale democratic use.

The research addresses key questions regarding the security and crypto-
graphic robustness, usability and accessibility, and practical deployment char-
acteristics of these systems. A qualitative comparative case study method-
ology is employed, drawing on published literature, technical documentation,
security audits, and real-world deployment reports. Each system is analysed
across multiple dimensions, including privacy, integrity, verifiability, coercion
resistance, voter experience, infrastructure requirements, and operational per-
formance.

Findings highlight that while each system demonstrates innovative solu-
tions to digital voting challenges, significant trade-offs exist between security,
usability, and scalability. Helios provides strong theoretical guarantees and
transparency in organizational elections, but practical usability remains a con-
cern. Estonian i-Voting demonstrates the feasibility of national-scale internet
voting supported by robust digital identity infrastructure, yet concerns about
coercion and system transparency persist. Voatz illustrates the potential of
mobile blockchain-based voting but faces critical security vulnerabilities and
limited public trust.

This study contributes a systematic, multi-dimensional comparison of dig-
ital voting systems, providing insights for policymakers, election administra-
tors, and researchers. By evaluating existing implementations in terms of
security, usability, and deployment readiness, the thesis informs future devel-
opment and adoption strategies for digital voting technologies.
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1 Introduction

1.1 Background and Motivation

Democracy has always depended on one central act: voting. From the assemblies of
ancient Greece to today’s modern representative democracies, voting has been the
way citizens express their political will and influence governance [22]. As societies
move further into the digital age, the traditional paper-based ballot is increasingly
being reconsidered. Technological innovations now offer the possibility of elections
that are more efficient, more accessible, and potentially more transparent [4].

Digital voting constitutes one of the most significant advancements in the electoral
process since the late nineteenth century, when mechanical voting machines were
first introduced [4]. These systems use cryptographic methods, secure networks, and
user-friendly interfaces to allow citizens to cast their votes electronically [5]. This can
take place through dedicated machines in polling stations or remotely via internet-
connected devices. The potential benefits are significant. Benefits include lower
administrative costs, quicker result tabulation, enhanced accessibility for citizens
with disabilities or those residing in remote areas [6], and, in certain cases, increased
transparency facilitated by cryptographic verification [4].

In recent years, the impetus to adopt digital voting has intensified due to several
converging trends [26]. Younger generations, familiar with digital services in nearly
every aspect of life, increasingly anticipate that government services, including vot-
ing, will be accessible digitally [26]. At the same time, concerns about election
security and integrity have encouraged interest in systems that can provide verifi-
able guarantees of privacy and correctness [9]. Digital voting is not simply a matter
of convenience or modernization. For groups such as military personnel stationed
abroad, expatriates, or citizens with mobility limitations, these systems can provide
genuine access to democratic participation [30].

Several countries have experimented with or adopted digital voting with varying
levels of success. Estonia is the most prominent example, having conducted internet
voting in legally binding elections since 2005. The system has processed over 1.9 mil-
lion votes across multiple election cycles, demonstrating that digital voting can work
at a national scale [33, 16].Studies show that participation in Estonian i-Voting grew
steadily between 2005 and 2015 [33]. The Estonian approach relies on the country’s
digital infrastructure, including mandatory digital identity cards supported by PKI
certificates [31]. Switzerland has also tested digital voting in several cantons. The
Geneva internet voting platform, for example, has been used by tens of thousands
of voters in federal and cantonal elections [4]. In the United States, digital voting
initiatives have been more limited, focusing mainly on overseas military personnel.
The Voatz mobile voting platform has been piloted in several states, but it has
attracted strong criticism because of identified security vulnerabilities [30].

Research-driven systems have also contributed to the development of the field.
Helios, designed by Ben Adida, is widely used for organizational elections and has
provided an important testbed for end-to-end verifiable voting protocols [2]. Its use
in university elections has highlighted both its value and the difficulties of imple-
menting open-audit systems [3]. Other research projects such as Scantegrity have
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demonstrated how paper-based ballots can be combined with cryptographic veri-
fication to achieve stronger guarantees of security [12]. Theoretical contributions,
including Benaloh’s work on verifiable elections, continue to influence the design of
modern systems [8].

Despite these advances, the adoption of digital voting remains difficult. Techni-
cal, social, and political challenges must be addressed before it can be considered
ready for widespread use. From a technical perspective, ensuring the essential re-
quirements of democratic elections—privacy, integrity, verifiability, and resistance
to coercion—is highly complex. In traditional paper-based systems, these properties
are supported through physical safeguards and human oversight. In digital systems,
however, they rely on cryptographic protocols and software implementations that
are not easy for ordinary citizens to understand or verify.

Security concerns are perhaps the most significant obstacle. Cyberattacks, mal-
ware, and insider threats could undermine electoral confidence if not addressed ef-
fectively [9]. Several audits have revealed critical weaknesses in existing systems,
such as the Voatz platform, which was found to have multiple attack vectors [30].
Usability is another critical consideration. A voting system must be accessible to all
citizens, including the elderly, individuals with disabilities, and those with limited
digital literacy. Yet strong security measures often introduce complex verification
steps that can confuse or discourage voters [1]. Beyond the technical challenges,
trust plays a decisive role. Public acceptance of digital voting varies widely. In
some contexts, concerns about surveillance, privacy, and the possibility of manipu-
lation outweigh any potential benefits [4].

1.2 Problem Statement

Despite the development and testing of numerous digital voting systems, significant
uncertainty remains regarding their security, usability, and readiness for democratic
deployment. Existing literature tends to focus either on highly technical analy-
ses aimed at cryptography experts or on broad policy discussions lacking technical
depth. As a result, there is a gap in balanced, comparative evaluations that integrate
both perspectives to guide policymakers, election officials, and researchers.

In particular, there is limited understanding of how digital voting systems address
core election properties such as verifiability, privacy, and resilience against attacks.
Although many systems claim to provide these guarantees, their actual security
assurances, practical limitations, and performance in real-world conditions are often
unclear.

Usability and accessibility remain relatively underexplored, despite the fact that
the success of any voting system relies on voter acceptance and effective use. Co-
ercion resistance, especially in the context of remote voting, is also inadequately
studied, leaving potential vulnerabilities to vote buying or undue influence. Conse-
quently, a systematic, multi-dimensional evaluation is essential to assess the trade-
offs, strengths, and limitations of existing digital voting systems.
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1.3 Objectives and Research Questions

This thesis aims to provide a comprehensive analysis and comparison of prominent
digital voting systems to evaluate their readiness for large-scale deployment in demo-
cratic elections. The research is guided by three primary objectives that address the
identified gaps in current understanding.

The first objective involves conducting a thorough security analysis of selected
digital voting systems, evaluating their implementation of fundamental voting prop-
erties including privacy, integrity, verifiability, and coercion resistance. This analysis
will identify the cryptographic techniques employed by each system and assess their
effectiveness in providing security guarantees under realistic threat models.

The second objective focuses on evaluating and comparing the usability and ac-
cessibility characteristics of digital voting systems, examining their suitability for
diverse voter populations and identifying potential barriers to adoption or effective
use. This assessment will consider both voter-facing interfaces and administrative
requirements.

The third objective involves analyzing the practical aspects of digital voting sys-
tem deployment, including scalability, performance characteristics, infrastructure
requirements, and real-world implementation experiences. This evaluation will in-
form understanding of the feasibility of large-scale adoption.

The research is structured around several key questions:

� Security and Cryptographic Robustness: What cryptographic techniques
do prominent digital voting systems employ to ensure privacy, integrity, and
verifiability? How effectively do these systems resist common attack vectors
including malware, network attacks, and insider threats? What assumptions
and limitations exist in the security models employed by different systems?

� Usability and Accessibility: How do digital voting systems address the
needs of diverse voter populations, including elderly users, individuals with
disabilities, and those with limited technological experience? What are the
cognitive and procedural demands placed on voters by different verification
and interaction mechanisms? How do usability requirements conflict with
security objectives, and how do different systems resolve these tensions?

� Practical Deployment Readiness: What infrastructure requirements and
administrative processes are necessary for successful deployment of digital
voting systems? How do these systems perform under realistic load condi-
tions and network constraints? What lessons can be learned from real-world
deployments regarding system reliability, public acceptance, and operational
challenges?

� Comparative Assessment: How do prominent digital voting systems com-
pare across security, usability, and practical deployment dimensions? What are
the key trade-offs and design decisions that differentiate these systems? Which
approaches show the most promise for large-scale democratic elections?
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1.4 Scope of the Thesis

This thesis focuses on the analysis and comparison of three prominent digital voting
systems that represent different approaches to secure electronic voting: Helios, Es-
tonian i-Voting, and Voatz. These systems were selected to provide diverse perspec-
tives on digital voting implementation, ranging from academic research platforms
to nationally deployed systems to commercial mobile voting solutions.

Helios was selected as a representative of academic research in end-to-end veri-
fiable voting systems. Developed by Ben Adida and widely used in academic and
organizational elections, Helios embodies many of the theoretical principles of cryp-
tographically secure voting while providing practical implementation experience.
Its open-source nature and extensive academic analysis make it an ideal subject for
detailed technical evaluation.

The Estonian i-Voting system represents the most successful large-scale imple-
mentation of internet voting in legally binding elections. With over fifteen years of
operational experience and millions of votes cast, it provides unique insights into
the practical challenges and solutions for national-scale digital voting deployment.
The system’s integration with Estonia’s comprehensive digital identity infrastruc-
ture offers lessons for other jurisdictions considering similar implementations.

Voatz represents the emerging category of blockchain-based mobile voting sys-
tems and demonstrates the application of distributed ledger technology to electoral
processes. Despite facing significant security criticism, its deployment in actual U.S.
elections and focus on mobile accessibility provide important perspectives on modern
digital voting approaches and their limitations.

The analysis employs a multi-dimensional framework that evaluates each system
across three primary categories: security, usability, and practical deployment. This
thesis focuses specifically on the technical and practical aspects of digital voting sys-
tems rather than the broader political, legal, or policy implications of their adoption.
While these broader considerations are acknowledged as important, they are beyond
the scope of this technical analysis. The research does not include experimental se-
curity testing or penetration testing of the selected systems. Instead, it relies on
published security analyses, academic literature, and publicly available documen-
tation. This approach ensures that the research remains within ethical boundaries
while providing comprehensive analysis based on established findings. The thesis
does not propose new cryptographic protocols or voting system designs. Rather, it
focuses on evaluating and comparing existing implementations to provide insights
that can inform future development and deployment decisions.

1.5 Methodology Overview

The research employs a qualitative comparative case study methodology, analyz-
ing each selected voting system through multiple lenses to provide comprehensive
understanding of their capabilities and limitations. The methodology combines liter-
ature review, technical analysis, and comparative evaluation to address the research
questions systematically.

Data collection involves comprehensive review of academic literature, technical
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documentation, security audit reports, and real-world deployment studies. Primary
sources include peer-reviewed publications, system specifications, security analyses,
and official reports from election administrators and oversight bodies. The analysis
framework applies consistent evaluation criteria across all selected systems, enabling
meaningful comparison and identification of relative strengths and weaknesses. This
structured approach ensures that the research findings provide actionable insights for
stakeholders involved in digital voting system evaluation and deployment decisions.

1.6 Thesis Structure

This thesis is organized into seven chapters that systematically address the research
objectives and questions. The introduction provides background context, problem
definition, research objectives, and scope delineation. The literature review surveys
existing research on digital voting systems, cryptographic techniques, security re-
quirements, and implementation challenges. The theoretical framework establishes
the analytical foundation for system evaluation, including security properties, threat
models, and evaluation criteria.

The methodology chapter details the research approach, system selection ratio-
nale, and analytical procedures. The case studies chapter presents detailed analysis
of each selected voting system, examining their architecture, security properties,
and implementation characteristics. The comparative analysis synthesizes findings
from the individual case studies to provide systematic comparison and identify key
insights. The discussion and conclusions chapter interprets the research findings,
discusses implications for digital voting adoption, and identifies directions for fu-
ture research. The thesis concludes with comprehensive references and appendices
containing supplementary technical details and analysis frameworks.
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2 Literature Review

2.1 Overview of Voting Systems

The evolution from mechanical to electronic voting systems represents more than
a technological transition; it embodies a fundamental shift in how democratic soci-
eties balance efficiency, security, and public trust. The mechanical lever machines of
the early 20th century, while primitive by today’s standards, established important
precedents for voting system design by prioritizing voter privacy through physical
booth isolation and providing immediate feedback through mechanical indicators.
The punch-card systems introduced in the 1960s represented the first significant
attempt to combine paper-based recording with automated tabulation. These sys-
tems, most notably the Votomatic machines, used pre-scored paper cards that voters
punched to indicate their choices. While these systems improved counting efficiency
and reduced human error in tabulation, they introduced new failure modes includ-
ing incomplete punches (hanging chads) and multiple punches that became critically
important during the 2000 U.S. presidential election controversy [4].

The transition to Direct Recording Electronic (DRE) systems following the Help
America Vote Act of 2002 marked a significant acceleration in electronic voting
adoption. These systems eliminated paper ballots entirely, storing votes in elec-
tronic memory and providing digital interfaces for voter interaction. Early DRE
implementations offered significant advantages in terms of ballot flexibility, multi-
language support, and accessibility features for voters with disabilities. However,
the absence of voter-verified paper audit trails in many early systems created serious
concerns about auditability and public verifiability [28].

The concept of software independence, as articulated by Rivest and Wack (2006),
became a central principle in voting system evaluation. Software-independent vot-
ing systems are those in which an undetected change or error in software cannot
cause an undetectable change or error in election outcome. This principle high-
lighted the fundamental limitation of paperless electronic voting systems and drove
the development of voter-verified paper audit trail (VVPAT) requirements in many
jurisdictions. Optical scan systems emerged as a compromise solution that main-
tained the auditability of paper ballots while providing the efficiency benefits of
electronic tabulation. These systems require voters to mark paper ballots using
specified methods (typically filling in bubbles or connecting arrows), which are then
processed by scanning equipment that interprets the marks and tabulates results.
The dual nature of optical scan systems - combining human-readable paper records
with machine-readable electronic processing - addresses many of the auditability
concerns associated with DRE systems while maintaining operational efficiency [14].

The security model underlying optical scan systems relies on the principle of
separating ballot marking from ballot counting. Voters create permanent, human-
readable records of their choices that can be examined during recounts or audits,
while automated scanning reduces the time and labour required for initial vote
counting. This separation enables election officials to verify electronic tallies against
paper records when discrepancies are suspected or audits are required.

The fundamental principles underlying secure voting systems have been exten-
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sively studied in the academic literature. Benaloh [8] identified the core requirements
for verifiable elections, emphasizing the importance of enabling voters to verify that
their votes were cast as intended, recorded as cast, and tallied as recorded. These
verification requirements form the foundation for end-to-end verifiable voting sys-
tems.

2.2 Theoretical Foundations of Digital Voting

The theoretical framework for digital voting systems extends beyond basic crypto-
graphic primitives to encompass fundamental questions about the nature of demo-
cratic participation and the role of technology in electoral processes [8, 13]. The work
of Benaloh (2006) established that verifiable elections must satisfy three distinct but
interconnected requirements: cast-as-intended verification (ensuring that voters’ in-
tended choices are properly recorded), recorded-as-cast verification (confirming that
recorded votes are not altered during processing), and tallied-as-recorded verifica-
tion (demonstrating that the final tally accurately reflects all recorded votes) [8,
28].

Cast-as-intended verification presents unique challenges in digital voting systems
because it requires enabling voters to confirm their vote choices without compro-
mising ballot secrecy [8]. Traditional paper-based voting provides implicit cast-as-
intended verification through the physical act of marking a ballot that voters can
observe before submission. Digital voting systems must provide equivalent assur-
ance through cryptographic or procedural mechanisms that may not be intuitive to
voters [8]. The mathematical foundations of privacy preservation in digital voting
systems draw heavily from the theory of secure multi-party computation. The chal-
lenge lies in enabling multiple parties (voters, election officials, observers) to jointly
compute election results while keeping individual contributions (votes) private. Ho-
momorphic encryption schemes, particularly those based on the discrete logarithm
problem, provide the mathematical tools necessary to perform computations on en-
crypted data without revealing the underlying plaintext values [27].

The Paillier cryptosystem, with its additive homomorphic properties, enables the
direct addition of encrypted votes to produce encrypted tallies [27]. This mathe-
matical property is particularly well-suited to voting applications because election
results are typically computed through simple addition operations. The security of
the Paillier system relies on the computational difficulty of factoring large composite
numbers, a problem that is widely believed to be intractable for sufficiently large
key sizes [27]. Integrity guarantees in digital voting systems must address both ac-
cidental errors and intentional manipulation. Cryptographic hash functions provide
fundamental tools for ensuring data integrity by producing fixed-size fingerprints
of data that change dramatically with any modification to the input. Merkle trees
and other authenticated data structures enable efficient verification of large datasets
while maintaining strong integrity guarantees [5].

The concept of end-to-end verifiability represents a significant theoretical advance
over traditional auditing approaches. Rather than relying on procedural controls and
trusted parties, end-to-end verifiable systems provide mathematical proofs that elec-
tion results are correct. This approach shifts the trust model from reliance on system
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components and operators to reliance on publicly verifiable mathematical properties
[2]. Individual verifiability protocols must balance the competing requirements of
enabling voters to verify their ballot inclusion while preventing coercion and vote
buying. Receipt-based systems typically provide voters with cryptographic commit-
ments or encrypted representations of their votes that can be verified against publicly
posted election data. The challenge lies in ensuring that these receipts cannot be
used as proof of vote choice to external parties [13]. Universal verifiability extends
beyond individual vote verification to enable any interested party to verify the cor-
rectness of the overall election process. This typically involves publishing sufficient
cryptographic evidence to allow independent verification of key operations includ-
ing ballot validation, vote tallying, and result computation. The implementation of
universal verifiability requires careful attention to the completeness and accessibility
of published verification data [8]. Coercion resistance and receipt-freeness represent
some of the most challenging theoretical problems in digital voting system design
[24]. Traditional polling place voting provides natural coercion resistance through
the secret ballot environment and the inability of voters to prove their vote choices
to external parties [24]. Remote digital voting systems must provide equivalent
protection through cryptographic or procedural mechanisms [24].

The theoretical framework for coercion resistance, as developed by Juels (2005),
requires that voters be able to interact with coercers in ways that are indistinguish-
able from compliant behavior while actually casting their true vote preferences [24].
This requirement is particularly challenging in systems that provide individual ver-
ifiability, as verification mechanisms may potentially be exploited by coercers to
confirm voter compliance. Receipt-freeness protocols, such as those developed by
Delaune (2009), require that voters cannot generate convincing proof of their vote
choices even if they wish to do so. This property helps prevent vote buying by
eliminating the ability of voters to demonstrate their compliance with purchaser
demands. The implementation of receipt-freeness often requires sophisticated cryp-
tographic protocols that may conflict with usability requirements.

2.3 Cryptographic Techniques in Digital Voting

The application of advanced cryptographic techniques to voting systems requires
careful consideration of both theoretical security properties and practical imple-
mentation constraints. Homomorphic encryption, while providing strong privacy
guarantees, introduces computational overhead that must be managed in large-
scale election deployments. The exponential ElGamal encryption scheme used in
systems like Helios requires careful parameter selection to balance security levels
with computational efficiency [2]. The security of ElGamal encryption relies on
the discrete logarithm problem in finite fields or elliptic curve groups. For voting
applications, the choice of mathematical group significantly impacts both security
and performance characteristics. Elliptic curve implementations generally provide
equivalent security levels with smaller key sizes, reducing computational and storage
requirements. However, the complexity of elliptic curve arithmetic may present im-
plementation challenges that increase the risk of cryptographic vulnerabilities [17].
Zero-knowledge proof systems used in voting applications must satisfy three fun-
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damental properties: completeness (honest provers can convince honest verifiers),
soundness (dishonest provers cannot convince honest verifiers), and zero-knowledge
(verifiers learn nothing beyond the validity of the proven statement). The imple-
mentation of these properties in practical voting systems requires careful attention
to the specific cryptographic constructions and their security assumptions [20].

Non-interactive zero-knowledge proofs, particularly those generated using the
Fiat-Shamir transform, are commonly used in voting systems to avoid the com-
munication overhead of interactive protocols. However, the security of Fiat-Shamir
proofs relies on the random oracle model, which may not accurately reflect the se-
curity properties of practical hash functions. This gap between theoretical security
guarantees and practical implementations represents an ongoing challenge in cryp-
tographic voting system design. Mix networks provide an alternative approach to
achieving ballot privacy by breaking the link between voters and their encrypted bal-
lots through cryptographic shuffling. The security of mix networks depends critically
on the honest operation of at least one mixing server, creating a distributed trust
model that may be more robust than systems relying on single trusted parties. How-
ever, the verification of mix network operations requires sophisticated cryptographic
proofs that can be computationally expensive for large elections [13]. Verifiable mix
networks, as developed by Furukawa and Sako (2001), provide cryptographic proofs
that mixing operations were performed correctly without revealing the permutation
applied to the input ballots [19]. These proofs enable public verification of mix
network integrity while maintaining ballot privacy. The computational complexity
of generating and verifying these proofs scales with the number of ballots being
mixed, potentially creating performance bottlenecks in large elections. Threshold
cryptography addresses the key management challenges inherent in cryptographic
voting systems by distributing trust among multiple parties. In threshold decryp-
tion schemes, the private key needed to decrypt ballots is shared among multiple
trustees using secret sharing techniques. A threshold number of trustees must coop-
erate to perform decryption operations, preventing any single party from unilaterally
accessing ballot contents [29].

The implementation of threshold cryptography in voting systems requires careful
attention to key generation ceremonies, trustee selection processes, and key recov-
ery procedures. Key generation ceremonies must ensure that private key shares are
distributed securely and that no single party learns the complete private key during
the generation process. Trustee selection must balance technical expertise with in-
dependence and trustworthiness considerations. Digital signature schemes provide
authentication and non-repudiation services in voting systems, enabling the verifica-
tion of ballot authenticity and system integrity. The Estonian i-Voting system relies
heavily on PKI infrastructure, requiring voters to use cryptographic smart cards
for ballot signing and authentication. This approach provides strong authentication
guarantees but requires comprehensive key management infrastructure and sophis-
ticated end-user devices [31]. The security of PKI-based voting systems depends on
the integrity of the entire certificate authority hierarchy and the secure operation
of smart card infrastructure. Compromise of certificate authorities or smart card
manufacturing processes could undermine the security of the entire voting system.
Additionally, the requirement for specialized hardware (smart cards and card read-
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ers) may create accessibility barriers for some voters. Blind signature schemes, as
introduced by Chaum (1983), provide a mechanism for separating voter authentica-
tion from ballot casting. In blind signature protocols, voters can obtain signatures
on their ballots without revealing ballot contents to the signing authority. This sep-
aration enables voting system architectures that authenticate voter eligibility during
one phase of the election process and collect anonymous ballots during a separate
phase. The implementation of blind signature schemes in practical voting systems
faces several challenges. The blind signature protocols require multiple rounds of
communication between voters and signing authorities, potentially creating per-
formance bottlenecks during peak voting periods. Additionally, the prevention of
double-voting requires careful protocol design to ensure that voters cannot obtain
multiple valid signatures for the same election.

2.4 Existing Digital Voting Systems

The landscape of digital voting systems encompasses a diverse range of implemen-
tations, from academic research prototypes to commercially deployed systems used
in legally binding elections. Examining these implementations provides insights into
the practical challenges and trade-offs involved in deploying digital voting technol-
ogy.

2.4.1 Helios Voting System

The Helios voting system represents the most widely studied implementation of end-
to-end verifiable voting, with deployments spanning over a decade and encompassing
hundreds of elections across diverse organizational contexts. The system’s architec-
ture embodies a careful balance between cryptographic rigor and practical usability,
though this balance has revealed fundamental tensions between security guarantees
and user experience [3]. The cryptographic foundation of Helios rests on exponential
ElGamal encryption, which enables homomorphic tallying while maintaining compu-
tational efficiency for moderate-scale elections. The choice of exponential ElGamal
over standard ElGamal encryption reflects a design decision that prioritizes tallying
efficiency over encryption/decryption performance. In exponential ElGamal, vote
values are encoded in the exponent of the group generator, enabling direct addition
of encrypted votes through group multiplication operations [2].

The zero-knowledge proof system in Helios serves multiple verification purposes
simultaneously. Ballot validity proofs demonstrate that encrypted ballots contain
legitimate vote choices without revealing the actual votes. These proofs prevent
voters from casting invalid ballots that could disrupt the tallying process while
maintaining ballot privacy. The implementation uses Chaum-Pedersen proofs for
individual candidate selections and disjunctive proofs for ballot validity, striking a
balance between proof size and verification efficiency [15]. Individual verifiability
in Helios operates through a receipt mechanism that provides voters with crypto-
graphic evidence of ballot inclusion without compromising privacy. Voters receive
smart ballot tracker codes that correspond to their encrypted ballots on the pub-
lic bulletin board. The verification process requires voters to locate their ballots
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using the tracker codes and verify the associated cryptographic proofs. However,
usability studies have consistently shown that voter comprehension and utilization
of verification procedures remains problematic [1].

The bulletin board architecture in Helios serves as the foundation for universal
verifiability by providing a publicly accessible repository of all election data neces-
sary for verification. The bulletin board contains encrypted ballots, cryptographic
proofs, election parameters, and verification software. This transparency enables
independent third parties to verify election integrity without requiring access to
private system components or trusted election officials. Real-world deployments of
Helios have provided valuable insights into the practical challenges of cryptographic
voting systems. The system has been used successfully in numerous low-stakes elec-
tions, including university student government elections, professional association
voting, and academic conference program committee selections. These deployments
have demonstrated both the feasibility of end-to-end verifiable voting and the persis-
tent challenges in achieving widespread voter participation in verification activities
[3]. Performance analysis of Helios deployments has revealed scalability limitations
that may impact its suitability for large-scale public elections. The computational
overhead of homomorphic tallying grows linearly with the number of ballots and
candidates, potentially creating performance bottlenecks in elections with hundreds
of thousands of voters. Additionally, the bandwidth requirements for download-
ing and verifying election data may be prohibitive for voters with limited internet
connectivity.

2.4.2 Estonian i-Voting System

Estonia’s internet voting system represents the most successful large-scale implemen-
tation of remote digital voting in legally binding elections. Since 2005, Estonia has
used internet voting for local, parliamentary, and European Parliament elections,
with consistent growth in adoption rates among eligible voters [33]. The Estonian
system leverages the country’s comprehensive digital identity infrastructure, includ-
ing mandatory identity cards equipped with PKI certificates. Voters authenticate
using their identity cards and PIN codes, then cast ballots through a dedicated
voting application. The system implements a unique ”vote updating” feature that
allows voters to change their vote multiple times, with only the final vote being
counted. This approach is designed to mitigate coercion by enabling voters to cast
coerced votes and later change them to their true preferences [23].

The cryptographic design of the Estonian system relies on standard public key
encryption and digital signatures rather than the advanced cryptographic techniques
used in systems like Helios. Ballots are encrypted using RSA encryption and signed
with the voter’s private key for authentication. The system uses a distributed trust
model with multiple parties involved in key management and vote processing [31].
Extensive academic analysis of the Estonian system has revealed both strengths and
vulnerabilities. The system’s integration with national digital identity infrastructure
provides strong voter authentication and has enabled high levels of public trust and
adoption. However, security researchers have identified potential vulnerabilities in
the system’s client-side software and network communications [31]. The Estonian
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experience provides valuable lessons about the political and social dimensions of
digital voting adoption. Public acceptance of the system has grown consistently
over time, with internet voting accounting for an increasing percentage of total
votes cast in successive elections. This growth demonstrates that voters can become
comfortable with digital voting technology when it is properly implemented and
supported by appropriate infrastructure [33].

2.4.3 Scantegrity II

The Scantegrity voting system represents an innovative approach to combining
paper-based voting with cryptographic verification. Developed by David Chaum and
colleagues, Scantegrity enables end-to-end verification while maintaining the familiar
interface of optical scan voting [12]. Scantegrity ballots appear similar to traditional
optical scan ballots but include invisible ink that reveals confirmation codes when
voters mark their choices. These confirmation codes serve as cryptographic receipts
that voters can use to verify that their ballots were properly included in the elec-
tion tally. The system provides individual verifiability without compromising ballot
privacy or requiring voters to understand complex cryptographic concepts [10]. The
system was deployed in the 2009 municipal election in Takoma Park, Maryland,
representing the first use of end-to-end verifiable voting in a binding public elec-
tion in the United States. Analysis of this deployment provided insights into the
practical challenges of implementing cryptographic voting systems in real election
environments [11].

2.4.4 Voatz Mobile Voting System

Voatz represents a commercial mobile voting platform that has been used in several
pilot elections in the United States. The system targets overseas military voters
and other absentee populations, utilizing smartphone technology to enable remote
voting through a mobile application [30].

The Voatz system incorporates blockchain technology for ballot storage and ver-
ification, with the stated goal of providing transparency and auditability through
distributed ledger mechanisms. Voters cast ballots through a mobile application that
performs facial recognition and identity verification before enabling ballot marking
and submission. However, comprehensive security analysis of the Voatz system
has revealed significant vulnerabilities in multiple components of the platform. Re-
searchers identified potential attack vectors including client-side vulnerabilities in
the mobile application, insecure network communications, and weaknesses in the
blockchain implementation. These findings have raised serious questions about the
system’s suitability for use in legally binding elections [30].

2.5 Security Requirements and Threat Models

Digital voting systems must address a complex landscape of security threats while
maintaining the fundamental properties required for democratic elections. Under-
standing these threats and their mitigation strategies is essential for evaluating the
security posture of different voting system implementations.
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2.5.1 Threat Models

The threat model for digital voting systems encompasses a wide range of potential
adversaries with varying capabilities and motivations. Nation-state actors represent
the most sophisticated threat category, with the ability to conduct advanced per-
sistent threats, compromise network infrastructure, and deploy sophisticated mal-
ware. These adversaries may seek to manipulate election results, undermine pub-
lic confidence in electoral processes, or gather intelligence about voting patterns
Criminal organizations may target voting systems for financial gain through vote
buying schemes or ransom attacks against election infrastructure. Insider threats
from election officials, system administrators, or vendor personnel represent another
significant risk category, as these individuals may have privileged access to critical
system components and data [25].

Hacktivist groups and politically motivated attackers may attempt to disrupt elec-
tions or manipulate results to advance specific ideological goals. These threats may
involve website defacements, denial-of-service attacks, or attempts to compromise
voting system integrity. The diversity of potential threats requires voting systems to
implement comprehensive security measures that address both technical vulnerabil-
ities and operational risks. Defense-in-depth strategies that layer multiple security
controls are essential for protecting against sophisticated adversaries [34].

2.5.2 Attack Vectors

Digital voting systems face numerous potential attack vectors that adversaries may
exploit to compromise election integrity or voter privacy. Client-side attacks repre-
sent a particularly significant threat for remote voting systems, as adversaries may
compromise voter devices with malware that modifies vote choices or steals authen-
tication credentials [31]. Network-based attacks can intercept or modify communi-
cations between voters and voting systems, potentially enabling ballot manipulation
or voter impersonation. Man-in-the-middle attacks, DNS poisoning, and BGP hi-
jacking represent specific network threats that voting systems must address through
secure communication protocols and infrastructure hardening [34].

Server-side vulnerabilities in voting system software or infrastructure can provide
adversaries with access to ballot databases, cryptographic keys, or system adminis-
tration functions. Web application vulnerabilities, database injection attacks, and
privilege escalation exploits represent common server-side attack vectors [21]. Sup-
ply chain attacks targeting voting system hardware or software development pro-
cesses represent an emerging threat category that is difficult to detect and mitigate.
These attacks may involve compromising development tools, inserting malicious code
into system components, or modifying hardware during manufacturing processes.

2.5.3 Security Controls and Countermeasures

Effective security controls for digital voting systems must address the full spectrum
of identified threats while maintaining system usability and performance. Cryp-
tographic controls provide fundamental security properties including data confiden-
tiality, integrity, and authentication. However, cryptographic implementations must

13



be carefully designed and validated to avoid common pitfalls such as weak key gen-
eration, improper algorithm usage, or side-channel vulnerabilities [5]

Access controls limit system access to authorized personnel and implement princi-
ple of least privilege to minimize the impact of potential compromises. Multi-factor
authentication, role-based access controls, and privileged access management rep-
resent important access control mechanisms for voting systems. Audit and mon-
itoring capabilities enable detection of security incidents and provide evidence for
post-election audits. Comprehensive logging, real-time monitoring, and automated
anomaly detection can help identify potential attacks or system anomalies [7].

2.6 Usability and Accessibility Considerations

The success of digital voting systems ultimately depends on their usability and acces-
sibility for diverse voter populations. Usability challenges in voting systems can lead
to voter disenfranchisement, increased error rates, and reduced public confidence in
electoral processes.

2.6.1 Usability Challenges

Digital voting systems face unique usability challenges that differ significantly from
traditional paper-based voting. The complexity of cryptographic verification pro-
cedures can overwhelm voters and reduce their willingness to participate in verifi-
cation activities. Studies of end-to-end verifiable voting systems have shown that
many voters either fail to understand verification procedures or choose not to per-
form verification checks [1]. The cognitive load imposed by digital voting interfaces
can be particularly challenging for elderly voters or those with limited technologi-
cal experience. Interface design decisions such as navigation methods, information
presentation, and error handling can significantly impact voter success rates and
satisfaction [18]. Mobile voting systems introduce additional usability challenges
related to small screen sizes, touch interfaces, and variable network connectivity.
These constraints require careful interface design to ensure that voters can success-
fully complete the voting process across diverse device types and network conditions
[30].

2.6.2 Accessibility Requirements

Digital voting systems must comply with accessibility requirements to ensure equal
access for voters with disabilities. The Americans with Disabilities Act and sim-
ilar legislation in other jurisdictions mandate that voting systems provide equiva-
lent functionality for voters with visual, auditory, motor, or cognitive impairments.
Audio interfaces and screen reader compatibility are essential for voters with visual
impairments, while alternative input methods may be required for voters with motor
disabilities. The challenge lies in implementing these accessibility features without
compromising ballot privacy or system security. Cognitive accessibility represents
an often-overlooked aspect of voting system design. Clear language, simplified nav-
igation, and error prevention can help voters with cognitive disabilities successfully
complete the voting process. However, these design principles must be balanced
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against the need to provide comprehensive election information and security fea-
tures [6].

2.7 Challenges and Criticisms

Despite significant research and development efforts, digital voting systems continue
to face substantial challenges and criticisms that limit their widespread adoption.
These difficulties highlight that secure and trustworthy elections require more than
just technical solutions; they also depend on social acceptance, political will, and
institutional safeguards. Understanding these challenges is crucial for evaluating
the current state of the field and identifying areas where further improvement is
necessary.

2.7.1 Technical Challenges

The complexity of implementing secure digital voting systems presents some of the
most pressing technical challenges. Modern elections are high-stakes targets, and
even relatively small vulnerabilities can undermine confidence in the outcome. Soft-
ware flaws in voting implementations have repeatedly been shown to expose sys-
tems to manipulation. High-profile audits of commercially deployed systems have
revealed exploitable weaknesses, sometimes severe enough to allow an attacker to
alter or discard ballots [34]. Such findings demonstrate that even systems designed
with advanced cryptography are only as strong as their software engineering and
deployment practices.

Scalability is another major technical concern. While systems like Helios perform
reliably in small-scale elections, expanding to national contests with millions of
voters introduces new stresses [2]. Performance bottlenecks, network congestion, and
the computational demands of cryptographic protocols can all impact availability
and degrade the voter experience during peak usage periods [2]. The challenge is
not only to provide security guarantees but also to ensure that these guarantees hold
under real-world conditions of heavy load and diverse infrastructures.

Key management further complicates secure deployment. In cryptographic voting
systems, the secure generation, distribution, and storage of cryptographic keys is es-
sential. If key material is mishandled or concentrated in a few trusted authorities,
the entire election can be compromised. Designing robust key distribution frame-
works that avoid single points of failure while still being manageable by election
administrators remains an open problem [7].

2.7.2 Social and Political Challenges

Even when technical protections are strong, social and political factors can signif-
icantly affect the success or failure of digital voting initiatives. Public acceptance
varies widely across different populations and political cultures. Concerns about
privacy, security, and the potential for manipulation often lead to skepticism, re-
gardless of the actual merits of specific systems [4]. Trust in elections is a deeply
social phenomenon; if voters perceive a system as insecure, this perception alone
can undermine legitimacy.
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The digital divide presents another barrier. Reliable internet access, modern de-
vices, and technological literacy cannot be assumed universally. Rural areas, older
populations, or economically disadvantaged groups may be disproportionately ex-
cluded by digital-only solutions. Without careful design, digital voting risks rein-
forcing inequalities in participation by privileging those with better access to tech-
nology. Ensuring inclusivity therefore requires not only technical design but also
policy support, voter education, and complementary mechanisms such as hybrid
paper backups.

Political and legal frameworks also lag behind technological development. In
many jurisdictions, the legal status of digitally cast ballots remains unclear. Dis-
putes about recounts, challenges, or system failures may lack established procedures,
creating uncertainty in contested elections [26]. Moreover, political resistance is not
uncommon: some governments are reluctant to adopt internet voting due to fears
of cyberattacks, public backlash, or international interference. Thus, adoption is
shaped not only by what is technically possible but also by what is politically ac-
ceptable.

2.7.3 Verification and Audit Challenges

Verification and auditability are cornerstones of trustworthy elections, but their
practical implementation poses challenges. End-to-end verifiable voting systems,
such as Helios, provide strong theoretical guarantees that voters can confirm their
ballots were “cast as intended, recorded as cast, and tallied as recorded [8].” Yet,
in practice, voter participation in verification remains low. Studies show that many
voters either do not understand verification procedures or are unwilling to perform
them, reducing their effectiveness as safeguards [1].

Auditing also remains complex. Risk-limiting audits and post-election verification
procedures rely on sophisticated statistical methods to provide assurance of election
integrity. While powerful in theory, these methods are often difficult for election
officials to implement correctly and even harder for the general public to interpret
[32]. If audit procedures are too technical, they risk being perceived as opaque
“black boxes,” which undermines their ability to build public trust. Achieving both
statistical rigor and public comprehensibility remains a critical challenge in this area.

2.7.4 Summary

Taken together, these challenges demonstrate that digital voting is still a developing
field. Technical difficulties such as software security, scalability, and key manage-
ment intersect with social and political barriers like trust, inequality, and legal uncer-
tainty. Even verification and auditing, which are designed to inspire confidence, face
real-world obstacles in adoption and usability. Addressing these criticisms requires
a multidisciplinary approach that combines secure system design with careful atten-
tion to human factors, legal frameworks, and transparent governance. Until these
issues are resolved, large-scale deployment of digital voting will remain controversial
and contested.
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2.8 Risk-Limiting Audits and Post-Election Verification

The development of risk-limiting audits represents a significant advancement in post-
election verification procedures that bridges the gap between traditional election
audits and the rigorous verification requirements of modern democratic systems.
Risk-limiting audits provide statistical guarantees about election outcomes while
maintaining practical feasibility for large-scale deployments.

2.8.1 Theoretical Foundations of Risk-Limiting Audits

The mathematical foundation of risk-limiting audits rests on statistical hypothe-
sis testing principles adapted for electoral verification. The fundamental concept
involves treating the reported election outcome as a null hypothesis that can be
tested against physical evidence in the form of paper ballots. A risk-limiting audit
with risk limit α provides assurance that if the reported outcome is incorrect, the
probability of the audit failing to detect this error is at most α [32].

The SHANGRLA (Sets of Half-Average Nulls Generate Risk-Limiting Audits)
framework developed by Stark provides a unified mathematical approach to con-
ducting risk-limiting audits across diverse election types and voting systems. This
framework generalizes traditional comparison audits to handle complex ballot struc-
tures, multiple contests, and various voting methods while maintaining rigorous
statistical guarantees [32].

The statistical power of risk-limiting audits depends critically on the margin of
victory in the audited contest. Contests with larger margins require smaller sample
sizes to achieve the same risk limit, while close elections may require auditing a sub-
stantial portion of all ballots. This relationship between audit efficiency and election
margins has important implications for audit planning and resource allocation.

2.8.2 Implementation Challenges in Risk-Limiting Audits

The practical implementation of risk-limiting audits faces several significant chal-
lenges that can impact their effectiveness and adoption. Ballot retrieval and or-
ganization systems must be designed to support efficient random sampling while
maintaining chain of custody requirements. Many election jurisdictions lack the in-
frastructure necessary to quickly locate and retrieve randomly selected ballots from
storage systems.

Human factors in audit implementation present another significant challenge. Au-
dit procedures require careful training of election officials and observers to ensure
accurate ballot interpretation and data recording. Discrepancies between audit team
members in ballot interpretation can introduce errors that may compromise audit
validity.

The integration of risk-limiting audits with existing election processes requires
careful coordination between voting system vendors, election officials, and oversight
bodies. Audit software must be compatible with diverse voting systems and election
management databases while maintaining appropriate security controls and audit
trails.
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2.9 Ballot Marking Devices and Hybrid Systems

The emergence of ballot marking devices (BMDs) represents an attempt to combine
the benefits of electronic voting interfaces with the auditability of paper-based sys-
tems. These hybrid systems generate voter-verified paper records while providing
electronic assistance for ballot completion.

2.9.1 Design Principles and Implementation Approaches

Ballot marking devices typically present electronic interfaces that allow voters to
make their selections using touchscreens, audio interfaces, or other input methods.
Once voting is complete, the device prints a paper ballot that serves as the official
record of the voter’s choices. This paper ballot can be reviewed by the voter before
submission and serves as the basis for recounts and audits.

The design of BMD interfaces must balance usability requirements with the need
to produce accurate paper records. Interface design decisions regarding information
presentation, navigation methods, and confirmation procedures can significantly im-
pact both voter satisfaction and the accuracy of the resulting paper ballots.

2.9.2 Security Considerations for Ballot Marking Devices

The security model for ballot marking devices must address threats to both the
electronic interface and the paper record generation process. Malicious software
running on BMDs could potentially modify vote selections between voter input and
paper ballot printing, creating a gap between voter intent and the recorded vote.

Research by Bernhard et al. has demonstrated that voters often fail to carefully
review the paper ballots produced by BMDs, potentially missing modifications made
by malicious software. This finding raises important questions about the effective-
ness of voter verification in hybrid systems and the assumptions underlying their
security models [9].

The verification burden placed on voters in BMD systems requires careful consid-
eration of cognitive load and verification procedures. Effective verification requires
voters to carefully compare their intended votes with the printed ballot, but studies
suggest that many voters either skip this step or perform it inadequately.

2.10 Mobile and Remote Voting Systems

The proliferation of mobile devices and ubiquitous internet connectivity has driven
interest in mobile voting solutions that could potentially increase voter participa-
tion and reduce election administration costs. However, mobile voting systems
face unique security and usability challenges that distinguish them from traditional
polling place voting.

2.10.1 Technical Architecture of Mobile Voting Systems

Mobile voting systems typically operate through dedicated applications installed
on voter devices or through web-based interfaces accessible via mobile browsers.

18



These systems must implement authentication mechanisms to verify voter eligibility,
provide secure ballot marking interfaces, and transmit completed ballots to election
servers.

The client-side security model for mobile voting presents fundamental challenges
that are difficult to address through cryptographic means alone. Mobile devices
are general-purpose computing platforms that may be compromised by malware,
subject to various attack vectors, and controlled by users who may not understand
security implications of their actions.

2.10.2 Blockchain Integration in Mobile Voting

Several mobile voting implementations have incorporated blockchain technology
with the stated goal of providing transparency and auditability through distributed
ledger mechanisms. The Voatz system represents one of the most prominent exam-
ples of blockchain-based mobile voting used in real elections.

However, comprehensive security analysis of blockchain-based voting systems has
revealed that the use of blockchain technology does not address the fundamental
security challenges inherent in remote voting systems. The security properties of
the blockchain are only as strong as the systems that feed data into the ledger, and
compromised client devices can submit fraudulent data regardless of the blockchain’s
integrity properties [30].

The complexity of blockchain implementations in voting systems may actually
increase the attack surface available to adversaries while providing limited security
benefits. The distributed nature of blockchain systems can make security analysis
more difficult and may introduce new categories of vulnerabilities related to consen-
sus mechanisms and network protocols.

2.11 International Perspectives and Comparative Analysis

The global landscape of digital voting adoption varies significantly across different
political systems, regulatory environments, and technological infrastructures. Ex-
amining international experiences provides valuable insights into the factors that
influence successful digital voting deployment.

2.11.1 European Approaches to Digital Voting

European countries have pursued diverse approaches to digital voting, reflecting
different priorities regarding security, usability, and public acceptance. The Estonian
i-Voting system represents the most comprehensive implementation of remote digital
voting in binding elections, while other European countries have focused on polling
place electronic voting or pilot programs with limited scope.

The European Union’s regulatory framework for digital voting emphasizes the
importance of maintaining traditional democratic principles while leveraging tech-
nological innovations. The Council of Europe’s recommendations on electronic vot-
ing provide guidelines for member states considering digital voting implementation,
though these recommendations are not legally binding.
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Switzerland’s approach to digital voting has involved extensive pilot programs and
gradual expansion of electronic voting options. The Swiss system incorporates mul-
tiple cryptographic verification mechanisms and has been subject to public security
reviews. However, political opposition and security concerns have led to temporary
suspensions of the program.

2.11.2 Developing Country Implementations

Several developing countries have implemented digital voting systems as part of
broader efforts to modernize electoral processes and reduce election administration
costs. These implementations often face different challenges related to infrastructure
limitations, technical capacity, and resource constraints.

Brazil’s electronic voting system represents one of the largest deployments of elec-
tronic voting technology globally, with over 100 million voters using electronic vot-
ing machines in national elections. The Brazilian system uses custom hardware and
software designed specifically for voting applications, with strong physical security
controls and centralized vote counting procedures.

India’s Electronic Voting Machines (EVMs) represent another large-scale imple-
mentation that has been used in national and state elections for over two decades.
The Indian system emphasizes simplicity and reliability, using custom hardware
with minimal software complexity to reduce potential failure modes and security
vulnerabilities.

2.12 Human Factors and Voter Behaviour

Understanding how voters interact with digital voting systems is crucial for design-
ing systems that support accurate vote capture and maintain public confidence in
electoral processes. Human factors research in voting systems encompasses usability,
accessibility, and cognitive aspects of voter behaviour.

2.12.1 Cognitive Load and Decision Making in Digital Voting

Digital voting interfaces can impose significant cognitive load on voters, particularly
when they incorporate complex verification procedures or present information in un-
familiar formats. The cognitive demands of understanding cryptographic verification
procedures may exceed the capabilities or motivation of many voters, potentially re-
ducing the effectiveness of end-to-end verification systems.

Research on voter decision-making processes has revealed that voters often use
cognitive shortcuts and heuristics when completing ballots, particularly in elections
with many contests or candidates. Digital voting interface design can either support
or hinder these natural decision-making processes depending on how information is
presented and organized.

The timing and pacing of voting decisions can be significantly affected by digital
interfaces. Unlike paper ballots that allow voters to review their complete set of
choices before submission, many digital voting systems present contests sequentially,
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potentially making it difficult for voters to reconsider earlier decisions or understand
the relationships between different contests.

2.12.2 Trust and Acceptance Factors

Public trust in digital voting systems depends on multiple factors including per-
ceived security, ease of use, and confidence in election administration. Research has
shown that trust in voting technology is influenced by both technical factors and so-
cial/political context, with significant variation across different demographic groups
and political affiliations.

The transparency of digital voting systems plays a crucial role in building public
trust, but transparency must be balanced against security requirements and opera-
tional considerations. Open-source voting systems may provide greater transparency
but require sophisticated technical knowledge to evaluate, potentially limiting their
effectiveness in building broad public confidence.

Media coverage and public discourse about digital voting can significantly influ-
ence public acceptance, with security incidents or technical failures receiving dis-
proportionate attention compared to successful deployments. This dynamic creates
challenges for election officials seeking to build public support for digital voting
initiatives.

2.13 Future Directions and Emerging Technologies

The evolution of digital voting systems continues to be driven by advances in cryp-
tography, changes in voter expectations, and new threat landscapes. Understanding
emerging trends and technologies is essential for anticipating future developments
in the field.

2.13.1 Post-Quantum Cryptography Implications

The potential development of large-scale quantum computers poses long-term threats
to the cryptographic foundations of current digital voting systems. Most public-key
cryptographic systems used in voting, including those based on discrete logarithms
and integer factorization, would be vulnerable to quantum attacks using Shor’s al-
gorithm.

The transition to post-quantum cryptographic algorithms will require careful eval-
uation of their suitability for voting applications. Post-quantum algorithms typically
have different performance characteristics and security assumptions compared to
current cryptographic systems, potentially requiring significant changes to voting
system architectures.

The timeline for quantum computing threats remains uncertain, but the lengthy
development and deployment cycles for voting systems require early consideration
of post-quantum cryptographic requirements. Election systems deployed today may
need to remain secure for decades, potentially spanning the transition to quantum-
resistant cryptography.
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2.13.2 Artificial Intelligence and Machine Learning Applications

Artificial intelligence and machine learning technologies offer potential applications
in voting systems, including automated ballot processing, anomaly detection, and
voter assistance. However, the use of AI in voting systems raises important questions
about transparency, accountability, and potential bias.

Machine learning algorithms could potentially improve the accuracy of optical
character recognition in ballot scanning systems, enabling more reliable processing
of hand-marked ballots. However, the black-box nature of many machine learning
systems may conflict with the transparency requirements for voting systems.

AI-powered voter assistance systems could help voters navigate complex ballots
or provide information about candidates and issues. However, the potential for bias
in AI systems raises concerns about fairness and equal treatment of all voters.

2.13.3 Integration with Digital Identity Systems

The increasing adoption of digital identity systems in various countries creates op-
portunities for tighter integration between identity verification and voting systems.
Digital identity credentials could potentially simplify voter authentication while
maintaining privacy and security requirements.

However, the integration of voting systems with digital identity infrastructure also
creates new potential points of failure and attack vectors. Compromises of digital
identity systems could have cascading effects on voting system security and public
confidence in electoral processes.

The centralization of identity verification functions may conflict with the dis-
tributed trust models preferred for voting systems. Balancing the benefits of inte-
grated identity systems with the need for resilient and trustworthy voting processes
remains an ongoing challenge.

2.14 Regulatory and Legal Framework Evolution

The legal and regulatory landscape for digital voting continues to evolve as juris-
dictions gain experience with different technologies and approaches. Understanding
these regulatory trends is important for anticipating future requirements and con-
straints on digital voting systems.

2.14.1 Certification and Standards Development

The development of comprehensive standards for digital voting systems requires
coordination between technical experts, election officials, and legal authorities. Ex-
isting standards such as the Voluntary Voting System Guidelines in the United
States provide frameworks for evaluating voting system security and functionality,
but these standards continue to evolve as technology advances.

International standardization efforts face challenges related to different legal sys-
tems, electoral procedures, and technical requirements across jurisdictions. How-
ever, common security principles and best practices can provide a foundation for
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harmonized approaches to digital voting system evaluation.

The certification process for voting systems must balance thoroughness with prac-
tical considerations including cost, time requirements, and the need for ongoing secu-
rity updates. Traditional certification approaches may not be well-suited to software-
intensive systems that require frequent updates to address emerging threats.

2.14.2 Privacy and Data Protection Considerations

The application of data protection regulations such as the European Union’s General
Data Protection Regulation (GDPR) to voting systems creates new requirements for
privacy protection and data handling. These regulations may conflict with tradi-
tional approaches to election record keeping and audit procedures.

The concept of data minimization in privacy regulations may support the use of
cryptographic techniques that limit the collection and retention of personal informa-
tion in voting systems. However, audit and recount requirements may necessitate
the retention of detailed records that could potentially identify individual voters.

Cross-border data flows in internet voting systems may be subject to data local-
ization requirements that limit the jurisdictions where election data can be processed
or stored. These requirements could significantly impact the architecture and de-
ployment options for digital voting systems.

2.15 Summary

The literature reveals a field marked by significant theoretical progress alongside per-
sistent practical challenges. Cryptographic techniques for ensuring privacy, integrity,
and verifiability in digital voting systems are well-established, yet their implementa-
tion in real-world settings continues to face technical, social, and political obstacles.
The gap between cryptographic guarantees and practical usability remains a funda-
mental challenge that requires ongoing research and development.

The diversity of approaches adopted by systems such as Helios, Estonian i-Voting,
and Voatz illustrates the range of strategies used to balance security, usability, and
deployment requirements [2]. Each system reflects distinct trade-offs and assump-
tions shaped by its electoral context, offering valuable insights into the complexity
of digital voting implementation.

Digital voting system research and implementation remain multifaceted and rapidly
evolving, driven by technological advances, shifting security requirements, and in-
creasing experience with real-world deployments. While notable progress has been
made in addressing theoretical concerns, practical challenges—such as usability, scal-
ability, and public acceptance—continue to hinder widespread adoption. Addressing
these technical and socio-political challenges is essential for realizing the full poten-
tial of digital voting while preserving the integrity and trustworthiness of democratic
processes. These considerations form the foundation for the detailed analysis of se-
lected systems presented in the following chapters.
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3 Theoretical Framework

3.1 Introduction

This chapter presents the theoretical framework used to analyse and compare digital
voting systems. It outlines the key security properties, threat models, and evalu-
ation criteria that form the basis for the case studies in later chapters. Drawing
on established research in voting security, cryptographic protocol analysis, and hu-
man–computer interaction, the framework provides a structured and comprehensive
approach to assessing different system designs.

Digital voting systems must satisfy a unique set of election-specific security re-
quirements while remaining usable, scalable, and practical for real-world deploy-
ment. These demands often create tensions—for example, strong security and pri-
vacy mechanisms may reduce usability or introduce operational challenges. The
framework developed here acknowledges these trade-offs and offers a clear method
for identifying the strengths and limitations of each voting system. It also supports
systematic comparison across systems that may rely on different cryptographic tech-
niques and architectural models.

3.1.1 Privacy and Ballot Secrecy

Privacy in digital voting systems encompasses multiple related but distinct require-
ments. Ballot secrecy, the fundamental principle that individual vote choices must
remain confidential, represents the most basic privacy requirement. This property
ensures that voters cannot be subject to retaliation, coercion, or discrimination
based on their voting choices. In digital systems, ballot secrecy must be main-
tained not only during the voting process but throughout the entire election lifecy-
cle, including vote storage, transmission, and tallying phases. The implementation
of ballot secrecy in digital voting systems typically relies on cryptographic tech-
niques such as encryption and anonymization protocols. However, the effectiveness
of these techniques depends heavily on proper implementation and the absence of
side-channel information leakage. Unlike paper-based systems where ballot secrecy
is achieved through physical processes and procedural controls, digital systems must
rely on mathematical guarantees that may be vulnerable to implementation errors
or unforeseen attack vectors.

Forward privacy represents an additional consideration in digital voting systems,
ensuring that ballot secrecy is maintained even if cryptographic keys or system com-
ponents are compromised after the election. This property requires careful key man-
agement and may necessitate the use of cryptographic techniques such as forward-
secure encryption or secure deletion protocols. The anonymity of voters represents
another dimension of privacy that extends beyond ballot secrecy. While ballot se-
crecy ensures that vote choices remain confidential, voter anonymity requires that
the act of voting itself cannot be linked to specific individuals. This distinction
becomes particularly important in systems that maintain audit trails or verification
mechanisms that could potentially be used to identify voters who participated in
verification activities.
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3.1.2 Integrity and Authenticity

Integrity guarantees in digital voting systems ensure that votes cannot be altered,
deleted, or fabricated without detection. This property encompasses both the in-
tegrity of individual ballots and the integrity of the overall election process, includ-
ing vote collection, transmission, storage, and tallying operations. Ballot integrity
requires mechanisms to detect any unauthorized modification of individual vote
records. This is typically achieved through cryptographic techniques such as dig-
ital signatures or message authentication codes that provide mathematical proof
of ballot authenticity. However, the effectiveness of these mechanisms depends on
secure key management and the proper implementation of cryptographic protocols.
System integrity encompasses the broader requirement that all components of the
voting system operate correctly and have not been compromised or manipulated.
This includes the integrity of software components, hardware platforms, network
communications, and operational procedures. Achieving system integrity requires
comprehensive security controls including secure software development practices,
hardware security measures, and robust operational security procedures.

The temporal aspect of integrity presents unique challenges in digital voting sys-
tems. Unlike paper ballots that provide inherent evidence of tampering through
physical alterations, digital records can be modified without leaving obvious traces
unless specific protections are implemented. This requires the use of tamper-evident
logging systems, cryptographic timestamps, and other mechanisms to provide evi-
dence of the integrity of election data over time. Election integrity extends beyond
technical measures to include procedural and organizational controls that ensure
the proper conduct of elections. This encompasses voter authentication procedures,
ballot access controls, result verification processes, and dispute resolution mecha-
nisms. The integration of technical and procedural integrity measures is essential
for maintaining public confidence in digital voting systems.

3.1.3 Verifiability

Verifiability represents one of the most significant theoretical advances in digital
voting research, enabling mathematical verification of election correctness without
requiring trust in voting system software or administrators. End-to-end verifiability
encompasses several distinct but related properties that together provide compre-
hensive assurance of election integrity. Cast-as-intended verifiability enables voters
to confirm that their ballots accurately reflect their intended vote choices and have
been properly submitted to the voting system [8, 28]. This property addresses the
risk that malicious software or hardware could modify vote choices without the
voter’s knowledge. Implementation typically involves providing voters with crypto-
graphic receipts or confirmation codes that can be verified against publicly posted
election data.

Recorded-as-cast verifiability ensures that ballots submitted by voters are accu-
rately recorded in the election database without modification or deletion. This
property protects against attacks that might alter or remove ballots after they have
been cast. Cryptographic techniques such as digital signatures and append-only
data structures are typically used to provide recorded-as-cast verification. Tallied-
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as-recorded verifiability enables verification that the published election results accu-
rately reflect the ballots recorded in the system. This property ensures that the tal-
lying process has been performed correctly and that no votes have been miscounted
or omitted from the final results. Homomorphic encryption and zero-knowledge
proofs are commonly used to enable tallying verification while maintaining ballot
privacy.

Individual verifiability allows voters to personally verify that their specific ballots
were included in the election tally without revealing their vote choices. This is typi-
cally implemented through receipt-based systems where voters receive cryptographic
receipts that can be checked against publicly posted ballot lists or verification data.
Universal verifiability enables any party, including independent observers and audi-
tors, to verify the correctness of the overall election result using publicly available
information. This property ensures that election verification does not depend on
the cooperation of voters or election officials and can be performed by independent
third parties.

The implementation of verifiability properties often involves complex trade-offs
with other system requirements. Verification procedures must be designed to be
comprehensible to ordinary voters while maintaining cryptographic rigor. The us-
ability of verification mechanisms significantly impacts their effectiveness, as ver-
ification procedures that are too complex or time-consuming may be ignored by
voters.

3.1.4 Coercion Resistance

Coercion resistance represents one of the most challenging security properties to
achieve in digital voting systems, particularly those that enable remote voting [24].
This property requires that voters cannot be coerced or bribed to vote in particular
ways, even if coercers can observe the voting process or demand proof of vote choices.
Traditional polling place voting provides natural coercion resistance through the
secret ballot environment and the practical difficulty of monitoring voter behavior
within polling booths [24]. Remote digital voting systems eliminate many of these
physical protections and must rely on technical measures to prevent coercion.

Receipt-freeness, a related property, requires that voters cannot generate convinc-
ing proof of their vote choices even if they wish to cooperate with coercers. This
property helps prevent vote buying by eliminating the ability of voters to demon-
strate their compliance with payment demands. However, implementing receipt-
freeness while maintaining verifiability properties presents significant technical chal-
lenges. The ”voting booth” assumption that underlies many coercion resistance
analyses may not hold for remote voting systems where voters may be subject to
direct observation during the voting process [24]. Some systems attempt to address
this through mechanisms such as ”panic passwords” or the ability to cast multiple
votes with only the final vote being counted, but these approaches have limitations
and may not provide adequate protection in all coercion scenarios.

Everlasting privacy represents an extreme form of coercion resistance that requires
ballot secrecy to be maintained even against adversaries with unlimited computa-
tional resources and access to all system components and data [24]. This property
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may be necessary in high-stakes elections where the revelation of vote choices could
have severe consequences for voters.

3.2 Framework for Evaluation

The evaluation framework developed for this research provides a systematic ap-
proach for analyzing digital voting systems across multiple dimensions while main-
taining focus on the fundamental requirements of democratic elections. This frame-
work enables consistent evaluation of systems that may employ different architec-
tural approaches and technical solutions.

3.2.1 Security Analysis Criteria

The security analysis component of the framework examines the cryptographic pro-
tocols and security mechanisms employed by each voting system. This analysis eval-
uates the theoretical security properties provided by the system design as well as the
practical security guarantees achievable in real-world deployments. Cryptographic
protocol analysis examines the mathematical foundations of the security mechanisms
employed by each system. This includes evaluation of encryption schemes, digital
signature algorithms, zero-knowledge proof systems, and other cryptographic primi-
tives used to achieve security properties. The analysis considers both the theoretical
security of the underlying cryptographic techniques and their proper implementation
within the voting system context.

Threat model coverage assesses how effectively each system addresses the range of
potential adversaries and attack scenarios relevant to digital voting. This evaluation
considers the assumptions made by system designers about adversary capabilities
and motivations, and analyzes whether these assumptions are realistic for the in-
tended deployment environments. Implementation security examines the practical
security characteristics of system implementations, including software security prac-
tices, vulnerability management, and operational security controls. This analysis
recognizes that theoretical cryptographic guarantees may be undermined by imple-
mentation vulnerabilities or operational failures.

Security assumption analysis evaluates the trust assumptions underlying each
system’s security model. This includes assumptions about the honesty of system
administrators, the security of cryptographic key management, the integrity of soft-
ware and hardware components, and the behaviour of voters and election officials.

3.2.2 Usability Assessment Framework

The usability assessment framework evaluates the human factors aspects of digital
voting systems, recognizing that usability limitations can undermine both security
and democratic participation. This assessment considers the diverse needs of voter
populations and the practical constraints of election environments. Voter interface
evaluation examines the design and functionality of voter-facing interfaces, includ-
ing ballot marking procedures, verification mechanisms, and error handling. This
analysis considers factors such as cognitive load, navigation complexity, information
presentation, and accessibility for voters with disabilities.
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Verification usability assessment analyzes the comprehensibility and practicality
of cryptographic verification procedures. This evaluation recognizes that verifica-
tion mechanisms that are too complex or time-consuming may be ignored by voters,
undermining the security benefits they are intended to provide. Administrative us-
ability examines the interfaces and procedures used by election officials and system
administrators. This includes setup and configuration procedures, election monitor-
ing capabilities, result processing workflows, and incident response mechanisms.

Accessibility analysis evaluates compliance with accessibility requirements and the
accommodation of diverse voter needs. This assessment considers factors such as
language support, assistive technology compatibility, and accommodation of voters
with various types of impairments. Learning curve assessment examines the train-
ing and support requirements for both voters and election officials. This analysis
considers the complexity of system operation and the resources required to achieve
competent system use.

3.2.3 Practical Deployment Analysis

The practical deployment analysis examines the real-world feasibility and opera-
tional characteristics of digital voting systems. This analysis recognizes that systems
that perform well in laboratory environments may face significant challenges when
deployed in actual election contexts. Infrastructure requirements analysis evaluates
the technical infrastructure, organizational capabilities, and regulatory frameworks
necessary for successful system deployment. This includes assessment of network
infrastructure, hardware requirements, software dependencies, and integration with
existing election systems.

Scalability assessment examines system performance under realistic load condi-
tions and analyzes the ability to support large-scale elections with millions of vot-
ers. This evaluation considers factors such as computational requirements, network
bandwidth utilization, and database performance under peak loads. Operational
complexity analysis examines the administrative burden and operational procedures
required for system deployment and management. This includes consideration of
staff training requirements, procedural complexity, and the integration of digital
voting systems with existing election administration processes.

Cost-benefit analysis evaluates the economic aspects of system deployment, in-
cluding initial implementation costs, ongoing operational expenses, and potential
cost savings compared to traditional voting methods. This analysis considers both
direct costs and indirect factors such as increased accessibility and potential effi-
ciency gains. Risk assessment examines the potential failure modes and their con-
sequences for electoral integrity and public confidence. This analysis considers both
technical risks such as system failures or security breaches and operational risks such
as procedural errors or inadequate staff training.

3.3 Threat Models

The threat modeling framework for digital voting systems must account for the
unique characteristics of electoral environments and the diverse range of potential
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adversaries who might seek to compromise election integrity or voter privacy. This
section establishes comprehensive threat models that inform the security analysis of
the selected voting systems.

3.3.1 Adversary Classification

The classification of potential adversaries provides a structured approach for ana-
lyzing the security requirements and defensive measures necessary for digital voting
systems. Different adversary types possess varying capabilities, motivations, and ac-
cess levels that influence their potential impact on election security. Nation-state ad-
versaries represent the most sophisticated and well-resourced threat category. These
adversaries may possess advanced persistent threat capabilities, access to zero-day
exploits, and the ability to compromise network infrastructure or supply chains.
Their motivations may include influencing election outcomes, gathering intelligence
about political processes, or undermining public confidence in democratic institu-
tions. Nation-state adversaries may conduct long-term campaigns involving multiple
attack vectors and sophisticated operational security measures.

The capabilities of nation-state adversaries include advanced malware develop-
ment, network infrastructure compromise, supply chain infiltration, and social en-
gineering operations. These adversaries may also have access to insider person-
nel within government agencies, technology companies, or election administration
organizations. Defending against nation-state adversaries requires comprehensive
security measures and may necessitate assumptions about the limits of their capa-
bilities. Criminal organizations may target voting systems for financial gain through
vote buying schemes, extortion attacks, or fraud operations. These adversaries typ-
ically possess moderate technical capabilities and may focus on attacks that provide
direct monetary returns. Criminal organizations may also be hired by other parties
to conduct election-related attacks, providing plausible deniability for the actual
sponsors.

Hacktivist groups and politically motivated attackers may seek to disrupt elec-
tions, manipulate results, or demonstrate vulnerabilities in electoral systems. These
adversaries often possess moderate technical skills and may be motivated by ide-
ological goals rather than financial gain. Their activities may include website de-
facements, denial-of-service attacks, or publication of system vulnerabilities. Insider
threats encompass individuals with privileged access to voting system components,
including election officials, system administrators, software developers, and vendor
personnel. Insider adversaries may have legitimate access to critical system compo-
nents and may be able to conduct attacks that would be difficult or impossible for
external adversaries. Insider threats may be motivated by financial gain, political
ideology, or coercion by external parties.

Individual attackers or small groups may attempt to manipulate elections through
various means, including voter impersonation, ballot stuffing, or system compromise.
While these adversaries typically possess limited technical capabilities compared to
nation-states or organized criminal groups, they may still pose significant threats to
smaller-scale elections or specific election components.
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3.3.2 Attack Scenarios

The development of realistic attack scenarios provides concrete examples of how
different adversaries might attempt to compromise digital voting systems. These
scenarios inform security requirements and help evaluate the effectiveness of defen-
sive measures. Client-side compromise scenarios involve adversaries gaining control
of voter devices through malware infections, compromised software, or physical ac-
cess attacks. In these scenarios, adversaries may modify vote choices without voter
knowledge, steal authentication credentials, or monitor voter behavior for coercion
purposes. Client-side attacks are particularly relevant for remote voting systems
where voters use personal devices that may have varying levels of security protec-
tion.

Malware-based attacks represent a significant threat category for digital voting
systems, particularly those that rely on software running on voter devices. Advanced
malware may be capable of modifying ballot selections, intercepting authentication
credentials, or providing false feedback to voters about their vote choices. The so-
phistication of modern malware and its ability to evade detection systems creates
significant challenges for client-side security in voting applications. Network-based
attack scenarios involve adversaries intercepting or manipulating communications
between voters and voting systems. These attacks may include man-in-the-middle
attacks that alter ballot submissions, DNS poisoning that redirects voters to ma-
licious websites, or network surveillance that compromises voter privacy. Network
attacks may be conducted by adversaries with access to network infrastructure or
through the compromise of network equipment.

BGP hijacking and other network infrastructure attacks represent sophisticated
threat scenarios where adversaries manipulate internet routing to intercept or redi-
rect voting system traffic. These attacks require significant technical capabilities
and may be conducted by nation-state adversaries or other well-resourced attack-
ers with access to network infrastructure. Server-side compromise scenarios involve
adversaries gaining unauthorized access to voting system servers or databases. Suc-
cessful server-side attacks may enable adversaries to modify election results, access
voter information, or disrupt election operations. These attacks may be conducted
through exploitation of software vulnerabilities, social engineering, or physical access
to server infrastructure.

Database manipulation attacks represent a critical threat scenario where adver-
saries modify stored ballot data or election results. These attacks may be difficult
to detect if proper audit mechanisms are not in place and could have severe conse-
quences for election integrity. Database security measures including access controls,
encryption, and audit logging are essential for preventing and detecting these at-
tacks. Supply chain compromise scenarios involve adversaries inserting malicious
code or hardware into voting system components during the development or man-
ufacturing process. These attacks may be extremely difficult to detect and could
provide persistent access to voting systems. Supply chain security requires compre-
hensive vendor vetting, code auditing, and hardware verification procedures.

Social engineering attacks target human elements of voting systems, including
voters, election officials, and technical personnel. These attacks may involve phishing
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campaigns to steal authentication credentials, impersonation of technical support
personnel, or manipulation of procedural controls. Social engineering attacks often
serve as initial vectors for more sophisticated technical attacks.

3.3.3 Attack Impact Assessment

The assessment of potential attack impacts provides a framework for understanding
the consequences of successful compromises and prioritizing defensive measures. Dif-
ferent types of attacks may have varying impacts on election integrity, voter privacy,
and public confidence in electoral processes. Vote manipulation attacks that suc-
cessfully alter individual ballots or election results represent the most severe impact
category. These attacks directly compromise the fundamental purpose of elections
and may alter the outcome of political contests. The impact of vote manipulation
depends on the scale of the attack and the margin of victory in affected contests.

Large-scale vote manipulation that alters election outcomes represents a catas-
trophic failure scenario that could undermine democratic governance and public
confidence in electoral institutions. Even unsuccessful attempts at large-scale ma-
nipulation may have significant impacts on public trust and political stability. Pri-
vacy violations that reveal individual vote choices may have severe consequences
for affected voters, including retaliation, discrimination, or violence. The impact of
privacy breaches may extend beyond the immediate election to affect future political
participation and democratic engagement.

System availability attacks that disrupt voting operations may prevent eligible
voters from casting ballots, potentially affecting election outcomes and disenfran-
chising voters. The impact of availability attacks depends on their duration, scope,
and the availability of alternative voting methods. Denial-of-service attacks against
voting systems may be particularly impactful during peak voting periods or in ju-
risdictions with limited voting infrastructure. These attacks may create long delays
that discourage voter participation or prevent some voters from casting ballots be-
fore polling deadlines.

Information disclosure attacks that reveal sensitive election administration in-
formation may compromise operational security and provide intelligence for future
attacks. While these attacks may not directly alter election outcomes, they may
facilitate more serious attacks or undermine confidence in election security. Co-
ercion and vote buying facilitated by system vulnerabilities may compromise the
freedom and secrecy of ballot choices. The impact of these attacks may be difficult
to measure directly but could have significant effects on democratic participation
and representation.

3.4 Evaluation Methodology

The evaluation methodology provides a systematic approach for applying the theo-
retical framework to the analysis of selected digital voting systems. This methodol-
ogy ensures consistent evaluation across different systems while accounting for their
unique characteristics and design approaches.
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3.4.1 Analytical Approach

The analytical approach combines qualitative assessment with structured compari-
son to provide comprehensive understanding of system capabilities and limitations.
This approach recognizes that digital voting systems involve complex interactions
between technical, social, and operational factors that cannot be fully captured
through purely quantitative measures. Multi-dimensional analysis examines each
system across the security, usability, and practical deployment dimensions estab-
lished in the evaluation framework. This approach ensures that the analysis con-
siders all relevant aspects of system performance and does not overemphasize any
single dimension at the expense of others.

Comparative case study methodology enables systematic comparison of different
systems while acknowledging their unique characteristics and design contexts. This
approach facilitates identification of common patterns, trade-offs, and best practices
across different voting system implementations. Evidence-based assessment relies on
published research, security audits, deployment reports, and other documented evi-
dence to support analytical conclusions. This approach ensures that the evaluation
is grounded in empirical data rather than theoretical speculation or vendor claims.

3.4.2 Data Sources and Evidence

The evaluation relies on multiple categories of evidence to ensure comprehensive and
balanced analysis. Primary sources include peer-reviewed academic publications,
security research papers, and official documentation from system developers and de-
ploying organizations. Security audit reports provide critical evidence about system
vulnerabilities, implementation quality, and real-world security posture. These re-
ports often reveal practical security issues that may not be apparent from theoretical
analysis or system documentation alone.

Deployment case studies and post-election reports provide insights into the practi-
cal challenges and operational characteristics of voting systems in real-world election
environments. These sources help identify the gap between theoretical capabilities
and practical performance. Usability studies and user experience research provide
evidence about the human factors aspects of voting systems and their impact on
voter behavior and election outcomes. This evidence is particularly important for
assessing the practical viability of complex verification procedures.

3.4.3 Analytical Limitations

The evaluation methodology acknowledges several important limitations that affect
the scope and conclusions of the analysis. These limitations are inherent in the
available evidence and the practical constraints of academic research. The analysis
relies primarily on publicly available information and published research rather than
independent security testing or experimental evaluation. This limitation means that
the evaluation cannot identify previously unknown vulnerabilities or conduct original
empirical research on system performance.

The dynamic nature of cybersecurity threats and the ongoing evolution of voting
system technologies means that security assessments may become outdated as new
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vulnerabilities are discovered or systems are updated. The evaluation attempts
to address this limitation by focusing on fundamental design characteristics rather
than specific implementation details. The limited deployment experience with some
systems, particularly newer technologies like blockchain-based voting, constrains
the availability of real-world performance data and lessons learned. This limitation
requires careful interpretation of theoretical claims and vendor assertions.

The complexity of voting system security makes it difficult to provide definitive
assessments of overall system security posture. The evaluation attempts to address
this by clearly identifying assumptions, limitations, and areas of uncertainty in the
analysis.

3.5 Summary

The theoretical framework established in this chapter provides the analytical foun-
dation for evaluating and comparing digital voting systems across multiple critical
dimensions. The framework encompasses security properties essential for democratic
elections, practical considerations relevant to real-world deployment, and usability
factors that determine voter acceptance and effective system operation. The secu-
rity properties framework identifies privacy, integrity, verifiability, and coercion re-
sistance as fundamental requirements that digital voting systems must satisfy [24].
Each property presents unique implementation challenges and potential conflicts
with other system requirements. The framework provides structured approaches
for analyzing how different systems address these requirements and the trade-offs
involved in their design decisions.

The evaluation methodology combines qualitative assessment with comparative
analysis to provide comprehensive understanding of system capabilities and limi-
tations. This approach recognizes the multi-dimensional nature of voting system
evaluation and the need to consider technical, social, and operational factors simul-
taneously. The threat modeling framework provides systematic approaches for an-
alyzing the security risks facing digital voting systems and evaluating the adequacy
of defensive measures. The framework considers diverse adversary types and attack
scenarios while acknowledging the unique characteristics of electoral environments.

The practical deployment analysis framework addresses the real-world feasibility
and operational characteristics that determine whether digital voting systems can be
successfully implemented in actual election contexts. This analysis recognizes that
systems that perform well in laboratory environments may face significant challenges
when deployed at scale in actual elections. This theoretical framework guides the
detailed case study analysis presented in subsequent chapters and enables system-
atic comparison of the selected voting systems. The framework’s multi-dimensional
approach ensures that the evaluation considers all relevant aspects of system per-
formance while maintaining focus on the fundamental requirements of democratic
elections.

33



4 Methodology

4.1 Introduction

This chapter outlines the methodology employed to analyze and compare three dig-
ital voting systems: Helios, Estonian i-Voting, and Voatz. The study adopts a
qualitative comparative case study approach, which enables an in-depth examina-
tion of each system while also facilitating meaningful cross-case comparisons. This
methodology provides a structured framework to explore how variations in design
and implementation affect security, usability, and deployment feasibility, ultimately
generating insights to guide future digital voting initiatives.

The study combines a thorough literature review with technical analysis and struc-
tured comparative evaluation, ensuring that both theoretical and practical perspec-
tives are considered. Given that digital voting systems are socio-technical in na-
ture, involving interactions between technology, user experience, and operational
constraints, a qualitative approach is particularly appropriate. The study is de-
signed to balance technical rigor with practical relevance, ensuring that findings are
evidence-based and analytically robust.

4.2 Research Design

The research follows a qualitative comparative case study methodology, which is
well-suited for analysing complex systems in real-world contexts. Case studies al-
low for detailed examination of systems, taking into account interactions between
technology, legal frameworks, administrative procedures, and social factors. The
comparative dimension highlights patterns, trade-offs, and best practices, offering
insights into how different design choices affect system performance. Because digi-
tal voting systems involve both technical and human factors, the analysis relies on
structured frameworks alongside careful judgment informed by empirical evidence.

The evaluation of each system is guided by three main dimensions: security,
usability, and deployment feasibility. Security is assessed through an examination
of cryptographic protocols, threat resistance, integrity, verifiability, and coercion
resistance. Usability focuses on voter accessibility, interface design, error prevention,
and administrative ease of use, while deployment feasibility considers scalability,
infrastructure requirements, and practical implementation challenges. This multi-
dimensional framework ensures a comprehensive assessment, allowing each system
to be evaluated fairly across all relevant aspects.

To maintain an evidence-driven approach, the study relies primarily on peer-
reviewed research, independent audits, deployment reports, and documented user
experiences rather than vendor claims. This ensures that conclusions are grounded
in verifiable data and reflect both theoretical principles and practical realities.

4.3 Systems Selected for Analysis

The three systems selected for analysis—Helios, Estonian i-Voting, and Voatz—were
chosen to represent a diversity of technical approaches, real-world deployments, and
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documented research. Helios is an open-source, academically developed voting sys-
tem that uses homomorphic encryption, allowing privacy-preserving tallying and
wide deployment in organizational elections [2]. It serves as a key reference in ver-
ifiable voting research. The Estonian i-Voting system, in operation since 2005, in-
tegrates with the country’s digital ID infrastructure and includes mechanisms such
as vote updating to reduce coercion risks. Its long-standing national deployment
provides a model for large-scale internet voting. Voatz, a commercial platform, em-
ploys blockchain technology and biometric authentication to enable mobile voting.
Although it has faced security criticism, Voatz illustrates emerging trends in mobile
and distributed ledger-based voting.

The selected systems provide both technical diversity and contextual variation.
They operate in different environments, ranging from small organizational elections
to national elections, and they are supported by sufficient documentation for analy-
sis. By comparing systems with varied designs, operational contexts, and technical
foundations, the study captures a broad perspective on the challenges and opportu-
nities in digital voting.

4.4 Evaluation Criteria

Each system is evaluated across the dimensions of security, usability, and deployment
readiness. Security is considered in terms of privacy, vote integrity, verifiability, and
resistance to coercion, focusing on encryption techniques, key management, procedu-
ral safeguards, and mechanisms for individual and universal verification. Usability is
assessed through voter accessibility, interface clarity, support for multiple languages,
cognitive load, error prevention, and administrative usability, including system con-
figuration, monitoring, and documentation. Deployment readiness considers scala-
bility, computational and network requirements, resilience under peak loads, and the
feasibility of integrating the system into existing electoral infrastructure. This struc-
tured approach ensures that comparisons are systematic, transparent, and grounded
in evidence.

4.5 Limitations and Constraints

The study faces several limitations. Reliance on published sources constrains the
discovery of previously unknown vulnerabilities, and rapid technological evolution
means that findings may become outdated. Proprietary restrictions, particularly for
commercial systems such as Voatz, limit access to detailed technical information.
Legal, political, and policy factors fall outside the scope of this analysis.

Analytical constraints include the complexity of interactions between software,
hardware, protocols, and procedures, which makes comprehensive security evalua-
tion challenging. Limited deployment data for newer systems constrains long-term
reliability and scalability assessment, while usability evaluation inherently involves
subjective judgment despite the use of structured frameworks. Additionally, results
may not generalize to all electoral contexts. Despite these limitations, the method-
ology provides a framework for evaluating digital voting systems, offering valuable
insights into their strengths, weaknesses, and suitability for democratic elections.
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5 Case Studies

5.1 Helios Voting System

Helios represents an academically driven approach to verifiable digital voting and is
widely cited in research as a reference implementation of end-to-end verifiable elec-
tions [2]. It is an open-source platform designed primarily for educational, union,
and small-scale organizational elections, where transparency and verifiability are
valued above scalability. Its architecture relies heavily on exponential ElGamal en-
cryption, which enables ballots to be cast and tallied securely while preserving voter
privacy. Each vote is encrypted individually, and thanks to the homomorphic prop-
erties of ElGamal, the system can compute the election outcome without decrypting
individual ballots. This provides a mathematical guarantee of both integrity and
privacy.

In practice, Helios has been used by universities, non-profit organizations, and
professional societies [2]. For instance, it has facilitated student government elections
in Europe and North America, as well as leadership elections within international
academic associations. These real-world applications demonstrate its practicality
in controlled settings where participants are technologically literate and where the
electorate size is relatively small. A major strength of Helios is its open-source
nature, which allows independent experts to review, test, and audit the system code
[2]. This openness strengthens trust by ensuring that vulnerabilities can be identified
publicly rather than hidden.

Despite its academic success, Helios faces several challenges in real-world elections
[2]. Its dependence on the voter’s device and browser introduces risks: if the client
machine is compromised by malware, the ballot may be altered before encryption,
undermining the system’s guarantees. Furthermore, Helios has limited scalability, as
it was not designed for national elections involving millions of voters [2]. Its perfor-
mance requirements, combined with limited usability features, make it impractical
for high-stakes, large-scale contexts. Ultimately, Helios demonstrates the feasibility
of end-to-end verifiable systems but highlights the trade-off between academic rigor
and operational scalability [2].

5.2 Estonian i-Voting System

Estonia’s i-Voting system stands as the longest-running and most mature example
of nationwide digital voting. Since its introduction in 2005, it has been used in par-
liamentary, municipal, and European Parliament elections, with adoption steadily
increasing over time. In the 2019 parliamentary elections, over 44% of votes were
cast online, showing strong public trust and widespread acceptance. The system
is tightly integrated with Estonia’s digital identity infrastructure, relying on Public
Key Infrastructure (PKI) and cryptographic smart cards for strong voter authenti-
cation. Each voter receives a government-issued ID card with embedded chips that
enable secure digital signatures, providing both privacy and verifiability [16].

A unique feature of the Estonian model is the ability for voters to recast their
ballots multiple times during the voting period. Only the final vote is counted,
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which reduces the risk of coercion by allowing voters to override any pressured
choices. This feature, combined with extensive audits and transparency measures,
has helped Estonia address criticisms while reinforcing public trust.

However, criticisms remain. Security researchers have raised concerns about re-
liance on trusted hardware and government infrastructure, which could become sin-
gle points of failure. The system’s resilience against large-scale cyberattacks has
also been debated, particularly given the geopolitical tensions in the Baltic region.
Furthermore, while Estonia’s digital identity system is highly developed, it is un-
clear whether the same approach could be transplanted to larger and more diverse
democracies where digital identity adoption is fragmented or contested.

Overall, Estonia’s i-Voting provides valuable insights into what is possible when
digital voting is integrated into a comprehensive national digital ecosystem. It high-
lights both the opportunities for large-scale deployment and the challenges of main-
taining transparency and security over time.

5.3 Voatz Voting System

Voatz represents a commercial, mobile-first approach to digital voting, designed
with accessibility and convenience in mind. The system leverages blockchain tech-
nology for auditability and uses biometric authentication (such as fingerprint or
facial recognition) to verify voter identity. It has been piloted in U.S. elections for
overseas military personnel and citizens with disabilities, including trials in West
Virginia (2018), Utah, and Denver. These pilots were framed as experiments in
expanding participation to populations that face barriers in traditional voting.

The use of blockchain is central to Voatz’s model. By recording ballots in a dis-
tributed ledger, the system provides tamper-evidence and immutability, reducing
reliance on a single trusted authority. In principle, this creates a transparent audit
trail that voters and election officials can verify. In addition, its smartphone-based
interface makes it easier for remote voters to participate without specialized hard-
ware.

Despite its innovative approach, Voatz has faced significant criticism from secu-
rity researchers. Independent audits, including a 2020 analysis by MIT, uncovered
vulnerabilities that could allow attackers to alter votes or compromise ballot secrecy.
Other concerns include the risks of client-side malware on voters’ smartphones and
the potential for network-based attacks. Additionally, because Voatz is a propri-
etary commercial system, its source code is not fully open to the public, limiting
independent verification and contributing to skepticism among experts.

Voatz illustrates both the promise and the pitfalls of mobile-based voting. On the
one hand, it demonstrates how new technologies can lower barriers to participation.
On the other hand, it underscores that accessibility and convenience must not come
at the expense of security and transparency. Until its vulnerabilities are resolved
and its processes made more open, Voatz remains an experimental system rather
than a proven solution for large-scale, high-stakes elections.
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6 Comparative Analysis

When comparing Helios, Estonian i-Voting, and Voatz, several patterns emerge in
their cryptographic foundations, security properties, and real-world deployment.

Helios is often viewed as a benchmark in academic discussions of digital voting. It
uses homomorphic encryption and provides strong theoretical guarantees of privacy
and tally integrity. Its open-source nature also promotes transparency and inde-
pendent verification. However, Helios is limited in practice: it was not designed for
large-scale national elections and remains vulnerable to client-side threats, such as
malware on a voter’s device.

Estonian i-Voting represents the most mature example of digital voting in na-
tional elections. By combining Public Key Infrastructure (PKI) with smart card
authentication, Estonia has achieved both privacy and verifiability at scale. The
system has been refined through repeated nationwide use since 2005, showing that
careful integration with existing national identity infrastructure can overcome many
practical barriers. At the same time, critics have questioned its reliance on trusted
hardware and its vulnerability to coercion, reminding us that large-scale deployment
does not mean immunity from criticism.

Voatz reflects a different direction, focusing on mobile accessibility and blockchain-
backed auditability. Its emphasis on smartphones makes it attractive for increasing
participation among remote or marginalized voters. Yet, security audits and inde-
pendent reports have revealed vulnerabilities in client devices and communication
networks. Moreover, its proprietary nature restricts external validation, making it
difficult to establish public trust in its claims.

Across all three systems, common strengths can be identified. Each makes use of
advanced cryptographic safeguards and incorporates some form of voter verification.
However, persistent weaknesses remain. Client-side vulnerabilities are a recurring
challenge, as even the most secure cryptography cannot protect against compro-
mised devices. Coercion resistance is another unsolved issue, especially in remote or
unsupervised voting settings. Usability also poses difficulties, particularly for voters
with limited digital literacy or access to secure devices.

Scalability emerges as a key differentiator. Helios is well suited for small-scale
elections, such as in universities or professional associations, but is not practical
for national contests. Estonia has demonstrated that large-scale internet voting is
possible, though not without controversy. Voatz, while innovative, has yet to prove
its robustness in high-stakes, nationwide settings.

Taken together, these comparisons suggest that no single system currently pro-
vides a complete solution. Trade-offs are unavoidable between security, usability,
and accessibility. The challenge for future systems is to strike a more effective bal-
ance across these dimensions. Progress will likely require innovations in coercion
resistance, stronger protections for mobile voting, and architectures capable of scal-
ing without undermining trust.

To support policymakers and developers, visual comparisons can be especially
helpful. Tables summarizing cryptographic techniques, security properties, and
practical implementation challenges would make contrasts clearer and highlight crit-
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ical lessons. Such tools can translate complex technical findings into insights that
are more accessible to decision-makers and the general public.
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7 Discussion

The case studies examined in this thesis highlight both the opportunities and the
challenges of adopting digital voting systems. On the one hand, digital platforms
can significantly improve accessibility and efficiency, particularly for overseas citi-
zens, individuals with disabilities, or those in remote areas. By reducing physical
and logistical barriers, digital systems have the potential to broaden participation
and strengthen democratic engagement. On the other hand, the transition from
traditional paper-based methods is far from straightforward. Security risks, uneven
levels of digital literacy, and the fragility of public trust continue to shape the de-
bate. Even systems that have been tested and refined over time such as Estonia’s
i-Voting remain under scrutiny, demonstrating that no system is immune to criticism
or vulnerability.

A recurring theme across the systems studied is the importance of trust and
transparency. For citizens to accept digital elections, systems must not only be
secure in theory but must also appear trustworthy and verifiable in practice. Voters
must feel confident that their ballots are private, correctly counted, and free from
manipulation. Inclusivity is equally important: systems should ensure participation
across diverse groups, including those with disabilities, varying language needs, and
limited technical familiarity. If these concerns are not addressed, digital voting could
unintentionally widen the gap between those who are digitally literate and those who
are not, reinforcing social and political inequalities.

Looking forward, several research and innovation directions stand out. The inte-
gration of post quantum cryptography is critical for future-proofing digital elections
against emerging computational threats. Usability improvements through intuitive
interface design, public education campaigns, and comprehensive voter training will
play a key role in making digital voting more accessible and trusted. At the same
time, hybrid approaches that combine traditional methods with digital solutions may
provide resilience and flexibility. For example, systems that allow digital vote cast-
ing but also generate auditable paper trails could offer both efficiency and security,
bridging the gap between innovation and reliability.

There are also broader ethical and societal considerations. The expansion of dig-
ital voting raises questions about the digital divide, the role of private companies
in public elections, and the long-term implications of relying on technologies that
may outpace regulation. Governments, technologists, and civil society must work
together to ensure that the adoption of digital voting strengthens democratic val-
ues rather than undermining them. This means approaching digital elections not
just as technical systems, but as social institutions that require ongoing scrutiny,
transparency, and public dialogue.

In conclusion, the findings of this thesis emphasize that digital voting cannot
succeed through technology alone. Strong cryptography and secure protocols are
essential, but they must be embedded within systems that are socially inclusive,
ethically responsible, and operationally realistic. The experiences of Helios, Esto-
nian i-Voting, and Voatz demonstrate both the progress that has been made and
the challenges that remain. Ultimately, building a trustworthy digital voting sys-
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tem requires balancing innovation with caution, and technical strength with social
legitimacy.

Digital voting is not a destination but a process a gradual evolution shaped by
technology, society, and politics. Its future will depend not only on solving crypto-
graphic puzzles but also on fostering trust, inclusivity, and resilience. By learning
from past experiments and present systems, democracies can take careful, informed
steps toward a future where digital voting complements, rather than replaces, the
fundamental principles of free and fair elections.
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