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The increased addition of Internet of Things (IoT) devices in connected medical technologies and 

electronic medical record systems into today's healthcare has created smart hospitals where clinical work 

and digital connections are closely linked. This connection between traditional healthcare and 

technology has greatly improved health services and care in this century. However, it also brings big 

security risks and a larger, more often targeted attack surface area. Ransomware has become one of the 

most harmful cyber threats to healthcare, with cases showing it can disrupt clinical services, endanger 

patient safety, and in worst cases cause death and large financial and legal problems. 

This thesis provides a thorough review of ransomware threats in smart healthcare systems by combining 

existing research, cybersecurity guidelines, and real incident data to create a clear and evidence-based 

analysis. It focuses on the different ransomware threats affecting hospitals, evaluates how well current 

cybersecurity standards and defences work against these threats, and compares healthcare security with 

other critical infrastructure sectors. Through detailed gap analysis, the thesis points out ongoing 

weaknesses in both research and practical work, shown by the lack of a unified cyber resilience model 

that considers the special links between clinical workflows and digital systems in healthcare. 

Based on these findings, the thesis offers its main contribution which is a set of specific policy 

recommendations designed for different groups in the healthcare sector including healthcare providers 

and managers, policymakers and regulators, technology developers and sellers, and the public. Rather 

than providing generic guidance, the recommendations address the distinct responsibilities, capabilities, 

and vulnerabilities of each stakeholder group to help them know the right steps to take when facing 

ransomware incidents in hospitals. In broader terms, this work adds value by gathering scattered 

literature, highlighting key research gaps, and turning academic knowledge into practical policy advice, 

providing a timely and organized resource for those working to protect smart hospitals from growing 

ransomware threats.  

 

Key words: smart hospitals, ransomware, Internet of things, cyber threats, IoMT, EHR, Cyber 

resilience, cyber security, healthcare cybersecurity, patient safety, compliance, OEMs (Original 

equipment manufacturers) 

 

 



 

  

Declaration of the use of AI 

 

Artificial Intelligence (AI) tools were used for proofreading and figure generation. ChatGPT was used 

to generate Figures 1–5. The prompts used to generate these figures are listed below. 

 

 

 

 

 

 

 

 

 

 

 

 



 

  

 
Table of contents 

1 Introduction ........................................................................................................ 1 

1.1 Background and Motivation ................................................................................. 1 

1.2 Problem Statement ................................................................................................ 3 

1.3 Research Objectives ............................................................................................. 4 

1.4 Scope and Significance ........................................................................................ 4 

2 Related Work ...................................................................................................... 6 

2.1 Evolution of Smart Healthcare Infrastructure ..................................................... 6 

2.1.1 Historical development of healthcare digitization ............................................................ 6 

2.1.2 Modern Smart Hospital Architecture................................................................................ 7 

2.1.3 Benefits and Operational Impact ..................................................................................... 8 

2.2 IoT Devices and Connected Medical Technologies ............................................ 9 

2.2.1 Categories and Applications of IoMT Devices ................................................................. 9 

2.2.2 Technical Architecture of IoMT Systems ....................................................................... 11 

2.2.3 Vulnerabilities in IoMT Infrastructure ............................................................................. 13 

2.3 Electronic Medical Records and Data Management Systems ...........................13 

2.3.1 EHR System Components and Functionality ................................................................ 14 

2.3.2 EHR Adoption and Implementation Challenges ............................................................ 14 

2.3.3 EHR Systems as Ransomware Targets ........................................................................ 15 

2.4 Previous Research on Healthcare Cybersecurity ..............................................16 

2.4.1 Summary of Key Findings and Contributions ................................................................ 16 

2.4.2 Prevalence of Technology Focused Research .............................................................. 16 

2.4.3 Limited Evidence on Intervention Effectiveness ............................................................ 17 

2.4.4 Geographic and Organizational Disparity in Research Focus ...................................... 18 

2.4.5 Insufficient Focus on Patient Safety Outcomes ............................................................. 19 

2.4.6 Systematic reviews of Healthcare Cybersecurity .......................................................... 19 

2.4.7 COVID Pandemic Impact on Healthcare Cybersecurity ................................................ 20 

2.4.8 Sociotechnical perspectives on Healthcare Cybersecurity ........................................... 21 

3 Literature Review and Gap Analysis .............................................................. 23 

3.1 Search Criteria ......................................................................................................23 

3.2 Gap Analysis ........................................................................................................23 

3.2.1 Gap Categorization and Prioritization ............................................................................ 24 

3.2.2 Identified Gaps in Existing Research ............................................................................ 25 



 

  

4 Threat Landscape for Ransomware attacks in Smart Healthcare ............... 27 

4.1 Overview of Ransomware in the Healthcare Sector ..........................................27 

4.1.1 Definition and Characteristics of Ransomware ............................................................. 27 

4.1.2 Evolution and Trends in Healthcare Ransomware ........................................................ 28 

4.2 Nature and Characteristics of Ransomware attacks .........................................29 

4.2.1 Ransomware attack lifecycle ......................................................................................... 29 

4.2.2 Ransomware Delivery Models ....................................................................................... 30 

4.2.3 Big game hunting strategy ............................................................................................. 31 

4.3 Attack Vectors in Smart Hospital Environment .................................................31 

4.3.1 Phishing and Social Engineering ................................................................................... 32 

4.3.2 Compromised Credentials and Remote Access ............................................................ 32 

4.3.3 Vulnerability Exploitation ............................................................................................... 33 

4.3.4 Supply chain and Third-Party Compromises ................................................................. 34 

4.3.5 Internet of Medical Things (IoMT) Vulnerabilities .......................................................... 34 

4.4 Case Studies of Ransomware Incidents in Smart hospitals .............................35 

4.4.1 Change Healthcare Ransomware Attack ...................................................................... 35 

4.4.2 Ascension Health Ransomware Attack ......................................................................... 36 

4.5 Consequences on Patient Safety, Operations and Costs .................................37 

4.5.1 Patient Safety and Clinical Outcomes ........................................................................... 37 

4.5.2 Operational Disruptions ................................................................................................. 38 

4.5.3 Financial Consequences ............................................................................................... 38 

4.5.4 Workforce and Psychological Impact ............................................................................ 39 

5 Assessment of Existing Security Frameworks in Healthcare Infrastructure

 41 

5.1 Existing Cybersecurity Standards and Regulations ..........................................41 

5.1.1 Health Insurance Portability and Accountability Act (HIPAA) ........................................ 41 

5.1.2 NIST Cybersecurity Framework and Healthcare Integration ......................................... 41 

5.1.3 HHS 405(d) Program and HICP .................................................................................... 41 

5.1.4 Additional Healthcare Cybersecurity Regulations ......................................................... 42 

5.2 Assessment of Current Defense Mechanisms ...................................................43 

5.2.1 Endpoint Detection and Response (EDR) ..................................................................... 43 

5.2.2 Security Information and Event Management (SIEM) ................................................... 44 

5.2.3 Extended Detection and Response (XDR) .................................................................... 45 

5.2.4 Zero Trust Architecture .................................................................................................. 46 

5.3 Limitations in current defense mechanisms ......................................................46 

5.3.1 Detection and response gaps ........................................................................................ 47 



 

  

5.3.2 Backup and recovery challenges ................................................................................... 48 

5.3.3 Legacy System Vulnerabilities ....................................................................................... 49 

6 Gaps in Security against Ransomware attacks ............................................. 50 

6.1 Insufficient understanding of Ransomware attack chains in healthcare .........50 

6.2 Lack of Validated Risk Assessment Methodologies ..........................................51 

6.3 Gap between Security Research and Clinical Practice......................................52 

6.4 Insufficient Sociotechnical Perspectives ...........................................................53 

7 Integrated Cyber Resilience Model................................................................. 55 

7.1 Characteristics of effective resilience models ...................................................55 

7.2 Integration across Cybersecurity Domains ........................................................56 

7.3 Addressing the people, process and technology ..............................................57 

7.4 Regulatory alignment and Compliance Integration ...........................................58 

7.5 Metrics and Maturity Assessment .......................................................................58 

8 Actionable Recommendations for Smart-Hospitals Stakeholders .............. 60 

8.1 Healthcare providers and Administrators ..........................................................60 

8.1.1 Adoption of Recognized Cybersecurity Frameworks .................................................... 60 

8.1.2 Implementation of Basic Cyber Hygiene Controls ......................................................... 61 

8.1.3 Development and Testing of Incident Response Plan .................................................. 63 

8.1.4 Address Third-Party and Supply Chain Risks ............................................................... 64 

8.2 Policymakers and Regulatory Authorities ..........................................................65 

8.2.1 Modernize and Strengthen HIPAA Security rule requirements. .................................... 65 

8.2.2 Strengthening the Oversight of Healthcare Technology Vendors ................................. 66 

8.2.3 Provision of Funding and Resources for Under-Resourced Providers ......................... 67 

8.2.4 Improved Information Sharing and Coordination ........................................................... 68 

8.3 Technology Developers and Vendors .................................................................68 

8.3.1 Implementation of Security by Design ........................................................................... 69 

8.3.2 Support long term Security Maintenance ...................................................................... 69 

8.3.3 Design for Resilience and Recovery ............................................................................. 70 

8.3.4 Participation in sector wide security efforts ................................................................... 70 

8.4 Patients and the General Public ..........................................................................71 

8.4.1 Demand for Transparency about Cybersecurity Practices ............................................ 71 

8.4.2 Practice Good Personal Cybersecurity Hygiene ........................................................... 72 

8.4.3 Understand rights and advocate for better protection ................................................... 72 



 

  

9 Conclusion and Future Research Directions ................................................ 73 

9.1 Summary of Findings ...........................................................................................73 

9.2 Contributions to the Field ....................................................................................74 

9.3 Limitations of the study .......................................................................................76 

9.4 Future Scope ........................................................................................................77 

References .............................................................................................................. 79 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



1 
 

  

1 Introduction 

The expansion of the global population, coupled with heightened expectations for effective 

treatments and an overall improved quality of life, is exerting mounting pressure on healthcare 

systems. Consequently, healthcare remains one of the foremost social and economic challenges 

on a global scale, demanding innovative and advanced solutions from the fields of science and 

technology [1].  Due to these demands since the early 1990s, Information and Communication 

Technologies (ICTs) have significantly enhanced access, efficiency, and the quality of nearly 

every healthcare process. Consequently, the term eHealth, referring to the use of Information 

and Communication Technologies (ICTs) in the healthcare sector, has gained widespread 

acceptance [2]. In fact, eHealth has attracted significant interest from both the public and private 

sectors, leading to unparalleled levels of investment in research and financial support. 

1.1 Background and Motivation 

The healthcare Industry is going through a major digital shift, with smart hospitals leading the 

way. These hospitals use technologies like IoT devices, artificial intelligence, electronic health 

records, connected medical devices, and automated systems to improve patient care, increase 

efficiency, and help with data-driven decisions [1]. This shift has fundamentally changed 

healthcare delivery by allowing for real-time patient monitoring, remote diagnostics, predictive 

analytics, and smooth information exchange across separated healthcare networks [3].  

 

The increased connectivity and digitization used in smart hospitals have helped to create an 

increased attack surface area for cyber threats, making healthcare institutions particularly 

exposed to advanced cyberattacks. From these threats, ransomware has surfaced as one of the 

deadliest types of cyberattack that affects healthcare organizations. According to H. T. Neprash 

et al. [4], there are reports that show that ransomware attacks disrupt the delivery of care by 

making computers and electronic health records unusable or encrypted.   

 

There are some statistics to back up this claim as seen in a journal by Thomas Slayton which 

states that the number of healthcare organizations that were affected by ransomware increased 

from 34% in 2021 to 67% in 2024 [5]. 2024 was also the year that healthcare organizations 

faced their most expensive data breaches when compared from 2019 to date, with the average 

cost of a data breach amounting to $7.42 million per incident, while total losses across the 

industry because of ransomware-related incidents downtime exceeded $21.9 billion [6]. This 
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statistic proves that ransomware incidents in the healthcare Industry can lead to serious financial 

risks if not addressed.  

 

The escalating cybersecurity risks faced by smart hospitals are among the primary motivations 

for this thesis. The risks arising from ransomware-related incidents have been on the increase 

on a yearly basis and more needs to be done to fully mitigate against these risks. In the first 

nine months of 2025, two hundred and ninety-three (293) documented ransomware incidents 

affecting hospitals and care providers were identified along with one hundred and thirty (130) 

attacks targeting healthcare organizations [7].  

 

These incidents do not only cause financial damage to the hospitals but can also lead to 

postponed treatments, rerouted emergency services, cancelled surgical operations, and in some 

instances, negative effect in the life of patients [8]. The ransomware attack on Change 

Healthcare in February 2024, which had a financial impact of $2.9billion exposed the health 

information of 100 million individuals and resulted in significant losses for UnitedHealth Group 

[9].The billing cycles for healthcare providers were impacted as a result of the ransomware 

attack and this shows the impact that a single incident can have in an increasing globally 

interconnected healthcare infrastructure. 

 

Although IoT devices have many advantages when used in the hospital, the devices also come 

with many vulnerabilities [10]. In 2025, IoMT devices averaged 6.2 security flaws per device 

with 60% of these devices running outdated systems. For medical IoT devices, they mostly 

often have weak security features, run on old and unsupported operating systems, and it is very 

difficult in applying security updates on the devices without causing downtime in critical 

clinical operations.  

 

According to Z. Amos [11],  88 % of healthcare organizations experienced at least one data 

breach in the last two years due to weaknesses in their connected devices. These devices, 

provides several entry points for attackers to access hospital networks [12]. Because of how 

connected a smart hospital network is, a cyber breach in one of the components can quickly 

spread across all other devices in the same network if not quickly mitigated [13].  

 

The COVID-19 pandemic showed the importance of strong cybersecurity culture in the health 

care industry. While hospitals were adopting things like remote patient monitoring due to the 
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pandemic, cybercriminals took advantage of this and launched different types of attacks on an 

already stretched healthcare system [14]. In Verizon's 2025 data breach investigation report, 

Ransomware was identified as the leading cause of healthcare data breaches [15]. This time 

frame clearly showed that cybersecurity in healthcare is not just a technical issue, it is a crucial 

public health and patient safety concern that requires immediate, collaborative action from all 

parties involved [16]. 

1.2 Problem Statement 

The central issue is that while the problem of smart hospitals and the threats that ransomware 

poses to them is recognized, the current frameworks for cybersecurity in the healthcare Industry 

do not meet the challenges of protecting the healthcare Industry’s critical infrastructure. 

While there is an increase in the number of trainings on cybersecurity threats in the health care 

sector, there are still significant gaps that remains in addressing and explaining the different 

issues that healthcare organizations face in mitigating against ransomware attacks. Current 

frameworks (HIPAA, ISO27001), standards and regulations do not fully provide guidance and 

recommendations on how to mitigate against the unique needs of a smart healthcare 

environment  [17].  

In the healthcare Industry, mitigating against cyberthreats such as ransomware is done in a 

reactive instead of a proactive manner whereby vulnerabilities are remediated as they arise 

instead of a proactive approach that provides a clear and easy path to fully address the 

challenges [18]. The reactive method used by healthcare organizations creates significant gaps 

in the defensive systems and does not fully mitigate against the threats and risks that arise from 

ransomware attacks.  

The level of investments in security solutions and staff is not in tandem with the risk levels 

experienced in the healthcare Industry. They tend to focus on protection of “low level assets” 

while the critical infrastructures are not fully protected [19].  Communication and collaboration 

among different stakeholders working in the healthcare organization is also another challenge 

faced in the health care industry. According to G. Miller [20],  in order for a hospital to have 

an effective cybersecurity plan, there needs to be synergy among different stakeholders in a 

hospital environment. Because these stakeholders often work in silos, it leads to collaboration 

gaps in the healthcare Industry. 
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While academic research has developed important theoretical information on healthcare 

cybersecurity, there is still a huge gap between the theoretical knowledge and the practicalities 

involved in the healthcare environment. It is more prevalent in healthcare environment with 

limited resources. Different solutions have been recommended ignoring specific operational 

challenges that faces a modern healthcare environment such as budget constraints and the ever-

evolving regulatory landscape that health care must adhere to it e.g. HIPAA. Because of these 

issues and the gaps identified between theoretical and practical healthcare, the effectiveness of 

cybersecurity advancement is not fully complete [21]. 

According to H. Landi [22], Healthcare organizations are dealing with an ever evolving and 

dynamic ransomware environment because attackers are not only focused on just encryption, 

but they are also focused on data extortion. Because of this, the number of ransomware attacks 

that involves extortion has increased. The risk assessment methods today do not fully address 

the wide number of ransomware threats in smart hospitals, especially regarding their effects on 

patient safety, clinical outcomes, operational stability, and the organization's reputation [23].  

Traditional cybersecurity risk assessments mainly concentrate on data confidentiality and 

financial effects, failing to sufficiently consider the availability and integrity needs that are 

essential for healthcare operations and patient safety [24]. Smart hospitals often operate in 

difficult and mixed hybrid settings that implement and integrate advanced technologies with 

older medical devices and information systems. It is very difficult for these older medical 

devices to be upgraded or patched without causing disruptions to patient care [25]. A statistics 

data seen in [26] further support this claim. It is also said that attackers frequently exploit these 

legacy devices to gain initial entry and maintain a presence in hospital networks [27]. 

1.3 Research Objectives 

This Master's thesis provides recommendations for different stakeholders in the healthcare 

sector on how to be cyber resilient against ransomware attacks and it also provides a cyber-

resilience model that can be used by a smart hospital in the 21st century. 

1.4 Scope and Significance 

The scope of this Master's thesis is focused on ransomware threats that affects a smart hospital 

setting in a highly advanced healthcare system. The thesis looks into smart hospital technologies 

such as IoT medical devices (patient monitoring systems, infusion pumps, ventilators, and 



5 
 

  

diagnostic tools), electronic health record systems, picture archiving and communication 

systems (PACS), hospital information systems (HIS), laboratory information systems (LIS), 

pharmacy management systems, building management systems, as well as the network 

infrastructure, security systems, and middleware that link and integrate these elements. It 

creates a correlation between clinical technologies and operational technologies used in a smart 

hospital. It also focuses on ransomware attacks and their different forms, such as traditional 

file-encryption ransomware, double extortion schemes. It also looks at the ransomware life 

cycle from the first stage to the last stage. 

 

The study provides an outlook to relevant stakeholders in a healthcare setting and how they are 

affected by cybersecurity incidents. While the focus area is on hospitals located in highly 

advanced and developed nations, it can also be beneficial to hospitals located in developing 

nations and third world countries that are still experiencing some level of digital improvements. 

The scope is focused on the current situation of ransomware threats from the year 2020 to 

present day today.  
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2 Related Work 

 

2.1 Evolution of Smart Healthcare Infrastructure 

The change from traditional hospitals to smart healthcare facilities is one of the biggest 

technological changes in modern medicine. This shift has been fuelled by improvements in 

computing power, wireless connectivity, sensor technology, and data analytics, which together 

allow for the integration of digital technologies in healthcare delivery [28]. 

2.1.1 Historical development of healthcare digitization 

The digitization of healthcare started in the 1960s with initial efforts in electronic record-

keeping. The Mayo Clinic in Rochester, Minnesota, was one of the first major health systems 

to adopt electronic health records during this time, although high costs initially restricted this 

to well-funded academic medical centres and government-supported health systems [29]. These 

early plans became the foundation for greater improvements in the healthcare information 

technology. Dr. Lawrence Weed in 1968 introduced the problem-oriented medical record 

(POMR), making an important discovery in systematic patient documentation [30].  

 

The POMR provided an important way to arrange patient data around unique clinical issues, 

providing the building blocks that will later impact the design and creation of electronic health 

records. The method used focused on the thoroughness, organization, and problem-centred 

documentation, which continues to be important in modern EHR (Electronic Health Records) 

systems. The electronic health records systems was created for the first time in the 1970s.  

 

Clement McDonald and his team at the Regenstrief Institute in Indianapolis created the 

Regenstrief Medical record systems in the year 1972 which addressed some of the key issues 

in database designs and system interoperability [31]. They understood that patients always leave 

incomplete medical information across different providers, leading to disintegrated records that 

hardly integrate due to incompatible systems. Their efforts in database design and data 

standardization laid the groundwork for future EHR advancements.  

 

During this same period, a group known as the Veterans Administration created one of the 

earliest large-scale EHR systems that they later developed into the Veterans Health Information 
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System and Technology Architecture (VistA) [29]. Their system showed that extensive 

electronic health records can be developed and created in a large healthcare organization 

offering tangible knowledge and technical know-how for a national adoption in the United 

States of America.  

 

2.1.2 Modern Smart Hospital Architecture 

Smart hospitals in this century have an advanced architectural design as compared to the Initial 

electronic record system that was developed in the 1970s. For a hospital to be called a smart 

hospital, it makes use of different technological systems such as IoT devices, EHR, AI etc. to 

offer better health services to patients [28].  Figure 1 provides some different components that 

makes up the smart hospital architecture. 

 

 

 Figure 1 A simple smart hospital architecture source: Figure generated with LLM (ChatGPT 5.5) 

In the architecture, Smart hospitals use large networks of connected medical devices that gather, 

send, and analyse patient data in real-time [32]. Some of these devices are smart beds, wearable 

health monitors, etc. These devices help doctors and nurses to better administer care and 
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monitor patients remotely [33].  Every smart hospital must have an EHR (Electronic Health 

Records) systems which helps to ensure that every detail about a patient is available in an 

electronic format and readily available online [34]. The change from paper records to electronic 

ones gained traction after the Health Information Technology for Economic and Clinical Health 

(HITECH) Act of 2009, which offered financial incentives for the meaningful use of certified 

EHR technology [35]. The smart hospital environment also makes use of AI systems for better 

management of patient data. 

 

AI systems process large amounts of patient data to gain useful insights, enhance diagnostic 

precision, and support tailored treatment plans [36]. In smart hospitals, AI applications feature 

predictive analytics for monitoring patient decline, automated image evaluation for radiology 

and pathology, natural language processing for clinical records, and reinforcement learning for 

robotic surgery assistance [37]. Sophisticated AI systems enhance resource use by examining 

real-time data from connected devices, reducing congestion, and facilitating patient movement 

within the hospital [38]. 

 

For smart hospitals to share health data real-time across devices, systems and within different 

healthcare providers, they must use fast network systems like Wi-Fi and 4G and 5G cellular 

networks [39]. The increased usage of 5G technology will help with advanced features like 

remote surgeries and edge computing for local data handling [36]. With Cloud computing, 

patient and hospital information can be accessed from anywhere which will help with care co-

ordination among different health networks and hospitals [40]. Smart hospitals integrate 

different components as seen in figure 1 that allows for less mundane and operational tasks such 

as decrease in manual data entry, reduction of transcription errors, etc. [41].  

2.1.3 Benefits and Operational Impact  

The usage of smart hospital components has led to new developments in the different areas of 

healthcare.  One of such areas is in real-time remote monitoring which helps in identifying 

health issues as they occur and proactive medical responses [33]. Tasks that were manually 

done before are now automated and this helps reduce the chance of human errors and helps to 

improve and manage human resources effectively [42].   

 

Smart hospitals components have helped with things like telemedicine and remote monitoring 

services. This service makes healthcare more accessible beyond the hospital environment, and 
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this helps in the management of severe conditions and increases health outcome for patients 

[39]. One of such benefits of Smart hospital technologies is the ability to create personalized 

treatment plans based on the patient traits and reactions [38]. Sheba Medical Centre in Israel 

has been accepted globally as an example of a healthcare centre that has implemented smart 

hospital infrastructure. The hospital uses AI for patient triage and IoT for remote monitoring. 

These implementations have led to less hospital admission and quick and fast interventions in 

critical care situations [38]. The Mount Sinai health system is also another example. They 

hospital used AI and IoT monitoring system in their critical care units and this resulted in a 

35% decrease in cardiac arrest incidents, which shows the importance of smart technologies in 

an healthcare environment. 

2.2 IoT Devices and Connected Medical Technologies 

The increase of the usage of Internet of Medical Things (IoMT) devices has many benefits to 

the health sector. While the benefits of this are enormous, it also leads to more vulnerabilities 

in the healthcare environment. In this section, the landscape of IoMT technologies, their clinical 

applications, and the security challenges they introduce are discussed. 

2.2.1 Categories and Applications of IoMT Devices 

Medical IoT devices varies across different categories with each serving a unique function 

within the smart hospital environment. The categories can be seen in figure 2 
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                                  Figure 2 Types of IoMT Devices Figure generated with LLM (ChatGPT 5.5) 

In the smart hospital environment, wearable devices such as smartwatches which can be seen 

in figure 2 helps for constant monitoring of a patient’s vital signs such as heartbeat rate, glucose 

and sugar rates, etc. [42].These devices send real-time health data to healthcare providers so 

that they are fully updated on a patient's condition all the time and can also quicky attend to a 

patient as the need arises. Interconnected devices on-site, such as smart beds, infusion systems, 

ventilators, ICU monitors, help with regular patient monitoring and this is based on the real 

time data that they monitor [43]. 
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2.2.2 Technical Architecture of IoMT Systems 

IoMT consists of different layers that help to achieve the smart hospital functions. Some of the 

layers are device layer, network layer, data processing layer, application layer and security 

layer. Figure 3 contains a pictorial representation of this. 

 

Wearable devices, sensors, and monitoring systems used in smart hospitals fall into the data 

layer. These devices make use of WI-FI, cellular connections for communications. The job of 

these devices in this layer is to constantly collect real-time patient data.  In the network layer, 

the communication network that supports the WI-FI and cellular connections are present here. 

Some of the examples as seen in figure 3 are IoT gateways, communication protocols like 

MQTT, HL7 and FHIR. The aim of this layer is to transmit data from devices to back-end 

systems and to also ensure interoperability between different devices [42] . 

 

The data processing layer seen in figure 3 can be defined as the brain of the system. This layer 

is responsible for the storage of patient data and the layer that is responsible for analysing and 

processing data for insights. This is the layer where AI models run and different patterns can 

be built from the data gathered and analysed.  

 

The application layer is the layer responsible for user interface. In this layer, raw data is 

presented in a format that is understandable and able to draw conclusions from. The aim of this 

layer is to present ready-made processed data to doctors and other medical professionals. It 

helps medical practitioners in diagnosis and decision making. 
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                Figure 3  IoMT Architecture Figure generated with LLM (ChatGPT 5.5) 

 

The security layer offers end-to-end encryption, authentication methods, access controls, and 

audit logging safeguard data during collection, transmission, storage, and analysis [40].  
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2.2.3 Vulnerabilities in IoMT Infrastructure 

Despite their clinical advantages, IoMT devices pose serious security risks that weaken smart 

hospitals' defences against cyberattacks. In 2025, vulnerabilities in IoMT devices reached 

record highs, averaging 6.2 security flaws per device, with 60% of devices running outdated 

systems that no longer receive security updates [10].  

 

Several factors contribute to IoMT security issues.  One of such issues is legacy systems that 

cannot be patched or updated. According to an article by IoT in Healthcare, about one in five 

connected healthcare devices runs on unsupported, vulnerable systems that cannot be updated 

or patched without affecting patient care or voiding warranties. These outdated systems create 

ongoing vulnerabilities that attackers often exploit to gain initial access to hospital networks    

[26]. 

 

Smart Medical devices are built by OEMs (original equipment manufacturers) with security 

considered as an afterthought and this is further supported in [44]. Because of the bottlenecks 

involved in medical devices software updates, most vulnerabilities are not fixed, and devices 

are used in the default mode that they come in which poses a significant risk. Because of the 

demands of the healthcare environment, time required for upgrading and maintaining essential 

medical devices might be hard to come by [25].   

 

Smart medical devices are required to send various health information to different hospital 

systems, and this can lead to a weak security posture either from the device sending the 

information or the device receiving it [20]. Outdated communication systems and interfaces 

often lack modern security features, and this is another challenge faced by IoMT devices. 

2.3 Electronic Medical Records and Data Management Systems 

Smart hospitals make use of electronic health record systems for gathering data on their patients 

and this leads to a better care. While EHR(s) have many advantages, it is a major target for 

attackers because if they can gain unauthorized access, they will have a plethora of PIIs 

(Personally Identifiable Information (PII)).  
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2.3.1 EHR System Components and Functionality 

The various parts that are integrated into an EHR system can be seen in figure 4. This 

architecture shows a layered approach to better management of healthcare data and clinical 

workflows. Data is gotten from the different data sources as seen in figure 4.  After that, the 

data sources then send information to the EHR core components which consists of patient 

registration, clinical documentation, order entry, etc. 

 

Figure 4 EHR System components architecture Figure generated with LLM (ChatGPT 5.5) 

 

The data management layer`s function is to ensure that data is properly organized and stored. 

The Integration and interoperability layer is responsible for seamless and quick 

communication between the heterogeneous systems.  

2.3.2 EHR Adoption and Implementation Challenges 

EHR systems are highly used in developed nations because of the mix of regulatory 

requirements, financial incentives, and recognition of clinical benefits. In the United States of 

America, an act was created called the HITECH act of 2009 which offers financial rewards for 

healthcare providers who used certified EHR technology to better improve healthcare [35]. 
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Notwithstanding this, healthcare organizations have faced many challenges while trying to 

implement EHR in their operations.  

 

According to R. S. Evans, healthcare workers still use paper methods instead of fully utilizing 

the EHR features when the system does not fully work well with clinical workflows [31]. There 

are still issues related to different IT systems not being able to accurately exchange data and 

user information in Real-time [29].  

 

Alert fatigue is also another challenge that comes with EHR systems. Once the number of 

notifications becomes too much, important or critical alerts can be overlooked or ignored [45]. 

Because of the time spent in data entry, hospital staffs can be faced with increased 

documentation workload and time that should have been spent to take care of patients is rather 

spent on navigating through systems and inputting data [46]. 

2.3.3 EHR Systems as Ransomware Targets 

There are many reasons why ransomware attackers target EHR systems. Due to the dependency 

on EHR systems, any form of attack that can cause an EHR system to be unavailable can have 

life threatening effects. This has led some healthcare providers to quickly pay the ransom 

whenever they are faced with ransomware attacks or incidents. 

 

EHR systems are also considered as a high target because of the valuable personal and sensitive 

information that they hold. According to Healthcare Cybersecurity Statistics 2025  [47], EHRs hold 

a wide range of protected and personal information which if stolen, can be used for fraud and 

identity theft. Ransomware attacks that try to publicise stolen health data adds further pressure 

to health care providers and organizations.  

 

Because EHR systems also connect with many other hospital systems, any ransomware that 

affects the EHR can cause downtime to different other hospital networks. The large number of 

data that is in EHR systems combined with the requirements for uptime, data consistency and 

real time reporting makes it hard to keep clean, accessible backups that can restore quickly from 

backups after ransomware attacks [48].  
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Finally, Healthcare organizations are required to adhere to strict regulatory standards under 

laws like HIPAA to prevent CIA (confidentiality, integrity and availability) issues. Breaches 

can lead to operational and financial loss to any healthcare organization [47]. 

2.4 Previous Research on Healthcare Cybersecurity 

Research within the area of cybersecurity in healthcare has significantly grown in the last few 

years in response to the increasing threats to healthcare information and systems. The following 

review of the literature aims to provide a summary of some of the findings regarding healthcare 

cybersecurity threats and vulnerabilities, as well as the proposed solutions to those identified 

issues. 

2.4.1 Summary of Key Findings and Contributions 

Reviewing the available literature on cybersecurity in the healthcare Industry reveals several 

concerning patterns. The field has made progress certainly, but significant blind spots remain 

that leave healthcare organizations vulnerable. 

2.4.2 Prevalence of Technology Focused Research 

One of the first notable findings regarding the healthcare cybersecurity literature is the 

continued dominance of technology within research publications. Over half of the published 

studies focus on the technical aspects of cybersecurity in healthcare environments [49]. 

Furthermore, only about a third of the available research covers management and organizational 

cybersecurity issues. In specific areas of the topic, research appears to be even more lacking. 

For instance, according to Kazi  [49],  research that investigates software development security 

practices receives very little attention, with only around 3% of existing cybersecurity research 

in healthcare dedicating focus to this topic. Furthermore, only about 3% of research dedicated 

to healthcare cybersecurity covers topics like business continuity and disaster recovery 

practices, despite the fact that many ransomware attacks are of significant availability concern 

to the healthcare sector. Finally, research into the physical security of healthcare facilities is a 

topic that hardly receives any mention within cybersecurity research publications, with only 1% 

of current research focusing on physical security [50]. Such a focus on technology introduces 

potential issues into the discussion of healthcare cybersecurity. For instance, if enhancing the 

cybersecurity technology of healthcare networks will lead to the resolution of an organization’s 

ransomware problems; however, as discussed by Ewoh et al [51], the issue may be rooted in 
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organizational and human factors. Such organizations may have some of the best cybersecurity 

technologies in the nation yet still suffer from attacks caused by inadequate security culture, 

insufficient training of cybersecurity staff, or poor coordination between departments. It is not 

to imply that technical cybersecurity issues are not important to discuss and analyse. As 

discussed, researching the vulnerabilities of medical devices or the benefits of implementing 

network segmentation are important topics of discussion. However, the imbalance of both 

technical and non-technical research indicates a tendency for the management of cybersecurity 

in healthcare to be predominantly viewed as a technical issue rather than a sociotechnical issue. 

2.4.3 Limited Evidence on Intervention Effectiveness 

Here's a frustrating truth, we know very little about which cybersecurity measures work in 

healthcare. Most studies investigate the threats to healthcare organizations, the vulnerabilities 

in their systems, the frameworks to improve cybersecurity, or even the technical solutions to 

those vulnerabilities. However, there are few studies that investigate whether these suggested 

solutions lower the risk to the organizations, improve their outcomes, or provide a good return 

on investment for those healthcare systems. This problem extends beyond developed nations. 

Many studies have investigated the state of cybersecurity in healthcare systems in low- and 

middle-income countries. In these studies, there is almost no evaluation of the outcomes of the 

cybersecurity measures that have been deployed in these systems [52]. Out of 20 studies that 

have been performed on cybersecurity in healthcare in these nations, only one shared the results 

of the outcomes of healthcare systems with the implementation of these measures. The other 

19 studies explained the cybersecurity measures that were implemented in these systems but 

did not evaluate whether they were effective. Healthcare systems are forced to make difficult 

decisions regarding where to allocate their limited resources and how to best secure their 

systems. Should they invest in endpoint detection systems, security training for employees, or 

backup systems for their data? There is no easy answer to this question, as there is no way of 

knowing which system would provide the best return on investment for any given healthcare 

organization. In addition to these implementation and efficacy problems, there is also a problem 

in evaluating the successes and failures of the cybersecurity measures that have been 

implemented. Because there is no evaluation of whether the cybersecurity measures that are 

implemented in healthcare systems are effective, there is no way of learning from either the 

successes or failures of those systems [53]. 
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2.4.4 Geographic and Organizational Disparity in Research Focus 

Looking closely at the research being conducted in the field of healthcare cybersecurity reveals 

a focus primarily upon large medical centres and health systems within wealthy countries, 

especially the United States and the European Union [52]. The majority of healthcare within 

the world is not represented within the literature that has been published on this topic. For 

instance, community hospitals that may serve smaller populations have different challenges 

than the large academic medical centres [54].  

 

Many of these community hospitals have much smaller IT and cybersecurity personnel than the 

hospitals of high academic medical centres, as well as lacking the specialized personnel that 

may be found within those healthcare systems. Thus, the insights that are gained from 

researching these institutions may not be reflective of the cybersecurity challenges that many 

of the smaller hospitals face and experience. According to Ultimate Guide to Cyber Resilience 

in Healthcare report [55],  rural healthcare providers experience even more severe limitations. 

 

Attracting cybersecurity talent is extremely challenging when the nearest city is hours away. 

Budgets often permit only the most basic security measures. However, ransomware attackers 

increasingly target rural hospitals because they are seen as easy targets with minimal defenses. 

Ambulatory care settings such as physician practices, urgent care centers, and outpatient 

surgery centers are largely absent from cybersecurity research [56]. Yet these organizations are 

increasingly utilizing EHR systems, exchanging health information electronically, and facing 

ransomware threats.  

 

Their requirements differ from those of hospitals (no 24/7 operations, different regulatory 

obligations, smaller scale), but research seldom addresses these differences. Long-term care 

facilities are another neglected area. Nursing homes, assisted living facilities, and rehabilitation 

centers handle sensitive health data and are increasingly using connected monitoring 

technologies, yet cybersecurity research in these environments is still limited [57].  

 

Lastly, healthcare in low and middle-income countries receives very little research focus, 

despite accounting for most of the global population [52]. These healthcare systems are often 

overlooked in cybersecurity discussions. These healthcare systems deal with limited resources 

that are much smaller than those in rich countries, work under different regulations, and face 
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unique security challenges. This difference is important because cybersecurity advice made for 

well-funded organizations might not work at all in other places [53]. Suggesting that a rural 

hospital with only two IT staff and a very tight budget should adopt a full Zero Trust architecture 

is not practical as it doesn't relate to their situation. 

2.4.5 Insufficient Focus on Patient Safety Outcomes 

Recognizing the negative impact of ransomware attacks on patients is universal. The victims of 

these attacks caused treatment delays for patients across the country. Another attack on 

Ascension forced emergency departments to divert patients away from the departments. 

Although it is understood that these types of attacks occur on healthcare systems, it is unclear 

on how it affects patients. Are the outcomes of these patients serious? What aspects of the attack 

relate to patient outcomes? Several challenges exist that prevent researchers from investigating 

these questions. For example, it is difficult to determine whether the observed negative outcome 

in a patient was the result of the ransomware attack, the patient’s condition, or a combination 

of these factors.  

 

Additionally, healthcare systems are often reluctant to reveal information about the attacks and 

their impact on patients [51]. The reasons for this are likely concerns about the impact of such 

disclosures on the organization, including liability. Thus, researchers are often unable to access 

data regarding patient`s outcomes to investigate. For example, current regulations regarding 

data breaches require patient data to be kept confidential rather than making public the impact 

that the attacks had on the availability of those systems. Thus, there is a gap in understanding 

the impact of ransomware attacks on patients. In the absence of solid evidence of the impact of 

ransomware attacks on patient safety, several issues arise within the healthcare and information 

technology sectors regarding justifying cybersecurity investments, performing risk 

assessments, and making planning decisions regarding incident response. 

 

2.4.6 Systematic reviews of Healthcare Cybersecurity 

Numerous research studies have performed systematic reviews of the cybersecurity threats, 

vulnerabilities, and solutions within healthcare environments. Authors Kruse et al., [18] for 

instance, performed a systematic review of the literature regarding cybersecurity threats and 

trends within healthcare environments. In their review, the authors found that the healthcare 
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Industry is significantly behind in relation to cybersecurity practices compared to most other 

industries [18]. For instance, some of the weaknesses that were identified within the healthcare 

Industry included a lack of defined individuals responsible for cybersecurity practices, a lack 

of defined procedures for software updates or responding to a cybertheft incident, a lack of 

proper segmentation of the hospital network, and the inadequate training of employees to 

recognize potential social engineering attacks.  

 

A more recent systematic literature review was performed by Ewoh et al [51]. The authors 

performed a review of the literature for vulnerabilities within healthcare systems relative to 

cyberattacks, utilizing a sociotechnical viewpoint, they reviewed 70 scholarly articles that were 

published between 2012 and 2022 [51]. Their results highlighted that cybersecurity issues in 

healthcare arise from complex interactions among technological, organizational, and human 

factors rather than from technical shortcomings alone. The authors found that many of the issues 

related to cybersecurity within healthcare environments are the result of the interaction between 

technological, organizational, and human factors. Some of the vulnerability categories included 

in the systematic review were the outdated software that is implemented within legacy systems, 

a lack of cybersecurity awareness of personnel within the healthcare Industry, the 

underinvestment of cybersecurity within the healthcare Industry, a lack of experts in 

cybersecurity within healthcare organizations, and a lack of collaboration between IT teams 

and other healthcare personnel.  

 

Finally, another research study published within the last few years investigated cybersecurity 

within low- and middle-income countries; it identified a significant lack of evidence base for 

cybersecurity practices within these countries, with a variety of different cybersecurity 

measures being published in research studies [52]. Furthermore, the authors indicated that there 

is a necessity for more thorough research studies published regarding cyberattack prevention 

methods and their effects. 

2.4.7 COVID Pandemic Impact on Healthcare Cybersecurity 

The COVID-19 pandemic also allowed people to observe the vulnerabilities of healthcare 

cybersecurity. Authors Muthuppalaniappan and Stevenson demonstrated a rise in cyberattacks 

on healthcare organizations during the pandemic, stating that these attacks were a significant 

threat to global health during this time [14]. Healthcare organizations faced several operational 
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challenges as they rapidly adopted remote work, telehealth services, and new digital tools to 

maintain care delivery during lockdowns.   

 

A scoping review by He et al., [53] explored the cybersecurity challenges and solutions in 

healthcare, specifically during the COVID-19 pandemic [53]. During this review of 56 studies, 

the authors discovered several challenges to the cybersecurity of healthcare organizations 

resulting from the pandemic, including challenges with securing healthcare staff working from 

home, the use of personal devices, a lack of business continuity plans for pandemics, and the 

lack of cybersecurity awareness of healthcare staff. Additionally, during the pandemic, many 

cybercriminals took advantage of the pandemic to execute phishing schemes targeting 

healthcare workers, distributed denial-of-service attacks on healthcare organizations’ websites 

and services and even conducted ransomware attacks on hospitals treating patients with 

COVID-19 [16]. Such actions of cybercriminals show that they will take advantage of any 

opportunity to target healthcare organizations, regardless of the situation surrounding the 

attacks on these organizations. 

 

2.4.8 Sociotechnical perspectives on Healthcare Cybersecurity 

Many recent studies adopt sociotechnical views of cybersecurity, recognizing that cybersecurity 

results from the interactions among technical, organizational, and human components of the 

system [51]. Jalali and Kaiser developed a systematic view of hospital cybersecurity, 

recognizing the importance of addressing cybersecurity at various levels within the organization 

[17]. Sociotechnical methods for healthcare cybersecurity suggest interventions in several areas 

such as educational, organizational, technical and collaborative.  

 

Educational intervention is the creation of cybersecurity training programs for healthcare 

workers, ongoing security awareness sessions, simulation drills for responding to cyber 

incidents, and incorporating cybersecurity concepts into medical and nursing training [51]. By 

clearly defining the cybersecurity roles and responsibilities of each department, forming 

cybersecurity committees, developing thorough security policies and procedures, and fostering 

a positive security culture within the organization is intervention in organizational method [53].  

 

By gradually replacing outdated systems with secure options, segmenting the network 

according to zero-trust models, implementing systems to detect and respond to threats to the 
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network, and purchasing new technology with secure design principles in mind can all be 

described as technical intervention [58]. By sharing information between healthcare 

organizations as well as with external parties regarding cybersecurity threats and vulnerabilities 

to that organization’s networks, forming public-private partnerships, working with law 

enforcement agencies regarding cybersecurity investigations, and forming partnerships with 

other organizations to establish industry security standards [51]. 
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3 Literature Review and Gap Analysis 

3.1 Search Criteria 

The gap in the existing literature on the topic of cybersecurity in healthcare was investigated 

through systematic literature reviews of various databases (PubMed, Web of Science, 

ScienceDirect, Scopus, IEEE Xplore, and JMIR publications that focus on healthcare 

cybersecurity). The search strategies for these databases utilized terms related to healthcare, 

cybersecurity, ransomware, vulnerabilities, and smart hospital technologies. The articles 

gathered through these searches were analysed using Consensus with keyword searches  such 

as “Articles related to Cybersecurity resilience of smart hospitals against ransomware attacks”. 

The literature review performed utilized peer-reviewed journals, conference proceedings, 

government publications, industry analyses, and other grey literature databases published 

between 2020 and 2025, focusing on the most recent five-year period to ensure that any research 

gaps pertain to current challenges within the described area of investigation rather than 

historical issues [57]. Additionally, the types of articles included in this research review 

contained research on ransomware and cybersecurity issues within healthcare settings  [52]. 

Literature eliminated from the review included general cybersecurity journals, purely technical 

journals focusing on malware analysis, and other literature outdated relative to available 

research on the described topics. The systematic review used PRISMA guidelines to ensure 

completeness in the literature review [51]. The articles were independently reviewed by 

multiple researchers to determine inclusion in the review, with disagreements resolved through 

discussion among the researchers. Such a thorough review process ensures that any identified 

gaps in the existing research on this topic are complete and unbiased. 

 

3.2 Gap Analysis 

The gap analysis method combines techniques from various systematic literature reviews on 

healthcare cybersecurity [18], [51], [52]. The gap analysis reviews the knowledge gaps, practice 

gaps, policy gaps, and tool and technological gaps in relation to cybersecurity in smart hospitals. 

Within the knowledge gaps, there are shortcomings in theoretical knowledge, data, and models 

regarding ransomware threats and defences for healthcare environments [57]. Additionally, 

there are gaps within the available knowledge in relation to the application of cybersecurity 

practices within healthcare environments [53]. These knowledge gaps lead to practice gaps 
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wherein the recommendations and suggestions for healthcare practices do not lead to 

enhancements in security for those practices. Related to these practice gaps are policy gaps 

wherein organizations lack the appropriate policies or incentives to enhance their cybersecurity 

defences. Furthermore, there are shortfalls in the regulatory frameworks and incentive 

structures for these organizations to sufficiently tackle the threats of ransomware attacks. In 

relation to technological tools, there are deficiencies in the technologies, methods, and 

capabilities of the security systems for healthcare environments to effectively defend against 

ransomware attacks [54]. These technological tool gaps indicate that there are insufficient 

technological solutions to meet the technological needs of healthcare environments and 

resources. Thus, overall, countering the issues of ransomware attacks on smart hospitals 

requires a simultaneous focus on each of these four areas. Any shortcoming in any of these 

areas will hinder advancements in the others. Therefore, it is essential to utilize thorough 

strategies for each of these categories to effectively counteract the threat of ransomware attacks 

on healthcare organizations. 

 

3.2.1 Gap Categorization and Prioritization 

After identifying the gaps in the research area of ransomware, those gaps needed to be 

categorized. Not all gaps are equally significant or deserving of immediate attention to address. 

The study utilized various criteria to assess the gaps. One criterion was assessing the severity 

of each potential gap in the area. Such severity would consider the potential harm or opportunity 

costs that can result from that gap. For instance, a gap in understanding how ransomware can 

impact patient safety would have high severity associated with it due to the life- and death-

implications of such an issue. 

 

 In contrast, a gap in understanding administrative best practices would be less severe in its 

impact on healthcare and ransomware in general [59]. Another criterion for assessing the gaps 

was considering the urgency of each category of gap. Urgency relates to how rapidly that gap 

must be addressed in response to the threats and requirements of the current healthcare systems. 

For instance, the shift to ransomware that primarily focuses on the exfiltration of data from 

those systems creates urgency in understanding the threat of this new type of malware, even 

though ransomware that focused upon encrypting patient data would likely receive more 

research focus and effort from authors and researchers [55]. Another criterion for assessing 

gaps is feasibility. This criterion analyses whether it is realistic to address each identified gap 
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with the available resources [52]. For instance, some gaps may require extensive and costly 

research initiatives over several years to fill, while other gaps may be resolved through other 

means.  

 

Finally, one criterion for assessing the gaps was impact. The impact criterion assesses whether 

resolving one gap will lead to advancements being made in other areas of ransomware analysis 

and response [56]. For instance, creating an efficient means of assessing the risk of ransomware 

attacks will allow organizations to make informed decisions about how to allocate their 

resources to address this threat, make due diligence reports to regulatory authorities, and 

demonstrate their commitment to improving their security. Such a development would help 

resolve several different needs of healthcare organizations at once. While the prioritization of 

these different categories for assessment helps indicate which gaps will be addressed in what 

order, such a prioritization does not indicate that any gaps with lower priorities will necessarily 

be ignored altogether. Instead, this prioritization helps to create an understanding of the order 

in which improvements can be made to resolve these gaps. 

 

3.2.2 Identified Gaps in Existing Research 

Despite the growing interest in cybersecurity research, there are still major gaps in the existing 

literature on the topic. Luna et al., [60] conducted a review of the literature on cybersecurity in 

healthcare information systems and found a lack of empirical research assessing the security of 

healthcare information systems [60].  Most of the existing research on the topic is focused on 

descriptive studies of the current state of cybersecurity in healthcare rather than studies 

assessing the effectiveness of implemented security measures 

 

Much of the existing research on healthcare cybersecurity focuses on large academic medical 

centres and health care systems in developed nations. There is a lack of research focusing on 

community hospitals, long-term care facilities, and health care systems from low- and middle-

income nations [52].Most cybersecurity research in healthcare information systems has 

concentrated on assessing technical vulnerabilities and implementing technical solutions to 

address those vulnerabilities. There is little attention paid to organizational, economic, 

regulatory, and human aspects of cybersecurity in healthcare information systems [51].  
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There is especially a lack of research regarding the impact of cyberattacks on patient safety, the 

cost-effectiveness of different security measures, the best way to allocate limited cybersecurity 

budgets, and how to maintain security while ensuring usability and efficiency in clinical 

workflows [17]. Additionally, the fast-changing threat landscape means that existing research 

often does not keep up with current attack methods, with little predictive research on new threats 

like AI-driven attacks, the effects of quantum computing on healthcare encryption, and the 

innovative use of emerging technologies such as 6G networks and extended reality systems in 

healthcare [58]. 
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4 Threat Landscape for Ransomware attacks in Smart Healthcare 

This section provides more background information on Ransomware and the healthcare sector. 

4.1 Overview of Ransomware in the Healthcare Sector 

Ransomware has become one of the most urgent and significant cybersecurity threats to the 

healthcare Industry. Unlike other types of cyberattacks that mainly focus on data 

confidentiality, ransomware attacks jeopardize all three key aspects of information security 

such as confidentiality via data theft, integrity through possible data alteration, and most 

importantly, availability through system encryption and disruption of operations. The distinct 

nature of this threat makes ransomware especially harmful to healthcare organizations. 

4.1.1 Definition and Characteristics of Ransomware 

Ransomware is a type of harmful software that is created with the intention of blocking access 

to computer systems and data until the malicious parties that created the ransomware are paid 

for the ransom [24]. The majority of ransomware utilizes encryption software to lock into the 

files and systems of the infected systems until the ransom is paid. Due to the growth of 

cryptocurrencies, such as Bitcoin, it has become easier for the individuals who are infected with 

ransomware to pay the ransom demanded of them without traceability [61]. There are a few 

features of the ransomware that is targeting the healthcare Industry that make it distinct from 

other forms of ransomware. Attackers that target the healthcare Industry are aware of the 

inabilities of these systems to experience downtimes, which means that they are under 

significant pressure to pay the ransoms demanded of them [62].  

Due to the above features, healthcare organizations are statistically more likely to pay the 

ransom demanded of them than organizations within other industries. Data from the healthcare 

Industry is valuable on the dark web due to the amount of personal and financial information 

that is included in medical records [9]. As such, the information that is included in these records 

includes information on the patients’ medical histories, social security numbers, and financial 

information such as insurance information and billing details. Additionally, a cyberattack on 

healthcare systems can directly impact the lives of patients by making it impossible for the 

institutions to access the patients’ medical records, medical devices, perform required diagnoses 

on patients, or effectively manage the emergency departments within these hospitals.  
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This potential threat to the lives of patients makes healthcare system attacks distinct from other 

potential cyberattacks on nonhealthcare organizations. Furthermore, healthcare organizations 

are under strict regulations on how their data is managed, such as HIPAA, which ensures the 

confidentiality, integrity, and availability of their data [47]. When ransomware attacks 

compromise protected health information, they trigger mandatory breach notifications, 

regulatory investigations, and potentially hefty financial penalties. 

4.1.2 Evolution and Trends in Healthcare Ransomware 

The healthcare Industry has seen a steady rise in ransomware incidents over the last ten years. 

In 2024, there were 444 reported cybersecurity events in healthcare, which included 238 

ransomware threats and 206 data breaches, marking the highest total among all critical 

infrastructure sectors [63]. Healthcare organizations reported 181 ransomware attacks affecting 

25.6 million healthcare records in 2024, with average ransom demands of $5.7 million and 

average payments of $900,000 [64] . The ransomware threat landscape in healthcare shows that 

the number of ransomware attacks on healthcare providers has surged from 34% of 

organizations reporting attacks in 2021 to 67% in 2024 [65].   

While some other sectors saw a slight decrease in attacks during this time, healthcare has 

continued to face rising ransomware activity, making it an appealing target. The average cost 

of recovering from a ransomware attack in healthcare reached $2.57 million in 2024, not 

including ransom payments, up from $2.20 million in 2023 [66]. The global average cost of 

healthcare data breaches hit $9.77 million in 2024, marking the fourteenth year in a row that 

healthcare led all sectors in breach costs [9].  

Recovery times from ransomware attacks in the healthcare Industry are increasing. In 2024, 

37% of healthcare organizations took longer than one month to recover from ransomware 

attacks, up from 28% in 2023 [66]. Additionally, the number of organizations reporting 

recovery in under a week dropped from 54% in 2022 to 22% in 2024. Healthcare organizations 

are experiencing an increasing number of ransomware attacks with the intention of extorting 

data from those organizations. In 2025, the percentage of healthcare providers facing extortion-

only attacks (where data is stolen but not encrypted) tripled to 12%, up from 4% in previous 

years [22].  

Furthermore, the rate at which data is encrypted during these attacks has dropped to its lowest 

point in five years, with only 34% of attacks resulting in encrypted data. Finally, ransom 
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amounts demanded from healthcare organizations have undergone major changes. In 2024, the 

average initial ransom demand was $4 million, but this decreased by 91% to $343,000 in 2025 

[22]. These changes in ransom amounts indicate a shift in attacker strategies, targeting more 

smaller healthcare providers and moving toward data-extortion models with lower payouts.  

4.2 Nature and Characteristics of Ransomware attacks 

4.2.1 Ransomware attack lifecycle 

The ransomware attack lifecycle consists of some stages that the attackers follow to encrypt 

and demand ransom over their victims. The stages can be seen in figure 5 

 

             Figure 5 Ransomware attack lifecycle Figure generated with LLM (ChatGPT 5.5) 
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The ransomware attack lifecycle starts from the reconnaissance stage. In this stage, the attackers 

try to gather as much information as they can about their targets. After the reconnaissance stage, 

the attacker moves to the initial access stage as seen in figure 5. In the initial access stage, the 

attackers try to gain access into the environment that they wish to exploit. They do this through 

crafting and sending of phishing emails or exploiting vulnerabilities found during the 

reconnaissance stage. 

The third stage which is the execution stage is when the attacker tries to launch malicious code 

into the environment. They can drop ransomware payloads, run malicious scripts etc. After this 

stage, they moved to stage four which is the Privileged escalation and discovery stage where 

they try to pivot from a normal user in the system or environment that they exploiting to a super 

admin user. 

The fifth stage is the lateral movement stage where the attacker can freely move across the 

entire network. Because they have upgraded their privileged to super admin, they can do things 

that many normal users might need permission for e.g. Remote administration tools like any 

desk. The next stage which is the sixth stage is the impact and encryption stage where the aim 

of the attacker is to disrupt operations and maximize pressure. 

The final stage is where the attackers demand for ransom payment in exchange for decryption 

keys or threat to leak stolen data. Figure 5 contains this entire life cycle. 

 

4.2.2 Ransomware Delivery Models 

The rise of Ransomware-as-a-Service (RaaS) has changed the ransomware threat landscape 

significantly [67]. RaaS platforms offer ready-to-use ransomware operations where developers 

create and manage ransomware code while affiliates carry out attacks in return for a share of 

the revenue, usually 70-80% of the ransom payments going to affiliates [62].The RaaS model 

has made it much easier for criminals with limited technical skills to launch advanced attacks 

using professional-grade ransomware tools, infrastructure, and support services . Notable RaaS 

operations targeting healthcare include 

 LockBit: This is one of the most active RaaS operations, having carried out many attacks 

on healthcare organizations globally [68]. LockBit is known for its fast encryption 
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capabilities, data exfiltration features, and advanced leak sites for releasing stolen data 

when ransoms are not paid. 

 BlackCat/ALPHV: This group was behind the severe Change Healthcare attack in 

February 2024 and runs a very selective affiliate program along with complex extortion 

tactics [9]. After Change Healthcare paid a ransom of $22 million, the group executed 

an exit scam, leaving their affiliate unpaid and possibly prompting the affiliate to share 

stolen data with RansomHub for another extortion attempt. 

 RansomHub: This group was the most active in terms of the number of attacks they 

made in 2024, performing 89 confirmed attacks on various sectors across the United 

States’ economy [69]. The group primarily targets healthcare organizations but also 

performed data theft in 2024 

 Black Basta: This group has carried out numerous attacks on healthcare organizations. 

One of the most significant of these attacks targeted Ascension Health in May 2024, 

exposing the data of 5.6 million individuals. Black Basta is known to utilize advanced 

techniques to gain access to the networks of the organizations they attack [70]. 

4.2.3 Big game hunting strategy 

Ransom demands on the healthcare Industry do involve the use of the “Big Game Hunting” 

(BGH) strategies, which target a smaller number of high-value victims who can pay for the 

ransoms rather than attempting to target many victims who can pay smaller ransoms [71]. BGH 

strategies include researching the victims to which the attackers will direct their attacks, 

performing the attacks with specificity to the victims’ environment and systems, maintaining 

long-term access to the victims’ networks despite attempts at remediation, and setting ransom 

demands according to the victims’ financial situations and insurance coverage for such 

situations. The healthcare Industry is a target for these types of attacks due to the essential 

nature of the industry's missions, the data that they store, the complexity of their IT networks, 

and their willingness to pay the ransoms necessary to regain their data and IT network 

capabilities [62]. 

4.3 Attack Vectors in Smart Hospital Environment 

Healthcare systems have specific vulnerabilities that are traditionally exploited by cyberattacks 

seeking to deploy ransomware into this system. 
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4.3.1 Phishing and Social Engineering 

Phishing is the leading method for deploying the ransomware into healthcare systems, 

accounting for 76% of cloud-based and 69% of on-premises security incident [15]. 

Additionally, healthcare workers are the primary targets for phishing attacks. These workers 

are targeted due to their high-stress jobs, their communication with patients and vendors, lack 

of training in cybersecurity, and their trusting nature [72]. 

 

Spear Phishing are highly focused emails sent to specific individuals, often pretending to be 

trusted sources like colleagues, hospital administrators, regulatory bodies, or healthcare 

suppliers [73]. Spear phishing emails use information from social media to pose as credible 

senders. In the business email compromise, the cybercriminals gain access to business emails 

and use those to send harmful messages that evade the business’s security measures and appear 

as if they come from a very reliable source of information to the business’s clients or contacts 

 [74]. BEC schemes typically focus on accounts that have the authority for financial transactions 

or access to sensitive systems. 

 

Credential Harvesting type of phishing email aim to steal the login credentials of the victims 

instead of installing the ransomware directly into the victim’s machine [71]. Using these 

credentials, the attacker can log into the victim’s systems and move into the machines without 

detection, allowing for subsequent ransomware attacks to occur. These types of phishing attacks 

come in the form of emails that contain malicious attachments (files) or links that, when clicked, 

will install the ransomware dropper that will install the ransomware [73]. These phishing attacks 

contains malicious attachments and links. 

4.3.2 Compromised Credentials and Remote Access 

The shift to utilizing various forms of remote access software and technologies following the 

COVID-19 pandemic has presented hackers with new attack paths for gaining access to private 

networks. The compromised credentials for VPN and RDP software are the main means of 

attack for ransomware attacks with healthcare as their target [22]. These credentials for 

healthcare networks can be gained in a variety of different ways. For example, one way is 

through the purchase of credentials on the dark web. These credentials come from databases of 

stolen passwords from past data breaches of the healthcare organizations [62].  



33 
 

  

Another way in which hackers gain access is through credential stuffing. This attack occurs 

when hackers utilize software to automatically attempt to login to networks with a variety of 

stolen usernames and passwords, capitalizing on the fact that some individuals utilize the same 

password for their personal and work accounts [71]. Additionally, hackers may use a form of 

brute force attacks on the networks. These attacks involve systematically attempting to guess 

passwords for accounts, which is made easier for hackers with accounts with weak passwords 

or no-account lockout policies in place for hackers attempting to gain access.  

 

Finally, hackers can utilize keylogging and information stealing malware, which is a type of 

malware that is designed to capture the keystrokes from computers and laptops, gaining access 

to saved passwords in browsers, and reading the credentials from those hacked computers [74]. 

4.3.3 Vulnerability Exploitation 

The analysis of the causes of healthcare ransomware incidents reveals that the exploitation of 

vulnerabilities in healthcare IT and medical devices has become the leading technical cause of 

such incidents, responsible for 33% of all healthcare ransomware incidents [22]. The smart 

hospital setting presents challenges in managing vulnerabilities, especially due to the use of 

Legacy Medical Devices. According to IoT in Healthcare report  [26], about 20% of connected 

healthcare devices operate on outdated, vulnerable operating systems and firmware that can be 

exploited by cybercriminals to deploy ransomware with minimal resistance from the device’s 

operating systems.  

 

Medical devices cannot be patched without significant validation and approval, thus exposing 

the device to malicious actors for years at a time. Smart hospitals also have many software 

applications and interconnected systems that create large attack surfaces for hackers to exploit 

[72]. Healthcare organizations often defer applying security updates due to concerns about 

system stability, patient safety with any updates to the systems, a lack of maintenance windows 

for critical systems, and the lack of an environment to test updates before they are implemented 

[25]. 

 

Some of the most significant vulnerabilities that have been exploited in the healthcare Industry 

in recent years include 

MOVEit Transfer Vulnerability (CVE-2023-34362) where the Clop ransomware group took 

advantage of a zero-day SQL injection vulnerability in MOVEit Transfer software, a commonly 
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used file transfer application, leading to widespread exploitation affecting many healthcare 

organizations [75]. Unlike the traditional kind of phishing attacks, this kind of attack used solely 

the vulnerability of the software. 

 

Citrix NetScaler Vulnerabilities happened when Several ransomware groups have exploited the 

vulnerabilities in the Citrix NetScaler ADC and Gateway products to gain access to the 

healthcare networks [76].As these devices are accessible over the internet, attackers who gain 

access to these can access the internal networks of the organization. The remote access solutions 

of various companies including Pulse Secure, Fortinet, and Palo Alto Networks have also been 

targeted by the ransomware attackers [73]. 

4.3.4 Supply chain and Third-Party Compromises 

The connected nature of the healthcare Industry also puts the supply chain of that industry at 

risk of cyber-attacks [77]. The recent focus of healthcare ransomware attacks has been on third-

party vendors and service providers instead of the healthcare providers themselves. In 2025 

alone, there was a 30% increase in attacks on healthcare businesses, including pharmaceutical 

manufacturers, medical billing providers, and healthcare technology companies, compared to 

the previous year [77]. This shift by hackers indicates that they are aware that attacking one 

vendor or service provider for the healthcare Industry can have widespread effects on the 

various other healthcare clients of that vendor or service provider.  

 

The Change Healthcare attack is an example of the risks associated with supply chain attacks 

on the healthcare Industry. Change Healthcare is a company that processes around 15 billion 

healthcare transactions each year. In February of 2024, Change Healthcare was the victim of a 

ransomware attack that compromised the protected health information of 100 million 

individuals, disrupted the billing processes of thousands of healthcare providers, and cost 

UnitedHealth Group over $2.9 billion in losses [9]. 

4.3.5 Internet of Medical Things (IoMT) Vulnerabilities 

The rise of connected medical devices in smart hospitals opens opportunities for ransomware 

attacks and operational issues. IoMT devices have several exploitable features such as weak 

authentication and default passwords. According to Amos [11], Many medical devices come 

with default passwords that are seldom changed, lack strong authentication support, and do not 
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require complex passwords. Another exploitable feature is the use of unencrypted 

communications that medical devices use. Medical devices often send sensitive patient 

information over unencrypted networks, making them vulnerable to man-in-the-middle attacks 

and credential theft [20].  

 

Outdated software components are also other features affecting IoMT devices. According to 

Khalil  [10], About 60% of IoMT devices operate on outdated systems, making them ongoing 

vulnerabilities in hospital networks. While being connected to networks allows for remote 

monitoring and data sharing, it also provides routes for attackers to move laterally from 

compromised medical devices to critical hospital information systems [72]. Ransomware 

attacks that target medical devices can lead to immediate life-threatening situations. If 

ventilators, infusion pumps, patient monitors, or diagnostic imaging equipment are encrypted 

or disrupted, it directly affects patient care and can lead to death. 

4.4 Case Studies of Ransomware Incidents in Smart hospitals 

There have been some significant ransomware incidents that have affected hospitals and they 

are listed below 

4.4.1 Change Healthcare Ransomware Attack 

The ransomware attack on Change Healthcare has become the largest and most impactful 

cyberattack on healthcare organizations in U.S. history. On February 12, 2024, hackers from 

the BlackCat/ALPHV ransomware group gained access to Change Healthcare's servers using 

stolen credentials [78]. The hackers were able to access the company’s remote access gateway, 

which did not have multi-factor authentication enabled for access to the system. During the 

period between February 12 and February 21, 2024, the hackers conducted reconnaissance of 

the company’s systems, mapped the network, gained additional access and elevated privileges, 

accessed sensitive information, and began to install the ransomware packages onto the 

company’s internal servers [9]. 

 

Upon detecting the cybersecurity attack, Change Healthcare took actions to contain the damage 

and restore the affected systems, bringing in incident response teams and cybersecurity 

specialists to fix the issue [78]. However, on March 1, 2024, Change Healthcare had to pay a 

ransom of 350 Bitcoin, which was worth around $22 million to the BlackCat/ALPHV 
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ransomware group [9]. However, the BlackCat/ALPHV group later executed an exit scam by 

closing their operations and receiving the ransom payment without restoring Change 

Healthcare’s systems or paying their affiliate the ransom payment [79]. The affiliate company, 

which was not paid by the BlackCat/ALPHV ransomware group, later disclosed that they had 

shared the stolen data with another ransomware group, the RansomHub ransomware group, 

which attempted to extort Change Healthcare Group again [80].  

 

This unprecedented situation of being blackmailed twice by the same ransomware group 

demonstrates the significant unreliability of these groups. The cyberattack impacted the 

protected health information (PHI) of around 100 million individuals, which represents roughly 

one-third of the United States population [78]. Change Healthcare disrupted its services for 

around 80% of healthcare providers and pharmacies in the United States [9]. The restoration of 

the impacted systems took time, with payment services and prescription claim services 

becoming available again on March 7, the electronic payments platform on March 15, and it 

took several months for the company to fully restore their systems [78].  

 

The parent company of Change Healthcare, UnitedHealth Group, initially reported that the cost 

of the attack would amount to $870 million for the first quarter of 2024. However, they later 

confirmed that their total loss from the attack would surpass $2.9 billion [9]. The losses that the 

company reported include the $22 million payment to the ransomware attackers, the cost of 

restoring their systems, the advanced payments to the healthcare providers impacted by the 

attack, regulatory fines, legal costs, and the improvement of their cybersecurity systems to 

prevent such attacks from happening again in the future. 

4.4.2 Ascension Health Ransomware Attack 

Ascension, one of the largest nonprofit health systems in the United States with 142 hospitals 

in 19 states, was attacked by the Black Basta ransomware group [70]. The first breach occurred 

on February 29, 2024, but it went unnoticed for more than two months [81]. On May 8, 2024, 

Ascension detected unauthorized activity in its systems and quickly began its incident response. 

The attackers took advantage of the long period during which they were undetected to 

thoroughly explore the network and identify targets and methods for causing the most damage 

when they were eventually detected.  
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The attack on Ascension's electronic health record system prevented the use of the system in 

all 142 hospitals [82]. Specific effects included Emergency departments at several facilities 

went on divert status, redirecting ambulances to other hospitals, Manual, paper-based methods 

were used for patient documentation, orders, and care coordination. Elective procedures and 

surgeries were postponed; Pharmacy operations and medication administration workflows were 

disrupted. Access to historical patient records, test results, and clinical documentation was lost. 

The healthcare workforce faced strain as they had to work without standard digital tools.  

The EHR outage lasted about four weeks, during which staff had to work under very difficult 

conditions using manual processes that were meant to be temporary solutions rather than long-

term operational methods. The attack compromised protected health information for 5.6 million 

people, ranking as the third-largest healthcare data breach of 2024 [82]. The data that was 

compromised included Medical details , Payment information, Insurance details, Government 

Ids,Personal details, e.t.c. Ascension reported a loss of $1.3 billion in operating margin by the 

end of its fiscal year, with the ransomware attack being a major factor [83].  

4.5 Consequences on Patient Safety, Operations and Costs 

Ransomware attacks on healthcare organizations generate multidimensional consequences that 

extend far beyond immediate financial losses or data breaches. 

4.5.1 Patient Safety and Clinical Outcomes 

The most important and unique feature of healthcare ransomware is how it directly affects 

patient safety. Studies have shown that ransomware attacks lead to measurable consequences 

for patient safety. Hospitals hit by ransomware attacks saw longer patient waiting times, with 

the average waiting room time rising from 21 minutes before the attack to 31 minutes during it 

[84].  

Hospitals in the same areas that were not affected also reported significant increases in patients 

leaving without being seen, longer waiting times, and extended stays for admitted patients as 

they took in patients from the impacted facilities [85]. Ransomware attacks often lead to delays 

in elective surgeries, diagnostic tests, and routine appointments as hospitals focus on emergency 

care and work with compromised systems.  

These delays can have serious health implications, especially for urgent conditions like cancer 

diagnosis and treatment. Losing access to electronic health records hinders clinicians' ability to 
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check patient histories, allergies, past test results, and current medications, raising the risk of 

medical errors, harmful drug interactions, and incorrect treatments [86]. Even if medical 

devices are not directly affected by ransomware, network-wide measures such as isolating 

systems and disconnecting devices to stop the spread of ransomware can render essential 

monitoring and treatment equipment inoperative [72].  

Although it is difficult to directly link patient deaths to specific ransomware attacks due to 

complex causation and healthcare organizations' hesitance to report negative outcomes, existing 

evidence indicates that ransomware attacks can and do lead to patient mortality through delayed 

emergency care, malfunctioning medical devices, and lack of access to vital patient information 

[4]. 

4.5.2 Operational Disruptions 

In 2024, 37% of healthcare organizations took over a month to recover from ransomware 

attacks [66]. The average time to recover from ransomware attacks is increasing as there are 

increasingly complex and severe ransomware attacks. In 2024, only 22% of organizations 

recovered from ransomware attacks in under a week, which is a significant decrease from the 

54% of organizations that were able to recover in under a week in 2022 [87]. Hospitals that are 

attacked by ransomware must use paper documentation, as they are unable to use their online 

documentation systems [88]. Additionally, hospitals must manually create prescriptions and 

deliver patients’ prescriptions, as well as communicate their test results to the patients [78]. The 

Change Healthcare company is one such company that was attacked by ransomware, which 

resulted in thousands of provider organizations losing billing revenue across the entire United 

States. Attackers frequently target the data and backup systems of organizations to prevent those 

organizations from restoring their data and systems without having to pay the attackers’ 

ransoms. In 2024, 95% of the healthcare organizations that were attacked by ransomware had 

their backup systems attacked by ransomware attackers, with 66% of those attacks being 

successful [65].  

4.5.3 Financial Consequences 

Healthcare organizations must bear the cost of responding to cybersecurity incidents, which 

include forensic investigators, lawyers, external cybersecurity specialists, PR professionals, 

individuals who will notify the media and the public, and credit monitoring services for those 

affected by the security breach [89].  



39 
 

  

The average cost of recovering from these attacks, not counting the ransom payments, is $2.57 

million in the healthcare Industry; however, some organizations, like Change Healthcare, have 

paid close to $1 billion in total costs [66].  In 2024, 53% of healthcare organizations that were 

attacked with ransomware paid the ransom to the attackers; these organizations paid on average 

$4.4 million for these ransoms [65]. Only 15% paid the initial ransom amount, while 28% 

negotiated for lower payments, and 57% ended up paying more than what was initially asked 

[65].  

 

The choice to pay ransoms involves complicated trade-offs regarding recovery speed, data 

safety, and ethical issues. Downtime from system failures results in lost income due to cancelled 

procedures, delayed billing, fewer patients, and redirected emergency services specifically, the 

decision to pay the ransom to these attackers involves a complex set of trade-offs for the 

organization. System failures due to the ransomware attacks results in lost income for those 

organizations due to the cancellation of medical procedures, lost billing revenue, fewer patients 

visiting these organizations, and emergency medical services getting redirected from these 

organizations [90].  

 

Healthcare organizations lose around $900,000 each day due to these system failures and the 

resulting lost income [91]. Finally, healthcare organizations also must pay for system upgrades 

and enhancements in cybersecurity to deal with these attacks, purchase cybersecurity insurance, 

and lose patients and employees due to the data breaches [89]. Despite having cybersecurity 

insurance, healthcare organizations are seeing an increasing number of attacks that result in 

increased premiums for these insurance policies. Some insurance companies are limiting the 

policies they offer for healthcare organizations related to ransomware attacks and requiring 

those organizations to meet specific cybersecurity standards before they receive such insurance 

policies [92]. 

4.5.4 Workforce and Psychological Impact 

Healthcare ransomware attacks pose psychological challenges to the healthcare workforce, 

including stress and anxiety. Around 37% of healthcare organizations reported that their 

workers experienced anxiety and stress regarding the possibility of ransomware attacks in the 

future after suffering from a data breach with a ransomware attack [65].  
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The combination of difficulties experienced during the attack, the concerns for the patient`s 

safety, and the stress of potential data breaches from those organizations creates psychological 

challenges for the workers. Another challenge for the healthcare workforce is staff absence 

caused by ransomware attacks. Almost 25% of healthcare organizations exposed to ransomware 

attacks reported that their staff was absent from the organizations due to the stress that the 

attacks created [65]. These absenteeism challenges exacerbate the difficulties that the 

organizations face in their operations. 

 Finally, the long hours that the workers are required to put in to compensate for the breakdown 

of their systems, the increased manual tasks required of their staff, and the emotional challenges 

caused by the need to provide inadequate care to their patients will result in burnout and staff 

turnover within the healthcare Industry. 
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5 Assessment of Existing Security Frameworks in Healthcare 

Infrastructure 

5.1 Existing Cybersecurity Standards and Regulations 

Healthcare organizations are required to comply with a complicated web of regulations that 

establish minimum security standards for protecting patient information and ensuring the 

continued stability of healthcare organization operations. This section looks at the main 

cybersecurity standards and regulations that apply to healthcare systems, especially regarding 

their importance in defending against ransomware. 

5.1.1 Health Insurance Portability and Accountability Act (HIPAA) 

The HIPAA Security compliance framework, established in 2003 and enforced by the 

Department of Health and Human Services Office for Civil Rights, sets national standards for 

safeguarding electronic protected health information (ePHI) [93]. This framework applies to 

HIPAA-covered entities such as healthcare providers that electronically transmit health 

information, health plans, and healthcare clearinghouses, along with their business associates 

who create, receive, maintain, or transmit ePHI for these entities [94].  

5.1.2 NIST Cybersecurity Framework and Healthcare Integration 

The National Institute of Standards and Technology (NIST) Cybersecurity Framework offers a 

voluntary guide for organizations to comprehend, communicate, and handle cybersecurity risks. 

It was first introduced in 2014 as a response to Executive Order 13636, "Improving Critical 

Infrastructure Cybersecurity," and was updated to version 2.0 in February 2024 [95]. The NIST 

Cybersecurity Framework 2.0 is structured around six main functions, and they are Govern, 

Identify, Protect, Detect, Respond and Recover. 

5.1.3 HHS 405(d) Program and HICP 

The Health Care Industry Cybersecurity Practices (HICP) were created under Section 405(d) 

of the Cybersecurity Act of 2015. They offer voluntary cybersecurity guidelines specifically 

designed for healthcare organizations [96]. The HHS 405(d) program unites healthcare and 

cybersecurity professionals from both government and private sectors to create, share, and 

support the application of cybersecurity best practices. The HICP outlines ten cybersecurity 
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threats that are the most significant risks to healthcare organizations. Five of these threats are 

directly linked to ransomware and related attack methods: email phishing attacks, ransomware 

attacks, loss or theft of equipment or data, insider data loss or theft, and attacks on connected 

medical devices. 

 

 For each of the threats to health information that are identified in the HICP, various technical 

and operational security measures are established for healthcare organizations of all sizes. The 

Cybersecurity Act of 2015 specifically recognizes the practices established by HHS 405(d) and 

the NIST Cybersecurity Framework as “recognized security practices.” The use of these 

practices is a means of showing the healthcare organization’s good faith attempts to implement 

the actions necessary to provide reasonable cybersecurity protection to the organization’s 

systems and networks [94]. These recognized security practices can be used in the 

determination of whether a healthcare organization is to be held liable for any cybersecurity 

incidents. Thus, these practices can be used to provide a defense against cybersecurity lawsuits, 

encouraging healthcare organizations to adhere to the guidelines established in the HICP. 

5.1.4 Additional Healthcare Cybersecurity Regulations 

Beyond the HIPAA and NIST frameworks, there are other regulations that impact the 

cybersecurity of healthcare organizations.  

 

 FDA Medical Device Cybersecurity Guidance: The Food and Drug Administration has 

published guidance for medical device manufacturers regarding cybersecurity, both 

prior to and after the release of the medical devices that they manufacture. The FDA 

requires these manufacturers to identify and resolve any cybersecurity vulnerabilities or 

incidents relating to the medical devices that they manufacture. Programs for the 

disclosure of any discovered vulnerabilities are to be implemented, as are programs to 

install updates and patches to those devices to resolve any discovered vulnerabilities  

[97].  

 Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA) CIRCIA: The 

CIRCIA was enacted in 2022 and requires the individual’s healthcare organizations that 

are classified as critical infrastructure within the United States to report any cyber 

incidents and ransom payments made to those critical infrastructure organizations to the 

Cybersecurity and Infrastructure Security Agency (CISA) [98].  



43 
 

  

 Medicare Promoting Interoperability Program: Healthcare providers that are considered 

to be participating in the Medicare program are required to meet certain objectives and 

measures regarding their implementation of electronic health record (EHR) technology, 

including performing risk analyses of those EHR technology systems [99]. Should they 

not meet these requirements, adjustments will be made to the payments that are made 

to those healthcare providers as part of the Medicare program. 

5.2 Assessment of Current Defense Mechanisms 

Healthcare organizations employ a variety of technical and operational defence mechanisms to 

protect themselves against ransomware and other cyber threats. Defence mechanisms can be 

divided into several primary categories 

5.2.1 Endpoint Detection and Response (EDR) 

Endpoint Detection and Response (EDR) platforms represent a significant advancement 

compared with antivirus software. EDR software provides monitoring, detection, and response 

features for endpoint devices in a network [100]. Endpoint detection and response software 

gathers information from endpoint devices, analyses the information to detect potential security 

threats to the network, and allows for the response to those detected threats. In the healthcare 

Industry, there are several issues that can be tackled with EDR software. The healthcare 

Industry includes various types of endpoint devices, from desktop and laptop computers within 

clinics to the mobile devices used by healthcare professionals and the servers that run the IT 

applications within these facilities [101].  

 

With EDR software, healthcare facilities can detect threats such as ransomware that would 

typically result in important files getting encrypted, changed across the network, credentials 

being stolen, systems moving laterally within the network without permission, and security 

measures getting disabled. There has been a significant amount of progress in the healthcare 

Industry in the deployment and utilization of EDR technology.  

 

According to the Picus security report for 2024, the effectiveness of EDR software in healthcare 

environments increased by 20 percentage points from 56% in 2023 to 76% in 2024 because of 

the significant investments that the healthcare Industry has made in the area of security 

validation and endpoint protection software [101]. This percentage indicates that healthcare 
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facilities are effectively implementing EDR technologies into their security operations. 

Nonetheless, there are still challenges for the implementation of EDR software within 

healthcare facilities.  

 

Many medical devices that are utilized in these facilities are older and cannot accommodate the 

installation of the EDR agent software [72]. Furthermore, many of these healthcare facilities 

are experiencing alert fatigue as they are receiving such a high number of alerts from the 

endpoint devices within their network that their security staff is becoming overwhelmed in their 

response to these alerts. 

5.2.2 Security Information and Event Management (SIEM) 

SIEM platforms are tasked with the collection and analysis of log data from a variety of sources 

within the healthcare IT field [102]. These systems provide a centralized view of security 

events, correlate events from different sources to identify complex attack patterns, automate 

alerts for suspicious activities, and facilitate incident investigations through searchable log 

repositories. 

 

For ransomware protection, SIEM platforms can identify attack indicators throughout different 

stages of the ransomware lifecycle, including initial compromise via phishing or credential 

abuse, reconnaissance activities like network scanning and Active Directory enumeration, 

lateral movement between systems using stolen credentials, data exfiltration activities that 

create unusual network traffic patterns, and pre-ransomware actions such as deleting backups 

or disabling security tools.  

 

However, the implementation of these platforms into the healthcare field presents some 

challenges to their effectiveness. For instance, the Picus security report for 2024 revealed that 

the number of alerts generated for healthcare organizations fell from 23% in 2023 to only 5% 

in 2024, despite improvements in the number of logs collected by those organizations [101].  

 

This indicates that healthcare organizations are not effectively utilizing these alerts. Some of 

the reasons for the challenges of the effectiveness of these systems within the healthcare 

Industry include the lack of cybersecurity staff and expertise to set up detection rules, adjust 

alert thresholds, and investigate alerts. 
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5.2.3 Extended Detection and Response (XDR) 

Next-generation detection (XDR) platforms indicate the advancement that has been made in 

EDR and SIEM technologies by combining telemetry data from numerous domains into a 

cohesive security operations platform [102]. XDR platforms allow for the integration and 

correlation of security data from various domains within an organization to provide increased 

visibility into security threats while minimizing false positives, automating investigation 

processes, and responding to threats across the organization’s security tools.  

 

Healthcare organizations are turning to these XDR platforms as a means of resolving the 

integration and alert fatigue that results from using separate EDR, network detection, and SIEM 

tools. The capability of these platforms to correlate events from multiple domains is especially 

useful in detecting instances of ransomware that may affect different systems within the 

organization and use various methods to avoid being detected by only using security systems 

dedicated to monitoring for specific types of threats.  

 

The benefits of using XDR platforms in the healthcare Industry include having a unified view 

of the security of the organization’s IT systems without having to purchase and manage multiple 

separate security platforms. Additionally, healthcare organizations may find their analyst's 

workload reduced as the automation of certain tasks can present only the threats of most concern 

to the organization’s security team.  

 

Other benefits of using XDR platforms include the ability to detect and respond to security 

threats more quickly within the healthcare Industry, as well as to increase the accuracy with 

which those threats are detected [102]. Despite the benefits that can be provided to healthcare 

organizations by implementing these platforms, the adoption of XDR platforms is still in its 

early stages.  

 

Barriers to adoption by healthcare organizations include the high costs of XDR platforms, the 

vendor lock-in restrictions that many manufacturers of these platforms require organizations to 

use their own security products for each monitored domain, the complexity of implementing 

such systems into an already well-established security infrastructure for healthcare 

organizations, and the need for personnel with appropriate skill levels to effectively operate and 

monitor the XDR platforms for their organization. 
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5.2.4 Zero Trust Architecture 

Zero Trust Architecture (ZTA) indicates a major change from traditional security models to a 

model based on the idea of “never trust, always verify” [100]. Zero Trust Architecture assumes 

that no user, device, or application is to be trusted with access to any resources by default. Each 

entity must be continually verified before being permitted access to any resources of the 

organization. The following are the key components of Zero Trust that help defend against 

healthcare ransomware 

 

Identity and Access Management (IAM) that verifies the identity of each entity attempting to 

access the ePHI in question. Such methods include using multi-factor authentication, single 

sign-on with robust authentication protocols, and risk-based conditional access to ensure that 

only authorized parties can access the ePHI [103].  

 

Micro-segmentation is when technology divides the IT and network infrastructure into small 

segments with access controls between each segment [103]. Should a cyberattack occur on one 

segment of the network, the others will remain unaffected due to the inability of the attack to 

traverse the access controls between segments 

 

Continuous monitoring and analytics is when an organization can continually monitor the 

activities of each user, device, and network for any unusual activity that may indicate a 

cyberattack [102]. Zero Trust Architecture continuously evaluates the trustworthiness of each 

entity in the network based on their current activities instead of the initial steps to access the 

network.  

 

Least Privilege Access means each user or device is given the minimum level of access required 

to perform the functions of their provided role [100]. Should a cyberattack occur with the 

gaining of access to a user with least privilege access, the damage is likely to be limited to the 

resources of that initial user only 

5.3 Limitations in current defense mechanisms 

Despite the use of several advanced defence systems in the healthcare Industry, the sector 

continues to be plagued by ransomware attacks. 
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5.3.1 Detection and response gaps 

The growing divide between the prevention and detection capabilities of the healthcare Industry 

is arguably one of the weakest aspects of the industry’s cybersecurity. According to a report 

from cybersecurity firm SonicWall, while the healthcare Industry has increased its prevention 

scores to 76% in 2024, its alert score has dropped to only 5% [101]. This indicates that the 

industry is failing to effectively produce alerts regarding potential security threats. As a result, 

ransomware attackers can remain within the system for long periods before being detected. For 

example, during the Ascension Health ransomware attack, attackers remained undetected for 

more than two months, from the initial breach on February 29, 2024, until it was discovered on 

May 8, 2024, [104].  

 

During this time, the attackers were able to survey the network, identify points of interest, steal 

data, and prepare to deploy the ransomware to inflict as much damage as possible. Some of the 

reasons for the gaps in detection and response within the healthcare Industry include the lack 

of Security Operations Centre (SOC) staffing. Many healthcare organizations are suffering 

from a staff shortage in their SOC departments. For example, many hospitals have SOCs that 

are understaffed and unable to provide round-the-clock security monitoring for their networks.  

 

Consequently, these organizations cannot dedicate the resources necessary to investigate 

security alerts or to create custom detection rules for their networks. The number of alerts 

produced by the SOC tools is also another gap in healthcare detection and response. Many 

security tools produce healthcare organizations a huge number of alerts. These alerts can lead 

to alert fatigue for security analysts in healthcare organizations whose SOC is understaffed 

[101].  

 

Furthermore, many healthcare organizations lack the integration of threat intelligence tools that 

would allow them to monitor for cybersecurity threats specifically targeting the healthcare 

Industry [74]. The default security rules implemented in the SIEM and EDR platforms that 

numerous healthcare organizations use do not provide custom detection rules that account for 

threats specific to the healthcare environment [101]. Thus, the creation of detection rule 

libraries would require a deep understanding of both cybersecurity threats and healthcare 

environments, both of which are areas of knowledge lacking within the healthcare Industry. 
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5.3.2 Backup and recovery challenges 

Backup systems act as the last line of defence against ransomware attacks and allow 

organizations to restore their systems and data without having to pay the attackers’ ransom 

demands. As such, ransomware attackers specifically target the data backup systems of the 

organizations they target. For example, in 2024, attackers attempted to compromise the backup 

systems of healthcare organizations in 95% of the ransomware attacks on these organizations, 

yet they were successful in compromising the data backups in 66% of these attacks [65]. 

 

Healthcare organizations encounter various challenges with their backup systems, including but 

not limited to accessibility of those backup systems. Traditional backup systems for healthcare 

organizations store their data on accessible networks that the ransomware attacks can access 

and encrypt. Even if the data is protected, the ransomware can still encrypt the backup 

catalogues and systems of these organizations [105]. 

 

Another challenge for these organizations is the fact that they do not often test their backup 

systems to ensure the data is backed up successfully. When these organizations are attacked by 

ransomware, they often encounter issues with the backed-up data, including corruption and 

ineffective backup and restoration procedures. Additionally, these organizations may encounter 

challenges in recovering the amount of time that they require for recovery from a ransomware 

attack.  

 

Because healthcare organizations require high availability of systems and data to provide 

necessary services to their patients, they require that their data and systems are restored rapidly 

in the case of a cyber-attack. However, restoring these systems after a ransomware attack 

usually takes several days or even week [66].  

 

The high demands of the healthcare Industry for data that must be stored and accessed 24/7 

each can pose a challenge for the organizations because backing up and restoring data amounts 

to terabytes or petabytes requires significant technical expertise. Finally, another challenge for 

these organizations is that although cybersecurity experts recommend that healthcare 

organizations keep backups that are located in a way that makes it impossible for ransomware 

to access or alter that data, many of these organizations have yet to implement such backup 
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systems due to the high costs, technical challenges, and operational limitations of the industry 

as a whole. 

5.3.3 Legacy System Vulnerabilities 

Healthcare settings have a lot of old infrastructure that poses a security threat. About one in five 

connected healthcare devices uses outdated operating systems that the manufacturer no longer 

supports and provides security updates [26]. The outdated operating systems lead to issues 

regarding ransomware protection for these devices. For instance, because the older versions of 

medical devices and systems are typically released with the understanding that updates must be 

performed prior to reintroducing the devices into a healthcare facility, the systems cannot be 

updated to fix any security vulnerabilities that are discovered after their initial release [25].  

 

Additionally, the manufacturers may no longer offer security update contracts or warranties for 

these systems, meaning that the healthcare facilities cannot install updates to these systems. 

Furthermore, these old systems cannot be configured to run EDR security agents or systems 

that can authenticate users to those systems [72].  

 

To combat the threats that come from these outdated devices, the organizations must implement 

compensating controls. This typically involve segmenting the networks to which these devices 

are connected so they are unable to pose a threat to the remainder of the organization’s 

information systems. Replacing these outdated medical devices and systems incurs a significant 

financial investment and poses challenges to the medical facility’s staff. Because of these 

challenges, medical facility staff are unlikely to want to replace these devices and systems out 

of resistance to the changes that would have to be made to their current processes. 
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6 Gaps in Security against Ransomware attacks 

There are specific gaps within the topic that indicate the field’s inability to effectively assist 

organizations in their ransomware defences. 

6.1 Insufficient understanding of Ransomware attack chains in healthcare 

Beyond the lack of understanding of general ransomware attacks, there is also a lack of 

understanding of how those attacks specifically occur within healthcare environments [57]. For 

instance, medical device manufacturers have published research notes on the vulnerabilities of 

their devices. However, there is limited research on how cyberattacks take advantage of these 

noted vulnerabilities [72].  

 

Additionally, some research indicates that attackers may perform their attacks at specific times 

related to healthcare facilities. For instance, would an attacker target a hospital during shift 

changes, flu season, or on the weekends when there are fewer staff members? While there is 

some evidence that attackers do take these factors into account, there is limited research on this 

topic [59]. Another area of lack of research is the healthcare supply chain. For instance, Change 

Healthcare is a company that provides software as a service to numerous healthcare 

organizations. If an organization like Change were to be attacked by ransomware, what 

implications would that have for those other organizations that rely on the same software as 

Change Healthcare?  

 

There is limited research on how attackers find these critical supply chains in the healthcare 

Industry [77]. Related to data exfiltration is the question of what data is targeted by attackers. 

If an organization is attacked by ransomware, the attackers often exfiltrate the organization’s 

data before they begin to encrypt its systems. What data is exfiltrated by attackers? Does it 

relate to health records, financial data, or other sensitive healthcare records and information of 

those organizations? If that information can be understood, healthcare organizations may be 

able to develop better defences against ransomware attacks. Overall, the lack of understanding 

of these specific details of ransomware attacks indicates that healthcare organizations lack the 

threat intelligence they require to develop effective defence strategies against ransomware 

attacks. 
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6.2 Lack of Validated Risk Assessment Methodologies 

When individuals within the healthcare security industry are asked to share their approach to 

assessing the threat of ransomware, there are a variety of answers that will be given. Some will 

cite their use of established cybersecurity frameworks, such as NIST. Others will utilize 

frameworks from other industries, and many will have developed their own unique methods for 

such an assessment [106]. In the healthcare Industry, however, there is an absence of validated 

techniques for assessing the risk of ransomware attacks. One main reason for this lack of 

established methods is that risk assessments in healthcare must include elements often 

overlooked by other industries. For instance, risk assessments in healthcare must consider the 

potential impact on patient safety and health.  

 

Questions that must be answered by such a risk assessment framework include, for example, 

whether a ransomware attack on the EHR system will result in negative patient outcomes [59]. 

Yet most existing risk assessment frameworks treat all systems within the facility the same. In 

addition, the systems within a healthcare facility are often interconnected in ways that are 

overlooked by most existing risk assessment framework [107]. The EHR system, for instance, 

may be dependent on the network, which in turn depends on the facility’s power distribution 

system. Alternatively, the pharmacy systems may depend on the EHR system and automated 

dispensing cabinets. Other departments that may be interconnected with the EHR system 

include the laboratories and their diagnostic equipment. An assessment of these 

interdependencies and their risks is often omitted by most risk assessment frameworks.  

 

Finally, another complex element of risk assessments for healthcare IT systems is the recovery 

time for the affected systems. How long will it take to recover the data for the EHR system? 

There may be additional steps required to fully recover the EHR system, such as validating the 

data, performing additional software checks and tests, power system checks, and potentially 

retraining staff who used the EHR system after recovery. In many cases, these types of attacks 

are only recognized after they have occurred, and facilities discover that their estimated 

recovery time for the EHR system was much shorter than what is required to restore the system 

to continue providing patient care [106].  

 

Because of the lack of proper risk assessment tools for healthcare IT systems, individuals within 

an organization often find themselves hard pressed to make informed decisions regarding their 



52 
 

  

security. For instance, they may have spent significant resources to safeguard vital systems that 

are not critical for patient care, while neglecting to protect the systems that are critical for 

providing the required care. Additionally, due to underestimated risks and the complexity of 

recoveries for those systems, they may find themselves panicked and unprepared in the event 

of a ransomware attack on their IT system. 

6.3 Gap between Security Research and Clinical Practice 

Walk into any IT security office in a hospital, and you will likely hear complaints about the gap 

between academic cybersecurity research and real-world clinical situations. Many of the 

solutions recommended in research are ideal in theory but unworkable in practice due to issues 

like usability. Security measures that require three extra steps to authenticate users may sound 

reasonable to IT personnel. However, adding such steps to the clinical workflow during a 

cardiac arrest will prompt clinicians to seek alternative authentication methods that will 

undermine the security of the system altogether [53].  

 

Most cybersecurity research focuses on the effectiveness of a security measure rather than the 

usability of that measure within a hospital setting. As a result, many solutions recommended 

for hospitals are ones that cannot be implemented within that organization. Another area that is 

largely ignored in academic cybersecurity research is the operational impact of suggested 

security measures. Most security suggestions require hospitals to take the organization’s 

systems offline to implement the security. Hospitals, however are required to be operational 

around the clock. Taking a patient monitor or ventilator offline will threaten the lives of patients 

who are monitored or ventilated in that hospital. Any research that suggests security solutions 

that require taking systems offline does not consider the operational reality of hospitals in its 

research [107]. 

 

 Many cybersecurity research studies do not consider how the regulatory requirements of 

medical devices threaten the ability of the research to be implemented in hospital environments. 

Medical devices are regulated by the FDA, and any changes to those devices require validation 

and documentation by the manufacturers to ensure that the changes will not threaten the safety 

and effectiveness of the devices [97]. Any research that suggests hospitals should immediately 

patch all of their medical devices to fix security vulnerabilities does not consider the possibility 

of regulatory obstacles to such patching. Such considerations would include the regulatory 

limitations on the patching of medical devices.  
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Cybersecurity research largely ignores cost factors in its research efforts [55]. Most research 

studies propose a variety of expensive cybersecurity tools and platforms to hospitals to increase 

security. Yet, community hospitals have very tight budgets and cannot afford to purchase the 

various security tools recommended by research studies. Such recommendations do not 

consider the financial challenges that hospitals face in implementing such solutions.  

 

The complexity of implementing recommended security solutions is also largely ignored in 

academic research. Most of the suggested security measures require technical skills in the 

healthcare organization that are not common and not easily found. These solutions may require 

the organization to have certain resources such as a security operations centre and staff members 

that are available around the clock to deal with cybersecurity challenges, resources that are 

largely absent in most healthcare organizations [54].  

 

There needs to be better collaboration between academic researchers and healthcare 

practitioners to address the gap between research and practice. Research should be conducted 

into implementation science to determine not just if a security solution will be effective in an 

organization, but how to apply the solution in that organization effectively. Such research would 

pay closer attention to the operational, regulatory, financial, and workflow impacts that certain 

security solutions will have on the organization that implements them [52]. 

6.4 Insufficient Sociotechnical Perspectives 

For too long, cybersecurity within healthcare has mainly been viewed as a technical issue [51]. 

Upgrading firewalls, using new cybersecurity detection tools, and upgrading vulnerable 

systems are steps that should be taken to improve the cybersecurity of health institutions. 

However, these steps are not nearly enough. The resilience of health institutions against 

ransomware attacks is dependent upon the interaction of several factors ranging from their 

technology to their culture [108]. The study of these factors is surprisingly scarce within 

cybersecurity research. The aspect of an organization’s culture is rarely discussed in 

cybersecurity research literature. How do the leadership of an organization view cybersecurity? 

How do different departments within that organization interact with one another? How does the 

culture of that organization translate into how they allocate funding towards their cybersecurity 

programs compared to other programs within the organization? These types of questions are 

rarely asked of any organization in the healthcare sector.  
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Furthermore, the human factor in cybersecurity is also often overlooked [53]. How do clinicians 

and staff members interact with cybersecurity in their everyday jobs? How do the dynamics 

within a staff team impact cybersecurity within that organization? Are there any psychological 

elements within the staff that impact their cybersecurity knowledge and actions? These types 

of questions have been explored by other research communities yet are overlooked entirely by 

healthcare cybersecurity research.  

 

Finally, there are also questions regarding governance of cybersecurity within healthcare 

organizations that remain unanswered [108]. How should cybersecurity be allocated as a job 

within the organization? How should governance models ensure oversight of cybersecurity by 

the board and executives of the organization? On what terms should the organization be held 

accountable for its cybersecurity practices? These types of questions are important and need to 

be addressed in healthcare cybersecurity research.  

 

Additionally, training and awareness programs for employees in healthcare organizations are 

surprisingly limited in their research studies [51]. What types of training have been successful 

in changing the behaviour of staff members in healthcare organizations? How should training 

for cybersecurity vary based on the role of the staff member within the organization? How can 

the effectiveness of training be retained over time? These types of questions may be answered 

through the viewpoints of the field of behavioural economics, yet such perspectives are hardly 

found within existing healthcare cybersecurity research studies [108].  

 

To answer these and other emerging questions, interdisciplinary methods must be used within 

cybersecurity research [51]. Cybersecurity researchers must work alongside researchers from 

fields like psychology, behavioural economics, and the improvement of implementations of 

programs within organizations to address these issues. While collaboration between these 

groups is currently rare, it is one that is emerging as essential to addressing the cybersecurity 

challenges facing healthcare organizations today. 
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7 Integrated Cyber Resilience Model 

The gaps in this analysis of the current methods for establishing cyber resilience in healthcare 

indicate a crucial need for a unified cyber resilience model that is specifically tailored to the 

types of smart hospitals at risk of ransomware attacks. The current methods for securing 

healthcare are too scattered, focusing instead on individual aspects of cybersecurity rather than 

establishing complete models that cover all necessary areas while considering the limitations 

of the healthcare Industry itself. 

7.1 Characteristics of effective resilience models 

What then, would a successful model for establishing cyber resilience in healthcare look like? 

There are several features that would be necessary for such a model. First, the model should be 

as comprehensive as possible in covering all aspects of ransomware and cyber resilience. For 

example, many current models invest significant resources into preventive measures for cyber 

resilience but fail to consider methods for detecting, responding to, and recovering from 

cyberattacks [107].  

 

Because of this, if an attack penetrates the preventive measures created for healthcare 

organizations, the institution is often left unprepared for the attack. Secondly, such a model 

would need to be contextualized for the healthcare Industry in particular; there are numerous 

adjustments that would need to be made to any generic framework to account for the specifics 

of healthcare [106]. 

 

Such aspects may include considerations of 24/7 operations of healthcare facilities, the need for 

certain systems to be operational within the facility, regulatory requirements of healthcare 

institutions, the need to secure access to medical devices, and the resource constraints of 

healthcare institutions. Thirdly, a successful model would include provisions for integrating the 

various stakeholders of a healthcare institution. These stakeholders may include the institution’s 

IT departments, its security teams, its clinicians who must ensure that the model does not impact 

the provision of quality care to patients, the medical device manufacturers that must ensure 

device security, various regulatory agencies, and the patients of the institution [55].  

 

Fourthly, the model would need to be scalable and flexible to account for the diversity within 

the healthcare Industry. For example, one model for a large academic medical centre may be 
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different from another model for a small rural hospital due to the different resources, 

capabilities, and limitations that exist between these two types of facilities [56]. Additionally, 

the model should focus on continuous improvement of the model itself. Any model that is 

created is likely to become obsolete in the face of the rapidly evolving nature of ransomware 

attacks and cyber threats [52]. Therefore, a successful model should include methods for 

evaluating the model over time, adjusting it to new information and new threats to the healthcare 

Industry and its data. 

7.2 Integration across Cybersecurity Domains 

Healthcare organizations have traditionally managed cybersecurity in separate areas of the 

organization; for example, one area might manage network security while others manage 

endpoint security and identity management [109]. These separate areas for cybersecurity 

management are vulnerable to attacks from cyberthreats like ransomware. To build effective 

models of cybersecurity resilience, the organization needs to have a unified view of all these 

separate areas. 

 

Security teams need to have a complete understanding of the situation across the organization 

to take appropriate actions to address any threats [107]. Another aspect of integrating these 

separate security systems is the need for each of these systems to work together to create a 

system of defences of various depths to cover for possible failures in any of those other layers 

of the security system [109]. For instance, network segmentation can prevent the spread of a 

threat to other systems on the network, endpoint detection can identify systems that are under 

threat that cannot be protected by other means, and identity management can limit the access 

of any threatened credentials to the data of the organization. Taken together, these security 

systems provide for the overall cybersecurity resilience of the organization.  

 

Furthermore, the organization also needs to have synchronized response capabilities for each 

of these areas. If a system is identified as having ransomware within it, the response to that 

system should occur simultaneously across each of the areas. For instance, the system can be 

isolated from the network, the system can be disabled from using any recognized credentials, 

and any data that could potentially be at risk from that system can be safeguarded [107].  

 

Comprehensive recovery planning is also crucial. Business continuity strategies must consider 

the interdependencies among IT systems, medical devices, facility infrastructure, and third-
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party services [106]. Restoring the EHR while laboratory systems are still down does not allow 

normal operations because the EHR relies on lab results. Recovery plans must adopt these 

system’s thinking approach. 

7.3 Addressing the people, process and technology 

An effective resilience model needs to focus on people, processes, and technology which are 

the essential trio of organizational capability [108]. Focusing too much on technology while 

ignoring people and processes results in predictable failures. Technology offers vital tools, but 

advanced security tools are useless without skilled individuals using them properly [51].  

 

A top-tier SIEM produces a lot of data, but without trained analysts who comprehend healthcare 

operations and can tell normal activities from unusual ones, that data becomes noise instead of 

valuable insights. People are both the biggest asset and the most significant risk [53]. Well-

trained, security aware staff can detect security threats and respond appropriately to security 

incidents to increase the overall security resilience of the organization. Staff that is not properly 

trained or overwhelmed with dealing with security incidents themselves can easily fall into 

phishing scams, make mistakes in the configuration of systems, or make further developments 

in an incident response that make the problem worse.  

 

Overall processes are essential for providing effective security to an organization’s systems 

[106]. Good processes will help to ensure that security measures are consistently applied to the 

organization’s systems rather than depending upon the individual security staff members to 

know and apply those measures. Good processes will also help to prevent future security 

incidents by learning from past incidents. Finally, processes can help to respond to security 

incidents during periods of high stress when plans cannot be made spontaneously. 

 

Effective models for increasing the security resilience of an organization will dictate the 

development of each of these three components of security [51]. Such models will include 

suggesting specific security technologies to implement but also focusing upon the development 

of the organization’s staff and increasing their security capabilities. Such models will also 

dictate the creation of specific governance processes for the organization’s systems. Each of 

these three components must be developed in a coordinated way to provide the organization 

with improved security. 
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7.4 Regulatory alignment and Compliance Integration 

Healthcare organizations are already burdened by numerous regulations. Adding cybersecurity 

requirements to the plethora of regulations that organizations must adhere to creates challenges 

in the implementation of cybersecurity measures unless there is a focus on regulatory 

requirements [94].  

 

The models for enhancing resilience should aid organizations in meeting these regulations 

rather than creating friction between the two areas [106]. For instance, complying with the 

HIPAA Security Rule requires many of the same cybersecurity capabilities as ransomware 

resilience requires. Combining the regulatory compliance requirements with cybersecurity 

resilience models will allow organizations to meet both requirements.  

 

The HIPAA amendments for December 2024 requires all organizations to implement network 

segmentation to increase the cybersecurity protections of their networks [103]. Resilience 

models for the healthcare Industry must keep up with regulations and allow organizations to 

understand how the compliance requirements relate to and support one another. Additionally, 

regulatory bodies like the FDA have published requirements for medical devices that use AI, 

such as the CIRCIA incident reporting requirements.  

State regulations require organizations to notify patients of any data breaches that occur within 

their systems, as well as rules related to Medicare programs and the meaningful use of 

technology in healthcare organizations [94]. These regulations all create compliance 

requirements for healthcare organizations that relate to cybersecurity. Models that assist 

organizations in navigating these regulations while enhancing their cybersecurity will provide 

a valuable function to these models. 

7.5 Metrics and Maturity Assessment 

The old saying in the management world holds true for the topic of cybersecurity. “You can't 

manage what you don't measure.” Yet, measuring the effectiveness of cybersecurity in an 

organization can be challenging [56]. Any model that intends to reflect the cybersecurity 

resilience of an organization must include a means of measuring that cybersecurity in relation 

to their current state and to provide reports to the organization’s leadership.  Table 1 provides 

a metrics table that can be used to measure the effectiveness of cybersecurity in any 

organization. 
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Table 1 showing an effective metrics and assessment framework 

Security Domain Security Metric Description Purpose / Measurement 

Goal 

Technical Security 

Metrics 

Number of 

Vulnerabilities 

Measures identified vulnerabilities 

within systems, applications, and 

networks. 

Evaluates exposure to cyber 

threats and weaknesses. 

Technical Security 

Metrics 

Patch Management 

Status 

Percentage of systems updated with 

latest security patches. 

Assesses system maintenance 

and vulnerability reduction 

efforts. 

Technical Security 

Metrics 

Security Control 

Coverage 

Measures extent of deployed security 

controls across infrastructure. 

Determines effectiveness and 

completeness of security 

implementation. 

Technical Security 

Metrics 

Cybersecurity Hygiene Evaluates adherence to security best 

practices such as password policies, 

MFA, and secure configurations. 

Reflects overall technical 

security posture of the 

organization. 

Operational 

Security Metrics 

Incident Detection 

Time 

Measures taken time to identify a 

cybersecurity incident. 

Evaluates monitoring and 

threat detection capabilities. 

Operational 

Security Metrics 

Incident Response Time Measures time required to respond 

after incident detection. 

Assesses efficiency of incident 

response processes. 

Operational 

Security Metrics 

Backup Frequency Measures how often organizational 

data is backed up. 

Ensures data availability and 

ransomware recovery 

readiness. 

Operational 

Security Metrics 

System Restoration 

Time 

Measures time needed to restore 

critical systems after disruption. 

Evaluates disaster recovery 

and business continuity 

capabilities. 

Organizational 

Maturity Metrics 

Cybersecurity Roles 

Maturity 

Assesses clarity and effectiveness of 

cybersecurity responsibilities and 

governance. 

Evaluates organizational 

structure and accountability. 

Organizational 

Maturity Metrics 

Risk Management 

Process Maturity 

Measures effectiveness and maturity 

of risk assessment and mitigation 

processes. 

Determines ability to manage 

and reduce cybersecurity risks 

systematically. 

Organizational 

Maturity Metrics 

Cybersecurity Training 

Maturity 

Evaluates employee awareness and 

frequency of cybersecurity training 

programs. 

Measures human-factor 

resilience against cyber 

threats. 

Threat Landscape 

Metrics 

Threat Awareness 

Level 

Measures organization’s 

understanding of current cyber 

threats targeting its environment. 

Evaluates threat intelligence 

and situational awareness 

capabilities. 

Threat Landscape 

Metrics 

Threat Monitoring 

Capability 

Assesses ability to continuously 

monitor emerging threats and attack 

trends. 

Improves proactive defense 

and preparedness. 

Cybersecurity 

Resilience Metrics 

Overall Cybersecurity 

Resilience 

Combines technical, operational, and 

maturity indicators into an overall 

resilience assessment. 

Measures the organization’s 

ability to prevent, respond to, 

and  

recover from cyber incidents. 

Cybersecurity 

Resilience Metrics 

Continuous 

Improvement 

Capability 

Measures how effectively the 

organization improves security 

processes over time. 

Supports long-term 

cybersecurity maturity growth. 

Maturity Model 

Assessment 

Current Security 

Maturity Level 

Determines the organization’s 

current cybersecurity maturity stage. 

Provides benchmark for 

improvement planning. 

Maturity Model 

Assessment 

Security Enhancement 

Recommendations 

Identifies gaps and recommended 

improvements. 

Guides strategic cybersecurity 

development and resilience  

enhancement. 
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8 Actionable Recommendations for Smart-Hospitals Stakeholders 

8.1 Healthcare providers and Administrators 

Healthcare providers are on the front line of the fight against ransomware. They experience the 

impact of a successful attack on the health care organization. Most hospitals are not 

ransomware-secure firms with unlimited budgets. Hospitals are organizations trying to protect 

their health care facilities with limited resources and knowledge. 

8.1.1 Adoption of Recognized Cybersecurity Frameworks 

One of the smartest decisions healthcare organizations can make is to adopt a recognized 

cybersecurity framework. In many ways, adopting these frameworks is a legal safeguard. The 

Health Information Technology for Economic and Clinical Health (HITECH) Act provides a 

safe harbour for healthcare organizations that adopt recognized cybersecurity practices; the 

Department of Health and Human Services is required to consider the adoption of those 

recognized practices when determining penalties that may be placed upon those organizations 

[110]  Thus, by adopting these frameworks, organizations may not only be protected from the 

impact of ransomware attacks on the organization, but also from potentially severe penalties if 

those attacks occur anyway. There are three frameworks that are particularly important for 

healthcare organizations, and they are  

 HHS Cybersecurity Performance Goals (CPGs): These were specifically developed for 

the healthcare Industry through the collaboration between HHS, CISA, and the 

Healthcare and Public Health Sector Coordinating Council [111]. The value of the CPGs 

is that they focus on the most impactful practices to defend against the most common 

attack methods targeting the healthcare Industry: vulnerabilities, phishing emails, and 

stolen credentials. These are the types of attacks that were seen in both the Change 

Healthcare and the Ascension attacks. Furthermore, these goals are designed for 

organizations of all sizes [112].  

 Health Industry Cybersecurity Practices (HICP): This program details the top ten threats 

to the healthcare Industry’s networks, including the threat of ransomware. The most 

recent edition of the HICP was published in 2023 and consists of a main document with 

two technical volumes of information. There are resources available for organizations 

of all sizes utilizing the HICP, though there are separate recommendations for 

organizations that have more resources within the healthcare Industry. For instance, 
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there are separate recommendations for organizations that have an IT staff of two 

persons compared to healthcare organizations with more extensive security departments 

[113]. 

 NIST Cybersecurity Framework 2.0: This framework was launched in February 2024 

with the goal of having a common language to discuss cybersecurity among 

organizations of all shapes and sizes. The NIST framework consists of six functions that 

work together as a strategy to enhance cybersecurity for organizations: govern, identify, 

protect, detect, respond, and recover [114]. Furthermore, the updated publication of 

NIST SP 800-66r2 maps the NIST Cybersecurity Framework 2.0 to the requirements of 

the HIPAA Security Rule, indicating how implementing this framework will aid in 

meeting those compliance requirements [94]. 

 

The EU does not have a single framework that all organizations must comply with. Instead, 

there are general directives and guidelines for each sector. Hospitals must comply with the NIS2 

directive but also follow specific guidelines from ENISA, such as Cyber Hygiene in the Health 

Sector handbook.  Others include the EHDS (European Health Data Space) regulation and the 

Cyber Resilience Act (CRA). The important part is to choose one framework and use it 

consistently, instead of selecting bits from various sources or letting it sit unused. Those that 

have implemented these frameworks report that they have created more organized approaches 

to cybersecurity for their organization [56].  

8.1.2 Implementation of Basic Cyber Hygiene Controls 

Many healthcare organizations are targeted by ransomware not due to advanced zero-day 

exploits, but because they lack basic security measures. The proposed changes to the HIPAA 

Security Rule by HHS in December 2024 highlight this issue by making previously 

'addressable' controls mandatory, including network segmentation. The mandatory controls 

include implementing Multi-Factor Authentication (MFA) everywhere. The Change Healthcare 

attack was partly successful because compromised credentials allowed access to a remote 

gateway that did not have MFA. This single gap in control led to one of the most severe 

cyberattacks in healthcare history. MFA should secure every remote access point, including 

VPNs, cloud applications, administrative accounts, and privileged access. While staff may 

grumble about the extra step, MFA effectively prevents most credential-based attacks, making 

it one of the best security investments available [115].  In 2025, the exploited vulnerabilities of 
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systems became the top technical cause of ransomware attacks on healthcare systems, 

accounting for 33% of all incidents [22]. These vulnerabilities were known and had patches that 

could have been installed on the systems to fix the issues for months, if not years, prior to the 

occurrence of these attacks. The issue does not lie in the availability of patches for these 

vulnerabilities, but rather the failure of the organizations to promptly install such patches. The 

processes for healthcare systems to patch their systems should consider the risks that each 

system poses to the network. Systems that are exposed to the internet and systems with 

vulnerabilities should be patched first. Additionally, while the FDA requires more careful 

management of the patches for their medical devices, they still have the same requirements to 

establish processes for patch management for their networks. 

 

Another stipulation of the HIPAA Security Rule updates will be network segmentation to 

prevent ransomware from spreading [103]. While only seven of Ascension's 25,000 servers 

were originally hit with the ransomware, it made its way to the rest of their systems due to 

inadequate segmentation policies [82]. One way to segment networks within healthcare 

institutions is to ensure that all medical devices are segmented from the IT networks, guest Wi-

Fi networks are segmented from the systems that receive patients, and various facilities within 

an organization are segmented from one another. Furthermore, segmented networks could 

include features that make it harder for individuals to laterally move from one network to the 

next within the organization [100]. Though network segmentation sounds good in theory, it 

takes time to create segmented networks for all vital systems within the healthcare institution. 

 

The effectiveness of preventive measures used in healthcare organizations increased by 20 

percentage points between 2023 and 2024, bringing the total to 76% [101]. This result reflects 

a shift toward employing endpoint detection and response systems on a higher scale. All devices 

within a healthcare organization should have endpoint protection software. This can range from 

software that detects the presence of ransomware to antivirus and more. However, medical 

devices cannot be protected the same way as the other devices in the organization. Instead, 

those systems would be protected by creating segmented networks for such devices, 

implementing network traffic monitoring for those devices, implementing access controls, and 

performing regular vulnerability assessments of those systems [20]. 
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8.1.3 Development and Testing of Incident Response Plan 

When ransomware attacks, having a thorough incident response plan can ultimately mean the 

difference between effectively managing the situation and chaos unfolding before the 

organization’s eyes. During the 2024 attack season on healthcare organizations, many were 

found to be using outdated or non-existent incident response plans to prepare for such attacks 

[116].  An effective incident response plan for ransomware attacks in healthcare must include 

several elements, such as 

 Pre-Designated Response Teams with Clear Roles: Who will decide to take the systems 

offline? Who will decide who gets to tell patients about their cancelled appointments? 

Who will deal with the media? What teams will get to work with law enforcement? 

These answers cannot be asked during a ransom attack. Teams should include 

individuals from the healthcare organization who have an understanding of the impact 

of an attack on healthcare delivery, those who understand the technical aspects of the 

organization’s network, legal advisors, individuals in charge of communication, and the 

executives in charge of making the tough call about whether or not to pay the ransom 

to regain access to the organization’s data [107]. 

 Effective Downtime Procedures: Every hospital has procedures in place in case there is 

an IT system failure. However, those procedures were created for downtimes caused by 

system crashes rather than the challenges of ransom attacks that last for several days. 

The procedures failed in many of the attacked organizations during the past year when 

the IT teams were required to work beyond a few hours without these procedures 

established for ransom attack [48]. There needs to be a plan for downtimes in essential 

IT systems for the hospital, such as medication orders systems, lab results systems, 

patient history access, scheduling, registration, and billing systems. When the EHR 

system was down during the Ascension hospital attack, many of these systems failed, 

and the hospital was unable to provide the level of care to its patients [117]. 

 Backup Systems That Can Truly Restore: In 2024, ransomware attackers attempted to 

compromise healthcare organizations’ data backups 95% of the time and were 

successful in obtaining access 66% of the time [65]. As a result of this attack, healthcare 

organizations found out that their data backups were also compromised and would take 

several weeks to restore their data from backup drives. To avoid these challenges, 

healthcare organizations should establish best practices to protect their data backups. 
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This includes ensuring backups are created offline or in air-gapped networks to avoid 

access by ransomware, backups that are immutable to prevent ransomware from 

corrupting the backup, regularly testing backup systems to restore data (at least once per 

quarter), creating multiple versions of data backups for data redundancy, and ensuring 

documentation of backup systems that any qualified IT staff members within the 

organization can follow to restore their data [56]. 

 Communication Plans for Various Audiences: During a ransom attack, there are various 

individuals and audiences that need to be communicated with, including patients, 

employees, regulatory bodies, and possibly law enforcement [107]. 

8.1.4 Address Third-Party and Supply Chain Risks 

The Change Healthcare incident showed dramatically that healthcare functions as an 

interconnected ecosystem [9]. When a significant vendor is affected, the impact reaches 

thousands of dependent organizations. However, many healthcare providers have limited 

insight into their third-party risks. 

To manage vendor risks effectively, consider these practical steps: 

 List All Third Parties with Access to Your Systems or Data: Many organizations find 

during incident investigations that they have more vendors with network access or data-

sharing agreements than they thought [116]. Begin with thorough discovery and ask 

relevant questions such as   

 Who has VPN access?  

 Who gets data feeds?  

 Who offers cloud services?  

 Who oversees medical devices remotely? 

 Establish Vendor Risk Assessment Processes: Not all vendors pose the same level of 

risk. The access of a landscaping company differs from that of your EHR vendor. Risk 

assessments should be proportional, considering factors such as what data or systems 

the vendor can access, their security controls, any past breaches, and their backup or 

business continuity plans [56]. 

 Incorporate Cybersecurity Requirements in Contracts: Typical vendor contracts often 

lack specific cybersecurity requirements or audit rights. Ask vendors to include clauses 

in any new or renewed vendor contracts that require them to adhere to certain security 



65 
 

  

standards, allow audits of their security measures, notify the organization of any security 

incidents, and maintain certain insurance policies [118]. 

 Create Contingency Plans for Vendor Outages: What will happen if your vendor is 

struck with a ransomware attack? The attack on Change Healthcare forced many 

providers to find ways to deal with the lack of backup plans for specific functions within 

their organizations [116]. Ensure that alternative vendors or processes for essential 

services are in place and ready to go online if your vendors fall victim to a ransomware 

attack. 

 

8.2 Policymakers and Regulatory Authorities 

Policymakers and regulators influence the environment in which healthcare organizations 

operate. The policies that are created can impact the healthcare Industry and either encourage 

advancements in security or create negative incentives that hinder the organization’s security 

objectives. The suggestions provided aim to address these concerns and create a policy that is 

supportive of the organizations yet one that reinforces the necessary requirements for those 

organizations to comply with the policies established. 

8.2.1 Modernize and Strengthen HIPAA Security rule requirements. 

The proposed updates to the HIPAA Security Rule in December 2024 mark the most significant 

changes to healthcare cybersecurity regulations in over twenty years [119]. These changes are 

a step in the right direction because they make network segmentation mandatory, remove the 

confusing distinction between "required" and "addressable" implementation specifications, and 

mandate specific baseline controls like multi-factor authentication. However, there are several 

areas that need focus as these regulations approach finalization and they include 

Offer Clear, Actionable Guidance on Implementation. Since the rule already provides for the 

flexibility of creating solutions that fit the individual organizations’ needs, there is some 

uncertainty regarding what those solutions will be [120] . The way the mapping of NIST SP 

800-66r2 to HIPAA requirements was done could be followed for creating a mapping of each 

of the requirements to the HIPAA regulations [94].  Because many organizations will include 

medical device environments and possibly some antiquated systems that are difficult to replace, 

it will take time for the organizations to reach full compliance [121]. A timeline can be created 



66 
 

  

that includes phases during which certain organizations can focus on compliance, allowing 

them to reach the level of information security required of them over time. 

 

It is likely that a 25-bed rural hospital will have different information security requirements 

than a 1,000-bed medical centre that serves hundreds of students each year [55]. While the 

smaller organization will have to adhere to the same standards as the larger organization, there 

are likely differences in their capabilities. Requirements for smaller organizations could be 

implemented according to the model established by the Health Information for Community 

Practice (HICP) regulation. 

8.2.2 Strengthening the Oversight of Healthcare Technology Vendors 

The systemic risks created by the concentration of healthcare services in the few major vendors 

are exemplified by the Change Healthcare attack  [116]. The fact that one vendor processes 

close to 15 billion healthcare transactions each year makes the security of that vendor a concern 

for all healthcare providers involved. Several policies that could mitigate the risks created by 

these vendors are 

 Broaden Cybersecurity Performance Goals to Include Business Associates: Currently, 

the cyber performance goals of the HHS CPGs are directed towards care providers. 

However, many ransomware attacks target business associates and vendors of 

healthcare organizations [116].  In 2025 alone, the number of ransomware attacks on 

healthcare businesses increased by 30% compared to those that targeted healthcare 

providers [77]. Expanding these cyber performance goals or baseline requirements to 

include business associates will help to increase the cybersecurity standards across the 

healthcare Industry. 

 Mandate Independent Security Audits for Essential Healthcare Service Providers: 

Companies that provide essential services to the healthcare Industry, such as claims 

clearinghouses, pharmacy benefit managers, and electronic health record (EHR) 

vendors, should be required to undergo regular independent information security audits. 

The results of these audits should then be submitted to HHS [121].  

 Create Certification Programs for Healthcare Technology Vendors: Just as the 

HITRUST certification program requires covered entities to comply with certain 

cybersecurity standards, certification programs for healthcare information technology 

vendors could be created that require those vendors to adhere to minimum cybersecurity 
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standards [56]. Healthcare organizations could then require that their vendors be 

certified to mitigate the risk of cyberattacks from those vendors. 

 Implement reporting Requirements for Vendor Incidents: Currently, if a vendor that 

provides significant services to a healthcare organization is attacked with ransomware, 

the Office for Cybersecurity and Information Sharing within HHS and the Cybersecurity 

and Infrastructure Security Agency (CISA) should be informed of the attack. Regardless 

of whether the vendor’s data is the data that was encrypted by the attack, notifying these 

government agencies will allow other organizations within the healthcare Industry to be 

informed of the attack and to take necessary preparations to protect their organizations 

[120].  

8.2.3 Provision of Funding and Resources for Under-Resourced Providers 

The robust cybersecurity requirements may not be accompanied by funding to meet those 

requirements, leading to a divided cybersecurity system [121]. There are various legislative 

proposals regarding funding for cybersecurity systems. However, the implementation of these 

legislative proposals is more crucial than the intention of the legislators behind these bills. Some 

strategies for funding cybersecurity systems include 

 Cybersecurity grant programs for healthcare: The Health Care Cybersecurity and 

Resiliency Act of 2025 suggest grants to assist healthcare organizations with limited 

resources in enhancing their cybersecurity. These grants should be given to rural 

hospitals and health centers that cater to vulnerable populations, who often have the 

least security measures in place to begin withs [119]. 

 Subsidized access to security tools and services: Instead of each organization paying the 

full price for commercial security tools, federal programs could negotiate bulk licenses 

for security software, threat intelligence services, or managed security services, 

allowing participating healthcare organizations to access them at a lower cost or even 

for free [122]. CISA already offers some free services like vulnerability scanning and 

expanding this approach could greatly benefit resource-strapped organizations. 

 Technical assistance and expertise programs: Simply providing funds does not resolve 

security issues if organizations lack the know-how to utilize them effectively. Programs 

that offer cybersecurity consulting, architecture assessments, incident response help, 

and training should work alongside funding. CISA's regional cybersecurity advisors 
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offer this support, but their capacity should grow to address the needs of the healthcare 

sector [123]. 

8.2.4 Improved Information Sharing and Coordination 

Ransomware operators exchange details about effective attack methods, weaknesses of victims, 

and payment records. Healthcare defenders require similar information sharing to create a fair 

environment. Some of the measures that are required to be in place are 

 Quick incident reporting with safeguarded information sharing: CIRCIA mandates 

reporting for critical infrastructure, but the specifics of implementation are crucial [124]. 

Healthcare-specific guidelines should ensure quick information sharing that aids other 

organizations in preparing for similar attacks while protecting against regulatory 

overreach that could deter reporting. Organizations that report quickly and 

collaboratively should be given regulatory leniency, while those that conceal incidents 

should face penalties. 

 Enhance Health-ISAC and broaden involvement: The Health Information Sharing and 

Analysis Center offers threat intelligence to its members, but joining is optional and 

many organizations do not participate actively [125]. Policymakers should encourage 

participation through regulatory protections, preference in grants, or other incentives. 

They should also secure funding to expand the services offered by Health-ISAC to cover 

the entire  

 Promote coordination Among federal agencies: Several federal agencies are already 

involved in healthcare and cybersecurity, such as the HHS, CISA, the FBI, the FDA, 

and others [123]. The Healthcare Cybersecurity Act of 2025 calls for the improvement 

of coordination between the HHS and the CISA to avoid any redundancies within the 

federal government regarding cybersecurity in the healthcare sector [126]. Furthermore, 

the bill calls for the creation of a coordinator for cybersecurity within the healthcare 

sector in the federal government to ensure that all significant cybersecurity incidents in 

the healthcare sector are responded to in a unified matter by the federal government. 

8.3 Technology Developers and Vendors 

Technology vendors and developers have specific responsibilities in the realm of healthcare 

cybersecurity. The products and services that they provide have the potential to either enhance 

or weaken the cybersecurity posture of every organization that utilizes their technology 
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vendor’s offerings. From medical device vendors to healthcare IT companies, all these vendors 

have a role to play in the cybersecurity of healthcare organizations. 

8.3.1 Implementation of Security by Design 

Security is often incorporated into products after the development process. However, this 

method introduces vulnerabilities to the product throughout its life cycle [115]. Healthcare 

technology providers must incorporate security from the beginning of product development. 

The following are recommendations to follow for the implementation of security by design. 

Conducting threat modelling during the design phase of development will allow the team to 

identify the threats to the product prior to beginning the coding process. For medical devices, 

such threats can include malicious actors possessing the credentials to access devices, network 

attacks, tampering with devices, and harmful software updates [118]. 

 

Implementing secure development lifecycles will ensure that security is integrated into every 

stage of product development, from the initial concept and requirement stage until the product 

is launched into the market [115]. Security testing should occur prior to the launch of the 

product to ensure that vulnerabilities are identified and fixed. Default configurations for the 

products should be secure to prevent illicit access to the devices and information stored on the 

devices. Manufacturers can create the products to default to secure settings for features such as 

authentication, communications, logging, and software updates [100]. Users can be given the 

option to change these settings to match their specific needs for the devices, but the default 

settings should be secure. 

8.3.2 Support long term Security Maintenance 

FDA regulations and operational needs in healthcare create obstacles to frequent replacements. 

This extended lifespan means that vendors must provide long-term security support. Long time 

security support can be achieved by sticking to the following principles 

 Provide timely security updates throughout product lifecycles: When vulnerabilities are 

found, vendors should quickly create and distribute patches. For vulnerabilities that are 

actively being exploited, emergency patches may be needed within days. Even for older 

products nearing the end of their life, essential security updates should continue until 

organizations can realistically transition to newer systems [118]. 
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 Establish clear end-of-life and support timelines: Healthcare organizations require 

advance notice when products will stop receiving security updates. Vendors should 

announce end-of-life dates several years ahead and offer migration paths to newer 

supported products. They should also provide extended support options for 

organizations that cannot immediately replace systems due to regulatory, technical, or 

financial constraints [26].  

 Implement coordinated vulnerability disclosure programs: Researchers who find 

vulnerabilities should have clear ways to report them to vendors [97]. The FDA's 

cybersecurity guidance now mandates that medical device manufacturers set up 

coordinated vulnerability disclosure programs. Healthcare IT vendors should also adopt 

similar programs, even if they are not regulated by the FDA, to create safe environments 

for researchers and establish processes for evaluating, fixing, and communicating about 

vulnerabilities. 

8.3.3 Design for Resilience and Recovery 

In addition to stopping attacks, healthcare technology must be built to keep operations running 

during incidents and aid in quick recovery when breaches happen. For health care organizations, 

the ability to restore systems in the case of a ransomware attack is essential. Features such as 

automated backups, the ability to restore specific data within the system instead of entire 

systems, and data integrity for backups prior to recovery are essential [56]. If the systems are 

unable to operate at full functionality due to the ransomware attack, the products should be able 

to operate in reduced functionality modes to ensure essential systems and operations can remain 

operational. An example of this would be an electronic health record system that can operate in 

read-only mode to still provide access to important patient data. In the case that a health care 

organization should encounter these incidents, the organization will require logs to investigate 

the issues and plan a recovery process for the impacted systems. These logs should be able to 

track security-related events, be tamper-proof, and be exportable to an external device to be 

further examined by external parties, logs that include documentation that explains the different 

formats and contents of each log [118]. 

8.3.4 Participation in sector wide security efforts 

Vendors need to engage with Health-ISAC, sector coordinating councils, and working groups 

that create cybersecurity guidelines. They could also exchange threat intelligence between their 
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products, contribute to the creation of security standards, or coordinate their efforts to mitigate 

threats to the industry altogether. New cybersecurity standards will be created, such as those 

from the NIST frameworks, the FDA, and the healthcare Industry itself. It will be essential for 

the cybersecurity industry to adopt these standards to provide additional competitive edges to 

their current products for their healthcare clients [111]. Because the cybersecurity industry 

knows so much about information security, they should contribute to the creation of open-

source security tools, research studies regarding the threats to the healthcare Industry, and 

support the research publications on the topic of cybersecurity in healthcare [115]. 

8.4 Patients and the General Public 

At first, it may appear that patients are just passive victims of ransomware attacks, not active 

players in cybersecurity. However, patients and the public play crucial roles in advocating for 

improved security and in safeguarding themselves. 

8.4.1 Demand for Transparency about Cybersecurity Practices 

Healthcare consumers should expect and demand clarity on how organizations safeguard their 

health information. Just as patients inquire about clinical quality metrics and safety records, 

they should also ask about cybersecurity. They should Inquire about Security Practices with 

Healthcare Providers. During the process of choosing healthcare, patients can pose questions 

such as: Do you implement multi-factor authentication? How is patient data secured? When 

was your last security evaluation? Have you faced any cybersecurity issues? These survey 

questions show that patients care about cybersecurity [120]. 

 

When organizations experience a cybersecurity breach, they are required to send a letter to the 

individuals impacted by the data breach. These letters contain information regarding the nature 

of the breach and the steps that the organization will take to protect the affected individuals 

[118]. Patients should read these letters and follow the steps to protect their data. If healthcare 

organizations put security as a top priority, patients will show their support for these efforts. By 

incentivizing organizations to establish rewards for good cybersecurity and data protection 

practices, these organizations will continue to invest in improving their security measures [59]  
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8.4.2 Practice Good Personal Cybersecurity Hygiene 

Healthcare organizations are mainly responsible for protecting patient health data. However, 

patients can also do certain things to protect their data. Patients must create strong, unique 

passwords for Patient Portals. Reusing the same username and password for many different 

websites or portals poses a risk if one of those websites is hacked. Password managers can help 

people create strong and unique passwords for each account they have online [100]. Many 

patient portals and healthcare applications uses multi-factor authentication [115]. Patients 

should use this added layer of security when logging into their health information portals. 

 

Phishing emails can be a pathway for cybercriminals attempting to obtain personal information 

[113]. Patients should not click on links in emails they did not send. Patients should contact the 

organization by which the data is being sent to confirm the legitimacy of the communication. 

Data that is stolen from patients can be used to perform medical identity theft or to engage in 

health insurance fraud [118]. Patients should regularly monitor their health data and financial 

accounts to ensure that no fraudulent charges are made to their health accounts. In the case that 

fraud is found, it may be possible to limit the damage done to the patient by catching and 

reporting it early. 

8.4.3 Understand rights and advocate for better protection 

Patients have legal rights concerning their health information, and public pressure can lead to 

better policies. Patients should understand their HIPAA Rights. According to HIPAA, patients 

can access their health records, ask for corrections to wrong information, receive notifications 

about breaches, and file complaints regarding privacy issues. Knowing these rights empowers 

patients to advocate for themselves when problems occur. Healthcare cybersecurity policies 

improve when patients and the public voice their concerns. Reaching out to elected officials, 

taking part in public comment periods for proposed regulations, and supporting patient 

advocacy groups all play a role in shaping policy [125]. 

When patients face negative impacts from healthcare cyberattacks such as delayed care, 

inconvenience, and privacy issues, sharing these experiences while safeguarding personal 

information helps others see the importance of cybersecurity [59]. Raising public awareness 

puts pressure on the system for improvements. 
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9 Conclusion and Future Research Directions 

9.1 Summary of Findings 

Given the growing ransomware attacks on healthcare organizations and the lack of defensive 

capabilities of these organizations, it is important to take a closer look at the literature regarding 

this critical issue. Through reviewing the threat of ransomware, the current defensive measures 

within healthcare organizations, the gaps in the current research regarding this topic, and the 

recommendations to address the concerns created by these threats, several important findings 

emerge from the research on this topic. 

 

Firstly, the threat of ransomware to smart hospitals is of a different nature than those 

experienced within other industries. For instance, if the systems of a banking organization are 

encrypted by a hacker, while there are no fatalities that may result from such an attack, there 

may be financial and reputational damages to that organization. In contrast, should a hacker 

encrypt the electronic health records (EHR) systems of a hospital during a period of high patient 

demand, the lives of those patients can be threatened by the hospital’s inability to provide 

appropriate medical treatments to those patients. 

 

 According to the data from 2024, there were 444 cybersecurity incidents in healthcare 

organizations worldwide, 181 of which were ransomware attacks that impacted 25.6 million 

patient records, and the average ransom demand from those attacking the organizations was 

$5.7 million [63]. Additionally, there are growing issues with the smart infrastructure of 

hospitals. While the smart infrastructure allows hospitals to better provide care for their 

patients, such infrastructure also creates new vulnerabilities for hackers to access those 

organizations. For instance, 60% of medical devices in hospitals utilize outdated software that 

cannot be updated, and 88% of all healthcare organizations have experienced data breaches 

because of these vulnerabilities of their connected medical devices [10], [11].  

 

Furthermore, hackers have developed new methods for attacking the data of healthcare 

organizations. For instance, the number of data breaches within healthcare organizations that 

result in the theft of data without the need to encrypt those systems has tripled since 2025 

compared to 2022/2023 [22]. Additionally, hackers are also targeting organizations like Change 
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Healthcare, which provides critical supply chain services to over 200 healthcare organizations, 

and are targeting the users of those organizations through credential-based attacks.  

 

Furthermore, the defensive measures for healthcare organizations are lacking. For instance, 

while the effectiveness of current prevention strategies for healthcare organizations is reported 

to have increased to 76% in 2024 [101], the scores for alerts that trigger those defenses have 

dropped dramatically to 5%. Thus, 73% of the alerts that are triggered within these 

organizations do not lead to detections of hackers within those organizations [101].  

 

In addition, the research that has been performed on the topic of cybersecurity within healthcare 

organizations reveals several gaps in that research. For instance, most of the research on 

cybersecurity within healthcare organizations is related to technology, comprising over half of 

the publications on the topic [49]. Furthermore, the research is biased in relation to the locations 

of the organizations that are discussed in these publications, and research regarding community 

hospitals and rural healthcare providers is underrepresented in these publications.  

 

Finally, the research that has been performed on the topic in relation to testing the effectiveness 

of current countermeasures for hackers is lacking; there is more information available regarding 

the variety of current issues within healthcare organizations than there is information regarding 

the suggested solutions for resolving those issues. Additionally, the research recommendations 

for healthcare organizations do not consider the operational realities of the organizations; for 

instance, a small rural hospital will not have the same capabilities for implementing 

cybersecurity as a large urban medical centre, yet the research publications do not reflect this 

difference in the current literature. 

9.2 Contributions to the Field 

This research makes several contributions to the existing literature in a way that aims to advance 

the scholarly discussion on the topic of healthcare and ransomware. In terms of academic 

significance, this study contributes to the academic literature on healthcare cybersecurity by 

addressing important gaps. It tackles the gap in knowledge regarding the cybersecurity of smart 

hospitals by conducting a thorough analysis of the threats posed by ransomware to these 

facilities. It combines knowledge from various fields to provide a well-rounded view of 

ransomware threats to smart hospitals. The systematic gap-analysis method used in this research 
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offers a repeatable framework that can be modified to pinpoint shortcomings in other specific 

cybersecurity areas and new technology environments. 

By providing practical suggestions for improving the cybersecurity of smart hospitals across 

prevention, detection, response, and recovery, this research informs the development of more 

secure smart hospitals. Each suggestion is tailored for different stakeholder groups within smart 

hospitals, and considers real-world limitations such as budget constraints, staffing issues, 

clinical workflow needs, and regulatory requirements, thereby bridging the gap between 

theoretical cybersecurity concepts and their practical application. 

 

This study identifies regulatory gaps at organizational, regional, and national levels and 

suggests policy frameworks that align stringent security needs with healthcare operations, 

innovation goals, and economic viability. The results can assist healthcare regulators, 

lawmakers, standards organizations, and industry groups in creating more effective, balanced, 

and practical cybersecurity governance systems. 

 

Given healthcare's vital role in society and its designation as critical infrastructure in many 

areas, improving the cybersecurity resilience of smart hospitals has clear and significant effects 

on public health, patient safety, and overall societal wellbeing. This study helps safeguard 

essential healthcare services from interruptions, preserves public confidence in digital health 

technologies, ensures care continuity during cyber incidents, and supports the sustainable 

growth of smart healthcare infrastructure. 

 

 In 2024, the worldwide average cost of healthcare data breaches reached $9.77 million, making 

healthcare the dominant sector for the 14th consecutive year [89]. Ransomware attacks impose 

substantial financial burdens through ransom payments, system-restoration costs, operational 

disruptions, lost revenue, regulatory fines, legal liabilities, and reputational damage. This thesis 

offers evidence-based, cost-effective strategies for prevention and mitigation, helping 

healthcare organizations minimize financial losses, use limited cybersecurity resources more 

efficiently, and improve the return on security investments.  

 

The ultimate significance of this work lies in its potential to contribute to safer, more secure, 

and more resilient smart healthcare infrastructure that can withstand and rapidly recover from 

ransomware attacks while maintaining quality of patient care, ensuring safety, and preserving 

trust in digital healthcare technologies. 
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9.3 Limitations of the study 

There are various limitations to the study that was conducted for this analysis. The healthcare 

technology and the threats to the information that is contained in those networks change at a 

rapid rate. The strategies for ransomware attacks on healthcare information systems that are in 

use today could soon be replaced with entirely new forms of attack in the near future.  

 

Furthermore, there will always be the introduction of new technologies into the healthcare 

Industry that can potentially make the information within those systems more secure or more 

vulnerable to data breaches due to those new technologies. This literature review takes a closer 

look at the state of healthcare information technology and cybersecurity in the 2024-2025 

timeframe and in recognition of some of its limitations. 

 

 A review of the available literature on the topic of healthcare information technology 

cybersecurity inevitably overlooked some studies on the topic. Due to the various fields and 

publications that publish research on the topic, it is possible that even a thorough search for 

literature on the topic of healthcare information technology cybersecurity overlooked some 

studies that could have been relevant to the discussion of the topic. Thus, the identified gaps in 

the available literature on the topic of healthcare information technology cybersecurity 

represent the shortcomings of the published literature as opposed to the gaps in all the 

knowledge that exists on the topic.  

 

Furthermore, the recommendations for various stakeholders are based upon the information 

presented in this literature review and real-world events but have not been empirically tested 

for their validity and potential to provide improved outcomes for the healthcare organizations 

that adopt such recommendations. The research for such an analysis would require additional 

research to be performed. Additionally, although the focus on smart hospitals in developed 

nations indicates a potential area for increased concern regarding cybersecurity in healthcare, 

the findings of this research may not be applicable to other types of healthcare organizations.  

 

Many of the other healthcare organizations in the U.S. and around the world, including clinics, 

long-term care facilities, and healthcare provision in low- and middle-income countries, require 

additional research to be performed on their specific challenges in information technology and 

cybersecurity. The focus on this topic and the depth of the research that was performed for this 
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literature review indicate a commitment to providing information on the topic, but at the 

sacrifice of the breadth of the types of studies that could have been performed on the topic.  

 

Furthermore, the information that was collected for this literature review was based upon 

publicly available information from healthcare organizations, many of which may have chosen 

to keep their management of these attacks on the radar and to provide as little information about 

the attacks as possible to avoid potential liabilities, competitive challenges, and other issues that 

may arise from the public disclosure of the management of such attacks. Thus, the complete 

scope of the attacks on healthcare organizations with ransomware is still somewhat unclear.  

 

Finally, the discussion of cybersecurity for healthcare information technology mainly covers 

the defensive aspects of the topic. While the defence against cybersecurity attacks in healthcare 

information technology is an essential aspect of the security of healthcare organizations, a full 

understanding of the topic would include aspects related to the offensive security of those 

information technologies as well. 

9.4 Future Scope 

The gaps in the current literature also present numerous opportunities for future research. The 

use of artificial intelligence and machine learning in healthcare cybersecurity presents an area 

for future research. Due to the impact of artificial intelligence on both cyber threats and cyber 

defenses, it is critical to investigate how machine learning can be used to detect threats in 

healthcare systems while avoiding creating false alerts. Additionally, the growing use of 

artificial intelligence by cyber criminals to create phishing scams and malware also presents an 

area for future research.  

 

Furthermore, the implementation of Zero Trust architecture in healthcare environments presents 

an area for future research.  The concept of Zero Trust architecture is appealing for healthcare 

systems but presents challenges in their implementation. Future research can investigate the 

best methods for implementing Zero Trust in healthcare systems of various sizes, especially 

with the inability of many medical devices to install security agents required by Zero Trust 

architectures. Additionally, Zero Trust architecture can be researched in regard to the best ways 

to implement them to maximize the benefits to healthcare systems. 
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The importance of supply chain security after the Change Healthcare cyberattack presents an 

area for future research. For example, research can investigate methods of assessing the 

cybersecurity of hundreds of third parties that provide services to healthcare organizations, 

methods of incorporating incentives into the contracts with those third parties, and the 

technologies that can be used to monitor the security of those third parties.  

 

Finally, research in the ways to recover from cyber-attacks and to increase the cybersecurity 

resilience of those impacted healthcare organizations presents another area for future research. 

For example, research can investigate recovery strategies that minimize the impact on patient 

care in the aftermath of a cyber-attack, factors that contribute to the successful recovery of a 

healthcare organization over time compared to those that struggle to recover, and strategies for 

the validation and testing of methods for restoring those systems to their original state of 

operation. 
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