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This thesis explores the interpretability challenges of Al-based cybersecurity sys-
tems. Artificial intelligence (AI) has significantly improved malware detection com-
pared to traditional signature-based approaches. However, these Al-based systems
often operate as “black boxes,” as they do not provide a rationale for their outputs,
making the results difficult to trust. Security professionals require clear reasoning
to make informed decisions, while non-technical users need simple explanations to
understand the outcomes. To address this gap, this research proposes a human-
centered explainable Al (XAI) framework that combines a classification layer with
traditional XAl techniques such as LIME and SHAP. In the final layer, a large lan-
guage model (LLM) generates clear and interpretable explanations for human users.

For this research, a balanced subset of the EMBER-2018 dataset containing Win-
dows Portable Executable (PE) files in JSONL format was used. In the data ex-
traction phase, 618 interpretable static features were extracted. In the classification
layer, six models were implemented, with XGBoost reaching the best performance,
with 97.0% accuracy and an ROC-AUC score of 0.997. In the XAI layer, LIME
and SHAP were applied, identifying the compilation timestamp and high entropy
as among the most important features. The LLM-based explanation layer uses
lightweight local models (llama3.2:3b and deepseek-r1:1.5b), which take the top
XAI features and a structured knowledge base as input. The LLM then converts
these technical features into clear, human-understandable explanations for security
analysts, security managers, and end users. Since the entire system operates locally
without reliance on external cloud services, it enhances data security and eliminates
the cost associated with API usage.

Keywords: malware classification, explainable AI, machine learning, cybersecurity,
large language models, LIME, SHAP, human-centered Al
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1 Introduction

The growing complexity of malware attacks has made cybersecurity one of the most
persistent challenges in the digital age. Traditional malware detection relies on
static or signature-based techniques, which often fail against new or polymorphic
malware. In contrast, using artificial intelligence (AI) techniques such as machine
learning (ML) and deep learning (DL) significantly improves malware detection by
learning complex patterns in data. However, many Al models do not provide insight
into the decision-making process and are often referred to as “black box” models.
Therefore, explainable Al (XAI) has become an important area of research, aiming
to make Al models’ decision-making processes more transparent and interpretable.
In the field of cybersecurity, trust in the models is fundamental, which is why the
integration of XAl into malware classification could help security professionals trust
the system when it categorizes a file or process as malware or benign. Recent ad-
vances in Generative Al and Large Language Models (LLMs) provide an opportunity
to further enhance XAI by converting technical, low-level explanations into human-
friendly, audience-specific descriptions (analysts, managers). This thesis proposes a
human-centered explainability framework that integrates XAl techniques with Large
Language Models to bridge the gap between technical explanations and practical un-

derstanding.
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1.1 Research Problem and Objectives

In this thesis, the main research problem is identified as the gap between technical
explanations generated by XAI methods and the level of understanding that human
stakeholders require in cybersecurity. Although high accuracy is achieved by ML and
DL models in malware classification, their black-box nature is considered a major
limitation. Because of this, deployment in high-stakes cybersecurity environments
is restricted. Currently, different XAI techniques, such as SHAP, LIME, and Grad-
CAM, are used to highlight important features. However, the explanations that are
produced are often difficult to understand by non-technical users. It is observed
that security professionals require explanations that are clear and practical so that
better decisions can be supported. In this research, a combination of LLMs and
XAI techniques will be explored. Through this approach, explanations that are
clearer and more understandable will be generated for malware classification. As a
result, greater trust and improved usability are expected to be achieved in real-world

cybersecurity environments.

The following objectives are addressed in this research:

1. To evaluate how well the ML and DL models perform malware classification.

2. To enhance the interpretability of malware classification models by integrating

XAI techniques.

3. To investigate how LLMs can transform raw XAl outputs into human-centered

explanations for different stakeholders.

4. To evaluate the effectiveness of combining XAI with LLMs in improving trust,

usability, and decision-making.

The following research questions are examined in this study:



° Introduction

Introduces malware, cybersecurity, XAl, and research
motivation.

Literature Review and Background
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Literature review on malware detection, ML/DL, XAl, and LLMs;

identifies gaps.

° Research Methodology
Ch3 Dataset, preprocessing, feature engineering, baseline models,
methodology, and human-centered explainability foundation.
° Design Proposed System, Experiment, and Testing
Ch4-5 System design, ML/DL models, LIME/SHAP, LLM explainability,
implementation, experimentation, evaluation, and analysis.
° Results, Discussion, Conclusion, and Future Work
Ch 6-7 Results, Discussion, conclusions, research contributions, limitations,
and future directions.

Figure 1.1: Thesis Focus Funnel (adapted from [1])

e RQ1: Which XAI technique provides the most interpretable and useful expla-

nations for malware classification?

e RQ2: How can LLMs enhance the interpretability of XAI outputs, making

them useful for security analysts and understandable for managers?

e RQ3: Does the integration of XAI and LLMs improve trust and usability in

Al-driven malware detection?

1.2 Structure of Thesis

This thesis is structured into seven main chapters, each of which discusses a specific
stage of the research process and contributes to the fulfillment of the thesis. The
brief overview of each chapter is presented below. The focus-enhancing structure

model, illustrated in Figure 1.1, inspires the thesis structure proposed in [1].
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Chapter 1 introduces the background and motivation behind the research. The
introduction discusses the growing challenges of malware detection and the need
for interpretability in Al-based cybersecurity systems. The research problem, ob-
jectives, and questions are presented, followed by this section, which describes the

thesis structure and declares the use of Al in the research process.

Chapter 2 provides a thorough review of existing literature relevant to this re-
search. It discusses the role of Artificial Intelligence in cybersecurity, focusing on
malware detection and classification techniques using machine learning (ML) and
deep learning (DL). The concept of Explainable Al (XAI) is discussed in detail,
including local and global explanation techniques such as LIME and SHAP. In addi-
tion, it covers the integration of Generative Al and Large Language Models (LLMs)
in cybersecurity and explainability. Finally, it identifies the research gap that moti-

vates this study.

Chapter 3 describes the overall research design and methodology used in this
study. It introduces the EMBER dataset and explains the data preprocessing and
feature engineering steps. It defines the baseline ML and DL models and the pro-
cess of integrating XAI methods into malware classification. It also discusses the
limitations of the existing system, leading to the proposed solution that includes an

LLM-based human-centered explanation mechanism.

Chapter 4 presents the detailed architecture and design of the proposed human-
centered explainability framework. It explains how the system integrates three main
layers: the ML/DL classification layer, the XAI interpretation layer (LIME and
SHAP), and the LLM explainability layer. It also describes the data flow between
components, the prompt engineering process for the LLM, and the generalization

potential to other platforms (such as Android or IoT malware). This chapter defines
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the blueprint for implementation and experimentation.

Chapter 5 focuses on the experimental setup and testing procedures. It will
explain how various models, such as random Forest, XGBoost, and deep learn-
ing networks, are trained on the dataset. The integration of XAI modules (LIME
and SHAP) and the LLM explainability module is then described in detail. The
evaluation framework will cover both performance metrics (such as F1 Score and
ROC-AUC) and explainability metrics (such as fidelity and runtime). In addition,
human-centered evaluation metrics, including trust and usefulness, will also be in-

troduced to assess the quality of explanations.

Chapter 6 presents and analyzes the experimental results, evaluates the model
performance, and discusses the findings related to XAI and LLM-based explanations.
It will also review the LLM-generated explanations and conclude by explaining what

these findings mean in real-world cybersecurity applications.

The final chapter, Chapter 7, summarizes the main contributions and findings
of this research. It will discuss the impact of the proposed framework on improving
trust and interpretability in Al-based malware detection systems. In addition, it
will also discuss the limitations of the current study and suggest several directions
for future research. For example, extending the framework for new types of data or

for multiple systems, and exploring advanced ways of integrating LLM.

The references section lists all academic and technical sources cited throughout
the thesis. The appendices will contain supplementary materials such as additional
results, code snippets, and configurations that support the main body of the re-

search.
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1.3 Declaration of AI Usage

Artificial intelligence tools like ChatGPT are used to refine and rephrase my sen-
tences, removing grammar and punctuation errors. These tools are used to summa-
rize long research papers or extract key points from them, which are then reviewed
and rewritten in my own words. All Al-generated outputs are used solely for ref-
erence and are carefully checked against their sources. In addition, Al is used to
generate the LaTeX format for the algorithms, finding bugs in the code, and im-

proving code structure.



2 Related Work and Background

2.1 Purpose and Goals

This chapter critically analyzes existing approaches to malware detection and ex-
plainability, highlighting their limitations and identifying the gaps that motivate
the proposed framework. The existing literature and related work are reviewed to
examine research on malware analysis, the application of artificial intelligence (AI)
in cybersecurity, and various approaches to explainable Al (XAI) [2]. This chapter
discusses key concepts of Al in cybersecurity, with a focus on malware analysis and
the research gaps in this area.

The literature review identifies improvements in existing research, current limi-
tations, and open research gaps that together motivate the design of a new human-
centered explanation framework. This chapter also explains the key concepts of
malware analysis, using popular XAl techniques like LIME and SHAP, and LLMs

(Large Language Models) to make AI decisions easier for humans to understand.

2.2 Historical Context of AI and Machine Learning

Artificial Intelligence (AI) began with rule-based expert systems in which human
experts manually encoded decision-making rules. This approach was limited by
the difficulty of capturing all possible scenarios and the inability to adapt to new

patterns.



2.3 ARTIFICIAL INTELLIGENCE IN CYBERSECURITY 8

With the advancement of computing power in the late 20th century, Machine
Learning (ML) emerged as a data-driven paradigm. Instead of relying on explicit
programming rules, ML algorithms learn patterns directly from data using statis-
tical models. Early machine learning techniques, such as Support Vector Machines
(SVM), Decision Trees (DT), and Random Forests (RF), demonstrated strong per-
formance in classification tasks. In the field of cybersecurity, machine learning has
been applied to malware detection—particularly to analyze Windows Portable Ex-
ecutable (PE) files—since at least 2001 [3].

As computational resources continued to grow and larger datasets became avail-
able, Deep Learning (DL) emerged as an extension of machine learning. Deep learn-
ing employs multi-layered neural networks that can automatically discover hierarchi-
cal feature representations from raw data without manual feature engineering. Mod-
els such as Convolutional Neural Networks (CNNs) and Recurrent Neural Networks
(RNNs) have shown remarkable success in malware detection, often outperforming
traditional machine learning approaches in handling complex, high-dimensional, and

non-linear classification problems |2].

2.3 Artificial Intelligence in Cybersecurity

As Artificial Intelligence and its subfields—Machine Learning and Deep Learn-
ing—have advanced, these technologies have emerged as critical components of mod-
ern cybersecurity [4]. Advancements in Al have revolutionized the digital landscape
by enabling the development of more effective and efficient algorithms that can
mimic human intelligence [2]. In the field of cybersecurity, particularly in mal-
ware analysis, Al techniques can overcome the limitations of traditional detection
methods by automatically learning complex file attributes that distinguish malicious
software from benign applications.

Although AT has introduced new attack vectors and techniques, these same tech-
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nologies have also improved security measures by providing novel approaches to
counter cyber threats [5]. Al applications in cybersecurity include intrusion de-
tection, spam filtering, and malware detection and classification [6]. The increas-
ing sophistication of cyber threats—including Al-powered attacks—underscores the
critical importance of employing advanced Al techniques for defense. The economic
impact of cybercrime is substantial: global losses were projected to reach $6 tril-
lion annually by 2021, highlighting the urgent need for robust Al-driven security
solutions [7].

The advantages and disadvantages of using artificial intelligence in cybersecurity,

especially in malware classification, are summarized in Table 2.1 |2, 5, 8, 9].

Table 2.1: Comparative overview of the benefits and drawbacks of using Artificial

Intelligence in cybersecurity, specifically in malware classification

Aspect

Benefit

Drawback

Detection and

Analysis detection of malware and boxes,” which limits user
unusual activity confidence

Operational Helps to minimize workload Can be demanding in terms of

Efficiency on analysts, reduces human resources and slow for
mistakes, and maintains real-time tasks, especially
consistent 24 /7 operation during dynamic analysis

Adaptability Can automatically adjust to Vulnerable to adversarial
new and evolving threats, inputs designed to trick or
including polymorphic and bypass detection
zero-day malware

Data and Capable of identifying Needs large amounts of

Reliability fine-grained patterns that high-quality labeled data to
humans may overlook achieve reliable performance

Ethics and Can support better fairness May introduce biases (social,

Compliance and more ethical linguistic, representational)

Provides strong and accurate

decision-making

Many models work as “black

that lead to unreliable
outcomes
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2.4 Portable Executable (PE) File Format

The portable executable (PE) file format is the standard file structure of the Mi-
crosoft Windows operating system’s files for executables, object code, and dynamic
link libraries (DLLs). This file is based on the Common Object File Format (COFF)
and contains the information that is necessary to run the program on the Windows
operating system. Files that use this format have extensions such as .exe, .dll,
.obj, and .sys [3, 10, 11]. The structure of a PE file is divided into two primary

components: headers and sections, as shown in Figure 2.1.

MS-DOS Header / DOS Stub

PE Header (COFF & Optional Header)

Headers

Section Table

.text Section (Code)

.data Section (Initialized Data)

.rsrc Section (Resources)

Sections

.idata Section (Imports)

Figure 2.1: Structure of a Portable Executable (PE) File

2.4.1 Headers

The header component consists of the following elements |3, 11].

e MS-DOS Header: A legacy structure located at the beginning of the file to
ensure backward compatibility. It includes a small DOS stub program that

displays a message if the file is executed in a DOS environment.
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e PE Header (COFF Header): Marks the beginning of PE-specific informa-
tion. It includes metadata such as the machine type (e.g., x86 or x64), number

of sections, timestamp, and a pointer to the symbol table.

e Optional Header: Despite its name, this header is essential for executable
files. It provides critical information for the OS loader, including the entry
point address, required operating system version, and sizes of code and initial-
ized data. It also contains the data directory, which points to structures such

as imports, exports, resources, and security certificates.

e Section Table: Defines the layout of the file by specifying the name, offset,

size, and characteristics of each section.

2.4.2 Sections

The program content is organized into multiple sections that are loaded into memory

during execution [3, 10].

o .text (Code Section): Contains executable instructions and the core logic

of the program.

e .data / .rdata / .bss (Data Sections): Store program data, including ini-
tialized variables (.data), read-only constants (.rdata), and uninitialized data

(.bss).

e .rsrc (Resource Section): Holds non-executable resources such as icons,

images, menus, and strings.

e .idata (Import Section): Contains information about external libraries

(DLLs) and functions required for execution.

PE files are the primary target for malware because they are widely used in

Windows operating systems. Malware authors often modify the PE file structure to
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hide malicious behavior using various techniques such as packing (file compression),
obfuscation, or modifying checksums to avoid detection by security software. For
static analysis, features are extracted from PE file headers and sections, including
byte entropy, header details, and API call information. These extracted features are

used to distinguish between benign and malicious files [11].

2.5 Malware Detection and Classification Tech-
niques

Malware analysis, such as detection and classification, has become an increasingly
important part of cybersecurity due to the advancement of cyber threats [4]. Mal-
ware detection can be categorized into two main types: file-based classification and
online-based approaches. In file classification, we usually analyze the code of the file
to find out whether it is malicious or not. These techniques are divided into three

main categories: static analysis, dynamic analysis, and hybrid analysis [9].

2.5.1 Static Analysis

Static analysis is the fundamental method used to analyze the file by inspecting
its code without running the file. In this technique, the analyst will investigate
different static features, such as PE headers, import and export libraries or services,
entropy, printable/readable strings, and n-grams, which are extracted from the file.
This method helps get an initial idea about the file that might be malicious [2].
However, static features are not robust, and detection can be bypassed by packed
or obfuscated malware. Static analysis is also limited in that it cannot detect the
malware that is already running within the system, and cannot identify new variants

of the malware [9].
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2.5.2 Dynamic Analysis

Dynamic Analysis is a technique in which the file is executed within a secure virtual
environment, such as a sandbox or emulator, so that its behavior can be monitored
and analyzed in real time |2, 9]. This method is important because some malware
exhibits malicious actions only when executed, making it particularly useful for de-
tecting zero-day malware threats. During the dynamic analysis process, various
runtime artifacts are collected, including API calls, call graphs, memory modifica-
tions, registry updates, hardware information, and network activity [2]. Dynamic
analysis is also helpful in detecting malware variants that use evasive techniques
like polymorphism or metamorphism, which change their static structure to avoid
detection. However, this method is time-consuming and computationally expen-
sive, demanding substantial resources [4]. Additionally, some malware is specifically
designed to detect and evade analysis environments, remaining dormant to avoid

detection.

2.5.3 Hybrid Analysis

In hybrid analysis, the strengths of both static and dynamic methods are combined
to ensure that the detection system is complete and effective in identifying malware
[9]. Using static features (such as PE headers) and dynamic features (such as API
calls) would give strong and more reliable results. However, studies show that there
is not much research in using hybrid analysis that could be more explainable and eas-
ier to understand [9]. While hybrid analysis improves detection performance, it also
increases explainability complexity, as explanations must account for heterogeneous

feature sources.
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2.6 Machine Learning and Deep Learning for Mal-
ware Classification

Machine learning and deep learning models have become increasingly effective so-
lutions for malware detection. These models automatically exploit the relationship

within file attributes for accurate classification.

2.6.1 Machine Learning Models

Traditional machine learning models are widely used in cybersecurity. For example,
a Decision Tree (DT) is naturally explainable because it creates clear rules on how
the decisions are made [12|. Ensemble methods, such as Random Forest (RF),
combine the power of multiple decision tree models to improve the accuracy and
reduce overfitting. However, as the model becomes more complex, its power of

explainability reduces [9].

2.6.2 Deep Learning Models

Deep learning models, such as Convolutional Neural Networks (CNNs) and Recur-
rent Neural Networks (RNNs), have demonstrated improved performance in recent
studies [4]. Unlike traditional machine learning approaches, these models automat-
ically extract features by identifying patterns directly from raw data, reducing or
eliminating the need for manual feature engineering [4].

Models like RNNs, specifically Long Short-Term Memory (LSTM) based mod-
els, are used to process sequential data and keep track of time-based patterns or
dependencies. For example, these types of models are helpful to analyze the API
call sequences to identify the behavioral patterns of malware while executing |[8].
Multi-Layer Perceptron (MLP) has also been used for the same purpose for malware

detection, particularly for API calls, which are the main communication medium in
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dynamic malware analysis [§].

Even though these Al (ML/DL) models provide high accuracy and performance,
they are unable to explain their decisions; therefore, their limited interpretability
restricts their adoption in critical cybersecurity applications. Due to their internal

complexity, these models often lack transparency, interpretability, and reliability |2].
p Y, p Y, b Y, Yy

2.7 Explainable AI: Concepts and Need in Cyber-
security

Explainable AT (XATI) is the area of Al that includes various methods or techniques
that help to make AI models’ decisions more transparent and easier for people to
understand. In simple terms, its main goals are to help humans understand and see

how an Al system reaches a decision [13].

2.7.1 The Need for Explainable AI in Cybersecurity

The main reason for using XAl in cybersecurity is to address the lack of transparency
and interpretability in complex, high-performance AI models used for malware anal-
ysis and related cybersecurity tasks. XAI makes Al systems more understandable
and helps build trust in their outputs. Since cybersecurity is a critical domain, secu-
rity professionals need to understand how decisions are made; otherwise, it becomes
difficult to trust automated systems |7, 13].

Explanations help identify model weaknesses, detect biases in data, validate pre-
dictions, and guide model improvement. XAl also provides insights into important
features used to distinguish between malicious and benign files, thereby improving
model interpretability [10].

In cybersecurity applications, a lack of interpretability can make it difficult to

trust and justify Al-based decisions. For legal and ethical considerations, the ability
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to question automated decision-making processes makes clear explanations essential

[6]-

2.7.2 The Trade-off

There is a major challenge in XAI development, which is a trade-off between model
prediction accuracy and its explainability. Some models that are naturally inter-
pretable, such as Decision Trees, are good in transparency but often do not perform
well on complex cybersecurity tasks. On the other hand, advanced models such as
Deep Neural Networks provide high accuracy in model prediction but fail to provide
interpretability. So, there is a need for more research in this area to develop the
models that could provide good explainability while maintaining the good accuracy

(performance) of the model [6].

2.8 Various XAI Techniques

The purpose of using Explainable Artificial Intelligence (XAI) techniques is to pro-
vide insights into how machine learning models make their decisions. These tech-
niques can be categorized based on their scope, such as local or global, and approach,
including model-specific or model-agnostic. Since modern AI models, which build
on neural network architecture, are opaque and more difficult to analyze, the need
for interpretability has increased significantly. Understanding the decision process of
the model not only builds trust but also helps in debugging, regulatory, compliance,

and ethical AT deployment [14].

2.8.1 Local vs Global Explanation

XATI techniques can be classified as local or global. Local explanations are meant

to interpret the decision of the single instance or prediction made by the model
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that provides insight into why a particular sample received a specific label. For ex-
ample, LIME (Local Interpretable Model-Agnostic Explanations) generates a local
surrogate model to approximate the complex decision boundary around the chosen
instance [15]. On the other hand, global explanations are meant to describe the over-
all behavior and the feature importance of the model across the entire dataset. This
explanation helps to understand which features generally influence the predictions
of the model and how the parameters of the model behave overall [16].

There should be a balance between these two perspectives and use cases. For
example, global interpretability ensures that there should be transparency in the
development of the model, while local interpretability helps practitioners and ana-
lysts to understand the case-specific decisions, especially in the most critical fields

such as cybersecurity and healthcare [14, 16].

2.8.2 LIME, SHAP, and Other Methods

LIME (Local Interpretable Model-Agnostic Explanations) approximates a complex
model locally with an interpretable model, such as linear regression or a decision
tree, by perturbing the input data and then observing how the output will change
[15]. The strength of this model is in its simplicity and model-agnostic nature,
which could explain any classifier or regressor. However, there is also a limitation
of this model, which is instability, meaning slight variations in the input could lead
to different explanations [15, 16].

The SHAP (SHapley Additive exPlanations) model built on cooperative game
theory, assigns an importance value (Shapley value) to each feature by considering
all feature combinations. SHAP combines the best parts of other interpretability
methods and satisfies the required properties, such as consistency and local accuracy.
Unlike LIME, SHAP provides consistent and fair attributions of feature contribu-

tions, but it could be computationally expensive for large models [14, 16].
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Other explanation methods, such as CAM (Class Activation Maps) and Grad-
CAM, are particularly useful for CNNs (Convolutional neural networks), which high-
light the region of the image that strongly influences the model predictions and
enable visual interpretability. While LIME and SHAP are suitable for tabular and
text-based data, the CAM technique is suitable for image-based tasks, which makes
complementary approaches in XAI research [16].

Hence, the selection of an XAl technique is dependent on the problem type, data,
and the requirements for interpretability (local vs global). For malware classification,
LIME and SHAP are useful because they can provide insights into which features
drive the classification decisions, which helps to build trust in the decision and

understand the Al security systems.

2.9 Generative Al and LLM in Cybersecurity

2.9.1 LLMs for Cybersecurity Applications

Large Language Models (LLMs) such as BERT (Bidirectional Encoder Representa-
tions from Transformers) and GPT (Generative Pre-trained Transformer) variants
that are built using advanced deep learning methods based on transformer architec-
ture and self-attention mechanisms. The transformer architecture was first intro-
duced in the paper “Attention is All You Need,” and it uses a stack of self-attention
with fully connected layers to process input data efficiently [4, 17].

Because LLMs are trained on large data sets, they offer new opportunities to im-
prove malware analysis. These models can process unstructured data like raw code,
log files, and error messages. In cybersecurity, LLMs can be applied to tasks such as
threat detection, vulnerability detection, spam filtering, and malware classification.
These models can also help to identify the malicious functions or summarize the

purpose of malware code from the decompiled code [4].
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LLMs take the code as text input and can detect malware-related patterns, such
as suspicious function calls or unusual network requests, by comparing them with
the examples of known malicious patterns that they learned during their training

process [4].

2.9.2 LLMs for Explainability Enhancement

LLMs can play an important role in developing human-centered explanations by
closing the gap between highly technical XAl outputs and human-understandable
explanations. LLMs take the input generated by XAI techniques (like LIME and
SHAP values) and translate them into clear natural language explanations, which
will be helpful for different audiences, such as security analysts or managers, to
understand how AI makes the decision [13].

LLMs’ outputs are not deterministic, so prompt engineering plays a critical role
in guiding the LLM to generate well-structured outputs in the desired format. This
ensures that explanations should be clear and relevant by converting the features

(such as API calls or permissions) into straightforward security insights [18].

2.10 Identified Research Gap

The main reason to use explainable Al (XAI) is the lack of transparency and human
understanding in the available AI (ML and DL) models, which are quite powerful
in malware detection but do not provide an explanation of their decisions. Like
many other fields, Al has significantly improved cybersecurity. However, the internal
complexity of these models makes it difficult to build trust and confidence, especially
in critical areas such as malware detection and digital forensics, where even small
mistakes can have serious consequences [2].

Despite significant research, high accuracy in machine learning and deep learning
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models, and the existence of XAl techniques like LIME and SHAP, there are still
critical challenges that need to be addressed. The following research gaps motivate

this thesis:

e Gap 1: Comparative Effectiveness of XAI Techniques for Malware
Classification: Although several post-hoc XAI methods, including LIME,
SHAP, and Grad-CAM, have been used in malware analysis, only limited
work systematically compares these techniques. In particular, there is a lack
of studies that examine which method produces the most clear and useful ex-
planations for malware classification. Fach XAI approach has its own strengths
and weaknesses, especially when handling the high-dimensional features and

complex binary structures found in PE malware files. [2].

Current XAI methods often struggle to explain the complex and evasive na-
ture of malware, such as polymorphism and obfuscation, which are deliberately
used to hide malicious behavior. In addition, there is no common standard for
measuring explainability, and clear, objective evaluation metrics are still miss-
ing. As a result, many studies depend on manual and subjective evaluations,
showing a strong need for more reliable and quantitative ways to assess how

trustworthy and useful these explanations really are [2, 6].

e Gap 2: Bridging the Semantic Gap Between XAI Outputs and Hu-
man Understanding: One of the major challenges is the gap between the
technical outputs generated by existing XAI methods and the needs of various
human stakeholders in cybersecurity. Post-hoc techniques such as LIME and
SHAP generate numerical scores that show how important certain features
are for a decision. However, these results are often presented as raw feature
names or complex visualizations, making them too abstract or technical for
practical use by many stakeholders, including security analysts, managers, and

non-technical users [2, 19].
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e Gap 3: Human-Centric Validation of Trust and Usability in XAI-
LLM Systems: Most previous research has focused mainly on improving
the prediction performance of models, measured by metrics such as accuracy
or F1 score. However, successfully deploying AI systems in critical security
scenarios depends heavily on human factors such as trust, reliability, and us-
ability. There is a significant gap in research that carefully examines how
LLM-enhanced XAI explanations affect these human-centric factors for secu-

rity professionals in real-world environments [8].

By addressing these three interconnected research gaps, this thesis aims to de-
velop a comprehensive human-centered explainability framework that not only im-
proves the technical quality of explanations but also ensures that these explanations
are practical, understandable, and trustworthy for diverse stakeholders in cyberse-

curity operations.



3 Research Methodology

This chapter outlines the methodology used to achieve the research objectives, fo-
cusing on the design and evaluation of a human-centered, explainable malware clas-
sification system. It includes data set selection and preparation, feature engineering,
and selection of the baseline classification model. It also includes how explainable
AT (XAI) techniques were used and how Large Language Models (LLMs) were used

to enhance interpretability and explainability.

3.1 Dataset and Data Preprocessing

The primary dataset used in this study is the EMBER dataset (Endgame Malware
Benchmark for Research), available on GitHub [3]. The version used is EMBER-
2018, a widely adopted benchmark dataset for malware analysis research. The
EMBER dataset was created to address the gap in the availability of large open and
general-purpose datasets to train machine learning models in malware classification
3, 20].

The EMBER-2018 dataset includes features that were extracted from approx-
imately 1.1 million Windows Portable Executables (PE) binary files. It includes
a training set of 900,000 samples (300,000 benign, 300,000 malicious, and 300,000
unlabeled) and a separate test set of 200,000 files (100,000 benign and 100,000 mali-
cious). The malicious files in the dataset were confirmed through reports from more

than 40 antivirus vendors, while the benign files showed no malicious detections
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at the time of collection [3|. For this research, a balanced subset of 2,000 samples
(1,000 malicious and 1,000 benign) is extracted from the EMBER-2018 training set
to ensure computational feasibility while maintaining class balance. This subset is
then split into training (70%), validation (15%), and test (15%) sets using stratified

sampling to preserve class distribution across all splits.

3.1.1 Data Preprocessing

The raw EMBER-2018 dataset is available in JSON lines format. The EMBER
dataset provides raw features such as lists of imported functions or strings that
must be transformed into fixed-length numerical arrays. Two approaches exist: first,
using the standard EMBER methodology with the provided embedding functions,
which results in a 2,381-dimensional feature space, but the features lack semantic
meaning. Second, extracting or creating custom features through custom functions,
where each feature has semantic meaning and interpretability [3, 20].

For this research, the second approach is adopted to ensure explainability. Ap-
proximately 618 interpretable features are extracted from each PE file (available in
JSONL format), covering header metadata, section statistics, import/export infor-
mation, and string patterns.

Once features are extracted, the dataset is cleaned to handle any missing values,
infinite values, or anomalies. After cleaning, features are normalized using the Stan-
dardScaler, which transforms each feature to have zero mean and unit variance. This
scaling is essential for models like Logistic Regression and neural networks, though
tree-based models (Random Forest, XGBoost) are scale-invariant [3, 20]. The scaler
is fitted on the training set and applied to the validation and test sets to prevent

data leakage.
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3.2 Feature Engineering and Representation

For effective feature engineering, there should be an understanding of the provided
dataset and its structure. The EMBER-2018 dataset contains a rich set of features
that was created for static malware detection. These features are organized into
multiple groups, which can be categorized into parsed features that are derived
directly from the PE file structure and format-agnostic features that are derived
from statistical analysis of the raw bytes without relying on file format. Together,
these feature groups provide detailed information about the PE file behavior and
structure [3].

The primary focus of feature engineering is to handle the high dimensionality of
data to ensure efficient learning, to convert variable-length data such as imports, sec-
tions, and strings into consistent numerical input, and extract features that should
have semantic meaning that could be inputs to machine learning models for training
which also enables interpretability and explainability of model decisions which is the

key requirement of this research.

3.2.1 Parsed Features

These features are taken from the PE file headers, which include COFF and Optional
headers, as well as section details such as name, size, entropy, and virtual size.
They describe the file’s static structure and metadata. This information collectively
describes how the executable is constructed and intended to run [3].

Header-level features include compilation timestamps, machine architectures,
linker version, operating system version, and memory allocation information such
as header size and code size. This information could be helpful in malware detec-
tion, as malicious files often contain unusual header information that deviates from
normal information [3].

Section-based features contain numerous sections that are present in the exe-



3.3 BASELINE MODELS 25

cutable, which contain their sizes, virtual sizes, and entropy values. The entropy
value is widely used for detecting packing or encryption, which is commonly used by
malware to evade static analysis. Statistical measures such as mean, maximum, and
standard deviation of section entropy are included to summarize the information in
fixed-length form [3].

In addition, import and export table features are derived to capture the inter-
action of the executable (PE file) with system libraries. These features include the
number of imported dynamic link libraries (DLLs), the total number of imported
functions, and the presence of commonly exploited system libraries such as KER-
NEL32.dll, ADVAPI32.dll, and WS2 32.dll. These kinds of imports often show the
capabilities related to process manipulation, accessing the registry, networking, or

connection persistence [3]. Table 3.1 shows the summary of parsed features.

3.2.2 Format-Agnostic Features

These features are independent of file format and include a normalized 256-bin
histogram of raw byte values, a byte-entropy histogram that combines entropy and
byte values into 16x16 bins, and statistics related to printable strings, such as
the number of strings, their average length, and the presence of paths or URLs

persistence [3]. Table 3.2 shows the summary of format-agnostic features.

3.3 Baseline Models

A diverse set of baseline models is selected that covers traditional machine learn-
ing and deep learning models. These models are chosen as a solid reference for
performance evaluation, providing comprehensive classification capabilities for ex-
plainability analysis before the integration of XAI techniques. In total, six models

are employed in the experimental setup.
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Table 3.1: Summary of Parsed Features

Feature
Category

Feature Example

Description

File Metadata

COFF Header

Optional Header

Code Properties

Section Count

Section Entropy

High-Entropy
Sections

Import Table

Suspicious DLL
Imports

Export Table

Data Directories

Physical and virtual file
size of the executable

Compilation
timestamp, machine
type

Subsystem, linker
version, OS version

Size of code, header size

Number of sections

Min, Max, Mean, and
Standard deviation

Count of sections with
entropy > 7

Number of imported
DLLs and functions

KERNEL32, ADVAPI32,
USER32, WS2_32

Number of exported
functions

Import, export, TLS,
relocation tables

Packed malware often shows
abnormal size ratios

Information about target
architecture and build time,
malware often uses fake or
inconsistent timestamps

Unusual build settings or execution
details can suggest that a binary
may be malicious

Unusual memory layout or a
strange balance between code and
file size can be a sign of obfuscation

Total sections in the PE file,
Malware may use fewer or irregular
sections

Randomness of section content,
High entropy means packing or
encryption

Encrypted or compressed areas
often point to obfuscation and are a
strong sign of malicious behavior

Shows external API usage, malware
often uses suspicious APIs

Number of imported functions can
reveal signs of system manipulation
or network-related activity

Exported symbols from executable

Presence and size of PE data
directories

3.3.1

Machine Learning Models

Traditional machine learning classifiers are used to provide an interpretable and

well-understood baseline. The following models are selected based on their comple-

mentary strengths and widespread use in malware classification research [3, 20].
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Table 3.2: Summary of Format-Agnostic Features

Feature Feature Example Description

Category

Byte Histogram Byte frequencies 256-dimensional normalized vector,

(0-255) Detects statistical patterns caused

by packing

Byte Entropy Entropy-byte 256-dimensional normalized vector,

Histogram distribution Highlights encrypted or compressed
regions

String Count Total printable strings  Scalar, Packed malware often

contains fewer strings

Average String Mean string size Scalar, Obfuscation affects string

Length structure

URL Strings Presence and count of Binary flag/count, indicates
URLs command-and-control

communication

Embedded Multiple “MZ” headers  Binary flag, indicates droppers or

Executables multi-stage malware

String Density Strings per byte Ratio, Low density suggests

encryption or packing

Random Forest (RF): A Random Forest classifier is configured with 200 trees
(n_estimators=200), a maximum depth of 20, minimum samples split of 5, and min-
imum samples leaf of 2. This model is selected because of its ensemble robustness,

its ability to provide feature importance insights, and its resilience to overfitting

12].

XGBoost: The XGBoost model is selected as a representation of the gradient
boosting method that shows strong performance in malware classification tasks.
This model is configured with 200 estimators, a maximum depth of 10, and a learning
rate of 0.1. Its ability to capture non-linear relationships and achieve state-of-the-art

results makes it a reliable benchmark for tree-based ensemble methods.
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Logistic Regression (LR): A Logistic Regression classifier with L2 regulariza-
tion (C=1.0) is applied after feature scaling using StandardScaler. This model serves
as a linear baseline that offers transparency and ease of interpretation for comparison
with complex models. While simpler than ensemble methods, it provides valuable

insights into linear feature relationships [9].

3.3.2 Deep Learning Models

Multiple neural network architectures are employed to evaluate the effectiveness
of deep learning on structured malware features. These models are implemented
using TensorFlow /Keras and trained with early stopping and learning rate reduction

callbacks to prevent overfitting [4].

Multi-Layer Perceptron (MLP): A deep MLP is implemented with four dense
layers (512, 256, 128, and 2 neurons for binary classification). Each hidden layer
includes batch normalization and dropout to improve generalization. The model
uses ReLLU activation for hidden layers and softmax for the output layer. This

architecture represents a standard deep learning baseline for tabular data.

1D Convolutional Neural Network (1D-CNN): A one-dimensional CNN ar-
chitecture is used with three convolutional blocks containing 64, 128, and 256 filters,
respectively. Each block includes convolutional layers, batch normalization, Recti-
fied Linear Unit (ReLU) activation, and max pooling. The architecture is followed
by global max pooling and dense layers. This model is designed to capture local

patterns and spatial relationships within the feature space [8].

Autoencoder: An autoencoder is employed using an unsupervised learning
paradigm. The encoder compresses the 618-dimensional feature space into a lower-

dimensional latent representation, while the decoder reconstructs features back to
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the original dimensions. This model is trained solely on benign samples and used
for anomaly detection, where malware is identified as samples that cannot be recon-

structed accurately (high reconstruction error) [4].

3.4 Integration of XAl with Malware Classification

The methodology integrates the Explainable Al (XAI) techniques as a post-hoc
component to improve the transparency and interpretability of the high-performing
baseline models. Instead of modifying the internal architecture, explainability is
applied after the training to better understand the decision [9].

Two widely used model-agnostic explainability methods are selected for this
study, namely LIME (Local Interpretable Model-Agnostic Explanations) and SHAP
(SHapley Additive exPlanations). These techniques are independent of the under-
lying model structure, as they generate explanations for predictions after model

training without requiring access to the model’s internal architecture [9].

3.4.1 Mechanism of Integration

LIME is used to produce the localized explanations by approximating the complex
decision boundary of the trained model around a specific input instance. This is
achieved by a simpler, interpretable surrogate model that explains the predictions
of the individual malware classification [2].

On the other hand, SHAP is based on the concepts of cooperative game theory
and assigns an importance score to each feature. These values are used to quantify
how much each feature contributes to a specific prediction. SHAP is used to gen-
erate both local instance-based explanations and global insights into overall feature

importance across the dataset [9].
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3.4.2 Role of XAI in the pipeline

Once the models are trained and their performance is validated, XAI techniques
are applied as an additional layer for explanation. This layer provides interpretable
feature attribution scores and localized explanations that give a clear understanding

of how and why some specific instances are classified as malware or benign [2].

3.5 Limitations in the Previous System

Although incorporating high-accuracy classification models with well-known XAI
techniques could help to reduce the black-box nature of Al systems, these traditional
XAT techniques still have some limitations. These limitations motivate the need for

additional solutions that are proposed in this study.

e Machine learning and deep learning models that give high accuracy are often
more complex by design. The complexity of the model makes its decision-
making process difficult to understand, which is commonly described as a
“black-box” problem. As a result, it is hard for security professionals to trust

the systems, and they hesitate to rely on them [2].

e In many cases, models that perform better and give good prediction accuracy
are also the hardest to interpret. This trade-off creates challenges in security-
critical domains, where understanding the model’s decision and trusting it is

highly important to achieve high accuracy |[6].

e XAI methods such as LIME and SHAP provide explanations in the form of
numerical values, ranking of features, or complex visualizations. However,
these explanations are often too technical and insufficient for human decision-

makers, especially for non-technical stakeholders such as managers and leaders.
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Due to this gap, the practical usefulness of XAI outputs is limited in real-world

security environments |9, 14].

3.6 LLMs for Human-Centered Explainability

To overcome the semantic gap in the existing XAI outputs, this methodology in-
troduces the use of Large Language Models (LLMs) to generate human-centered
explanations. This approach forms the foundation for the system design described
in the following chapter.

LLMs can transform the low-level and technical feature attribution generated by
LIME and SHAP into clear and understandable explanations. This conversion helps
to understand the model’s reasoning for different users, such as security analysts who
need detailed insights and managers who prefer concise, high-level summaries.

A primary step of the methodology involves the use of prompt engineering to
guide the LLM. This process requires carefully designed prompts that provide the
LLM with the output from the XAI tool (e.g., top 10 contributing features with their
corresponding SHAP values). The LLM is then instructed to turn this numerical
information into readable explanations tailored to specific stakeholders.

The effectiveness of the LLM-enhanced explanations framework is not only evalu-
ated through technical metrics, but also evaluated through focus on human-centered
factors such as fidelity. Especially how the explanations influence user trust, relia-

bility, and overall usability in a practical security environment.



4 Specification and Design of the

Proposed System

This chapter presents the detailed architecture and design of the proposed human-
centered explainability framework for malware classification. The system integrates
three main layers: the ML/DL classification layer, the XAI interpretation layer
(LIME and SHAP), and the LLM explainability layer. Each layer works together
to transform raw malware files into clear, understandable explanations that are
useful to different stakeholders. The chapter also explains the data flow between
components, the prompt engineering process for the LLM, and how this framework

can be extended to other platforms, such as Android or IoT malware detection.

4.1 Overview of the Human-Centered Explainabil-
ity Framework

The main goal of this research is to address the gap between the technical expla-
nations generated by traditional XAI methods and the practical needs of human
stakeholders in cybersecurity. Although machine learning and deep learning models
can achieve high accuracy in malware classification, their decision-making process
is often hidden, making it difficult for security professionals to trust and use these

systems [2, 9.
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The proposed framework has three sequential layers, and each layer adds
a specific capability that helps to transform binary malware files into human-
understandable explanations. The first layer, the ML /DL Classification Layer,
analyzes the input PE (Portable Executable) file and uses machine learning or deep
learning models to classify it as either malicious or benign with a confidence score.
The second layer, the XAI Interpretation Layer, uses explainability techniques
like LIME and SHAP to identify which specific features of the file influenced the
model’s decision, producing feature importance scores that show which character-
istics were most important in the classification. The third layer, the LLM Ex-
plainability Layer, uses Large Language Models to translate the technical XAI
outputs into clear natural language explanations tailored to different audiences, such
as security analysts, managers, and end users.

Each layer builds on the previous one, and together they create a complete
pipeline that not only detects malware accurately but also explains the decision
in a way that humans can understand and trust. Figure 4.1 shows the high-level

architecture of this three-layer framework.

ML & DL Models
RF | XGBoost | LR
MLP | 1D-CNN | Autoencoder

Feature Importance Scores
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Figure 4.1: Three-Layer Human-Centered Explainability Framework
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4.2 System Architecture and Component Design

This section describes the detailed design of each layer and explains how the compo-
nents interact with each other to create a complete human-centered explainability

system.

4.2.1 ML/DL Classification Layer

The classification layer is the foundation of the system. This layer receives a Win-
dows Portable Executable (PE) file as input and produces a classification decision
(malicious or benign) along with a confidence score. The layer consists of multiple

components that work together to perform the classification task.

Input Processing The first step in this layer is to process the input PE file and
extract meaningful features from it. The raw binary file is analyzed to extract various
static features such as file headers, section information, import/export tables, and
format-agnostic features like byte histograms and string statistics. This feature
extraction process converts the binary file into a structured numerical format that

can be used as input to machine learning models.

Feature Set Instead of using EMBER’s standard 2,381-dimensional feature space
(which lacks semantic meaning), this research employs a custom feature extraction
methodology to create approximately 618 interpretable features from each PE file
[3]. These features are designed to have explicit semantic meaning, which makes
them suitable not only for classification but also for explainability.

The feature set is organized into six categories. Header Features capture
file size, virtual size, timestamps, machine type, operating system version, and
other metadata from the COFF and Optional headers. Section Statistics in-

clude the number of sections, entropy measures (mean, max, min, and standard
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deviation), virtual sizes, and counts of high-entropy sections (entropy > 7), which
are strong indicators of packed or encrypted malware. Import Table Features
record the number of imported DLLs, total imported functions, and the presence
of specific suspicious libraries such as KERNEL32.dll, ADVAPI32.dll, USER32.dll,
and WS2 32.dll. Export Table Features count the number of exported functions
and symbols. String Features capture the total string count, average string length,
and the presence of embedded URLs, file paths, and registry keys. Finally, Byte
Statistics consist of normalized byte histograms and byte-entropy histograms that
capture statistical patterns in the binary content.

Algorithm 1 presents the pseudocode for the feature extraction procedure from

the EMBER dataset.

Feature Scaling Before feeding the features to the models, they are standardized
using Standard Scaler normalization. This process ensures that all features are on
a similar scale, which improves model training efficiency and prevents features with

large values from dominating the learning process.

Classification Models The system employs six different classification models
that represent both traditional machine learning and modern deep learning ap-
proaches. On the machine learning side, Logistic Regression is a linear classifier
with L2 regularization that serves as a simple baseline model with high interpretabil-
ity. Random Forest (RF) is an ensemble of 200 decision trees with a maximum
depth of 20, providing good accuracy and natural interpretability through feature
importance calculations. XGBoost is a gradient boosting model with 200 esti-
mators, a maximum depth of 10, and a learning rate of 0.1, known for achieving
state-of-the-art results in malware classification tasks.

On the deep learning side, the Multi-Layer Perceptron (MLP) is a neu-

ral network with four dense layers (512, 256, 128, and 2 neurons) that includes
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Algorithm 1 Feature Extraction from EMBER Dataset
Require: EMBER JSONL dataset files, target samples per class NV
Ensure: Balanced feature matrix X of shape (2N x 618), label vector y

1: malicious < [|, benign <« ||
2: for each JSONL file in dataset do

3: for each sample s in file do

4: { + s.label

5: if / =1 and |malicious| < N then
6: malicious.append(s)

7 else if / =0 and |benign| < N then
8: benign.append(s)

9: end if

10: if |malicious| > N and |benign| > N then
11: break

12: end if

13: end for

14: end for

15: all samples <— malicious U benign
16: y + [JN U 0]V
17: for each sample s in all samples do

18: f+ {} > Initialize empty feature dictionary
19: Extract general file features (size, virtual size, flags) — f

20: Extract PE header features (COFF, Optional Header) — f

21: Extract import table features (DLL names, function counts) — f

22: Extract export table features — f

23: Extract section statistics (entropy mean, max, min, std) — f

24: Normalize byte histogram (256 bins) — f

25: Normalize byte-entropy histogram (256 bins) — f

26: Extract string features (URLs, registry keys, paths) — f
27: Extract data directory features — f

28: Replace NaN and 400 values with 0 in f

29: Append f to feature list

30: end for

31: X < DataFrame(feature list)

32: return X, y

batch normalization and dropout for regularization, representing the standard deep
learning approach for tabular data. The 1D Convolutional Neural Network
(1D-CNN) uses three convolutional blocks (64, 128, and 256 filters) followed by
global max pooling, designed to capture local patterns in the feature space. Finally,

the Autoencoder is an unsupervised model trained only on benign samples that
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learns to reconstruct normal file patterns and identifies malware as anomalies —

files that cannot be reconstructed accurately.

Output Each model produces a class label (malicious or benign). The output is
then passed to the next layer for explainability analysis. Algorithm 2 presents the

pseudocode for the complete classification training and evaluation pipeline.

Algorithm 2 ML /DL Classification Training Pipeline
Require: Feature matrix X, label vector y
Ensure: Trained models M, performance metrics R
1: Split data: (Xirain, Xval, Xtest) < stratified split(X,y, 70%/15%/15%)
2: scaler «— StandardScaler().fit (X ;ain)
30 X ains Xoals Xiest < scaler.transform(Xizain /val /test)
4: for each model m € {RF, XGBoost, LR, MLP, 1D-CNN, Autoencoder} do
if m is tree-based (RF or XGBoost) then
m At (Xirain, Yerain) > No scaling needed

5
6
7 else if m is Autoencoder then
8
9

mAit (X i [Virain = 0]) > Train on benign only
: else
10: m it (X i Yirain) > Scaled features
11: end if
12: y, p < m.predict(Xiest), m.predict proba(Xiest)
13: R[m] < {Accuracy, Precision, Recall, F1, ROC-AUC}
14: Save m to disk
15: end for

4.2.2 XAI Interpretation Layer (LIME and SHAP)

The XAI layer is responsible for explaining why a specific file was classified as
malicious or benign. Instead of just saying "this file is malware," this layer identifies
which specific features influenced the model’s decision. This layer uses two well-

known explainability methods: LIME and SHAP.

LIME (Local Interpretable Model-Agnostic Explanations) LIME gener-
ates explanations for individual predictions by creating a simple surrogate model

that approximates the complex decision boundary around a specific instance [15].
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To do this, LIME first takes the original file’s feature vector and creates multiple
perturbed versions by slightly changing feature values. It then obtains predictions
from the trained model for all perturbed samples and trains a simple interpretable
model (such as linear regression) on these perturbed samples and their predictions.
Finally, it uses this simple model to identify which features had the most influ-
ence on the prediction for that specific file. LIME outputs a list of features with
their contribution weights, where positive weights indicate features that pushed the
prediction towards malicious and negative weights indicate features that pushed

towards benign.

SHAP (SHapley Additive exPlanations) SHAP is based on cooperative game
theory and assigns an importance value (Shapley value) to each feature by consid-
ering all possible feature combinations [14]. SHAP gives explanations that are more
consistent and based on strong theory when compared to LIME. For tree-based
models (Random Forest, XGBoost), TreeExplainer is used for efficient SHAP value
calculation. For neural networks (MLP, 1D-CNN), GradientExplainer or DeepEx-
plainer is applied. For each feature, SHAP calculates how much that feature con-
tributed to moving the prediction away from the baseline (the average prediction
across all samples). SHAP outputs both local explanations (why this specific file
was classified) and global explanations (which features are most important overall

across all files).

Feature Importance Extraction After applying LIME or SHAP to a predic-
tion, the system extracts the top 10-15 most influential features. These features
represent the most important characteristics that led to the classification decision.
For example, if a file is classified as malicious, the top features might include "high

nn

section entropy (7.8)," "missing digital signature," and "imports WS2 32.dll for

network communication."
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Output Format The XAI layer produces a structured output that includes the
sample identifier and true label, the model name and prediction (malicious or benign
with confidence), the XAl method used (LIME or SHAP), the list of top features
with their names, values, and importance scores, and visualization files such as bar
plots for LIME and force plots for SHAP. This output serves as input to the LLM
explainability layer, where it will be converted into natural language. Algorithm 3

presents the pseudocode for the XAl analysis procedure.

Algorithm 3 XAI Feature Importance Analysis

Require: Trained model m, feature matrix Xy, label vector yies:, XAI method
€ {LIME, SHAP}

Ensure: Feature importance scores ¢ for each test sample

1: if XAl method is LIME then

2: explainer < LimeTabularExplainer(X.i,, feature names)

3: for each sample x; in X do

4: exp < explainer.explain instance(x;, m.predict proba, num features =

15)

5: O, + exp.as_list() > List of (feature, weight) pairs
6: Save bar plot visualization for ®;

7: end for

8: else if XAl method is SHAP then

9: if m is tree-based then
10: explainer < TreeExplainer(m)
11: else
12: explainer <— GradientExplainer(m, Xpackground)
13: end if
14: ® « explainer.shap values(Xest)
15: Save summary plot (global importance) and force plots (local)
16: end if

17: for each sample 7 do

18: top_ features; < sort(®;, by = |¢|, descending): 15]
19: Save {sample id, ¢;, p;, top_features;} to JSON
20: end for

4.2.3 LLM Explainability Layer

The LLM layer is the most innovative part of this framework. While the XAI

layer provides feature importance scores, these scores are often too technical for
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non-expert users. For example, an output like "section entropy mean: +0.35" is
not very meaningful to someone without cybersecurity expertise. The LLM layer
solves this problem by translating these technical outputs into clear natural language

explanations that are useful for different audiences.

Feature Knowledge Base Before the LLM can generate useful explanations, it
needs contextual information about what each feature means. The system includes
a curated Feature Knowledge Base that maps technical feature names to human-
readable descriptions. This approach is inspired by domain-specific knowledge inte-
gration in XAl systems [6]. Each entry in the knowledge base contains a technical
feature name (e.g., section_entropy_mean), a human-readable name (e.g., Section
Entropy Average), a plain-language description of what the feature measures (e.g.,
“measures randomness in file sections”), a malicious indicator explaining when the
feature suggests malware (e.g., “high entropy > 6.5 suggests encryption or packing”),
and a benign indicator explaining when the feature suggests legitimate software (e.g.,
“low to medium entropy < 5.0 indicates normal code”). The knowledge base covers
approximately 50 of the most important features commonly identified by XAI anal-
ysis, and this domain knowledge is essential for generating accurate and meaningful

explanations.

LLM Integration (Ollama + LangChain) The system uses locally hosted
Large Language Models through Ollama, which provides privacy and eliminates
the need for external API calls. LLMs are based on the transformer architecture
[17], which is highly effective for processing language. And these models can be suc-
cessfully applied to cybersecurity tasks, including malware analysis [4]. Two models
are used for comparison: deepseek-rl:1.5b, a lightweight model (1.1 GB) that pro-
vides fast inference (approximately 1-2 seconds per explanation), and llama3.2:3b,

a larger model (2.0 GB) that provides higher quality explanations (approximately
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2-3 seconds per explanation). The LangChain framework is used to interact with
these models, providing robust prompt management, retry logic, and structured
output handling. Prompt engineering is critical for guiding LLM outputs in security

contexts [18].

Multi-Level Prompt Templates The system uses three different prompt tem-
plates, each designed for a specific stakeholder group. The Level 1 (Security
Analyst) template targets cybersecurity professionals, SOC analysts, and forensic
investigators. It requests a detailed technical analysis with specific feature values,
behavioral indicators, and investigation recommendations, using technical terminol-
ogy appropriate for expert audiences. The Level 2 (Manager) template is designed
for security managers, team leads, and decision-makers. It requests a high-level
threat assessment with a risk level (HIGH, MEDIUM, or LOW) and an actionable
recommendation (BLOCK, INVESTIGATE, or ALLOW), using business-friendly
language with minimal technical jargon. The Level 3 (End User) template ad-
dresses general computer users and non-technical staff. It requests a simple explana-
tion and clear action items in plain everyday language, explicitly avoiding technical

terms such as “entropy,” “DLL,” or “malware signatures.”

Context Building For each explanation request, the system builds a structured
context that is inserted into the appropriate prompt template. This context includes
the sample’s classification result (label, model name, and confidence score), the
top 10-15 influential features identified by XAI analysis, and for each feature its
human-readable name, current value, importance score, and the relevant malicious
or benign indicator from the knowledge base. The context also specifies the XAI
method used (LIME or SHAP). Once assembled, this context is inserted into the
stakeholder-appropriate prompt template and the complete prompt is sent to the

LLM for processing.



4.3 DATA AND INFORMATION FLOW DESIGN 42

LLM Configuration The LLM is configured with a temperature of 0.3, which
increases determinism and reduces creativity to ensure consistent explanations across
runs. The maximum token limit is set to 500 to keep responses concise, and top-p

nucleus sampling is set to 0.9 for coherent output generation.

Explanation Generation Pipeline For each sample to be explained, the system
loads the XAI explanation (LIME or SHAP results), extracts the top influential
features, and builds the context using the feature knowledge base. It then generates
three prompts — one for each stakeholder level — and queries both LLM models
(deepseek-rl and llama3.2). The natural language explanations received from the
LLMs are formatted and saved to individual text files organized by stakeholder level.

Algorithm 4 presents the pseudocode for the LLM explanation generation pipeline.

Output Format The LLM layer generates three types of output. Individual text
files provide separate explanations for each combination of sample, model, XAI
method, LLM, and stakeholder level, organized in directories named analyst/,
manager/, and user/. A comprehensive JSON summary file contains all explana-
tions together with metadata including timestamps, model names, confidence scores,
and top features. An interactive HTML report allows side-by-side comparison of ex-
planations across different levels and models. For a typical run with 4 samples, 2
classification models (XGBoost, MLP), 2 XAI methods (LIME, SHAP), 2 LLMs,

and 3 stakeholder levels, the system generates 48 unique explanations.

4.3 Data and Information Flow Design

This section describes how data flows through the entire system, from the raw PE
file input to the final human-readable explanations. Understanding this flow is

important because it shows how each layer adds value and transforms the data into
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Algorithm 4 LLM Explanation Generation Pipeline
Require: XAI outputs @, feature knowledge base K, LLM models £, prompt tem-
plates T
Ensure: Natural language explanations &£ for each stakeholder level
Verify Ollama service is running (HTTP ping to localhost:11434)
Verify required models are available in £
for each sample 7 in selected test samples do
Ui, p; < classification label and confidence
top_ features; < ®;[: 15] > Top 15 features from XAl
Build context:
for each feature (f;,v;, ¢;) in top_ features; do
if f; € K then
Enrich with K[f;]: human name, description, indicator
else
Use cleaned feature name as fallback
end if
end for
for each stakeholder level ¢ € {analyst, manager, user} do
prompt <— T [¢].format(y;, p;, enriched context)
for each LLM L € £ do
retries <— 0
repeat
e < L.invoke(prompt)
retries <— retries + 1
until e is valid or retries > 3

EN[L] « e
Save e to 11m_explanations/level/ directory
end for
end for

end for
Save comprehensive JSON summary and HTML comparison report
return &

a more interpretable format.

Stage 1: Feature Extraction The feature extraction stage utilizes the EMBER
2018 dataset, which provides raw PE file information in JSONL format. While
EMBER’s standard methodology can produce 2,381-dimensional features through
embedding functions, those features lack semantic meaning and are unsuitable for

explainability. Therefore, this research employs a custom feature extraction ap-
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proach that creates 618 interpretable features with explicit semantic meaning from
the raw EMBER data. These custom features describe various characteristics of
Windows PE binary files, including headers, sections, imports, exports, strings, and
byte statistics, and are specifically designed to enable XAl interpretation. The pro-

cessed features are stored in balanced_dataset.pkl.

Stage 2: Classification In the classification stage, the 618-dimensional feature
vector is processed through feature scaling. The system utilizes various models,
including Random Forest, XGBoost, Logistic Regression, MLP, 1D-CNN, and Au-
toencoder, all stored in the directory (e.g., xgboost.pkl, model.h5). The output
consists of a class label (0=benign, 1=malicious) along with a confidence score rang-

ing from 0.0 to 1.0.

Stage 3: XAI Analysis The XAI analysis stage receives both the feature vector
and the model prediction as input, then applies LIME or SHAP techniques to iden-
tify feature contributions. This process generates feature importance scores (e.g.,
section entropy mean: +0.35, has digital signature: -0.28), which are visualized
through bar plots (LIME), force plots (SHAP), and summary plots. The results

images are stored in the xai_explanation directory.

Stage 4: Context Building The context-building stage takes the top 10-15
features identified from the XAI analysis and enriches them with semantic infor-
mation. By looking up each feature in the knowledge base, the system extracts
human-readable names, descriptions, and malicious/benign indicators, producing

an enriched context with comprehensive semantic information about each feature.

Stage 5: Prompt Generation During prompt generation, the system combines

the enriched context with the specified stakeholder level (analyst/manager/user)
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and inserts this information into the appropriate prompt template. The output is a

complete, structured prompt that is ready for processing by the LLM.

Stage 6: LLM Explanation The final stage takes the generated prompt text as
input and feeds it to the LLM, which produces a natural language explanation based
on the provided context. The LLM generates human-readable text explanations
consisting of 3-5 sentences, which are stored in the 11m_explanations/ directory

organized by stakeholder level.

Information Transformation Summary The data transformation can be sum-

marized as:

Raw EMBER Data — Custom Semantic Features — Prediction — Feature

Importance — Context — Prompt — Human Explanation

Each transformation step reduces technical complexity and increases human un-
derstandability. Raw EMBER data in JSON format is converted into 618 custom
interpretable features designed with semantic meaning for XAI. These semantic fea-
tures are then passed through the classifier to produce a simple label and confidence
score, though without any explanation at this stage. The prediction is subsequently
analyzed by LIME or SHAP to yield technical numerical attributions (feature im-
portance scores). These importance scores are then enriched with domain knowledge
from the knowledge base to produce contextualized features. Finally, the contextu-
alized features are processed by the LLM to generate fully human-understandable,
stakeholder-appropriate natural language explanations. This progressive transfor-
mation ensures that the final output is both technically accurate (faithful to the

model’s decision) and practically useful (understandable by the intended audience).
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4.4 Prompt Design and LLM Integration Process

Prompt engineering is a critical component of the LLM explainability layer. The
quality of the generated explanations depends heavily on how well the prompts are
designed [13, 18|. This section describes the prompt design principles and provides
detailed examples of the templates used in the system.

The following principles guide the design of prompts for this system:

1. Clarity and Specificity Each prompt clearly states the LLM’s role, the input
information available, and the expected output format. Vague instructions lead to

inconsistent or irrelevant responses [18].

2. Context Provision Prompts include all necessary context, such as the file’s
classification result, the model used, the XAI method applied, and the list of top
features with their values and importance scores. Without this context, the LLM

cannot generate accurate explanations [13].

3. Audience-Appropriate Language FEach prompt explicitly instructs the
LLM about the target audience and the appropriate language level. For exam-
ple, the analyst prompt allows technical jargon, while the user prompt prohibits it

[13].

4. Structured Output Requirements Prompts specify the desired output
structure, such as "provide an executive summary with risk level and recommended

action" for managers or "explain in 3-4 technical sentences" for analysts.

5. Domain Knowledge Integration Prompts include domain-specific infor-
mation from the feature knowledge base, such as what high entropy means (code

packing) or why missing signatures are suspicious (lack of authentication).
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6. Conciseness While prompts must be detailed enough to guide the LLM, they

should also be concise to avoid confusion and reduce processing time [18].

4.4.1 Detailed Prompt Templates

To support different stakeholders (analysts, managers, and end users), separate LLM
prompt templates were designed for each group. The complete prompt templates

used by the LLM layer are provided in the Appendix B.

4.4.2 LLM Integration Implementation

The integration of LLMs is implemented using three main components. The first is
the Ollama Server, a local LLM deployment tool that allows running models like
Llama, Mistral, and Deepseek on a local machine without sending data to exter-
nal APIs. The Ollama server is started using the command ollama serve, which
listens on http://localhost:11434. The second component is the LangChain
Framework, which serves as the interface between the Python code and the Ol-
lama server. LangChain provides an LLM class that simplifies querying the model,
structured prompt template management, built-in retry logic for handling failures
and timeouts, and response parsing utilities for extracting and formatting LLM
outputs.

The integration workflow begins by checking whether the Ollama service is run-
ning via an HTTP ping to localhost: 11434 and verifying that the required models
(deepseek-r1:1.5b and llama3.2:3b) are available. For each explanation request, the
system builds a prompt from the template and context, sends it to the LLM via
LangChain, receives the generated explanation, validates and formats the response,
and saves it to the appropriate output file. Once all explanations are generated, a
summary JSON file and an HTML comparison report are produced.

The system also includes robust error handling throughout this workflow. If
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Ollama is not running, a clear error message with startup instructions is displayed.
If a specific model is not available, that model is skipped and processing continues
with the remaining models. If LLM generation fails, the system retries up to three
times with exponential backoff. If all retries fail, an error message is saved in place

of the explanation to preserve the output structure.

4.5 Generalization Considerations (Windows to

Android or IoT)

While this research focuses on Windows PE malware classification, the proposed
framework is designed to be generalizable to other platforms and file types. This
section discusses how the three-layer architecture can be adapted for Android APK

files, IoT firmware, or other malware analysis domains.

4.5.1 Framework Adaptability

The three-layer framework (Classification — XAI — LLM) is platform-agnostic by
design. The core principles remain the same regardless of the file type: the first
layer extracts features and classifies using ML /DL models, the second layer identi-
fies important features using LIME/SHAP, and the third layer translates technical

outputs to natural language using the LLM.

4.5.2 Adaptation for Android Malware

To extend the framework to Android APK file analysis, the following modifications

would be needed:

Feature Engineering Instead of PE headers and sections, Android-specific fea-

tures would be extracted. Manifest features capture the permissions requested by
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an application, such as SEND_SMS, READ_CONTACTS, and ACCESS_FINE_LOCATION, as
well as the declared services, broadcast receivers, and content providers. These el-
ements are widely recognized as strong indicators of potentially malicious behavior
in Android applications. API call features represent patterns of Android API usage,
with particular attention to sensitive APIs related to location, camera access, mi-
crophone usage, and network communication. Package metadata includes general
application information such as the app name, version details, and signing certifi-
cate data. Finally, resource features cover application components such as layout
files, drawable assets, and string resources, which may also provide useful contextual

information for analysis |21, 22, 23|.

Knowledge Base Updates The feature knowledge base should contain domain-
specific information related to Android. For example, the high _ risk_permissions
of the entry should explain that when an application requests SMS permissions
together with network access, it may attempt to send premium-rate messages or steal
SMS data from users [23|. The obfuscation entry _detected should state that the
use of code obfuscation tools, such as ProGuard or DexGuard, can conceal malicious
activities within the application [24]. Similarly, the entry for dynamic code loading
should clarify that loading code at runtime can help an application evade static

analysis techniques and is a strategy frequently used by malware [22].

Prompt Adjustments The LLM prompts would need minor adjustments to use
Android-specific terminology. References to “PE file” would be replaced with “APK
file,” “DLL imports” with “Android API calls,” and “section entropy” with “DEX
file patterns.” Android-specific recommendations would also be included, such as

“Check Google Play Protect status” instead of “Isolate host.”
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4.5.3 Adaptation for IoT Malware

For IoT firmware analysis, the framework can be adapted in a similar manner.

Feature Engineering IoT-specific features would include firmware metadata
such as device type, vendor, firmware version, and update mechanism [25]. Em-
bedded executable features would capture the presence of BusyBox, shell scripts,
and embedded binaries. Network configuration features would record hardcoded
IP addresses, default credentials, and backdoor ports [25]. Cryptographic artifact
features would flag weak or missing encryption and hardcoded keys. String pattern
features would identify bot commands, IRC channels, and malicious URLs embed-

ded in the firmware.

Knowledge Base Adaptation IoT-specific indicators would be added to the
knowledge base. The entry for default credentials would explain that the presence
of default vendor passwords (e.g., admin/admin) enables easy compromise — a
technique systematically exploited by the Mirai botnet, which used a hardcoded list
of 62 default credential pairs to compromise millions of IoT devices via Telnet [26].
The entry for telnet enabled would note that an unauthenticated Telnet service is
a primary entry point for Mirai-like botnets that scan and compromise devices at
internet scale [26]. The entry for http server anomalies would explain that unusual
web server configurations embedded in firmware may indicate command-and-control
infrastructure, consistent with patterns identified in large-scale IoT firmware security

analyses [25].

4.5.4 Cross-Platform Challenges

Adapting the framework to new platforms involves several challenges. Different

platforms have different file structures and available metadata, so some features
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that work well for Windows PE files (like section entropy) may not have direct
equivalents in Android APKs or IoT firmware. While EMBER provides a large
labeled dataset for Windows malware [3|, similar high-quality datasets may not
exist for other platforms, which affects model training and evaluation. Creating a
comprehensive feature knowledge base also requires deep domain expertise for each
platform, since security indicators that apply to Windows may not apply to Android
or IoT. Finally, models trained on one platform do not transfer to another, so new
models must be trained for each platform and their performance may vary based on

data quality and feature discriminability.



5 Experimentation and Testing

This chapter describes the experimental setup, implementation details, and results
of the proposed human-centered explainability framework for malware classification.
This experiment has three main parts: the ML/DL classification layer, the XAI
interpretation layer that uses LIME and SHAP methods, and the LLM explainability
layer that uses local running LLMs. Each layer is evaluated, and the results are
discussed in terms of classification accuracy, performance, quality, and usefulness of

the generated explanation for different stakeholders.

5.1 Experimental Setup

5.1.1 Dataset and Preprocessing

This experiment uses the EMBER 2018 dataset [3|, which is a publicly available
benchmark dataset for Windows PE malware classification. The full EMBER
dataset contains about 1.1 million PE file records stored in JSONL format. Each
record includes raw features that are statically extracted from the binary file.

For this study, a balanced subset of the dataset was created to ensure a fair
comparison between malicious and benign files. This subset dataset includes 1,000
malicious samples (label = 1) and 1,000 benign samples (label = 0), making a total
of 2,000 samples with equal class distribution. This balance helps to avoid bias

towards one class and shows how well the model performs on a balanced dataset.
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The feature extraction process is clean and reliable to make sure that there are no
missing or infinite values, and all features are in numeric form.

From each PE file record, 618 interpretable features were extracted using the
custom pipeline described in Chapter 4. These features are categorized into six
groups: general file properties, PE header metadata, import and export table de-
tails, section statistics, string-based features, and byte-level histogram data. The
dataset was divided into training (70%), validation (15%), and test (15%) sets using
stratified random splitting to keep the class balance in each set. Table 5.1 shows

the dataset breakdown.

Table 5.1: Dataset composition and split used in the experiments.

Split Total Samples Malicious Benign Percentage
Training 1,400 700 700 70%
Validation 300 150 150 15%
Test 300 150 150 15%
Total 2,000 1,000 1,000 100%

5.1.2 Experimental Environment

All experiments were run on a local development machine without using any cloud
services. The setup used Python 3.9.25 with key libraries including scikit-learn
for machine learning, XGBoost for gradient boosting, and TensorFlow/Keras for
building and training deep learning models. LIME (v0.2.0.1) and SHAP (v0.44)
were used for explainability analysis, while LangChain and Ollama handled local
LLM integration. The Ollama server ran locally on the same machine, so no external

API calls were needed.
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5.2 Classification

5.2.1 Machine Learning Model Performance

Three traditional machine learning models were trained and evaluated on the test
set: Logistic Regression, Random Forest, and XGBoost. These models were se-
lected because they represent a range of model complexity, from the simple linear
classifier (Logistic Regression) to the more powerful ensemble methods (Random
Forest and XGBoost). A further practical reason is that both LIME and SHAP
have efficient support for tree-based models, which matters for the XAI pipeline.
Logistic Regression and Random Forest were applied to the raw (unscaled) features
since tree-based models do not require feature scaling, while Logistic Regression was
applied to standardized features using the fitted Standard Scaler.

Table 5.2 presents the classification metrics for each ML model on the test set.
Performance is reported using four metrics: Accuracy, Precision, Recall, F1-Score,
and ROC-AUC, which together give a complete picture of classification.

Table 5.2: Classification performance of ML models on the test set (300 samples,
balanced)

Model Accuracy Precision Recall F1-Score ROC-AUC
Logistic Regression 0.880 0.870 0.893 0.882 0.928
Random Forest 0.907 0.863 0.967 0.912 0.982
XGBoost 0.970 0.961 0.980 0.970 0.997

XGBoost clearly outperforms the other two models in all metrics. It achieved an
accuracy of 97.0%, a precision of 96.1%, a recall of 98.0%, an F1-Score of 97.0%, and
a near-perfect ROC-AUC of 0.997. This strong result is consistent with existing lit-
erature on malware detection, where gradient boosting models consistently perform
well on tabular feature sets [11]. The high recall (98.0%) is particularly important
in a security context because it means XGBoost missed very few actual malware

samples (only 1% false negative rate), which is the more dangerous type of error in
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Figure 5.1: Comparative performance of ML models (Logistic Regression, Random
Forest, XGBoost) across five classification metrics on the test set
malware detection.

Random Forest comes in second with a 90.7% accuracy and an F1-Score of 91.2%.
Notably, its recall of 96.7% is also high, indicating that it does not miss many
malware files. However, its precision (86.3%) is somewhat lower than XGBoost,
which means it produces more false positives, meaning flagging some benign files as
malicious. The ROC-AUC of 0.982 is excellent and indicates that the model has
very good overall discriminative ability. Logistic Regression, as expected for a linear
model, performs the lowest of the three with 88.0% accuracy and an F1-Score of
88.2%, but its ROC-AUC of 0.928 still shows reasonable separability.

Figure 5.1 shows the comparative performance of all three models across the five
evaluation metrics. Figure 5.2 shows the confusion matrices for all three models,

and Figure 5.3 shows the ROC curves.

5.2.2 Deep Learning Model Performance

Three deep learning models were also trained and evaluated: a Multi-Layer Percep-
tron (MLP), a one-dimensional Convolutional Neural Network (1D-CNN), and an
Autoencoder. The MLP and 1D-CNN are supervised classification models similar to

the ML models above, while the Autoencoder is an anomaly-detection model trained
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only on benign samples. All deep learning models were trained using the scaled fea-
ture set (standardized using Standard Scaler) and trained with early stopping based

on validation loss to prevent overfitting. Table 5.3 shows the results.

Table 5.3: Classification performance of DL models on the test set (300 samples,

balanced)
Model Accuracy Precision Recall F1-Score ROC-AUC
MLP 0.910 0.930 0.887 0.908 0.970
1D-CNN 0.903 0.885 0.927 0.906 0.971
Autoencoder 0.483 0.419 0.087 0.144 0.614

Among the deep learning models, the MLP performs the best with 91.0% ac-
curacy, 93.0% precision, and an F1-Score of 90.8%. The 1D-CNN achieves a very
similar result with 90.3% accuracy and an F1-Score of 90.6%. The small difference
between the MLP and 1D-CNN suggests that neither architecture has a strong ad-
vantage over the other for this particular feature set, although the MLP’s higher
precision means it produces fewer false positives. The 1D-CNN'’s slightly higher re-
call (92.7% vs. 88.7%) means it catches more malware but at the cost of more false
positives.

The Autoencoder’s performance tells a different and important story. With an
accuracy of only 48.3%, an F1-Score of 14.4%, and a recall of just 8.7%, the Au-
toencoder essentially fails as a classifier for this dataset. The fundamental reason is
that the Autoencoder, being trained only on benign samples, relies on reconstruc-
tion error as a proxy for maliciousness. The assumption is that malware samples
will produce high reconstruction errors because they are “different” from benign
files. However, with 618 interpretable features (as opposed to raw byte sequences),
many malicious samples appear structurally similar to benign files in feature space,
which means the Autoencoder cannot distinguish them effectively. Anomaly detec-
tion approaches are less effective for malware classification when using semantic,

interpretable features, and supervised learning is clearly preferable for this task.
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Figure 5.4: Comparative performance of DL models (MLP, 1D-CNN, Autoencoder)
across classification metrics. The Autoencoder performs poorly due to the limita-
tions of anomaly detection on interpretable feature sets.
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Figure 5.5: Confusion matrices for all three DL models on the test set

Comparing the deep learning results with the ML results, the MLP (91.0%)
is slightly better than Random Forest (90.7%) but considerably behind XGBoost
(97.0%). This suggests that for this type of structured, tabular feature data, gra-
dient boosting methods are more suitable than neural networks. This observation
is consistent with findings in the broader machine learning literature, where tree-
based gradient boosting often outperforms neural networks on structured data [20].
Figure 5.4 and Figure 5.5 show the DL model performance and confusion matrices.

Figure 5.6, Figure 5.7, and Figure 5.8 show the training history for mlp, 1d-cnn,
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and auto encoder.

5.2.3 Overall Model Comparison

Table 5.4 shows a combined comparison of all six models. XGBoost achieved the
best performance across most evaluation metrics, so it was chosen as the main model
for the later XAl and LLM explainability experiments. The MLP model was the
best deep learning model for the same stages. Using these two models also allows
a comparison of how LIME and SHAP explanations behave for a tree-based model

against a neural network.
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Table 5.4: Unified comparison of all six classification models (ML and DL) on the

test _set
Category Model Acc. Prec. Rec. F1  AUC
XGBoost 0.970 0.961 0.980 0.970 0.997
ML Random Forest 0.907 0.863 0.967 0.912 0.982
Logistic Regression 0.880 0.870 0.893 0.882 0.928
MLP 0.910 0.930 0.887 0.908 0.970
DL 1D-CNN 0.903 0.885 0.927 0.906 0.971
Autoencoder 0.483 0.419 0.087 0.144 0.614

5.3 XAI Analysis

5.3.1 LIME Explanations for ML Models

The LIME method was applied to six selected test samples for each of the three

ML models: Random Forest, XGBoost, and Logistic Regression. The purpose was

to identify which features LIME considers most influential for each prediction. Ta-

ble 5.5 summarizes the top features highlighted by LIME for each model.

There are several observations that can be made from this analysis. First of all,

the compilation_timestamp feature appears among the top features for both Ran-

dom Forest and XGBoost. This is important because the PE compilation timestamp

is a metadata field that malware authors often modify to make a file look older or

to hide the real development time. Unusual timestamps, such as very old dates or

dates far in the future, are commonly treated as indicators during static malware
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Table 5.5: Top features identified by LIME for each ML model (aggregated across
6 test samples).

Model Top LIME Features

Random Forest compilation_timestamp, dd_architecture_va,
dd_exception_table_size, has_section_edata,
byte_freq_065, sizeof _heap_commit,
vsize_to_size_ratio, dd_tls_table_va

XGBoost compilation_timestamp, dd_exception_table_size,
dd_clr_runtime_header_va, byte_freq_196,
dd_architecture_size, has_section_edata,
byte_freq_217, byte_entropy_163

Logistic Regression dd_exception_table_va,
dd_certificate_table_size, byte_entropy_184,
byte_entropy_121, byte_entropy_255,
byte_freq_207, byte_freq_093

analysis.

Second, several data directory features, such as dd_exception_table_size,
dd_architecture_va, and dd_clr_runtime_header_va, also appear many times.
These fields describe the presence and size of specific PE data directory entries.
Unusual or zero values in these fields may indicate stripped or malformed binaries,
which is a known technique used to evade detection.

Third, byte frequency and byte entropy features (byte_freq_x,
byte_entropy_%) appear more often in the top features for Logistic Regres-
sion compared to the tree-based models. This likely happens because linear models
are more sensitive to the statistical distribution of byte values, while tree-based
models can capture more complex relationships between features.

Figures 5.9, 5.10, and 5.11 show the LIME bar plots for one representative test
sample for each of the three models. Each bar represents a feature’s contribution
to the classification decision, with positive values (green) pushing the prediction

towards malicious and negative values (red) pushing towards benign.
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Figure 5.10: LIME explanation for Random Forest on a sample classified as ma-
licious. The bar chart shows feature importance weights; positive values indicate
features contributing to the malicious prediction
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Figure 5.11: LIME explanation for XGBoost on the same malicious sample, showing
the top influential features with their importance scores

5.3.2 SHAP Explanations for ML Models

SHAP was used on 200 test samples for each ML model in this study. From this
analysis, both the local and global importance of features were examined. For Ran-
dom Forest and XGBoost models, TreeExplainer was applied because it is suitable
for tree-based methods. In the case of Logistic Regression, LinearExplainer was
used. Table 5.6 lists the top 10 features by mean absolute SHAP value for each
model.

After the analysis was completed, one common result was seen in all three mod-
els. The feature compilation_timestamp was identified as the most important
global feature. This result is important because even though different types of mod-
els were tested, the same feature was selected again and again. It shows that the
compilation time of the PE file has a strong role in separating malware from normal
files. It was also noticed that byte entropy features such as byte_entropy_242,

byte_entropy_249, and byte_entropy_255 were repeatedly highlighted. These
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Table 5.6: Top 10 features by mean absolute SHAP value for each ML model (200
test samples)

Model Top SHAP Features (ranked)

Random Forest compilation_timestamp, byte_entropy_242,
linker_version_major, byte_entropy_249,
byte_entropy_251, byte_entropy_243,
byte_entropy_255, byte_entropy_250,
byte_entropy_246, dd_tls_table_va

XGBoost compilation_timestamp, byte_entropy_243,
byte_entropy_255, byte_freq_077,
dd_tls_table_va, byte_freq_113,
byte_entropy_147, sizeof _code, byte_freq_002,
byte_entropy_120

Logistic Regression compilation_timestamp, num_sections,
dl1l_characteristics, has_section_rsrc,
byte_freq_222, os_version_major, byte_freq_027,
byte_freq_014, byte_freq_158, byte_freq_044

features are related to high-entropy byte areas inside PE files. In many cases, high
entropy is linked with compressed or encrypted code sections. Such sections are
commonly found in packed malware samples. In addition, the feature sizeof _code
appeared among the top features in the XGBoost model. The size of the executable
code section gives basic information about the structure of the binary file. Even
though it is a simple indicator, it can still provide useful support in malware classi-
fication.

In the case of Logistic Regression, some structural features were high-
lighted together with byte frequency features. Features such as num_sections,
d11_characteristics, and os_version_major appeared as important in the
model. The feature num_sections represents the number of sections present in
a PE file. It is often seen that malware files contain an unusual number of sections
when compared to normal software.

The feature d11_characteristics includes different flags and properties related

to the security settings of the PE file. If unusual or empty values are present in this
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field, it can be a sign that the file was changed or intentionally modified. In some
cases, such behavior is linked with malicious executables.

When LIME and SHAP were compared, it was found that both methods high-
lighted compilation_timestamp as important. However, the order of other features
was not the same. LIME explains one sample at a time, so the importance depends
on that specific file. Because of this, some features may look more important in one
case and less important in another. SHAP, on the other hand, calculates impor-
tance by looking at many samples together. For this reason, differences in ranking
were observed. Such differences are considered normal since both methods work in
different ways.

Figure 5.12 shows a direct comparison of the top features identified by LIME
and SHAP for the ML models.

LIME vs SHAP Feature Importance Comparison - XGBoost
SHAP Feature Importance LIME Feature Importance
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Figure 5.12: Visual comparison of LIME and SHAP top features for ML models.
compilation_timestamp is the only feature that consistently appears in the top
rankings of both methods across all three models
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5.3.3 XAI Results for Deep Learning Models

LIME and SHAP were also applied to the deep learning models such as MLP, 1D-
CNN, and autoencoders. Since MLP and 1D-CNN are based on gradients, Gradi-

entExplainer was used for these models.

Table 5.7: Top 10 features by mean absolute SHAP value for DL models (200 test
samples).

Model Top SHAP Features (ranked)

MLP compilation_timestamp, d11_characteristics,
dd_tls_table_size, num_sections,
os_version_major, coff_characteristics,
has_exports, subsystem_version_major,
dd_certificate_table_size, has_section_rsrc

1D-CNN compilation_timestamp, coff_characteristics,
dll_characteristics, has_exports,
os_version_major, has_relocations,
has_section_rsrc, byte_entropy_137,
has_resources, has_tls

Autoencoder byte_entropy_035, byte_entropy_066,
byte_entropy_137, byte_entropy_044,
byte_freq_173, byte_freq_049, byte_freq_235,
byte_entropy_246, byte_entropy_051,
byte_freq_211

It was found that in both MLP and 1D-CNN, the feature
compilation_timestamp was identified as the most important one. A simi-
lar result was already observed in the ML models. When the same feature is
selected by different types of models, it can be understood that this feature plays
an important role in malware classification. Some differences were also observed
between DL models and ML models. In the DL models, Boolean structural features
were given more importance. Features such as has_exports, has_relocations,
has_section_rsrc, has_resources, and has_tls were included among the top
features in MLP and 1D-CNN. These features only indicate whether a specific

structure exists inside the PE file or not. From the SHAP results, it can be



5.3 XAI ANALYSIS 67

seen that neural network models relied more on the presence or absence of these
structures. On the other hand, tree-based models were more focused on numerical
features, especially byte entropy values.

For the Autoencoder model, only byte entropy and byte frequency features were
highlighted. This behavior is related to the working mechanism of the Autoen-
coder. It is trained to reconstruct the normal patterns of files. When unusual
byte-level statistics are present, a higher reconstruction error is produced. However,
as discussed in the classification results, these statistical differences alone were not
sufficient to clearly distinguish malware from benign files when both have similar
overall byte distributions.

Figure 5.13 shows a summary comparison of ML versus DL XAT results.
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Figure 5.13: Comparison of top features from XAI analysis across ML and DL
models. compilation_timestamp is the only feature common to both the ML and
DL top-feature sets, confirming its universal importance
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5.4 Integration of LLM Module for Explainability

5.4.1 Explanation Generation Setup

For the LLM explainability, four test samples were selected. Two classification mod-
els were used: XGBoost and MLP. Both XAI methods were used: LIME and SHAP,
and both LLM models, deepseek-r1:1.5b (1.1 GB) and llama3.2:3b (2.0 GB),
were used to generate explanations. Explanations were generated for all three stake-
holders, such as the analyst (technical), the manager (executive), and the user (non-
technical). In total, there will be 96 (4 X 2 x 2 x 2 X 3) unique explanations generated.
It was made sure that the Ollama server is running before generating explanations
and retried up to 3 times. All explanations were saved in a text file, organized by

stakeholders.

5.4.2 Analyst-Level Explanations

To generate explanations for analysts, the LLM is instructed to produce detailed
technical explanations tailored to cybersecurity professionals. Here, suspicious in-
dicators (identified by LIME or SHAP) are provided, linked to malware behavior
patterns, and used with a knowledge base to generate explanations and recommend
investigative steps. Table 5.8 shows a sample analyst-level explanation, which is
generated by llama3.2:3b for a malicious sample classified by XGBoost, and LIME
was used.

From this example, it can be observed that the analyst-level explanation converts
the raw LIME feature importance values into understandable cybersecurity findings.
The important features are described, and reasons are given for why they can be

considered suspicious in the case of Windows PE malware.
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Table 5.8: Example analyst-level explanation generated by llama3.2:3b for a mali-
cious XGBoost/LIME prediction

Field Content

Sample Index 0 (True label: MALICIOUS)

Model / XAI XGBoost / LIME

Confidence 87.0%

Top Features linker version minor: 50.00; has relocations: 0.00;

linker version major: 2.00; dll _characteristics:
0.00; has_debug_info: 0.00

LLM Explanation  “The Windows PE file was classified as
MALICIOUS due to several significant technical
indicators, including a linker version minor of 50.00,
which is an unusual value typically associated with
malicious code. The presence of relocations (Has
Relocations: 0.00) and debug information (Has
Debug Info: 0.00) also raised suspicions, as these
features are often used to evade detection by
legitimate applications. Furthermore, the low
code-to-file ratio and high size of headers suggest a
potential attempt to hide or obfuscate malicious
code. These indicators warrant further investigation
using techniques such as memory analysis or API
hooking to determine the file’s actual functionality.”

5.4.3 Manager-Level Explanations

The manager-level explanation was designed in such a way as to provide a short
and concise summary for senior managers. At this level, managers do not require
technical details; instead, they need a summary to make quick decisions. This
explanation is organized into three main parts: the first is a brief description of the
threat, the second is the risk level (HIGH, MEDIUM, or LOW), and the third is the
recommended action (BLOCK, INVESTIGATE, or ALLOW).

In this explanation, rather than using technical terms such as “linker version” or
“PE header”, specify the level of risk and the action to be taken. Since the output

is in a structured format, it can easily be used in daily security operations.
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Table 5.9: Example manager-level explanation for the same malicious sample
Field Content

LLM Output “Our security systems have detected a malicious file
on the network, which poses a significant risk to our
system’s stability and data integrity. We recommend
immediate action to prevent potential harm.”

Risk Level HIGH
Recommended BLOCK
Action

Confidence 87.0%

Table 5.10: Example user-level explanation for the same malicious sample
Field Content

LLM Output “This file has been flagged as suspicious, which
means your computer might be at risk if you open
or run it. It’s like having a warning light on your
dashboard — it’s telling you to be careful and take
action. Don’t open or run this file under any
circumstances. Instead, delete it immediately from
your computer.”

5.4.4 User-Level Explanations

The user-level explanations are designed for end users without technical knowledge,
such as home users and non-technical office staff. They do not require a technical
explanation or summary; instead, they would like to know what the security alert
means for them and what action they should take. Table 5.10 shows the user-level
output for the same sample.

In this explanation, technical terms are avoided completely, such as “entropy”,
“DLL characteristics”, or “linker version”. Instead, suggest a direction of action to
take in a simple way that can be understandable for all users, even if they don’t

know much about malware.
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5.4.5 Comparison of LLM Models

In this experiment, two LLM models were used, named deepseek-rl:1.5b and
llamad.2:3b. Both models are able to generate explanations for all three stakehold-
ers. However, there are some noticeable differences, for example, deepseek-r1:1.5b
model, which is small, but it generates long explanations with the thinking process,
which is not required in the final explanation. On the other hand, llamag3.2:3b gen-
erated a more concise and brief explanation, which is to the point and better for
manager-level staff. Table 5.11 outlines the standard qualitative characteristics of
the two LLMs across the three explanation levels.

Table 5.11: Qualitative comparison of deepseek-r1:1.5b and llama3.2:3b across ex-
planation levels

Characteristic Level deepseek-rl:1.5b llama3.2:3b
Output length Analyst Long (detailed) Moderate
Technical accuracy  Analyst Good Good
Conciseness Manager Moderate High
Structured format  Manager Variable Consistent
Plain language User Good Excellent
Response time All ~55 s (CPU-only) ~47 s (CPU-only)
Model size - 1.1 GB 2.0 GB

Here, slightly better explanations were produced by llamagd.2:3b, which is quite
useful for managers and end users because this explanation is short and easy to read
and understand. But both models are good enough to use as they run locally and

don’t require API calling.

5.5 Explainability Metrics

Beyond classification accuracy, the system was evaluated for XAI methods using

two main metrics: local fidelity and runtime overhead. Both metrics were measured
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empirically on individual samples, and time was recorded for each sample separately.
The predictions of the LIME surrogate model were compared with the XGBoost

model’s decisions.

5.5.1 Fidelity

Local fidelity is used to measure how closely the simple surrogate model matches the
actual prediction that was made by the complex model. In other words, it checks
whether the explanation matches the decision made by the original model, which
is highly important in a security context. For example, if the explanation does not
reflect the true logic of the model, then later explanations generated by the LLM
could mislead the analyst.

LIME’s local fidelity was evaluated using 200 held-out test samples, which were
taken from the balanced EMBER subset. For each sample, the predicted class from
the LIME surrogate model was compared with the predicted class from the XGBoost
model. It was observed that the surrogate model agreed with the XGBoost model
with 100.0% accuracy.

This result shows that the feature importance values provided to the LLM truly
reflect the local decision of the classifier. It also indicates that the linear approx-
imation used by LIME is consistent with the decisions made by XGBoost for this
dataset.

On the other hand, TreeSHAP is designed in such a way that it satisfies the
exact additivity for tree-based models [27]. For each sample, the SHAP values add
up to the difference between the model prediction and the overall expected value.
Because of this, the local fidelity of TreeSHAP is considered theoretically perfect,
and it provides reliable attribution for both local and global explanations.

To check this numerically, the additivity residual | Y, ¢; + E[f(z)] — f(x)| was

calculated for all 200 test samples. It was observed that the mean residual was
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1.22 x 107% and the maximum residual was 4.77 x 107%. These very small values
confirm that TreeSHAP maintains the exact additivity within the floating-point

precision for all samples.

5.5.2 Runtime

Runtime performance was evaluated to assess whether the model can be used in real-
world situations. In cybersecurity, speed is crucial as threats can spread quickly. The
average values were calculated over 50 individual samples, and the experiment was
carried out on a local machine.

On average, classification with XGBoost required 268.5 ms per sample. LIME
explanation generation required about 0.65 seconds per sample when 1,000 pertur-
bations were used for each call. TreeSHAP generated explanations in around 0.23
seconds per sample. From these results, it can be seen that TreeSHAP is much
faster compared to the LIME method.

For the LLM part, the explanation generation time was checked for all three
prompt levels, which include analyst, manager, and end-user. For each call, the time
was recorded and then averaged, which is already shown in Table 5.11. The deepseek-
r1:1.5b model took around 55 seconds per call on average, and the llamag3.2:3b model
took around 47 seconds per call. These times are calculated on a local machine that
has a CPU without a dedicated GPU, which is why the generation time is higher.
In a real production environment where GPU hardware is available, the inference
time can be reduced to a few seconds per call. If the LLM time is combined with
the XAI processing time, the total time to a readable explanation was about 47.6
seconds per file on the local test machine. In a GPU-based setup, this time would

be much lower.
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5.6 Human-Centered Evaluation

In addition to the technical metrics, a qualitative evaluation of the generated expla-
nations was conducted. The goal was to understand whether the explanations are
useful and trustworthy for the three stakeholder groups. Since a formal user study
is outside the scope of this research, the evaluation focuses on the explanations pro-
duced by the framework. It also examines how system design helps to meet the

information needs of each stakeholder [28|.

5.6.1 Trust

Trust refers to the degree of trust that a user has in the output of a system. In
cybersecurity, predictions from unexplained “black-box” models are often difficult
for analysts to trust. When a model only gives a prediction without explaining the
reason, security analysts may hesitate to rely on it [29].

In this framework, trust is improved by using a feature knowledge base that is
built into script 06_11m_explainability_layer.ipynb. Before sending the ex-
planation to the LLM, each XAI feature score is linked to a short domain-related
description, which helps translate the technical feature values into meaningful cy-
bersecurity information.

For example, a section_entropy_mean value is explained as high code random-
ness, which may indicate encryption or packing. In the same way, an unusual and
suspicious compilation_timestamp can be described as a possible sign of timestamp
spoofing. These descriptions make the explanation easier to understand because
they relate the features to common cybersecurity concepts instead of only showing
numeric importance values.

As shown in the analyst-level example in Table 5.8, the LLM also identified that
has_debug_info value of zero and a dl1_characteristics value of zero could

indicate possible evasion behavior. An experienced analyst can quickly compare



5.6 HUMAN-CENTERED EVALUATION 5

these findings with their own knowledge, which helps increase confidence in the

system’s output.

5.6.2 Quantitative Trust Metrics

In addition to qualitative design analysis, two measurable metrics were calculated
across all 96 saved explanation files to support the trust evaluation. These metrics
are the Feature Coverage Rate (FCR) and the Flesch-Kincaid Grade Level (FKGL).

Feature Coverage Rate measures how well the LLM explanation aligns with
the XAI top features specified in the prompt. It is defined as the proportion of the
top-b feature names from the prompt that also appear in the generated explana-
tion. Checking whether an explanation is based on the actual model evidence is an
important evaluation criterion in XAI research [30]. A high FCR means the LLM
discusses the features that influenced the prediction instead of generating generic
text. In this study, FCR is used as a simple proxy for faithfulness that can be
calculated without human evaluation

Flesch—Kincaid Grade Level is a commonly used readability formula [31]
that is also widely used as an evaluation metric in NLP text generation research
[32]. It measures how difficult a text is to read by assigning it a U.S. school grade
level. A lower score indicates simpler language. In this study, FKGL is used to
check whether the three-level prompt design produces language suitable for each
stakeholder group, such as technical language for analysts, standard professional
language for managers, and simpler language for end users.

Both metrics were calculated from 96 explanation files (32 per level) using
the TextStat Python library. These explanations were generated by two LLMs
(deepseek-r1:1.5b and llama3.2:3b) using two classification models (XGBoost and
MLP) and two XAI methods (LIME and SHAP). The results are presented in Ta-
ble 5.12.
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Table 5.12: Quantitative trust metrics computed over all 96 saved explanation files

Level LLM FCR (%) FKGL
Analyst deepseek-r1:1.5b 72.5 9.38
Analyst llamad.2:3b 30.0 12.81
Analyst (combined) — 51.2 11.10
Manager deepseek-r1:1.5b 0.0 10.56
Manager llamag3.2:3b 0.0 14.93
Manager (combined) — 0.0 12.74
User deepseek-r1:1.5b 0.0 6.61
User llama3.2:3b 0.0 9.63
User (combined) — 0.0 8.12

Table 5.13: Standard US school grade mappings and corresponding reading levels
for Flesch-Kincaid Grade Level scores (derived from the original formula [31])

FKGL Score US School Grade Reading Level

6.0 — 8.0 6th — 8th grade Middle School (Easy, conversational
plain English)
9.0 - 12.0 9th — 12th grade High School (Standard reading)

13.0 - 16.0 College / University Undergraduate (Academic, technical,
difficult to read)

To interpret these scores, Table 5.13 outlines the standard US school grade map-
pings corresponding to the formula defined by Kincaid et al. [31]. As shown in
Table 5.12, the results show a clear and meaningful pattern in the FKGL scores, as
analyst-level explanations had an average grade level of 11.10, which corresponds to
secondary school or early university reading. User-level explanations had a grade
level of 8.12, which is closer to middle school reading. This difference shows that
the three-level prompt design successfully adjusted the language complexity for each
intended audience.

For the FCR metric, only analyst-level explanations included feature names,

with a score of 51.2%. Manager and user explanations scored 0% because the LLMs
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converted technical features into plain language instead of feature names. Together,
these two metrics show that the generated explanations are based on the actual XAI

evidence and are written in a way that is easy to read for each target audience.

5.6.3 Usefulness

Usefulness means how practical and helpful the generated explanations are for a
specific task. In this framework, the three-level prompt design helps achieve this
goal. For analysts, the prompt keeps the technical feature values and importance
scores, which allows the generated explanation to include clear indicators that can
help to guide a security investigation.

For managers, the prompt produces a more structured output. It includes clear
fields such as Risk Level (HIGH, MEDIUM, or LOW) and Recommended Action
(BLOCK, INVESTIGATE, or ALLOW). Technical details such as entropy values
or data-directory information are removed because they are not needed for quick
decision-making.

For end-users, the prompt avoids technical terms completely. As shown in the
Table 5.10, the explanation uses simple language and easy comparisons, such as
describing the warning, and also gives clear action for the user to follow. By using
a different explanation format for each group, the framework helps convert techni-
cal XAI feature scores into clear and practical guidance that each stakeholder can

understand and use.



6 Results and Discussion

In this chapter, a discussion was carried out about the experimental results in Chap-
ter 5 in relation to the research objectives that were introduced in Chapter 1. The
main objective is to discuss the result with the research questions. In addition, also
discussed the importance of the result for a cybersecurity analyst, the performance,

and limitations of the framework.

6.1 Model Performance Evaluation

6.1.1 Interpreting the Classification Results

The result shows the clear dominance of the XGBoost model, which achieved the best
accuracy, which is 97% accuracy, and an ROC-AUC of 0.997, which shows perfect
separation between malicious and benign files. MLP and 1D-CNN performed in
the middle range with an accuracy of around 91%. The Autoencoder performed
the worst with 48.3% accuracy, which is close to random guessing. The strong
performance of XGBoost is expected as gradient-boosted tree models are known to
perform very well on structured tabular data, and PE malware features fall into this
category [11].

From a security perspective, recall is a very important metric because it indicates
when malware was missed by the system, which could be very dangerous. With

XGBoost 0.980 and Random Forest 0.967 recall shows that very few malicious files
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were missed. Even Logistic Regression achieved a 0.893 recall value. This shows
that features extracted from the EMBER dataset have a clear pattern related to the

malware.

6.1.2 Deep Learning Versus Traditional Machine Learning

Deep Learning models are generally considered more powerful, but in this experi-
ment, XGBoost performs better than MLP and 1D-CNN. One reason is that deep
learning models work better on unstructured data such as raw text, images, and
audio, where models learn patterns automatically. While in this experiment, data is
well structured in tabular form, and tree-based models like XGBoost perform well on
this type of data because they handle numerical features and nonlinear relationships
more effectively [20].

The 1D-CNN model works differently, which treats the feature vector as a one-
dimensional sequence and applies convolution filters, and assumes that nearby fea-
tures may contain related patterns. But the EMBER features are not arranged in a
natural sequence, so this does not work. Despite this limitation, the model achieves
90.3% accuracy, which is comparable to the MLP model, indicating that it effec-
tively captures useful patterns. On the other hand, the Autoencoder was trained
only on benign samples and used reconstruction errors to detect malware. But this
approach performs poorly with only 8.7% recall, which means that malware samples
are incorrectly classified as benign. This suggests that anomaly detection methods
do not work well with an interpretable features dataset, which makes it harder to

distinguish malware from benign.
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6.2 Quantitative Results Evaluation

In this experiment, the dataset was balanced with an even split of malicious and
benign files, so accuracy is a reliable indicator and straightforward to understand.
However, F1-Score and ROC-AUC are more powerful for classification because they
consider the balance between precision and recall. ROC-AUC measures how well a
model can distinguish between the two classes without relying on a fixed decision
threshold. One reason that the model performs well is because of high-quality feature
extraction from the EMBER dataset, where 618 interpretable features describing
different parts of the PE file provide a comprehensive view of each sample to the
classifier.

The XAI analysis shows that important features that are identified by the LIME
and SHAP methods, including compilation_timestamp, byte entropy values, and
PE data directory fields, are the same features that are usually examined by the
malware analyst, which shows that the feature extraction pipeline was well designed.
In addition, compilation_timestamp was ranked as the most important feature by
SHAP across all five supervised learning models used in this experiment. High byte
entropy features were also identified as important features by both LIME and SHAP,
which suggests the presence of compressed or encrypted regions that are commonly

found in packed malware [33].

6.3 LLM Enhanced Explanation

6.3.1 Quality of Generated Explanations

The addition of an LLM explainability layer is one of the key contributions of this
research. The explanations generated by llama3.2:3b and deepseek-r1:1.5b are clear,

understandable, and adapted well to the three different stakeholders. At the analyst



6.3 LLM ENHANCED EXPLANATION 81

level, the explanations included suspicious PE and connected them to known mal-
ware indicators. For example, when LIME identifies linker version minor: 50.00
as an important feature, it indicates that the LLM should explain that this value
is unusual and that obfuscation could have occurred. The LLM may also suggest
further investigation, such as memory analysis or sandbox testing. At the manager
level, the explanations are short and focused on the possible impact on the system
without using any technical terms. It includes a summary of the threat, the risk
level (HIGH, MEDIUM, or LOW), and the recommended action, such as BLOCK,
INVESTIGATE, or ALLOW. At the user level, the explanations are simpler by
providing easy comparison and clear instructions. Users are clearly instructed not
to open the file and delete it immediately, which makes it easy to understand for

non-technical users.

6.3.2 LIME Versus SHAP as Input to the LLM

In the LLM-generated explanations pipeline, both LIME and SHAP results are given
as input to the LLM, and the LLM produces explanations of similar quality if the top
features and their value are clearly provided. However, there are slight differences
as both methods identified top features, SHAP, which is based on Shapley values
that provide a more stable global reference, and LIME focuses on local values that
could vary in a random perturbation process.

In this experiment, there is a practical difference noted between the two XAI
methods. SHAP generates a single explanation in about 0.23 seconds, while LIME
takes around 0.65 seconds because of its perturbation process, making SHAP roughly
three times faster per sample. However, SHAP global analysis took a long time over
more samples than LIME, which is usually applied to only a few selected samples.
Both of them have their own use case; for example, LIME is suitable for near-real-

time explanations when only local explanations are needed, and SHAP is suitable
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for offline analysis where global patterns across many files need to be studied.

6.3.3 deepseek-rl:1.5b Versus llama3.2:3b

These two LLMs show slightly different styles, which is important when deciding how
to deploy the system. The deepseek-r1:1.5b is a reasoning model, even though it is
relatively small. Because of this, it includes visible thinking steps in its output, such
as “Let me think about this”. This behavior is common in reasoning-based models,
especially when they are asked to follow strict output formats. The llama3.2:3b
model is a general-purpose instruction model. It follows structured templates more
consistently and produces much cleaner outputs, especially for the manager-level
and user-level explanations.

For analyst-level explanations, both models provide similar technical informa-
tion. However, for manager and user explanations, llama3.2:3b works better be-
cause the results are clearer and more structured. For a production deployment,
it is recommended to use llamad.2:3b as the primary model, with deepseek-r1:1.5b
as the optional model for step-by-step reasoning. Both models run locally without
external APIs, which helps to meet strict privacy and data protection requirements

in security environments.

6.4 Comparison of Results

Table 6.1 shows how this study compares with previous work on malware detection.
Overall, the proposed approach performs competitively, reaching an accuracy of
97.0% using XGBoost on a subset of the EMBER dataset.

Some earlier studies report slightly higher accuracy. For example, Anderson
and Roth (2018) achieved 99.3% accuracy with LightGBM on the full EMBER

dataset, but their approach does not include explainability features. Similarly, Raff
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et al. (2017) obtained 94% accuracy using a CNN-based model, but without any
interpretability support.

In contrast, this work not only focuses on classification performance but also adds
explainability through LIME, SHAP, and LLM-based explanations. So, even though
the accuracy is a bit lower than the best reported results, the main advantage of
this approach is that it provides both strong performance and clear interpretability,
which is important for real-world cybersecurity use.

Table 6.1: Comparison of this work’s classification results with selected related works
on PE malware detection.

Reference Dataset Best Model  Accuracy XAI / LLM
Anderson & Roth  EMBER Light GBM 99.3% None
(2018) [3]
Raff et al. (2017) Proprietary MalConv 94.0% None
33] (2M) (CNN)
This work EMBER (sub- XGBoost 97.0% LIME +
set) SHAP +
LLM

6.4.1 Alignment with Research Objectives

There were four primary research objectives stated in Chapter 1: (1) evaluating
the performance of ML and DL models for malware classification; (2) improving
interpretability using XAI techniques; (3) investigating how LLMs can change raw
XAI outputs into human-centered explanations; and (4) evaluating the benefits of
this combination for trust, usability, and decision making. The results from Chapters
5 and 6 clearly show that all four goals and their corresponding research questions
have been achieved successfully.

Objective 1 was achieved by training and evaluating multiple models, with XG-

Boost performing best at 97.0% accuracy and 0.997 ROC-AUC. Objective 2 and
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Research Question 1 (RQ1) were addressed using LIME and SHAP, which high-
lighted compilation_timestamp and byte entropy as the most important features.
Objective 3 and Research Question 2 (RQ2) were fulfilled by the three-level LLM ex-
planation pipeline, that provide clear and understandable explanation for analysts,
managers, and end-users. Finally, Objective 4 and Research Question 3 (RQ3) were
successfully addressed by evaluating the readability of the LLM outputs using FKGL
scores, which shows that the explanations are easy to understand and thus increase

trust and usability in real-world decision-making.

6.5 Discussion of findings and implications

One important finding from this research is that explainability for malware classifi-
cation is practically feasible. The whole system, from classification, XAI analysis, to
LLM explanation, runs locally using open-source tools, without needing cloud ser-
vices or API keys. These small models used in this experiment are available online
and run on a local machine with the help of Ollama without needing a GPU. Because
of this, the framework can also be used by small and medium-sized organizations.

Another important benefit of this framework is the three-level explanations. In
most of the security systems, alerts usually show only the rule ID or a confidence
score of the model. However, this framework improved the communication gap by
producing three different explanations for different stakeholders, which are tailored
to their requirements. Security analysts receive technical details, managers receive
short summaries with suggested actions, and end users see a simple warning message
with recommended action.

From the explainability perspective, it is evident that LIME and SHAP
produced meaningful and strong results. Both methods identified that
compilation_timestamp is an important and top feature. Because of this, it can be

concluded that the feature extraction process and XAI methods are reliable enough
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to support security analysis and deployment.

Finally, the use of an LLM layer raises another research concern: how should
the quality of generated explanations from LLMs be evaluated? In this study, the
evaluation was mainly qualitative, and better metrics are still needed for evaluation.
These metrics should check whether the generated explanations reflect the impor-
tant features correctly and do not hallucinate the information. Developing better
evaluation methods for LLM-generated explanations in cybersecurity remains an

important area of research.



7 Conclusion and Future Work

This thesis aims to address the gap in how Al is used in cybersecurity. The malware
detection system operates like a “black box”; it produces results but does not explain
why a file is flagged as malicious or benign. For that reason, a security analyst can-
not trust the system, and the result is useless to non-technical users. To address this,
a three-layer framework was proposed that combines a classification layer, an XAI
layer using LIME and SHAP, and an LLM layer to generate natural-language expla-
nations. The explanations are generated for three stakeholders: analysts, managers,

and end users.

7.1 Addressing the Research Questions

This section revisits the three research questions established at the beginning of the

study and provides answers based on the experimental findings.

RQ1: Which XAI technique provides the most interpretable and use-
ful explanations for malware classification? Both LIME and SHAP were
evaluated to determine which explanation method was more suitable for this prob-
lem. The results showed that SHAP provided a more stable and consistent un-
derstanding of the behavior of the model. For example, it repeatedly identified
compilation_timestamp as one of the most important features in different mod-

els. Although LIME was faster and useful for quick local explanations, SHAP’s
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stronger mathematical foundation made its feature importance scores more reliable
and trustworthy for analysts. As a result, SHAP was shown to be the most effective

approach to detailed technical analysis in this study.

RQ2: How can LLMs enhance the interpretability of XAI outputs, mak-
ing them useful for security analysts and understandable for managers?
One of the biggest issues with raw XAI outputs, such as SHAP values, is that they
are mostly just numbers and technical details, which can be difficult for many people
to understand. LLMs help by turning these outputs into clear and readable expla-
nations. For example, when explaining results to a security analyst, the LLM can
connect the values to possible malware behavior, such as explaining that an unusual
linker version may indicate that the file has been obfuscated. However, for man-
agers or non-technical users, the LLM avoids complex technical terms and instead
provides a simple summary of the risk along with a recommended action, such as
investigating or blocking the file. This makes the explanations much more practical

and easier to understand for users with different levels of technical knowledge.

RQ3: Does the integration of XAI and LLMs improve trust and usability
in AI-driven malware detection? The findings strongly suggest that it does.
One of the main challenges in using Al for malware detection is the “black box”
problem, where users do not know why the system flagged a file as malicious. By
combining XAl and LLMs, the system can explain its decisions in a clear and easy-
to-understand way. When users, whether security analysts or regular users, can
read a simple explanation of why a file was flagged, they are more likely to trust the
system’s decision. In addition, the structured explanations help users understand
the situation more quickly and decide what action to take next, which improves the

overall usability of the system.
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7.2 Contribution of Research

Several contributions were made to the fields of cybersecurity and explainable Al

through this research.

A complete three-layer framework A complete explainability pipeline was de-
veloped and implemented for Windows PE malware classification. For this research,
the EMBER 2018 dataset was used, with data available in JSONL format per file.
The framework takes this file as input and goes through from classification to nat-
ural language explanation generation. These explanations are for three audience
levels that include the technical analyst, security manager, and general user. The

complete system runs locally without the requirement of the internet or an API call.

Evaluation of six classification models Six models were used in this experi-
ment that trained on 618 static features extracted from the EMBER dataset. These
models were Logistic Regression, Random Forests, XGBoost, MLP, 1D-CNN, and
an Autoencoder. From these models, XGBoost was found to be the best model with
an accuracy of 97% and an ROC-AUC of 0.997. The Autoencoder does not perform
well as it was trained only on benign samples. These results are useful as a reference

for researchers to choose between model types for static PE malware analysis.

Cross-method agreement on feature importance Two explainability
models, LIME and SHAP, were used in this experiment, and found that
compilation_timestamp is the most important feature across all models and both
XAI methods. The agreement between these two XAI methods gives confidence
that this feature is extremely important in distinguishing. Another important fea-
ture found is byte entropy in high-value bins, which shows a sign of packed or

encrypted malware.
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Local LLM for security explainability In this experiment, small and locally
hosted language models were used, which are llamad3.2:3b and deepseek-r1:1.5b, that
produce audience-appropriate explanations. Since both of these models are not that
big and run successfully on CPU machines, without the requirement of a GPU.
It means that the commercial LLM API is not required and the system can be

implemented in privacy-sensitive environments at very low cost.

A modular and generalizable design The framework was designed so that
each layer can be updated or replaced independently. As discussed in Chapter 4,
the feature extraction component can be replaced to support Android APK malware
or IoT firmware malware, without minor changes to the XAI or LLM layers. This

makes the framework broadly applicable beyond just Windows PE files.

7.3 Practical Implications for Cybersecurity

Several practical implications are drawn from this research for organizations that

use automated malware detection.

Bridging the communication gap in SOCs One of the major problems in
security operations centers (SOCs) is that automated alerts are often impossible
to understand for non-technical users. Analysts frequently receive alerts with little
context, which leads to alert fatigue. The three-level explanation system in this
framework solves this problem as it produces explanations for each type of user,

without requiring a technical person to interpret the alerts.

Supporting analyst trust and decision-making Explainability is not only
about communication, but also about trust, which helps decision-making. When
the file is flagged as malicious, a security analyst needs to know the reason, and

for this purpose, LIME and SHAP provide detailed feature-level explanations. For
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example, if the top features are highlighted by explainability methods that match
known malware patterns, then the analyst can trust the alert and make decisions.
If the features seem unusual, the analyst must further investigate before taking any

action.

Privacy and low-cost deployment Because the whole system runs locally, sen-
sitive file data is never sent to external service providers. This is particularly im-
portant for organizations that operate under GDPR or other strict data protection
laws. There is also no licensing cost involved because only open-source tools are

used, which makes the system affordable and easy to scale.

7.4 Limitations of the Study

Several limitations have been identified in the study:

Small dataset and time limitation This experiment was performed on a bal-
anced subset of 2,000 samples from the EMBER 2018 dataset. The reason for
choosing a small subset is that the experiment can be performed on a local system
and within time limits. However, it is a small subset of the dataset, but the results
for a balanced dataset look better. In real deployment, where benign files outnum-
bered malicious files, the result could be different. Also, the EMBER 2018 dataset
is several years old, which may not represent well for new evasion techniques. For

that purpose, models need to train on newer versions of the dataset.

Static analysis only Another limitation of this study is that the framework is
completely working on static malware analysis, where static features are extracted.
However, static analysis is fast and safe, but it could be bypassed by packing, encryp-
tion, and polymorphic code. In modern malware, there is some form of obfuscation

that can reduce the effectiveness of this static analysis.
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Qualitative LLM evaluation The quality of explanations generated by the LLM
was evaluated by the researcher. In this investigation, no formal study or quantita-
tive evaluation metric was used. However, the explanations appear clear and well
aligned with the model outputs, but there could be a possibility of inaccuracies
that a formal user evaluation could identify. In addition, hallucination is one of the

common limitations of large language models that also needs to be addressed.

No fine-tuning and runtime limitations Both LLMs were used with zero-
shot learning, without fine-tuning with domain-specific knowledge. These general-
purpose LLMs with a small number of parameters might not contain a deep under-
standing of the cybersecurity domain. Because of this, some explanations might not
provide highly specialized explanations at the analyst level. In addition, the average
generation time for explanation was about 55 seconds per request on a CPU-only
machine, which could be reduced greatly with GPU-enabled hardware. The cur-
rent sequential pipeline would require further optimization to support large-scale or
high-volume production environments.

Table 7.1 summarizes each limitation alongside its corresponding future research
direction.

Table 7.1: Summary of study limitations and corresponding future research direc-

tions
Limitation Proposed Future Direction

Small, time-bounded dataset Train on the full EMBER dataset, and
(EMBER 2018, 2,000 samples) also train on the latest EMBER dataset,
which is EMBER-2024
Static analysis only; vulnera- Add dynamic features from a sandboxed
ble to packing and obfuscation environment (e.g., Cuckoo Sandbox)
LLM evaluation was qualita- Conduct a formal user study and develop
tive only; no user study automated explanation quality metrics
No domain-specific LLM fine- Fine-tune on cybersecurity text or apply
tuning Retrieval-Augmented Generation (RAG)
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7.5 Future Research and Directions

Based on the limitations identified, several directions are proposed for future work.

Larger and more diverse datasets The most immediate future extension of
this research is to train the system on the full EMBER-2018 dataset and evaluate
it on new samples from different sources. In addition, the system also implements
the newer version of the EMBER dataset, which is 2024. Cross-dataset evaluation
also provides a more realistic understanding of how well the system generalizes to

new data.

Hybrid static and dynamic analysis Another future extension of this research
is to implement a hybrid approach. Dynamic analysis features collected from a
sandbox environment could be added to expand the current feature set. The only
changes that need to be made are in the feature extraction layer, while other layers
could remain the same or need minor changes. However, there is an interesting
question of whether features like compilation_timestamp still play a major role,

or dynamic features become more important.

LLM fine-tuning and RAG Fine-tuning the large language models on a
large collection of cybersecurity corpus such as threat intelligence reports, MITR
ATT&CK descriptions, and CISA advisories, could improve the accuracy of
technical-level explanations. Another approach that could be used is the RAG
(Retrieval-Augmented Generation), which can avoid the full retraining of the model.
With RAG, relevant documentation is retrieved at inference time and provided to
the LLM as additional context. This allows the system to stay updated with the

current threat intelligence without requiring retraining of the model.
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Formal user study and automated metrics Another improvement would be
to conduct a structured user study involving all three stakeholder groups (analysts,
managers, and general users) to provide evidence that these explanations improve
understanding, accelerate decision-making, and build trust compared with tradi-
tional alerts. In addition, there is a need to develop automated metrics to assess
the quality of the generated explanations. General NLP metrics such as BLEU or

ROUGE are not suitable here because there is no single correct explanation.

Extension to Android and IoT malware As discussed in Chapter 4, the frame-
work could be extended to support malware in other platforms, such as Android and
IoT. However, these extensions still need to be implemented and tested to ensure
that the framework generalizes well compared to other platforms. For this purpose,
datasets such as MaMaDroid and DREBIN can be used for Android malware anal-
ysis, and for IoT malware analysis, the large-scale feature extraction approach can

be used that is proposed by Costin et al. [25].
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Appendix A Feature Knowledge

Base Mapping

The following table shows the subset Feature Knowledge Base that maps technical

features to human-readable knowledge.

Table A.1: Subset Feature Knowledge Base mapping technical features to human-
readable knowledge

Technical Feature Human- Knowledge Base (Malicious
Readable Indicator)
Name

file_size_bytes File Size Extremely large or very small files can

be suspicious

section_entropy_mean Section Entropy High entropy (>6.5) suggests

(Avg) encryption, packing, or obfuscation
has_digital_signature Digital Missing signature (0) is a major red
Signature flag
Present
num_imported_dlls Number of Very few (<3) or excessive (>50)
Imported DLLs  imports are suspicious
imports_ws2_32 Imports Network communication capability -
WS2 32.dl common in malware
imports_advapi3?2 Imports Often used for registry manipulation

ADVAPI32.dll or privilege escalation

timestamp Compilation Future dates or very old dates can be
Timestamp spoofed




Appendix B Complete LLM Prompt

Templates

This appendix provides the exact, complete prompt templates used in Python scripts
to generate the three levels of explanations. These templates demonstrate how

context from the XAl layer was injected into the LLM.

Analyst-Level Prompt Template (Technical)

You are an expert cybersecurity analyst.

A machine learning model has classified a Windows PE file.

**Classification Result:*x*

- File Label: {label}

- Model: {model_name}

- Prediction Confidence: {confidence:.1%}

- XAI Method: {xai_method}

**xTop Influential Features:*x*

{feature_list}

**Task: *x*
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Provide a technical analysis explaining WHY this

file was classified as {labell}.

Focus on:

1. The most significant technical indicators

2. Specific suspicious or benign behaviors identified

3. How these features relate to known malware/benign patterns

4. Recommended next steps for investigation

Keep your response concise (3-4 sentences) and technical.

Manager-Level Prompt Template (Executive Sum-
mary)

You are briefing a security operations manager about

a malware detection result.

xxDetection Summary: *x
- File Classification: {label}
- Confidence Level: {confidence:.1%}

- Analysis Model: {model_name}

*x¥Key Risk Indicators:*x

{simplified_features}

**Tasgk: **

Provide an executive summary suitable for a
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manager (non-technical).

Include:
1. High-level summary of the threat/safety assessment (1-2 sentences)
2. Risk level: HIGH, MEDIUM, or LOW

3. Recommended action: BLOCK, INVESTIGATE, or ALLOW

Use business-friendly language, not deep technical jargon.

User-Level Prompt Template (Non-Technical)

You are explaining a security alert to a non-technical computer user.
**File Status:** This file has been flagged as {label}

**xWhy this happened:*x*

{user_friendly_summary}

**Task: *x
Explain in simple, non-technical language:
1. What this means for the user (1-2 sentences)

2. What the user should do RIGHT NOW

Use everyday language. Avoid technical terms
like "entropy", "DLL", or "malware signatures".

Keep it very simple and actionable.



Appendix C Source Code Repository

To ensure complete reproducibility and transparency of the research methodology,
the entire codebase developed for this thesis has been made publicly available. The
repository contains all Python scripts, Jupyter Notebooks, model training configu-
rations, XAl extraction code, and LLM explanation generation pipelines utilized in
this study.

The complete human-centered explainability framework and associated docu-

mentation can be accessed on GitHub at the following URL:

https://github.com/gak92/LLM-XAI-Malware-Framework
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