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Code review is a fundamental practice in software engineering for ensuring code qual-
ity, maintainability, and security, yet it remains largely manual, time-consuming,
and dependent on individual expertise. As software systems increase in size and
complexity, traditional review processes and rule-based static analysis tools struggle
to maintain consistency and accuracy, often failing to detect deeper design flaws,
contextual defects, and complex security vulnerabilities. Advances in artificial intel-
ligence (AI) and machine learning (ML), particularly in natural language processing
and deep learning, have introduced new opportunities to enhance code review au-
tomation by enabling models to learn from large codebases and historical review
data to identify code smells, defects, and security issues beyond the capabilities of
traditional approaches. Despite growing interest in these Al-assisted techniques,
their effectiveness, reliability, and practical integration into real-world development
workflows remain insufficiently explored.

This thesis investigates Al-assisted code review tools through a two-part approach.
First, a literature review of 26 empirical studies is conducted to identify current re-
search trends, evaluated techniques, and common limitations in Al-based code smell
and vulnerability detection. Second, an experimental study is performed using se-
lected Large Language Models (Codex 5.5, GPT-5.5, and Claude Sonnet 4.6) and
a static analysis tool (SonarQube) to compare their performance on code smell and
security vulnerability detection tasks. To the best of our knowledge, this is the first
study to evaluate Codex 5.5 for code smell detection, and one of the first to jointly
investigate both code smell and security vulnerability detection within a unified ex-
perimental framework. The results indicate that LLM-based approaches outperform
the static analysis tool in terms of accuracy, recall, and F1-score across both code
smell and vulnerability detection tasks. However, the study also identifies limita-
tions such as prompt dependency, context window constraints, and non-deterministic
model behavior, which may affect reproducibility and consistency of results.

Keywords: Code smells, Al-assisted code review, software quality assurance, soft-
ware defects, security vulnerabilities, large language models, static analysis
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1 Introduction

Software quality assurance is a critical aspect of modern software engineering, di-
rectly influencing system reliability, maintainability, and security. Among quality
assurance practices, code review plays a central role by enabling early detection of
defects, enforcing coding standards, and facilitating knowledge sharing among devel-
opers. Traditionally, code review has been conducted manually through peer review
processes, where developers inspect source code to identify defects, code smells, and
potential security vulnerabilities. While effective, manual code review is inherently
time-consuming, subjective, and heavily dependent on the experience and availabil-
ity of reviewers [1], [2], [3]. As software systems continue to grow in size, complexity,
and development velocity, maintaining consistent and thorough manual reviews has
become increasingly challenging [1], [2].

To address scalability concerns, static analysis tools have been widely adopted
to automate parts of the code review process. These tools rely on predefined rules,
heuristics, and code metrics to detect syntactic errors, violations of coding stan-
dards, and known vulnerability patterns [4]. However, traditional static analysis
approaches are limited in their ability to capture deeper design flaws, contextual de-
fects, and semantic relationships within code. As a result, they often fail to detect
complex code smells or subtle security issues, reducing developer trust and limiting
their practical effectiveness [5].

Advances in artificial intelligence (AI) and machine learning (ML) have intro-
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duced new opportunities to enhance automated code analysis and review. Unlike
rule-based systems, machine learning models can learn patterns from historical code
repositories, labeled datasets, and past review outcomes [6]. This enables Al-assisted
code review tools to identify code smells, defects, and vulnerabilities that may not
be explicitly encoded as rules. Techniques from natural language processing (NLP)
and deep learning further allow models to treat source code as structured or semi-
structured language, capturing syntactic, semantic, and contextual information [7].

Code smell detection using machine learning has emerged as a particularly active
research area within Al-assisted software engineering. Several studies have demon-
strated that supervised machine learning techniques can effectively identify multi-
ple types of code smells when trained on software metrics and structural features.
For example, Mahalakshmi et al. reported high detection accuracy across multi-
ple machine learning models, indicating that ML-based approaches can significantly
outperform traditional rule-based detectors under controlled conditions [8].

Furthermore, machine learning can enhance static analysis tools by automatically
detecting vulnerabilities in web applications, as demonstrated by the DEKANT tool
finding 16 zero-day vulnerabilities in open-source PHP applications and WordPress
plugins [9]. Some modern static analysis tools incorporate Al or ML components,
making them hybrid systems rather than purely rule-based tools such as SonarQube!
(advanced editions) and DeepCode (Synk Code)?.

Despite these promising results, existing research also highlights important lim-
itations. Di Nucci et al. showed that machine learning models trained on datasets
containing multiple code smell types often suffer from reduced performance com-
pared to models trained on single-smell datasets, suggesting challenges related to
feature generalization and class imbalance [10]|. Furthermore, the literature indicates

that traditional machine learning models based on handcrafted structural metrics,

Thttps: //www.sonarsource.com /products/sonarqube/

Zhttps://www.snyk.io/
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such as size, complexity, coupling, and cohesion, frequently achieve strong and sta-
ble performance across datasets. While deep learning techniques offer potential
advantages in capturing semantic information, their effectiveness remains highly de-
pendent on dataset size, labeling quality, and model interpretability. As a result, no
single Al-based approach has yet emerged as a definitive replacement for traditional
code review practices.

Another significant challenge in evaluating Al-assisted code review tools is the
lack of standardized datasets and evaluation methodologies. Studies often rely on
heterogeneous datasets, different labeling strategies, and varying performance met-
rics, making direct comparison difficult. Reported results vary widely, and incon-
sistencies in experimental design limit the generalizability of findings. Moreover,
practical concerns such as explainability, developer trust, and integration into ex-
isting development workflows remain underexplored, despite their importance for
real-world adoption.

In addition to the challenges identified in the literature, there remains few studies
on the effectiveness of the latest generation of large language models for software
quality assessment. While previous studies have evaluated models such as GPT-3.5,
GPT-4, Claude 3, and various machine learning approaches for either code smell
detection or vulnerability detection, no studies have examined both tasks within a
unified evaluation framework. To the best of our knowledge, this is the first study
to evaluate Codex 5.5 for code smell detection and one of the first studies to jointly
investigate both code smell and security vulnerability detection using LLMs and a
traditional static analysis tool. By combining a systematic literature review with
an exploratory experimental evaluation, this thesis provides updated evidence on
the capabilities and limitations of Al-assisted code review tools and compares their
effectiveness with traditional static analysis tools. This thesis addresses the following

research questions:
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RQ1: How do Al-assisted code review tools perform compared to traditional
static analysis in terms of defect detection accuracy and efficiency?

RQ2: What types of software quality issues, such as code smells and security
vulnerabilities, are most commonly detected by Al-assisted code review tools com-
pared to traditional approaches?

RQ3: What challenges and limitations are reported in existing studies regarding
the reliability, interpretability, and practical adoption of Al-assisted code review
tools?

The remainder of this thesis is organized as follows. Section 2 presents the back-
ground concepts relevant to this study. Section 3 reviews the code review process,
discussing the evolution of Al in code analysis, existing Al-assisted code review
tools, and identifying research gaps in the literature. Section 4 describes the re-
search methodology, including the research approach, study selection process, and
data extraction framework. Section 5 presents a comparative analysis of existing
studies on Al-assisted code review tools, focusing on their performance, commonly
detected issues, limitations, and impact on developer productivity. Section 6 de-
scribes the experimental design, dataset selection, evaluation metrics, and the re-
sults of the code smell and vulnerability detection experiments. Section 7 discusses
the findings, compares the experimental results with previous literature, and out-
lines the limitations and threats to validity of the study. Finally, Section 8 concludes
the thesis by summarizing the key findings, answering the research questions, and
presenting directions for future work.

Artificial Intelligence tools were used in this thesis to support specific academic
tasks. ChatGPT was used to improve the clarity and readability of the text, reduce
redundancy, and assist in formatting tables for the thesis. All Al-assisted outputs
were carefully reviewed, revised, and validated by the author before inclusion in

the final document. In addition, Gemini was used as a supportive tool for locating
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and extracting relevant information from selected literature sources in Section 5.
The extracted information was cross-checked against the original publications to
ensure accuracy before being incorporated into the thesis. Large Language Models
were also utilized as part of the experimental study to evaluate their performance in
code smell and vulnerability detection. The design, execution, and analysis of the

experiments were fully conducted and validated by the author.



2 Background

2.1 Code Smells

Code smells are surface indicators of deeper design problems in source code; while
not necessarily bugs, they reflect structural weaknesses that affect maintainability,
readability, and extensibility [11]| [12]. Although code smells do not directly cause
software failures, they increase technical debt and make software systems more diffi-
cult to understand, modify, test, and evolve over time [11], [13]. The previous study
highlights that the presence of code smells is associated with higher maintenance
effort, increased fault proneness, and reduced developer productivity, highlighting
the importance of their early detection and refactoring [13].

Code smells are generally categorized into two main levels based on their scope of
occurrence within the software system: class-level and method-level smells. Class-
level smells refer to design issues that affect the overall structure of a class, such as
Blob (God Class) and Data Class, where responsibilities are improperly distributed
across classes. In contrast, method-level smells occur within individual methods
and typically reflect poor implementation or excessive complexity, such as Feature
Envy and Long Method. As noted by developers in the previous study, excessive
complexity and size mean they have to spend "more time for understanding than
for coding" just to remember what a method was about after reading it [13]. The

distinction between code smell types is important, as different smells require different
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detection strategies and reflect different levels of design degradation. The definitions

of the code smells discussed in this study are presented in Table 2.1.

Code Smells | Definitions

Data Class A class that contains only fields and simple accessor
methods such as getters and setters, with little or no
behaviour of its own [11], [14].

God Class A class that centralises excessive responsibilities, leading
to high complexity and low cohesion [14], [15], [16]. This
smell is also referred to as Blob.

Feature Envy | A method that relies more on the attributes of another
class than on its own, indicating misplaced responsibil-
ities [11], [14].

Long Method | A method that contains too many operations, reducing
readability, maintainability, and clarity [11], [14], [15],
[16].

Table 2.1: Code Smells Definitions

2.2 Security Vulnerabilities

Security vulnerabilities are weaknesses or flaws in software design, implementation,
or configuration that can be exploited by attackers to compromise the confiden-

1. Unlike code smells, which primarily

tiality, integrity, or availability of a system
affect maintainability, security vulnerabilities can lead to unauthorized access, data
breaches, privilege escalation, denial-of-service attacks, and other security incidents.

To systematically study and evaluate security vulnerabilities, researchers rely
on the Common Weakness Enumeration (CWE); a community-developed taxonomy
that categorizes software security flaws into distinct, measurable profiles. When
evaluating object-oriented applications, such as systems written in C, java, python,
vulnerabilities are analyzed across prominent operational categories. Key CWE

categories commonly evaluated using standardized frameworks like the NIST Juliet

Test Suite include:

Thttps://csre.nist.gov/glossary /term /vulnerability
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e Injection Flaws (e.g., CWE-89: SQL Injection, CWE-78: OS Command Injec-
tion): These occur when untrusted user input is passed directly to an inter-
preter (such as a database engine or system shell) without proper validation
or escaping®. The interpreter executes the unintended malicious data as part

of a command, resulting in data exfiltration or arbitrary code execution.

e Cross-Site Scripting (CWE-79: XSS): Prevalent in web applications and ser-
vices, XSS flaws manifest when an application includes untrusted data in a web
page without proper validation or encoding. This allows attackers to execute

malicious scripts within a victim’s browser session?.

e Improper Resource Management (e.g., CWE-400: Uncontrolled Resource Con-
sumption, CWE-764: Multiple Locks): These flaws occur when a system fails
to properly allocate, track, or release critical resources (such as memory, file
handles, or thread locks)?* 5. This can easily lead to a Denial of Service (DoS)

state or deadlocks within multithreaded applications.

e Broken Authentication and Cryptographic Flaws (e.g., CWE-327: Use of a
Broken or Risky Cryptographic Algorithm, CWE-259: Use of Hard-coded
Password): These weaknesses involve the structural mishandling of sensitive
data protection, such as relying on weak hashing algorithms or baking creden-

tials directly into the source code architecture®.

Code smells and security vulnerabilities can be detected using traditional static
analysis, dynamic analysis and machine learning techniques. Large Language Models

(LLMs) further extend these capabilities by incorporating semantic and contextual

2https://owasp.org/Top10/2025/A05 2025Injection/
3https://cwe.mitre.org/data/definitions/79.html
4https://cwe.mitre.org/data/definitions/764.html
Shttps://cwe.mitre.org/data/definitions /400.html
Shttps://owasp.org/Top10/2025/A04 2025Cryptographic Failures/



2.4 MACHINE LEARNING (ML) 9

understanding of source code, enabling the detection of vulnerabilities that may not

be captured by rule-based approaches alone [17].

2.3 Artificial Intelligence (AI)

Techniques that enable computers to mimic human decision-making [18]. It refers to
the capability of computational systems to perform tasks that would typically require
human intelligence, including reasoning, learning, problem-solving, perception, and
language understanding. Artificial intelligence systems achieve this by utilising data-
driven approaches and computational models that allow them to identify patterns,
make predictions, and improve performance over time without explicit rule-based
programming for every possible scenario [19].

At its core, Al can be divided into two broad categories: narrow Al which refers
to systems designed to perform specific tasks such as image recognition, speech
processing, or code analysis, and general AI, which refers to hypothetical systems
capable of performing any intellectual task that a human can [20]. Contemporary
ATl systems used in software engineering, including those evaluated in this study, fall
within the category of narrow Al, as they are designed and optimised for specific

tasks such as code review, vulnerability detection, and code smell identification.

2.4 Machine Learning (ML)

Machine learning (ML) is a subfield of artificial intelligence (AI) that enables com-
putational systems to learn patterns and make decisions from data without being
explicitly programmed for each specific task [18]. Instead of relying on rigid, hard-
coded rule sets engineered by human experts, ML frameworks utilize mathematical,
optimization, and statistical techniques to analyze input data and iteratively mini-

mize a loss function to improve predictive performance over time [21].
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Machine learning approaches are broadly categorised into three learning paradigms
based on the nature of the training signal available [22|. Supervised learning involves
training a model on labelled data, where each input is paired with a corresponding
output label, enabling the model to learn a mapping function that generalises to
unseen examples. Common supervised learning algorithms include decision trees,
random forests, support vector machines, and neural networks. Unsupervised learn-
ing involves training on unlabelled data, where the model identifies inherent struc-
ture, patterns, or clusters without explicit guidance [22|. Reinforcement learning
involves an agent that learns by interacting with an environment, receiving rewards
or penalties based on its actions, and optimising its behaviour to maximise cumula-

tive reward over time [22].

2.5 Deep Learning (DL)

Within supervised learning of ML, deep learning has emerged as a particularly pow-
erful paradigmAs software systems grow in scale and architectural complexity, tra-
ditional ML models are often limited by the need for manual feature engineering.
To mitigate this constraint, Deep Learning utilizes multi-layered artificial neural
networks to autonomously extract high-level hierarchical representations from raw
code structures [18], [19]. Deep learning models have demonstrated remarkable per-
formance across a wide range of tasks including image recognition, natural language
processing, and code analysis.

In modern code analysis frameworks, DL architectures including Convolutional
Neural Networks (CNNs), Recurrent Neural Networks (RNNs), and Transformer-
based models (e.g., CodeBERT) do not merely look at simple software metrics.
Instead, they process source code by converting Abstract Syntax Trees (ASTS) or
Control Flow Graphs (CFGs) into dense vector embeddings [23]. This allows the nar-

row Al pipeline to capture semantic, syntactic, and structural dependencies across
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code blocks, significantly improving the overall accuracy and viability of automated

bug, code smell, and vulnerability detection engines.

2.6 Large Language Models (LLMs)

In recent years, the paradigm of contemporary Al-assisted software analytics has
been advanced by the introduction of Large Language Models (LLMs). LLMs are
deeply layered neural networks typically containing billions of parameters trained on
massive corpora of natural language text and source code repositories [24]. While
early Machine Learning models required manual feature engineering and early Deep
Learning models relied on specialized graph structures, LLMs handle code text se-
quentially, treating software source code as a highly structured language governed
by rigid contextual grammars [25].

The capability of LLMs to analyze complex software systems stems from the
Transformer architecture [26]. Unlike historical Recurrent Neural Networks (RNNs)
that process source code tokens strictly in chronological order, Transformers uti-
lize self-attention mechanisms. This mathematical framework allows the model to
calculate the contextual relationship between code elements regardless of their dis-
tance from one another within a file. In code smell or vulnerability detection,
this capability is vital. For instance, a method invoking a sensitive variable or
an un-encapsulated class reference dozens of lines away creates an intricate data-
dependency line. The attention layers within an LLM dynamically weigh these

distant connections, creating a comprehensive semantic map of the code block.
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2.7 Performance Metrics

2.7.1 Accuracy

Accuracy is the proportion of total predictions (both positive and negative) that
were correct. It is the most intuitive metric but can be misleading in "imbalanced"

datasets where one class significantly outnumbers the other [27].

TP+TN

2.1
TP+TN+ FP+ FN (21)

Accuracy =

TP: True Positives, TN: True Negatives, FP: False Positives, FN: False Negatives

2.7.2 Precision

Precision measures the "exactness" of a classifier. It answers the question: Of all
instances predicted as positive, how many were actually positive? High precision
indicates a low false-positive rate [27].

TP

Precision = 7—'P—{——F1P (22)

2.7.3 Recall

Recall measures the "completeness" of a classifier. It answers the question: Of all
actual positive instances, how many did the model correctly identify? High recall
indicates a low false-negative rate [27].

TP

RGCCLH = m—m (23)
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2.7.4 F1-Score

The F1l-score is the harmonic mean of precision and recall, providing a balanced

measure when there is an uneven class distribution [27].

Fl— 9 Precision X Recall (2.4)

Precision + Recall




3 Code Review

3.1 Purpose and Importance

Code review is a software quality assurance practice involving the assessment of code
written by teammates to increase code quality [28]|. It is one of the most widely
practised quality assurance techniques in software development, applied across both
industrial and open-source projects to detect bugs before they propagate into pro-
duction systems [3], [29]. By enabling the early detection of coding issues, code
review improves software reliability, supports maintainability, and reduces the cost
of fixing defects in later stages of the software development lifecycle.

Code review can be conducted using various approaches, including pair pro-
gramming, informal peer reviews, and formal inspections [3|, each offering different
levels of rigor and effectiveness depending on project context. When properly im-
plemented, this accelerates and streamlines the software development process more
effectively than many other quality assurance practices [3|. In this contemporary
world, Modern Code Review (MCR), which is commonly integrated into collabo-
rative version control platforms such as GitHub and GitLab, is widely recognized
by software practitioners as an essential practice directly associated with improved
product quality [30]. Beyond defect detection, code review plays an important role
in knowledge sharing, team collaboration, and skill development [29]. The over-

all effectiveness of the code review process, however, is highly dependent on the
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availability of appropriate tools, well-defined processes, and contextual factors that
support both reviewers and code authors throughout the different stages of review

31].

3.2 Traditional vs. Automated Code Review

Automated code review has gained increasing attention as a means to address the
scalability and efficiency limitations of traditional manual code review. Unlike man-
ual reviews, which rely heavily on reviewer expertise and available time, automated
tools can analyze large codebases continuously and consistently. Empirical studies
indicate that such tools can provide tangible benefits when integrated into devel-
opment workflows. For example, Kim et al. reported that approximately 60%
of the issues identified by their automated Code Review Bot were resolved before
product release, and more than 70% of participating developers expressed positive
perceptions regarding its usefulness [32]. Similarly, Gunawan et al. observed that
automated analysis tools contributed to reductions in defect density ranging from
15 to 30% and increased pull request throughput by up to 40%, with tools like Copi-
lot Autofix! dramatically reducing vulnerability remediation times from 180 to 22
minutes for XSS issues [33].

Despite these advantages, existing evidence also highlights important limitations
that prevent automated code review from fully replacing traditional human-led re-
views. Kathiresan et al. emphasize that while Large Language Models (LLMs)
introduce powerful semantic reasoning capabilities, their predictions are not consis-
tently reliable and may suffer from false positives, hallucinated explanations, and
high computational costs [34]. Furthermore, Tufano et al. found that ChatGPT gen-

erated code reviews are largely accepted by developers (with 89% of issues adopted),

Thttps://github.blog/news-insights /product-news/secure-code-more-than-three-times-faster-
with-copilot-autofix/
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they tend to narrow reviewer focus toward highlighted code regions, surface more
trivial rather than severe issues, and fail to improve review efficiency or confidence
due to the need for manual verification, thereby limiting their overall effectiveness
as automated co-reviewers [35].

Overall, the literature suggests an emerging consensus that automated code re-
view tools function best as a complementary mechanism rather than a standalone
solution. While automation improves coverage and early defect detection, human
reviewers remain essential for understanding contextual design decisions, validating
complex logic, and making informed architectural judgments. Based on the reviewed
literature, it seems that hybrid human—Al code review approaches are currently re-

garded as the most effective and practical strategy in modern software development.

3.3 Evolution of AI in Code Analysis

The analysis of source code has traditionally relied on static analysis techniques
based on predefined rules and heuristics [36]. These rules are manually defined con-
ditions that describe what constitutes a defect or code smell, while heuristics capture
experience-based guidelines for identifying potentially problematic code structures.
Garg et al. highlight that static analysis rules are traditionally created manually by
domain experts [4]. Although these tools played an important role in automating
repetitive and error-prone tasks in software development, their reliance on fixed rules
limited their ability to capture complex design flaws, contextual issues, and deeper
semantic relationships within code, often resulting in high false-positive rates [17].
To overcome the limitations of rule-based static analysis, researchers started us-
ing machine learning (ML) techniques for code analysis. Instead of relying on fixed
rules, these approaches learn from existing code examples. Important character-
istics (called features) are first extracted from the source code, such as code size,

complexity, how classes depend on each other (coupling), and how well related the
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methods inside a class are (cohesion) [10].

Traditional machine learning algorithms, such as decision trees, support vec-
tor machines, and random forests, are then trained using these features to decide
whether a piece of code contains a code smell or not, as illustrated in Figure 3.2. Di
Nucci et al. demonstrated that ML-based models could outperform traditional static
analysis tools in detecting certain types of code smells (God Class, Feature Envy,
Long Method, and Data Class), although their performance was highly dependent
on feature quality and dataset balance [10].

Over the past decade especially, ML methods like classification models, neural
networks, and embedding techniques have been increasingly used for source code
analysis tasks previously handled only by rule-based methods. Research surveys
report a consistent increase in the use of machine learning techniques for source
code analysis since the early 2010s, indicating a growing shift toward data-driven

approaches in software engineering tasks [37].

Artificial Intelligence

Machine Learning

Deep Learning

Figure 3.1: AI Evolution.

Figure 3.1 highlights that DL is a specialized branch of ML, which itself is a
subfield of AI. The emergence of Al systems trained on large codebases accelerated
evolution. By the mid-2020s, ML techniques have begun transforming code re-

view practices. Instead of only flagging syntax or style errors, modern Al tools use
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deep learning and natural language processing to understand context, detect more
complex bugs, and suggest fixes. These tools can handle multiple programming
languages and provide context-aware feedback, a significant departure from earlier
static analysis, which lacked deep semantic understanding of code. Models such as
OpenAT’s Codex? use deep learning to translate natural language into code, pro-
vide intelligent completions, and assist developers interactively within IDEs. These
tools represent a shift where code analysis and generation are informed by pattern

learning from massive code repositories, not only by explicit rules.

Machine Learning

Feature Engineering Traditional ML Model Predicted Issues Stable but less
informaive

(Line count, complexity, (Random Forest, SVM, (Code smells,
code metrics, smells) Decision Trees) defects)

Source Code

Informative but

Deep Learning Model
g hallucinate

( Transformer, LLM)

(Code smells,
security vulnerabilities,
review comments)

(Tokens, embeddings)

Deep Learning

Figure 3.2: Comparison of traditional ML and deep learning approaches.

Figure 3.2 presents two approaches to applying Al in source code analysis. The
traditional approach is generally stable and interpretable, but it is limited by prede-
fined features. In contrast, deep learning models automatically learn representations
from raw source code using embeddings and Transformer-based architectures. These
models provide more context-aware and informative outputs, including vulnerabil-
ity detection and review suggestions, but may produce hallucinated or inaccurate
results.

In parallel, ML techniques have also been applied to security-focused code anal-

2https://openai.com/codex/
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ysis. Zaharia et al. demonstrated that machine learning-based pattern recognition
techniques can assist developers in identifying security-related issues in code as illus-
trated in 3.2, highlighting the potential of Al-driven approaches in improving secure
software development practices [38].

Overall, the evolution of AI in code analysis reflects a transition from rule-
based and metric-driven methods to data-driven, learning-based, and context-aware
approaches. While Al techniques have shown promising results in detecting code
smells, defects, and security vulnerabilities, existing research also highlights ongoing
challenges related to accuracy, explainability, and practical adoption, motivating

further investigation into Al-assisted code review systems.

3.4 Large Language Models (LLMs) for Code Re-
view

Large Language Models (LLMs) demonstrate growing potential for supporting au-
tomated code review by assisting in issue detection, code improvement suggestions,
and overall software quality enhancement. Their ability to reason over source code as
structured text enables them to identify code smells, potential bugs, and readability
or maintainability concerns. However, existing evidence also highlights important
limitations that restrict their standalone applicability in professional development
settings.

Recent empirical studies indicate that LLMs achieve moderate performance levels
in automated code review tasks. For example, LLM-based systems correctly clas-
sify code correctness in approximately 63-68% of evaluated cases, while successful
automated code corrections range between 54-68%, depending on task complexity
and prompt design [39]. Other studies suggest that LLMs perform particularly well

in identifying code smells, stylistic issues, and optimization opportunities, where
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Table 3.1: Comparison of Detection Approaches Based on Existing Studies

Approach | Description Advantages Limitations
Manual Human inspection of | High contextual and | Time-consuming
Code Re- | source code by devel- | architectural under- | and costly.
view opers or peers. standing. Poor scalability for
Examples: Peer re- | Detects subtle de- | large codebases.
view, Gerrit, GitHub | sign and semantic is-
Pull Requests sues.
Static Automated tools | Fast and scalable. High false positives.
Analysis based on predefined | Consistent results. Limited to prede-
Tools rules and heuristics. fined rules.
Examples: Sonar-
Qube, PMD, Cod-
eQL, SpotBugs
Traditional | Supervised models | Higher accuracy | Sensitive to dataset
Machine using  handcrafted | than rule-based | quality.
Learning metrics. tools. Limited  semantic
Ezxamples: Random | Good performance | understanding.
Forest, SVM, Deci- | with limited data.
sion Trees More interpretable
models
Deep Neural models | Captures semantic | Data and compute
Learning / | treating code as | and contextual pat- | intensive.
LLMs structured language. | terns. Lower interpretabil-
Examples: Chat- | Minimal feature | ity.
GPT, Claude, | engineering. Performance varies
DeepSeek Detects complex | across datasets.
smells

semantic understanding plays a larger role than strict syntactic precision [40].

Despite these promising results, several challenges remain. For instance, Kathire-

san et al. emphasize that LLM-based code review systems can suffer from false

positives, inconsistent accuracy, and hallucinated explanations, especially when ap-

plied to complex or unfamiliar codebases [34]. In addition, the computational cost

and latency associated with large-scale LLM deployment raise concerns regarding

practical integration into continuous integration pipelines.

Consequently, multiple researchers advocate for a human-in-the-loop approach,

where LLMs serve as decision-support tools rather than autonomous reviewers [39].
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This hybrid model allows developers to benefit from automated insights while re-
taining human judgment for validating recommendations and handling contextual
or architectural decisions. Supporting this perspective, Goldman et al. observe that
LLM-generated comments related to readability, bug localization, and maintainabil-
ity are more likely to be acted upon by developers than purely stylistic suggestions,
indicating tangible but selective practical value [41]. Table 3.1 summarizes the de-
tection approaches used in code review, comparing their strengths and limitations

based on findings from existing studies.

3.5 Existing Al-Assisted Code Review Tools

Al-assisted code review tools represent a rapidly evolving area within software qual-
ity assurance, leveraging machine learning techniques and Large Language Mod-
els (LLMs) to support developers in detecting defects, suggesting improvements,
and improving maintainability. While Al-assisted review tools can reduce reviewer
workload by providing automated feedback, they are positioned as complements to
human expertise rather than replacements, as human reviewers remain essential for
contextual judgment, trust decisions, and nuanced evaluation of code changes [42].

Several recent studies report encouraging results regarding the effectiveness of
Al-assisted approaches, although performance varies considerably across tools and
tasks. Almeida et al. introduced an IntelliJ IDEA plugin based on GPT-3.5 that an-
alyzes Java code snippets and reported an issue detection accuracy of approximately
92% under controlled experimental conditions [43]. Rasheed et al. demonstrated
that LLM-based models trained on large-scale code repositories can identify poten-
tial risks, detect code smells, and provide optimization suggestions, particularly for
readability and maintainability-related concerns [40)].

However, comparative evaluations indicate substantial variability in tool perfor-

mance. Yetistiren et al. assessed the correctness of code generated by multiple
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Al-assisted tools, including ChatGPT?, GitHub Copilot?, and Amazon CodeWhis-
perer® [44]. Their results indicate varying levels of code quality among these tools.
ChatGPT generated correct code 65.2% of the time, followed by GitHub Copilot at
46.3% and Amazon CodeWhisperer at 31.1%, highlighting current reliability limi-
tations[44|. These findings suggest that while Al-assisted code review can reduce
manual review effort and highlight potential issues early, it does not consistently
guarantee correctness. Supporting this perspective, Ayyarrappan et al. emphasize
that Al-based review tools can help streamline code quality management and reduce
long-term maintenance costs, but only when used alongside established development
practices and human oversight [45].

Further reinforcing this view, Chowdhury et al. conducted a comprehensive
study combining literature review, case studies, and experimental observations, con-
cluding that Al-powered code reviews based on LLMs contribute positively to code
quality and security [46]. Nevertheless, the authors stress that such systems should
be employed as complementary tools, with human expertise remaining essential for
validating recommendations. Al-assisted review enable human reviewers to shift
their focus toward more strategic and complex evaluation tasks, while still main-

taining oversight at the code level.

3.6 Reported Benefits and Challenges

One of the primary advantages of Al-assisted code review tools is real-time embedded
feedback. Modern Al-based reviewers can be integrated directly into development
environments or version-control workflows, allowing developers to receive immediate

suggestions related to coding style, best practices, and code defects. For instance,

3https://chatgpt.com/
4https://github.com /features/copilot
Shttps://workshops.aws/categories /CodeWhisperer
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Ernst et al. demonstrate that Artificial Intelligence Driven Development Environ-
ments (AIDEs) can now seamlessly integrate into popular IDEs like Visual Studio
Code [47]. Manushree Vijayvergiya et al. further validate this by presenting Auto-
Commenter, a system that automatically learns and enforces coding best practices
directly within version control systems [48|. This immediacy shortens feedback loops
and reduces the time between code creation and quality improvement.

Another significant advantage is the semantic understanding of code. Unlike tra-
ditional static analysis tools, LLM-based reviewers can reason about code semantics
and developer intent. Fried et al. demonstrate that generative models such as In-
Coder are capable of understanding incomplete or evolving code contexts, enabling
more meaningful assessments beyond syntax [49]. This semantic awareness allows
Al reviewers to identify code smells, maintainability issues, and potential future
risks that rule-based tools often miss.

Al-assisted code review also contributes to reduced human cost and improved
scalability. Large software projects generate substantial volumes of code changes,
making thorough manual review difficult and time-consuming. In addition, as third-
party libraries have become a significant part of applications, manual reviewing
third-party components or libraries is also challenging due to potential malicious
or vulnerable code. Al tools can automatically handle repetitive and low-level re-
view tasks, such as checking naming conventions, formatting inconsistencies, and
common anti-patterns. This automation allows human reviewers to focus on high-
level architectural decisions, business logic, and critical security concerns, ultimately
improving overall review efficiency and consistency [49].

Despite these benefits, Al-assisted code review systems face notable limitations.
The major challenge is the lack of explainability and transparency in Al-generated
review feedback. While AI tools often provide recommendations or warnings, they

frequently fail to clearly explain the reasoning behind these suggestions. This limi-
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tation can reduce developer trust and hinder adoption, particularly in safety-critical
or security-sensitive environments. Developers may accept or reject recommenda-
tions without fully understanding their implications, increasing the risk of incorrect
fixes or overlooked vulnerabilities.

Finally, Al-assisted code review introduces verification and accountability con-
cerns. Although Al tools can enhance productivity, their outputs are not guaranteed
to be correct or secure. As demonstrated in prior research on generative code mod-
els [49], Al-generated suggestions may appear plausible while still being logically
flawed or insecure. Consequently, developers must invest additional effort to verify
AT recommendations, which partially offsets the productivity gains and reinforces

the need for human oversight.

3.7 Research Gaps Identified in Literature

Despite significant progress in applying machine learning and deep learning tech-
niques to code smell detection, the existing literature exhibits several important
gaps. Multiple studies reveal a lack of standardized datasets and comparable re-
sults due to heterogeneous data sources, limiting the reliability and replicability of
research findings [50] [51]. Over half of studies use custom-curated datasets that
are used only once, while publicly available benchmark datasets contain numerous
flaws, including subjective labeling, limited smell coverage, small dataset sizes, and
class imbalance issues, and are sparsely utilized [51]. The absence of standardized
datasets and evaluation methodologies in existing research limits direct compari-
son between Al-assisted and traditional code review approaches. This inconsistency
motivates RQ1, which seeks to comparatively analyze reported empirical findings
in order to establish a clearer understanding of how Al-assisted code review tools
perform relative to traditional static analysis.

Current datasets and evaluations demonstrably focus on a narrow subset of code
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smells, with only a few types receiving substantial research attention. Only four
smells; Blob, Feature Envy, Long Method, and Data Class have received sustained
research attention [52], and a recent systematic review confirms that these few domi-
nate the literature, leaving other smells underexplored and challenging [51]. Dataset
analyses further reveal that most benchmarks primarily support God Class, Long
Method, and Feature Envy, while several smells remain entirely unsupported [53].
RQ2 addresses this limitation by systematically investigating the range of issue
types detected by Al-assisted tools, enabling a more comprehensive assessment of
their practical utility.

Recent empirical studies indicate that Al-assisted code review tools face per-
sistent challenges related to reliability, interpretability, and adoption. Large-scale
analyses show that while many automated comments are acted upon, tools fre-
quently generate inaccurate or irrelevant suggestions and may increase review time
due to the need for human verification [39] [54]. Research also highlights limited
explainability and insufficient context awareness as key weaknesses [55| [42], which
contribute to trust issues and cautious adoption in practice [56] [57]. Overall, these
findings demonstrate that despite their potential, Al-assisted code review tools re-
main constrained by reliability variability and human oversight requirements, di-

rectly motivating RQ3.



4 Research Methodology

4.1 Research Approach

This study adopts a mixed-method research design, combining a systematic litera-
ture review with a small-scale empirical evaluation. The mixed approach is selected
to provide both breadth and depth in investigating Al-assisted code review tools.
The systematic review enables a comprehensive synthesis of existing empirical ev-
idence, while the empirical evaluation provides contextual validation and practical
insights. The review follows established guidelines for systematic literature reviews
in software engineering as proposed by Kitchenham [58]. This SLR approach was
chosen to ensure methodological transparency, replicability, and comprehensive cov-
erage of relevant empirical studies.

Given the rapid growth of Al-assisted code review research, a systematic synthe-
sis is necessary to consolidate fragmented findings related to performance evaluation,
issue-type coverage, and adoption challenges. The review focuses on peer-reviewed
journal articles, conference papers, and high-quality preprints that evaluate Al-
assisted code review tools, machine learning-based defect detection systems, and
LLM-based review assistants. The goal is not merely to summarize prior studies,

but to extract comparable data.



4.1 RESEARCH APPROACH 27

4.1.1 Data Collection and Selection Criteria

The data collection process was conducted through a structured search of major
academic digital libraries, including IEEE Xplore, Scopus and Science Direct. The
search string was constructed following Kitchenham’s structured keyword identifica-
tion process to ensure comprehensive yet focused retrieval of relevant studies. Based
on the research questions, two primary conceptual groups were identified. The first
conceptual group captures Al-based techniques applied to software analysis, while
the second group reflects software quality assessment approaches, including tradi-
tional static analysis and manual review as well as specific issue types such as code
smells and security vulnerabilities.

Within each concept group, synonyms were combined using the Boolean operator
OR to maximize coverage. The two major concept groups were then connected using
AND to ensure that retrieved studies addressed both concepts. The final search

string is given below:

("Machine Learning" OR "Deep Learning" OR "Large Language Model" OR
LLM) AND ("Code Review" OR "Static Analysis" OR "Manual Code Review"
OR "Defect Detection" OR "Code Smell Detection" OR "Security

Vulnerability")

The search was limited to the following inclusion criteria:

Publications written in English.

Published between 2020 and 2026 to capture recent developments.

Peer-reviewed journal articles and conference papers.

Available for free online or through the University of Turku Library.

Studies related to field of Computer Science.
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4.1.2 Study Screening

The initial search results of 939 studies from selected databases were exported to
a reference management tool called Zotero, and 39 duplicate records were removed
before further screening, as illustrated in Figure 4.1. In the next stage, the titles
and abstracts of the remaining papers were reviewed to assess their relevance to the
research objectives. Studies were excluded if they were not related to software secu-
rity, code analysis, vulnerability detection, or Al-based techniques. After applying

these criteria, 117 papers were retained for further evaluation.

IEEE Xplore
(612)
Science Direct
(111)

Total 939

Remove Duplicates Title and Abstract Full Text Review
(905) (117) (26)

Figure 4.1: Research Process Stages.

Subsequently, the full text of the remaining studies was examined to determine
their suitability for inclusion in the review. Papers were excluded if they were
survey papers, focused only on datasets or tools without analysis, or lacked empirical
evaluation. After the full-text assessment, 26 studies were selected as the final set

of papers for detailed analysis in this thesis.

4.1.3 Data Extraction and Evaluation Framework

A structured data extraction table was developed through an iterative process based
on the research objectives and established guidelines for systematic literature re-
views. Initially, key data fields were identified by aligning the extraction require-
ments with the research questions (RQ1-RQ3) and commonly reported variables in

related studies. These fields were then organized into a standardized template to
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ensure consistency across all selected papers. To refine the form, a pilot extraction
was conducted on a small subset of studies, allowing adjustments to be made for
clarity, completeness, and relevance. The final version of the data extraction form
was implemented using a tabular format, where each row represented a study and
each column corresponded to a specific data attribute. The extracted data included

the following elements:
e Type of Al technique used (ML, DL, LLM)
e Evaluation metrics (accuracy, precision, recall, Fl-score, etc.)
e Types of issues detected (code smells, defects, vulnerabilities)
e Reported limitations and challenges

Following the data extraction process, a structured evaluation framework was
applied to systematically analyze and compare the selected studies across three pri-
mary dimensions aligned with the research questions. The first dimension, perfor-
mance evaluation, focuses on assessing how Al-assisted tools perform in comparison
to traditional approaches, including static analysis, particularly in terms of detec-
tion accuracy and efficiency. The second dimension, issue-type coverage, examines
the range and diversity of software quality issues, such as code smells and security
vulnerabilities identified by different approaches. The third dimension, adoption
and practical challenges, explores the reported limitations and barriers to real-world
adoption, including concerns related to reliability, interpretability, scalability, and
developer trust. This structured framework facilitates consistent cross-study com-
parison and supports the development of evidence-based conclusions regarding the

effectiveness and limitations of Al-assisted code review systems, as illustrated in

Table A.1 in Appendix A.



5 Comparative Analysis of Existing

Studies

5.1 Summary of Key Findings from Prior Studies

The reviewed studies indicate that Al-assisted techniques, including machine learn-
ing, deep learning, and large language models, play a significant role in improving
software quality analysis. Overall, these approaches demonstrate enhanced capabil-
ity in detecting both code smells and security vulnerabilities compared to traditional
rule-based static analysis, particularly in handling complex and context-dependent
issues.

The findings show that Al-based methods are effective in identifying a wide
range of defects, including design-related code smells and critical security vulnera-
bilities. However, their performance varies depending on the model type, dataset,
and problem complexity. While some approaches achieve high accuracy and preci-
sion, challenges such as false positives, low recall in certain cases, and data-related
limitations are frequently reported. In general, the studies suggest that hybrid ap-
proaches, combining AI techniques with traditional static analysis, provide more

balanced and reliable results for practical software development environments.
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5.2 Performance Comparison Across Models

The reviewed studies indicate that Al-assisted approaches, including machine learn-
ing, deep learning, and large language models, generally achieve higher detection
performance compared to traditional static analysis techniques. Specifically, 20
studies ([59], [60], [61],62], [63], [64], [65], [66], [67], [68], [69], [70], [71], [72], |73,
[74], [75], [76], [77], |78]) explicitly report improvements in performance metrics
such as accuracy, precision, recall, Fl-score, or detection coverage when applying
Al-based techniques.

Deep learning models show consistent performance gains in multiple studies.
For instance, the BiGRU-based model proposed by Han et al. improves accuracy
by 8.3% and Fl-score by 17.7% [59], while the AutoReview framework presented by
Yujia Chen reports an Fl-score improvement of 18.7% [60]. Similarly, Steenhoek
et al.’s DeepDFA framework achieves high precision and recall while maintaining
efficient training performance through a graph-based hybrid learning approach [61].
In addition, Alawadi et al.’s federated learning-based FedCSD model achieves high
accuracy (98.34%) while maintaining scalability [62].

Machine learning approaches also demonstrate strong performance, particularly
when combining structural and semantic features. Zhang et al. and Ibba et al.
report improved Fl-scores and high accuracy (up to 0.977), highlighting the effec-
tiveness of feature integration in vulnerability and code smell detection [63] [64].

Despite these improvements, traditional static analysis tools remain competitive
in certain contexts. As reported by Santas Ciavatta et al., static analysis performs
better in business-critical systems due to its reliability and consistency [65]. In
contrast, LLM-based approaches show variable performance across studies. Sadik
et al. indicate that while models such as GPT-4 achieve higher precision, they often
suffer from low recall, particularly when analyzing complex or large-scale codebases

[66].
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Hybrid approaches combining AI techniques with static analysis demonstrate
the most balanced performance. Studies by Chapman et al. and Feng et al. show
that integrating LLMs with traditional analysis improves recall and F1-score, while
mitigating limitations such as false positives and missed defects [67] [68]. Similarly,
Santas Ciavatta et al. confirms that hybrid models outperform standalone AI or
static approaches in non-critical scenarios [65].

Overall, the findings suggest that while Al-based models enhance detection per-
formance, their effectiveness varies depending on the model type and application
context. Hybrid approaches provide the most reliable and robust results across

different software analysis tasks.

5.3 Common Issues Detected by Al Tools

The reviewed studies demonstrate that Al-assisted tools are capable of detecting a
wide range of software quality issues, including both code smells and security vul-
nerabilities. For code smells, 11 studies (e.g., [62], [63], [66], [69], [70], [71], [72],
[73], [74], [79], [80]) focus on detecting design and implementation issues such as
God Class, Long Method, Feature Envy, Data Class, Brain Class, Blob, Message
Chains, Refused Bequest, and other maintainability-related smells. These smells are
associated with poor maintainability and increased defect risk. Al-based approaches
improve detection by learning complex relationships between structural and seman-
tic features. As shown by Ibba et al., integrating multiple feature types results
in high detection accuracy up to 0.977 [64], while Steenhoek et al.’s graph-based
and deep learning approaches further enhance the identification of complex smell
patterns [61].

For security vulnerabilities, 14 studies ([17], [59], [60], [61], [64], [65], [67], [68],
[75], [76], |77], |78, [81], [82]) demonstrate that Al-based techniques effectively

detect a wide range of critical security issues, including SQL injection, command
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injection, cross-site scripting (XSS), null pointer dereference, improper validation,
information leak, buffer overflows, use-after-free errors and more. In addition, Zhang
et al. highlights the ability of Al models to identify zero-day vulnerabilities by
capturing semantic similarities between known and unknown patterns [63]. Security-
related code issues, including hard-coded secrets, weak cryptographic practices, and
empty passwords, are also detected using LLM-based semantic analysis, as reported
by Pornprasit et al. and Zhang et al. [69], [83].

Overall, these findings indicate that Al-based approaches provide comprehensive
coverage and improved capability in detecting both structural issues, such as code
smells, and critical security vulnerabilities across different programming environ-

ments.

5.4 Accuracy and Precision

Table A.1 shows both the strengths and limitations of Al-assisted code review ap-
proaches in terms of accuracy, precision, and practical applicability. In terms of
accuracy and precision, various studies (e.g., [59], [60], [62], [63], [64]) report high
performance. For code smell detection, several studies reported strong classification
performance across multiple smell categories. Khleel et al. [74] achieved very high
detection accuracy using Bi-LSTM and GRU models, including 100% accuracy for
Long Method detection. Similarly, Zhang et al. [69] used Graph Neural Networks
(GNNs) for detecting Long Method and Blob smells, where most evaluation metrics
exceeded 0.90. Ho et al. [71]| further demonstrated that combining structural and
semantic embeddings improves detection accuracy by up to 28.26%. In addition,
federated learning approaches proposed by Ibba et al. [62] achieved high scalability
with an accuracy of 98.34% for God Class detection. Other studies such as [63],
[70], and [72] also reported improvements in precision, recall, and F1-score through

the integration of semantic feature learning and static analysis techniques.
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For security vulnerability detection, Al-assisted approaches also demonstrated
strong performance across diverse vulnerability categories. Hybrid methods showed
particularly notable results, for example, Ciavatta et al. [65] reported significant im-
provements over standalone approaches using multiple LLMs combined with Static
Application Security Testing (SAST) tools, achieving approximately 0.90 accuracy
and Fl-score, while graph-learning and LLM-based approaches by Steenhoek et
al. [61] achieved high precision (97.82%), recall (95.14%), and F1l-score (96.46%).
This trend was further supported by [60], [67], and [68], whose hybrid approaches
combininLLg LMs with static analysis improved recall and F1l-score compared to
standalone methods. Beyond hybrid techniques, deep learning approaches such as
the BiGRU-based model proposed by Han et al. [59] improved accuracy by 8.3%
and Fl-score by 17.7%. In addition, the studies by [17], [77], and [78| reported
that Al-based models outperformed conventional rule-based and baseline detection

approaches in identifying software vulnerabilities.

5.5 Limitations and Developer Productivity

Several limitations of Al-assisted approaches were identified across the reviewed
literature. One major challenge is the trade-off between precision and recall. For
example, Sadik et al. [66] reported that GPT-4 achieved higher precision (0.79) than
DeepSeek-V3 (0.42), but both models suffered from relatively low recall. Similarly,
some machine learning models achieved high recall while generating a large number
of false positives [76]. These issues can reduce developer trust and increase manual
verification effort.

Another commonly reported limitation is hallucination and prompt dependency
in LLM-based systems. Studies such as [82], [81], and [67] observed that LLMs
can generate inconsistent or incorrect outputs, particularly when analyzing large

or complex codebases. In addition, several studies highlighted scalability limita-
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tions, context-window restrictions, and difficulties in handling multi-file projects.
For example, Feng et al. [68] and Khare et al. [82] reported context limitations and
reduced performance for large-scale software systems.

Data-related challenges were also frequently reported. Studies such as [71], [63],
and |73] identified issues related to class imbalance, dataset dependency, and sub-
jective labeling. These challenges affect model generalizability across different pro-
gramming languages, project domains, and software architectures. Furthermore,
deep learning and LLM-based approaches often require substantial computational
resources, training cost, and parameter tuning, which limit their practical adoption
in industrial environments.

Despite these limitations, Al-assisted approaches demonstrate meaningful im-
provements in developer productivity by automating defect detection, reducing man-
ual inspection effort, and enabling earlier identification of issues in the development
lifecycle. Pornprasit et al. demonstrated that fine-tuned LLMs improved exact
match scores by 73-74% in automated code review tasks, directly reducing the re-
view burden on developers [83]. Ciavatta et al. reported that combining LLMs with
static analysis achieved an F1 of 0.90 across 11 security vulnerability types, reduc-
ing the manual effort required to identify security issues during development [65].
Furthermore, Yang et al. reported that LLM-generated static analysers discovered
92 new bugs beyond what traditional tools detected, demonstrating the potential
to surface defects that would otherwise require extensive manual investigation [75].
Collectively, these findings suggest that while Al-assisted tools do not eliminate the
need for human expertise, they serve as effective force multipliers that broaden de-

tection coverage and reduce the repetitive cognitive demands of manual code review.



6 Experiment and Results

The experimental phase of this study was conducted between 10 May 2026 and 2
June 2026. This phase was exploratory in nature and served to complement and
validate the findings of the literature review. It serves as an evaluation rather than
providing statistically generalizable results to compare LLMs and traditional static
analysis techniques on selected code smell and security vulnerability datasets. The
objective is to provide empirical insights into the strengths and weaknesses of these

approaches within the scope of this study.

6.1 Dataset Selection

To evaluate the effectiveness of Al-assisted code review techniques in detecting soft-
ware quality issues, this study uses two complementary datasets that represent dif-
ferent categories of problems commonly found in source code. Software quality
issues generally fall into two broad groups; code smells, which indicate poor design
or maintainability concerns, and security vulnerabilities, which can be exploited by

attackers.

e Code Smell Dataset: This study focuses on four code smell types; Blob (God
Class), Data Class, Long Method, and Feature Envy because they are among
the most widely investigated code smells in the literature [62], [63], [69], [71],

[72], [74], |79], [80]. MLCQ! dataset was used to detect these code smell for

Thttps://zenodo.org /records/36668407preview _file=MLCQCodeSmellSamples.csv
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several reasons. First, MLCQ was constructed through expert human valida-
tion by professional software developers using industry-relevant open-source
projects [84], ensuring high-quality ground truth labels compared to datasets
built through automated tool annotation. Second, MLCQ includes smell sever-
ity levels and exact source code locations, enabling fine-grained evaluation of
detection accuracy. Third, MLCQ has been adopted in recent code smell de-
tection studies such as [69], [71], allowing comparison of the thesis’s findings.
Finally, MLCQ’s established reproducibility across the research community

provides a strong basis for validating this experiment.

e Security Vulnerability Dataset: The Juliet Test Suite Java 1.3% was used to
assess vulnerability detection capabilities for multiple reasons. First, it is
a widely recognized benchmark dataset developed by the National Institute
of Standards and Technology (NIST), providing well-defined and labeled test
cases. Second, the dataset contains both vulnerable and non-vulnerable imple-
mentations, enabling balanced and controlled experimental evaluation. Third,
Juliet covers a broad range of OWASP Top 10-related vulnerabilities making
it suitable for security-focused empirical studies. Finally, Juliet has also been
adopted in previous vulnerability detection studies [17], [68], |78], [82] allowing

comparison of the thesis’s findings.

6.2 Experimental Setup

Each selected test case was analyzed using ChatGPT (Codex 5.5 or GPT-5.5),
Claude (Claude Sonnet 4.6), and a non-Al version of SonarQQube as the traditional
static analysis tool. ChatGPT and Claude were selected because previous studies

have already evaluated earlier versions of these LLMs in both code smell detection

Zhttps://samate.nist.gov/SARD /test-suites/111
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and software vulnerability analysis [17] [68] [85]. Therefore, using their newer ver-
sions in this study enables an assessment of whether the capabilities of LLM-based
code analysis tools have improved over time in terms of detection accuracy and issue
coverage.

SonarQube was selected as the baseline automated static analysis tool because
it is one of the most widely used tools in both industry and open-source software
development [86]. In addition, it has been extensively used within projects of the
Apache Software Foundation since 2019%. The tool provides automated detection
of reliability, maintainability, and security issues, making it a suitable baseline for
this study. Furthermore, it claims that reliability and maintainability rules are de-
signed to produce zero false positives?, as demonstrated by the results of this study
in Table 6.3. The results produced by SonarQube do not directly correspond to
code smell categories; instead, they are based on a set of predefined rule violations
that approximate code quality and maintainability issues. Its rule-based analysis
approach provides a strong benchmark for comparison against Al-driven methods.
All tools were executed on identical code samples, and their outputs were systemat-
ically compared against the ground truth labels provided in the datasets to evaluate

detection performance and consistency.

6.2.1 Evaluation Metrics and Confusion Matrix

Each tool’s predictions were compared against the ground truth labels provided by
the selected datasets. To evaluate tool effectiveness, this experiment employs four
standard classification metrics; accuracy, precision, recall, and F1-score as they are
widely adopted in prior work on Al-assisted code review, vulnerability detection,

and code smell analysis [17], [60], [62], [63], [65], [67], [68], [69], [71], [74], [80], [81],

3https://sonarcloud.io/organizations/apache/projects

4https://docs.sonarsource.com /sonarqube-server /quality-standards-administration /managing-
rules/rules
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[82]. Precision and recall are particularly critical in software quality evaluation since
false positives waste developer effort by flagging clean code, while false negatives
undermine tool reliability by missing real issues. Both directly affect developer
trust and the practical adoption of automated analysis tools. In addition, the F1-
score balances these two concerns into a single measure, making it especially useful
when comparing tools with different precision-recall trade-offs.

A confusion matrix was used to analyze and compare the classification perfor-
mance across tools, providing a detailed breakdown of prediction outcomes by cate-
gorizing results into true positives, true negatives, false positives, and false negatives,

as shown in Table 6.1.

Ground Truth Predicted Positive | Predicted Negative
Positive (Smelly) True Positive (TP) | False Negative (FN)
Negative (Non-smelly) | False Positive (FP) | True Negative (TN)

Table 6.1: Confusion matrix for evaluation

6.2.2 Code Smell Detection

The MLCQ dataset contains labeled instances representing four code smell types:
Blob, Data Class, Feature Envy, and Long Method, collected from real-world open-
source Java projects. Due to time constraints, a subset of the dataset was selected
manually for empirical evaluation. However, the test set was constructed as a bal-
anced dataset comprising 264 samples, including 132 positive (smelly) and 132 neg-
ative (non-smelly) instances. In addition, the samples are distributed across the
four smell categories, as shown in Table 6.2. Blob and Data Class each contain 64
instances, while Feature Envy and Long Method each contain 68 instances. This dis-
tribution ensures that all smell types are adequately represented in the evaluation
rather than emphasizing a particular category. Furthermore, each smell category

includes instances with minor, major, and critical severity levels. Incorporating
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multiple severity levels enables a more comprehensive assessment of the detection

capabilities across varying degrees of code quality degradation.

Smell Type | Positive | Negative | Total
Blob 35 29 64
Data Class 35 29 64
Feature Envy 33 35 68
Long Method 29 39 68
Total 132 132 264

Table 6.2: Distribution of code smell samples

Codex 5.5 was selected for code smell detection instead of general purpose Chat-
GPT model because it is a code-specialized large language model optimized for
software engineering tasks, making it more suitable for source code evaluation®. Ta-
ble 6.3 presents the overall confusion matrix results for Codex 5.5, Claude Sonnet
4.6, and SonarQube. Among the evaluated tools, Claude Sonnet 4.6 achieved the
highest number of true positives, indicating stronger detection capability; however,
it also produced the highest number of false positives, suggesting a greater tendency
to incorrectly classify non-smelly classes as smelly. Codex 5.5 achieved a compara-
ble number of true positives while generating fewer false positives, demonstrating
a more balanced trade-off between detection capability and classification accuracy.
In contrast, SonarQube produced no false positives, indicating highly conservative
behavior. However, this came at the expense of a large number of false negatives,
meaning that many actual code smells were not detected.

Claude Sonnet 4.6 achieves the best overall performance in terms of Fl-score
(0.745) and shows particularly strong results for Feature Envy (F1 = 0.836) and
Long Method (F1 = 0.842), as shown in 6.5. Codex 5.5 performs best on Data
Class (F1 = 0.833), where it also achieves perfect precision, and it records the

highest overall precision among the three tools (0.930), indicating a low rate of

Shttps://openai.com/index/introducing-codex/



6.2 EXPERIMENTAL SETUP 41

Tool TP | FP | TN | FN
Codex 5.5 80 | 6 | 126 | 52
Claude Sonnet 4.6 | 86 | 13 | 119 | 46
SonarQube 20 0 | 132 | 112

Table 6.3: Code Smell - Overall Confusion Matrix Results

Smell Type | Tool TP | FP | TN | FN
Blob Codex 5.5 14 | 0 29 | 21
Claude Sonnet 4.6 | 17 | 0 29 | 18
SonarQube 8 0 29 | 27
Data Class Codex 5.5 25 0 29 | 10
Claude Sonnet 4.6 | 17 3 26 | 18
SonarQube 0 0 29 | 35
Feature Envy | Codex 5.5 21 5 30 | 12
Claude Sonnet 4.6 | 28 6 29 5
SonarQube 0 0 35 | 33
Long Method | Codex 5.5 20 1 38 9
Claude Sonnet 4.6 | 24 4 35
SonarQube 12 0 39 | 17

Table 6.4: Confusion Matrix Results by Code Smell Type

false positives. In contrast, SonarQube demonstrates perfect precision across all
categories, meaning it does not produce false positives; however, this comes at the
cost of extremely low recall (0.152). As a result, its overall Fl-score is the lowest
(0.263), and it completely fails to detect certain smell types such as Data Class and
Feature Envy, where its F1-score drops to zero. Overall, the results suggest that the
LLM-based approaches provide substantially broader code smell detection coverage
than the traditional static analysis approach, although with an increased risk of false
positive classifications.

Table 6.2.2 shows severity detection accuracy on true positive samples of LLMs.

Although both LLM-based tools demonstrated reasonable detection accuracy, their
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Tool Precision | Recall | Accuracy | F1-score
Codex 5.5 0.930 0.606 0.780 0.734
Claude Sonnet 4.6 0.869 0.652 0.777 0.745
SonarQube 1.000 0.152 0.576 0.263

Table 6.5: Code Smell - Overall Performance Metrics

Smell Type | Tool Precision | Recall | Accuracy | F1l-score
Blob Codex 5.5 1.000 0.400 0.672 0.571
Claude Sonnet 4.6 1.000 0.486 0.719 0.654
SonarQube 1.000 0.229 0.578 0.372
Data Class Codex 5.5 1.000 0.714 0.844 0.833
Claude Sonnet 4.6 0.850 0.486 0.672 0.618
SonarQube 0.000 0.000 0.453 0.000
Feature Envy | Codex 5.5 0.808 0.636 0.750 0.712
Claude Sonnet 4.6 0.824 0.848 0.838 0.836
SonarQube 0.000 0.000 0.515 0.000
Long Method | Codex 5.5 0.952 0.690 0.853 0.800
Claude Sonnet 4.6 0.857 0.828 0.868 0.842
SonarQube 1.000 0.414 0.750 0.585

Table 6.6: Performance Metrics by Code Smell Type

severity classification performance was notably weaker. Both Claude Sonnet 4.6 and
Codex 5.5 correctly detected the code smell in true positive cases but assigned the
wrong severity level in more than half of those cases overall, with Claude Sonnet
4.6 achieving a severity accuracy of 48.8% and Codex 5.5 41.3%, indicating that de-
tection capability does not imply reliable severity reasoning. Minor severity issues
proved the most challenging for both tools; Codex 5.5 nearly completely failed at
this level with only 4.3% accuracy, while Claude managed 30.8%, suggesting that
both tools tend to overestimate the severity of minor issues. At the critical severity
level, Claude Sonnet 4.6 performed considerably better than Codex 5.5, correctly
classifying 63.0% of critical cases compared to 37.5%, indicating stronger reasoning
about high-impact issues. Conversely, Codex 5.5 outperformed Claude Sonnet 4.6
at the Major severity level, achieving 69.7% accuracy compared to Claude’s 51.5%.

Overall, while Claude Sonnet 4.6 edges ahead of Codex 5.5 in severity classifica-
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Severity | Codex TP | Codex Correct | Sonnet TP | Sonnet Correct
Critical 24 9 (37.5%) 27 17 (63.0%)
Major 33 23 (69.7%) 33 17 (51.5%)
Minor 23 1 (4.3%) 26 8 (30.8%)
Total 80 33 (41.3%) 86 42 (48.8%)

Table 6.7: Severity detection accuracy on true positive samples

tion, neither tool demonstrated sufficient reliability for severity assessment without

human validation.

6.2.3 Vulnerability Detection

Due to the large size of the Juliet Test Suite, this experiment focuses on a subset
of 19 CWE categories, listed in Table 6.2.3. Among these, three CWEs (CWE-T79,
CWE-89 and CWE-476) have a direct mapping to the MITRE Top 25 Most Danger-
ous Software Weaknesses®. Several vulnerabilities were selected from related cate-
gories within the MITRE Research Concepts hierarchy (View-1000). This approach
was adopted because some weaknesses included in the MITRE Top 25 list, such
as CWE-20 (Improper Input Validation) and CWE-22 (Path Traversal), are not di-
rectly represented in the Juliet Test Suite. Therefore, related weaknesses available in
Juliet are selected as representative instances of these broader categories. For exam-
ple, CWE-23 (Relative Path Traversal) was selected as a child weakness of CWE-22,
and CWE-209 (Generation of Error Message Containing Sensitive Information) as a
child of CWE-200 (Exposure of Sensitive Information to an Unauthorized Actor). In
addition, four CWEs (CWE-606, CWE-566, CWE-549, and CWE-523) were specif-
ically selected based on the prior study [17]| that reported detection challenges for
ChatGPT and Claude in identifying these vulnerability types. Furthermore, four
vulnerabilities were selected to provide coverage of credential management, infor-

mation disclosure and cryptographic misuse issues, including CWE-256, CWE-259,

Shttps://cwe.mitre.org/top25/archive/2025/2025 cwe top25.html
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CWE-319 and CWE-327. The list of CWEs used in the experminent mentioned in

Table 6.2.3.
No. | CWE ID | Name

1 | CWE-23 | Relative Path Traversal
2 | CWE-36 | Absolute Path Traversal
3 | CWE-78 | OS Command Injection
4 | CWE-80 | Basic Cross-site Scripting
5 | CWE-89 | SQL Injection
6 | CWE-129 | Improper Validation of Array Index
7 | CWE-134 | Use of Externally Controlled Format String
8 | CWE-190 | Integer Overflow
9 | CWE-209 | Generation of Error Message Containing Sensitive Information
10 | CWE-226 | Sensitive Information Uncleared Before Release
11 | CWE-256 | Plaintext Storage of a Password
12 | CWE-259 | Hard-coded Password
13 | CWE-319 | Cleartext Transmission of Sensitive Information
14 | CWE-327 | Use of a Broken or Risky Cryptographic Algorithm
15 | CWE-476 | NULL Pointer Dereference
16 | CWE-523 | Unprotected Transport of Credentials
17 | CWE-549 | Missing Password Field Masking
18 | CWE-566 | Authorization Bypass Through User-Controlled SQL Primary Key
19 | CWE-606 | Unchecked Input for Loop Condition

Table 6.8: List of CWEs used in the experiment

For each selected CWE category, 5 vulnerable and 5 non-vulnerable samples

were included, resulting in a total of 190(19*10) samples across all categories. Each

category contains test cases of varying complexity levels to evaluate the effectiveness

of detection tools such as multi-file test cases in which program logic is distributed

across multiple related classes. These cases were selected to assess the ability of

selected tools to analyze inter-file data flow and handle modular code structures.

Before performing the analysis with LLMs, the original test case code was pre-

processed to improve evaluation neutrality. This involved renaming package names,

namespaces, class names, function names, and variables, as the original Juliet test

case naming convention is highly descriptive and could potentially bias the model’s

interpretation. By replacing these identifiers with non-explanatory names and re-
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moving comments, the study ensured that the LLM-based analysis focused solely
on the actual code logic and behavior rather than semantic hints from the naming
structure, thereby improving the validity of the experimental results.

Table 6.9 showed that none of the evaluated tools produced false positives for
the selected test dataset. In the case of the LLM-based tools, some responses pro-
vided only partial or weaker mitigations; however, these cases were classified as true
negatives because the target vulnerability was successfully mitigated. It has been
observed that safe samples in the selected samples are explicit and contain clear
remediation patterns, making them easier for modern LLMs to classify correctly.
SonarQube occasionally reported alternative security issues in non-vulnerable sam-
ples; since the target CWE was not detected and the sample remained free of the
evaluated vulnerability, these cases were also classified as true negatives (TN).

Claude Sonnet 4.6 achieved the highest CWE coverage by missing only 2 out of
19 selected CWE categories, followed by GPT 5.5, which missed 3 categories, while
SonarQube showed the weakest coverage by failing to detect 15 CWE categories.
The results further indicated that the LLMs were capable of identifying vulner-
abilities across multiple complexity levels. In contrast, SonarQube demonstrated
reduced effectiveness on multi-file cases and primarily detected vulnerabilities in
simpler implementations. An exception was observed for CWE-256, which Sonar-
Qube successfully identified across all evaluated complexity levels.

It was also observed that GPT-5.5 predicted related but not exact CWE identi-
fiers. For example, CWE-522 instead of CWE-549 and CWE-22 instead of CWE-23.
This result was considered a true positive because CWE-522 and CWE-22 are parent
of CWE-549 and CWE-23 respectively within the CWE research view(View-1000)".

In addition to the code-level analysis, the configuration file of one of my ASP.NET

projects was also evaluated using both LLM. The model identified several security-

"https://cwe.mitre.org/data/definitions /522.html
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Tool TP | FP | FN | TN
GPT-5.5 79 0 16 95
Claude Sonnet 4.6 | 85 0 10 95
SonarQube 11 0 84 | 95

Table 6.9: Security Vulnerability - Confusion Matrix Results

Tool Precision | Recall | Accuracy | Fl-score
GPT-5.5 1.000 0.832 0.916 0.908
Claude Sonnet 4.6 1.000 0.895 0.947 0.944
SonarQube 1.000 0.116 0.558 0.208

Table 6.10: Security Vulnerability - Performance Metrics

related issues, including sensitive information exposure, missing Content Security
Policy (CSP) directives, usage of outdated libraries, and absence of the HSTS
(HTTP Strict Transport Security) header but it initially missed the issue of di-
rectory browsing. When directory browsing was explicitly queried using prompt (Is
there any directory browsing vulnerability in this config file?), the model was able
to correctly identify the issue.

Although directory browsing is typically enforced at the server level (e.g., IIS
configuration) in ASP.NET applications, its consideration at the application level
still contribute to defense-in-depth if server-side controls are misconfigured or absent.
This observation highlights an important limitation, LLM outputs should not be
treated as fully reliable security assessments [17]. Instead, they should be validated
using developer expertise and complementary tools. In this case, the model initially
missed an issue that is relevant in real-world security configurations, reinforcing the
need for human verification in LLM-assisted security analysis.

Furthermore, studies show that using a specific prompt describing the smell
performs 2.54 times [80]. It is also observed in the experiment that the effectiveness
of the LLM-based analysis is highly dependent on the quality and specificity of
the prompt. When a general prompt was used, the model highlighted only basic

security concerns. After refining the prompt to explicitly include specific terms,
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LLMs highlighted missed issues.



7 Discussion

7.1 Key Findings

LLM-based approaches consistently demonstrated stronger detection capability than
the traditional static analysis tool across both code smell and vulnerability detection
tasks. While SonarQQube exhibited highly conservative behaviour, this came at the
cost of substantially lower detection coverage than LLMs. LLMs also showed the
ability to analyse code beyond simple single-file examples. Both models successfully
identified issues in multi-file test cases where relevant program logic was distributed
across multiple classes, suggesting an ability to reason about inter-file relationships
and data flow. In contrast, SonarQube showed reduced effectiveness when analyzing
multi-file test cases, failing to detect vulnerabilities in the majority of such cases.

Prompt quality and length were found to influence detection effectiveness. In
particular, more specific prompts that explicitly described the target smell or vul-
nerability category produced more comprehensive and accurate results than general-
purpose prompts, prompts are mentioned in Appendix B. Although the LLMs gener-
ally identified the correct vulnerability categories, they occasionally reported related
parent CWE identifiers rather than the exact CWE assigned to the test case. This
indicates that the models often understood the underlying security issue even when
the precise CWE classification differed.

A notable finding of this study is that both Codex 5.5 and Claude Sonnet 4.6
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demonstrated weak severity classification in code smell detection, with overall ac-
curacies of 41.3% and 48.8%, respectively, and particularly poor performance on
minor severity issues (4.3% for Codex and 30.8% for Claude). This observation
reinforces the importance of combining LLM-generated findings with developer ex-
pertise and complementary security analysis techniques rather than relying solely
on LLM outputs. Another important finding of this study is that no false positives
were observed in the vulnerability detection experiments across all evaluated tools.
This outcome may be explained by several factors acting in combination. The LLMs
used in this study are more recent and demonstrate improved code understanding
capabilities compared to those evaluated in earlier studies, and they also tend to
adopt a more conservative approach by requiring stronger evidence before reporting
a vulnerability. In addition, the structured nature of the Juliet Test Suite, which
consists of well-defined synthetic test cases, may have contributed to easier and
more reliable classification than the complex, multi-file real-world codebases. The
relatively limited size of the evaluation dataset may also have reduced the likelihood
of encountering false positive behaviour during testing. Furthermore, prompt de-
sign also influenced the results, as the use of explicit and structured prompts likely
encouraged more cautious and evidence-based reasoning when identifying vulnera-
bilities.

During the comparative evaluation of LLMs, it was additionally observed that
the code-specific model Codex 5.5 performed more reliably than the general-purpose
GPT-5.5 model for code smell detection. In particular, several non-smelly Feature
Envy instances that were incorrectly classified as false positives by GPT-5.5 were
correctly identified as true negatives by Codex 5.5. This pattern was consistently ob-
served across five samples during testing, suggesting that domain-specialized models
may provide more precise discrimination in certain code smell categories compared

to general-purpose LLMs.
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7.2 Comparison with Literature Findings

7.2.1 Code Smells

Machine learning-based classifiers in previous studies achieved higher F1-scores com-
pared to heuristic methods [73]. Overall, the findings of this study also indicate that
LLM-based approaches outperform static analysis tools in terms of recall, accuracy,
and Fl-score. Claude Sonnet 4.6 achieved the highest overall Fl-score (0.745) and
recall (0.652), while Codex 5.5 achieved the precision (0.930). These results suggest
that modern LLMs are capable of detecting code smells with performance compara-
ble to previously reported Al-based approaches, although they do not yet reach the
near-perfect results reported by task-specific deep learning models trained directly
on code smell datasets, such as 100% accuracy for Long Method [74], all 4 perfor-
mance metrics exceeding 90% for Long Method and Blob [69], and 98.34% accuracy
for God Class in federated learning settings [62].

A particularly notable finding is that Claude Sonnet 4.6 achieved an F1-score
of 0.836 for Feature Envy and 0.842 for Long Method, demonstrating strong per-
formance in detecting method-level smells. Similarly, Codex 5.5 achieved its best
performance on Data Class detection, with an F1-score of 0.833 and perfect preci-
sion (1.000), substantially outperforming the Data Class F-measure of 0.59 reported
for GPT-3.5 Turbo by Silva et al. [80]. This suggests that recent generations of
LLMs have improved their ability to reason about software design quality. Further-
more, Sonar(QQube failed to detect any instances of Data Class and Feature Envy in
the evaluation dataset. This observation aligns with several previous studies [63],
[66], [73], which report that Al-based approaches are more effective at identifying
complex code smells that require contextual understanding.

However, the results also confirm limitations previously reported in the literature.

Consistent with the findings of Sadik et al. [66], the LLM-based approaches in this
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study exhibit a trade-off between precision and recall. In our experiments, Claude
Sonnet 4.6 achieves higher recall but produces more false positives, whereas Codex
is more conservative and achieves higher precision. This behaviour suggests that,
although LLMs provide broader detection coverage than static analysis tools, they
remain prone to inconsistent classifications and require human verification before
practical use.

While specialized machine learning and deep learning models achieve higher per-
formance when trained specifically for individual smell types, modern LLMs offer the
additional advantage of detecting multiple smell categories using a single general-

purpose model without task-specific retraining.

7.2.2 Vulnerability Detection

The motivation for selecting the prior study [17] is that it evaluated GPT-4 and
Claude 3 Opus using the same Juliet Test Suite dataset, enabling direct compari-
son with the current experiment. The previous study reported that these models
of LLMs were unable to correctly identify CWEs 523, 549, 606, and 566. In con-
trast, the results of this experiment indicate that newer models, namely GPT-5.5
and Claude Sonnet 4.6, demonstrate improved detection capabilities by successfully
identifying two of these previously challenging vulnerabilities while still struggling
with others. GPT-5.5 correctly identified CWE-549 and CWE-606 but failed to
detect CWE-523 and CWE-566. In one instance, GPT-5.5 recognized a related se-
curity issue but incorrectly classified CWE-523 as CWE-319, resulting in a false neg-
ative. Similarly, Claude Sonnet 4.6 successfully detected CWE-523 and CWE-549
but missed CWE-566 and CWE-606. For CWE-606, the model identified a security
weakness but incorrectly mapped it to CWE-20 rather than the target CWE, and
the result was therefore classified as a false negative. These findings suggest that

newer LLMs have improved their ability to detect certain vulnerability categories;
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however, challenges remain in accurately classifying closely related CWEs.

In addition, SonarQube failed to detect all four of these CWESs, consistent with
findings from previous studies where other static analysis tools such as CodeQL and
SpotBugs also failed to identify these vulnerabilities. Furthermore, LLM-based tools
demonstrated strong performance in detecting issues such as hardcoded passwords,
plaintext storage, and hardcoded cryptographic keys, consistent with prior research
[65], [77]. SonarQube also detected these issues; however, its effectiveness was pri-
marily limited to simpler code samples and reduced significantly with increasing
code complexity.

Overall, the findings of the experiment are consistent with previous research [17]
indicating that Claude Sonnet 4.6 performs better in providing clear and accurate
vulnerability assessment verdicts. It followed the required response format more
consistently and delivered definitive classifications. In contrast, GPT-5.5 occasion-
ally produced ambiguous responses "POSSIBLY" rather than providing a direct
determination. In some cases, additional prompting was required to obtain an ex-
plicit yes-or-no verdict. In our experiments, while both models demonstrate strong
vulnerability detection capabilities, Claude Sonnet 4.6 provides more consistent and
decisive assessments in code review tasks.

The experiment result aligns with the broader finding in the literature that
SonarQube’s reliance on manually configured rule sets and pattern matching limits
its ability to detect more abstract design flaws, whereas LLMs offer a more flexi-
ble, semantic-based approach capable of identifying a broader range of architectural
and design issues [66]. Consequently, software teams should position LLMs as the
primary tool for broad smell discovery, particularly for design-level and behavioural
smells, while reserving static analysis tools like SonarQube for deterministic, syntax-
level checks where their zero false positive rate is most valuable [66]. In addition,

human reviewers should remain responsible for validating findings, resolving ambigu-
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ous cases, and making final decisions regarding code quality and security. Such a
hybrid workflow combines the contextual reasoning capabilities of Al-assisted tools
with the precision and consistency of traditional static analysis, leading to more

effective and reliable software quality assurance.

7.3 Limitations and Threat to Validity

This study has several limitations that should be considered when interpreting the
findings. The study focuses on the four most widely studied and commonly reported
code smells in the literature, but the results may not generalize to other types of code
smells. Similarly, the vulnerability detection experiment covered a broad range of
important security weaknesses, including vulnerabilities related to the MITRE Top
25 list and their associated CWE categories, but it did not encompass all possi-
ble software vulnerabilities. Consequently, the findings should not be interpreted
as a comprehensive assessment of Al-assisted tools across the entire vulnerability
landscape.

The evaluation was conducted using benchmark datasets rather than real-world
industrial codebases. The benchmark datasets may not fully capture the complexity,
scale, and contextual dependencies found in production software systems; therefore,
tool performance in real-world environments may differ from the results reported
in this study. Moreover, the subset of samples is relatively small compared to the
full MLCQ and Juliet datasets. Although the selected samples were balanced across
code smell categories, severity levels, and vulnerable/non-vulnerable instances, the
results should be interpreted as exploratory rather than statistically generalizable.
The evaluation was limited to Java source code. While Java is widely used in both
academic research and industrial practice, the findings may not generalize to other
programming languages with different syntax, paradigms, and security characteris-

tics. Although no false positives were observed during vulnerability detection, this
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result should be interpreted with caution. The absence of false positives may be
influenced by the selected samples, dataset characteristics, prompt design, and eval-
uation criteria. Previous studies have reported false positives, hallucinations, and
vulnerability misclassification in LLM-based code analysis [17], [81], [82]. Therefore,
the findings of this study do not imply that modern LLMs are free from false posi-
tives; rather, they indicate that no false positives were observed within the specific
experimental setting used in this evaluation.

In addition, the results are subject to prompt dependency, a commonly reported
limitation in Al-assisted code review research. Different prompt formulations may
influence the responses generated by LLMs, potentially affecting detection perfor-
mance and consistency. To mitigate this threat, the same prompt template was
used across all evaluated samples. Al models evolve rapidly, and future versions
of Codex, ChatGPT, Claude, or other LLMs may exhibit different capabilities and
performance characteristics. Consequently, the reported results should be inter-
preted as a snapshot of model performance at the time of evaluation rather than
a definitive assessment of Al-assisted code review tools. Furthermore, LLM con-
figuration and fine-tuning were outside the scope of the experiments. They were
conducted using publicly available versions of Codex, ChatGPT, and Claude. As
these services manage parameters such as temperature, reasoning strategies, and
other inference settings internally, these configurations could not be explicitly con-
trolled or reproduced. This limitation may affect experimental reproducibility and

introduce variability that cannot be fully quantified by the researcher.



8 Conclusion

8.1 Summary

This thesis investigated the effectiveness of Al-assisted code review tools for detect-
ing code smells and security vulnerabilities and compared their performance with
traditional static analysis approaches. A systematic literature review was conducted
to examine recent research on Al-assisted code review, followed by an exploratory
empirical evaluation using large language models (Codex 5.5, GPT-5.5 and Claude
Sonnet 4.6) and the static analysis tool SonarQube. The literature review showed
that Al-assisted approaches, including machine learning, deep learning, and large
language models, generally achieve strong performance in software quality analysis.
Previous studies reported improvements in accuracy, precision, recall, and F1-score
for both code smell detection and vulnerability identification.

The empirical evaluation largely supported the findings of the literature review.
For code smell detection, the experiment indicates that LLM-based approaches are
more effective at identifying a broader range of maintainability issues, whereas static
analysis tools remain conservative and may miss many smell instances. For secu-
rity vulnerability detection, LLMs successfully identified most vulnerabilities across
the selected CWE categories. SonarQQube maintained high precision but detected
considerably fewer vulnerabilities. These findings suggest that LLMs can comple-

ment traditional static analysis by providing broader semantic understanding and
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improved detection coverage. Although no false positives were observed in the vul-
nerability detection, this finding should be interpreted cautiously and does not imply
that modern LLMs are inherently free from false-positive detections.

Overall, the results indicate that Al-assisted code review tools can substantially
enhance software quality assurance by improving the detection of both maintain-
ability and security issues. However, they should not be viewed as replacements for
traditional static analysis or human expertise. The experimental results revealed
that despite strong detection performance, LLMs exhibited notable weaknesses in
severity classification, correctly assigning severity in fewer than half of the true posi-
tive cases. Furthermore, LLMs are inherently non-deterministic, repeated queries on
identical code may produce inconsistent outputs, which undermines reproducibility
in automated testing pipelines. The tendency of LLMs to generate hallucinated or
partially correct responses, as observed in this study and reported by [82] and [67],
further limits their reliability as standalone tools. Additionally, LLMs failed entirely
on certain vulnerability categories such as Authorization Bypass (CWE-566), and
demonstrated limited reasoning, indicating that semantic understanding remains
bounded. On the other hand, traditional static analysis tools such as SonarQube,
while limited in detection breadth, offer deterministic, reproducible, and auditable
results that are essential in compliance-driven development environments. Instead,
the literature and the experimental findings support a complementary approach in
which Al-assisted tools are used for broad initial discovery, static analysis provides
deterministic baseline checks, and human review is applied for severity validation,
complex judgements, and final remediation decisions, together achieving more reli-

able and comprehensive code quality assessment.



8.2 ANSWERS TO RESEARCH QUESTIONS 57

8.2 Answers to Research Questions

RQ1: How do Al-assisted code review tools perform compared to tradi-
tional static analysis in terms of defect detection accuracy and efficiency?

In the empirical evaluation of this thesis, LLM-based tools consistently outper-
form static analysis in terms of recall, accuracy, and Fl-score. In code smell de-
tection, Claude Sonnet 4.6 achieved the highest overall Fl-score (0.745) and recall
(0.652), while Codex 5.5 achieved the highest accuracy (0.780). SonarQube acheived
the highest precision (1.000) but with lowest recall (0.152). Similarly in vulnerabil-
ity detection, Claude Sonnet 4.6 achieved the highest recall at 0.895 with an F1 of
0.944, followed by GPT-5.5 at 0.832 with an F1 of 0.908, while SonarQube achieved
only 0.116 recall with an F1 of 0.208 across 19 CWEs and 190 test samples. Both
LLMs maintained a zero false positive rate, whereas SonarQube’s detection was lim-
ited to pattern-recognisable vulnerabilities such as hard-coded passwords and weak
cryptography.

RQ2: What types of software quality issues, such as code smells and

security vulnerabilities, are most commonly detected by Al-assisted code
review tools compared to traditional approaches?
In this study, LLMs effectively detect both code smells and security vulnerabilities,
demonstrating highest Fl-measure in method-level smells (Feature Envy and Long
Method) and consistent detection across 17 out of 19 CWE categories. In contrast,
static analysis tools fail to detect certain code smell types, including Data Class
and Feature Envy, and miss 16 CWE categories overall, while also showing reduced
coverage in multi-file vulnerability scenarios. Common issues detected by Al-based
tools reported in previous studies are discussed in detail in Section 5.3.

RQ3: What challenges and limitations are reported in existing stud-
ies regarding the reliability, interpretability, and practical adoption of

Al-assisted code review tools?
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The literature consistently highlights several key limitations of Al-assisted code re-
view tools. A dominant issue across studies is the precision-recall trade-off, where
improving recall often leads to more false positives, and increasing precision reduces
detection coverage [66]. This behaviour is also observed in this study when detecting
code smell, where Claude Sonnet 4.6 achieves higher recall but generates more false
positives, while Codex 5.5 is more conservative with higher precision.

Another widely reported challenge is prompt dependency and model sensitivity,
particularly in LLM-based approaches [80], [81]. It is also observed in the experiment
that performance varies significantly depending on prompt design, input formatting,
and context size. In addition, several studies report context limitations and halluci-
nation risks, especially when analyzing large or multi-file codebases [82]. Therefore,
each code sample was evaluated individually during the experiment to ensure that
the entire source code could be processed within the model’s available context.

Scalability and computational cost are also recurring concerns, particularly for
deep learning and hybrid systems requiring extensive training or large model infer-
ence. Other limitations include interpretability issues, data imbalance sensitivity,
and difficulty in localization of defects, as reported in multiple studies [60], [76], [78].
The empirical findings of this thesis align with these limitations. While LLMs pro-
vide strong detection performance and broader coverage than static analysis tools,
they still produce inconsistent classifications and require human verification before
practical adoption. SonarQube’s extremely low recall further highlights the prac-
tical trade-off between precision-oriented static rules and recall-oriented Al-based
methods.

Overall, the findings suggest that while Al-assisted code review tools and LLM-
based approaches have achieved substantial improvements in detection capability
compared to traditional static analysis tools, their practical adoption in industrial

settings is still constrained by issues of reliability, inconsistent outputs, and lim-
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ited trust. In particular, the trade-offs between precision and recall, sensitivity to
prompts, and hallucination risks indicate that current systems are not yet suffi-
ciently stable for fully automated use. As a result, these tools are best positioned as
decision-support systems rather than standalone solutions, requiring human over-

sight to ensure dependable code review outcomes.

8.3 Future Work

Future research should extend the evaluation to larger and more diverse datasets, in-
cluding real-world open-source projects, to assess whether the detection performance
of LLMs generalizes beyond synthetic benchmarks. Another important direction is
the investigation of fine-tuning approaches. Future studies should explore whether
fine-tuning LLMs can improve detection accuracy, reduce severity misclassification,
and lower hallucination rates. Prior work by [83| shows that fine-tuned GPT-3.5
achieved a 73-74% improvement in exact match scores in code review tasks, sug-
gesting that domain-specific fine-tuning may also be beneficial for vulnerability and
code smell detection.

Future research should also place emphasis on LLM-based severity assessment as
a critical component of code smell and vulnerability analysis. While most existing
studies primarily focus on detecting the presence of issues, severity assessment is
equally important for understanding their practical impact in real-world software
systems. Moreover, the current study focused exclusively on Java-based code sam-
ples. Therefore, future work should extend the evaluation to other widely used
programming languages such as Python, JavaScript, C, and C+-+. This is impor-
tant because vulnerability patterns and code smell manifestations often differ across
languages, and LLM performance may vary depending on language-specific syntax
and training data availability.

Another limitation identified in this study is the non-deterministic nature of
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LLM outputs under default temperature settings, which can affect reproducibil-
ity. The impact of different temperature settings on result consistency should be
examined. In addition, future research should evaluate the integration of hybrid
pipelines combining LLMs and static analysis tools within real software develop-
ment workflows. Several existing studies have reported performance improvements
when Al-based tools are used in combination with traditional static analysis tech-
niques [63], [65], [67]. Therefore, it is also important to assess whether newer LLMs
improve performance when integrated into such hybrid approaches, and to what ex-
tent they enhance detection accuracy and reduce false classifications. Furthermore,
developer-centered studies are needed to assess usability, trust, and adoption of Al-
assisted code review systems. Recent advances in LLM-based software engineering,
such as agentic frameworks and Retrieval-Augmented Generation (RAG), enable
models to iteratively reason over large codebases, retrieve relevant context, and per-
form multi-step analysis. Future work should investigate whether these approaches
mitigate the context limitations observed in this study and whether they provide
measurable improvements over single-prompt evaluation methods. Additionally, the
capabilities of newer and more advanced models should be systematically evaluated

as they continue to evolve.
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Appendix A

Table A.1: Data Extraction of Previous Studies

ID | AI Technique |RQ2: Target Issue RQ1 and RQ3
[74] | Bidirectional Code  smells (God|RQl: Improved accuracy with
Long Short- |Class,  Data  Class,|data balancing (100% for long
Term Memory |Feature Envy, Long|method).
(Bi-LSTM)  and | Method) RQ3:  Generalizability, tuning
Gated Recurrent challenges.
Unit (GRU)
[69] | Graph Neural |Code  smells  (Long|RQ1: Long Method has achieved a
Network (GNN) |Method, Blob) remarkable 0.97, and the values of
other performance metrics all ex-
ceed 0.9.
RQ3: Class imbalance, complex-
ity.
[71] | Deep Learning + |Code  smells (Long|RQ1: Improved accuracy from
embeddings Method, Feature Envy,|5.98% to 28.26% via structural -+
Data Class, God Class) |semantic features.
RQ3: Class imbalance, dataset de-
pendency.

Continued on next page
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ID | AI Technique |RQ2: Target Issue RQ1 and RQ3
[80] | ChatGPT version | Code smells (Blob, Data | RQ1: With detailed prompt, main
3.5-Turbo Class, Feature Envy,|improvement occurred for Data
Long Method) Class where F-measure rose by
0.48 to reach 0.59. However, for
all other smells, the F-measure re-
mained below 0.50
RQ3: Prompt dependency and to-
ken window constraints.
[62] | Federated learn-|Code  smells  (God|RQ1: High accuracy (98.34%) and
ing Class) scalable.
RQ3: Privacy, model drift.
[63] | BERT + static|Code smells (Brain|RQIl: Improves the average ac-
analysis Class, Data Class, God |curacy by 10.38% compared to
Class, Brain Method) |existing detection methods, while
maintaining high precision, recall,
and F1 scores.
RQ3: Data imbalance, cost.
[72] | Contrastive learn- |4 Code smells (Feature | RQ1: Improves representation ac-
ing envy, long method, long | curacy (+13%).
parameter list, data|RQ3: Cost, reproducibility issues.
class)
[79] | Unsupervised ML |Code  smells  (Long|RQ1: Close to supervised but
Method, Feature Envy,|lower accuracy.
God Class, Data Class) |RQ3: Bias, generalization issues.

Continued on next page
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ID | AI Technique |RQ2: Target Issue RQ1 and RQ3

[73] | ML classifiers 5 Rarely code smells| RQ1l: Higher F1 than heuristic
(Middle Man, Class|methods.
Data, Inappropriate | RQ3: Data imbalance, subjective
Intimacy, Refused | labeling.
Bequest, Speculative
Generality)

[66] | GPT-4.0 vs|Code smells (bloaters, | RQl: GPT-4.0 higher precision

DeepSeek-V3 couplers, dispensables, [ (0.79) than DeepSeek-V3 (0.42);
object-orientation both showed low recall; GPT
abusers and change|(0.41) and DeepSeek (0.31).
preventers) RQ3: Precision—recall trade-off.

[70] | Deep learning ap-|4 Code smells (Deficient | RQ1: Improves F-measure (0.95).
proach Encapsulation, Insuffi-

cient Modularization,
Feature Envy, Empty
Catch Block)

[83] |GPT-3.5, Magi-|Code review automa-|RQl: Fine-tuned GPT-3.5 im-

coder tion proves EM(Exact Match) by
73-74%.
RQ3: Training cost is high.

[65] [ Multiple ~ LLMs|11 security vulnerabil-| RQ1: In most of the cases, sig-
+ Static Appli- |ities (XSS, SQL injec- |nificant performance over stan-
cation  Security |tion, Command Injec-|dalone approaches with (Acc:0.90,
Testing  (SAST) |tion, Path Traversal,|Pre:0.92, Rec:0.88, F1:0.90).
tools Insecure Cookie, Weak |RQ3: Prompt dependency, large

Encyption etc) codebase and the limited contex-
tual capacity.

Continued on next page
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ID | AI Technique |RQ2: Target Issue RQ1 and RQ3
[17]|LLM (GPT-4 and |17 CWE including (89, | RQ1: Outperforms static analysis
Claude 3 Opus)|256, 476, 523, 549, 566, |tools in terms of F1.
and static analy-|606) RQ3: Monetary and time cost,
sis tools (CodeQL CWE misclassification
and SpotBugs)
[82] |[LLM (GPT-4 and |25 distinct CWE includ- | RQ1: Mean 0.62 accuracy, 0.71 F1
CodeLlama) and |ing (22, 79, 89, 125, 190, | across all datasets
static analysis [ 476, 787) RQ3: , Hallucination, multi-file
tool(CodeQL) blindness, CWE misclassification
[60] [LLM + graph -+ |Software vulnerabilities | RQ1: Improves F1 (+18.7%) and
static validation (+27.75%) average over baseline.
RQ3: Lack clear explanation,
needs verification and struggle to
process complex code.
[81] | Multiple LLMs Security vulnerabilities| RQ1: Comparable precision, lower
+ logic errors + main-|recall; poor scalability.
tainability issues RQ3: False positives, inconsistent
with larger codebases, hallucina-
tions, prompt dependency.
[67] |[LLM  + static|Error-handling bugs|RQ1: Higher recall (from an av-
analysis (return-value misuse in|erage of 52.55% to 77.83%) and
C) higher Fl-score (from an average
of 0.612 to 0.804) than static anal-
ysis.
RQ3: Nondeterminism, hallucina-
tions.

Continued on next page
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ID | AI Technique |RQ2: Target Issue RQ1 and RQ3
[68] | ConSynergy Concurrency bugs (data | RQ1: Average precision and recall
framework (LLM |races, deadlocks, atom- |of 80.0% and 87.1%, higher F1 but
semantics -+ |icity violations) slower; handles non-compilable
static analy- code. High precision scores across
sis structural all models (e.g., 1.000 for GPT-4o
precision) and Claude 3.5 Sonnet on Juliet)
RQ3: Recall decay, context limits.
[75] |[LLM-generated |10  kernel  vulnera- | RQ1: Finds 92 new bugs beyond
static analyzers |bilities (null pointer, |traditional tools.
buffer overflow, integer- | RQ3: Concurrency issues; multi-
overflow, use-after-free, |threaded code, locking schemes.
etc.)
[77]|[LLM  semantic|9 security smells includ- | RQ1: Higher precision/F1 than
analysis ing (hard-coded secrets, | GLITCH, state-of-the-art security
weak crypto, empty |smell identification tool.
passwords, etc.) RQ3: Prompt and validation de-
pendency.
[61] | Graph learning + |Security vulnerabilities | RQ1: High precision and recall; ef-
LLM (buffer overflow, inte-|ficient training. 96.46% F1 score,
ger overflow, uninitial-|97.82% precision, and 95.14% re-
ized variables, double- |call
free and use-after-free) |RQ3: No line-level vulnerability
localization

Continued on next page
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ID | AI Technique |RQ2: Target Issue RQ1 and RQ3
[78] [IML + Abstract |Security vulnerabilities | RQ1: Outperforms baseline mod-
Syntax Tree | (CWE-119, CWE-120, |els (Code2vec and Code2vec +
(AST) CWE-469, CWE-476, MLP).
CWE-20, CWE-457,| RQ3: Localization and interpreta-
CWE-805) tion
[76] [ML  algorithms|Security vulnerabilities | RQ1: High recall (more than 0.8)
(Random Forest, | (complexity-related de-|but high false positives.
Extreme  Boost- |fects) RQ3: Low interpretability.
ing, Decision Tree
etc)
[59] [DL  (BiGRU + |Security vulnerabilities | RQ1: +8.3% accuracy, +17.7%
attention mecha- |(zero-day +  known|F1.
nisms) flaws) RQ3:  Limited generalizability
to other programming languages,
computational cost.
[64] [Random  Forest | Smart contract vulnera- [ RQ1:  High performance (Acc
+ Non-Negative | bilities 0.977, F1 0.808).
Matrix Factorisa- RQ3: Semantic noise
tion




Appendix B

Initially, generic prompts such as "What code smells are present in this code?" and
"What security vulnerabilities exist in this code?" were used to evaluate the capa-
bilities of the selected LLMs. However, the responses produced by these prompts
were lacked the level of detail required for systematic benchmarking. Hence, more

specific and structured prompts were developed.



CHAPTER B.

Prompt for Blob

You are an expert Java software engineer specializing in code quality and
software design patterns. Your task is to analyze the following Java class and
determine whether it contains a BLOB (God Class) code smell. A BLOB
(God Class) is defined as a class that:

- Has too many responsibilities and does too many things

- Contains an excessive number of methods and attributes

- Handles unrelated functionalities that should belong to other classes

- Is excessively large compared to other classes in the system

Step 1: Identify how many methods and attributes the class has.

Step 2: Identify how many distinct responsibilities the class handles.

Step 3: Determine if the class violates the Single Responsibility Principle.
Step 4: Based on your analysis, give your final verdict.

Answer strictly in this format:

VERDICT: YES or NO

REASON: (one sentence explaining why)

SEVERITY: Minor, Major, Critical



CHAPTER B.

Prompt for Data Class

A DATA CLASS is defined as a class that:

- Only contains fields, getters, and setters

- Has no meaningful behavior or business logic

- Serves purely as a data container with no real methods

- Has all its data manipulated by other classes rather than itself

Step 1: Identify all methods in the class — are they only getters/setters/con-
structors?

Step 2: Check if the class contains any meaningful business logic or behavior.
Step 3: Determine if the class is merely a passive data holder.

Step 4: Based on your analysis, give your final verdict.

Answer strictly in this format:

VERDICT: YES or NO

REASON: (one sentence explaining why)

SEVERITY: Minor, Major, Critical



CHAPTER B.

Prompt for Feature Envy

You are an expert Java software engineer specializing in code quality and
software design patterns. Your task is to analyze the following Java method
and determine whether it contains a FEATURE ENVY code smell.

A FEATURE ENVY method is defined as a method that:

- Uses data or methods from another class more than from its own class

- Makes excessive calls to getter methods of another object

- Seems more interested in another class than the one it belongs to

- Would be better placed in the class whose data it is using

Step 1: How many times the method accesses its own class’s fields/methods.
Step 2: How many times the method accesses another class’s fields/methods.
Step 3: Find if the method is more attached to another class than its own.
Step 4: Based on your analysis, give your final verdict.

Answer strictly in this format:

VERDICT: YES or NO

REASON: (one sentence explaining why)

SEVERITY: Minor, Major, Critical



CHAPTER B. )

Prompt for Long Method

You are an expert Java software engineer specializing in code quality and
software design patterns. Your task is to analyze the following Java method
and determine whether it contains a LONG METHOD code smell.

A LONG METHOD is defined as a method that:

- Is excessively long in terms of lines of code (typically more than 20-30 lines)
- Handles multiple tasks or responsibilities within a single method

- Contains deeply nested conditions or loops

- Is difficult to understand without reading every line carefully

- Should be decomposed into smaller, more focused methods

Step 1: Count the approximate number of lines of code in the method.

Step 2: Identify how many distinct tasks or operations the method performs.
Step 3: Check for deeply nested blocks, multiple loops, or complex condition-
als.

Step 4: Based on your analysis, give your final verdict.

Answer strictly in this format:

VERDICT: YES or NO

REASON: (one sentence explaining why)

SEVERITY: Minor, Major, Critical

The detailed code smell prompts described above were used for the first sample
of code smell category to provide the LLMs with explicit definitions and evaluation
criteria. For all subsequent samples, a shorter prompt was employed to reduce

redundancy and length of prompt.



CHAPTER B.

Prompt for code smell
What code smells (Blob, Data Class, Feature Envy, or Long Method) are
present in the attached code? Please use the definitions provided above when

performing the analysis. Please answer in the above format.

Prompt for vulnerability detection
What security vulnerabilities in the attached java code? Give me the CWE

name and also locate it. Give me a verdict of yes or no only.
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