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Abstract: The purpose of this study is to evaluate Integrated Financial Management Information System (IFMIS) in Malawi local governments. In 2009, Malawi Government decided to automate public finance management (PFM) in all 36 sites of local governments.  The government acquired and installed Serenic Navigator Enterprise Resource Planning (ERP).  Among the main objectives of IFMIS is to ensure effective control and proper accountability over allocation and utilization of government resources. Eight years after implementation of IFMIS in Malawi local governments, there are still critical challenges in PFM. First of all, IFMIS is still used as an accounting package rather than an ERP.  There are delays in production of reports from the system and the reports lack credibility.  The other challenge is over expenditure on budget items, but Serenic Navigator is one of ERP with strong internal controls. This study finds out these challenges and their sources. The first author was involved in the data collection from 15 IFMIS sites in 2015. The data collection adopted the following methods; desk review i.e. reviewing documents related to business processes analysis, tender documents, functional requirements, user acceptance tests, government-vendor contracts, reports produced from the systems, project charter, and other documents related to IFMIS. The team also conducted interviews with different users such as district commissioners, financial controllers, procurement officers, store/inventory officers, revenue officers, projects officers, cashiers, and IT officers. Vendors were also interviewed to find out the approaches used in system design, implementation and maintenance. The team accessed the system through system administrators to check out audit trail, internal controls (budget controls), and other configuration such as user matrix, and chart of accounts, budget planning and management. Findings such as many system administrators, untrained users, unused modules, important process that are not automated, lack of systems interfaces, lack of IT policies and sharing of passwords contribute to the inefficiency of Malawian local governments IFMIS.  This study will add new insights to the field of e-government research, especially on the challenges caused by approached adopted in design, implementation and maintenance of IFMIS.     
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1. Introduction 

IFMIS is defined as computer-based systems that automate and store key financial information in large organizations like governments (Acevedo 2009, USAID Report 2008, and Casals 2008).  Integrated Financial Management Information System (IFMIS) is one of the major components of e-government (Laizer and Suomi 2016). E-government is defined as the use of information communication technologies by the government to offer citizens and businesses the opportunity to interact and conduct business with the government by using different electronic media (Almarabeh and AbuAli 2010).  A strong public financial management system is a catalyst for economic growth and development. It ensures that the government and its departments raise, manage, and spend public resources in an efficient and transparent way with the aim of improving service delivery (Ajayi and Omirin 2007).  IFMIS is built through ERP solutions such as EPICOR, SAP, Free Balance, ORACLE, Serenic Navigator, etc. Since most ERP solutions do not have all modules required by public finance management, third party systems are acquired and integrated to complete the automation of PFM cycle (Laizer and Suomi 2016).  The automation of public finance management also involves procurement processes such as quotations and tenders to allow vendors to submit their bids online. The online communication between suppliers and the government, government and citizens through public financial reports makes IFMIS one of e-government components (Stone 2013).
Malawi embarked to implementation of e-government systems (including IFMIS) in 2000s. The central government automated its public financial management business processes in 2005 while local governments did it in 2009.  As in many other African countries South of Sahara, Malawi IFMIS has challenges at the central and local government level. Authors show that some of the successful countries in e-government such as Sri Lanka and Singapore adopted e-government framework which ensured full government involvement and ownership (James 2004 and Sin 2007; Diamond and Khemani 2006). The literature also shows Slovakia as another successful country in IFMIS implementation and reasons behind are strong political-will, resources availability, and ownership by the top management. The project was also guided by a charter which included a time-frame (USAID Report 2008).  The framework acts as a lens to focus attention and awareness on the underlying issues and elements that should be debated, discussed, and further developed (Grant 2005). During data collection in Malawi, the important documents such as e-government framework, project charter and communication strategy (implementation plan) were not available.  
2. Research Questions 

These research questions were extracted from the terms of reference (ToR) requirements which guided data collection, analysis and reporting for audit of Malawian local governments IFMIS: 

a) Does connectivity exist between local governments and National Local Government Finance Committee (NLGFC)?  
b) Are all modules purchased used by all local governments; 
c) Is consolidation site (NLGFC) has the respective module for consolidation and production of reports? 

d) Does the budget rule setting meet the government requirements and best practice? 

e) Do internal controls meet the government requirements and best practice?    

3. Literature Review 

3.1 IFMIS and E-government 

Authors discussed malpractice in Malawian IFMIS and other developing countries. IFMIS is not meeting expectations regardless of the substantial amount of money spent by Malawi authorities to put IFMIS in place. IFD audit report for Malawi IFMIS shows how IFMIS was used to steal billions from Malawi central government. The report shows that the fraud was done through creating and deleting transactions from IFMIS. It states that the deletion of any accounting entries and any subsequent payment of government funds is not a fault within IFMIS. It stems weak application of the controls by the individual users and by staff circumventing the controls designed to ensure that the system works effectively e.g. sharing user IDs (Baker 2015).   Author argues further that the transactions were also deleted from the EPICOR system by users with access to the databases in which the transactions are stored. Users had system administrator access to the databases as well as to the entire EPICOR system which allowed them to process any transaction.  This reveals one option on how e-government projects fail in developing countries. Though e-government projects consume massive financial and political commitments to establish, they still fail to meet the expected objectives (Grant 2005 and Accenture 2004).  A survey conducted by Heeks on 40 e-government projects in developing nations found that 35 percent of the projects were considered total failures, 50 percent were considered to be partial failures and only 15 percent of the projects could be classified as a success (Heeks 2003). 
IFMIS challenges have different interpretations from government and from vendors. The government will talk about the need to meet the requirements stated in the contracts while the vendor will talk about update the current system to the new version (Martin 2014).  In relation to IFMIS in Malawi, the government has been talking about lack of interfaces, lack of budget control, ineffective audit trail, and other controls while the vendor has been pushing for installation of new version of software.  One the benefits of using e-government framework or any other, will provide careful examination of functional goals and detailed guidelines for system development and implementation (Lai 2013).      
3.2 The Role of IFMIS 

The role of IFMIS in any organization including government is to make sure users can access reliable financial data, strengthen financial controls, improve service delivery by governments, and introduce high level of transparency and accountability (Peterson 2008 and Vakalfotis et al. 2013). Authors provide similar roles of IFMIS in organizations. Some of those roles are: 
a. Provide timely, accurate, and consistent data for management and budget decision-making;

b. Support government-wide as well as agency-level policy decisions;
c. Integrate budget and budget execution data, allowing greater financial control and reducing opportunities for discretion in the use of public funds;

d. Provide information for budget planning, analysis and government-wide reporting;
e. Facilitate financial statement preparation; and
f. Provide a complete audit trail to facilitate audits.
3.3 IFMIS Design, Development/Implementation and maintenance 
The preceding sections discussed IFMIS as one of the e-government components and the importance of adopting an e-government framework. The frameworks help designing, implement and maintaining a system according to the user requirements (Mohamed 1996). The frameworks require adopting a systematic approach such as problem detection; identification and definition; solution definition (functional requirements); system analysis; logical and physical system design; procedures and program design; program writing; program testing; integrated testing; conversion and installation; and operation (Weitzel and Kerschberg 1989). Putting an IT system such as IFMIS in place requires; a feasibility study or analysis, design, technical construction, and implementation. The design phase is one of the important stages that consists of studying information system requirements; analyzing functional requirements; describing functional specifications; deciding on the necessary changes for the new system; and assessing the technical support requirements of the new system (Franz 1985)   

Authors such as Yu, Snyder, and Cox advocated using one of the existing Information systems frameworks as a measure in controlling risks during design, implementation and maintenance (Yu et al 2013). Authors discuss frameworks as the approach used by auditors during system audits. This means aligning system development with one of the existing frameworks will minimizes or omit audit queries (Snyder and Cox 1985).     

3.4 Malawi IFMIS in Literature 
Authors discuss the design and implementation of Malawi central government IFMIS.  Authors indicate that appropriate design was not adopted for Malawian central government IFMIS in 2005. The government and the vendor did not take efforts to develop new user requirements but used ones developed in 1996 which were outdated and not a true reflection of the Government requirements in 2005. Author discusses further that the IFMIS solution that was adopted by Malawi central government in 2005 was incomplete and failed to constitute ideal Government IFMIS design and operational architecture. There were key elements which were missing or not fully functional. For example, procurement was captured in the vendor’s documents, but was not fully automated; stores and fixed assets were not automated; interfaces with other systems were not working (kenya-today.com June 28, 2015). 
4. Methodology 

4.1 Data Collection 

The data for this study was collected between April and August 2015 from NLGFC and from 14 local governments. There are 35 sites using local government IFMIS in Malawi and data was collected from 43 percent of these sites.  Data was collected by a team of four experts of different qualifications as shown in table 1. 
Table 1: Quality Audit Team 
	Name  
	Position 
	Skills & Experience  

	Edwin Christpher Brown  
	Team Leader 
	Master’s degree in Finance, Certified Public Accountant (CPA) , with over 35 years of experience working with ERPs 

	Ebenezer Gabriel Laizer 
	IT Technical Adviser  
	Master’s in IT with other 16 years working experience in e-government. 

	Kennedy Musonda 
	PFM Expert 
	Master's Degree in finance management plus CPA, with working experience of 12 years

	Robert Mutoba  
	Budget Expert 
	Master’s degree in finance with working experience of 10 


The local governments in Malawi are categorized in City Councils, Municipal Councils, District Councils and consolidation site at NLGFC. The data collection ensured that all categories of local governments from different locations in the country were included. The sampled 15 sites include; two City Councils, One Municipal Council, Eleven District Councils and a consolidation site at NLGFC.  The sample also aimed at wide geographical coverage by including 3 councils in the northern region; 5 councils in the central region; 6 councils in the southern region; and NLGFC consolidation site in the capital (Lilongwe). This was purposive approach (Teddlie and Yu 2007). Data were collected through:
4.2 Desk Review

This involved documents used for design and implementation of local government IFMIS such as user requirements, tender documents, response to the bid, contract and addendums, maintenance contracts, training manuals, implementation plan, user acceptance test reports, and other correspondence between the client and the vendor.  
4.3 System Assessment
Expert accessed Local Governments IFMIS through different users to assess the functionalities of different modules against functional requirements.  This method provided very useful information. It was very important to see how the system was configured and to realize gaps between the actual system settings and the functional requirements.  The system was also assessed against the legal framework and the best practice.  The figures used in this report were captured from system assessment.  
4.4 Interviews
The interviews involved users of different levels from top management to level of data clerks. One of the objectives was to know whether they were involved in the design, implementation and maintenance of local government IFMIS. The interviews involved the top management at the central government who are responsible for PFM at local government level (the permanent secretary for Ministry of local governments, the Accountant General, permanent secretary Ministry of Finance, and the Budget Director), the top management at local government level (District Commissioner, Finance Control Officer, and heads of department), users at local government level in procurement, payments, revenue, stores/inventory, projects, assets management, cheque printing/cashiers, human resource management/payroll), and the technical teams (IT technical team and application support team).

4.5 Presentations and Discussions with Stakeholders
The team did presentations and discussions to different groups of stakeholders such as donor community, government and vendors, different government officials, and meetings with different personnel from the vendor firm. Some of these meetings were very important. For example the meeting between the vendor and government officials focused on explaining responsibilities of each party and expected outputs. 

4.6 Stakeholders Workshops

The team conducted three workshops whereby one was with NLGFC which is responsible for local government PFM, the second one was for the top central government management with representatives from local governments and the third was the workshop between government officers and the donor community. The findings were presented to these workshops for discussions and contributions. The workshops brought awareness of existing IFMIS challenges to the top government management.  
5. Findings 
5.1 Overview of Findings 

The team collected data and wrote reports for stakeholders of Malawian local government IFMIS. The data is also useful for academic forums. The study analyzes part of the data which is useful for academic audience.  The data collection and analysis were aligned to the requested services as described in the ToR.  The major finding is that the design, implementation and maintenance of IFMIS do not meet the government requirements and best practice. These do not adhere to the guidelines which state that technologies are often developed in response to specific task requirements (Rom & Rohde 2007).    
5.2 Vendor Assessment  

The quality audit team has no doubts that the vendor was in a position to know the best procedures for IFMIS design, implementation, and maintenance. The tender documents state lack of capacity within government and that the vendor was expected to use its skills and experience to ensure that user requirements are met. The settings of the current system do not show the vendor was responsible enough. The implementation contract was concluded and maintenance contract was initiated while IFMIS setting was incomplete.  Modules such as budget planer, procurement, and budget consolidation were not configured. The setting of budget rule is as good as not having one. The local governments can still overspend and one objective of IFMS was to control overspending.    
5.3 The Acquired IFMIS Solution 

In theory Serenic Navigator is an ERP developed for non-profit organizations of which governments are included. Based on the fact that non-profit organizations manage their finances in different ways. This means even though the ERP is for non-profit organizations, customization is needed to meet government’s specific requirements. Serenic Navigator is for organizations such as government, but its success depends on how the design is made, vendor’s competency, and government capacity to supervise the contract implementation.  The current challenges reflect lack of government capacity to supervise IFMIS implementation. Vendors require close and competent supervision.     
5.4 Availability and functionality of audit trails
The current Malawian local government IFMIS has audit trail, but the settings of this important feature leaves some system changes unrecorded. In some sites, the IT personnel and the system administrators can deactivate the system audit trail. This means if the local government personnel want to do unlawful transactions and/or system changes, they can disable the system audit trail.  It is also important to note that IT personnel/system administrators can complete the whole payment cycle from one point and can delete transactions.  The intention of putting IFMIS in place was to increase security, transparency and accountability that are not offered by the current settings.  The figure below shows the IFMIS audit trail.  
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Figure 1: Audit Trail 
5.5 Availability and functionality of business process controls

The setting of budget rule in Malawian IFMIS is as good as not having any rule at all. The business process controls include budget controls, internal controls and alignment of the IFMIS to the legal framework. Internal controls of Malawian IFMIS are loose.  The IFMIS settings are not aligned to the legal framework.  The budget rule was one of the pains of the old system and was among the major reasons why the government went for a new system.  
The user functional requirement document, which was developed by the Vendor, states that if there is no funds in the bank account for purchasing items and if there is no budget for the items required the purchasing shall not go through.  The current system allows the payments being done from line items with zero budgets as shown in the figure 3. The figure below shows the tolerance level in the current system is from minimum to maximum (in some settings is from 0.00 to 99,999,999,999,999.00) is as good as not having any control. 
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Figure 2: Budget Tolerance Settings 
The ability to process expenditure against a zero budget is another key system challenge which makes the integrity of local government IFMIS questionable.  From the figure, the budget is zero, but there are actual expenditures which make available to read negative (meaning over expenditure).  
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Figure 3: Transactions against Zero Budget 
5.6 Unused Modules 

Unused modules in Malawian local government IFMIS is another challenge, the government paid for modules which are not used. In another situation there are modules which are not fully customized to meet the government requirements.  During the audit, modules such as fleet management, fixed assets management, stores management, project management, procurements, revenue management, and property rate management were not used in 90 percent of all local governments. The mentioned modules were not used for a number of reasons including customization issues, lack of skills, and lack of enforcement from the government.  This is one of the major reasons why the final accounts are prepared outside the system. Authors discuss the use of all modules and interoperability issues as key to IFMIS success (Masau and Cammack 2014; Irura and Dimunzio 2015).  
5.7 Other Findings 

This study captures only a few summarized findings to meet the number of pages and number words required by the conference.  

a. The system does not logout users after being idle for a certain time. This is to say, the system allows users remain logged-in indefinitely if they forget to logout. There was a situation in one of the local governments whereby a director of finance left the system on and another user used his account to do transactions and submitted for approval.
b. Malawian local government IFMIS did not have provision for delegation. Parallel users with same rights were used as a way to delegate. One of the parallel accounts was supposed to be used when the positions owners are not around and have delegated their functions to somebody else. The audit showed that the accounts are used when the position owners are on duty. This approach creates redundant users in the system that can collude and approve a payment. It was also realized that top management delegate their system’s functions by sharing their user names and password and not change often, which made many local government employees to know the system’s user names and password. This finding coincides with IFD audit report about automated fraud (Baker 2015). The data collection revealed that passwords are more shared at the top management level than at low level.  
c. Management information system officers (MISO) share their administrator’s passwords with other employees.  The MISO has been given super-rights that if misused can cause serious damage in the system. The quality audit team observed system administration rights were given to different users within the local government, even those who are no longer working with the respective local authorities.  The quality audit team pulled out transactions done using the MISO rights, but the question remained who among many with MISO’s rights did the transaction.   
d. The system does not have alerts to warn the management for serious system violation or damages occurring in the system. The best practice requires a system such as local government IFMIS to have alerts linked to the DC/CEO and director of finance and/or respective heads of departments. These alerts can be sent by e-mails, system inbox, and/or pops up. This can be extended to NLGFC personnel. 
e. The computer networks lack firewall and data encryption. The local government IFMIS networks can easily be hacked. The vendor advised the government to implement these security measures, but resources (especially funding) were not made available. The literature demonstrated the need of resource supply to ensure success of IFMIS (Chêne 2009 and International Transparency IFMIS Report 2009). Therefore, there is no network connectivity between local governments and NLGFC and the local area networks within individual local governments do not meet the required standards.  
f. There is no consolidation module at NLGFC and the consolidation of local government budgets are still done manually which causes delays and errors. The ToR showed this as a mandatory requirement. 
g. There are no IFMIS policies, standards, and procedures. The management of IFMIS is different in local governments, but none of them had guiding policies.      

h. Cheque voiding feature is another very interesting challenge in Malawian local government IFMIS. The cashier can print the cheque and command void which will allow producing another and another (many/endless) cheques from one transaction without requesting approval from top management. 

i. Pilot and quality audit. These two are important components during implementation of IT system. The pilot will allow the stakeholders to realize critical challenges and correct them before the rollout. The Malawi government and the vendor adopted the pilot approach, but the quality audit was not conducted thereafter.  
j. The maintenance contract. The government has a maintenance contract with the vendor, but has been developed without a risk register/log and there is no communication plan. This approach limits skills transfer from vendor’s team to government team.  
6. Conclusion 
IFMIS is the automation of public finance management (PFM) processes. The objectives of IFMIS are very clear and can be summarized as transparency, accountability, and improved service delivery to the citizens. The achievement of these objectives is also expected to reduce or eliminate corruption.  Governments are the biggest organizations in the countries; a successful IFMIS requires serious design, implementation, and maintenance. Successful countries in the implementation of IFMIS are said to adopt e-government framework which ensures resources availability and allocation, political will, ownership by top management, and high level of contract management.  The adoption of e-government framework or any other approved framework in the design, implementation and maintenance of IFMIS will reduce the failures such as those found in Malawian local governments.  For example, the framework will require development of policies and policies will restrict sharing of password, will instruct system logoff after being idle for a few minutes, will restrict system administrator from doing transactions, will instruct timely system audit that will discover challenges such as lack of interfaces and unused modules. 
Authors discussed the relationship between the vendors, management, and users (Hirchheim and Kelin 1989). The other important factor is the alignment of organizational and IT infrastructure (Henderson and Venkatraman 1993). The adoption of more frameworks, availability of resources such as funds and skilled labor in IFMIS implementation will minimize the weaknesses found during the audit. The availability of these resources will maximize the chances for governments to achieve the intended objectives of IFMIS which are transparency, accountability, good services for citizens and less corruption (Laizer and Suomi 2016; Rom A. and Rohde C. 2007).  There is a need for more research on design, implementation and maintenance of information systems in government environment to realize the reasons for big percent of failures in e-government projects. 
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