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Neuroimaging, particularly functional magnetic resonance imaging (fMRI), is one
of the most significant tools of medical and cognitive research, as access to high
quality neuroimaging datasets provides unparalleled insights into brain activity and
functions. Its combination with artificial intelligence applications has increased its
scope even further, bringing into view advanced diagnostic tools and predictive
models for neurological and psychological disorders. However, the sensitive nature of
such data, coupled with strict privacy regulations, significantly limits its accessibility
and hinders collaborative research efforts.
Synthetic data has emerged as a valuable tool for generating artificial datasets that
replicate the statistical properties of sensitive datasets with a reduced risk of privacy
breaches. This thesis takes this as a starting point and builds upon the work done
by Zheng et al., which utilized Generative Adversarial Networks (GANs) to generate
synthetic task-conditioned fMRI images, and integrated Differential Privacy (DP)
into the technical approach as a means to introduce a quantifiable measure of privacy
all while preserving utility for downstream machine learning tasks. In this work, DP
was integrated into the ICW-fMRI-GAN, using the Opacus privacy engine, and the
research investigated three core challenges: the impact of DP on synthetic data
sample quality evaluated through the Inception Score (IS), its effect on model per-
formance and classification accuracy in predicting cognitive tasks from the images,
and the degree of privacy protection ensured.
The experiments conducted in this work involve two medical institutions of varying
sizes and resources, where a DP-wise access protocol is proposed as a potential solu-
tion for effective data sharing and research collaboration. The results demonstrated
that the use of a combination of real and DP synthetic data achieves a competitive
level of predictive accuracy while offering a fair amount of privacy guarantees. The
work also underscores the need for future research to refine DP mechanisms for high
dimensional data, such as brain images, and to develop synthetic datasets that are
capable of maintaining sufficient utility while preserving patients privacy.

Keywords: Neuroimaging, fMRI, Synthetic Data Generation, Differential privacy,
Generative Adversarial Networks, Data Collaboration
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1 Introduction

1.1 Research background and significance

In the era of explosive data growth, Machine learning, and data analysis techniques

have gained significant attention for their ability to derive meaningful insights from

large datasets, and across different fields. As a result of this exponential growth

of data, various forms of large-scale datasets are being made available, including

sensor data, social media feeds, transactional logs, and increasingly healthcare data.

Moreover, the integration of Artificial Intelligence and Machine learning algorithms

with medical data has become a valuable resource for advancing health care and

contributing to advances in diagnostics, treatment plans, early onset of diseases

and disorders, as well as an overall better understanding of human health and an

improvement in the efficiency and accuracy of healthcare delivery.

A large subcategory, however of this type of data that has gained a lot of attention

is neuroimaging data, particularly fMRI, or functional Magnetic Resonance Imaging,

which is a non-invasive imaging technique that measures brain activity through the

detection of changes in oxygenation and blood flow, that is to say, when neurons

in a given area of the brain become active, they consume more oxygen, triggering

an increase in oxygen delivery initiated by the nearby blood vessels. These signals

are referred to as Blood Oxygen Level Dependent (BOLD), which are captured by

fMRI and are used to create detailed spatial maps of brain activity and provide
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insights into how different areas of the brain interact during specific tasks or in

resting states [1] [2]. Neuroimaging data, such as that from fMRI, is extremely

useful in the diagnosis and treatment of neurological disorders, brain mapping, and

cognitive neuroscience research.

1.1.1 Neuroimaging and the role of fMRI in diagnostic ap-

proaches

The human brain is undoubtedly the most complex machine mankind has ever en-

countered, and its mechanisms and functionalities still challenge our understanding

and remain some of the greatest scientific mysteries. As a result, neuroimaging

data has become increasingly important in both clinical and research settings, as

researchers are constantly aiming to get a better understanding of this ’black box’

we call the brain, and constant efforts are being made to comprehend the underlying

mechanisms behind several neurological diseases. For example, research surround-

ing the diagnostic criteria for Alzheimer’s disease [3] was able to demonstrate that

neuroimaging techniques, specifically structural imaging, are able to identify unique

biomarkers that are crucial for early diagnosis. Similar studies [4] showed that struc-

tural imaging alongside other markers can help identify patterns of abnormal brain

activity or changes in brain networks that may signal the onset of the disease prior

to the appearance of cognitive symptoms and dementia become apparent. Addition-

ally, studies such as the work conducted by (Tessitore et al., 2012) [5] on Parkinson’s

Disease proved that fMRI can help detect subtle changes in brain activity that aren’t

usually visible through traditional brain volume measurements. They showed that

while standard imaging methods didn’t show any differences for example in gray

matter size between individuals with Parkinson’s Disease (PD) and those without

the condition ("healthy controls"), fMRI was able to reveal decreased connectivity

in the Default Mode Network (DMN) in unimpaired patients, which demonstrated
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that fMRI is able to identify early markers of the disease that are linked to cognitive

functions even before any cognitive symptoms appeared. Research on psychiatric

disorders such as schizophrenia and psychosis [6] has also benefited from fMRI tech-

niques, as researchers were able to get a better understanding regarding the neural

basis of such disorders, and by conducting experiments and comparing results be-

tween healthy individuals and those diagnosed with schizophrenia, they found that

disrupted functional connectivity in the brain’s "default mode network" has been

linked with the severity of positive symptoms. Moreover, the list of neuroscience,

neurology, and psychiatry research that has benefited from the application of fMRI

includes several other disorders, and it extends to developmental disorders as well,

such as autism, where certain investigations using fMRI scans [7] have shown that

children with Autism Spectrum Disorder (ASD) exhibit unusual patterns of connec-

tivity in certain regions of the brain like the insula and the right superior temporal

gyrus, which are not found in neurotypical children. Overall, these insights not

only aid in early diagnosis but also guide targeted interventions and therapies, mak-

ing fMRI a powerful tool for personalized medicine. Therefore, in order to achieve

these goals and efficiently improve diagnostics and treatment approaches, the in-

tegration of neuroimaging data is of great importance. Finland, in particular, has

made significant strides in this field, an example of such work are the contributions

made by the Finnish Biomedical Imaging Node (FiBI), as part of the pan-European

Euro-BioImaging consortium, particularly through their involvement in advanced

imaging technologies and infrastructures, which opens the door for cutting-edge

brain research and international collaboration, placing Finland at the forefront of

neuroimaging technology development [8].
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1.1.2 The role of AI and its applications to neuroimaging

Artificial Intelligence (AI) has given neuroimaging a whole new dimension, making

the analyses of complex brain data more accurate, faster, and to some extent more

interpretable. Specifically, machine learning and deep learning techniques have been

transformative in making sense of the high-dimensional fMRI data. Traditional

analytical approaches in neuroimaging research are typically based on a predefined

hypothesis concerning areas of interest in the brain with the objective of finding

biomarkers that support diagnostic decisions [9]. This however, comes with a high

load of feature engineering. On the other hand, AI models, specifically deep learning

algorithms, are capable of autonomously uncovering patterns within data, allowing

subtle changes to be identified as potentially predictive of specific conditions.

As a result, a growing number of neuroimaging studies are adopting deep learning

frameworks for optimized biomarker identification, as well as improved diagnostic

accuracy. An example of this is a case study [10] done on Major Depressive Dis-

order (MDD) patients, where deep learning was proven to be able to successfully

classify with competitively high accuracy, different brain states in the patients and

distinguish healthy subjects from affected ones, through learning the complex pat-

terns of functional connectivity, the same study also showed that similar approaches

provide additional information regarding the brain regions that are involved in mood

disorders such as MDD and Bipolar Disorder (BD).

On top of that, AI’s contributions to clinical applications in neuroimaging are not

just limited to classification and prediction, they also extend to the enhancement of

image quality and the extraction of meaningful features from noisy data. AI models

can be trained to denoise fMRI data, improving signal quality and reducing the need

for lengthy scan times, which in turn makes the imaging process less burdensome

for patients [11]. Moreover, this technology can facilitate the analysis of large-

scale datasets by automating labor-intensive processes like image segmentation and
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reconstruction, ultimately accelerating research timelines and reducing human error.

1.1.3 Privacy concerns and possible solutions

Nevertheless, this type of data is particularly sensitive, as it has the potential to ex-

pose confidential information regarding an individual’s neurological activity, which

in turn can reveal information regarding the individual’s cognitive states, emotional

responses, mental health conditions, or even susceptibility to certain neurological

disorders [12] [13]. Thus the handling of sensitive patient data through these predic-

tive models and the sharing of such information has given rise to several ethical and

legal concerns, particularly in the context of privacy regulations such as the General

Data Protection Regulation (GDPR) in the European Union [14]. Moreover, con-

sidering the complexity of the models needed to accurately represent fMRI images

and the fact that high-dimensional imaging data of this sort more often than not

comes with a limited sample size, the need for more data is even stronger, as larger

datasets help to capture the variability and intricacies present in neural activity.

The challenge of balancing the demand for data-driven insights with the responsi-

bility to protect patient privacy has led to a growing interest in methods such as

Differential Privacy (DP) [15] [16] and generative models for secure data sharing,

and the development of powerful AI models applied to healthcare that enables great

advancements in diagnostics, and treatment personalization, all while minimizing

the risk of exposing sensitive patient information.

1.2 Objectives of the study

Limited availability of real-world medical data often hinders research progress, espe-

cially in domains where strict privacy regulations restrict data access. This scarcity

can also lead to issues such as class imbalance, where certain medical conditions or
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demographic groups are underrepresented, ultimately impacting the robustness and

generalizability of predictive models [17] [18]. To put this challenge into perspec-

tive, the experimental setting in this work models a realistic data-sharing scenario

involving two health institutions (Hospital A and B) with neuroimaging databases,

where Hospital B has limited data availability and seeks to use DP synthetic data

generated from the more extensive data set of Hospital A.

This thesis aims to propose a solution to integrate differential privacy into an

Improved Conditional Wasserstein Generative Adversarial Network (ICW-GAN) [19]

that is specifically tailored to generate synthetic fMRI data for medical applications.

By building on the work of (Zhuang et al., 2019) [20] and focusing on a DP version

of the originally proposed ICW-GAN, this study addresses critical privacy concerns

inherent in sharing medical data, with a particular emphasis on ensuring compliance

with the GDPR.

The Generative model is trained on real fMRI data from the NeuroVault col-

lection 1952 [21], with the adopted technical approach for incorporating differential

privacy being through the offered functionalities of the privacy engine from the Py-

torch Opacus library [22]. This approach ensures a straightforward implementation

of a model that is capable of generating synthetic "task-dependent functional brain

images" with quantifiable levels of privacy, allowing secure data sharing, and mini-

mizing the risk of revealing identifiable patient information.

The evaluation of the DP ICW-GAN involves assessing the level of privacy

achieved in the generated data, examining the utility of the synthetic data for down-

stream classification tasks, and analyzing the quality of generated samples as mea-

sured by the Inception Score (IS) [23]. Moreover, the downstream classification task

had the purpose of assessing whether the inclusion of synthetic data (both with and

without DP) affected predictive accuracy. This involved training classifiers under

three different scenarios: using real data only, a mixture of real and synthetic data,
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and a combination of real and DP synthetic data. This setup allows us to compare

the level of utility preserved by different data combinations, assess how DP syn-

thetic data influences the classification accuracy, and to some extent help us better

understand the trade-offs between maintaining privacy through DP synthetic data

and achieving strong predictive performance.

Notably, no hyperparameter tuning or optimization was applied beyond the ad-

justments for privacy, and as is the case with the original work, this method could

still be readily adapted to other datasets or similar data-sharing contexts. In con-

clusion, this research examines the balance between privacy protection and utility

in synthetic fMRI data, offering a potential framework for privacy-preserving data

sharing in medical and neuroscience applications. The main research questions guid-

ing this study can be listed as follows:

1. To what extent can differential privacy be integrated into generating fMRI

data without significantly impacting the downstream classification utility?

2. How does the inclusion of synthetic data, both with and without DP, influence

predictive accuracy when compared to training solely on real data? Does it

introduce an improvement in accuracy?

3. What is the quality of the generated fMRI samples, as evaluated by the IS,

especially when DP is applied?

1.3 Thesis contents

In the remaining parts of this thesis, the content is presented as follows: chapter

2, "Literature review", presents the theory behind the main concepts used through

this work, this includes a detailed discussion on Synthetic Data Generation (SDG),

the privacy concerns that comes with it, as well as an exploration of the theoretical
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framework behind DP. Chapter 3, "Materials and methods", builds on these the

theoretical concepts presented in chapter 2 by detailing the practical methodologies

and frameworks used in this thesis, it introduces Generative Adversarial Networks

(GANs), along with other related subtypes, before going into more detail regarding

the modifications and improvements proposed to introduce DP into our implemen-

tation. Chapter 4, "Modeling Process and Experimental setup", sets the scene and

describes the data used for this work along with its properties, it describes in detail

the approach used for the data generation and the introduction of DP, the model

training protocols, and it also describes in more detail the hypothetical scenario that

constitutes the basis of our downstream classification task. Chapter 5, "Results"

presents the outcomes of the work, along with the evaluation process. Finally, the

last chapter, "Conclusion" gives a general summary of the work, along with discus-

sions regarding future work.



2 Literature review

Before delving into the practical aspects of this work, this chapter lays the ground-

work by introducing foundational concepts central to this thesis. We will explore the

privacy challenges inherent in medical data sharing, followed by a discussion on syn-

thetic data generation techniques, highlighting their advantages and acknowledging

the associated limitations. In addition, we will explore the concept of Differential

Privacy as a potential solution to safeguard sensitive information during data sharing

and model training processes.

2.1 Privacy challenges in medical data sharing (GDPR)

The exponential growth of volume in medical data has undoubtedly opened up new

opportunities and interest for secondary purposes such as scientific research, statis-

tics, and novelty in different applications [24]. One can even say that this data is

believed to be worth its weight in gold when it comes to the development of models

that aid health professionals in making more informed, evidence-based decisions,

thereby ensuring the ability to improve diagnosis and prognosis, impacting better

patient outcomes [25]. However, while healthcare data carries enormous transforma-

tive potential, sharing it for these purposes poses a great challenge in maintaining an

ideal balance between the protection of individual privacy and facilitating research

for potential benefit. This ethical and practical dilemma is often referred to in the

literature as the "privacy-utility trade-off" because efforts toward safeguarding sensi-
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tive personal information conflict directly with maximizing utility from data-driven

insights [26] [27].

As a means to address these privacy concerns, strict regulations were set in place,

such as the General Data Protection Regulation in the European Union [14]. The

said regulation details a comprehensive set of guidelines and recommendations on

how sensitive personal data should be handled, shared, and collected. While the

GDPR is of strong importance when it comes to the protection of individual rights,

compliance with its principles brings another layer of complexity into the work and

efforts that benefit from shared medical data, forcing organizations into navigat-

ing a maze of legal requirements, informed consent protocols, data anonymization

techniques, and secure transfer protocols to reduce privacy risks effectively. Beyond

the borders of the European Union, however, the GDPR also shapes global poli-

cies, in a sense that its standards impact international practices and collaborations

in data sharing, further complicating the effort to balance privacy and innovation.

Therefore, finding sustainable solutions to protect patient privacy all while pro-

moting scientific advancement remains a central challenge in the era of data-driven

healthcare.

2.2 Synthetic data generation

Researchers have proposed Synthetic Data Generation (SDG) methods using sta-

tistical models as a potential solution to help minimize the risks associated with

handling and disclosing sensitive data, as well as a valuable data augmentation

technique, particularly in the context of medical applications [28] [29]. Formally,

this technique involves creating artificial datasets that closely resemble real data in

its statistical properties, without containing any identifiable information about indi-

viduals [30]. The goal here is to ensure that the generated synthetic data maintains

high quality and statistical accuracy while minimizing the risk of re-identification.
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In this sense, SDG methods claim to be inherently private, simply because the data

is artificially generated and as a result not directly linked to any original sensitive

data records [31]. This claim however has repeatedly been shown not to be correct,

and we discuss this in greater detail in section 2.2.3.

Putting the related privacy concerns aside, SDG is still considered an innovative

approach that paves the way for advancing healthcare research, by providing a valu-

able resource for realistic datasets that form the basis for analysis and predictive

model development. However, it is important to acknowledge that generating high

quality, statistically sound synthetic data requires expertise and robust methodolo-

gies, and ensuring the generalizability and validity of insights derived from such data

compared to real world data remains an ongoing area of research.

2.2.1 Methods overview

Synthetic data generation has gained a lot of attention in research in past few years

and has been applied across various fields. For that matter, the technique has been

applied to a wide range of data formats, from tabular data, images, and videos,

up to speech generation. Since our work focuses on the generation of synthetic

imaging data, it is valuable to outline some foundational methods for synthetic data

generation and highlight the specific approaches that are tailored for image data.

The earliest efforts in the development of generative models were very heavily

dominated by work on image data, with an attempt to generate realistic images

by learning the underlying distribution of the real images. Generative Adversarial

Networks techniques together with other GAN variations have been widely applied

for generating high quality synthetic images. Additionally, other deep learning-based

methods that utilize a variety of neural network architectures include Variational

Autoencoders (VAEs) [32] and Diffusion Models [33], both of which are recognized

for their ability to generate high resolution and highly realistic images for medical
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applications as well as other fields. These models were especially useful in image

data applications thanks to their ability to excel at capturing intricate details in

images, such as spatial relationships between pixels, textures, and patterns.

Tabular data has also been of great interest, especially since this data type is

the most frequently used and readily available kind of data there is. However, work

on generating synthetic tabular data has been relatively more modest. This is most

likely due to the nature of tabular data itself, which mainly includes structured

datasets composed of rows and columns. The nature of this data presents certain

challenges, one of which, and probably the most significant being the difficulty of

handling mixed data. Tabular data oftentimes contains both numerical and cat-

egorical features, requiring distinct analytical techniques to address each feature

type separately and accurately. Ensemble methods, Bayesian networks, and statis-

tical modeling methods were among the primary techniques used in tabular data

generation prior to the introduction of deep learning. These methods made use of

statistical or probabilistic models to produce synthetic data, drawing on the pat-

terns and relationships between variables found in the original dataset [34]. Later

on, efforts using deep learning and GAN-based models were also developed for tab-

ular data generation, the results however have yet to demonstrate the same level of

success seen in image data generation.

In the specific context of neuroimaging, SDG techniques allow us to generate

artificial data that replicates complex brain activity patterns observed for example

in fMRI scans [35]. This is particularly useful for data augmentation, especially

when real data of such nature is limited, difficult to collect, or subject to privacy

regulations. Furthermore, in certain medical research applications, some conditions

or classes may be underrepresented, rare, or simply difficult to collect data on, which

can translate into issues of class imbalance in the datasets. In such cases, synthetic

imaging data could be one way to address these issues and help researchers create
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more balanced datasets, hence enhancing model performance and the validity of

analytical results.

2.2.2 Advantages and benefits of Synthetic Data Generation

One of the primary benefits that comes from the use of synthetic data is that it

enables analyses and model development without requiring the use of real data,

thus reducing the direct exposure of sensitive information. However, as we’ve already

established synthetic data on its own does not guarantee privacy, additional methods

are often necessary to ensure protection against re-identification risks. For example,

a systematic review [36] emphasizes that achieving privacy in synthetic data is a

multi-faceted process that often requires a combination of techniques, this includes

processes such as Encryption [37], k-anonymity [38], and Differential Privacy which

will be the focus of this work and will be discussed in further detail in coming

sections.

Beyond the privacy considerations, SDG techniques offer a flexible way of gen-

erating datasets tailored to specific research needs while allowing control over the

characteristics and distributions of the data. This has great value in overcoming

problems inherent in real-life data, which is often noisy and unbalanced. An in-

teresting example of such benefits is demonstrated in the work done by researchers

from MIT, and Boston University [39], where they were able to generate a synthetic

data set representing human actions, and showed that pretrained machine learning

models on this type of artificial datasets offered improved performance compared

to real datasets. The study further underlined the flexibility of SDG methods in

generating high volumes of "perfectly annotated" data that is perfectly designed

for a given use case [40] through careful adjustment of simulation parameters (e.g.,

lighting, poses).

This can directly mitigate the biases in analyses and model development, by
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generating data that is representative of the target population without inheriting

biases that naturally occur in real-world data. For instance, in the case of rare-event

imbalance in applications like financial fraud analysis, where oftentimes datasets are

heavily unbalanced due to the rarity of fraudulent events, the developed models are

more susceptible to bias, using SGD can provide reliable analysis for the modeling

of such events by generating samples that compensate for underrepresented classes

[41] [42].

Furthermore, research by (Frid-Adar et al., 2018) [43] explores how synthetic

data generation, particularly using GANs, can be very useful in medical imaging

applications by augmenting existing datasets and improving CNN performance for

medical image classification. This approach demonstrates that SDG methods not

only contribute to expanding data quantity but also to improving model quality and

research outcomes. For instance, the study observed increased sensitivity and speci-

ficity in models trained with synthetic data augmentation, outperforming classic

data augmentation techniques in achieving accurate classifications and ultimately

helping create fairer and more reliable models.

2.2.3 Challenges and limitations of Synthetic Data Genera-

tion

As we have established already, synthetic data offers a valuable resource for driving

responsible innovation, particularly by addressing biases, overcoming limitations of

scarce or incomplete datasets, and enhancing opportunities to build more accurate

and trustworthy models. Nonetheless, several challenges arise in the use of synthetic

data in practice. While synthetic data has been promoted as a promising approach

to privacy preservation, several studies revealed that it is not "inherently private",

and synthetic datasets can still expose or "leak" sensitive information [44] [45]. Gen-

erative models, for example, particularly those trained on real world datasets, have
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been demonstrated to be highly susceptible to inference attacks [46] that may expose

underlying information about individuals, especially in domains where datasets of-

ten include unique, identifiable patterns. In this context, inference attacks [47] refer

to adversary attacks that use the output of an algorithm’s output, along with known

information or complete data records about an individual to identify whether this

said individual was included in the dataset used by the algorithm. Even though this

may not seem immediately concerning, consider the risk of discovering that a certain

public figure, for whom various personal details are known, was part of a dataset on

a sensitive issue, such as a specific disease or financial fraud investigation. Such ex-

amples have led to concerns that even supposedly anonymized synthetic data could

be re-identified by attackers who are able to reverse-engineer the synthetic patterns

to approximate the original data, and so carefully implemented privacy mechanisms

are of great importance to ensure that the generated data is both useful and meets

privacy guarantees.

Another limitation is that synthetic data may not fully represent the complexity

of real world scenarios. The variations and unanticipated events common in real

life data (particularly rare or extreme cases, otherwise referred to as outliers) are

often difficult for generative models to accurately replicate, at least not in a pri-

vate manner [44] [48], as it is often said, "real life is usually stranger than fiction."

As a result, models that are trained solely on synthetic data may not perform as

well when applied to real world contexts where these unusual patterns or rare oc-

currences emerge. An example of this is explained by Stadler et al., where they

described a case with a low-probability event like the presence of a multi-billionaire

in wealth data. In such a scenario, a synthetic data generator might either fail to

replicate the statistics of such rare outliers accurately or reveal potentially sensi-

tive information about the individual in the process. And so, although synthetic

data aims to reduce biases inherent in real data, as we have discussed when talking
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about its advantages, it can sometimes also introduce new biases if the underlying

generative models reflect biased assumptions or fail to capture diverse real-world

distributions. Inaccurate synthetic data may reproduce these biases in downstream

models, ultimately negatively affecting outcomes.

In short, synthetic data generation presents great opportunities to support and

drive efforts in various fields of research by providing accessible and flexible datasets

for analysis and model training. However, synthetic data can never be considered

a "replacement for real data" [44]. Especially when privacy guarantees are applied,

as some degree of distortion is almost always introduced. It is for that reason that

synthetic data can best serve as a complementary tool rather than the main focus,

and it remains essential that any final tools intended for real world application are

rigorously evaluated and, if needed, fine-tuned using real data to guarantee their

effectiveness and dependability in practical settings.

2.3 Differential Privacy as a potential solution

As a way to address the shortcomings of standard Synthetic Data Generation, es-

pecially relating to privacy preservation, the principle of Differential Privacy (DP)

was introduced. A widely recognized definition of Differential Privacy was formally

presented by the Cynthia Dwork et al [49], to describe the "Promise of Differential

Privacy":

"Differential privacy describes a promise, made by a data holder, or curator, to

a data subject: ’You will not be affected, adversely or otherwise, by allowing your

data to be used in any study or analysis, no matter what other studies, data sets,

or information sources, are available.’ "

At its core, the framework of Differential Privacy ensures that the inclusion or

exclusion of a single data point does not significantly affect the outcome of any

analysis, and in our use case the outcome of the synthetically generated data. In
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Figure 2.1: Adjacent datasets and the opt-out-scenario in DP

other words, it guarantees that a single individual’s information is not leaked by not

including them in the analysis, otherwise known as the "opt-out-scenario"[50].

To put this into perspective, let’s consider two "adjacent datasets" D1 and D2.

The only thing that sets these two datasets apart is the exclusion of one observation

( Figure 2.1). This means that by producing any analysis on D2, it is impossible to

get any identifiable information about the excluded data record. Differential privacy

takes advantage of this concept by introducing a controlled amount of randomness

or noise into the data (in this case D1), which would allow to hide the contribution of

the data observation in question, all while producing analytical results that strongly

converge towards the "opt-out-scenario" results. This introduces a mathematically

quantifiable measurement of privacy protection into the analysis.

We will delve further into the mathematical foundations of Differential Privacy

in the following chapter.



3 Materials and methods

Generative models are a class of machine learning algorithms designed to learn and

approximate complex, high-dimensional probability distributions from data samples,

capture intricate patterns and dependencies, and as a result enable the estimation of

the likelihood of data observations and generate new samples that closely resemble

the underlying distribution of the training data [51]. This makes them a powerful

tool that is widely used in applications where synthetic data can serve as a sub-

stitute or complement to real data, such as privacy-preserving data sharing, data

augmentation, and image synthesis.

3.1 Generative Adversarial Networks

Introduced by Goodfellow et al., (2014) [52], Generative Adversarial Networks (GANs)

represent a class of generative models that operate through an adversarial process

between two distinct models: a generator, denoted as G, and a discriminator, de-

noted as D. These models are trained simultaneously, with the generator G aiming

to capture an estimated distribution, denoted as pmodel, from a training set consist-

ing of samples drawn from a distribution pdata. On the other hand, the discriminator

D tries to estimate the probability of whether a given data point comes from the

training set or is generated by G. The effectiveness of GANs stems from their

training procedure, which involves optimizing both the discriminator and generator

simultaneously through a competitive "two-player minmax game" [53].
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More formally, in order to learn the distribution pmodel, the generator G con-

structs generated outputs G(z), taking in a noise vector z as input from a known

distribution. Subsequently, the discriminator D operates as a binary classifier, out-

putting the likelihood that the input data (x) is real or synthetically generated

(G(z)).

These models involve various architectures for both the generator and the dis-

criminator, which can include neural networks, Convolutional Neural Networks

(CNNs), Recurrent Neural Networks (RNNs), and autoencoders. As a result, the

discriminator and the generator update their weights according to two loss func-

tions, denoted as LossD and LossG, facilitating the update of network parameters

( Figure 3.1). During training, the generator adjusts its parameters only based on

backpropagation signals originating from the generated outputs G(z). However, the

discriminator receives more information, incorporating both fake and real outputs

to update its weights [54]. The training objective of GANs can be formulated with

the value function V (G,D) as a two-player minmax game where the discriminator

and generator optimize their respective objectives :

min
G

max
D

V (D,G) = Ex∼pdata(x)[logD(x)] + Ez∼pz(z)[log(1−D(G(z)))] (3.1)

This framework underscores the dynamic interplay between the generator and

discriminator, ultimately driving the convergence towards an equilibrium where the

generated samples closely resemble real data distributions.

3.1.1 Conditional Generative Adversarial Networks (cGANs)

While ’vanilla’ GANs have shown remarkable success in training generative models

with applications in various domains, oftentimes, they lack the ability to control the
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Figure 3.1: GAN architecture

generation process based on specific conditions, which makes them "unconditional".

This has led to the introduction of Conditional Generative Adversarial Networks

(cGANs), which was an extension of the original GAN framework. The concept

was proposed by Mirza and Osindero (2014) [19], and it addresses this limitation

by incorporating additional information to guide the data generation process and

potentially yield better results.

This additional information is represented in a conditioning variable y that is

added to both the generator and the discriminator through auxiliary input layers.

y here can be simple labeled data, or for more complex conditioning, y can also

represent other relevant attributes or modalities, ( Figure 3.2) illustrates how the

conditioning inputs change the structure of the network.

This extension is also translated into the updated minmax game objective func-

tion shown in Equation 3.2 :

min
G

max
D

V (D,G) = Ex∼pdata(x)[logD(x|y)] + Ez∼pz(z)[log(1−D(G(z|y)))] (3.2)

By conditioning the data generation on specific inputs, cGANs enable more

controlled and meaningful generation of synthetic data. This is especially useful

in applications where generating data with certain characteristics is important, such
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Figure 3.2: cGAN architecture

as in medical imaging or data augmentation for training machine learning models.

3.1.2 Wasserstein GAN (WGAN)

Wasserstein GAN is one of the newest introductions into the world of generative

models, which came as another alternative to improve the ’vanilla’ GAN training, as

they have been proven by Arjovsky et al., (2017) [55] to face problems with training

stability and mode collapse. For reference, mode collapse refers to a scenario where

the generator fails to produce an output that represents the real data distribution

and instead generates a limited variety of outputs, and training instability which

can include oscillating losses and the problem of vanishing gradients, where the

gradients used to update the model parameters become very small and approach

zero, eventually slowing down or even stopping the training process.

The key innovation of Wasserstein GAN, introduced by Arjovsky et al., [56], is

the reformulation of the loss function previously used to train GANs. Wasserstein

Generative Adversarial Network (WGAN) makes use of the Earth Mover’s (EM)

distance, otherwise known as the Wasserstein-1 distance, ergo the name. EM repre-

sents a measure of distance between the real data distribution and the distribution

of the generated data. In less formal terms, this would mean that the discriminator
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(or the critic following the WGAN terminology), instead of only deciding whether or

not the output is real, it quantifies the amount and distance that the "mass" should

be moved to transform the fake output into something indistinguishable from the

real one, resulting in more meaningful gradients for the generator, and leading to

more stable convergence.

To further explain the advantage of using the Wasserstein-1 distance, we will

consider the analogy of moving mass, let’s suppose moving a pile of boxes. The

Earth Mover’s distance measures the minimum cost of transforming the collection

of boxes from one location to the other, where the cost here is defined as the amount

of "boxes" that need to be moved (or the weight of the pile) times the distance the

mass needs to be moved. We denote γ(x,y) as a coupling of a joint probability

distribution that describes how much mass should be moved from a point x in the

source distribution p, to a point y in the target distribution q. The goal eventually

is to find the optimal transport plan γ that reduces the total transportation "cost"

across all points in the distributions.

Mathematically, the Earth Mover’s Distance W (p, q) between two distributions

p and q is the "cost" of this optimal plan, and as defined in [56] can be formulated

as:

W (p, q) = inf
γ∈Π(p,q)

E(x,y)∼γ[∥x− y∥]

where Π(p, q) represents the set of all possible joint distributions for which the

marginal distributions are p and q.

In the context of generative models, Kullback-Leibler (KL) divergence and Jensen-

Shannon (JS) divergence [57] [58] are commonly used measures to quantify the dif-

ference between the real data distribution pdata and the generated data distribution

pmodel. However, in cases where these distributions do not overlap (the generated

output has a distribution far away from that of the real data), these measures can
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fall short and be quite problematic for GANs, as they can lead to vanishing gradi-

ents making the discriminator too powerful, and ultimately hindering the training

process. This is because the KL and JS divergence are based on the logarithms of

probabilities, and can become highly unstable when distributions do not overlap.

The Wasserstein-1 Distance on the other hand is characterized by a linear loss,

which ensures that small changes in the distribution result in proportional changes

in the distance. Thus, the gradients derived from the Wasserstein-1 Distance are

more stable and informative for the generator, leading to more reliable and efficient

updates during the training.

With that, the WGAN framework minimizes the Wasserstein-1 distance to re-

place the traditional GAN’s loss function, and based on the Kantorovich-Rubinstein

duality the Wasserstein loss for the discriminator (or critic) and the generator can

be represented separately in Equations 3.3 and 3.4

LD = −Ex∼pdata [D(x)] + Ez∼pz [D(G(z))] (3.3)

LG = −Ez∼pz [D(G(z))] (3.4)

Where z is the input noise sampled from the noise distribution pz, x is the real

data and G(z) is the data generated by G.

In this context, the critic D must belong to the set of 1-Lipschitz functions

[56], which means that for any two points x and y in the input space, the critic’s

output difference is bounded by the distance between x and y, scaled by a maximum

constant of L = 1. Mathematically, this is expressed as:

|D(x)−D(y)| ≤ L∥x− y∥
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Gradient penalty

To address these limitations, Gulrajani et al., [59] introduced the Gradient Penalty

(GP) term, which is an effective regulation method that ensures the Lipschitz-1

continuity condition, by making sure that the gradient norm remains close to 1 and

penalizing deviations. In other words, and as shown in Eq 3.5 the GP is defined

as the squared deviation of the gradient norm from 1, calculated along samples

interpolated between real and generated data. This penalty term is added to the

loss function as:

LD = −Ex∼pdata [D(x)] + Ez∼pz [D(G(z))] + λEx̃∼px̃

[︁
(∥∇x̃D(x̃)∥2 − 1)2

]︁⏞ ⏟⏟ ⏞
gradient penalty

(3.5)

x̃ = αG(z) + (1− α)x, α ∼ Uniform(0, 1) (3.6)

Where x̃ represents the samples interpolated between real and generated data, λ

is the regularization coefficient controlling the strength of the gradient penalty, α is

the interpolation coefficient, and px̃ denotes the distribution of interpolated points.

3.2 (ϵ, δ)-Differential Privacy

Formally, following Cynthia Dwork’s work [49], a randomized algorithm A is (ϵ, δ)-

differentially private if for any adjacent datasets D1 and D2 varying on at most one

data observation, and for any subset of possible outputs S ⊆ Range(A),

Pr[A(D1) ∈ S] ≤ eϵ · Pr[A(D2) ∈ S] + δ

Where A is the algorithm that represents the actions performed on the data,

in our case, the GAN model responsible for generating the synthetic data, ϵ is the
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parameter that serves as an upper bound to control the privacy loss, and δ represents

the probability of violating the privacy guarantee. We will further discuss these

parameters in more detail throughout this thesis.

It is important to note that this definition does not "create differential privacy"

in and of itself; rather it represents a measure of the level of privacy protection. In

other words, it quantifies "how much privacy is afforded" by a given algorithm [60].

Epsilon (ϵ) parameter

The parameter ϵ, otherwise known as the "privacy budget", is crucial in the dif-

ferential privacy framework as it controls the amount of privacy loss. Specifically,

ϵ defines the degree to which the outputs of a given algorithm are indistinguishable

when applied to two datasets differing by a single observation or individual (adjacent

datasets), which subsequently quantifies the amount of privacy loss when there is a

"differential" change in the data. This variation in the outputs, or lack thereof, is

how the formal definition of privacy is determined in DP.

By definition, a smaller ϵ value indicates stronger privacy guarantees, thus more

similarity between the outputs, this means that by looking solely at the outputs,

an adversary would find it difficult to infer a certain individual’s presence in the

dataset. Nonetheless, naturally, this often comes at the cost of reduced utility of

the synthetic data.

Defining an ’acceptable’ range for ϵ can rather be a tricky task, as it is highly

dependant on the specific application as well as the type of data being protected. In

2019, Dwork et al., emphasized that “there is no clear consensus on how to choose

ϵ, nor agreement on how to approach this and other key implementation decisions.

Given the importance of these details, there is a need for shared learning amongst

the differential privacy community” [61]. More recently, the National Institute of

Standards and Technology (NIST) has also acknowledged the difficulty of setting ϵ
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values and has suggested that an ϵ in the "low single digits" (generally between 0

and 5) provides strong privacy for most applications. They also note that, in specific

cases, values up to 20 or higher can offer a reasonable privacy balance, especially

where utility is prioritized over strict privacy constraints [62].

It is also worth mentioning that given a desired value of ϵ, which defines the

total privacy budget, each time the algorithm performs operations or calculations

that include an observation relating to an individual, a part of their privacy budget

is consumed.

Delta (δ) parameter

The parameter δ was introduced to the original definition of DP [15] in hopes of

introducing a relaxation of the strict constraint that imposes how much the output

of an algorithm can change when a single individual’s data is modified. The presence

of a non-zero δ allows for a small probability that the differential privacy guarantee

might be violated, as long as the chosen value for δ is ideally smaller than the inverse

of the dataset size [49]. This addition is especially useful to accommodate particular

scenarios where the algorithm’s output could accidentally leak sensitive information

about individuals.

The originally proposed definition [16] represented the case where the value of

δ is set to zero or is negligible. This is referred to as (ϵ,0)-differential privacy,

or simply ϵ-differential privacy. This form, while it brings more simplicity, also

imposes a stricter privacy guarantee, as it does not allow for any probability of

privacy breaches beyond the bound set by ϵ.

3.3 The adopted model in this thesis

The model adopted in this thesis is a modified version of the 3D Conditional Wasser-

stein GAN introduced in the original work by Zhuang et al., [20]. This adaptation
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incorporates both conditional generation and the Wasserstein GAN framework, mak-

ing it capable of generating synthetic data conditioned on specific labels while also

ensuring a more stable training through the use of the Wasserstein distance. To ad-

dress privacy concerns, our approach introduces an improved version of the model

that enforces DP during model training with the help of the Opacus Privacy Engine

[22]. We have to note, however, that a key adjustment that was made when incorpo-

rating Opacus was the removal of the gradient penalty term, which is, as previously

discussed, typically used in standard WGANs, and instead set an upper bound on

the gradient norm. The reason behind this is that the Privacy Engine API modifies

the training procedure to preserve privacy by limiting the sensitivity of gradients,

and thus eliminating the need for an explicit penalty term, as the differential pri-

vacy mechanism inherently controls the gradient magnitudes, and introduces some

regularization.



4 Modeling Process and

Experimental setup

4.1 Data overview

4.1.1 Description of the (fMRI) dataset

NeuroVault [21] is a widely recognized web-based repository dedicated to the storage

and sharing of unthresholded statistical maps, parcellations, and other results ob-

tained from neuroimaging studies. The platform was built to promote open science

and reproducibility in neuroimaging research. With its user-friendly interface and

robust metadata, the site allows researchers to explore a large bank of imaging data

on the human brain, as well as share or reanalyze these datasets, thus supporting

a broad range of neuroimaging projects, and serving as a critical resource for the

neuroimaging community.

The dataset used in this thesis is sourced from NeuroVault’s largest comprehen-

sive compilation of fMRI statistic maps; collection 19521, also known as BrainPedia.

The collection is a result of several neuroimaging research efforts, namely the Human

Connectome Project, Neurospin research center, and OpenfMRI. The fMRI images

in the collection were acquired from a diverse group of participants undertaking var-

ious task-based protocols. These tasks are designed to examine different aspects of

1The collection is available on NeuroVault at: https://identifiers.org/neurovault.collection:1952.

https://identifiers.org/neurovault.collection:1952
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Figure 4.1: Real data samples from collection 1952

cognitive functions and brain states, hence providing a wide range of neural activity

patterns for possible analysis and modeling. The dataset has also been preprocessed

to ensure consistency and reliability across the different studies.

Collection 1952 represents a large dataset of 6,573 images, each with dimensions

of 53x63x46. The dataset is categorized into 45 distinct classes, which are multiclass

labels representing various cognitive tasks and correspond to specific experimental

conditions. The classes are derived from 19 meta-labels (e.g. ‘visual,’ ‘language,’

’faces,’ ’auditory,’). For example, a class like "visual, right hand, faces" refers to

the brain activity captured during tasks such as viewing a face and responding to a

0 or 2-back working memory task versus fixation, whereas "human sound, auditory,

language, right hand," represents tasks like listening to a strongly compressed (40%)

auditory sentence. These class labels are a representation of the cognitive processes

involved in the tasks, like visual recognition, or auditory function, etc.
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4.1.2 Preprocessing

The preprocessing pipeline for the data collection followed the procedures and meth-

ods outlined in the original work [20], with additional steps to ensure the images were

suitable as input for our models. The preprocessing steps are detailed as follows.

Downsampling of images

To manage the high dimensionality of the brain images and reduce computational

load and memory requirements, the images were resampled. This process involved

rescaling each image to a smaller size, determined by the specified downsampling

factor, in our case of 0.25, meaning that each dimension of the original image was

reduced to 25% of its original size, thereby reducing the total number of voxels while

preserving the most relevant spatial information in the statistical maps.

For reference, in the context of fMRI images, voxels are the three-dimensional

equivalent of a pixel, they are typically 3D units of brain volume, with each voxel

representing a small cube of brain tissue.

Each image also has an affine transformation matrix, which is a mathematical

representation that maps the 3D space of the image to a physical space (like the

actual brain in a scanner). After resampling the images (changing the resolution

or size), we also needed to adjust this matrix so that the new, smaller images still

accurately represent the same physical space in the brain.

Lastly, since the images are being resized, some new voxels might not directly

correspond to the original ones. For that reason, continuous interpolation was used

during the resampling process to estimate the intensity values of the new voxels,

and subsequently help in smoothly transitioning these intensity values, so the image

doesn’t look "blocky" or lose important details.
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Normalization

Normalization is a critical preprocessing step that was performed to standardize the

intensity values of the images, facilitating the comparison and integration of data

across different samples. This step involved a min-max normalization of the voxel

intensity values to a [0, 1] range. Ensuring that all statistical maps had comparable

intensity scales, and reducing the impact of variability in the brain images, that

might be introduced by varying brightness or contrast between scans.

One-Hot encoding of labels

The dataset’s categorical labels, which represent different cognitive tasks, were trans-

formed into a one-hot encoded format. In this format, each label is represented as a

binary vector, with each dimension corresponding to a specific class, and the pres-

ence of a class is indicated by a ‘1’ in the corresponding position, and all other

positions are set to ‘0’. This encoding was necessary in order to allow for the rep-

resentation of multiple classes without implying any ordinal relationship between

them.

Computation of mask

Typically, an fMRI volume includes both brain regions and surrounding areas that

do not contribute meaningful information. Since the analysis is usually focused on

brain voxels, applying a mask is essential to isolate these relevant regions. This

mask identifies the brain voxels of interest by preserving their original values while

setting all voxels outside the mask to a value of zero [63], effectively excluding them

from the analysis. In this work, the nilearn.masking library was used to implement

this masking process.
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4.2 Experimental setting

To illustrate the practical implications of our research, we examine a scenario involv-

ing two hospitals as illustrated in Figure 4.2. Hospital A, in this setting, is a large

institution with access to a significant amount of data, derived from various sources

such as clinical trials and research studies. However, due to strict privacy concerns

and regulations, Hospital A is unable to share its extensive dataset directly. On the

other hand, Hospital B is a much smaller establishment with very limited resources

and facing data scarcity. Despite having some existing datasets, which consist of

fMRI imaging data available from past studies, Hospital B struggles to improve its

analytical capabilities due to the lack of diverse and extensive data.

To address this challenge, Hospital A employs a DP generative model to synthe-

size private data. By doing so, Hospital A ensures that the privacy of its dataset is

preserved while enabling data sharing with Hospital B, allowing it to augment its

limited dataset. In this scenario, this combined dataset will then be used for a clas-

sification task to evaluate whether the addition of private synthetic data improves

predictive accuracy and analytical outcomes. Furthermore, to simulate a real-world

scenario more closely, we assume that the available data in this experiment covers

only a limited number of cognitive tasks. This setup will eventually help us to high-

light the importance of using differentially private generative models to bridge the

data gap between institutions of varying sizes and resources.
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Figure 4.2: Flow chart of the proposed scenario

4.3 Modeling

4.3.1 Model training and synthetic data generation

The training process for our generator and critic networks, as we already know at this

point, is adversarial, meaning that the two components are trained simultaneously in

a back-and-forth manner to produce realistic and label-conditioned synthetic fMRI

data. Below, we describe the key aspects of this process, including the initialization,

loss computation, optimization, and privacy integration.
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Initialization and hyper-parameters

Before initiating model training, the dataset was first filtered to include only the top

ten most frequent classes, ensuring alignment with the described experimental set-

ting, and making sure that the model only had access to a number of well-represented

classes. The processed data was then divided into two subsets to simulate the sce-

narios for Hospital A and Hospital B, maintaining a 2:1 ratio to reflect the differing

data availability at each institution. A data loader was then configured to handle the

Hospital A subset, with a batch size of 50, enabling efficient sampling and training.

Differential Privacy in training

Differential privacy was systematically integrated into the training process of the

ICW-fMRI-GAN using Opacus [22], a library that facilitates the training of PyTorch

models under differential privacy constraints. The Privacy engine is the primary

tool from Opacus used for introducing privacy by modifying the gradients during

training, adding calibrated noise and applying gradient clipping. More specifically,

per-sample gradients were clipped to a predefined maximum norm of 1.0 to limit

sensitivity, and ensure that no single training example exerts too much influence on

the model. The privacy parameters also included a noise multiplier of 1.4, which

defines the amount of noise added by calculating the ratio between the Gaussian

noise’s standard deviation and the L2-sensitivity of the model’s computations [22].

Additionally we set a target value for the parameter δ to 1× 10−5, representing the

upper bound on the probability of the privacy guarantee being violated. Making

use of Opacus’ privacy accounting mechanism, we were able to monitor and get an

estimate of the cumulative privacy loss over the course of training, which resulted

in a final ϵ value of 15.
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Model training process

At each training step the critic attempts to distinguish between real images (from

the dataset of Hospital A) and fake images (produced by the generator), while the

generator in turn, attempts to fool the critic by producing increasingly realistic fMRI

images. The training was conducted over 200,000 steps, and in each iteration, the

critic was updated multiple times before a single update to the generator to ensure

the critic remained well-optimized and provided meaningful gradients to guide the

generator’s learning process.

The critic’s primary objective was to give higher scores to real samples and lower

scores to generated ones, with the loss calculated as the difference in scores between

these two groups. The generator, in turn, aimed to maximize the scores assigned

by the critic to its generated outputs, effectively learning to produce samples in-

distinguishable from the real data. To achieve this, noise vectors drawn from a

standard normal distribution were fed into the generator, and the resulting outputs

were evaluated by the critic to compute the generator loss.

To set up the basis for our comparison, two training setups were employed: one

where differential privacy was enabled, and another without privacy constraints.

In the DP training, gradient clipping and noise addition ensured compliance with

privacy guarantees, while in the non-DP training, these mechanisms were excluded

and the gradient penalty was maintained as part of the loss computation.

Synthetic Data Generation

After training the models, the synthetic data generation process utilized the pre-

trained generator. Two generators, one trained with differential privacy and the

other without, were loaded with their saved state and were used to generate sepa-

rate synthetic datasets. In order to generate the synthetic samples, noise vectors of

length 128 were sampled from a standard normal distribution and fed into the gener-
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Figure 4.3: Model architecture with modifications for differential privacy. Group
Normalization (GroupNorm) replaces Batch Normalization (BatchNorm) to sup-
port privacy-preserving training, and the Opacus Privacy Engine is used to ensure
differential privacy.

ator alongside conditioning labels. During generation, these conditioning labels were

selected in a cyclic manner and played a critical role in ensuring that the synthetic

samples represented the classes from the training dataset accurately and uniformly,

as each conditioning label corresponded to one of the unique classes present in the

real dataset. We also note that the decision to generate the labels uniformly was

made following the same approach used in the original work [20], however, since the

generator was trained with differential privacy, the use of these conditioning labels

should not directly reveal sensitive information about the individual samples, and

it also hides, to some extent, the overall distribution of our data tags. Finally, the

outputted synthetic brain images were subsequently upsampled to match the origi-

nal data dimensions using a reverse scaling process consistent with the preprocessor

applied during training.

4.3.2 Model architecture

The architecture of the proposed model in this work is illustrated in Fig 4.3, and it is

almost identical to the architecture of the model in the original work [20] with some

minor changes in order to support the addition of differential privacy. The generator
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is designed to produce synthetic fMRI images conditioned on multi-tag labels, this

is achieved by incorporating a multi-dimensional binary label vector, which encodes

the presence or absence of the various tags. This label vector is concatenated with

the random noise vector (128D z drawn from a multivariate Gaussian), forming the

input to the generator. The generator then processes this input through a series

of fully connected layers, each followed by normalization and ReLU activations,

ultimately creating label-conditioned synthetic images. As the data passes through

successive deconvolution layers, the image size is progressively upscaled, and the

label information is reintroduced at each stage through additional label processing

layers. Tanh activation is used at the final layer to produce the synthetic images

which are then used as input for the critic, which mirrors the generator’s architecture,

using convolutional layers instead of deconvolution, with the major difference being

the use of linear activations in the final layer.

To incorporate differential privacy in this model, small but crucial adjustments

were made:

1. Replacing Batch Normalization with Group Normalization: Batch

Normalization (BatchNorm) is often used in deep learning, particularly in

many GAN architectures, to make training more stable and faster. Batch-

Norm achieves this by normalizing the outputs of a layer using batch-level

statistics (mean and variance). In a differentially private setting, however,

this can introduce issues, especially with small batch sizes, as it may compro-

mise privacy. We recall that in the context of DP, we aim to ensure that the

inclusion or exclusion of any single data point in a dataset does not signifi-

cantly affect the results. BatchNorm in this sense might violate this principle

because it normalizes a sample’s value based on the other samples in the same

batch. This means that the output for a given sample "depends on who else is

in the batch" [64]. In theory, to address this issue and make BatchNorm DP-
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friendly, we would need to add a privacy-preserving mechanism at this level

as well, which complicates the implementation significantly. On the other

hand, Opacus suggests using alternative normalization methods such as Lay-

erNorm, InstanceNorm, or their generalization GroupNorm, which do not rely

on batch-level statistics. Instead, they normalize based on the sample itself or

small groups of its features, making them inherently "privacy-safe".

In our work, we replaced BatchNorm with Group Normalization (GroupNorm)

throughout the network, as it also avoids dependency on batch size, which can

pose privacy risks by introducing variability in the statistics across training

samples. By normalizing features within each sample independently of others

in the batch, GroupNorm ensures stable training and reduces the potential for

privacy leakage.

2. Privacy Engine: As discussed in earlier sections, the Opacus privacy engine

was integrated into the implementation to ensure differential privacy. This

integration primarily modifies the gradient computation process by clipping

and adding noise to the gradients during backpropagation. As a result, the

privacy engine does not directly alter the data flow or affect the shape of the

network. Therefore, its inclusion did not introduce significant changes to the

model architecture.

4.3.3 Monitoring training progress

During training, at each visualization interval, which is set to every 1000 steps, the

model saves visualizations comparing a real image to one generated by the generator,

with both images corresponding to the same tag. For each interval, we display the

real image and the generated image side by side, along with computed correlation

scores for each image, which will be further explained in the following section. An

example of such an output is displayed in Fig 4.4.
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The visualization process begins with the dataloader, which fetches batches of

data while ensuring privacy compliance through the privacy engine. For each batch,

the generator uses random noise as input, along with the real labels to produce syn-

thetic images conditioned on these labels. Since the noise is randomly generated and

not derived from the real data, this process does not introduce immediate privacy

concerns. Opacus adds further privacy guarantees by clipping and adding noise to

the gradients during training, this guarantees that no individual data point has an

excessive influence on the model.

It is also important to emphasize that the model learns primarily through the

loss functions rather than the visualization process itself. These visualizations are

purely a tool for monitoring the training progress and providing qualitative insights

into the generator’s performance. At each visualization step, the comparison focuses

on the first image from both the real and synthetic batches. Since the generator is

conditioned on the same labels as the real batch, the corresponding indices align,

allowing a side-by-side comparison of two images associated with the same tag.
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Figure 4.4: Example of training output

Correlation as a similarity measure for fMRI imaging

Comparing the results of generated images to real images with the naked eye can

be challenging, especially when working with statistical maps. While blurry or

pixelated images can be a clear indicator that the model is not performing very well

and our results are largely noise, more subtle differences between images are much

harder to detect visually and make it difficult to accurately assess the quality of the

generated images.

To address this, we use correlation as a more reliable metric. In the context

of neuroimaging, correlation is a widely used score to quantify similarity in brain

activity patterns across different images, whether they are from multiple individuals,

or the same individual, such as in cases where images are taken at different times.
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As discussed in previous sections, brain images such as those from fMRI scans

are made up of several small areas known as voxels, with each voxel representing the

brain’s activity at that point in space. When we calculate the correlation between

two brain images, we are essentially comparing the activity levels in corresponding

voxels across both images.

In this work this was implemented using the Neurosynth Image Decoder [65],

where the values portrayed in the decoding table represent the Pearson correlation

values. One thing to note however is that the current implementation of this decoder

does not necessarily support the standard interpretation of correlation scores, where

higher similarity in voxel activity results in a higher correlation. In other words,

the values generated do not have a straightforward explanation, for example, a

correlation score of 0.6 or 0.12 doesn’t directly translate to "high" or "low" similarity

in the way that we would interpret it in other contexts, which is why we will use

the values as a comparison measure rather than focus on the absolute correlation

values.

How the process works

At specific intervals during training, we visualize a real image and a generated

image for the same task or label (referred to as a tag). For each visualization step,

we compute the mean correlation of the real image with other images in the training

set that share the same tag, we then calculate the same mean correlation for the

generated image as well.

Our approach is to monitor the change in correlation over time. This means

that as we evaluate the model at different training steps, we are able to track how

the difference in correlation between the original and synthesized images evolves.

If this difference tends to decrease consistently as the training progresses, it means

that the synthesized images are becoming more similar to the original ones, which
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in turn means that the model is learning effectively. Hence, by using correlation as

a comparison metric, we are in a position where we can quantitatively examine the

model’s effectiveness or the quality of the generated images, without relying solely

on visual inspection.

Fig 4.5 illustrates the progression of the model’s performance over different train-

ing steps, namely at 1000, 50000, 100000, 150000, and 200000 iterations. Meanwhile,

Table 4.1 shows the comparison of the correlation differences between these differ-

ent training steps. Additionally, Table 4.2 provides a similar comparison for non-DP

images. As expected, while both sets of findings exhibit a decrease in correlation

difference over time, the differences are smaller in the case of non-DP images, indi-

cating better image quality when privacy constraints are not applied. This aligns

with the trade-off between utility and privacy, where some level of utility is sacri-

ficed in order to ensure privacy. Nevertheless, these results can initially guide us to

prove that our model is capable of generating increasingly accurate images that are

closer to real ones. However, this will not be the sole piece of evidence taken into

account, and additional metrics for evaluating the quality of the generated images

will be further discussed in the results chapter for more comprehensive analysis.

Table 4.1: Comparison of correlation scores across training steps - DP data

Training Step Correlation Real Correlation Generated Correlation Difference
1000 0.3298 0.0374 0.2924
50000 0.222 0.0002 0.2218
100000 0.2245 0.0201 0.2044
150000 0.1711 0.0505 0.1206
200000 0.0729 0.0284 0.0445

Table 4.2: Comparison of correlation scores across training steps - non-DP data

Training Step Correlation Real Correlation Generated Correlation Difference
1000 0.3579 0.2407 0.1172
50000 0.4166 0.3263 0.0903
100000 0.1630 0.0955 0.0675
150000 0.1706 0.1586 0.0120
200000 0.1016 0.1100 0.0084
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(a) Step 1000 (b) Step 50000

(c) Step 100000 (d) Step 150000

(e) Step 200000

Figure 4.5: Comparison of real and generated images over different training steps
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4.4 Description of the downstream classification tasks

The downstream classification task involved multi-classification prediction of cogni-

tive tasks based on the fMRI data. This experiment also closely followed the same

classification methodology used in the original paper [20], with one key adaptation

to align with the the scenario described in the experimental setting: instead of using

all the 45 available classes, only 10 were selected.

In order to ensure the comparability of the results, the same two models used in

the work of Zhuang et al., [20] were employed for performance evaluation: a Support

Vector Machine (SVM) and a custom Deep Neural Network (DNN) classifier. These

models were a natural choice for their proven ability to handle high-dimensional

fMRI data, making them the standard machine learning approach in this domain

[66].

The SVM [67] classifier was applied to fMRI data after dimensionality reduc-

tion of the brain volumes through masking, as explained in section 4.1.2 where

non-informative voxels were discarded, and valid voxels were flattened into a 1-

dimensional vector. This approach is a common practice when working with fMRI

data, as it simplifies the data and allows the SVM to focus on the most relevant

features.

The Deep Neural Network [68] classifier followed a 3D convolutional archi-

tecture, similar to the discriminator used in the generative model. It included con-

volutional layers with Leaky ReLU activations, adapted to classify brain volumes

without incorporating label information into intermediate layers.

4.4.1 Train-Test split and data setup

For the classification experiments, the real fMRI data (from NeuroVault Collection

1952) was first filtered to include only the 10 classes of interest, resulting in a

dataset of 3,000 images. Of these, 2,000 images were used to train our generator,
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which simulates the role of Hospital A (see Fig 4.2 for reference).

The remaining 1,200 images on the other hand represented the data from Hospital

B, which was further divided into training and testing sets, ensuring that test data

was always kept separate and was not used in neither the classification training nor

the GAN training process. This approach differs from the procedure followed in

[20], where the same dataset was used for both GAN training and the classification

task.

Two experimental setups were used to assess the impact of synthetic data on

classification performance:

Real-Data-Only classification: In this baseline setup, the models were trained

solely on real fMRI data from the Hospital B training set. The goal was to establish

a performance baseline for each model when no synthetic data was introduced into

the training process.

Real + Synthetic (DP and non-DP) Data classification: In the second

setup, models were trained on a combination of real data and synthetic data, both

with and without differential privacy, generated by the ICW-fMRI-GAN. The goal

here was to determine whether augmenting the training set with synthetic data, ei-

ther private or non-private could improve the model’s ability to generalize to unseen

real test data. Additionally, this setup sought to evaluate the impact of differentially

private versus non-private synthetic data on utility and classification performance.

For both setups, the same test data (the remaining images from Hospital B) was

used to evaluate the classification performance, ensuring that the results reflected

the models’ ability to generalize to real world data. The training data was split in a

75/25 ratio, with 75% used for training and 25% reserved for testing. The inclusion

of synthetic data increased the overall size of the training set, potentially providing

the models with a more diverse set of examples to learn from.
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4.4.2 Tag distribution

In order to get a closer look into how the different tags in the data were affected by

this data augmentation, Fig 4.6 presents bar plots showing the distribution of tags

across the real training data, real test data, and the mixed datasets that include

synthetic data, both with and without differential privacy. From these plots, we

can observe how the introduction of synthetic data (especially differentially private

synthetic data) impacts the balance and frequency of specific tags. The synthetic

data generally preserves the distribution trends of the real data, and this, in theory

shouldn’t mean that we are leaking information about our data, since we are using

the synthetic data as an augmentation to the real data. Nonetheless, certain tags

exhibit slight shifts in frequency due to the added privacy mechanism, but the effect

is not significantly different from that of the non-DP synthetic data. One thing we

do notice however, is that the added synthetic data reduces the disparity between

the frequencies of different tags in comparison to the real data, which might be one

of the reasons we noticed an improvement in accuracy (refer to chapter 5), since the

data augmentation seems to compensate in a way for the lack of representation in

certain tags.

4.5 Evaluation metrics

In this section we will shortly present the different metrics that were used for evalu-

ating the performance of our model, as well as the quality of the generated images.

4.5.1 Downstream classification utility evaluation

The performance of the SVM and NN models was evaluated using accuracy as the

primary metric, calculated as the percentage of correctly predicted labels over the

total number of predictions.
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Figure 4.6: Tag distributions in the different datasets

In addition, given the multi-class nature of the task, and in order to further

investigate the performance of the classifiers, we decided to also include additional

evaluation metrics aside from overall accuracy. More specifically we wanted to get

a closer look at how our model is performing for each class separately, and if maybe

the model could be performing considerably better in specific classes, to do so we

extracted per-class accuracies and constructed confusion matrices for each model.

The per-class accuracy, as the name suggests represents how the classifier per-

forms on individual classes, and it offers further insight into strengths and weak-

nesses in scenarios involving multi-class classification. This becomes particularly

crucial when handling imbalanced data, which is exactly what we are dealing with.

On the other hand, a confusion matrix is a tabular summary of the classification

results which represents a comparaison between actual true labels and predicted

labels; hence, we are able to identify any pattern of misclassifications. In the case

of multiclass classification, each row of the matrix represents instances of the true
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class, while each column represents instances of the predicted class. The diagonal

elements show the number of correct predictions for each class (i.e., true positives

for that class), and the off-diagonal elements indicate misclassifications between

classes. Unlike binary classification, the confusion matrix in multiclass settings

reveals how the model confuses specific classes with one another, helping to assess

its performance on individual classes and detect patterns of misclassification.

With the help of these metrics, we can better understand which classes the

model confuses, helping to highlight any overlap between the features learned by

the classifiers and interpret their generalization capability when applied to both real

and synthetic data, particularly in the context of differential privacy where the data

distribution may be slightly altered.

4.5.2 Generated image quality evaluation

Apart from utility, another important aspect to consider when it comes to the per-

formance evaluation of our generative model is the sample quality of the generated

images. While it can be challenging to quantify this aspect using a single metric,

especially one that allows for comparable results across different model architectures

and varying datasets [69], a number of methods have been proposed to assess image

quality, such as the Inception Score.

The Inception Score, [70] often just referred to as IS, is one of the most popu-

lar metrics for generative model image quality assessment, especially in the context

of Generative Adversarial Networks (GANs). The main motive behind the devel-

opment of this metric was to replace the "subjective evaluation by humans". It

quantitatively evaluates both the diversity of the synthesized images (e.g., each

image is a different cognitive task rather than repetitive) as well as their resem-

blance to real ones (e.g., the synthesized images show characteristics similar to

actual fMRI scans); thus, giving an indication of how well the generative model has
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captured the underlying data distribution.

How the Inception Score is calculated

The Inception Score (IS) calculation originally involves the use of a pre-trained im-

age classifier from Google, commonly known as the Inception network [71]. While

the specific architecture of the Inception model is optimized for general image clas-

sification tasks, these details are not directly relevant to our application, and the

important thing to note here is that this network is responsible for computing class

probability distributions for each given image, which is what matters for the IS com-

putation, as these distributions make up the basis for the score calculation on the

generated images. In our case, we replace the Inception network with our custom

deep neural network classifier (discussed earlier in Section 5.1) to better suit the

domain-specific nature of fMRI data. This adaptation ensures that the classifier re-

flects the intricacies of brain imaging data rather than relying on a general purpose

image classifier.

Before we get into the details of the score calculation, we will briefly explain

the kind of outputs or probability distributions we expect from our "Inception Net-

work." For each individual image, we expect to see conditional label distributions

p(y|x) (a probability distribution that shows the likelihood of the image belonging

to each possible label) where y is the set of labels and x is the image. Depending on

the images passed through the model, we generally expect to see either uniform dis-

tributions of the labels, indicating that the image can equally likely belong to any of

the available labels, or ideally a narrow distribution with a distinct peak, indicating

that the image is more confidently classified into a single category, meaning a low

entropy for the conditional label distribution p(y|x). The original authors also dis-

cussed the concept of ’marginal distributions’, which combine the label probability

distributions across all synthetic images to give us an idea of the overall ’variety’
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present in the dataset, meaning a high entropy for the marginal distribution p(y).

In other words, "We want each image to each be distinct and to collectively have

variety" [23].

The score itself is computed as the KL-divergence between the conditional label

distribution and the marginal distribution, averaged over all the generated images,

and since this metric is, in essence, a measure of similarity/ difference between

distributions, it is especially useful for assessing how distinct the conditional label

distributions are from the marginal ones, as the greater the divergence (i.e., lower

entropy compared to higher entropy), the better the quality, and naturally, the

higher the score. The lowest possible value for IS is zero, and in theory, the highest

possible value is infinity.

IS = exp (Ex [DKL(p(y | x)∥p(y))]) (4.1)



5 Results

The following chapter presents the outcomes of the experiments conducted to eval-

uate the performance of the DP ICW-fMRI-GAN model.

5.1 Performance evaluation: Classification utility

The results of the classification experiments are presented in Table 5.1. As can

be seen, both the SVM and neural network classifiers experienced improvements in

accuracy when real data from Hospital B was combined with the DP synthetic data

from Hospital A. For the SVM classifier, the accuracy increased from 77.08% when

using only real data to 78.07% when using a combination of real and synthetic (non-

DP) data. Similarly, for the neural network classifier, the accuracy improved from

80.15% with real data only to 83.46% when mixing real and synthetic data. These

results highlight the benefit of including synthetic data in improving classification

performance.

When adding differentially private synthetic data, both models still demon-

strated an improvement over the real data alone. The SVM classifier’s accuracy

increased to 77.41%, and the neural network classifier achieved 80.50%, both of

which are higher than their respective real-data-only baselines. However, as ex-

pected, the results with non-DP synthetic data performed better than those with

DP synthetic data, reinforcing the trade-off between privacy and utility. Although

DP synthetic data boosts accuracy, the results with non-DP data were superior,
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confirming that some level of utility is sacrificed to achieve privacy.

Table 5.1: Classification test accuracies for SVM and Neural Networks

Model Test Accuracy (%)
SVM Classifier

Real Data Only 77.08
Real + Synthetic (non-DP) 78.07
Real + DP Synthetic 77.41

Neural Network Classifier
Real Data Only 80.15
Real + Synthetic (non-DP) 83.46
Real + DP Synthetic 80.50

When comparing the results across different experiments, it is clear that the

addition of differential privacy resulted in a trade-off between data quality and

classifier performance. While the quality of synthetic fMRI data was reduced under

privacy constraints, the classifier’s performance remained competitive, particularly

with the use of mixed real and synthetic data, highlighting the utility of differentially

private synthetic data in augmenting real datasets.

Per-class performance

Class SVM Clas-
sifier (Real
Data Only)

Mixed Syn-
thetic SVM

Mixed DP
SVM

0 84% 84% 84%
1 71% 71% 71%
2 83% 83% 80%
3 80% 82% 80%
4 66% 66% 66%
5 100% 100% 100%
6 90% 80% 95%
7 55% 64% 55%
8 88% 92% 88%
9 79% 83% 83%

Table 5.2: Per-Class test accuracies for SVM classifiers (Real Data, Mixed Synthetic,
and Mixed DP)
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The results presented in Table 5.2 compare the per-class accuracies for the three

different SVM classifiers: one trained on real data only, one trained on mixed real and

synthetic data, and one trained on mixed real and DP synthetic data. In addition,

for easier readability Table 5.3 summarises the full class labels descriptions. Overall,

all three classifiers show similar performance across most classes. For Class 0, Class

1, Class 4, and Class 5, all three classifiers yield the exact same accuracy, indicating

consistent performance regardless of the training data.

Notably, for Class 6, the classifier trained on mixed DP synthetic data outper-

forms the others with a 95% accuracy, compared to 90% for the real data classifier

and 80% for the mixed synthetic classifier. This suggests that the addition of DP

synthetic data may benefit certain classes more than others by providing more di-

verse training samples. On the other hand, the classifiers perform quite poorly for

Class 7, with a 55% for both the mixed DP classifier and the real data classifier, how-

ever, the mixed synthetic classifier performs considerably better with an accuracy

of 64%.

In addition, these results does confirm the fact that the models can achieve

varying performances in different classes, in this scenario Class 5 showed by far the

highest level of correct predictions and Class 7 showed the lowest. From the tag

distributions in Fig 4.6, we can also observe that these two classes do not display

any particularly distinctive distributions (neither is the most represented nor the

least represented). Therefore, we can say that the classifiers’ performance is not

directly linked to the class distributions, which suggests that other factors, such as

the inherent difficulty of the classification task for specific tags, might be the main

factor influencing the results.
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Class Description

0 auditory, calculation

1 objects, right hand, visual

2 right hand, visual, visual words

3 language, visual, visual words

4 objects, visual

5 auditory, non human sound

6 auditory, human sound, language

7 calculation, visual, visual words

8 language, right hand, visual, visual words

9 visual, visual words

Table 5.3: Class Definitions and Descriptions

These results are also supported by Fig 5.1 which presents the three confusion

matrices for the three classifiers. These provide further insights into the models

performance by highlighting where exactly do the misclassifications occur across the

different classes. At a first glance, it looks like yet again the models perform very

similarly and most values fall in the diagonals of the matrices which means that

more often than not the models predictions are accurate.

The specific missclassification trends are consistent through all classifiers, for

example we observe misclassifications primarily in Class 3, Class 4 and Classs 7 in

all three confusion matrices. We also can notice that these three classes are quite

often confused for each other, if we take the Mixed Synthetic classifier as an example,

in Class 4, 13 samples were misclassified as Class 7, and in the Mixed DP classifier,

9 samples from Class 4 were misclassified as Class 3, this might suggest that these

three classes may share common features, leading to confusion. Regardless of that,

all three classifiers yield a high number of correct predictions in Classes 3 and 4 (ie,
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39 and 46 for first classifier), which explains why the per class accuracies are still

relatively high for these two classes.

The overall distribution of predictions also suggests that all classifiers collectively

perform well for Class 5 (19 correct predictions and 0 misclassifications) and Class

6 (16 to 19 correct predictions), matching the high accuracies reported in Table 5.2,

this most likely means that these classes are well-represented and more separable in

the feature space. An initial concern we had looking at the 100% accuracy level for

Class 5 was that the classifiers might have had an easier time predicting this class

due to the availability of more data, but now we can safely conclude that this was

not the case.

Looking at individual trends, we can see that the three classifiers achieve a total

number of misclassifications of 69, 66 and 68, respectively. This reinforces the idea

that the introduction of synthetic data introduces a level of improvement in accuracy

even though quite small, and while adding DP synthetic data improves performance

in certain classes in comparaison to using real data alone, it may lead to overfitting

or misclassification in others. Additionally, this slightly improved performance in

these classes across all three classifiers could indicate that the generative model was

successful in preserving the key characteristics of these classes during synthetic data

generation.
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(a) Real Data Only (b) Mixed Synthetic

(c) Mixed DP

Figure 5.1: Confusion Matrices for SVM Classifiers

5.2 Performance evaluation: Generated image qual-

ity

In our work, we implemented the Inception Score calculation to evaluate both the

synthetic data and the differentially private (DP) synthetic data generated by our
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DP ICW-fMRI-GAN model. The process followed was the same as described in the

previous section with the addition of splitting the data into 10 subsets to compute

the score across multiple batches for stability. We also refer to the work of (Salimans

et al., 2016) on the CIFAR-10 dataset for comparability of our scores as it represents

a common IS benchmark. The results are presented in Table 5.4

Table 5.4: Comparison of Inception Scores (IS) for CIFAR-10, Synthetic Data, and
DP Synthetic Data

Dataset Score ± std
CIFAR-10 11.24 ± 0.12
Synthetic Data 9.7240009 ± 0.1405271
DP Synthetic Data 9.7240037 ± 0.1405263

The Inception Score values indicate that the synthetic and DP synthetic fMRI

images produced by the model are of high quality and diversity. The fact that the DP

synthetic data scores almost identically to the non-DP synthetic data suggests that

the introduction of differential privacy did not degrade the quality of the generated

images, meaning that our implementation of privacy did not adversely affect the

utility of the data for downstream tasks. This finding aligns with the results we

observed in classification accuracies, which were very similar across both datasets.

Additionally, we notice that the IS scores of our model are very comparable to the

benchmark values from a dataset like CIFAR-10. This is a significant finding, as

it demonstrates the capability of our DP ICW-fMRI-GAN to produce realistic and

diverse fMRI images while ensuring privacy, which is a crucial factor in medical data

generation.



6 Conclusion

Getting access to neuroimaging data, such as functional magnetic resonance imaging

(fMRI) data is a persistent challenge in the field of medical research, as the acqui-

sition process of such images, along with the effective screening of patients, is often

expensive, time-intensive, and logistically complex, which limits the availability of

high-quality datasets that can be used for analysis and innovation. Collaborative

data sharing between institutions has emerged as a promising solution that bridges

the gaps of lack of data in many fields, however, in the context of medical research,

this process, particularly between hospitals, introduces significant privacy concerns

due to the sensitive nature of medical data and the strict regulatory frameworks that

are in place to to ensure the privacy of patients. To address these challenges, this

thesis explored the integration of Differential Privacy into synthetic data generation

applied specifically to fMRI data, building on the efforts of Zhuang et al., [72]. To

our knowledge, this work represents the first attempt to combine these concepts to

generate differentially private synthetic fMRI images, and as a result, the technical

choices made throughout this research were guided by the dual objective of ensuring

rigorous privacy guarantees while preserving the utility of the synthetic data for

downstream tasks.

The research questions presented in section 1.2 were aimed at addressing the

core challenges of this study, specifically examining the impact of integrating DP

on (1) downstream classification utility, (2) the performance when using real data
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alone compared to the addition of synthetic data, and (3) whether the generated

images maintained a satisfactory sample quality. To address this, we evaluated the

performance of classifiers trained on real data by incorporating additional training

examples generated as either synthetic data or DP synthetic data to assess their

impact. Our results demonstrated that the inclusion of synthetic data (both DP

and non DP) did indeed lead to a small but noticeable improvement in predictive

accuracy, with non DP synthetic data generally resulting in slightly higher accuracy

compared to DP synthetic data due to the utility loss introduced as a result of the

noise added to ensure Differential Privacy. In addition, the overall quality of the

generated samples, as evaluated by the IS score, was shown to be quite competitive

with benchmark values. Overall, we proved that it is possible to achieve comparable

results using both non-DP and DP data, but naturally, neither of these can match the

performance of real data, but the DP synthetic data provides a privacy preserving

alternative that still enables meaningful downstream analysis and supports data

sharing initiatives.

These findings have broader implications for medical research, as the genera-

tion of DP synthetic data paves the way for enabling secure data sharing across

institutions, and fostering collaborative innovation with a reduced risk of exposing

sensitive patient information. As of date, a number of efforts and platforms such

as MDClone’s Synthetic Data Engine [73] exemplify ongoing efforts to accelerate

research by transforming electronic health records into synthetic datasets that pre-

serve statistical integrity. However, while MDClone ensures privacy through heuris-

tic methods that prevent re-identification, it does not explicitly implement formal

frameworks like Differential Privacy, or at least doesn’t explicitly claim to do so.

Incorporating DP into such platforms in the same way that was achieved in this

work could possibly enhance their ability to meet the strict privacy standards and

provide measurable assurances of data protection.
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In addition, we also highlight the key trade-off between utility and privacy, as

the utility loss introduced by DP mechanisms remains a limitation, particularly in

high dimensional medical imaging data. The ’hybrid synthetic datasets’ used in

this work which combine real and synthetic records in a sense was proven to be

an efficient workaround to introduce privacy while still retaining valuable levels of

utility. This suggests, however, that future work should explore the development of

DP mechanisms that can generate synthetic data with sufficient utility even when

used as stand alone, without relying on real data. Achieving this would reduce the

dependence on hybrid datasets and help make synthetic data more viable for such

applications.

Furthermore, while the authors of the original work [72] encouraged extending

the ICW-fMRI-GAN framework to other datasets, the scope of our work was more

narrowly focused on the integration of privacy mechanisms and the evaluation of

their impact within the specific context of fMRI data. This suggests that testing

this architecture on a wider range of datasets can offer a broader perspective on the

generalizability of the framework and could further validate its applicability across

diverse datasets, along with possibly yielding better results in the application of

differential privacy, potentially improving both sample quality and the strength of

privacy guarantees.

From a technical standpoint, while we do acknowledge that GANs have demon-

strated competitive advantages for synthetic data generation, diffusion models are

increasingly emerging as the new gold standard in generative modeling due to their

stability and capability to generate highly diverse outputs [74] [75]. For that reason,

we believe it is worth investigating how similar architectures or emerging generative

models might enhance the quality of synthetic data, and potentially lead to better

models for capturing the complexity and nuances inherent in brain imaging data.

In conclusion, this thesis demonstrates the feasibility and usefulness of incorpo-
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rating DP synthetic data into medical research and data-sharing initiatives. While

several challenges are still a source of concern, the findings underscore the potential

that privacy-preserving approaches offer as a means to mitigate and bridge data gaps

and facilitate secure collaboration. It serves as a foundation for further innovation

in privacy-aware synthetic data generation, paving the way for robust, secure, and

impactful applications in healthcare technologies.
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