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ABSTRACT

This dissertation examines the development and integration of machine learning
within the military domain, arguing that the primary constraint and greatest opportu-
nity for advancing military Artificial Intelligence (Al) is the data ecosystem. Across
research in computer vision (CV), reinforcement learning (RL), federated learning
(FL), and generative Al (GenAl), the analyses consistently show that progress is
limited by systemic issues related to data availability, quality, and infrastructure.

The work synthesizes findings from six original publications to demonstrate that
practical military Al requires a shift from an algorithm-centric view to a holistic,
system-focused perspective that treats data as a first-class operational capability. To
bridge the gap between high-level strategy and granular technical research, this dis-
sertation adapts the Cross-Industry Standard Process for Data Mining (CRISP-DM)
as a framework for assessing military Al applications.

Key findings from the studies validate this thesis. A CV study on sonar imagery
highlighted model failure due to poor-quality sensor data, underscoring the need for
integrated data pipelines. RL research revealed that a lack of high-fidelity simulators
and operational data hampers real-world transfer. The investigation into GenAl iden-
tified a dependency on proprietary models misaligned with military needs, proposing
FL as a secure, collaborative paradigm for developing military-specific foundation
models. Finally, an ethical analysis addresses the “reliability-oversight paradox” in
autonomous systems, proposing a new human-machine teaming model of human
support rather than simple oversight.

In conclusion, this dissertation claims that the effective integration of Al into
military forces depends on building a robust data ecosystem that includes expertise
and understanding on doctrinal and policy-making levels, data and algorithm under-
standing on the technical level as well as governance, operator-in-the-loop feedback

and annotation mechanisms, and interoperable infrastructure.

KEYWORDS: artificial intelligence, defence, military, machine learning, deep learn-
ing
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THVISTELMA

Tama viitoskirja tarkastelee koneoppimisen hyodyntdmistd ja integrointia toimintaan
asevoimissa ja sotilaallisessa toimintaymparistossd. Tyon keskeinen viite on, ettd
dataekosysteemi on sekd merkittdvin rajoite ettd suurin mahdollisuus sotilaallisen
tekodlyn (AI) kehitykselle. Koneniddn (CV), vahvistusoppimisen (RL), hajautetun
oppimisen (FL) ja generatiivisen tekoédlyn (GenAl) tutkimusalueita koskevat julka-
isut osoittavat johdonmukaisesti, etti edistystd rajoittavat systeemiset ongelmat liit-
tyen datan saatavuuteen, laatuun ja ympédrdivéin tietotekniseen infrastruktuuriin.

Tyo syntetisoi kuuden alkuperiisjulkaisun tulokset osoittaakseen, ettd kdytannon-
laheinen sotilaallinen tekodly vaatii siirtyméaa algoritmi- ja tekodlymallikeskeisestd ndkokul-
masta kokonaisvaltaiseen, systeemikeskeiseen 1dhestymistapaan, jossa dataa késitelldan
keskeisend operatiivisena kyvykkyytend. Kaventaakseen kuilua korkean tason strate-
gian ja kédytdnnon teknisen tutkimuksen vélilld timéa viitoskirja soveltaa CRISP-
DM-viitekehystd (Cross-Industry Standard Process for Data Mining) sotilaallisten
tekodlysovellusten arviointiin.

Tutkimusten keskeiset tulokset vahvistavat tidmin teesin. Konen@koon keskit-
tynyt tutkimus kaikuluotainkuvista osoitti mallien epdonnistuvan heikkolaatuisen sen-
soridatan vuoksi, mikd korostaa integroitujen dataputkien tarvetta. Vahvistusop-
pimisen tutkimus paljasti, ettd korkealaatuisten simulaattoreiden ja operatiivisen datan
puute haittaa menetelmien siirtdmisté todelliseen kdyttdympiristoon. Generatiivisen
tekodlyn tutkimuksessa tunnistettiin riippuvuus sotilaallisiin tarpeisiin soveltumat-
tomista kaupallisista malleista ja ehdotettiin hajautettua oppimista turvallisena ja
yhteistoiminnallisena mallina sotilaskédyttoon tarkoitettujen perusmallien kehittamis-
eksi. Eettinen analyysi kisittelee luotettavuuden ja valvonnan viélistd paradoksia au-
tonomisissa ja dlykk&issa jirjestelmissé ja ehdottaa uutta ihmisen ja koneen yhteis-
toimintamallia, joka perustuu ihmisen tukeen pelkin valvonnan sijaan.

Lopuksi timé viitoskirja esittdd, ettd tekodlyn tehokas integrointi asevoimiin
on riippuvainen vankan dataekosysteemin rakentamisesta. Tdméa ekosysteemi edel-
lyttdd asiantuntemusta ja ymmaérrystd doktriinien ja politiikan tasolla, teknisen tason
data- ja algoritmiymmairrystd sekd hallintamalleja, operaattorin palautteen ja toimin-

nan huomioivia mekanismeja ja kokoavaa infrastruktuuria.

ASIASANAT: tekodly, puolutus, asevoimat, koneoppiminen, syvdoppiminen
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1 Introduction

Artificial Intelligence (AI) is widely regarded as the next revolution in warfare, pri-
marily as the enabler of autonomous weapon systems [1]. Beyond the role in au-
tonomous systems Al is a multi-use, general-purpose technology with broad applica-
tions in warfighting, on different scales and tasks. Research institutions like RAND
have conducted in-depth analyses of Al military impact, highlighting that the cur-
rent development is commercially driven rather than state or defence-industry led
[2]. Consequently, Al influence is pervasive, affecting all military functions beyond
generic battlefield operations.

The application of Al in the military domain is not a new phenomenon. It can
be argued that its first use in a military context occurred during World War II. At
that time, Alan Turing and the Hut 8 team in Bletchley Park employed the Ban-
burismus procedure, a method involving sequential Bayesian probability, electro-
magnetic Bombe computers [3], and manual analysis, to improve on the work of
Polish cryptologists led by Marian Rejewski to decrypt the Enigma machine used by
the Nazi armed forces [4]. Whether this constitutes a true application of Al remains
a subject of debate and hinges on a precise definition, of which no universal standard
has been agreed upon. This matter will be elaborated upon in Section 1.1.

The current, continuing trend of Al is built on its subfield known as Machine
Learning (ML). In essence, ML is predictive modeling that utilizes an iterative train-
ing loop which is used to approximate a function that maps inputs to outputs. Hence,
it is described as learning from data. The aim is to create a model that can perform
well on an unforeseen data. Essentially, there exists a hypothesis space H of applica-
ble functions or features, namely hypothesis maps h that projects input z € X into
output y € Y [5]. Therefore, if the annotations, i.e., actual outputs are known, a
supervised learning ML algorithm can be described as

h(z) =g ~y, (1)

where the distance between the predicted output ¢ and actual, known output y is
calculated with a cost or loss function £, which is then used to update the function
h € H to minimize the error. A classical loss function is the Euclidean distance,
>4 (yi — 9;)?. For an unsupervised learning task, where the anno-

tated y does not exist, the error is usually calculated as distance between inputs x,
and then used to combine similar inputs into groups, a technique also known as clus-
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tering. A hybrid solution known as semi-supervised learning has annotations for
some of the data, while some or most of the annotations have to be deducted for the
rest by the applied model or algorithm in the hypothesis space.

When the hypothesis map employed is a neural network with multiple layers,
the technique is referred to as Deep Learning (DL), a term referencing the net-
work’s depth [5; 6]. Fundamentally, DL neural networks, of which Multilayer Per-
ceptrons (MLPs) are the simplest and most straightforward approach, function as
universal approximators applicable to a vast range of tasks. Most, if not all, mod-
ern breakthroughs in Al stem from the use of very deep Neural Networks (NNs).
The large number of neurons, or network parameters, enables them to learn highly
complex patterns from massive datasets and to generalize effectively across diverse
application domains, from image analysis to natural language processing.

Fueled by advancements over the past three decades and now largely driven by
the private sector [7], the use of Al has also proliferated within armed forces world-
wide. As mentioned afore, in past decades the initial military interest in Al focused
primarily on machine autonomy [8]. However, since the introduction of the trans-
former architecture with its self-attention mechanism [9] and the following launch of
general-use natural language interfaces [10; 11], the focus has expanded to treat Al
as a transformative capability in its own right. The potential to process ever-growing
volumes of data is another significant driver, offering the ability to enhance situa-
tional awareness and facilitate faster, more accurate decision-making for a strategic
advantage. Al is now recognized as a fundamental technology that may alter all as-
pects of human life, including warfare. NATO, for instance, has classified Al as a
key disruptive technology, with an aim to maintain the technological edge by advanc-
ing Al [12]. Other strategic initiatives and public statements portray Al as a critical
game-changer, potentially the proverbial “’silver bullet” for achieving or maintaining
military supremacy.

Reflecting the growing interest in and the emergence of novel military applica-
tions for Al, this thesis investigates the practical application of Al, specifically ML,
across various military and defence domains and contexts. The investigation fo-
cuses on specific applications within the subfields of Reinforcement Learning (RL),
Federated Learning (FL), Computer Vision (CV), and Generative Artificial Intelli-
gence (GenAl).

1.1 Background and definitions

Common terminology and agreed-upon definitions are crucial for communicating
complex ideas, a principle articulated by thinkers such as Francis Bacon [13] and
conceptually mirrored by René Descartes’ pursuit of foundational certainty [14; 15].
Bacon cautioned that imprecise words hinder the exchange of information and the
advancement of knowledge, while Descartes advocated for clear and distinct ideas

2
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instead of solely relying on words that can easily become disconnected from the sub-
ject itself. For centuries, this pursuit of precision and shared understanding has been
essential to science and society. The absence of a universally accepted definition for
Al, coupled with the variety of terms in use and the apparent disconnect between
the word and the distinct, original idea in common discourse, present a significant
obstacle to its systematic adoption.

The field of military Al is particularly affected by this ambiguity, as the act of
defining terms is a strategic decision in itself. The Defence Acquisition University
under the U.S. Department of Defense (DoD), recently renamed as Department of
War, has highlighted a critical need to "align around logical Al definitions and ter-
minology” [16], publishing its own analyses and glossaries. In academia, Russell
and Norvig [17] provide a comprehensive overview of various definitions for Al,
discussing the merits and drawbacks of each. For the purposes of this thesis, Al is
defined as a computational system that applies logic and probabilities to solve prob-
lems that traditionally require human intelligence or are beyond human capabilities.
This definition builds upon Elaine Rich’s assertion that Al is the study of how to
make computers do things at which, at the moment, people are better” [18]. By this
standard, the efforts of Hut 8 can be classified as an early Al application; despite
the absence of digital computers, the computational processes employed exceeded
the human capabilities of the era. Since then, the field has advanced rapidly, with
modern Al solutions demonstrating near-ubiquitous applicability, as documented in
the Al Index Report 2025 [7]. The report indicates that Al has matched or surpassed
human baseline performance in many narrow fields, leaving only the most complex
reasoning tasks as the domain of human intelligence.

In contemporary discourse, the term Al is often used to describe an active, human-
like entity or system, a tendency known as anthropomorphism, which means the at-
tribution of human characteristics to non-human entities [19]. One would not, for
example, use the term mathematics in such sense. To maintain terminological con-
sistency, this thesis avoids treating Al as an anthropomorphic agent that interacts
with its environment in a human-like manner. McDermott [20] and Mitchell [21]
have discussed this issue in terms of wishful mnemonics: terms that falsely sug-
gest human-like properties in Al applications. A prominent current example is the
term hallucination, used to describe the phenomenon where Large Language Mod-
els (LLMs) produce fallacious or nonsensical outputs due to their non-deterministic
architecture [22; 23]. While the term evokes a human-like subjective experience, the
underlying computational causes are well understood. A more precise term might be
confabulation, though it could also be seen as anthropomorphic. Therefore, a neutral,
non-anthropomorphic term such as erroneous generation is preferable.

At the highest level, Al can be divided into symbolic and connectionist ap-
proaches. The symbolic field, which relies on programmed rules and knowledge
bases, is often referred to as Good Old-Fashioned AI (GOFAI) and has seen di-
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minished focus in the modern era, though its principles remain crucial to software
development [17]. In contrast, the connectionist field, which focuses on learning pat-
terns from data, has dominated recent decades. The most prominent connectionist
approach, ML, is a subfield of Al that augments the parent definition with the con-
cept of learning from data without explicitly programmed rules [17]. In this context,
“learning” is the iterative process of tuning a model’s parameters to minimize error
on a given dataset, thereby improving the accuracy of its hypothesis map h as shown
in Equation 1.

Instead of referring to Al as a monolithic entity, this dissertation considers its ap-
plicable forms to be Al models. Building on this framework, an Al system is created
when an Al model is integrated into a broader Information System (IS). Alterna-
tively, in the symbolic GOFAI paradigm, an Al system can be built by algorithmi-
cally replicating the knowledge and decision-making processes of human experts, a
leading approach from the 1950s to the 1980s [17]. Although some modern regu-
latory frameworks, such as the EU Al Act [24], explicitly exclude such rule-based
systems from their scope, this dissertation considers them as Al systems because they
fit the thesis’s definition of a computational system applying logic to solve problems
that originally require humans.

The term model itself carries multiple meanings. In Operations Research (OR),
it refers to a mathematical formulation of a problem to be optimized [25; 26]. In
symbolic Al, a logical model is a set of rules expressed in formal logic [17]. In ML,
a model is the mathematical function produced by a training algorithm, defined by
its architecture and a set of learned parameters. In RL, however, the term model typ-
ically refers to a representation of the environment, while the Al artifact is called an
agent [27]. An RL agent learns a policy through trial-and-error interaction with the
environment. To avoid ambiguity in this dissertation, AI model will refer to an ML
artifact or a system’s core logic, while environment model will be used exclusively
in the context of RL. This convention ensures that ” Al model” consistently refers to
the mechanism by which an Al system maps inputs to outputs.

Integral to the development of an Al model are the processes of training, vali-
dation and evaluation. Training is the iterative process where model parameters are
tuned to minimize error on a training dataset. A separate validation set is used to
monitor the training process. This dataset allows for the assessment of the model’s
performance on unseen data during training. While providing insight to the training
accuracy, it also helps to assess overfitting, a situation where the model memorizes
the training data at the expense of generalization. Conversely, underfitting occurs
when a model is too simple to capture the underlying patterns in the training data.
Finally, an evaluation set, also known as a test set, is used to provide an unbiased as-
sessment of the final model’s expected real-world performance. The need for larger
datasets for more complex models is explained by concepts such as Rademacher
complexity, which measures a model’s capacity to fit random noise [28].
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To properly scope this research, the terms national security, defence and military
must also be clarified. National security is the broadest of these, encompassing the
safeguarding of a nation-state against all existential threats to its core values, terri-
tory, and population through the coordinated use of diplomatic, informational, mil-
itary, and economic power [29]. It addresses a wide array of challenges, including
but not limited to military threats.

Defence is the specific subset of national security concerned with countering
external military threats. As a concept, it encompasses the full spectrum of state
measures to resist a military attack. Its primary political objective is the preserva-
tion of the state, distinguishing it from offense, which aims at conquest [30]. While
the distinction can blur at the tactical or operational level, where oftensive actions
may serve a strategic defensive goal, the overarching purpose remains preservation.
For this thesis, defence is defined as the comprehensive framework of national capa-
bilities, including military forces, strategic doctrines, industrial resources, and tech-
nological systems—oriented toward deterring aggression and protecting the nation’s
sovereignty and interests from external threats. The military, in turn, is the principal
instrument of the defence framework. It refers to the state-sanctioned armed forces
that constitute the state’s monopoly on the legitimate use of physical force [31]. The
military serves as an instrument of political will, capable of applying force, or the
threat of force, to achieve political objectives [30]. This definition excludes non-state
actors such as private military contractors (PMCs), insurgents, and terrorist organi-
zations.

A doctrine describes the fundamental principles that guide how military forces
conduct their operations and actions to reach their objectives, of which the U.S.
doctrine for the armed forces [32] acts as an example. A Concept of Operations
(CONOPS), as described in Joint Operation Planning [33], is a more concise ex-
pression of a commanders intent and the path to execution, usually developed for a
specific task, operation or mission. A Standard Operating Procedure (SOP) is, as de-
scribed in ADP 5-0 The Operations Process [34], a detailed, step-by-step, instruction
that describes how to perform a recurring, preplanned or routine task or action, for
example a river crossing for maneuverable ground forces.

Regarding the premise of Al in the military domain, the emphasis is often on
the speed and cognitive intelligence that can be acquired through deploying novel
Al based technology. These features are often framed as decision advantage [35];
making better decisions faster, and being more resilient against adversary’s devel-
opment and actions. Decision advantage and resilience are, however, not new or
revolutionary ideas, as these attributes have been highlighted by decorated strategists
since Sun Tzu [36]. He highlighted foreknowledge, deception, speed, momentum
and formlessness, which correlate with intelligent actions, intelligence, speed and
resilience. As an another example, Alexander Suvorov highlighted three principles:
speed, “eye judgment”, and onslaught [37]. The eye judgment or “eye measure”
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refers to commanders battlefield intuition, the ability to assess a situation instantly
and accurately, constituting of the whole context that encompasses the terrain, the
enemy, own troops, decision points and timing. From a chosen perspective, the
adaptation of Al in military domain can be seen as the latest frontier at which these
recognized factors are taken to the next level in applying the same ancient principles
of successful warfighting.

1.2 Motivation, objectives, and methodology

To address the research gap described in detail in Chapter 2, this research investigates
the practical applicability of ML into military domain from multiple perspectives and
application levels to identify solutions, challenges and future trends that will define
the battlefields of the upcoming decades. There has been a considerable push in mil-
itary Al research in the past years, as denoted in Chapter 2, of which the Al vision
of the United States Department of Defense serves as an example [38]. Simultane-
ously, the perception of Al and its implications in warfare have indoctrinated a lot
of variance, when experts and recognized spokespeople for Al claim more and more
extravagant promises for the near feature.

The underlying, system-level hypothesis is that Al can and will act as a core ca-
pability that will largely contribute to the success of the party that better utilizes it
in operations, as predicted by NATO [12; 39] and other major military stakehold-
ers [40; 41]. Hence, the purpose of this study is to provide an expert insight on
the imminent implications of Al in the military context and what future applications
and impacts can be deemed most likely according to the current state of research,
development and deployment. The research contribution lies in rooting the current
scope into the scientific background and quantifying the claims and future visions
into respective truth anchors. Quantification, in this case, refers to projecting the
theories into real-life use cases that provide concrete indications of the actual appli-
cability and capabilities beyond hypotheses. The underlying motivation and required
expertise is inherited from the author’s military background and experience, which
is combined to the field of view on the implications of Al and ML. Failure to un-
derstand the premise, requirements and limitations of Al as a technology can and
arguably will have a tremendous impact on future conflicts that may shape the future
of, for example, Western democracies. Therefore, the primary motivation for this
dissertation is to serve as an exploratory research to aid in estimating the maturity
and the depth of reach of the use and applicability of Al in Western military forces.
While the research is general in its methodology and aims to produce generally ap-
plicable results, the research perspective inherits an European point of view from to
the author’s background and motivation to partake and enhance the development of
European capabilities in this regard.

The objectives of this thesis are
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* Performing a system-level investigation into the applicability, impact and needs
of military Al capabilities.

* Providing empirical evidence on the performance and shortcomings of a selec-
tion of state-of-the-art ML methods in narrow military problems.

* Providing insight into future directions and challenges of novel ML research
areas within the military domain.

* Integrating ethical considerations as a system-level factor into military Al ca-
pability development.

» Adapting Cross-Industry Standard Process for Data Mining (CRISP-DM) frame-
work as a methodological tool to bridge technical Al research with capability
development and strategic level decision-making.

The objectives are divided into two groups, technology assessment and applica-
bility assessment, that build understanding on different levels.

Technology assessment utilizes a systematic review on ML paradigms and meth-
ods, namely RL, FL and GenAl, to provide background information on current state
of the art as well as challenges related to each technology.

In applicability assessment, the mathematical premise, computational considera-
tions and the possibilities and challenges related to these technical factors are exam-
ined through applicatory research. ML methods, in this case from the fields of CV
and RL, are applied to solve constrained and narrow military problems to provide the
concrete evidence and generalizable insights.

Together, these points of view are combined into the high-level understanding of
the possibilities and limitations of Al in the military, enhanced by practical issues
such as data availability, security constraints, problem complexity, explainability of
outcomes and ethical considerations. The applicability of the CRISP-DM process
from industry to defence is evaluated as a methodological approach and an objective.

The justification for this displayed objective selection lies in the system-level
point of view of this research, which itself stems from the hypothesis that narrow
applicability studies nor systematic reviews on a certain subtopic can tackle the fun-
damental bottlenecks of military Al development. This hypothesis has been worded
in author’s previous thesis on military sciences, which explored the use and devel-
opment of Al from the perspective of the Finnish Navy, and stated in 2022 that “the
degree to which the data could be utilized was very low, and collecting the data
was challenging. This was not due to organizational resistance: the reception to
all information requests was very positive, and there was expressed interest in the
study’s results. The difficulties stem from data capture and archiving practices, the
distributed locations of databases, fragmentation of information, and security clas-
sifications. This is a similar challenge to that faced by the U.S. Navy, for which
assembling sufficiently large data volumes into a usable form is identified as a crit-
ical need to enable research and development work™ [42]. These observations gave
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grounds to formulate the hypothesis that over different paradigms and research areas,
the system-level issues are largely similar, and the bottleneck is less in the AI meth-
ods and algorithms and more in the overall digital readiness to develop and deploy
such capabilities.

In summary, this research does not dive particularly deep into a particular tech-
nology within the field of Al but instead examines the broad scope of methods and
solutions in the military context from a system level perspective, providing grounded
and thought-through insight on the military domain, and an assessment of applicable
methodologies to create insight and establish functioning frameworks and policies
to enable and exploit novel Al solutions. The overarching scientific contribution is
the definition and validation of the *Military Data Ecosystem’ as a primary capa-
bility. This thesis demonstrates that the effective integration of Al is not primarily
an algorithmic or Al model capability challenge, but a systemic one, providing a
new theoretical framework that redefines data from an ephemeral byproduct into a
managed operational asset.

To achieve these objectives, this thesis is built upon a series of targeted studies.
The objective of technology assessment is primarily addressed through a system-
atic reviews of Reinforcement Learning (Publication III) and Federated Learning
(Publication IV). The applicability assessment is realized through hands-on research
in applying Computer Vision to sonar imagery (Publication I) , using Multi-Agent
Reinforcement Learning for tactical decision-making (Publication II) , exploring op-
portunities in Generative Al (Publication V) , and examining Al deployment ethics
(Publication VI).

The research presented in this dissertation is conducted as a cumulative work
based on six original, peer-reviewed publications. This compilation thesis allows
for an in-depth exploration of multifaceted research questions through a series of fo-
cused studies. The individual methodologies employed in each study, ranging from
systematic literature reviews to the empirical application of machine learning mod-
els, are detailed within the respective publications (I-VI).

The overarching methodology for this dissertation is synthesis. It follows a struc-
tured approach to build a comprehensive understanding of the application of ML in
the military domain. The research strategy was designed to align with the objectives
outlined above, progressing from foundational technology assessments to practical
applicability assessments.

The process involved:

1. Identifying Core Research Areas: The primary research areas of CV, RL, FL,
Natural Language Processing (NLP), and GenAl were selected based on their
emerging prominence and disruptive potential within the defence sector, as
well as the fundamental differences between the paradigms. Essentially, CV
and NLP can be viewed as ML paradigms on different modalities that can be
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turned into generative methods as GenAl, while RL is a different approach
to learning altogether, and FL functions as a possible umbrella for distributed
application of any of these paradigms.

2. Systematic Investigation: Each core area was investigated through one or more
original publications. This involved both systematic reviews of existing lit-
erature to establish the state-of-the-art and challenges (as in Publication III
and Publication IV) and applicatory research where ML models were devel-
oped and tested against specific military problems (as in Publication I, Pub-
lication II, and Publication V) and an ethical, epistemic analysis of the non-
technical challenges with Al

3. Synthesizing Findings: The final step, which is the primary work of this the-
sis’s introductory and concluding chapters, is to synthesize the findings from
these individual publications. This synthesis aims to construct a holistic view,
connecting the low-level technical insights from narrow problem-solving to
the high-level strategic and operational implications for military forces.

The theoretical framework through which the original publications are synthe-
sized is CRISP-DM. While not exactly academic, it shares resemblance to well-
established theoretical methodologies such as Soft Systems Methodology (SSM)
[43] and OR [26]. While SSM and OR are more profound scientific methods, CRISP-DM
brings the theoretical background into a concrete and applicable process that is meant
to provide concrete results for business and enterprises. Hence, for the scope of this
research, CRISP-DM is transformed into a military-compatible format to assess the
findings of the original papers. The layout of the CRISP-DM framework is displayed
and described in Chapter 3.

The analysis was supported with a research visit that was conducted to Ukraine,
an unfortunate but prime example of modern nationwide warfare in effect. The au-
thor visited several sites in Kyiv region between July 15 and July 25, 2025, while
participating in a defence-focused venue to meet with local and international star-
tups and military personnel to gather insights into the current state of technology and
innovation, and the applicability of Al in the contemporary forms of tactical warfare.

1.3 Organization of the thesis

This thesis is structured to guide the reader from fundamental concepts of Al and
the framework of military context towards specific, tangible research contributions,
and finally to a high-level synthesis of the findings. An in-depth literature review
in Chapter 2 provides an overview of the field from multiple publication perspec-
tives including academia, governmental publications, think tanks, and non-scientific
expert literature. Chapter 3 provides the necessary background on Al, defence and
military organizations. Chapter 4 introduces the key ML research areas that form
the basis of the original publications. Chapter 5 then details the core contribution of
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this thesis by summarizing and synthesizing the findings of the six included publica-
tions, demonstrating a bottom-up approach where practical, low-level insights from
specific applications are used to inform high-level considerations about the future of
Al in defence. Finally, Chapter 6 concludes the dissertation by summarizing the key
outcomes and discussing their broader implications and future research directions.
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2 Literature review

This section reviews some of the most influential work on Al in military context, fo-
cusing on expert publications, dedicated think tanks as well as recognized scientific
papers. This literature review creates the background for this dissertation and high-
lights the research gap that is addressed, as despite the breadth of research, there is a
lack of operational-level bridging to fully integrate Al capabilities into the warfight-
ing reality.

2.1 Academic publications

The Al research field is expanding at an accelerating pace, also in the defence and
military fields. For example, a ScienceDirect database query “(’artificial intelli-
gence” OR “machine learning”) AND (military OR warfare OR ”armed forces” OR
navy OR ”air force” OR army)” for title, abstract or author-specified keywords, fil-
tered to include engineering and computer science papers, returned 408 results from
1992 to halfway through 2025 when queried on first of August in 2025. The number
of research papers per year grows exponentially, as shown in Figure 1. The words
“defence/defense” and “security” are excluded as they induce hits on cyber defence
and security, which is often unrelated to stark military context, albeit being just as
applicable to the military as well. The sheer volume and rapid growth of this techni-
cal literature make a comprehensive review intractable, but also highlights a critical
challenge: the potential for a widening gap between the highly specialized academic
research and the strategic-level policy discussions reviewed later.
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Figure 1. ScienceDirect publications per year for military Al indicating a growing trend.

To narrow down the results, being a dissertation on ML and Al, the bibtex in-
formation with abstracts was downloaded, combined and processed with three small,
locally run language models, Llama 3.1 7B [44], Mistral 7B [45] and Gemma3 4B
[46]. The task of the language models was to determine, based on meta informa-
tion and abstracts, if the paper is actually focused in the military field and not just
mentioning it in some context, according to the following prompts:

PROMPT_SCHEMA_EXAMPLE = {
"name": "<string: article title>",
"is_military_aiml": "<boolean: true if the abstract is about
AI/ML in a military context>",
"topic": "<one of TOPIC_CHOICES>",
"method_type": "<one of METHOD_CHOICES>",
"key_findings": "<string: 1-3 concise points summarizing the
key findings>",

SYSTEM_INSTRUCTIONS = (
"You are a meticulous research analyst. Read the abstract and
metadata. "
"Decide if the work is about artificial intelligence or machine
learning in a MILITARY context. "
"Choose ONE topic and ONE method_type from the provided
choices. "
"Answer STRICTLY as minified JSON matching the schema. Do not
include explanations, Markdown, or backticks."

USER_TEMPLATE = (
"Paper metadata as JSON follows. Return a single JSON object
with keys: name, is_military_aiml, topic, method_type,
key_findings.\n\n"
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"ALLOWED TOPICS: {topics}\n"

"ALLOWED METHOD TYPES: {methods}\n\n"

"JSON SCHEMA EXAMPLE (values are placeholders) :\n{schema}\n\n"
"PAPER: {paper_json}"

After the processing, the results were examined for all 408 papers, and if the
paper got marked as relevant (is_military_aiml = True) by at least two out of three
small models, it was examined more closely. This approach narrowed down the
search to 72 papers.

This analysis of 72 scholarly articles reveals a clear and concentrated focus
within the domain of computational intelligence in military applications. The litera-
ture is predominantly characterized by applied research aimed at developing tangible
solutions, particularly in the areas of autonomous systems, intelligence gathering,
and decision support. The distribution of research topics underscores a significant
academic and practical interest in three primary areas, which together account for
nearly 78% of the reviewed literature.

Command and Control (C2) and decision support is the most dominant theme,
with 20 articles. The research explores a wide scope of topics from systems that
simulate operational procedures [47] to providing early warnings to improve inter-
national stability [48].

Autonomous systems & Robotics are the second-largest category with 10 articles
followed by Intelligence, Surveillance and Reconnaissance (ISR) with 9 articles. ISR
research highlights the critical role of data processing and analysis in modern military
operations. The focus is on leveraging computational methods to extract actionable
intelligence from vast amounts of sensor data. Uncrewed systems research is heavily
focused on practical applications, such as using machine learning for real-time object
recognition for unmanned vehicles, e.g., Buluswar and Draper [49], and predicting
structural responses to blast loads [50], indicating a drive towards creating more
resilient and intelligent unmanned platforms.

Other topics such as Logistics and maintenance (8 articles), Cybersecurity (6 ar-
ticles), Medical (3 articles), and Personnel (3 articles) represent smaller but notable
areas of research. In contrast, foundational domains like Electronic Warfare (1 ar-
ticle) and Communications (1 article) appear significantly underrepresented in this
body of literature. For Communications, it has to be stated that three papers concern
networks, but under another topic, such as Unmanned Aerial Vehicles (UAVs) or cy-
ber security [51; 52; 53]. The analyzed papers are represented in as a topic summary
in Table 1.

The methodological landscape of this particular sample is overwhelmingly skewed
towards practical implementation, reinforcing the applied nature of the research field.
Application and implementation was the methodological approach for a vast major-
ity of the papers in Table 1, covering 51.39% of the papers. This indicates that the
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Topic Count Citations

Command & control / deci- 20 Angelo Lellis Moreira et al. [54]; de Aradjo Costa et al.

sion support [55]; James and Herget [56]; Jiang et al. [57]; hsien Liao
[47]; Zabala-Lépez et al. [58]; Sdnchez-Ruiz and Miranda
[59]; Liebowitz and Davis [60]; Liu et al. [61]; Masud et al.
[62]; Nomm and Venables [63]; Oh et al. [64]; Perry et al.
[65]; Mechergui and Jayakumar [66]; Mendonca et al.
[67]; Xia et al. [68]; Yadav and Kim [69]; Aha [70]; Scrim-
geour [48]; Zhao et al. [71].

Autonomous systems & 10 Altinors et al. [72]; Batista et al. [73]; Buluswar and

robotics Draper [49]; Fualdes and Barrouil [74]; Gilmore [75];
Hosseinzadeh et al. [51]; Kaur et al. [53]; Sutton and
Roberts [76]; Rahmani et al. [77]; Cai et al. [78].

Intelligence, surveillance & 9 Akbal et al. [79]; Wei et al. [80]; Guo et al. [81]; Zhao

reconnaissance (ISR) and Morikawa [82]; Hashemi and Hall [83]; Kili¢ et al.
[84]; Kwon and Lee [85]; Mehta and Shah [86]; Petrov
et al. [87].

Logistics & maintenance 8 Baker et al. [88]; Mohril et al. [89]; Candelieri et al.
[90]; Bortolan Neto et al. [50]; Li et al. [91]; Malkoff
[92]; Vasilikis et al. [93]; Boutselis and McNaught [94].

Cybersecurity & electronic 6 Akbani et al. [52]; Whelan et al. [95]; Sojitra et al. [96];

warfare Maathuis and Cools [97]; Almaslukh [98]; Shamshirband
et al. [99].

Personnel 3 Hoecherl et al. [100]; Wasilefsky et al. [101]; Zhang et al.
[102].

Medical 3 Satava [103]; Ahamed et al. [104]; Gondalia et al. [105].

Human-machine teaming / 2 Canan et al. [106]; Sheridan [107].

HCI

Air operations 2 Wittig and Onken [108]; De Giorgi and Quarta [109].

Small arms 2 Chandan et al. [110]; Yang et al. [111].

Wargaming & simulation 2 Klahr [112]; Knapp et al. [113].

Targeting & fire control 2 Govindarajan et al. [114]; Li et al. [115].

Communications 1 Aloqaily et al. [116].

Electronic Warfare 1 Wang et al. [117].

Innovation & adaption 1 Kagiwada [118].

Table 1. Topics with representative citations.
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field is primarily concerned with building, testing, and implementing computational
solutions to specific, narrow military problems rather more exploring foundational
concepts. 16.67% of the papers introduced methodological novelty in Al or ML, al-
though the novelty and methodological impact is open for reinterpretation especially
in comparison with some application papers. 9.72% papers proposed framework or
architecture solutions, with or without experimentation, some akin to methodological
novelty papers. Review and survey papers constituted for 20.83% of the papers, and
the innovation paper by Kagiwada [118] is in fact an essay from personal experience
in the field.

For a short look-through, in the top 25 ScienceDirect query results, sorted by rel-
evance, there are 16 open access papers with direct military relevance. These can be
classified into C2 & DSS, small arms, autonomous systems & robotics, personnel-
related topics, Decision Support System (DSS), and cyber defence. The reviewed
technical literature reveals a strong focus on enhancing existing military functions
rather than creating revolutionary new ones. In warfighting, concrete low-level prob-
lems such as weapon target assignment [115], small arm firing skill evaluation [110],
chemical weapon detection [80], and assessment of urban destruction [82] have been
examined. On a higher level decision support, interest towards Al or ML based mil-
itary DSSs is trending [58; 55; 59]. Another trend, uncrewed (previously known as
unmanned) systems related research includes non-Global Navigation Satellite Sys-
tem (GNSS) based navigation for UAVs [73], intelligent communication solutions
[116], swarming [78], and UAV related cyber capabilities [95]. The digitally cross-
sectional cyber security perspective has been researched from, e.g., Explainable Ar-
tificial Intelligence (XAI) point of view on malicious data classification [96] and
overall evaluation of Al-based cyber security solutions [97]. Applicability of ML
techniques to personnel-related tasks, such as retention [100], candidate selection
[101] and harm prevention [102], can be hypothesized to be related to the availabil-
ity of structural data and close resemblance to civilian problems in similar areas. The
focus on discrete, solvable problems within the technical literature exemplifies one
side of the research gap, showcasing deep but narrow progress that is often difficult
to translate into broad strategic advantage.

In summary, the scientific literature on ML and Al in military contexts is heavily
focused on the practical implementation of algorithms to solve problems in C2 &
DSS, autonomy, and ISR. The primary goal of engineering and computer science
efforts appears to be in creation of functional, real-world applications. The field
seems to prioritize the development of intelligent systems that can perceive the envi-
ronment, process information, and support or supplant human decision-making. The
relative scarcity of theoretical and foundational research shows the focus on certain
field, i.e, the military: foundational research happens in more general scope, and mil-
itary applications follow those innovations. This focus on applied, narrow problems
becomes even more apparent when examining the most prominent papers from this
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cohort, which reveal a clear pattern of enhancing existing military functions rather
than creating revolutionary new ones.

2.2 Governmental policies and strategies

The policy documents from NATO and the US DoD operate at a high level of ab-
straction, articulating principles and goals that often lack a clear connection to the
granular technical capabilities currently being developed, thus representing the other
side of this gap. From a governmental perspective, 2021 NATO Artificial Intelligence
Strategy and 2024 revised strategy aim to provide the Alliance with a aims and out-
comes, underpinning responsibility principles such as lawfulness, traceability, relia-
bility, governability and bias mitigation Al [39; 119]. In the United States, DOD Eth-
ical Principles for Al provide similar ethical principles and guidelines for acquisition
[120]. Data, analytics and Al Adoption Strategy [40], superseding 2018 Al strategy,
aims to improve the organizational environment to enable achieving decision advan-
tage with Al. The nation-wide Al competitiveness and defence innovation priorities
have been outlined in National Security Commission on Al final report [121]. Within
NATO Defence Innovation Accelerator for the North Atlantic (DIANA), accelera-
tor hubs and test centers have been established across the alliance, focusing on Al,
autonomy, quantum, and other revolutionary technologies [122]. U.S. Department
of Defense [123] demonstrates rapid tri-lateral deployment of Al and autonomous
systems. Regarding Lethal Autonomous Weapon Systems (LAWS), DoD Directive
3000.09 [124] establishes legal and technical safeguards and framework, for exam-
ple, the responsibilities and requirements regarding use of lethal force. For United
Nations, International Committee of the Red Cross [125] expands the LAWS discus-
sion to humanitarian-law concerns and recommendations for UN. United Kingdom’s
Defence Al Strategy [126] along with [127] outlines UK-specific governance and
assurance mechanisms. Actual, executable regulation and laws around Al are some-
what non-existent. The European Union’s landmark Al Act [24], in a deliberate
policy choice, excludes military applications from its scope. This allows the EU to
advance a market-focused regulatory policies while pursuing defence Al separately.
Hence, defence related Al is mainly unregulated and while there is considerable re-
search on the subject, regulatory and legislative framework is in its infancy.

From a non-Western point of view, People’s Liberation Army (PLA) incorporates
Al to its modernization strategy, labeled “intelligentization”, which aims to develop
a world-class military that leverages Al for new forms of warfare and transform-
ing key areas such as situational awareness, decision-making, unmanned systems
and cognitive warfare domain [41]. PLA operational concepts [128], inferred from
strategic guidelines and recent examples of PLA in combat, show that the desired
modernized status is to create information dominance, deal new realities between
combat and war space, and be able to defeat adversary’s operational system through
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target-centric warfare. In Chinese military writings, combat space is the geographic
area where physical conflict occurs, while war space encompasses all domains of
war from physical to non-physical, including political, economic, diplomatic and in-
formation spheres. In the operational concept perception, the war space is expanding
while combat space is shrinking. Target-centric warfare denotes the use of precision-
strike capabilities and intelligent munitions to surgically impact the combat space.

These advances underline the ongoing race towards military supremacy between
competing superpowers, namely the United States and China. Borchert et al. [129]
have published a very thorough case study into the defence Al that covers 25 coun-
tries, highlighting that defence Al is at the center of geopolitical and geoeconomic
competition. The introductory chapter notes that the case study aims to fill the re-
search gap of how countries think about defence Al, how they prepare for its adop-
tion, and how they develop existing concepts and processes and related capabilities.
The study identifies three strategic motives for defence Al: threat-based, fear or
falling behind, and Al as a capability multiplier. Most of the countries reside in the
third category, while the countries at the bleeding edge such as China and United
States are in the first, accompanied by smaller countries that aim to maintain their
strategic edge against prominent opponents. These countries include Greece, South
Korea, India and Ukraine. From capability categories, the most sought-after is the
combination of Al with uncrewed systems, followed by predictive maintenance, C2
combined to data analytics and data management, Electronic Warfare (EW), wargam-
ing and, in minority, mission planning and tactics development. The research high-
lights that Russia and China seem to considerably prioritize capabilities that aim
towards autonomous reconnaissance-strike complexes. The research indicates that
almost all nations are focused on data-driven and correlational learning, which can
be effectively translated as ML. The approach is denoted the second wave of Al,
in accordance with Defense Advanced Research Projects Agencys (DARPAs) three
waves of Al technology [130], while the United States is the only nation exploring
the third wave by focusing on contextual reasoning and self-learning under uncer-
tainty. The tension between sovereignty and cooperation is also highlighted as na-
tional interests compete with collaborative resources. Despite the recognized impact,
it is prevalent that most countries focus on training military personnel to handle spe-
cific Al systems instead of advancing their general Al talents and competence. The
insights highlight the fact that current military innovation in Al is emulation, mainly
mimicking the US, while it usually aims to enhance existing practices and systems.
Human-in-the-loop and human-on-the-loop solutions are emphasized globally, and
the case study points out that the "valley of death” problem, where adopting promis-
ing Al technologies to practice is not a straightforward process that often times fails,
is a common struggle for most nations.
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2.3 Think tanks

RAND corporation, a non-profit American think tank that conducts research and
analysis on a wide range of public policy issues, including defence and national se-
curity, has published research reports regarding Al since 1960s. In their database,
211 research papers have been published, spanning from 1962 until today. It is con-
ceivable that the Al winter” and the ”dotcom” bubble seem to correlate with the
publication frequency, as there are gaps from 1973 to 1989, from 1993 to 2001 and
from 2002 to 2012. The vast majority of the research, 193 reports in total, have been
published since 2017, while only 18 papers cover the interval from 1962 to 2012.
This also correlates with the progress of digitalization, Al and ML, including the Al
winters when Al failed to meet expectations. In a similar manner, SIPRI (Stockholm
International Peace Research Institute) that focuses on research into conflict, arma-
ments, arms control and disarmament have published reports on military Al since
1987. Their database returns 21 publications when querying for “artificial intelli-
gence”, of which 20 are linked to armed forces and military.

RAND usually employs a scenario-based and policy oriented methodology while
SIPRI leans towards arms control and international law. For both institutions, early
research addresses issues such as problem-solving programs [131], NLP and sym-
bolic AI [132; 133], as well as early neural networks [134], advanced computing
[135] and strategies [136]. There is a major shift in later research, where the concep-
tual and theoretical approach turns to more concrete applications and implications,
as well as the introduction of specific military topics from strategic to tactical lev-
els, akin to the categories represented afore. The identified categories include DSS
and C2, logistics [137], cyber defence [138], space technologies [139], human re-
sources, uncrewed and autonomous systems [140; 141], responsible use [142; 143]
and governance [144] as well as strategic principles [145] and bias mitigation [146].
The DSS and C2, in this case, include wargaming [147; 148], as wargames can be
defined as representations of conflict or competition in a safe-to-fail environment,
in which people make decisions and respond to the consequences of those decisions”
[149]. This can be seen as an exercise or test-time environment prior to decision-
making itself. In addition, a conceptual review on the future of C2 systems [150] has
been conducted. C2s can be perceived as systems that produce situational awareness
that allow decision making while also allowing one to act on the decision. In human
resource management, ML is also related to decision-making [151] and its fairness
[152]. Notably, the work of Schulker et al. [151] aligns with that of Wasilefsky et al.
[101], as both focus specifically on Air Force applications, creating a targeted body
of research in this area. Due to the scale and gravity of nuclear capabilities and the
nature of, e.g., SIPRI’s methodology, the impact on stability, deterrence, and nuclear
risks are well presented in the related reports [153; 154; 155; 156; 157; 158; 159].

Both institutions have researched similar and supplemental topics on military Al,
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which accumulates into a comprehensive high-level understanding of the impact and
reach of this cross-sectional technology. The low-level impact is less researched,
and often the results are policy suggestions to better enable, govern, and manage
the agreed upon change that Al, as a capability, brings to different warfighting and
military functions.

2.4 Other literature

In addition to academic literature, governmental policies and strategies as well as
think tank reports, there is a small number of expert books that have been especially
influential in shaping how policymakers, defence practitioners and the wider audi-
ence discuss Al, autonomous weapons and the future of warfare. These sources have
substantial insider subject-matter expertise and synthesis value to them, although
they simultaneously display a subjective point of view that can be deemed likely to
include author bias, agenda-setting and a selective framing. Despite these limitations,
they remain useful for capturing the dominant practitioner narratives that frequently
guide real-world discourse. This thesis selects a sample of books from Brose, Scharre
and a professional anthology edited by Tangredi due to wide engagement in defence
policy and professional military discourse, jointly covering complementary analyses
on the subject.

In this category, Colby award winning ”Army of None” [160] by Paul Scharre
was one of the most widely cited early syntheses to describe the advance of Al and
especially autonomous systems in military forces, focusing on United States [161].
With field experience and a long career in military affairs, Scharre manages to de-
scribe the history, level of development, and trends in a manner suitable for wide
audiences. Highlighting the premise of early drones and the underlying Al technol-
ogy, the book has become a prescient of the military reality of the 2020s.

Scharre’s book was followed by a practitioner anthology ”Al at War: How Big
Data, Artificial Intelligence, and Machine Learning Are Changing Naval Warfare”,
edited by Tangredi and Galdorisi [162]. It serves as an effort to provide a balanced
and practical overview that seeks to demystify the technology for a non-technical
audience of national security professionals, policymakers, and concerned citizens,
examining both the promising applications and the inherent limitations of Al in a
defence context. Addressed topics include high-level strategy, policy, doctrine, spe-
cific weapon systems, and pressing ethical concerns. Although its subtitle speci-
fies a focus on naval warfare, its themes and findings are abstract and thus relevant
across all military services and the broader defence community. The book also aims
to identify the significant real-world barriers to Al adoption, including entrenched
institutional cultures, inter-service rivalries, and the political realities of defence ac-
quisition. It explicitly cautions against over-reliance on Al, particularly in contested
environments where systems could be vulnerable to cyberattacks or electronic de-
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ception. This skepticism is balanced with a sense of urgency, as the book frames Al
development within the context of great power competition.

Brose [163], a former Senate Armed Services Committee staff director, argues
that the current state of the US armed forces is falling behind in the critical areas
of Al, autonomous systems, and networked warfare when compared to possible ad-
versaries, mainly China. Brose claims that the victor of future conflicts will be the
side with the faster, more resilient, and more intelligent kill chain, the namesake of
the book, which refers to the decision-making loop from observation to action. In
other words, the United States risks losing future wars, not because of insufficient
defence spending, but instead due to outdated systems, slow procurement processes,
and institutional inertia. In his perception, modern warfare will be defined by speed,
autonomy, and decision-making advantage that are all domains where Al can be a
crucial component. The book has been reviewed by RAND [164] and National De-
fense University Press [165].

The latest expert addition to these insights is Scharre’s newest book, “Four Bat-
tlegrounds - Power in the Age of Artificial Intelligence” [166], reviewed by United
States Army War College Press [167]. The book is an overall review of Al in strate-
gic, military context, as the work focuses on the fundamental rivalry between com-
peting nations and the technological race for advance that follows. It covers aspects
from historical analogies to modern equivalents, data and hardware insights, as well
as concrete and foreseeable applications, benefits, and threats, of Al.

2.5 Summary

In summary, the literature paints a clear picture: the strategic imperative for military
Al is widely accepted [163; 38; 168; 126; 41; 119], and a broad consensus exists
on the most promising application areas [129; 162; 40]. However, this review has
also highlighted a persistent ’valley of death’ [129] fueled by institutional inertia
[163] and a nascent understanding of the associated risks and governance require-
ments [153; 24]. Consequently, a significant gap remains between the high-level
strategic discourse and the granular, practical research needed to bridge concept with
capability. The identified research gap is the disconnect between concept and policy
research versus applications, as well as between Al research and development versus
real world military requirements.

This dissertation directly addresses this disconnect. The six original articles that
form the basis of this work are designed to bridge the gap between strategic con-
cepts and operational reality. Publication I and Publication II are applicatory studies
of technical, algorithmic solutions to different level military problems, providing in-
sight not only to the problems themselves but into the challenges such adaptation
of Al capabilities face in the military context. Publication III introduces similar is-
sues on an abstract level of military DSS, and Publication V highlights the existing
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gap between R&D and deployment for GenAl solutions in the military. Publica-
tion IV introduces FL as an ML paradigm that provides solutions to some of the
presented challenges. Publication VI concludes the analysis with an ethical discus-
sion on human-machine teaming and roles of responsibility. Together, these original
papers collectively build the very framework that the literature shows is currently
lacking. By examining ML research areas from this perspective, this research pro-
vides a synthesized model for how military Al can move from a set of disconnected
applications and abstract policies to a truly integrated warfighting capability.
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3 Al and Military

This chapter provides a brief background on the field of Al and a generalized glimpse
into the fields of defence, warfare and the military framework.

3.1 The Intelligence Artifice

The history of Al starts from the 19*" century, pioneered by Ada Lovelace [169]
and lord Boole [170]. Closely related Bayesian conditional probabilities [171] were
introduced a century earlier, and for example the aforementioned Euclidean distance
inherits the name from Euclid [172] and his work around 300 BC. The foundation
laid by these theories before digital computers exhibits the incremental scientific
method, where even the current state-of-the-art leverages centuries old science to
come up with novel solutions.

Figure 2 shows the subfields of Al and a way it can be understood through lead-
ing paradigms, their intersections, and the modern research areas of which most are
addressed in this dissertation. The figure is based on the works of Russell and Norvig
[17], Bishop and Bishop [173], and Pearl [174]. The symbolic Al era of dominance
spanned from the 1950s to the 1980s [175; 176; 17; 177], during which the symbolic
approach was considered the paradigm that would eventually lead to human-like
intelligence through the manipulation of symbols and rules. Among the most promi-
nent realizations of this paradigm were expert systems [178; 179]. The paradigm
has not vanished but instead is a stable in common information processing and pro-
gramming languages as well bridging numeric methods to symbolic domains and
vice versa, creating the neuro-symbolic approach also shown in Figure 2. The prob-
abilistic approach started its rise in 1980s, reaching maturity by 2000s, and remains
central for probabilistic machine learning, Partially Observable Markov Decision
Process (POMDP), and overall uncertainty modelling.

The numeric approach started out in parallel with the dominant era of symbolic
Al, in 1950s, with early discoveries such as the perceptron [180] as the basic com-
ponent of current linear neural networks. Due to the theoretical scrutiny [181] and
limitations in computation capacity, the paradigm laid near dormant from 1970s to
late 1980s, experiencing a re-emergence during the 1990s through statistical rea-
soning, probabilistic models, kernel methods, and classic ML algorithms such as
Support Vector Machines (SVMs) [182]. The deep learning dominant era made its
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breakthrough during 2010s and has been the leading paradigm since.

As explained in Section 1.1, despite lengthy and mathematical history of Al,
there is no generally accepted definition for the term. Even the term Al was disputed,
and it supplanted other terms in the 1950s when John McCarthy coined it [183],
dwarfing competing terms such as computational intelligence. As there is no general
definition, the understanding of the subject varies more than what usually happens
in a living language. It should be noted that the term Al used to continuously mean
something that has not yet been achieved. Elaine Rich defined Al as a field of science
that aims to make computers do things that currently people are better at [18], which
is a robust definition as it integrates the advance of the technology and the sliding of
meaning.

However, after the release of world-renowned GenAl applications such as Chat-
GPT [11], Gemini [184], Claude [185], Llama [44], Grok [186], Mistral [45] and
others, the term Al has now become a synonym with transformer-based generative
applications. This is somewhat troublesome, as now the understanding of the broader
scope of Al and its foundations is blurred by the familiarity of human-like interac-
tion exhibited by applications that usually combine several Al methods and research
areas to provide a suitable full-stack solution.

In this research, the term Al is used in an old-fashioned way as explained in
Section 1.1, describing a field of science that aims to create intelligent computer sys-
tems that can execute tasks that formerly required humans. ML is understood as the
most promising subfield within Al that has enabled leveraging data and computa-
tion to create models without the need to build their logic from scratch. The logical
approach, also known as symbolic Al, was the most prominent paradigm from the
1950s to 1990s [17], after which ML and so called numeric solutions became the
winning paradigm [17]. Deviating from statistical methods that aim to explain data,
ML in general aims to create predictions based on data: this division is some what
blurred on occasion, but generally a good distinction.

As shown in Figure 2, DL is a subfield of ML where the difference is in the
use of sophisticated, multi-layer neural networks in a multitude of different network
architectures to solve problems. The term deep refers to the depth created by these
layers, although mathematically the layers are a chain of functions or a function
composition. For a three layer neural network F'(z), each layer performs a function
fi, so that the initial input x is transformed turns into the output o; which is then fed
to the next layer function f;1, as displayed in Equation 2:

F(z) = f3(fa(fi(x))) = ¥ (2)

The approach, in ML or DL, is not different from other forms of functional op-
timization, as the trained models are optimized to perform with certain data and cer-
tain tasks. Before the launch of very large transformer-based models, DL solutions

23



Lauri Vasankari

Artificial
Intelligence
« Computability

« Uncertainty handling
« Knowledge representation

Symbolic

Probabilistic Numeric

Y Y \ 4
First-order Logic POMDP
Statistical Methods
Theorem Provers Hidden Markov
Planning Systems Models Machine Learning
Expert Systems Bayesian networks
Graphs / Ontologies S:;Zer;vii:ge d
‘.‘ Bayesian De‘ép.Learning

Unsupervised
Learning

Reinforcement
Learning

Contemporary Research areas
Federated Computer Explainable
Learning Vision Al
Natural Language Generative Ethics
Processing Al

Figure 2. The Paradigms, Methods and Research areas of Al

24



Al and Military

were still considered narrow, as they were usually fitted into a certain task to solve a
certain, narrow problem. After the currently available computational resources and
the availability of data was exploited to train extremely large language-based trans-
formers, also known as LLMs, it can be stated that the latest Al models are able to
generalize to a multitude of tasks without further training or fine-tuning. This has
had a tremendous impact on the field of Al. As a result, the current trend resembles
a race toward the best model that could, hypothetically, be an Artificial General In-
telligence (AGI), meaning that it could be able to solve any problem in a human-like
manner. The feasibility of an AGI remains debatable, as there is no paradigm, re-
search field or theory that shows a proven premise in reaching AGI, which indicates
that we lack the architecture to reach it, as suggested by a decorated Al scientist Yann
LeCun [187]. He has also stated that the future of Al will not be generative [188].
The majority of scientists in the field tend to think alike [189], while industry leaders
tend to anticipate AGI within a few years at earliest [190; 191; 192]. Furthermore,
the whole discussion is distorted by the fact that there is no agreed definition for an
AGI either.

Despite advances, there are still clear limitations in AI models that hinder their
performance. Lately, researchers have demonstrated that the LLMs and Large Rea-
soning Models (LRMs) merely give the illusion of thinking and understanding [193;
194]. Shojaee*{ et al. [193] research was criticized for placing constraints on the
models like limiting context-window size and disabling code-based solutions, but as
the context enables reiteration it arguable enables a form of brute forcing, and code-
based solutions can be extracted from the memory of the model, these design choices
can also be defended. Mancoridis et al. [194] showcase the illusion of thinking by
examining the way LLMs fail to understand concepts in a human manner which leads
to memorizing instead of deeper knowledge and renders certain benchmarks invalid
in measuring the models so-called cognitive performance. The ARC-AGI leader-
board [195] showcases that the size of the models and the performance has indeed
increased, leaving a decreasing gap between human-level performance and the cur-
rent state-of-the-art. It can be argued that the last mile is the hardest to beat, but it
can also be stated that novel innovations may take the field by surprise.

As presented in the Chapter 1, the ML methods aim to fit a model to the data
by decreasing the error that results from the predictions and the chosen evaluation
metric. This applies to the state-of-the-art LLM and LRM as well. The key is to
have adequate high-quality data that enable training the model, a sophisticated model
architecture that is able to exhibit intelligent properties when used in inference, and
a validation and evaluation methodology to assess whether the model performance is
good to begin with. As a common framework, the CRISP-DM displayed in Figure 3
[196], is as valid as ever.

CRISP-DM necessitates existence of relevant data. The data is leveraged through
business understanding that translates into data understanding. In other words, the
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business understanding precedes interpreting the data and creates the insight to lever-
age some new performance or capability from the data. After a data understanding
has been reached, in collaboration with the business understanding, the data is pre-
pared which usually includes cleaning and transforming it into a suitable format.
Then, the modeling occurs. The modeling is iterative and it can be also be incre-
mental, consisting of training and tuning phases. Resulting models have to be eval-
uated with regard to the original business understanding, by comparing the model
performance to the actual, recognized need for example. After evaluation has been
completed, the model can be deployed.

On an important note, the CRISP-DM process may halt before deployment. For
example, if there is no relevant data available, or that the quality of data is insuffi-
cient, the process will not proceed to deployment. Likewise, if the evaluation fails,
the process redirects back to start and may necessitate an alternative approach. Data
itself is the information prerequisite for knowledge, but it is not knowledge by it-
self. Also, data can be viewed from a multidimensional perspective, as it can possess
different qualities, such as temporal, granular, and structure, displayed as general
trade-offs in Figure 4. In addition to the qualities shown in the figure, for example
veracity and completeness are factors that greatly affect the usability of data: how
reliable is the source or the data itself, is it complete or does it require fusion with
other sources in order to be useful.

In essence all ML development and deployment projects and endeavors follow a
similar process. There are variations, for example, the data may incite a new need
that has not been recognized by the business understanding, which may still prove
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to be valuable and deployable. Likewise, the business understanding should not be
understood in a narrow sense. In the scope of this research, business understanding
can be translated into doctrines, military knowledge and standard operating proce-
dures. As such, CRISP-DM functions as the ML framework through which the mil-
itary problems are viewed. To transform the framework into a suitable assessment
methodology it can be translated into

* Domain understanding: Identifying the problem areas within military opera-
tions and warfighting suitable for Al applications

» Data Understanding: Identifying the data, how it is accumulated and stored,
what it enables and what is lacking

* Data preparation: What is required to formulate the data into usable, high-
value format

* Modeling: What models from the hypothesis space seem applicable and what
are the limitations

* Evaluation: How is the model evaluated, in which environments and how is
the performance measured

* Deployment: What are the implications of deployment, including regulatory
and ethical perspectives as well as hardware and personnel resource perspec-
tives
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This translated version is displayed in Figure 5, where the main difference is un-
derstanding the domain, i.e., warfighting, through doctrines, concepts, procedures,
rules and regulations, capabilities, resources, caveats, and crucially, all the afore-

mentioned aspects also from the perspective of the adversary and the adversarial
impact.
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Figure 5. Military adaptation of the CRISP-DM

The technical details of Al and ML will be examined in further depth under
respective sections for original publications. Now that the Al premise has been es-
tablished, the following sections introduce the military domain and its specialties
regarding the subject.

3.2 Military Domain

This section introduces the military domain in general, providing context, back-
ground information and “business understanding” for the synthesis, through which
the arising problems and suitability of Al methods is assessed.

As a demonstrative use case it is established that there is a military group that
operates in a designated operations area, tasked to produce intelligence and compile
recognized operational picture from the area of responsibility with available assets, to
maintain readiness to deter or repel adversary aggression, and to sustain operational
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capability over the period of months in liaison with logistics support. By definition,
a group consists of units, which have troops and platforms, such as infantry and
armoured vehicles. This demonstrative example does not consider the particular mil-
itary branch, but the group consists of headquarters and subordinate units that have
a selection of sensors, effectors, and personnel that together create the capabilities
available to the group. This use case is reflected in following subsections.

3.2.1 Tasks

The classic Roman maxim si vis pacem, para bellum, translated as “if you want
peace, prepare for war”, captures the universal rationale for developing and main-
taining a military force and capability [197]. Machiavelli advances the same logic
regarding the political necessity of military readiness in The Prince and The Art of
War [198; 199]. Another often cited theorist of war, Carl von Clausewitz, describes
war as merely an extension of politics used to compel the enemy to do ones will
[30], not neglecting the idea that if the will is to have peace, military power must be
maintained to achieve or maintain it. These notions justify the existence and national
function of military forces, where specific operational tasks are a concrete realization
of the ways of executing this primary function of serving these national interests.

As stated by Wilén and Strombom [200], contemporary roles and tasks of mil-
itary forces comprise warfighting and irregular warfare, military assistance and in-
ternational crisis management as well as aid to the nation which includes disaster
relief, military support to internal security forces and, for example, epidemics sup-
port. While these tasks differ greatly in their purpose and execution, the military
capabilities do not change drastically according to tasks. Instead, the orders and con-
straints regarding the use of said capabilities differ. Military operations and exercise
do not exclusively exhibit warfighting functions, as peacetime operations may, for
example, consist of patrols, training, and maintaining or building readiness in or-
der to activate warfighting functions when necessary. Even in this case, warfighting
capability is the main output, even if not used in full effect.

For the sake of this research, it is not applicable to assess the differences between
tasks, as Al solutions can be technically suitable for any task if they serve a purpose
for a given capability within the military. Therefore, the main focus of this research
is in warfighting, but the findings and conclusions are not limited to this primary
class of tasks for a military organization.

In the aforementioned demonstrative use case, the exemplary task is to monitor
an area and maintain readiness to use force should the situation evolve negatively
through adversarial actions. To accomplish this task, the headquarters must plan
the use of subordinate units and their rotation in the operation, as well as ensure
logistic support to replenish the units. Likewise, the group must compile intelligence
information and situational awareness of the theatre to enable such planning and
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proactive tasking of units and deployment of capabilities.

3.2.2 Capabilities

The term capability is not self-explanatory in a military context. As described by
Finnish Admiral Anteroinen [201], the term can have several definitions depending
on the context: it can refer to an effect, a function to execute tasks, physical weapon
systems, platforms, fighting power, or a system model. In this research, the term ca-
pability reflects the ability to execute tasks with given systems and platforms, which
ultimately generates the fighting power of a military force, holistically encompassing
all auxiliary functions that contribute to that power.

While systems and platforms provide the physical means to execute a task, mak-
ing them a fundamental component of a capability, they are not, by this definition,
capabilities themselves. For example, a warship is a platform equipped with multi-
ple systems, effectively operating as a system of systems. The platform itself is the
asset; the capabilities it produces include, for example, the ability to compile a tac-
tical picture from the air, sea surface, and subsurface domains, effectively creating a
multi-domain surveillance capability. Likewise, the effectors on the platform enable
the execution of air defence or surface warfare tasks, thereby providing air defence
and surface warfare capabilities. As stated in the demonstrative use case definition,
the subunits have and operate the assets, which create the capabilities available to the
headquarters and the group as a whole. These capabilities can be extended beyond
the hierarchical structure, for example in an effort to support another group, or vice
versa in receiving support.

3.2.3 Organization

The military organizations consist of a hierarchical structure which differs from na-
tion to nation and coalition. Fundamentally, there are high level headquarters under
which lower echelons are established. The highest command level is usually the joint
command that has service branches and other high level establishments like military
intelligence under it. Under branches and their respective headquarters are the hi-
erarchy trees of subordinate units which go all the way down to unit and platoon
level.

The organization composition enables the military to have a rather pure rational-
legal bureaucratic leadership structure described originally by Max Weber [202].
This bureaucratic structure creates a clear chain of command and division of effort,
resulting in an effective, commander-led structure that is, in theory, nimble and adap-
tive as the decision-making is concentrated to the officer in command. While other
leadership systems have shown promise that argues towards distributed leadership,
the clear chain of command is straightforward and, when effective, the most decisive
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way to lead and manage military forces.

Each level of the military organization is characterized by the scale it operates in.
The levels are usually described as tactical, operational and strategic [203; 204]. The
concept of dividing war into these levels has historical roots in the Napoleonic Wars
and the American Civil War, was formally developed by Prussian and Soviet mili-
tary theorists [205], and was formally adopted into U.S. doctrine in 1982 via Field
Manual 100-5 [206]. The tactical can be underlined with “’technical” level, meaning
individual unit maneuvers and actions. In the lower echelons of the hierarchy, i.e.,
tactical level, the tempo is higher and the time span of decision-making shorter. Es-
sentially, for example in a platoon or unit level, the operational decisions are done
in a time frame from seconds to hours, while the unit headquarters plan and execute
in a time span of days or weeks. Likewise, the scope of impact for the actions that
result from the decisions have near immediate effect. In higher echelons, the actions
may have effects over the course of years to come.

As an example, modern U.S. Army doctrine refines this traditional three-tier
model into four distinct levels of warfare: the national strategic, theater strategic,
operational, and tactical levels [207]. This updated framework serves to clarify the
relationship between broad national objectives, the operational approach, and the ex-
ecution of tactical tasks. At the highest echelon, the national strategic level involves
the government formulating policy goals and global strategy using all instruments of
national power. Subordinate to this, the theater strategic level focuses on combatant
commanders synchronizing activities to fulfill those policy aims within an assigned
region. The operational level acts as the vital link between these strategic goals and
tactical force employment, where campaigns and major operations are planned, con-
ducted, and sustained over broader aspects of time and space. Finally, the tactical
level is where forces directly plan and execute battles and engagements to achieve
assigned military objectives. While tactical actions at the corps or division level
might span days or months in the form of battles, lower-echelon engagements ex-
ecuted by brigades and below are typically resolved in minutes or hours, reflecting
the immediate, high-tempo impact characteristic of the lowest levels of the hierarchy
[207].

Referring back to the demonstrative use case, the headquarters needs to plan days
ahead, while the operational units act in real-time while executing the tasks that span
from hours to days.

3.2.4 Decision-making processes

The organizational decision-making processes are denoted as Military Decision-
Making Process (MDMP)s, which often follow a similar structure. MDMP has been
defined by the US Army Colonel Mueller, director of the Center of Army Lessons
Learned, as “a systematic process that enables commanders and their staffs to apply
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critical and creative thinking and doctrine to solve problems and establish the frame-
work and conditions for commanders to make effective decisions” [208]. Similar
process structure as in [208] has been highlighted in NATO APP-28 [209], which
also references several other MDMPs that are very much alike. The key points to
highlight are:

* Receipt of Mission: What is to be done, what is the task

* Analysis of the situation: What are the resources, what is the adversary, what
is the environmental impact

* Development of Courses of Action: Creating alternatives for decision-making

* Evaluating the alternatives: War gaming to decide for the best course of action
identified

* Orders and Execution

When compared to CRISP-DM, the MDMP is, on abstract level, very similar.
The business understanding evokes a need to understand the data. Then, the data is
preprocessed, a model is fitted, alternatives are evaluated and finally the end result is
deployed. However, when considering Al solutions, CRISP-DM can be considered
for each of these MDMP phases separately: Can Al aid in analyzing the mission, the
situation, to develop courses of action, evaluate alternatives and enhance execution?

A decision-making framework that is widely adopted in the military and scales
from individual fighters to staff headquarters has been proposed by US Colonel
Boyd and goes by the name of Observe-Orient-Decide-Act (OODA) loop [210; 211].
Colonel Boyd used OODA to describe the decision-making process of an individual
or a group of individuals. This framework provides a more ground-level approach to
the application of Al when individual operators and warfighters are examined. Just
as with the MDMP, the same questions can be placed upon OODA: Can Al be used
to aid in observing the environment? Can it aid the orientation, where the individual
synthesizes the observed data against his or hers knowledge base and experience?
Can the decision be better informed, faster, more concise? The Chapter 4 answers
these question from the point of view of each original research paper.

It is to be noted that the OODA loop has given ground for a simplistic interpre-
tation that the speed is the primary characteristic to achieve military superiority, but
this point of view is narrows the focus of larger scale warfighting and has garnered
criticism [212]. While speed and closing the kill chain are key factors in tactical suc-
cess, the overall success of an operation or military campaign relies on the quality
and scope of the decision made.

In the use case example, headquarters employ a process like APP-28 or MDMP,
while the units in the area of operation execute their own OODA loop in real-time,
under the constraints and autonomy issued by headquarters. For example, the head-
quarters have activated certain rules of engagement, which dictate the way the units
are to respond to different situations. Usually in low-risk phases of an operation the
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use of force is allowed only in self-defence for all units, and the headquarters retain
the authorization in all other scenarios. When the situation evolves, the headquarters
may delegate this authority to the units as well, with new limitations such as a list of
accepted targets that can be engaged without further notice. Assessment of the sit-
uation and tasking the units is done via the decision-making process, which collects
the information from the units to develop and evaluate possible courses of action to
choose the best execution from.

3.2.5 Military Information Systems

Despite the proliferation of information technology, information systems do not have
a succinct, singular definition or a concept, although there are widely recognized and
utilized definitions. Checkland and Holwell [213] have proposed general concepts
of information systems, of which a combined interpretation is displayed in Figure 6.
The key distinction between an IS and an Information Technology (IT) system is that
IT systems consist of hardware, software and networks, while IS includes humans in
the system view.

Essentially, applying the systems methodology of Checkland, there are elements
that lead to actions and an IS. The IS, in this case, is the system which serves, or
supports, the system that executes actions. The actors that execute actions have infor-
mation needs that need to be met to perform purposeful actions and inflict changes in
the elements. This process can be viewed as a generalized, schematic interpretation
of any IS, encompassing also IT systems in it. Military information systems can be
examined from the perspective of this particular concept.

Creates
changes

{ Leads to
The system which

is served
Purposeful action
Actors that have
information needs

A
|
The system which
Supports serves
Information system, Processing of data
professional relevant to people
knowledge undertaking action

Figure 6. Information system concept [213]
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The fundamental nature of military operations and related IS have undergone a
profound transformation over the past several decades, shifting from platform-centric
warfare, where individual tanks, ships, or aircraft operated as largely independent
and isolated entities, to network-centric warfare which is defined, e.g., as an ”in-
formation superiority-enabled concept of operations that generates increased com-
bat power by networking sensors, decision makers, and shooters to achieve shared
awareness, increased speed of command, higher tempo of operations, greater lethal-
ity, increased survivability, and a degree of self-synchronization” [214]. In this mod-
ern operational paradigm, the decisive advantage on the battlefield is no longer de-
rived solely from kinetic mass, armor thickness, or raw firepower. Instead, superior-
ity is linked to information dominance.

As stated above, one of the most widely recognized concepts underpinning mil-
itary information systems is the OODA loop [210]. It has seemingly transcended its
origins as a cognitive model for individual pilots and been scaled up to encompass
entire military organizations, automated defensive grids, and global sensor networks.
In essence, it can be stated that

* Observation involves the collection of System-of-Source (SoS) data, such as
raw or lightly processed, mainly unfiltered data from the operational environ-
ment via sensors, as well as System-of-Record (SoR) data such as human-
generated or automated reports and messages that provide an insight into the
environment and its actors.

* Orientation requires the synthesis of the newly observed data with prior knowl-
edge, context, historical intelligence, and strategic objectives to form a coher-

ent, accurate operational picture of the battlespace.l

* Decision involves selecting a specific course of action based on this orienta-
tion.

* Action is the execution of that choice, usually physically or electronically.

This view of the military information system is depicted in Figure 7, where the
domains exist within the contested environment. Objects, elements and phenomena
denote artifacts within the environment that can be observed, thus creating the infor-
mation flow through the observation layer. The observers and data sources consist
of units that encompass sensors and troops, denoting humans, as well as internet
sources, fixed sensors from radars to weather stations, and third parties such as part-
ners and co-operators. The observations and resulting reporting that is based on
initial observations creates SoS and SoR data that exists in a variety of types and
qualities, from structured to unstructured, real-time to sporadic, fine-grained to high-
level in Figure 4. This data is then processed, aggregated and displayed for C2 pur-
poses such as maintaining the operational picture to monitor and guide the operation.

1A combined, favorably domain-crossing picture is known as Common Operating Picture (COP).
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Operating requires that the C2 is linked back to the units in order to react to changes
within the environment. Overall, the aggregation and processing of data enables ori-
entation, where the surrounding context is combined with the observations to create
situational awareness and understanding, which gives grounds for further analysis,
automated or manual, and decision-making that results in courses of action, plans
and orders that are promulgated again to the units to have a desired effect on the
environment and the objects or elements within. The actions ought to create changes
that then result in novel observations, and the loop is reiterated.

On the right side of Figure 7 is a depiction of hardware regarding the IT compo-
nents of the system, although technology resides in the IS part as well. In the hard-
ware, there are certain capabilities at the level which executes actions, either kinetic
or otherwise, requiring those capabilities and usually some form of sensors, mobility,
local computing and a power source. On the supporting level, which serves the ac-
tors, the emphasis is on information processing in contrast to mechanical equipment
and real-world effects. The connectivity requirement, consisting of radios, cables,
satellites, and fiber optics as well as all the other related hardware, stretches from the
acting front to the supporting layer to ensure the information flow.

Despite the simplified view in Figure 7, military information systems do not op-
erate in a flat, decentralized hierarchy. Instead, they are strictly organized around the
aforementioned three echelons of warfare: Strategic, Operational, and Tactical [204].
Each echelon requires fundamentally different types of information, processed at dif-
ferent speeds, and presented at vastly different levels of granularity. Additionally,
the more granular hierarchy of units, formations, and commands dictates how this
information physically and structurally flows. To execute operations across these
levels, forces are organized, for example, into a standardized unit echelon hierarchy
as displayed in US Army Field Manual 3-0 [207]. In the field manual, strategic ob-
jectives are managed by Theater Armies or Joint Commands, which pass operational
directives to Field Armies and Corps. These operational echelons then translate cam-
paigns into actionable missions for tactical formations, cascading from Divisions and
Brigades down to Battalions, Companies, and individual Platoons. Consequently, an
information system at an operational headquarters will aggregate, filter, and transmit
long-term logistical and campaign data at different scope and scale than a system
utilized by a tactical company or a platoon utilizing and requiring real-time targeting
data.

Additionally, the military IS comprises multiple information security environ-
ments [215], which are not displayed in Figure 7. Namely, the environments or
information classification levels are Unclassified, Restricted, Confidential, Secret,
Top Secret and, in some instances, Cosmic Top Secret [215]. In practice, this means
that depending on the gravity of information, it has to be stored and used within a
proper environment to ensure that is not disclosed in an uncontrolled manner. In the
Figure 7, the whole IS can exist within one classification, or several, depending on
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the gravity of the information.

As such, when military information systems are mapped to operational echelons
and actual organizational hierarchies, the overarching architecture becomes a nested
structure of codependent ISs in different physical and digital environments. As with
the OODA loop, each individual entity can be viewed as its own IS, whether it is
a single tactical unit, a field army, or a maritime component. At every level, there
are elements that provide information, which requires processing to support purpose-
ful actions. For example, a military group consists of subordinate units, which are
themselves separate ISs that feed information upward to the group headquarters—a
higher-echelon IS. In turn, the subordinate units receive the necessary command
guidance and support to conduct their purposeful actions, creating localized changes
within the environment in order to meet the broader goals of the operation.

3.2.6 On Complexity

It has been now established that each level of a military organization can be consid-
ered a system with inputs and outputs. At the lowest level, the inputs are real-world
events that are monitored with available sensors and systems. The data sources in-
clude sensors that survey some wave length in the electromagnetic spectrum, from
infrared to communication frequencies, as well as ISs that process data, nowadays
mainly in the digital domain. The SoS and SoR data can be raw or processed, struc-
tured or unstructured, and it provides its primary user insight into a particular, narrow
problem while contributing to the bigger picture. This information is processed into
an output to higher echelons, which gather and aggregate the data, analyze it, review
their mission objectives with regard to the data and either give their outputs as actions
to the lower echelons or inputs to higher echelon decision-making.

The amount of data, the complexity and the uncertainties increase when moving
from tactical to strategic levels. When the number of variables increases simultane-
ously with the time span of planning and execution, the complexity is guaranteed to
increase exponentially. Additionally, the military landscape is characterized by the
incompleteness of data and only partial observability into the opposing forces capa-
bilities, composition and intent, which create uncertainty in the development of the
situation towards the desired end state.

The complexity of military operations is governed by what is computationally
known as the ’curse of dimensionality.” As the number of, e.g., units, weapon sys-
tems, and environmental factors increase, the possible states of the battlefield and the
available actions scale exponentially. Furthermore, unexpected events that are often
referred to as the *fog of war’ introduce severe stochasticity. While these factors are
described conceptually here, they are formally quantified and mapped to mathemat-
ical state spaces and probability distributions later in Section 4.2, where they form
the baseline for applying RL to military domain.
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In summary, a military organization is created in a way that the units operating
or producing military capabilities provide headquarters with information. The infor-
mation functions as the input for decision-making, analyzed in a suitable decision-
making process. The decision-making is an analytical workflow that results in or-
ders for actions to be executed. The execution then serves a goal that is related to
the particular task, such as warfighting or crisis management. Data plays a critical
role through the military organization, but as demonstrated later in Section 4.2, the
scale of complexity in decision-space calls for abstraction and heuristics, sometimes
a rule-of-thumb, to be able to make decisions in due time. This has been recognized
before, as the ability to grasp the essential is one of the key principles of, for exam-
ple, Alexander Suvorov [37]. This underlines the next subsections that examine the
data in military domain as well as identified application areas.

3.3 Domain features of data

The data is a difficult subject in the military domain. It is simultaneously both abun-
dant and scarce. There are many factors behind this, which relate mainly to sensitiv-
ity and security, organizational culture and doctrines.

It is self-evident that a lot of military data is classified to keep, for example, capa-
bility and performance information secure from adversaries [215]. A lot of military
systems are air-gapped [216; 217; 218], which means that they are neither directly or
indirectly connected to the internet. This approach secures critical systems such as
C2 systems from cyber attacks and data leakage. Simultaneously, it prevents collect-
ing the data in the same manner that can be done for public, commercial and open
source data, and requires considerably more complex architectures and integration to
get the data from these systems into a database that can be used to train Al models.
Combining the data into a large, all-encompassing data set might not be wanted at
all, as distributed and fragmented data prevents potential adversaries from gaining
the whole picture despite receiving some parts of it.

As aresult from the fragmentation, the data is often in silos, and reaching a holis-
tic understanding of what data is available, where, and how is very difficult. This is
highlighted by Brose [163], stating that ~’platforms rarely cohere into one battle net-
work that can share information effectively”, quoting one US military officer saying
that ”The main problem is that none of my things can talk to each other”. The CEO
of Anduril, a US company focused on drones and autonomous systems, has stated as
an industry observation in December 2024 that "Exabytes of defense data, indispens-
able for Al training and inferencing, are currently evaporating” [219]. These points
highlight the fact that while military forces generate and process vast quantities of
data, it is used ephemerally for a singular use case. If it is stored, the operator insight
that occurred is usually lost, as the systems do not support recording it or that is not
part of the modus operandi. Likewise, if analyzed data is stored with its meta data,
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the raw data might be not, which again may have an impact on the usability. If there
is no ground truth the supposedly iterative process between data understanding and
data preparation is limited and backtracking to the source is not possible.

Additionally, as a difference when comparing with civilian domain, the military
environment is contested in a different sense. In industry, data security is critical and
enterprise espionage is a factor, but in the military side these aspects are amplified,
as the stakeholders are governmental, and national security is at stake. Peacetime
environment is contested in a different sense, as methods are more subtle than dur-
ing open conflict, but may still include for example adversarial actions such as data
poisoning [220; 221]. Other things such as jamming, information falsification and
noise, in different mediums, may also inflict both the accumulation and exploitation
of data. EW aims, in short, to maintain own C2 capabilities while breaking the con-
nectivity of the adversary. EW deception operations aim to decrease the accuracy
of adversary’s intelligence gathering, surveillance, target acquisition and reconnais-
sance [222]. Referring back to data and its qualities, the completeness is likely to be
effected both in peace and wartime. A widely known electronic warfare method to
precede an aerial operation is to gradually increase the background noise with suit-
able jammer platforms to increase the thresholds of surveillance radars: in time, this
will lead to increased detection thresholds, which enable the attacker to get closer
before being detected [223]. A similar approach can be applied to other operations
and data types, for example exercises and general activity. As an example, an ad-
versary could operate in different manners, publish misleading doctrines, or use dif-
ferent camouflage equipment to prevent the accumulation of data for accurate ML
purposes. Therefore, the data is greatly different from, for example, medical data
that is collected in vitro and more accurately describes, e.g., the state of health of a
certain populace, as both the medical institutions and the populace usually share the
same goal and do not posses and adversarial stance.

Being part of a process instead being a capability or an enabler in itself underlines
the cultural and doctrinal issues towards data. Data is mainly seen as an ephemeral
input that results in an equally ephemeral output in a reactive system. This does not
mean that insights are not drawn from the data, but that there are limited resources
and limited capabilities to effectively store the data and find use for it beyond the
current input-output loop. While modern technology giants have built their entire
business models on collecting data, platform providers such as Amazon, Meta and
Google [224; 225], modern militaries have yet to integrate the understanding and
utilization of data into their operational procedures and processes.

3.4 Main application areas

Building upon the architectural foundation of military information systems estab-
lished in Subsection 3.2.5 and the data constraints outlined in Section 3.3, the inte-
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gration of Al can now be mapped into this ecosystem. While the previous sections
illustrated the holistic, multi-echelon complexity of military operations, applying Al
requires abstracting these systems into a functional pipeline.

From a dichotomic perspective, Al can be viewed to either enhance current pro-
cesses and workflows or to create entirely new ones [226; 227; 228]. Enhancing
current processes and workflows is usually easier, as it is simpler to analyze a pro-
cess, find the issues that can be improved, apply changes, and evaluate the result,
compared to innovating a completely new process or a meaningful workflow. It is
also noteworthy that Al is still very much a tool instead of a source of innovation,
despite advancing inference and reasoning capabilities [229]. Hence, it is up to hu-
mans to come up with the new processes suitable to be executed with AI methods, or
the processes that can be disregarded due to the capabilities that can be induced with
AL

The aforementioned frameworks, MDMP and OODA-loop can be used to esti-
mate the main application areas for Al methods within the military context. Both of
these frameworks or processes can be abstracted into a process shown in Figure 8.
Essentially, there is information regarding the physical world, which is observed with
either biological senses or sensors. This information covers thermal, mechanical,
chemical, magnetic and electromagnetic [230; 231], of which the electromagnetic
is most significant in the military sense: radars, optroelectronics and signal intelli-
gence utilize electromagnetic transmitters and receivers, and so do communication
devices. The importance has been highlighted by accredited military leaders, as the
control and management of electromagnetic spectrum has been highlighted as a the
key component of victory in modern warfare [232; 233].

In addition to the information received directly from the physical world exists the
digital world which includes technically all the rest of the available information, from
documents to the sensory information. The digital information includes knowledge
and models of the physical world which enable analyzing the raw sensory data to
greater extent. Likewise, orders, regulations, guidelines, plans and doctrines exist in
the digital domain, contributing to the understanding of the world, both digital and
physical.

For both, the OODA-loop and MDMPs, there is a task that needs to be executed,
and it usually requires having an effect on the physical or digital domain, or both,
and in order to achieve the desired effect, the understanding of the task requires
understanding from both domains. Therefore, based on Figure 8, there are five areas
that can be viewed separately:

1. Collecting and accumulating observations.

2. Preprocessing and analyzing the data.

3. Analyzing and synthesizing the situation.

4. Evaluation of alternatives and finalizing decision.
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Figure 8. Information flow and decision-making

5. Executable actions that effect the desired domain.

This list is not exhaustive, but serves as a high-level abstraction of a generaliz-
able information handling process that can be analyzed from the perspective of Al
applicability.

The accumulation of information through observations happens individually both
in the digital and physical worlds, and physical world observations are in general
digitalized for processing and communication. It is also notable that through tech-
nology the digital and physical domains are converging, as the amount of digital data
increases and for example digital twins [234] aim to bridge the gap. Simultaneously,
the independent importance of digital domain has increased, due to digitalization
and the amount of information. Therefore, in Figure 8, the decided actions can have
effects in both domains, aggregating cyber and information warfare [235; 236] capa-
bilities.

After and while information is being accumulated, it goes through pre-processing
and post-processing before influencing decision-making. In this case, the pre-processing
transforms the data into a desired, usable format that enables further processing and
analysis. The post-processing, i.e., analysis, can be small-scale individual analysis
executed by a sole operator with a narrow focus, or large-scale data analysis with
vast amounts of data from different sources. The so-called big data analysis [237]
is required to handle large quantities of data to produce impact in compressed time.
Big data analysis requires multiple technologies from distributed computing to Al
and ML methods to find patterns, identify anomalies and trends as well as perform
predictions.
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Once the data has been analyzed, conclusions can be drawn from it. These con-
clusions are used to induce a decision between alternatives, and it includes the details
of the chosen course of action. In the military context, the decision can be a short-
term individual decision by a single warfighter or fighter pilot, or a long-term strate-
gic decision of a joint commander. The lowest level is usually denoted as technical,
under tactical, and it includes the technical and immediate actions. The complexity
of decisions increases with the level, as the number of effecting features, phenomena,
uncertainties and variables increases both due to the level and the time-span of the
decision.

From AI perspective, as partially shown in chapter 2, Al can be leveraged in
each phase, from observation to action. Using the same sources as in chapter 2,
the observations, from urban destruction [82] to chemical agent identification [80]
can be enhanced with ML, automating the preprocessing phase and enabling faster
analysis and synthesis. The analysis can be tasked to an intelligent DSS, which
can then support tasks from troop deployment [58] to outcome prediction [59]. The
resulting actions, from weapon assignment [115] to effect evaluation [110] are also in
the scope of Al and ML applications. Hence, it can be stated that Al and specifically
ML has a proven potential to enhance individual, narrow tasks, through all the phases
of decision-making and information flow, on all levels of a military organization.
Instead of technological hindrance, the constraints to the use of Al are the data,
available computation, and expertise, both technical and military.
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This chapter provides the necessary technical and theoretical background for the key
ML paradigms addressed in this dissertation. By establishing the foundations of CV,
RL, and other fields, it aims to provide a common framework for understanding the
contributions of the six original publications, which are then synthesized in Chap-
ter 6.

As explained in other words in Chapter 1, a basic ML model can be expressed as
a mapping function fy,

i = fo(z), e.g. i =wz+binlinear models, (3)

where 6 denotes the parameters of function, or model, f, which in the linear case
simplifies to the feature or weight vector w that maps the input z to the predicted
output ¢, corrected with the bias or intercept term b. Essentially, as a generalization,
ML is always learning an approximation from inputs to outputs and then using the
resulting model, fy or w in Equation 3, for inference.

However, the ability of a model to learn from a finite dataset and make accurate
predictions on unseen data is not guaranteed. The theoretical framework that answers
whether learning is feasible was largely established by the seminal work of Vapnik
and Chervonenkis on statistical learning theory [238; 239]. As later explained by
Abu-Mostafa et al. [240], the goal is to ensure that the error a model makes on the
training data, the in-sample error (Ej;;,), is a good proxy for the error it will make on
future data, the out-of-sample error (Fyy;).

Probabilistic tools, such as Hoeffding’s inequality [241], show that for a single,
fixed hypothesis, E;, will likely be close to E,,; under the assumption that there is
enough data. Machine learning algorithms, however, do not test a single hypothesis;
they search through an entire family of functions, also known as the hypothesis set
H, to find the one h € H that best minimizes the error.

This is where the groundbreaking concept of the Vapnik-Chervonenkis (VC) di-
mension becomes essential [238]. The VC dimension, denoted dy ¢, measures the
capacity or expressive power of a hypothesis set. It quantifies the model’s ability
to split, or shatter, data points into all possible dichotomies. A model with a finite
dy ¢ can be proven to generalize. The VC generalization bound, as depicted by Abu-
Mostafa et al. [240], formalizes this relationship:
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Eou < Eip + \/; In 4WLH6(2]V)

where NNV is the number of data points, § is the probability that the bound fails,

and myy is the growth function, which is bounded by a polynomial in NV if the VC
dimension is finite. This bound reveals the fundamental trade-off in ML.:

“)

* A more complex model with a higher dy ¢ can achieve a lower FE;, but faces
a larger penalty term, increasing the risk that F,,; will be high. This is known
as overfitting.

* A simpler model with a lower dy ¢ has a smaller penalty and generalizes better
but may be too simple to capture the underlying patterns, resulting in a high
FEiy,. This is known as underfitting.

This insight leads to the principle of Structural Risk Minimization (SRM) [238],
a formal strategy for selecting a model that balances low training error with con-
trolled model complexity to achieve the best possible out-of-sample performance.
This theoretical foundation justifies the entire learning process and informs practical
techniques like regularization, which implicitly penalize model complexity.

All ML requires three fundamental components:

1. Data,
2. Model,
3. Loss or Objective,

and the distinctions between different paradigms result from variations around
these three components.

A key component that enables updating the model with regard to the received loss
is the update mechanism, a rule or an optimizer. While updates can be random devi-
ations from which the most suitable is picked for the next iteration, the most widely
spread and effective method relies on gradient-based optimization. This approach
calculates the gradient of the loss function with respect to each weight parameter.

Formally, if a model is parameterized by weights 6 and its performance is eval-
uated by a loss function L(#), the goal is to find the parameters that minimize this
loss. In standard gradient descent, the weights are iteratively updated in the direction
of the negative gradient, i.e., the direction of steepest descent:

9t+1 =0 — ﬁVL(Ht), ©)

where 6, represents the parameters at iteration ¢, VL(6,) is the gradient of the
loss function with respect to those parameters, and 7 is the learning rate, a hyperpa-
rameter that controls the step size of the update [5; 28; 6].
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This fundamental rule ensures that the weights are updated towards the gradient-
indicated direction of decreasing error in the outputs. More advanced optimizers,
such as Adam [242] or RMSprop [243], build upon this foundational principle by
introducing adaptive learning rates or momentum to accelerate and stabilize conver-
gence, but the underlying mathematical premise remains the same.

Supervised learning is the most straightforward approach, where the data set D
has annotations, i.e., [x;, y;] € D and the loss calculation is straightforward between
the predictions of the trained model and the known labels (annotations) in the data.
A classic example is linear regression [244; 245], which can be assumed to have an
input vector x = [21, Z2, ..., Tp] that is to be predicted into a real-valued output y.
The linear regression model has the form

p
FX)=Bo+ > XiB;, (6)

Jj=1

where 3; are unknown parameters or coefficients. Unsurprisingly, linear regres-
sion closely resembles Equation 3. Supervised learning approach and more sophisti-
cated algorithms are introduced in more detail within the field of CV in Section 4.1.

If there are no annotations and the data is simply z; € D, unsupervised meth-
ods are applicable to gain understanding of the data, such as identifying underlying
patterns and doing component analysis to identify most impactful features [246]. A
classic example of an unsupervised method is k-means [247], which starts with a
preselected number of groups, k, that are represented by a single, random data point
in each. Then, iteratively, a new data point is added to a group according to the
closest proximity of the new point and the mean of previous data points within the
groups, after which the mean of the group is adjusted accordingly. In the seminal
work by MacQueen [247], for a given set of k centers, where z € (x1,x2, ..., %),
the region of points closest to center x; is defined as

where T;(x) is known as the Voronoi cell [248] for the center x;. These regions
are used to build the final partition sets in a sequential manner as

Se(x) = Ti(x)S1(2) () ... S} 1 (2), (®)

so that the final partition S(x) has the property that every point in a cluster S;(z)
is closer to its center than the other established centers. Independently, a similar
approach was proposed by Lloyd [249] at Bell labs, where the repeating steps of the
iterative process were the assignment displayed in Equation 9 and update displayed
in Equation 10.
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Si(t) = {:vp ;4 = argmin ||z, — Mg-tl)HZ} ©)

.76{17’k}

> o, (10)

Tp ES(t)

z t)‘

Lloyd’s algorithm works by repeatedly applying these two steps until the par-
tition and centroids no longer change. The modern formulation synthesizes Mac-
Queen’s property and Lloyd’s procedure by framing K-means as an optimization
problem. The goal is to find the partition S that minimizes the Within-Cluster Sum
of Squares (WCSS), also known as inertia. The modern notation for the optimized
objective function to minimize the sum of distances over points for all partitions can
be stated as

k
minJ =% > |z —pll* (11)

Another widely adopted and useful unsupervised method is feature reduction
through, for example, Principal Component Analysis (PCA), for which the mathe-
matical background and formal name were introduced by Pearson [250] and Hotelling
[251] approximately a century ago. PCA can be used to identify most relevant fea-
tures in the data to reduce computational complexity for succeeding training tasks or
to provide other analysis of the underlying implications.

While unsupervised learning is effective and useful for, e.g., large scale data anal-
ysis, this research does not cover unsupervised tasks as a primary research problem,
although the methods are affected by FL, introduced in Section 4.3.

If data is not available at all, it can be in some instances generated or gathered
during training. This applies to RL, elaborated in Section 4.2, as it relies on an
exploratory agent that interacts with an environment, usually virtual, and by accu-
mulating experience of interactions and having a reward mechanism instead of a loss
function learns to predict most favorable choice of action from one state to the next
[27]. While data may not be required to start train an RL algorithm, it still has to gen-
erate data on the go. Additionally, data is usually required to formulate the model or
simulation that is used to generate the data.

As described in Section 3.1, evaluation is a critical part of the ML development.
It relies on quantitative criteria such as F1-score [252], Receiver Operating Char-
acteristic (ROC) curve [253; 254], Area Under Curve (AUC) [255], and qualitative
criteria consisting of, e.g., interpretability assessment.

To evaluate the quantitative performance of classification models, the ROC and
AUC are utilized as robust performance metrics that require formal definition.
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The ROC curve [253; 254] illustrates the diagnostic ability of a binary classifier
system as its discrimination threshold, 7, is varied. It is created by plotting the True
Positive Rate (TPR) against the False Positive Rate (FPR) across all possible thresh-
old settings. The TPR, also known as sensitivity or recall, represents the proportion
of actual positives that are correctly identified, and is defined as:

TP
TPR= 75 PN (12
where T'P is the number of true positives and F'N is the number of false nega-
tives. The FPR, also known as the fall-out or the probability of false alarm, represents
the proportion of actual negatives that are incorrectly identified as positives, and is

defined as:

B FP

~ FP+TN’
where F'P is the number of false positives and T'N is the number of true nega-

tives.

While the ROC curve provides a graphical representation of the trade-off be-
tween sensitivity and specificity, the AUC [255] provides an aggregate measure of
performance across all possible classification thresholds. Mathematically, it is the
two-dimensional area underneath the entire ROC curve from (0,0) to (1,1), com-
puted as the integral of the TPR with respect to the FPR:

FPR (13)

1
AUC = / TPR(FPR ' (z))dx (14)
0

An AUC value ranges from 0.0 to 1.0. An AUC of 1.0 represents a perfect model,
while an AUC of 0.5 denotes a model performing no better than random guessing. In
probabilistic terms, the AUC value represents the probability that the classifier will
rank a randomly chosen positive instance higher than a randomly chosen negative
one [255]. This makes it an especially valuable metric in military Al applications,
such as target recognition or anomaly detection, where the cost of false positives
(false alarms) and false negatives (missed threats) must be carefully weighed.

As a well known ML metric, the Fl-score was first introduced as a composite
E-measure by Van Rijsbergen [252], which is denoted as

E=1- ! (15)

a(p)+ (1 —a)(g)

. .. A
where P is precision, calculated as | | E|B, where A are relevant samples and B

are retrieved samples. Together, the intersection | AN B| is the set of true positives. R

is recall, defined as |A|QJ|B|, and « € [0, 1] denotes the composite weighting between

precision and recall; in Van Rijsbergen [252], it is denoted as % for equal weight.
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In modern terms, the precision is the number of true positives divided by the sum
of all positives, true and false, while recall is the true positives divided by the sum
of true positives and false negatives. The precision depicts the model’s accuracy in
positive predictions, while recall measures how well the model is able to detect all
the positive instances. The E-measure version known as F1-score combines both of
these measurements into one evaluation measure, modernly formulated as

PxR
P+ R

The precision, recall and F1-score have originated from binary classification or
prediction tasks, but can be scaled to more complex scenarios by, e.g., averaging over
classes.

In the following sections, each ML research area from CV to FL with respective
original publication is explored in depth. Each section starts with an introduction
to the research area, after which the publication is reviewed to form an analytical
insight to the research problem of this dissertation. It is noticeable that the separation
between paradigms is fluid, as different model architectures and approaches afflict
several paradigms, usually in a manner where the novel solutions are discovered
under one paradigm and extended to others. Hence, the separation is some what
arbitrary and artificial, but correlates well with the original publications as such.

Fl=2x (16)

4.1 Computer Vision background

The genesis of CV as a field can be traced back to the 1950s and 1960s. Early re-
search drew inspiration from neurobiology, notably the work of David Hubel and
Torsten Wiesel [256; 257] on the mammalian visual cortex, which revealed a hi-
erarchical structure of neurons responsible for detecting edges and orientation. In
1963, Lawrence G. Roberts’ Ph.D. thesis [258], often cited as a pioneering work,
showed how to derive 3D information about a ”blocks world” from 2D images. CV
was largely based on 3-dimensional projective geometry, with hand-crafted features
constructed, with for example edge detection [259] or Local Binary Patterns (LBP)
[260], and then used as inputs to simple learning algorithms [261], accompanied by
feature detection and extraction was dominated by handcrafted feature descriptors
that were designed and tuned to be invariant to changes in scale, rotation and illumi-
nation, such as SIFT [262] and SURF [263].

The fundamental goal of computer vision is to extract meaningful information
from visual data. This separates it from image processing, where the image is edited
and modified. CV process is typically structured as a sequence of steps:

* Image acquisition, which happens with a sensor such as a camera, converts
sensory data from physical world into a numerical representation as a grid of
pixel values.
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* Image processing, where low-level processing techniques are applied to the
raw pixel data to prepare it for analysis

* Feature detection and extraction, a crucial step to identify salient patterns or
points of interest in the image.

Core tasks in CV include image classification, object detection, image segmenta-
tion, caption generation, synthesis, inpainting, style transfer, super-resolution, depth
prediction and scene reconstruction [173]. In this thesis, the focus is on classification
and object detection. In caption generation a caption is automatically generated for
an image, meaning that the model has been trained with data consisting of images
and their captions. Synthesis refers to generation of new images, which is discussed
later, while inpainting is an image editing application to, for example, remove un-
wanted objects. Style transfer refers to converting, for example, a photograph to an
oil painting, while super-resolution improves the image resolution by increasing the
number of pixels with generation. Depth prediction predicts the distance from the
camera to the objects from one or more views, and scene reconstruction creates an
additional dimension to an image, for example from black and white to color.

In classification, a fundamental task, whole images are assigned a single label
from a set of categories, with ”cat” and ’dog” as classical examples. Object detection
is a more complex task where the goal is to detect objects and their location within
an image, which can then be classified. Image segmentation can be divided into
semantic segmentation, where each pixel of the image is classified as belonging to a
particular category, such as the “cat”, or instance segmentation where each instance
of the same object class is distinguished.

The field was one of the first to be greatly transformed by modern DL methods,
predominantly using the Convolutional Neural Networks (CNN) architecture [264].
CNNs are a class of neural networks specifically designed for processing grid-like
data, such as images [6; 173]. Key components of a CNN include the namesake,
convolutional layers, which apply a convolution operation, a special linear operation
that replaces the general matrix multiplication of linear neural networks. It is usually
denoted with an asterisk, as in s(z) = (z * w) [6]. The convolution is usually used
over more than one axis in the grid, which means that for two-dimensional image I,
a two-dimensional convolution kernel K results in formulation

S(i,§) = (I« K)(@,5)=>_ Y I(mn)K(i—m,j—n), (17)

where [ is the input image with grid coordinates (7, j) and kernel K has di-
mensions (m,n). While this is the mathematical convolution, neural network pro-
gramming libraries usually implement a related function called cross-correlation [6],
which is similar to convolution but omits the kernel flipping:
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S(i,§) = (K+I)(i,5) = > Y _I(i+m,j+n)K(m,n). (18)

The cross-correlation is still called convolution by convention, and the mathe-
matical difference is mainly irrelevant for the intended purpose in CV.

Convolutional layers are followed by pooling layers. These layers reduce the
spatial dimensions (width and height) of the feature maps, which helps to decrease
computational complexity and control overfitting. By stacking multiple convolu-
tional and pooling layers, CNNs can learn a hierarchy of features. Early layers learn
simple features like edges and colors, while deeper layers combine these to learn
more complex patterns like shapes, object parts, and eventually, entire objects. Ar-
chitectures like ResNet (Residual Network) [265] later enabled the training of much
deeper networks, further pushing the performance on various computer vision tasks.

The trajectory of computer vision was fundamentally altered in 2012. The in-
troduction of a deep CNN named AlexNet [266] resulted in a dramatic reduction in
error rates on the ImageNet Large Scale Visual Recognition Challenge (ILSVRC)
[267], a prominent benchmark for image classification. This event marked the be-
ginning of the deep learning era in computer vision, rendering handcrafted feature
engineering largely obsolete.

Region-based methods aim to identify regions of interest in an image for further
classification task. A pioneer solution was Regions with CNN features (R-CNN)
[268], which combines region proposals with CNNs. One of the most prominent
region based CV methods is You Only Look Once (YOLO) [269], which frames
the object detection as a regression problem and spatially separates bounding boxes,
i.e., the areas where objects are detected, and provides class probabilities for each
detected object, unifying these separate components into a single NN. The original
model architecture comprises 24 convolutional layers and two fully connected lay-
ers, of which 20 convolutional layers, a pooling layer and a fully connected layer
were used for pretraining before modifying into the final detection architecture. The
design divides an input image into a S x .S grid, in which each cell predicts bound-
ing boxes as z, y, w and h, along with confidence defined as Pr(Object) * [ OU;;‘éfih.
The confidence represents the Intersection over Union (IOU) between the predicted
box and the ground truth. The = and y represent the center of the box in relation to
the grid cell while w and & represent the relation to the whole image. During infer-
ence, the conditional class probabilities and individual box confidence predictions
are multiplied as

Pr(Class;|Object) x Pr(Object) x IOUg, (19)

which gives each box a class-specific score. Due to the combined structure,
the unified YOLO architecture is fast enough to process video stream frame rate of
images live, making it a go-to solution for a plethora of CV applications.
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More recently, the Transformer architecture, which achieved state-of-the-art re-
sults in natural language processing, has been adapted for computer vision tasks. The
transformer architecture and its attention mechanis,m is further studied in NLP and
GenAl context in Section 4.4. The Vision Transformer (ViT) [270] model, intro-
duced in 2020, demonstrated that a pure transformer architecture could perform on
par with or better than CNNs on image classification.

Unlike CNNs, which have a strong inductive bias for locality, ViTs treat an image
as a sequence of patches. To process 2D images, the ViT reshapes an input image
z € RIXWXC into a sequence of flattened 2D patches z, € RV*(P*C) where
(H, W) is the resolution of the original image, C'is the number of channels, (P, P)
is the resolution of each image patch, and N = I}’;‘;V is the resulting number of
patches. These patches are then mapped to a constant latent vector size D using
a trainable linear projection, effectively treating the image patches as tokens in a
sequence. Conceptually, the idea of splitting the image into patches is, in a way,
similar to the YOLO functionality of splitting the image into the S x S grid, as both
methods move away from having a computationally taxing sliding window solution
or a pixel-by-pixel approach.

The network then uses a self-attention mechanism [9] to weigh the importance
of different patches when creating a representation of the image. The core of this
mechanism is the scaled dot-product attention, which computes a weighted sum of
values (V'), where the weight assigned to each value is determined by the dot-product
of a query (@) with all keys (K). This is formally defined as:

. QKT
Attention(Q, K, V') = softmax ( > V, (20)
Vdj,

where (), K, and V' are matrices derived from the input token embeddings mul-
tiplied by learned weight matrices, and dy, is the dimension of the keys. The scaling
factor % is applied to prevent the dot products from growing too large in magni-
tude, which would otherwise push the softmax function into regions with vanishing
gradients [9].

This global attention mechanism allows ViTs to capture long-range dependencies
within an image more effectively than standard CNNs, as every patch can theoret-
ically attend to every other patch in the image sequence from the very first layer.
Hybrids and variants like the Swin Transformer [271] have further improved effi-
ciency and performance on tasks like object detection and segmentation.

While YOLO excels at real-time inference, the reliance on large annotated datasets
is the primary bottleneck. To overcome this, there have been advances in self-
supervised Vision Transformers, such as the DINO (Self-Distillation with No La-
bels) family of models [272; 273]. Unlike YOLO, DINO does not require bound-
ing box annotations as it leverages self-supervised learning to extract rich, universal
feature representations from unlabeled imagery. These self-supervised models can
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subsequently be fine-tuned for specific operational tasks using only a fraction of the
labeled data that traditional supervised networks require.

The progress driven by DL has enabled a vast array of real-world applications.
Autonomous systems, such as self-driving cars and drones, rely heavily on CV to
perceive their environment, detect obstacles, recognize traffic signs, and navigate
safely [269]. In medical imaging CV algorithms assist radiologists in analyzing
medical scans (X-rays, CTs, MRIs) for the early detection and diagnosis of diseases
like cancer, segmenting tumors, and quantifying anatomical structures [274]. Facial
recognition technology is used for identity verification and access control [275; 276].
Video surveillance systems employ computer vision to detect anomalous activities,
count people, and monitor crowds. In agriculture, drones and cameras equipped with
CV systems monitor crop health and diseases [277; 278]. Augmented Reality (AR)
and Virtual Reality (VR) technologies use computer vision for spatial mapping, ob-
ject tracking, and surface detection to seamlessly blend digital content with the real
world [279; 280; 281]. In manufacturing, automated quality control on production
lines uses CV to inspect products for defects at high speed, surpassing human capa-
bilities [282; 283; 284; 285].

Despite significant progress, CV faces several ongoing challenges and is evolv-
ing in new directions. Training state-of-the-art DL. models often requires massive,
meticulously labeled datasets. A key area of research is developing methods that
can learn from less labeled data, such as few-shot learning [286; 287; 288], self-
supervised learning [289; 290; 291; 272], and the use of synthetic data [292; 293].

Models can be brittle and fail when presented with inputs that differ slightly
from their training data due to, e.g., changes in lighting, viewpoint, or context, but
can also be affected by intentional injection of suitable noise unnoticeable for human
eye, known as adversarial examples [294]. Improving model robustness to these
variations is a critical challenge. Likewise, moving beyond 2D images to understand
the 3D world is a major frontier. This includes tasks like 3D object reconstruction
from images, depth estimation, and scene understanding from point clouds. In addi-
tion, the integration of vision with other modalities, such as language and audio, is a
growing trend. This leads to more comprehensive Al systems that can, for example,
answer questions about an image or generate textual descriptions of a video.

From a practical standpoint, deploying complex computer vision models on resource-
constrained devices like mobile phones and embedded systems requires model opti-
mization, efficient hardware and preferably co-optimizing both in a hardware aware
manner [295]. Edge Al is the research area that focuses on running these models lo-
cally for real-time processing and improved privacy. The rise of generative models,
including Generative Adversarial Networks (GANs) [6] and diffusion models [173],
has enabled the creation of highly realistic synthetic images and videos. This has ap-
plications in data augmentation, media creation, and also raises societal challenges
related to deepfakes and misinformation.
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In conclusion, computer vision has evolved from a nascent field of academic
inquiry into a mature and impactful technology. While the DL paradigm currently
dominates, the field continues to advance rapidly, driven by new architectures, larger
datasets, and the pursuit of more robust, efficient, and comprehensive visual under-
standing.

4.1.1 CV in military domain

In the military context, CV is one of the most mature and widely applied areas of
ML, used for tasks ranging from automated target recognition (ATR) in satellite and
drone imagery to facial recognition and vehicle identification. The core challenge
often lies in acquiring sufficient high-quality, labeled data for training and ensuring
the model’s robustness in diverse and adverse environmental conditions.

This thesis first explores the practical application of CV to the challenging naval
domain of littoral warfare. In Publication I, "DeepMix: Al in Littoral Sonar Oper-
ations,” a novel approach is presented for detecting objects from sonar images. The
study addresses the significant challenges inherent in the underwater domain, such as
high levels of noise, varying environmental conditions, and the scarcity of available,
high-quality sonar data.

The research detailed in Publication I applies DL techniques to enhance object
detection capabilities in shallow-water sonar operations. This serves as a founda-
tional applicability assessment for the dissertation, grounding the research in a tan-
gible and difficult military problem which not only highlights the results but the
underlying issues in creating Al capabilities for military units. The research investi-
gates how advanced Al techniques can be leveraged to process complex sensor data,
thereby aiming to improve situational awareness and reduce the cognitive load on
human operators in critical maritime environments. The findings from this study
provide a low-level, practical perspective on the opportunities and limitations of ap-
plying CV in a data-scarce, high-stakes military setting.

From a CRISP-DM point of view, the purpose of the study was founded in the
doctrinal need to speed up data processing to enhance Mine Countermeasure (MCM)
operations. The current process of MCM was assessed and the relevant data iden-
tified, observing that the MCM units produce a lot of post-processed data that has
been annotated by the subject matter experts, i.e., the operators. Therefore, this was
a suitable research area to apply state-of-the-art ML methods such as ViT [270] and
Mixture of Experts (MoE) [296; 297] in modeling to create novel value from old
data.

The data understanding was created in collaboration with military personnel,
while data preparation was alike any CV problem: the data was cropped and harmo-
nized for modeling. The modeling itself had several hypotheses, utilizing individual
Al models from conventional ML models to novel DL models.
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The modeling itself tested several hypotheses, utilizing individual AI models
ranging from conventional ML models, specifically Random Forest (RF) [298] and
SVM [182; 299], to novel DL architectures.

The conventional models were selected to serve as robust, non-deep-learning
baselines, establishing a performance floor for standard classification before intro-
ducing more complex neural architectures. Formally, an SVM is a maximum-margin
classifier that seeks the optimal hyperplane to separate classes by minimizing %Hw[ |2
subject to the constraint y;(w”z; + b) > 1 for separable data. Meanwhile, an RF
operates as an ensemble learning method that constructs a multitude of decision trees
during training, utilizing bootstrap aggregating (bagging) and random feature selec-
tion to output the mode of the classes, thereby reducing variance and overfitting.

The selection of the individual DL models was methodologically deliberate to
contrast distinct computer vision paradigms. Specifically, the comparison included
Visual Geometry Group (VGG) [300] and ViT [270] to highlight the transition from
strictly localized feature extraction to global contextual representation.

VGG serves as a robust, well-understood and widely used baseline that repre-
sents deep CNN architectures which rely heavily on spatial inductive bias to capture
local pixel hierarchies. In contrast, the ViT architecture acts as the state-of-the-art
alternative that lacks this inherent spatial bias as explained above, instead using self-
attention to capture long-range, global dependencies across the entire sonar image.
Comparing these two fundamentally different approaches provides critical insight
into whether the heavily obscured and noisy nature of underwater sonar imagery
benefits more from strict local feature extraction or global contextual awareness.

The most promising approach combined the performance of several models using
a MokE architecture [297]. Formally, an MoE system consists of N expert networks,
E1, ..., Fy, and a gating network, (. For a given input z, each expert produces an
output E;(x), and the gating network outputs an N-dimensional vector G(x) repre-
senting the probability distribution over the experts. The final aggregated prediction
y is computed as the linearly weighted sum of the experts’ outputs:

y = Z G(x); Ei(x) Q1)

In Publication I, this approach was used to weight the classification predictions
of the best-performing individual models. By allowing the gating network G to learn
which underlying models (experts) were most reliable for specific types of features in
the sonar data, the MoE ensemble effectively mitigated the difficulty of the problem,
surpassing individual model performances on all metrics.

The evaluation was done with k-fold metrics, using a tenth of the data as a test
set for each round and taking the average performance over ten rounds of modeling
for each solution. Therefore, the evaluation was operationally relevant and used the

54



Machine Learning research areas

small data set to maximum extent.

The key finding was that a mixture of several capable DL models was able to
mitigate the difficulty of the problem to an extent, but the resulting models did not
exhibit adequate reliability to be deployed for operational use. This is due to two
main reasons. First of all, the data set was very small, only hundreds of images.
Secondly, the data was of poor quality, as it was extracted from a post-processing
system. This decreased the resolution of the data, potentially resulting in losing
usable features. In addition, the data did not include the accurate location of the
objects but a noisy location, so even evaluation for accurate object detection was
difficult.

As such, the research invokes a hypothesis that military units create vast amounts
of data without a data governance architecture that would allow and mandate using it
for the development and fine-tuning of AI models afterwards or even hypothetically
in a continuous setting. In order to increase the organizational maturity to leverage
Al solutions, the data pipelines need to be considered holistically, so that the work of
the operators who initially process the data is not lost in the process. Data pipeline,
in this instance, is not just the software-based data integration and processing but
rather covers the operational process from the user or operator to the Al engineers
and developers. This poses requirements for the operated systems, which must allow
saving the operator insight and data annotations as meta data to enable effective post-
processing and model development with Al methods.

On a conceptual level, this hypothesis calls for the development of a data capa-
bility, where the systemic exploitation of data is treated as an active military function
rather than a temporary or ephemeral input-output feed.

4.2 Reinforcement Learning

RL is a paradigm of machine learning where an agent or several agents learn to
make sequential decisions by interacting with an environment.[27] Unlike supervised
learning, the agent is not told which actions to take but instead discovers which ac-
tions yield the most reward or least penalty through a process of trial and error. The
core components include an agent, the environment, states, actions, and rewards,
with the agent’s goal being to learn an optimal policy that maximizes cumulative
rewards over time. This framework is exceptionally well-suited for modeling the
dynamic and uncertain nature of military operations, which are fundamentally se-
quential decision-making problems in a dynamic environment.

RL origins are closely connected to the history of optimization. A unified frame-
work that encompasses both stochastic optimization and RL has been advocated by
Powell [301]. Fundamentally, despite differences, stochastic optimization and RL
share a lot in common, although stochastic optimization emphasizes model-based
approaches and RL is largely focused on model-free learning and value-based meth-
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ods.

The foundation of modern RL is the framework developed by Sutton and Barto
[27]. In their formulation, RL is presented as a problem of learning to map situations
to actions to maximize a numerical reward signal. The agent is not provided with
explicit instructions on which actions to take. Key aspects of this problem are that
actions may affect not only the immediate reward but also subsequent situations and,
consequently, all future rewards. These two characteristics, trial-and-error search
and delayed reward, are the distinguishing features of reinforcement learning.

The core components of an RL problem are

* The policy (7), which defines the learning agent’s behavior at a given time. It
maps perceived states of the environment to the actions to be taken

* The reward (R;), which signals immediate desirability, whereas a value func-
tion estimates long-term desirability. The value of a particular state represents
the total amount of reward an agent can expect to accumulate over the future
of sequential actions beyond that current state

* The model of the environment (optional)l, which captures the behavior of
the environment, allowing inferences to be made about how it will respond to
actions.

The RL problem is formalized through a Markov Decision Process (MDP) [27].
An MDP is defined as a tuple (S, A, P, R,~), where S is the set of states, A is the
set of actions, P is the transition probability function for each state and R is the
reward function while ~ is a discount factor used to estimate accumulating rewards
with certain weight beyond the immediate return, i.e., v = 0 would neglect future
rewards past the next state, which is denoted as s’. An MDP possesses the Markov
property, meaning that future is independent of the past given the present.

To contextualize this formalization within the military complexity conceptually
described in Subsection 3.2.6, the true scale of the state space S and action space A
in military operations is subject to the curse of dimensionality. When quantifying the
operational environment, the state space expands exponentially based on the number
of units, capabilities, and environmental variables. The complexity can be formally
defined as:

|Sunit| — ‘Vvsensors| X |V:/ars’a (22)

where |Viensors| and |Viars| represent the number of possible combined states for
the unit’s sensors and its internal and environmental variables, respectively. The
internal variables include human aspects, technical requirements such as power and
maintenance and so on, while the environmental variables include weather, impacts
of opposing force etc.

1There is always an environment, but a model of the environment is optional.
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Similarly, the action space A available to a commander scales combinatorially
with the forces deployed. For a headquarters managing n similar units, the total state
space, Suq, grows exponentially, as the headquarter has to theoretically deal with all
possible combinations of sensors and variables for each unit that are not dealt with
at the lower level. In reality, the unit has been delegated the autonomy to act on
certain inputs on its own, but even these autonomous actions create inputs to higher
echelons. It can be deemed that the set of a; independent actions in the set of all
actions A does not alter the rate of changes in the |Sypi|, all of which may or may
not concern the headquarters. As the headquarter decides for itself whether or not all
or a subset of changes in state are a concern, this relationship is the primary driver of
complexity.

Furthermore, the transition probability function P in a military MDP is highly
volatile due to the friction of war and unexpected events. Rather than treating these as
static probabilities, the introduction of unexpected events over time can be modeled
as a Poisson process. Let A\ be the average rate of “shock” events (such as equip-
ment failure or enemy contact) per unit of time for a single unit. The probability of
observing exactly K = k shocks over a time horizon of length T’ is:

(AT)ke T
k!
Hence, for example, if 7' = 1 and A = 0.5, P(K = 1,7 = 1) = 0.3 for one
event (k = 1). For a system of n units, the aggregate event rate is A\gg = nA. The
expected number of shocks, F[K], i.e., the mean of Poisson distribution P(K =
k, T) in Equation 23, increases linearly with both the number of units and the time
horizon:

P(K =k, T) = (23)

E[K] = AuoT = nAT (24)

The total complexity of the planning problem, C, is therefore a function of the
exponential growth in the state-action space and the temporal expansion of the deci-
sion tree due to uncertainty. If each unit has a actions available, the total number of
joint actions is a”. The complexity can thus be conceptualized as:

C o< f(|Sunit|™,a"™,nAT). (25)

As formulated in Equations 22 through 25, the sheer mathematical scale of mil-
itary operations necessitates abstraction and sophisticated approximation methods,
as exact tabular solutions are infeasible to compute. Instead of calculating every
possible future permutation within this exponentially growing decision tree, an au-
tonomous agent must learn to estimate the expected long-term utility of its current
state and chosen actions under uncertainty. The mathematical foundation for break-
ing down these infinitely complex sequential decisions into recursive, evaluable steps
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is the Bellman equation for the optimal state-value function, v, [302], of which the
original notation is shown in Equation 26:

flp) = Sgp[g(p, q) + h(p,q) f(T(p,q))] (26)

This early version provided by Bellman gives a mathematical formulation for
his principle of optimality which states that ”An optimal policy has the property
that whatever the initial state and initial decisions are, the remaining decisions must
constitute an optimal policy with regard to the state resulting from the first decision”
[302]. The f(p) denotes value function at state p, ¢ is an action variable, g(p, q) is the
immediate reward function for state p and action ¢, T'(p, q) is the transition function
for the new state given respective state p and action ¢ for which f(7'(p,q)) is the
value of next state, h(p,q) is the discount function and Sup denotes supremum,
i.e., maximum over actions. The modern, widely recognized versions of the same
equation are

vi(s) = E[Rt+1 + Y0 (Se41)|Se = s, Ar = a] 27
= max Zp(s', r|s,a) |:T‘ + 'yv*(s’)} , (28)

where in the latter, original f(p) is denoted as v.(s), h(p,q) as 7, g(p, q) ulti-
mately as  + yv.(s") and f(T(p,q) as p(s',7|s,a).

Sutton and Barto [27] have expanded the original Bellman equation to incorpo-
rate full stochastic MDP model as well as policy and expectations over actions. An
optimal action-value function is defined as

q«(s,a) = E [Rt-H +ymax g, (Sp+1, a’) ( S =154 = a}

= Zp(s’, rls, a) [r +ymax qx(s', a')] (29)

’
sh,Tr

where ¢, (s, a) is action-value function, p(s’, r|s,a) is the probability of ending

in state s’ and receiving reward r given current state s and action a, with the dis-

counted optimal future value v maxg,(s’, a’). The introduction of probability distri-
a/

bution p induces stochasticity. For a state-value function v, (s) under policy 7, the
formulation is

vr(s) = Zﬂ(a]s)Zp(s’,r]s,a) [r + yvr(s)], (30)

a s'r
which states that the value of a state, v (s), under policy 7 is the expected dis-
counted return from that starting state onward following the policy.
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Combining Bellman equation, and its variations, to (stochastic) MDP is the foun-
dation for RL, which aims to optimize a target value in a sequential problem. RL in-
troduces another fundamental concept, which is the exploratory, trial-and-error learn-
ing. The learning aims to an optimal policy, in other ML denoted as a model, and the
learning of the policy is guided or updated usually according to a value function.

In Sutton and Barto [27] definitions, RL algorithms can be classified into tabular
and approximation methods. Tabular methods relate to problems that are discrete
in nature or can be discretized to form a table that encompasses the values related
to each state or state-action pair. If the state or action spaces are continuous, an
approximation method such as an NN is needed. Additionally, algorithms can be
classified into direct and indirect methods, where direct refers to learning a policy
from direct interactions with the environment, and indirect approach involves learn-
ing a model of the environment that is used to learn the policy from. The common
understanding, which deviates slightly from this interpretation, is that model-based
learning is regarded as indirect and model-free learning is direct. The third distinc-
tion is between on-policy and off-policy learning. On-policy learning means that the
algorithm addresses updates directly to the policy that is used to explore the state-
action space, while off-policy learning utilizes a separate policy for exploration and
the learned parameters are iteratively transferred to the policy that is the end result
of the training.

With its lengthy history, rooted in optimization and dynamic programming, RL
has made a tremendous impact in recent years. Sophisticated RL solutions have
shown performance beating human capabilities in games like Go [303] and Star-
Craft II [304]. These advances have been advocated by adopting sophisticated ML
approaches to RL, such as Monte Carlo Tree Search (MCTS) [305; 306; 307] and
neural networks from DL. Most recently, RL has been bridged to Reinforcement
Learning from Human Feedback (RLHF) [308]. In essence, human comparisons be-
tween trajectory segments are used to train a reward model, which is used as a proxy
reward function in RL. This has been extended to GenAl, where pretrained language
models are fine-tuned on a smaller datasets of human-generated response. Another
approach is Inverse Reinforcement Learning (IRL) [309], which aims to infer the
reward function of an agent given its policy or observed behavior. In the military set-
ting, the approach could be used to analyze the goals and commander’s intent of an
adversary from observed behavior of troops, given a suitable environment to enable
such an analysis.

4.2.1 RL in military domain

This research focus is on the adaptability and adaptation of RL into military domain
and problems. The Publication II explores the integration of Multi-Agent Reinforce-
ment Learning (MARL) into the domain of littoral naval warfare, focusing on its
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capacity to generate tactical Course of Actions (COAs) under littoral, adversarial
maritime conditions. The study utilizes a simplistic, bespoke simulator to model
naval engagements as a Partially Observable Stochastic Game (POSG) and tests two
MARL algorithms, Multi-Agent Double Deep Q Network (MADDQN) and Multi-
Agent Proximal Policy Optimization (MAPPO).

The selection of these two specific algorithms is methodologically deliberate to
contrast two different RL paradigms. MADDQN serves as a well-established, value-
based, off-policy baseline that operates over a discrete action space, representing a
standard Deep Q-learning solution in multi-agent form, while MAPPO represents
a state-of-the-art, on-policy actor-critic approach that natively utilizes a continuous
action space. By comparing a value-based off-policy model against an advanced
policy-gradient method, the research evaluates how different underlying learning me-
chanics adapt to the uncertainties of the naval POSG environment.

The POSG formulation expands the stochastic MDP to include partial observ-
ability characteristic to real-life military scenarios, where the transparency of the
environment is clouded by at least three features: the lack of insight to adversarial
planning, force composition, and capabilities, the alternating surrounding environ-
ment which encompasses for example the weather, non-combatants and third parties,
as well as uncertain outcomes of different interactions, from warfighting functions to
equipment malfunctions.

With MADDQN, the policy update is based on the Bellman equation shown
in Equation 26, where the update is selected between the current policy and target
network as

Y; = Rep1 +7Q(Si41, argmax Q(Si41,a;6;),0:-1), (31)

where R;y; is the reward, ~ is the discount factor, S is the set of states, and
0, is the policy network and 6,_; is the target network which is used to stabilize
the original DQN training. Double Deep Q-Networks (DDQN) [310] separates the
maximum operation in the target network into action selection and action evaluation,
as depicted in Equation 31.

MAPPO, the multi-agent version of a PPO algorithm [311], is an actor-critic
algorithm that has two separate NNs, the actor which executes the policy and the
critic that serves as a value function. In this case, all the agents on the same side
shared their actor and critic networks, and the multi-agent setting comes from having
two opposing sides with their respective settings. As in research by Yu et al. [312],
the actor network is trained to maximize the objective function
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where 7y is the actor network, o denotes observations and a actions, ré i) is the

(k)
ratio % between old and current network output values, 6 denotes actor
Told @ ; i

network parameters, B is the batch size, n is the number of agents, advantage Agk) is
computed using a Generalized Advantage Estimation common for PPO algorithms
[313], H is the policy entropy and o € [0, 1] is the entropy coefficient parameter,
e € [0,1] is the clipping ratio to stabilize the training and prevent excessive updates.
The critic network, V, that maps states to rewards, is trained to minimize the loss

function

B n
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n 1=1 k=1
(33)
where R; is the discounted reward-to-go, meaning the reward that is accumulated
from the current timestep onward.

The simulation environment is a 100x100 grid based on the northern Baltic Sea,
with terrain and navigability derived from an aerial image. The simulation accounts
for observation sharing, anti-surface warfare in the form of missile salvos and naval
artillery, electronic warfare and littoral tactics like utilizing the cover of archipelago.
The agents share data between the units of the particular side to create observations
of the environment, using a CNN to interpret terrain and environment data, followed
by an aggregated input of additional data before fully connected MLP that is used for
action prediction or probability distribution approximation, depending on the chosen
algorithm.

The study demonstrates that transitioning from standard RL environments to mil-
itary POSGs requires careful algorithmic selection, as different paradigms handle
partial observability and sparse military rewards differently. The comparative evalu-
ation of how these models perform in generating naval COAs is detailed in chapter 5.

Consequently, the research shows that with proper reward engineering RL meth-
ods can discover valid tactics and strategies without doctrinal encoding, and may
enable tactical decision-making edge if novel solutions emerge in the process. Oth-
erwise, the research highlights and validates the upcoming findings of the Publica-
tion III: lack of suitable simulators and operational data inhibits advancing research
and advocates proofs of concept instead of creating an operationally relevant path
from hypothetical to applications in the real-world systems and proper evaluation.

To address the technology assessment objective of this thesis, a systematic re-
view of RL for decision support in defence and security was conducted. This sys-
tematic literature review, presented in Publication Il ”Reinforcement Learning for
decision support in defence and security”, was authored by a multinational research
task group SAS-181, convened under NATO’s Science and Technology Organiza-
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tion (STO). The aim is to examine how RL has been applied to support decision-
making within defence and security contexts across NATO member states. The
methodology of the survey involved the search strategy, where articles were selected
with structured queries focused on three topics: decision support, RL, and defence
and security, filtered to include only relevant peer-reviewed works with clear descrip-
tions of RL methodologies.

The chosen 20 articles were classified by evaluating across 19 dimensions includ-
ing time horizon, decision type and scale, uncertainty modeling, use of simulators,
RL algorithm, type and presence of explainability features. An analysis using UMAP
[314] was used for dimensionality reduction to visualize the research landscape and
identify clusters of trends.

The survey highlights the applicability of RL to military domain where decision-
making is characteristically partially observable, uncertain and time-sensitive, but
applicable to be formulated as sequential decision-making problems. As such, RL
is viewed as a tool that can support the decision-making by learning policies from
simulations or operational data.

As with this dissertation, the Publication III framework is strongly rooted in
MDMP and OODA-loop, which align RL cycles with real-world command decision-
cycles. Another theoretical framework used is Powell’s universal modeling frame-
work for sequential decision [301; 315]. Against these frameworks, the survey covers
20 articles from application domains including defence planning, force generation,
force projection and force employment, over multiple warfare domains albeit lacking
in Multi Domain Operations.

As RL usually translates, in Powell’s framework, to value function approxima-
tion (VFA) algorithms, VFA algorithms were the dominant policy type. Most fre-
quent algorithms were Q-learning and Proximal Policy Optimization (PPO), mirror-
ing the solutions in Publication II, which notably is also one of the 20 articles that
were analyzed. Nearly all implementations relied on bespoke simulators, with few
interfaces to standard RL environments. This underlines the lack of common simu-
lation architecture for the defence use cases.

According to the findings, most reviewed systems had direct policy usage, mean-
ing that the RL model output directly supports a decision or suggests it. Indirect use,
where the RL model informs a broader planning process, were in minority. Like-
wise, single agent setups were in majority but several adversarial and cooperative
multi-agent approaches were also explored.

From evaluation perspective, all articles used simulation for policy training but
real-world validations were non-existent and results were evaluated either hypothet-
ically or qualitatively instead of empirical evaluations in a relevant environment.

The research contributed to ML and military Al by mapping the state of RL
research in military decision-support systems and identifying priority areas for re-
search and technical innovation. The critical needs exist in explainability, simulator
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integration, continual learning and multi-agent coordination. Regarding simulators,
standardization is called for to enable interoperable simulators and shared data for-
mats to enable multinational collaborations.

While the survey confirms RL potential to improve military decision-making,
despite the challenges of uncertainty, partial observability and adversarial dynam-
ics there are several persisting challenges. These include operational integration,
simulation-to-real world transfer and ethical and legal considerations. Future of
RL will likely be characterized by continued experimentation through simulations
and military exercises and development of modular, interoperable and explainable
RL systems designed in a bottom-up manned. The operational integration calls for
trusted, transparent and explainable systems and closer collaboration between re-
searchers and stakeholders to ensure these aspects.

In summary, the Publication III provides the big picture of RL in military decision-
making in an cross-sectional manner, providing a technology assessment. The Publi-
cation Il is included in the reviewed articles of Publication III, where it is highlighted
as including most uncertainty factors from all the reviewed 20 articles. It brings the
conceptual insights into a single decision-support task within one specified applica-
tion and warfare domain from a technical and practical perspectives. Consequently,
these publications are supplementary researches into the RL paradigm in the mili-
tary context, encompassing the wide spectrum of problem areas throughout different
levels of granularity.

From the CRISP-DM perspective, the major findings between these two publica-
tions relate to the business understanding and data. In both cases, it is highlighted that
the data is scarce, in silos, and often classified, which hampers the research efforts.
From the business understanding perspective, the heterogeneity of research due to
the limitations does not promote an impact that would otherwise be achievable with
more focused efforts and better infrastructure to execute meaningful, operationally
relevant research in close collaboration with military stakeholders. Hence, while
RL exhibits premise to solve complex decision-making problems, advancing from
theory to impact requires further effort, funding and a common framework to en-
able research collaboration between all stakeholders and requirements of end-users
to function towards advancing the state of research and application beyond current
state.

As pointed out in the previous Section 4.1, it also applies to RL that data should
be viewed as a capability. Collecting data from exercises and enabling RLHF [308] in
military systems would be crucial for major advancements. Therefore, the collection,
processing and storing of data should be mandated in the procurement and upgrade
processes of military systems, as well as the interface requirements to enable learning
from human feedback. In this sense it is important to understand that data is not just
the data gathered from sensors, as shown in Figure 8, but also the human insight
should be gathered.
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4.3 Federated Learning

FL, established by McMahan et al. [316], is a machine learning paradigm that en-
ables collaborative model training across multiple decentralized devices or servers
holding local data samples, without exchanging the data. This approach is particu-
larly critical in contexts where data privacy, security, and governance are paramount.
The FL framework addresses three core challenges: it reduces the required commu-
nication overhead and cost as only model parameters are exchanged instead of entire
datasets, it enables mitigating issues with heterogeneity and non-Independent and
Identically Distributed (IID) data, and promotes privacy protection.

As a technology assessment, a comprehensive survey of this rapidly evolving
learning paradigm was conducted. Publication IV, "Emerging trends in federated
learning: from model fusion to federated X learning,” provides a comprehensive re-
view of the field. While not military specific, the study investigates the progression
of FL from Federated Averaging (FedAVG) [316] to more advanced concepts, estab-
lishing the state-of-the-art and future trends. In its basic form, FedAVG objective is
formulated as

K
Z @Fk ), where F(w Z fi(w (34)

k:1 zEPk

In Equation 34, the global model is updated with the average parameter weights
over K clients and a data partitioning Py on client k¥ € K, with n = |Px|. The
data partitioning is done in accordance with the amount of data per client, instead of
uniform random sampling, to mitigate the non-IID setting the FedAVG is aimed to
tackle.

Succeeding model fusion techniques, that are elaborated in Publication IV, in-
clude advanced methods for aggregating local client models to create an improved
global model and vice versa, moving beyond the standard FedAVG algorithm. The
goal is to create a more robust and optimal combined model despite the statistical
heterogeneity of client data. Key approaches in model fusion include:

» Adaptive and Attentive Aggregation: These methods assign client contribution
weights based on performance metrics, such as model parameter distance or
accuracy, rather than simply the quantity of client data.

* Regularization Methods: To mitigate the “client drift” caused by non-IID data,
regularization terms are added to the local or global objectives to constrain the
local training process and enhance convergence.

* Clustered Methods: This approach groups clients with similar data distribu-
tions into clusters and performs model aggregation within each cluster, better
capturing the heterogeneity across the entire network.
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* Bayesian Methods: Probabilistic approaches are used for model fusion, such
as aggregating neurons based on, e.g., maximum a posteriori estimation of
global neurons and minimization of Kullback-Leibler (KL) divergence be-
tween global and local distributions to handle the architectural diversity of
neural networks.

* Fairness: To prevent the global model from being skewed towards over-represented

clients, fairness-aware algorithms adjust the optimization objective to ensure a
more uniform distribution of performance gains across all participants.

Publication IV explores the integration of FL. with other machine learning paradigms

to create more flexible and powerful systems. This combination allows FL to be
adapted to a wider range of real-world challenges. Federated Transfer Learning
(FTL) and Knowledge Distillation (KD) are used to handle statistical and model
heterogeneity. FTL transfers knowledge between clients with different datasets and
feature spaces, while KD allows smaller client ’student” models to learn from a
larger, more powerful server model, accommodating diverse hardware capabilities.
Federated Multi-Task and Meta learning approaches treat each client as a distinct but
related task, which enables greater personalization. In multi-task learning, Separate
models can be trained for each client with some shared structure between models
exploiting related tasks, while meta learning aims to adapt a model to a new task
by, for example, learning an initial shared model and a meta updating scheme. This
allows for the development of models that can be rapidly adapted to new tasks with
minimal data. Federated unsupervised, semi-supervised learning and RL integrations
adapt the FL framework to scenarios where data labels are scarce or non-existent, as
well as for distributed agent-based learning where clients learn from rewards of their
actions.

While the baseline FL architecture inherently improves privacy by keeping raw
data localized, the exchange of model parameters, i.e., gradients or weights, is not
immune to privacy leakage. Adversaries can reverse-engineer sensitive information
from these updates through model inversion [317] or membership inference attacks
[318]. To robustly counter this, FL is frequently augmented with advanced privacy-
enhancing technologies. Differential Privacy (DP) [319] is a prominent mathematical
framework utilized in FL to provide formal privacy guarantees. By systematically in-
jecting calibrated statistical noise into the local model updates before transmission,
or into the global aggregation process, Differential Privacy (DP) obscures the con-
tribution of any single data point. This ensures that the aggregated model does not
memorize or leak individual records, albeit introducing a trade-off between strict pri-
vacy and model accuracy. Furthermore, cryptographic techniques such as secure ag-
gregation [320] or homomorphic encryption [321] are commonly employed. These
methods allow the central server to mathematically compute the aggregated global
model without ever decrypting or exposing the individual, client-specific updates.
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Future directions include on-device personalization, unified benchmarks for eval-
uation, and focus towards unsupervised methods, as these methods require less man-
ual data processing, i.e., labeling, to be effective, as label scarcity is a fundamental
challenge. Other challenges include collaboration of various techniques within the
FL framework, as well as the mitigated but persistent issues with heterogeneity in
both the data, the models and the devices, security and privacy issues, and communi-
cation efficiency. The research points out recommendation systems, healthcare, and,
e.g., open banking as beneficiary real-world applications, but sharing similarities to
military domain due to the impact on stated challenges, FL positions itself as a good
fit for military purposes as well.

4.3.1 FL in military domain

The key characteristics of FL align well with many fields, such as healthcare and
personal devices, but one can argue that the emphasis is possibly the greatest for
military use cases. In a military setting, FL paradigm is highly relevant for train-
ing models on data that is distributed across different units, platforms, or even allied
nations, and where security constraints and policies prevent data centralization and
sharing. Likewise, reduced communication overhead is critical in contested environ-
ments, as military forces face far worse conditions with regard to connectivity than
civilian or enterprise use cases. The military units are usually spread out over a large
theater of operations, where the communications utilize a cascade of methods but are
constantly challenged by the conditions and the very likely by the adversary.

In addition, the military data is at least as heterogeneous as any other real-world
domain, but so are the use cases between different warfare branches, operational
theaters and singular users. To elaborate on previously addressed ML paradigms, FL
can be used, for example, for

* training shared CV target recognition models across allied nations, warfare
branches or units, without sharing classified sensor data

* training RL decision support models in collaboration between several head-
quarters, possibly having also broader supply for RLHF that is explained in
Section 4.4

Hence, the premise of FL in enabling better security and data privacy, handling of
heterogeneous data combined with the possibility for personalized local models and
their presumably elevated applicability to local user needs, as well as the reduction
of communication overhead all serve well-recognized military requirements that pro-
mote secure, robust, and highly relevant ML adaptation through collaboration within
military forces.

As Publication V will propose in the next section, FL is a powerful solution
for developing a state-of-the-art military base model, i.e., a family of shared global
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models. The analyzed solutions, such as FTL, KD and meta learning answer the
individual, national or force-specific needs between allied countries while simulta-
neously preserving data privacy and reducing communication overhead. Therefore,
FL offers a framework to provide forces with different features but a common objec-
tive to improve on their individual needs, and FL can be deemed as a potent research
area to enhance the development and adaptation of military Al systems. Likewise,
enabling distributed training can help solve the data scarcity issue to an extent. The
distributed, heterogeneous computational resources and hardware requirements also
support the claim, while simultaneously providing a more robust, distributed archi-
tecture to withstand a possible conflict scenario, in which the adversary is certainly
likely to target concentrated Al capabilities such as large data centers.

From the CRISP-DM perspective, FL can be seen as the collaboration and co-
operation of multiple parallel processes, which all handle their respective data in
their respective systems, but share at least some business understanding or doctrinal
task that can be enhanced by distributing the modeling efforts to all participants. FL
counters several issues from the data understanding to modeling, as it aims to han-
dle heterogeneous, non-IID data, in a distributed manner, but requires governance,
standardization, and infrastructure to be realized effectively.

4.4 Generative Artificial Intelligence

Generative Al is a subfield of ML that aims to produce ML models which generate
new, synthetic data based on their training data. Bishop and Bishop [173] do not treat
GenAl as a single technique but as a family of modeling strategies whose common
goal is to learn a data-generating distribution capable of synthesizing novel sam-
ples, optionally under user control through conditioning variables. This perspective
makes “generation” a probabilistic task: the object of learning is p(x) or condition-
ally p(x|c), while the practical question is to define, train, and sample from models
that approximate such distributions well enough to produce convincing data or to
support downstream inference.

This section explores first NLP, as it has a strong link to generative text models
and current trend of utilizing LLMs, after which the focus is directed to generative
models.

4.4.1 Natural Language Processing

NLP refers to processing human language with a computer. Many NLP applications
are based on probability distribution over sequences of words, characters, or bytes,
in natural language. For example, fixed-length sequence based n-grams [6] are com-
binations of words, or tokens, with n tokens for each and they can be used in parallel,
for example 2-grams and 3-grams. In essence, the n can be viewed as the context
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window from which the context is derived from. These combinations of n length are
used to define a conditional probability of the n-th token, a discrete entity represent-
ing, e.g., a word or a character, given the preceding n — 1 tokens as displayed in the
training set. The fundamental limitation for this simple approach is the dimension-
ality, where even a large training set and modest n, most n-grams will not occur in
the training set, resulting in zero probabilities and non-sensible outputs. This is due
to the sparsity of natural language, where words can be combined in combinatori-
ally vast and creative ways. If a combination is not included in the training data, it
receives a zero probability, failing to generate a sensible continuation. Succeeding
Neural Language Models (NLMs) were designed to overcome the curse of dimen-
sionality problem with a distributed representation of words, called embeddings, not
unlike hidden layers of CNN, representing words as dense vectors in a continuous,
multi-dimensional space.

For neural machine translation, the early approach was to use an MLP for the
common input-ouput training, so that the model would translate the received input
into the target language. The problem is that for an MLP the sequences have to be of
fixed length, which is gravely suboptimal for natural language. However, Recurrent
Neural Network (RNN) have the ability to accommodate variable input and output
lengths, as the recurrent network outputs the next token based on the certain slid-
ing window that it uses to process the input [6]. For natural language, an RNN or
CNN can be used to encode an input sequence to capture the context, which is then
decoded into the target language with an RNN. This approach also requires a fixed-
size representation and it is difficult to grasp all semantic details of a long input. The
alternative is to produce the output in the sequential manner described, but focusing
on different parts of the input for each output to consider the semantic details effec-
tively. This mechanism, where different parts of the input affect the output, is called
attention, essentially a weighted average over feature vectors and weights associated
with each input position [6; 322; 9]. An early transformer-based solution that utilizes
self-attention was Bidirectional Encoder Representations from Transformers (BERT)
[323], which improved for example translation accuracy considerably, and acted as
an early implementation of the larger generative language models that are addressed
below.

4.4.2 Generative Models

The conceptual base for GenAl is latent-variable modeling. With discrete latent
variables Bishop and Bishop [173] show how marginalizing over hidden assignments
yields mixture distributions. The hidden assignment is the process of assigning each
individual data point to one of the discrete categories it has learned. When using
continuous latent variables, however, the conceptual framework shifts to a manifold
viewpoint. This approach posits that complex data, such as realistic images, does
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not fill its high-dimensional space randomly but is concentrated on a much simpler,
smoother surface, i.e. a manifold, with the continuous latent variables serving as a
coordinate system for this underlying structure.

GAN is an nonlinear latent-variable approach, where the generator transforms la-
tent noise z ~ p(z) into data space while a discriminator provides the training signal
by learning to distinguish real from synthesized examples. The generator learns ad-
versarially by aiming to minimize the difference detected by the discriminator [173].
While GANSs do not typically offer a tractable likelihood, their implicit distribution
and adversarial objective can yield high-fidelity samples.

The second approach, normalizing flows, constrains the generator to be invert-
ible, allowing exact log-likelihoods via the change-of-variables formula p, (z|w) =
pz(g(x|w))| det J(x)|, where J(z) is the Jacobian matrix of partial derivatives
% [173]. It enables straightforward maximum-likelihood training without like-
lihood approximation. The latent and data spaces must then have the same dimen-
sionality, placing a structural cost on the approach. The third alternative approach
includes autoencoders and Variational Autoencoder (VAE). Autoencoders are a use-
ful, non-probabilistic precursor to VAE, which restore a generative interpretation by
learning both an approximate posterior ps(z|z) and a generative model py(z|z). The
final approach, diffusion models, also known as denoising diffusion probabilistic
models, inverts a multi-step corruption process. In the process, data is gradually per-
turbed towards a simple noise distribution and a NN is trained to reverse this process
step by step. It can be viewed as a hierarchical VAE with a fixed encoder defined
by the noise process and a learned decoder, and its training is stable and scales ef-
fectively on parallel hardware. Diffusion models are currently the state of the art in
image domains.

While diffusion models are the current state of the art for images, transformer
based LLMs are the text equivalent. Text models, specifically autoregressive trans-
formers, are generative in the strict probabilistic sense. These models factorize a
sequence distribution into token-level conditionals and sample one token at a time,
where token is the mathematical representation of a word or a syllable, in this case
[173]. LLMs are generative models over discrete token sequences. Given a prefix,
denoted x1.;, the LLM defines a conditional distribution p(z;41|x1.¢), which means
that the probability for the next token x; is calculated based on the preceding to-
kens from 1 to ¢. The model is trained to maximize the likelihood of the next token
across the vast corpora it has been trained on. The sampling from the learned distri-
bution outputs open-ended text, which can be conditioned on prompts as displayed
in practice with the literature review analysis in chapter 2.

A decisive architectural shift was brought by the introduction of a self-attention
mechanism [9], which replaces recurrence with parallelized attention over token
positions and adds positional encodings to retain word order. Decoder-only trans-
formers implement the autoregressive factorization used for text generation while
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encoder-decoder variants handle conditional generation such as translation and sum-
marization within the same attention framework. Still, the core learning signal is
next-token prediction.

The tokenization bridges raw text and model inputs by providing said repre-
sentations of words or other inputs. The design choice of tokenization, for exam-
ple between byte-pair encoding [324; 325] or SentencePiece [326] balance open-
vocabulary coverage with manageable vocabulary sizes, and shape the discrete space
over which the distribution is learned.

Empirically, increasing model size, data, and compute improves LLM perplexity
and downstream generalization, as explained by scaling laws [327]. Scaling, along
with broad, self-supervised pretraining, has resulted in foundation models. These
models are systems trained on broad data and at scale, which has enabled adapta-
tion to many tasks through prompting or lightweight fine-tuning. Regarding founda-
tion models, the transformers with attention mechanism are the currently dominant
paradigm [173].

The trained, raw LLMs optimize the said likelihood of the next token, not usabil-
ity. To enable a system that can, for example, follow guidelines and execute tasks, the
pretrained model needs post-training stages such as instruction tuning or multitask
prompted training on instruction-formatted datasets [173].

Likewise, RLHF [308] can be used to align the model with human preferences
over outputs for which the base model is optimized. The core of RLHF relies on
training a reward model 74(x,y) parameterized by ¢, which takes a prompt x and
a generated response ¥y to output a scalar reward. In their seminal work, Christiano
et al. [308] followed Bradley-Terry (BT) model, formulating the cross-entropy loss
between the predictions and human labels as

Lpr()=— >  p)logPlo’ = 0’|+ u(2)log Plo® - o], (35)
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and 7 is a preference-predictor, D is a database of triples (o', 02, 1), where o and o2

are the two segments or sequences of observations o; and actions a; over a segment
of time as Christiano et al. [308] applied this on a continuous RL environment, and
w is the distribution over {1, 2} that indicates which one the user preferred.

To improve training efficiency and prevent overfitting in LLMs, modern ap-
proaches like InstructGPT [328] generate K different responses for a single prompt.
Given a dataset where a human annotator ranks these K responses, the reward model
is trained using a pairwise ranking loss, denoted here as L,,,x. The loss function is
formulated to evaluate all ([2( ) pairs for a given prompt, maximizing the difference
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in expected reward between the preferred response y,, and the rejected response y;
in each pair:

Lrat(6) = = iy Elnea D080l ) ~role )l GO
2

where D is similarly the dataset of human comparisons, rg(x,y) is the scalar
output of the reward for prompt x and completion y under parameters 6, while .,
is the preferred completion between ,, and y;. Once the reward model is trained, a
reinforcement learning algorithm uses this reward signal to fine-tune the LLM policy
to generate responses that maximize human preference.

To avoid repetitive and dull responses from the LLM, stochastic truncation meth-
ods such as top-k and top-p sampling are used to improve diversity by sampling
among the probable region of the distribution. This can be controlled by alternat-
ing temperature parameter, which controls the randomness of the output, repetition
penalties and other constraints.

Furthermore, the responses can be grounded using Retrieval Augmented Gener-
ation (RAG) [329], which is also explored in the context of military applications in
Publication V. RAG is a paradigm that mitigates hallucinations [22], i.e., erroneous
generation, and data staleness. Formally, RAG consists of two core components: a
retriever p,(z|x) with parameters 7, and a generator py(y|z, ) with parameters 6.
Given an input query sequence z, the retriever searches a large document index to
return a set of top-K relevant text chunks, denoted as z. The generator then condi-
tions its output sequence y on both the original query x and the retrieved context z.
The probability of generating a target sequence ¥ is approximated by marginalizing
over the highest-scoring retrieved documents:

N
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By injecting external, verifiable knowledge z into the generative process, RAG
allows the model to utilize tools such as external Application Programming Inter-
faces (APIs) for lookup, calculation, and code execution. This anchors the prob-
abilistic text generation closer to the source data without requiring other measures
such as retraining the parameter weights 6.

4.4.3 GenAl in military domain

GenAl represents a recent and significant development in the field of Al, character-
ized by models capable of creating novel content and following instructions rather
than simply analyzing or classifying existing data. These models, most notably foun-
dation LL.Ms built on the transformer architecture, can produce and process human-
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like text, images, code, and other forms of data. This has led to a proliferation of
applications that are rapidly altering both civilian and military domains. In the mil-
itary context, the potential of GenAl extends from enhancing intelligence analysis
and report generation to creating synthetic training data and augmenting command
and control systems.

This dissertation explores this disruptive technology by identifying its current tra-
jectory and potential impact on defence. Publication V, ”"GenAl in Military: Trends
and Opportunities”, provides a dedicated analysis of this topic. The structured re-
view of recent literature (2022-2025) on GenAl in military applications reveals a
significant disconnect between state-of-the-art academic and private innovations and
practical defence adoption. While GenAl shows clear potential to enhance, for ex-
ample, decision-making, simulation, and cyber security, current research is largely
experimental and highlights two major obstacles: reliance on partially unsuitable
proprietary models and lack of military-specific resources and infrastructure, such as
datasets and military-secure computation capacity. To bridge this gap, a collabora-
tive approach to developing a family of military-specific base models using federated
learning is proposed as a key path forward.

Analysis of recent application studies shows a dual trend in military GenAl re-
search. The first involves leveraging large, proprietary, off-the-shelf models (e.g.,
GPT-4) for high-level decision-support tasks. These models have been used to ac-
celerate COA generation and to create multi-agent simulations for analyzing histor-
ical battles and strategic conflicts. The second trend involves fine-tuning smaller,
open-weight models for narrow, domain-specific tasks, such as military equipment
entity extraction and automated data tagging for cybersecurity frameworks. Concep-
tual research complements these applications by proposing strategic frameworks for
GenAlI’s role in military competition, cross-domain ethical principles, and collabo-
rative architectures.

A primary finding is the disconnect between the cutting edge of GenAl research
that is driven by industry and academia breakthroughs like the transformer with at-
tention mechanism itself, MoE architectures, unsupervised reinforcement learning,
and models capable of test-time learning, and their limited adoption in military stud-
ies. This gap is largely due to significant operational, ethical, and security barriers.

The analysis identifies two major obstacles to successful GenAl adaptation in the
military:

* Reliance on proprietary models: Large proprietary models, while powerful,
are unsuitable for critical military use as-is. They lack explainability due to
their vast size and undisclosed training data, and they exhibit undesirable be-
haviors, such as a tendency toward escalation in simulations, because they are
not necessarily aligned with military doctrine.

» Lack of resources and infrastructure: The immense data and computation re-

72



Machine Learning research areas

quirements for training foundational models from scratch are significant bot-
tlenecks. Even when fine-tuning smaller models, their performance falls short
of larger systems, and their applicability is limited. This is compounded by the
scarcity of military-specific datasets and benchmarks for proper evaluation.

These limitations do not concern large, technologically advanced nations in the
same manner it concerns smaller ones or those lacking sovereign computation and
data resources. For example, Anthropic has deployed Claude Gov models for na-
tional security customers in the United States [330], stating that these were built on
direct feedback from government customers. Similar statements have been given
by other large Al companies including OpenAl, Google and Meta [331; 332; 333].
While this highlights the inherent issues of proprietary, off-the-shelf models, the dis-
played service and supply of governmental models is only convenient for a large
customer with national hyperscaler companies to provide the services and deploy-
ments without risking sovereignty. Both of the aforementioned obstacles hold for
nations with more limited resources and technological sovereignty.

From the CRISP-DM perspective, the obstacles can be perceived from multi-
ple points of view. It can be argued that the current process of creating capable
GenAl models with readily available internet data inherently lacks the operational
understanding, the data understanding, the modeling insight and perhaps foremost
the evaluation. While these models have been proven useful in military tasks as well,
the exhibited military understanding is shallow, starting from the corpus and tactical
insight that exists in the available training data. To improve such models, military-
specific data sets for base or foundation model training and instruction-tuning cannot
be fully produced on behalf of military forces, as the required data has to serve the
desired tasks, the proper corpus and the thought-through military intent.

To overcome these obstacles, the development of a family of military-specific
base, or foundation, models, such as a "NATO base model”, is identified as a top pri-
ority for allied nations. This would require collaboration with industry and academia,
as well as investment in data, computation, and personnel. A key enabler for this is
FL, which is proposed as a secure, system-level architecture for training LLMs col-
laboratively. Under an FL paradigm, allied nations could train a shared global model
using their own local, sensitive military data without ever exposing the data itself.
This approach would address critical issues of data privacy and ownership while re-
ducing communication overhead and issues with heterogeneous data, enabling the
creation of robust, client-specific military-grade Al capabilities. In the best case
scenario, military-specific foundation model could be utilized to serve narrow and
user-specific problems with greater efficiency than aiming to leverage larger, general
models in a variety of tasks.

Additionally, the instruction-tuning data should be generated and stored in oper-
ation. This means that military forces would require information systems that store
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the data that leads to a conclusion to create proper instruction-output datasets. For
a simplistic example, within a particular MDMP, there are certain inputs that lead
to certain types of COAs. In order to enhance the COA preparation, the data from
inputs to suggested alternatives for actions should be stored. This, of course, neglects
to an extent the chance to produce greater variance and makes the model converge
towards a certain way of tactical or strategical “thinking”. To enable further devia-
tion, the systemic approach can be split into two parallel approaches: a legacy-based
approach that aims for feasibility according to known doctrines, and exploratory ap-
proach that aims to leverage at least partially different knowledge-base to generate
more ungrounded solutions.

4.5 Ethical considerations regarding Al systems

In the wake of wide-spread adaptation of Al-based or -enabled systems in the military
the ethics of automation in warfare have been considered. As shown in chapter 2, the
regulatory field is still in its infancy, and legal guidelines are scarce. However, West-
ern nations widely share the idea presented in U.S. Department of Defense [124]: a
human must be responsible for the use of lethal force. This has been echoed in other
nations as well, for example, in the Finnish government defence report, which states
that “While the decision to use lethal force must always be made by a human, the
appropriate level of human involvement will not in all situations require on-line com-
munications connection if responsible behaviour is ascertained in other ways.” [334].
The very same report declares that ethical and juridical challenges of artificial intel-
ligence must be resolved. Despite the consensus on the matter, the outspoken intents
have not driven other ethical guidelines apart from the dictated human oversight.

The form of meaningful human control” has been debated and researched [335],
but propositions in general still share the idea that human control and oversight are
fundamental concepts for the safe deployment of autonomous weapon systems. For
example, the meaningful human control is perceived to include three components:
that humans make informed, conscious decisions, that humans have sufficient infor-
mation to ensure compliance with requirements of law, weapons, and context, that
the weapon itself is designed and tested in realistic operational environment, and that
humans are properly trained to ensure the judicious manner [336].

Publication VI claims that the use of Al in military systems creates a fundamen-
tal ”Catch-22"-like paradox regarding reliability and human oversight. This dilemma
places human operators in an untenable position, making them responsible for sys-
tems that are designed to outperform them. A proposed solution involves an ideolog-
ical shift in the human-machine relationship, which reframes the human’s role from
one of scrutiny to one of support.

The central paradox emerges from two conflicting requirements:

* The need for perceived reliability: For an autonomous system to be deployed
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and trusted, it must be perceived as exceptionally reliable, to the point that it
surpasses human judgment.

* The requirement for human oversight: Legal and ethical mandates, such as the
U.S. Department of Defense Directive 3000.09, require that a human operator
exercise “appropriate levels of human judgment over the use of force”.

This creates a paradox: the perception of high reliability needed for deployment
undermines the rigorous questioning required for meaningful human oversight. An
operator is unlikely to question a system that seems to operate flawlessly in most
cases. This leaves the human operator in an impossible role: either they apply too
much distrust and nullify the AI's performance advantage, or they apply too little
and become a ”surrogate scapegoat” for the system’s errors. This results in a critical
failure in the deployment and evaluation stages of CRISP-DM, but not from a tech-
nical perspective. The current model for deployment, requiring human oversight, is
flawed as it misunderstands the operational goal of leveraging superhuman perfor-
mance instead of replicating human performance. Likewise, the evaluation stage is
flawed if it focuses on the Al system instead of the actual human-machine team that
creates the operational capability in cohesion.

The root of this dilemma is identified as the “’perceived sanctity of human intel-
ligence”. This analysis contrasts the ideal of “humane” action with the reality that
human cognition is flawed by biases, emotion, and fatigue. A properly programmed
Al free from these distortions, could potentially adhere more objectively to ethical
guidelines. Furthermore, machines are often held to a much higher standard of flaw-
lessness than people, with every autonomous accident receiving harsh scrutiny while
widespread human errors are more accepted.

To resolve this dilemma, an ideological shift in the human-Al relationship is
proposed, outlined in a three-step model:

* Acknowledging the limitations of human cognition

» Aligning idealistic expectations with realistic Al capabilities, basing accep-
tance on measurable improvement over the human baseline

* Shifting focus from the “means”, i.e., technology, to the “results”, i.e., the
improved outcomes

This shift reframes the interaction from the human oversight of a machine to hu-
man support for an intelligent system. In this model, the human’s primary role is not
to second-guess the Al’s every decision but to cover its "’blind spots” by providing
additional, context-rich information that the system might lack. This process creates
a feedback mechanism not very distinct from RLHF, but one performed during infer-
ence with a direct impact on the current output. The critical question for the human
becomes: “Does he or she know something the system does not?”, i.e., what are the
limitations of the data pipeline and how can that impact the system. This approach
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aims to leverage the distinct strengths of both human and machine intelligence for
more effective and genuinely “humane” outcomes.

It can be argued that the very notion of putting humans to safeguard systems that
are supposed, and expected, to outperform them in the same task is more idealistic
than realistic. The approach, by design, hinders the ability to use the system to the ca-
pacity where it exceeds human performance: it can be said to strap the benefits of Al
and ML to the maximum performance enabled by humans. The more beneficial, and
thus arguably favorable from military perspective, approach is to recognize the limits
of both, the human and machine, and enable both of these to contribute to the task in
maximum respective capacity. As such, the suggested solution also hints guides to
accept the imperfectness of all systems and models, which allows for more transpar-
ent and realistic conversation regarding Al systems such as autonomous drones and
Al agents. This approach could also enable advancing the regulatory and juridical
aspects without the risk of falling behind in the so called Al arms race.

4.6 Testing, evaluation, validation, and verification

Test, Evaluation, Validation and Verification (TEVV) practices have been a founda-
tion for many fields, from robotics to software engineering, and it is just as crucial for
ML and Al. Within the CRISP-DM framework, it is confined to the evaluation step,
but the complete process includes a variety of angles in addition to mere evaluation
and testing of a particular ML model [337].

The testing, as in ML training, is usually done by executing the model on a set
of inputs to enable analyzing the resulting outputs. In evaluation, the empirical test
results are reviewed against a testing criteria to assess the performance of the model
from quantitative and qualitative perspectives. After evaluating metrics, verification
aims to demonstrate that the system conforms to specifications, i.e, that is was “’built
right”, and validation that it fits to the intended operational context. Overall, TEVV
is not a single event but a continuous process that aligns with, e.g., CRISP-DM. As
a simple example, an inference model can be used to classify a test set of images to
produce empirical evidence, which is then analyzed with testing criteria, and then
verified and validated for the intended context.

As an ML specific TEVV twist, deviating from traditional software, ML learns
patterns from data, and as a result the data is an integral part of the specification.
Quality, representativeness, provenance, and lineage must be tested and documented
for proper TEVV. The ML performance is distribution dependent and systems em-
ploying ML models may fail under distribution shift, as with different sensors, weather,
and deception. Likewise, the calibration of out-of-distribution detection for anomaly
detection and mitigation is important.

Al and ML solutions also bring about new threat vectors to systems, for example
adversarial examples [294], data poisoning [220; 338], and inverse attacks [317].
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Likewise, cumulating new data and updating models invalidates prior assurance or,
at least, provokes re-evaluation and testing.

Drawing from this widely applied TEVV practice with a long history in other
technical fields there are currently multiple, complementary standards and policies
that anchor TEVV for Al:

* NIST AI Risk Management Framework (Al RMF 1.0) [339] provides out-
comes and practices to drive trustworthy Al, which ought to be valid, reliable,
safe, secure, resilient, explainable, privacy-enhanced, fair and harmful bias
managed, and explicitly recommends testing and monitoring across the lifecy-
cle with a risk-based approach.

* ISO/IEC 23894:2023 [340] gives process guidance for Al-specific risk man-
agement (hazard identification, risk analysis/evaluation, treatment, and moni-
toring), integrating TEV'V evidence into risk decisions.

* ISO/IEC 42001:2023 (AIMS) [341] establishes an Al management system
standard that institutionalizes governance, role ownership, and continuous im-
provement, providing organizational scaffolding for repeatable TEVV.

* EU Artificial Intelligence Act (2024) [24] requires risk management, high-
quality data governance, technical documentation, transparency, human over-
sight, and post-market monitoring for high-risk systems; conformity assess-
ment hinges on TEVYV evidence.

* Defence acquisition policy DoDI 5000.89 [342] defines Test and Evaluation
(T&E) policy across acquisition pathways, while DoDI 5000.98 [343] gov-
erns Operational Test and Evaluation (OT&E) and live-fire T&E, emphasizing
science-based Test and Evaluation Master Plan (TEMP) or T&E strategies, se-
quential testing with Bayesian or similar inference methods, and integration of
developmental, cyber, and operational evidence.

These frameworks converge on a consistent view that TEVV must produce au-
ditable claims, arguments, and evidence that a system is sufficiently safe, effective,
fair, secure, and reliable for its intended use, but defence Al is mainly excluded. As
pointed out in chapter 2, the laws and regulations for defence Al are still in infancy
and close to non-existent, apart from certain guidelines for LAWS. For example, the
EU AI Act [24] rules out military AI. TEVV for defence Al has to draw applicable
procedures and solutions from the existing framework and adopt it to the military
and defence context.

In order to execute TEVV for defence Al, the operational context has to be de-
fined so that, e.g., the intended environment, platform, sensors, conditions, and hu-
man roles are considered, as well as the current doctrine, CONOPS, and possible
SOPs. The test design and scenario coverage has to rely on this thorough context,
simultaneously enabling all the TEVV steps.
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4.7 Field observations from Ukraine

Author spent ten days in Ukraine, Kyiv region, between 15th and 25th of July 2025,
meeting and collaborating with both local and international entrepreneurs, military
personnel, academia and defence technology startups. The main purpose of the visit
was a startup venue participation, which aimed to connect novel ideas to battlefield
needs as well as suppliers to procurement managers.

While most of the details cannot be disclosed, there were several effecting obser-
vations regarding the use of Al and ML models.

First and foremost, the perceived use of GenAl capabilities was nonexistent. The
main focus of effort was in CV, GNSS independent navigation, and tracking. As
the current frontline combat is dominated by drones, electronic warfare capabilities
have become extremely important. This is due to the fact that the drones are piloted
by soldiers, and the most cost-effective countermeasure is to sever the connection
with, for example, jamming. Same applies to GNSS based navigation for long range
targets: jamming GPS signals is relatively easy even on large scale.

Due to these combat realities, the main focus for drone development was on
GNSS independent navigation, which is usually based on CV methods of identifying
the map location from the visual information available. This usually requires upload-
ing satellite mapping or drone imagery from the area of operations before hand, so
that the drone can perform cross-checking navigation on the edge, without connectiv-
ity back to a pilot. Essentially, the idea is to compare the drones camera view to the
uploaded map, and infer the most probable location. The accuracy can be enhanced
with sporadic GNSS signals (fixes) or ground beacons that enable triangulating the
position.

For both situational picture compilation and engagement, the automatic identi-
fication of targets is an essential task. All the companies met that were developing
automated tracking and engagement properties relied on YOLO models, or possi-
ble derivatives and alternatives, that were tuned for the particular purpose, such as
engaging enemy drones. After classifying and identifying a target, the drone could
approach it by aiming to keep it in the center of the field of view while proceeding
directly towards the camera direction. In an interception mode, trying to catch a fast
target mid-flight, a simple heuristic can be used. For example, at sea, a collision is
deemed visually imminent if another ship is in the starboard or port quarter and the
vector to that ship does not change over time. Similar heuristic can be applied to the
drones, to keep the target in a fixed angle to ensure a simple optimization to collide
with the target.

Only a few companies stated that they focus on collecting data from the field
and utilizing that in their AI or ML efforts. This seemed like a highly sensitive
topic, so the analysis is largely speculative. However, simultaneously, the cooper-
ation between the industry and frontline units seemed seamless but heavily siloed.
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The coordination of efforts, to avoid overlap and having a concentrated effect, was
not imminent. Simultaneously, despite its tragic nature, the conflict itself is the most
prominent field to gather operationally relevant data for Al development. The config-
urations of drone pilot stations did support collecting the video data, for example, but
it was also indicated that the data is not exploited afterwards, at least in a coordinated
manner.

While these observations are bound to cover only a fraction of the activities on-
site, both spatially and temporally, they still confirm certain findings of this dis-
sertation. First, ML development relies heavily on transfer learning by leveraging
pretrained foundation models, especially in CV, and fine-tuning those to perform in
a military-specific task such as navigation or engagement. Second, the integration
from state-of-the-art breakthroughs to battlefield deployment is not a plug-and-play
fit. Third, all of the observed development and innovation was focused on identified
bottlenecks in current operations echoing a classic weapon-countermeasure devel-
opment cycle. This is most likely due to the reality of the ongoing conflict, where
innovations stem bottom-up from concrete problems on the battlefield and tactics.
While understandable and effective on the battlefield for immediate survival, real-
izing a broader revolution in Al enhanced warfare requires systemic, far-reaching
efforts that aim to integrate and transform the higher levels of the military informa-
tion system of systems.

4.8 Summary of Findings

Across all the analyses, the decisive factor is not a specific algorithm but the system
around the model: data itself, data pipelines (including feedback), interoperable sim-
ulators and tooling, privacy-preserving collaboration, non-IID data, heterogeneous
environments and use cases as well as evaluation in relevant environments. When
these are left to little consideration the results are meager and even strong Al mod-
els underperform. When these factors are considered and amplified, the researched
paradigms (CV, RL, GenAl, FL) can be combined to deliver comprehensive military
capability with a decisive impact. As the fundamental aspects and root causes are
similar for each paradigm, this finding can be generalized to consider all existing
and emerging Al paradigms and research areas. The unifying imperative is to treat
data as a first-class capability and engineer the end-to-end learning loop displayed in
Figure 9.

The dominant constraint through all research areas is data quantity, quality and
availability. CV in sonar results, RL in littoral warfare as well as overall decision
support systems, and GenAl for defence all converge on the same bottleneck: scarce,
fragmented, or unsuitable data. Therefore, data capability is the central thesis. As
noted in Subsection 3.2.2, a capability is defined not as a platform or system itself,
but as the ability to execute a military task and generate fighting power. While data
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is simply an inert asset and cannot be defined as a capability in itself, the concept
of a data capability transforms it into an active military function. A data capabil-
ity denotes the systemic ability to collect, govern, and exploit data. Data capability
should enable the execution of algorithmic tasks and the continuous improvement of
systems, or systems of systems, with Al. In operational terms, this data-driven, con-
tinuous improvement translates into strategic, operational, and tactical superiority, a
goal framed in contemporary discourse as closing the kill chain [163], compressing
the OODA loop, and securing a decision advantage.

It has also been suggested that the data quality is more crucial than data quantity,
as well curated, carefully crafted small data sets can yield impressive results [344;
345; 346] despite training with considerably fewer samples. As an adversarial result,
threats such as data poisoning are also feasible with very small, targeted data sets,
that at least for LLMs are able to bypass safety measures and enables the model to
comply with harmful requests [338].

All paradigms and research areas require feedback signals, whether labels, re-
wards, preferences or federated gradients. This creates concrete requirements for
systems to establish data capability, specifically the infrastructure to collect opera-
tional data and train Al models. Novel warfare and military information systems de-
picted in Subsection 3.2.5, from combat to managerial functions and from technical
to strategic levels, should be designed to support the accumulation and exploitation
of high quality data, preferably with annotations and other metadata, at scale. Ex-
panding the observations regarding the data, evaluation requires benchmarks. For
example, foundation models in GenAl are measured over various benchmarks, but
military requires its own benchmarks to test both proprietary models as well as pos-
sible own developments in the field, in a conceptually similar manner to traditional
military field tests, though the validation of intelligent, probabilistic systems is con-
siderably more complex than testing conventional military systems such as kinetic
assets.

On the other hand, while benchmarks or other test sets provide a shortcut to eval-
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uate model performance, it may also create a spiral of convergence of solutions, as
the benchmark results create requirements that need to be met and preferably sur-
passed, as is intended. Recently Gu et al. [347] pointed out that medical benchmarks
seem to be measuring wrong things, and that LLM/LRM performance is very brittle.
Their paper worryingly notes that LLMs provided correct answers even when re-
moving critical parts of the input such as images. This indicates that the models have
learned the answers by heart”, i.e., via rote memorization, instead of understanding,
a test taking strategy that is shunned in human higher education.

The TEVV and benchmark approach needs to be carefully considered for each
use case, especially with regard to high level decision support, as the other upside of
applying Al consists of creating novel solutions. In the field of defence, novel solu-
tions in, for example, decision making may create considerable tactical, operational
or even strategic edge over the adversary. If the Al models are constraint to a certain,
narrow distribution of known solutions, the evaluation ensures that novel solutions
cannot be encouraged by the deployed Al systems. The tradeoff between measur-
able certainty of outcomes against the unforeseeable benefits of variance needs to
be carefully considered, preferably implementing the solution on two parallel rails:
the approved go-to solution and the possible, creative solution that stems from the
margins of the probability distribution.

Regarding other weaknesses, distribution shift is a shared issue over all research
areas. CV brittleness, RL generalization failures, GenAl erroneous generation, and
FL client drift all stem from mismatch between training, deployment and use. Aug-
mentation, self-supervision, and uncertainty estimation are crucial elements in bridg-
ing Al capabilities to operational reality. Additionally, the infrastructure is lacking.
RL requires simulators, CV and GenAl need curated data in vast quantities or impec-
cable quality, as well as metadata schemes, while FL requires secure orchestration
as well as network and device management. Lack of standards blocks multi-nation
collaboration and repeatable evaluation, as seen with the absence of unified military
benchmarks.

Rapid adaptation via transfer learning and fine-tuning generally outpaces the
building of narrow base models in all fields, provided that the expertise, domain data
and infrastructure exist. Likewise, explainability and trust are universal requirements
for all research areas, as users require trust, confidence calibration and rationale. Oth-
erwise, systems stall at proof-of-concept level. It is proposed that human—machine
teaming should be designed for support rather than brittle “oversight”, which neces-
sitates trust calibration but also insight to the Al systems functioning. This necessi-
tates technical understanding and expertise for the personnel, so that the advanced Al
systems are not perceived as black box solution automatons but rather as inference
machines that operate under certain limitations, requirements and constraints.

On a final note, the influential essay from Richard Sutton, “The Bitter Lesson”
[348], posits that the two methods that ’seem to scale arbitrarily” are search and
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learning. He argues, with the academic weight of being one of the most celebrated
pioneers of RL, that sophisticated solutions that mimic human knowledge or cog-
nition usually fail, in time, against search and learning backed up by large enough
computation capacity. The essay highlights ’the great power of general purpose
methods” as the key takeaway from the 70 years of history in Al and ML. An ob-
vious counterargument would highlight the transformer architecture and its current
triumphs, but it can also be described as a novel way to search vast knowledge bases
after learning a comprehensive representation of them. Suttons idea underpins the
example laid out in Figure 9 and the conclusions of the following chapters: there has
to be data to learn from, and there has to be an environment to search within. What-
ever the algorithm or the model architecture, these principles hold, and according to
Sutton, in due time given computation, robust data capability, and suitable simulation
environments, it is inevitable that general methods to scale into the next generation
of Al achievements.
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5 Contribution of this thesis

The research presented in this dissertation addresses the challenge of developing and
integrating machine learning capabilities within the military domain. The contribu-
tions are not confined to a single technical area but span conceptual, technical, appli-
catory, and ethical dimensions and considerations, backed up by field observations
in Ukraine described in Section 4.7.

5.1 Publication |: Deep Mix: Al in Littoral Sonar Oper-
ations

5.1.1 Summary

Publication I investigates the application of deep learning techniques to enhance
naval MCM operations in the challenging littoral environment of the Baltic Sea. The
primary goal is to automate the detection and classification of underwater objects
from Side Scan Sonar (SSS) imagery, aiming to reduce the workload on human op-
erators and speeding up the overall mine hunting process. The authors explore the ef-
fectiveness of several Al models, including CNNs and ViT, for this task. A key focus
of the research is the development of a MoE system, which combines the strengths
of multiple models to improve classification accuracy. The paper also emphasizes
the importance of explainable Al (XAI), using methods like Grad-CAM to provide
visual feedback to operators, ensuring the system is transparent and operationally
useful.

5.1.2 Methods and Data

The research utilized a unique, operationally relevant dataset provided by the Finnish
Navy, consisting of 1,299 processed side-scan sonar images collected with a Klein
5500 system. The images are categorized into four classes:

Mines, Mine-like Contacts (MILCOs), Rocks, and Wrecks. Due to the limited
size of the dataset, data augmentation techniques were employed to expand the train-
ing set.

The study’s methodology involved several machine learning models:

* Baselines: A SVM and a RF were used as classical baseline models for per-

83



Lauri Vasankari

formance comparison.

* Deep Learning Models: The core of the research involved transfer learning
with pre-trained models, specifically the VGG16 and VGG19 CNN architec-
tures and a ViT (ViT-B/16).

* MoE: The primary contribution was testing an MoE framework that combines
the outputs of the best-performing models (VGG16, VGG19, ViT, and SVM)
using a gating network to weigh their predictions to improve overall accuracy.

The models were evaluated on two classification tasks: a four-class problem and
a three-class problem where the "Mine’ and "MILCO’ classes were combined to
reflect operational procedures.

5.1.3 Results and contribution

The experimental results demonstrated the difficulty of the classification task, with
individual models achieving modest performance due to the challenging nature and
limited size of the dataset. The Vision Transformer (ViT) generally outperformed
the VGG models and the baseline SVM.

The main contribution of this work is the successful application of the MoE
framework, which significantly improved classification performance over any sin-
gle model. The best-performing configuration, a three-expert MoE (MoEv3) on the
three-class task, achieved an overall accuracy of 73.29%. This result, while lower
than accuracies reported in studies using cleaner or synthetic data, is significant given
it was achieved using real-world, operational data from the cluttered Baltic Sea en-
vironment.

Furthermore, the paper successfully demonstrated the feasibility of adding an
explainability tool for operators. By using Grad-CAM and attention heatmaps, the
system can visually highlight the regions in a sonar image that led to a particular
classification, providing valuable and transparent decision support for MCM oper-
ations. This research is reportedly the first to apply a transformer architecture and
an MoE framework to mine detection using real-world sonar data from this specific
region.

5.1.4 Author’s contribution

Author was in charge of the research project and the methodology, contributing to
model implementation and evaluation as well as writing, editing and submission of
the final report. Author also applied for, in cooperation with professor Heikkonen,
the research funding, which enabled the research in the first place.
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5.2 Publication Il: Strategizing the Shallows: Leverag-
ing Multi-Agent Reinforcement Learning for Enhanced
Tactical Decision-Making in Littoral Naval Warfare

5.2.1 Summary

Publication II develops and evaluates a MARL approach for generating COAs in a
littoral warfare context representative of the Baltic Sea. The combat environment
is formalized as a POSG with reactive agents that base decisions on local and joint
observations under explicitly modeled uncertainties. Two families of RL methods
are instantiated and compared in the same environment: (i) a discrete-action pipeline
centered on DDQN, where the state-space consists of surrounding terrain and map
objects as well as other values such as radar state, number of missiles, location of
friendly units and enemy bearings, and is processed with a CNN and linear NN to
produce actions, and (ii) a continuous-control or probability distribution pipeline us-
ing MAPPO with reward normalization and parameter-space noise to address sparse
rewards. Experiments on a 100 x 100 grid with &~ 2.7nm cells, 15-minute time
steps) produce plausible, tactically interpretable COAs. While MADDQN tends to
converge to simple policies under uncertainty, MAPPO yields more stable learning
and qualitatively stronger COAs aligned with established littoral principles.

5.2.2 Methods and Data

The RL environment instantiates a POSG, an MDP extension, with multiple agents
per side, partial observability, and stochastic effects reflecting naval operations in
cluttered, shallow waters. The state is rendered as a 2D “game grid” over the Baltic
Sea (100 x 100 grid, ~ 2.7nm cells), advanced in 15-minute ticks. Obstacles
and electronic-warfare considerations are encoded; inter-cell movement feasibility
is checked with A* pathfinding. Exogenous uncertainties (e.g., sensing and engage-
ment outcomes) are injected as probability distributions. Agents receive observa-
tions, communicate within side, and select actions that produce rewards tied to mis-
sion outcomes (including victory signals and penalties for losses).

Two algorithms from different RL. methodologies are implemented and com-
pared. For discrete action spaces, a DDQN is trained with a CNN that processes
a slice of the observation state as a 2D image prior to convolution, from which the
output is concatenated with other feature inputs feeding fully connected layers. For
continuous control, MAPPO is employed in similar manner with only a deeper fully
connected linear layer NN and with PopArt normalization of return (value) signals
and parameter-space noise for exploration under sparse rewards; clipped, zero-mean
Gaussian perturbations are adapted during training. Training tactics include

* Adjusting learning rate when repeated victories emerge to curb overfitting and
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guide the exploration towards the found solutions.
* Increasing per-rollout epochs when success is detected to exploit promising
policies.

For scenarios, core experiments use 3-vs-3 Blue/Red surface combatants alter-
nating the turns of trained agents, first with predetermined Red policies for initial
training of Blue agents, then optimizing Red tactics without updating Blue agents
and finally tuning Blue tactics against learned Red tactics. Multiple rollouts per seed
are executed to cope with stochasticity. Resulting COAs are visualized as trajectories
from start points to nearest engagement clusters over the Baltic grid.

5.2.3 Results and contribution

In the discrete-action setting, MADDQN converges fast but utilizes simplistic poli-
cies and struggles with generalization, exhibiting a tendency to fixate on overly sim-
ple policies in the face of non-stationary, uncertain dynamics. In the reported runs,
Blue achieves victory in 33.9% of trials while Red wins 11.7%, the remainder being
draws. The aggressive, straightforward maneuver that disregards complex environ-
mental interaction in favor of immediate engagement conceptually mirrors Admiral
Horatio Nelson’s famous tactical doctrine at the Battle of Trafalgar, where he dis-
carded traditional parallel formations to sail perpendicularly, straight at the adver-
sary’s line to force a decisive close quarter combat [349; 350]. In contrast, MAPPO
demonstrates improved training stability and performance, adapting better to sparse
rewards and environment complexity. The exploration was aided by parameter-space
noise instead of action noise, which amplified the results. The learned COAs for Blue
are tactically sensible, showcasing emergent behavior that correlates with established
tactical naval doctrine e.g., holding units back to exploit the cover of archipelago
while spreading some units towards the open sea to enable tracking. The agents
were utilizing terrain, coordinating unit movements and distributing force posture to
balance concealment and target acquisition. This resembles an established littoral
doctrine and offered interpretable options for a commander. Direct quantitative com-
parison between the results of the algorithms is not suitable, as the measured metrics
highlight engagements and victories, but the policies differ greatly in aggressiveness,
rendering more cautious MAPPO policies less effective despite being considerably
more robust in survival rates and qualitatively evaluated tactical coherence.

The publication provides an operationally grounded MARL testbed for littoral
warfare with uncertainty modeling and POSG formalization. As a result, it produces
a practical comparison between MADDQN and MAPPO in the same environment,
including network architecture, reward handling, and exploration design choices that
address sparse signals.

The research gives evidence that MARL can synthesize plausible, commander-
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useful COAs rather than only maximizing abstract scores, enabling visual products
that support human reasoning. Reproducibility details such as scenario, grid scale,
timing, hardware, enable follow-on experimentation. Collectively, the work shows
how MARL can augment COA development for higher-level decision-making in
shallow-water naval contexts.

5.2.4 Author’s contribution

Author created the research setting, developed the Python simulation environment as
well as the RL algorithm implementation and model training and testing, and wrote
the initial research report. PhD Saastamoinen summarized, edited, submitted and
presented the research at 20th AIAI conference in June 2024.

5.3 Publication lll: Reinforcement Learning for decision
support in defense and security: A systematic re-
view

5.3.1 Summary

This article is a systematic review of how RL is being used to provide decision sup-
port in defence and security. It surveys public, post-2000 work with authorship from
NATO SAS-181 nations, and complements the review with primers on military deci-
sion making (MDMP/OODA), DSS, RL fundamentals, simulation, and explainabil-
ity. The core contributions are:

* A curated set of 20 defence decision-support applications using RL.

* A 19-dimension classification mapped to Powell’s unified framework for se-
quential decisions.

* A Uniform Manifold Approximation and Projection (UMAP) landscape of the
field.

* A synthesis of gaps and recommendations.

The paper anchors readers with an OODA-to-RL mapping and an extended uni-
fied framework that adds TEVV and explainability to Powell’s original pipeline. The
literature landscape is then summarized via UMAP, with tables cataloging studies
and cross-tabs.

5.3.2 Methods and Data

The review uses a multi-national search strategy over national databases, Web of
Science and Scholar, combining three facets: decision support, RL/ADP, and de-
fence/security. Inclusion criteria included public availability, year > 2000, defence
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or security focus, explicit use of RL for support, and at least one SAS-181 author.
Screening removes behavior-automation work (no human-in-the-loop support), non-
RL optimizers, and entertainment-only game studies. Each retained article is la-
beled on 19 characteristics including application domain, policy class, uncertainty
handled, simulator type, maturity, explanation capability), which the authors map
to stages of the extended framework that includes modeling, uncertainty quantifi-
cation, policy design, algorithm strategy, TEVV, and explainability. The field is
then projected with UMAP: nominal features are one-hot encoded, ordinal ones are
ordinal-encoded, and two projections are unioned to reveal clusters. Methodological
scaffolding includes an OODA-RL process diagram, the extended framework, and a
complete study matrix, with targeted cross-tabs for maturity by domain, uncertainty
coverage, simulation horizon versus human time available, and direct and indirect
policy usage versus MARL setting.

5.3.3 Results and contribution

Results show that most decision-support applications concentrate on force employ-
ment at the tactical level. Value-function policies dominate the solutions, and nearly
all studies use bespoke simulators. Exogenous uncertainty is commonly modeled
but other forms are underrepresented and algorithmic explainability is rare. Maturity
skews towards theoretical and proofs of concept with no fielded systems. The UMAP
view separates studies primarily by presence/absence of evaluation, with a secondary
split by direct versus indirect policy usage. Additional relationships include a largely
aligned simulation horizon and human decision window, and that indirect uses more
often coincide with adversarial MARL settings.

The paper raises four practitioner challenges:

1. Complex, multi-actor, non-stationary scenarios.
2. Scarce, siloed, and sensitive data.

3. Weak RL—simulator interoperability.

4. Human trust and explainability.

These findings are translated into concrete recommendations, which include to
model to the decision, which can be described as fidelity by purpose or Occam’s razor
principle, to perform early, iterative TEVV, standardize data sharing, e.g., through
NATO Alliance Data Sharing Ecosystem, pursue a wargaming cloud and RL-ready
interfaces, and operationalize explainability. Collectively, the review provides a re-
producible taxonomy, a field map, and a deployment-oriented agenda for RL-based
decision support in defence and security.
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5.3.4 Author’s contribution

Author was in charge of sections 2.1 and 5.2 while contributing as part of the research
group to the whole review article, it’s writing, related meetings, working groups and
submission. Weekly meetings revolved around reporting and discussing the progress
while the writing progressed. The work also included week long workshops that
focuses solely on reviewing and progressing the paper. All sections were reviewed
and commented by all the participants.

5.4 Publication IV: Emerging trends in federated learn-
ing: from model fusion to federated X learning

5.4.1 Summary

Publication IV is a focused survey on FL viewed through the lens of model fusion
and its intersections with other paradigms, hence labeled as “federated X learning.”
It organizes advances beyond FedAvg into five fusion families that include adap-
tive and attentive aggregation, regularization, clustered, and Bayesian methods, with
the sixth cross-sectional focus on fairness. The research then maps how FL couples
with transfer learning, knowledge distillation, multi-task and meta-learning, adver-
sarial, semi- and unsupervised learning, and reinforcement learning. The survey
contrasts this vantage point with general FL surveys, emphasizes statistical hetero-
geneity, communication and privacy as core drivers, and closes with challenges and
future directions such as label scarcity, on-device personalization, unsupervised/self-
supervised FL, combining paradigms, benchmarks, and production readiness.

5.4.2 Methods and Data

This is a narrative, scope-delimited literature review instead of a PRISMA-style sys-
tematic review. The authors formalize the standard FL objective and FedAvg work-
flow to anchor comparisons, propose a taxonomy of model-fusion strategies, and
survey “federated X" couplings with concrete formulations, e.g., transfer objectives,
KD losses, multi-task formulations over client-task matrices, meta-learning updates,
adversarial learning for bias mitigation, semi- and unsupervised losses, and FedRL
coordination. Evidence is drawn from peer-reviewed venues and well-cited preprints
up to early 2024, summarized in tables and topical sections, with brief mathematical
formulations to clarify algorithmic families. Application highlights cover recom-
mendation systems, healthcare, 10T, and edge scenarios. As a note, the author of this
thesis promoted military as a prime application field to be mentioned, but the focus
was kept on aforementioned subjects due to their universally accepted and under-
stood nature.
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5.4.3 Results and contribution

Across fusion methods, the survey finds that

» Adaptive and attentive aggregation can temper non-IID drift by learning client
weights from parameter distance, recency, accuracy, or attention.

* Regularization (proximal, momentum/mime-style, dynamic penalties, contrastive,
prototype) aligns local and global objectives and mitigates client drift and pri-
vacy noise.

* Clustered FL (two-stage, multi-center, IFCA-style, ensembles) yields multiple
globals to capture client subpopulations.

* Bayesian approaches (neural matching, variational personalization, ensem-
bles) address permutation invariance and uncertainty.

* Fairness objectives (MiniMax/Q-fairness, collaborative/group fairness) rebal-
ance gains for under-represented clients.

For “federated X and learning paradigms, the review catalogs workable pat-
terns and proposed solutions for FTL, KD, Federated Multi-Task Learning (FMTL),
meta-learning, adversarial learning, semi- and unsupervised FL as well as Federated
Reinforcement Learning (FedRL).

The paper contributes a taxonomy centered on model fusion and FL’s couplings
that complements broad FL surveys, a curated map of algorithm research with con-
cise objective forms that clarify where resilience to heterogeneity, security and pri-
vacy, and communication efficiency is introduced, as well as future directions and
challenges regarding label scarcity, on-device personalization, proliferating unsuper-
vised learning, and collaboration of multiple federated paradigms. The final conclu-
sions call for a unified benchmark to better enable research and improvement, as well
as an agenda for production FL to showcase practical applications of label-efficient
training and on-device personalization that utilize the aforementioned unsupervised
or self-supervised pretraining, combined paradigms, unified benchmarks and tooling,
and deployment patterns robust against real-world problems such as drift, diurnal ef-
fects, and cold-starts. These elements provide a deployment-oriented framework that
can be used to position other contributions within model-fusion choices and “feder-
ated X” integrations.

5.4.4 Author’s contribution

Author organized the framework and architecture of the paper as well as collected,
categorized and analyzed the background data from esteemed conference papers, as
well as reviewed the manuscript. Originally, a hundred high-level conference pa-
pers, with methodological significance, were retrieved from, for example, AAAI and
NeurIPS proceedings, which where then analyzed by the author and clustered into
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different groups depending on the methodology, proposed solutions, performance
metrics and applicability.

5.5 Publication V: GenAl in Military: Trends and Op-
portunities

5.5.1 Summary

Publication V surveys how Generative Al (GenAl) is entering military use and where
it realistically adds value now. It opens with a concise state-of-the-art introduc-
tion that covers Transformers with self-attention mechanism, MoE, RAG, Chain-
of-Thought (CoT), knowledge distillation, unsupervised RL, Titans architectures,
and agentic Al. The research then reviews 29 military relevant publications from
2022 to early 2025, spanning decision-support and COA generation, wargaming and
simulation, information extraction and fine-tuning, as well as cybersecurity. The
review highlights the application field and utilized methodology, assessing oppor-
tunities and promises such as faster planning, better intel synthesis, training, cyber
defence, as well as risks including hallucinations, escalation tendencies, doctrine and
corpus misalignment, security and ethics gaps. The paper argues that development
and deployment will hinge on domain-specific data and interoperable, secure archi-
tectures, and makes a case for allied, federated approaches to build military-grade
base models to reduce reliance on proprietary systems.

5.5.2 Methods and Data

The study conducts a structured literature scan across RAND and RUSI outputs and
academic sources from Scholar, with the query (Military OR Defense) AND (GenAl
OR LLM OR Generative Artificial Intelligence) filtered to 2022-2025. From an ini-
tial pool of top 200 results inspected according to relevance 48 were preliminarily
retained, and 29 publications met inclusion criteria of GenAl focus and military rel-
evance. Each paper was double-coded into seven categories: Survey, Review, Policy
Analysis, Application, Proposition, Overview, Other, where application and proposi-
tion papers received deeper assessment for readiness, feasibility, and implementation
issues. As stated above, the article supplements the review with a state-of-the-art
primer to contextualize trends and a cross-cutting analysis of gaps and recommenda-
tions.

5.5.3 Results and contribution

As aresult, the research shows that current applicatory research focuses on decision-
support, domain information extraction and small-model fine-tuning, as well as se-
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lected cyber tasks. Decision making and decision support includes COA generation
as well as agentic settings simulating diplomatic discourses, strategic, and tactical
scenarios. Smaller-scale approaches focus on operator level systems for unmanned
assets and, e.g., intent detection.

Risks and limits denote that LLM agents can over-escalate in simulated geopol-
itics. COA generators accelerate planning but can raise friendly casualties. Studies
rely on unclassified data, are simulator-bound, and not integrated end-to-end with
actual C2 and ISR workflows. Likewise, security, ethics, and explainability remain
underrepresented. The trend suggests that practice gravitates to either proprietary,
general-purpose LLMs used via prompting for exploratory surrogates, and in a par-
allel lane towards smaller open-weight models fine-tuned for missions— or task-
specific purposes, while cutting-edge advances such as unsupervised RL, Titans, and
long-context, are mostly commercial and not yet militarized at scale.

The paper curates and classifies recent GenAl-for-military literature into an ac-
tionable map, integrates a state-of-the-art primer to connect frontier techniques to
military constraints, and translates gaps into concrete guidance: build secure, in-
teroperable pipelines, operationalize governance and human-Al teaming, develop
mission-aligned benchmarks, and pursue coalition training of military base mod-
els via federated learning to overcome data-sharing limits. These elements form a
deployment-oriented agenda for making GenAl a trustworthy decision-support ca-
pability rather than an off-the-shelf curiosity.

5.5.4 Author’s contribution

Author collected and analyzed the data to gather the used knowledge base of the re-
search field, wrote the manuscript, edited and submitted the research and applied the
reviewer comments from revision. PhD Koski supervised the article and contributed
in the methodology, co-analysis of the data and the synthesis of findings.

5.6 Publication VI: The dilemma of Al reliability
5.6.1 Summary

Publication VI analyzes a core paradox in deploying Al for military use: to be
fielded, an Al system must be perceived as highly reliable, yet the very perception
of reliability erodes the ethical-legal demand for “meaningful human oversight.” The
author frames this as a Catch-22: either the human slows the system enough to negate
its benefits, or the human becomes a nominal gatekeeper who defers to the seem-
ingly reliable machine and only absorbs responsibility when things go wrong. The
argument is developed across autonomy configurations generally stated as in/on/off-
the-loop, decision-support as well as weapon systems, the limits of explainability for
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modern ML, and the practical constraints of testing and generalization under scarce,
heterogeneous military data. Historical episodes such as Petrov’s false-alarm inter-
vention and Patriot fratricides illustrate asymmetries in risk tolerance for humans
versus machines. The paper proposes an ideological shift to treat the human as a
support to an intelligent system, supplying context and missing information, rather
than as an all-knowing overseer, and adopt a three-step model to accept human cog-
nitive limits, align ideals with realistic improvements, and focus on outcomes over
means.

5.6.2 Methods and Data

This is a concept-driven, argumentative essay grounded in policy, e.g., DoD 3000.09,
ethics literature, and illustrative cases rather than empirical experiments. The method
is analytic and synthetic. It defines the deployment context, including autonomy
levels, DSS and weapons, assesses explainability and validation limits for complex
ML models such as Grad-CAM and CoT aids, over- and underfitting issues, out-of-
distribution risk under non-IID data, and reasons from historical incidents and com-
parative risk tolerance in civilian autonomy versus human drivers, missile warning
and air-defence cases to articulate the oversight paradox. The proposal is then struc-
tured into a normative, three-step integration model that reassigns the human role
from scrutinizer to context amplifier and reorients acceptance criteria toward mea-
surable improvements in performance and error-to-risk rates relative to the human
baseline.

5.6.3 Results and contribution

Perceived reliability is both necessary and corrosive to oversight. The more “re-
liable” a system appears, the more humans rationally defer, especially under time
pressure, creating a de facto responsibility gap. Explainability-first remedies scale
poorly for deep models and can undercut the very scalability advantages that mo-
tivate autonomy. TEVV limits in military contexts that include data scarcity, het-
erogeneity, and non-IID drift make flawless assurance infeasible. Acceptance must
hinge on comparative outcomes, not impossibly absolute guarantees. Risk tolerance
asymmetry means machines are judged against near-zero-error expectations, while
humans routinely err without equivalent scrutiny.

The publication makes an ethical and philosophical contribution by identifying
and proposing a solution to the “reliability-oversight paradox” in autonomous mili-
tary systems. The results claim that a clarified Carch-22 of Al reliability for military
Al that unifies oversight, trust, and responsibility into a single deployment dilemma
requires a role reallocation, framing human as information augmenter for the Al,
resolving the oversight-to-performance tension without abandoning ethical intent.
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Three-step adoption model acknowledges human cognitive limits, calls to project
ideals into realistic, measurable baselines, and aims to focus evaluation on outcomes.
This is claimed to yield practicable acceptance criteria and policy-relevant guidance
that shifts governance from scrutinizing every decision toward ensuring interfaces
and processes that surface blind spots and feed the system timely, context-rich data
or showcase the absence of it. Together, these elements offer a path to integrate Al
that is more humane in result, even when less “human” in mechanism. In this new
model, the human operator is tasked not with second-guessing the Al system, but
with covering its inherent blind spots by providing and assessing wider context and
information the system lacks.

5.7 Conceptual framework

Derived from the original publications, the primary conceptual contribution of this
dissertation is the formulation and validation of the thesis that for military Al, data
capability is the critical enabler. This has been the case from the information security
point of view, as the classification and security of information have been a key mili-
tary aspect for, arguably, as long as military forces have existed. However, the point
of view has been limited to the particular information in a particular sample, and its
value has been assessed in isolation. For example, information regarding technical
capability of a weapon system is strictly classified, as it gives away the performance
metrics of the system. The wider context of the information, as machine-readable
data, has not been a priority nor a capability concern. At most, data has been viewed
as an information flow inwards, and Al as a technology has been seen as a way to
handle the increasing amounts of data. Simultaneously, operational data has been
ephemeral and its value has been measured with regard to the specific use case for
which it was obtained.

This work argues for a paradigm shift away from a narrow, algorithm-centric
view of Al development toward a holistic, system-centric perspective focused on
the entire learning loop that transforms the ephemeral use of data into a continuous
cycle of data acquisition, preparation, continuous improvement, and deployment of
operational Al models.

This framework, displayed in Figure 10 and substantiated across the analyses
of CV, RL, FL, and GenAl, indicates that the dominant constraint and simultane-
ously the greatest opportunity in military Al is the data ecosystem. The contribution
lies in defining this ecosystem not merely as a repository of information, but as an
active, operational capability that encompasses data governance and pipelines, feed-
back mechanisms, and interoperable infrastructure.

The data governance and pipelines are the processes and infrastructure required
to collect, process, and exploit high-quality data at scale. Data pipelines require
integrations to connect the collection of data to its preprocessing, preparation and
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utilization. Data governance is also linked to accessibility, as a significant portion
of the military data is classified and accessible on a need-to-know basis. Hence, a
rigorous framework is required to enable the best tradeoff between data availability,
its use, and data security.

System design must incorporate built-in feedback mechanisms to capture human
operator inputs and feedback, such as labels, rewards, and preferences, to accumu-
late operationally relevant, enriched data that enables continual model improvement
without placing an unnecessary strain on already limited resources such as personnel.

Interoperable infrastructure refers to both digital and physical infrastructures.
The digital infrastructure includes common simulators, benchmarks, and tooling to
support training, testing, evaluation, and collaboration. The physical infrastructure
encompasses data centers, computation capacity, and secure operational networks
that enable proper connectivity. Crucially, the physical infrastructure also requires
robustness through distribution and federation to ensure operational capabilities dur-
ing conflict.
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Figure 10. The Data Ecosystem framework

The complete conceptual framework is, non-exhaustively, visualized in Figure 10,
aiming to capture the key points. The development, deployment and improvement
of military Al capabilities through research and development relies on the ecosys-
tem, which is structurally governed by data pipelines and policy frameworks. These
include the non-technical processes and policies as well as technical procedures and
solutions that first dictate what each process aims to achieve as well as the constraints
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and requirements that are placed on it. These include, for example, the accessibility
and security policies. The interoperable infrastructure comprises digital and physi-
cal entities, where physical structure serves as the capacity for digital systems. The
digital capacities include the stated simulators, benchmarks, and connectivity proto-
cols, but also their own policies and guidelines on usage and development. Finally,
the operational mechanisms include the stated system requirements that aim to en-
hance data collection, preprocessing, and storing to create valuable data capabilities
in order to advance the Al research and development efforts.

Despite being conceptual, the physical and digital infrastructure of this ecosys-
tem must correlate with the military information system described in Subsection 3.2.5.
To avoid treating Al as an external add-on, the model deployment, data pipelines and
feedback mechanisms must be embedded directly into the DSS, C2 and ISR systems
that constitute the military’s existing information architecture.

Finally, while the emergence of AGI capabilities in Al is speculative at best,
not being supported by current broader understanding across the scientific field, a
great shift could occur if an RL based paradigm could be instantiated to contin-
uously learn from (near) real-world like interactions. This was briefly iterated in
Section 4.8, quoting Richard Sutton’s claim that only search and learning, as general
purpose methods, scale arbitrarily to arbitrarily complex problems. This possible
future course does not render the Figure 10 obsolete, but merely changes the way
it would be viewed from human perspective and operated by the ML algorithm or
model that could evolve either in silico or even when operational.

5.8 Methodological Framework for Synthesis

This thesis presents a methodological contribution by adapting and applying the
CRISP-DM as a tool for synthesizing disparate military Al research. While tradi-
tionally used for enterprise data mining projects, this work shows its utility as an
academic framework for connecting low-level technical findings to high-level strate-
gic and operational objectives.

By consistently applying the military adapted version of CRISP-DM stages across
the different publications, this dissertation provides a structured and repeatable method-
ology for assessing the operational relevance of technical Al research and develop-
ment, identifying systemic bottlenecks such as data availability and infrastructure
gaps, and most importantly providing a framework to translate theoretical and tech-
nical algorithm or model performance into tangible, operational military capability.

96



6 Conclusion

This dissertation set out to examine how machine learning can be developed and
integrated within the military domain and to determine what truly constrains and
enables military Al capabilities. Across four research areas, namely computer vision,
reinforcement learning, federated learning, and generative Al, the analyses converge
on a single finding that the data capability, realized as the data ecosystem, is both the
dominant constraint and the greatest opportunity. For advancing military Al, specific
models and algorithms matter less than a robust data ecosystem where data itself is
treated, not as a by-product or an ephemeral feedstock, but as a first-class operational
resource.

Empirically and methodologically, the work contributes in three ways. First, it
synthesizes evidence from applied studies and literature surveys to show that all prac-
tical ML paradigms require mechanisms to collect, govern, and exploit high-quality
data at scale, under strict security and classification constraints. Second, the disser-
tation adapts CRISP-DM as a synthesis framework, connecting problem definition
to data understanding, preparation, modeling, evaluation, and deployment in mili-
tary settings. This common lens, adapted from the industry, makes visible where
bottlenecks accumulate and what are the issues regarding successful deployment of
ML in military domain. The highlighted bottlenecks exist especially at three points:
the business understanding, which can be understood as doctrines and policies in the
military sense, as well as the mere existence and availability of quality data, and fi-
nally the data understanding. The business understanding that guides the goal setting
is consequently goal-focused: even ancient doctrines highlight speed and quality of
data processing, although in different wordings. However, the understanding lacks
the expertise to identify the systemic limitations that hinder the full process of ad-
vancing from data to deployment.

Likewise, the existence and availability of data as well as the related data under-
standing is limited, which means that data is seen as an ephemeral tool for decision-
making unless it consists of detailed capability information, such as intelligence re-
ports and technical details of weapon systems. This prevents storing high-quality
data for preprocessing into valuable data products that could be used for modeling
purposes. The data understanding appears two-fold: at first, if the value of certain
data is not recognized, it will not be stored. If the data is not stored, the emergent un-
derstanding is never reached, as usually the data can be explored with, for example,
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unsupervised methods to reveal patterns and value that is not trivially evident. For
the user, the value of data is indeed ephemeral, as the task is not the data itself but
what the data immediately enables, with regard to a certain desired end state.

These three are simultaneously the choke points where investments have the
highest leverage. From a supplementary perspective, the model architectures and
algorithms are not as much of hindrance compared to the mentioned three aspects.

As a third contribution and a solution for the aforementioned issues, this dis-
sertation proposes and motivates an integrated Data Ecosystem framework, shown
in Figure 10 that combines governance and pipelines, operator-in-the-loop feedback
mechanisms, and interoperable infrastructure spanning digital (simulators, bench-
marks, tooling) and physical (compute, networks, secure facilities) layers.

6.1 Summary of Key Findings

As the hypothesis is that Al is, or inevitably becomes, a major military capability
that largely determines the future of warfare, the central counterargument of this the-
sis is that progress in military Al is fundamentally constrained by systemic issues
related to data availability, quality, governance, and infrastructure. This was con-
sistently shown across all research areas in the system-level investigation into the
applicability, impact and challenges of current Al methods and research areas.

Publication I, a CV study on sonar imagery, highlighted how even state-of-the-
art ML models fail or fall short when confronted with small, low-quality, and frag-
mented real-world sensor data that represents the operational reality, underscoring
the critical need for integrated data pipelines and a curated data repository. The anal-
yses of RL in Publication II and Publication III revealed that the field’s potential is
hampered by the scarcity of high-fidelity, interoperable simulators and the lack of
operational data, which are essential for training, validation, and real-world transfer.
The Publication I and Publication II provided empirical evidence of the challenges in
solving even narrow problems with a limited resources regarding data and supporting
systems, fulfilling the empirical research objective.

The investigation into GenAl in Publication V provided insight into the future
direction and challenges of this novel ML research area, identifying a critical depen-
dency on proprietary models that are misaligned with military requirements, arguing
that progress hinges on developing military-specific foundation models, a goal that
is currently hindered by the lack of curated data and a collaborative infrastructure. In
part, this meets the future directions and challenges insight objective.

In response to these challenges, this dissertation puts forward two key solu-
tions. First, FL that is introduced in Publication IV was identified as a critical
enabling paradigm for secure, collaborative model development among allied na-
tions, substantially mitigating the tension between data sharing and security as well
as displaying a possible solution to non-IID data and user specific requirement chal-
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lenges. Second, the ethical analysis in Publication VI proposed a resolution to the
“reliability-oversight paradox” by reframing the human role from simple oversight
to one of active support, thereby creating a more effective and realistic model for
human-machine teaming within the operational learning loop and integrating ethical
considerations as a system-level factor into military Al capability development.

From the system-level, top-down perspective, the adaptation of CRISP-DM method-
ology to bridge the Al research into tangible operational capability was, within the
limitations of this thesis, shown feasible and effective. Other frameworks can be
adapted in the similar manner, but CRISP-DM was selected primarily to bridge the
theoretical research into practice in an industry equivalent manner.

Overall, the objective of a system-level investigation into the applicability, im-
pact and challenges of developing military Al capabilities has been met alongside
other objectives.

6.2 Implications

The primary, tangible contribution is the conceptual framework of the data ecosys-
tem that synthesizes the findings into a holistic, actionable model for military Al
capability development. It aims to shift the focus from isolated ML models and Al
paradigms to the surrounding infrastructure, processes, and policies required to sus-
tain a continuous learning loop. As pointed out in Section 4.8, historical perspective
posits that in the long run, advancing computation capacity enables success with gen-
eral methods, given that there is sufficient high-quality data and, in some cases like
RL, an environment to search within. In this context, the robust data ecosystem that
continuously improves data capability is the core component in advancing military
Al This does not render algorithmic innovations and novel model architectures ob-
solete in any way, but enables and strengthens the ability to adapt these in an efficient
manner.

The practical implication is that military Al programs should prioritize building
data capabilities, which include policies, processes, and infrastructure, so that con-
tinual data acquisition, curation, secure sharing, and reuse are enabled across mis-
sions and organizations. This includes systematic feedback capture including labels,
rewards and preferences to support ongoing model improvement without placing un-
necessary strain on already limited personnel. Interoperability and robustness must
extend across both digital standards, APIs, and physical networks, with distribution
for resilience under contested conditions.

Ultimately, these implications extend across the military domain on different
tasks and functions shown in Table 2, and even surface a critical ethical and or-
ganizational point regarding the design of human-machine teams.
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Table 2. Implications of a Data-Centric Approach for the Military

Domain

Implication

Doctrine and Policy

Military doctrine must recognize data as a
strategic asset and a core capability compo-
nent, on par with traditional platforms and
weapon systems. Because commercial mar-
kets cannot supply the highly specific, classi-
fied data required for tactical operations, allied
forces must organically generate this data ca-
pability through their own operations.

Acquisition and Procurement

New systems must be procured with “data
readiness” as a core requirement to ac-
tively realize the proposed Data Ecosystem.
Moving beyond passive data logging, pro-
curement mandates must specify interopera-
ble data pipelines, open architectures, and
built-in interfaces that capture operator use
and feedback (e.g., for RLHF). Enforcing
these requirements and standards ensures that
ephemeral operational information is system-
atically transformed into an active data capa-
bility for continuous Al model development
and improvement.

Research and Development

R&D efforts should prioritize the creation
of common, interoperable infrastructure, in-
cluding shared benchmarks and simulation
environments, to enable repeatable evalua-
tion. Furthermore, multinational collaboration
should be fostered through privacy-preserving
paradigms like FL, advancing military-specific
foundation models, complementing and reduc-
ing reliance on proprietary, commercial alter-
natives.

Human-Machine Teaming

The design of Al-enabled systems should
move beyond the brittle concept of “human-
on-the-loop” oversight and towards a model
of human support, where operators are trained
and equipped to augment and assess the Al
system by covering its known limitations.
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Conclusion

6.3 Limitations and Future Research

This dissertation, being a cumulative work, synthesizes findings from specific ML
subfields. While this provides a broad overview, it does not encompass every po-
tential military application of Al. The research was primarily focused on Western
military contexts, inevitably reflecting an authorial bias rooted in European, and es-
pecially Nordic, strategic and operational perspectives and realities. Further work is
needed to explore these concepts in other strategic and operational settings. It is also
noteworthy that the analyses are necessarily bounded by the availability of public
sources, small-scale experiments, and domain-specific constraints.

Building on the Data Ecosystem framework, future research should pursue sev-
eral key directions. Firstly, the development of military-specific, standardized bench-
marks for core military tasks, such as target recognition and COA generation, is crit-
ical for objectively measuring progress and validating ML models and Al systems.
Secondly, future research should focus on architectures for federated operations. Re-
search is needed to develop and test robust FL architectures in operationally relevant,
multi-national exercise environments to address challenges of network latency, secu-
rity, personalization, knowledge distillation, as well as model and hardware hetero-
geneity. Further research is required to validate the proposed “human-as-supporter’”
model, measuring the combined performance of human-Al teams against conven-
tional human-in-the-loop and human-on-the-loop approaches.

Finally, bridging the simulation-to-reality gap is a considerable research area out-
side the military, but a concerted effort is required to create high-fidelity, validated
simulation environments that can serve as reliable training and testing grounds. Not
just for RL agents, but for TEVV purposes and, for example, to validate COA gener-
ation in a quantified manner as well as to research autonomous system deployment
cost-effectively.

In conclusion, the successful integration of state-of-the-art Al into military forces
will not be achieved through a technological silver bullet, especially one that is not
built from within. It requires a deliberate, systemic, and sustained effort to build
an ecosystem that can cultivate, process, and leverage data at the speed and scale
of modern conflict. The path to effective military Al runs through data capability:
governed, pipelined, fed by human feedback, and supported by interoperable infras-
tructure. Acquisition programs that build these foundations will be best positioned
to field trustworthy, resilient, and continually improving Al systems, closing the gap
between the promise of Al and its operational reality.
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