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Abstract

Autonomous vehicles (AVs) collect large amounts of raw data from various sensors. Often the data collection, processing and
communication raises privacy concerns. These sensor data are integrated with contextual information. This transforms the data
into usable metadata that enables real-time processing and analysis. Metadata is privacy sensitive, which requires General Data
Protection Regulation (GDPR) compliance and comes with a set of compliance obligations for data controllers and processors.
In this research, we propose a conceptual context-based access control framework that enhances the privacy of data collected and
processed in autonomous vehicles. The proposed access control framework introduces a layered and modularized architecture.
The use of a layered architecture allows the handling of differing privacy risk levels between real-time and historical data. As the
potential risk of revealing a specific person in combined data is higher in historical data compared to real-time data, a containment
method is proposed for real-time data and sandboxing is proposed for historical data. The data that are processed by AVs consists of
personal and non-personal data. While personal data are already a privacy-breaching risk solely, there is also a risk of identifying a
specific person by the combination of non-personal data. The proposed access control framework classifies the data, containerizes
the data through sandboxing and containment methods, and applies specific access control according to the data context and its
privacy implications.
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1. Introduction

The Autonomous vehicles (AV) market is projected to reach over 2.3 trillion dollars worldwide by 2030 [15], it
is crucial to prepare both legal regulations and privacy-preserving technologies while we still have time before the
destruction of individual privacy, which is defined as the queen of social harms [22, p.20], becomes more severe.
Current legal regulations are not fully and directly sufficient or prepared to solve possible privacy issues related to
AVs.
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AVs are equipped with many sensors, such as LiDAR, radar, and cameras, and these sensors are needed to ensure
safe driving. These sensors collect the raw data, and the onboard systems in the vehicle add contextual information like
timestamps and coordinates before processing and storing. This process transfers the raw data into metadata, which
is structured, analyzable information. Metadata can be a mix of personal and non-personal datasets, which is hard to
separate. When personal and non-personal data are stored together and the separation of personal and non-personal
data is either impossible or not feasible in the dataset, the entire dataset becomes legally classified as personal data,
referred to as inextricably linked [4, p.10]. Therefore, they need to be collected and processed in accordance with
GDPR unless they are fully anonymised data. These requirements add many challenges for manufacturers and other
developer participants. But from a technical standpoint, full anonymisation is really hard to achieve [7]. Even if data
are anonymised, deanonymisation is still possible. According to [3], it was possible to identify individuals using
different AV sensor data, and researchers could identify drivers with very high accuracy solely based on brake pedal
usage. In [11], it is proposed to detect the thief of an auto-theft according to driving profiling, which proves driving
habits differ from person to person, and they can be used for identifying individuals.

This mixed dataset of non-personal and personal data is not the only problem in the privacy aspect. Non-personal
data, in principle, do not identify a specific person on their own, so, therefore, they fall outside of the GDPR’s scope.
But when they are combined with other similar non-personal data, the person becomes identifiable [18], blurring the
line between personal and non-personal data. This combination of non-personal datasets creates the risk of revealing
a specific individual [12]. In that sense, it is important to look for ways of storing these personal and non-personal
data separately, and also, these non-personal data, which can be linked to a specific person when combined together,
are never stored together in the same dataset. This approach reflects and aligns with “privacy by design”, which is
described under Article 25 of the GDPR.

In this paper, we propose an access control framework as a contributor towards “privacy by design” principle.
The access control utilizes containment and sandboxing to ensure the privacy of data processed by AVs. Thus, the
contributions of this work are:

e Explanation of the data types and flow in AVs

e Providing privacy implication of data processing in AV within the GDPR context

e Proposing a conceptual context-based layered access control framework that relies on containment and sand-
boxing according to privacy sensitivity of the data.

The paper is organized as follows. In Section 2, a brief discussion on privacy from legal framework and privacy-
preserving technologies in the context of AVs is presented. The classification of the different types of data processed
in AVs into four main categories is presented in Section 3 and the data flow and processing brief explanation follows
in Section 4. The proposed conceptual context-based access control framework is presented in Section 5. Finally, the
conclusions of the work are provided in Section 6 .

2. Privacy and GDPR in AV Context

GDPR is the fundamental legal regulation in the context of privacy in the EU. In GDPR, the core principles of data
processing are set [6]. According to Article 5 of GDPR, these principles are: lawfulness, fairness, and transparency,
purpose limitation, data minimisation, accuracy, storage limitation, integrity and confidentiality, and accountability. In
this sense, according to GDPR, processing is an umbrella term for any operation that involves, among others, personal
data, such as collection, recording, organisation, structuring and storage. While data subjects have the right to control
their personal data, controllers and processors must comply with several obligations [2, p.17]. On the other hand,
GDPR does not apply to truly anonymised data. But from a technical standpoint, full anonymisation is really hard to
achieve [8].

According to GDPR Article 4(1), personal data is any information relating to an identified or identifiable natural
person. The identifiability in this sense means the possibility of identification, which states for being identified in the
future [16, p.164]. One way of identification is individuation, which makes a person distinctive in a group. The most
basic form of individualization is targeting, which is also called t-identification (targeted identification). Targeting
takes place in real-time and in a moment of contact. Even without a rich dataset, targeting can be achieved [17, p.252].
To achieve targeting, parameters are used, and more parameters mean narrowing down the circle of characterization
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to get closer to the person [16, p.172] being identified. One of the aims of our layered context-based access control
framework is to prevent this individualization in AVs.

According to the European Data Protection Board 01/2020 guideline on the processing of personal data in the
context of connected vehicles and mobility related applications [5], it is suggested to implement a profile management
system that enables users to control their privacy settings anytime. Furthermore, it is stated that companies should not
collect all data just because they can or they might need it at some point, and according to the type of data, the consent
of the user is needed. In addition, users need to understand the meaning of consent and have control over both their
consent and the data that are processed.

The consent mechanism is complicated in AVs because most of the time, the subject of the consent is not a single
fixed person. The passengers as well as the driver might change. Also, the context of the consent is hard to frame
because there is so much diverse information that is processed via the Autonomous Driving System (ADS). Even if
framing the consent is achieved, the data subject should understand what the consent is about and what the purpose
is. These issues make the consent mechanism more difficult to implement in the context of AVs. Having control over
the data that are processed is also hard to fully achieve. The user should be able to erase the data that are processed
by the system, but from a technical perspective, full deletion of the data might not be possible in every scenario.
For example, the data may have been stored in a cloud/edge device where the user has no permission to access the
cloud/edge device.

In GDPR, pseudonymization and anonymisation methods are proposed as a way to prevent revelation of a specific
person from data. While anonymised data fall outside the scope of GDPR, pseudonymized data can still be considered
as personal data because they can still be used to match specific person with additional information [19, p.369].

Under GDPR Article 25, privacy by design and default is explained. Privacy by design is a principle that entails
the proactive integration of privacy at the onset of system design. To ensure privacy by design and default, privacy-
preserving technologies might help, but are not enough by themselves. In addition, these technologies should be
up-to-date and evolve along with the technology landscape [10, p.118,119].

3. Data Classification in Autonomous Vehicles

Different types of data are processed by AVs through their various subsystems [21]. These data can be grouped in
four main categories: sensor-generated data, user input data, telematics data, and connectivity data [14]. These data
types are listed in detail in Fig. 1.

o Sensor-generated data are the data that are generated by physical in-vehicle/onboard sensors. While environ-
mental sensors help the perception of the vehicle, internal sensors monitor vehicles motion and internal health.
Other onboard sensors the current situation of the driver and passengers.

e User input data are the information that is directly fed by the user or the information that is generated by
human-vehicle interaction.

o Telematics data are related to the reports of the monitoring vehicle’s performance, system errors, or any related
information related to the system’s safety and the vehicle’s health.

e Connectivity data are about the interaction with the external actors, such as infrastructure, other vehicles, and
the network.

According to GDPR, data controllers (who determine the purposes and means of the processing of personal data) must
ensure the implementation of privacy by design [1, p.260] in the data processing. If a data processing system is able
to restrict the combination of data that may risk revealing of a specific person, then this system implemented privacy
by design successfully. This is important because the mixed dataset is considered personal data as a whole, which
means GDPR requirements should be applied [12]. These requirements add many challenges for manufacturers and
system developers. This research proposes a context-based access control framework that enforces restriction of data
combination that could risk privacy violation.
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4. Data Flow and Processing in AVs

AVs need to collect diversified types of data to perceive their environment. This process is one of the core elements
for their safe operation. The autonomous driving functionality of AVs is realized through an autonomous driving
system (ADS), which consists of perception, localization, planning, control, and communication modules [2]. These
modules need to exchange information. This information exchange is done through inter-module connections such
as message buses, shared data structures, and network links. They carry the intermediate results of detected objects,
lane-level maps, and predicted trajectories. Some of the data are communicated through wireless technologies [13].
This data sharing process increases concerns about data in the GDPR aspect. This is why it is important to embed data
classification into the data flow process.

Each module has a responsibility and processes a specific kind of data. The raw data come into the ADS from the
vehicle’s hardware, which is called external input. It can be said that these raw sensor streams feed the car’s brain.
After collecting the raw data via sensors, this is enriched with metadata, which makes the raw stream identifiable
and synchronized for downstream use. Those enriched data are sent to the perception module, which helps to detect
objects, semantic segmentation, and localization. Then the planning module creates a plan for the vehicle on how
to move with the behavior and trajectory planner. The control module helps to control the vehicle’s longitudinal and
lateral movement according to the data that come from the planning module. Then the actuator interface commands
that the system sends out to the vehicle’s actuators, which are used for converting the control signal into mechanical
movement, so that the car actually moves. Perception, planning, and control modules share data bilaterally with the
communication module, which enables communication with the environment of the vehicle, such as infrastructure,
and other vehicles. Besides, all modules in AVs periodically transmit information with telemetry, which monitors the
system and reports the functions to support safe driving. The data flow in AVs is explained in Fig. 2.

5. Context-based Access Control Through Sandboxing and Containment

Access control determines who can access what data, when, and for what purpose. All data access requests are
processed through the access control. Different access control models are proposed in the literature, and for this study,
the Attribute-Based Access Control (ABAC) is referred to, because of its flexibility. ABAC is not just about approving
who is trying to get access to the data; it also checks the current situation and acts accordingly, which means it is
dynamic, not static [20]. There are four core attributes that are defined in ABAC: subject (who requests the access?),
object (what data are requested?), action (what is the aim?), and environment (what are the conditions?) [9]. Context-
Based Control (CBC) emphasizes the role of the environment attribute, which checks the context. Furthermore, all
these sets of rules that are used in the decision-making process of the access request, are often referred to collectively
as access control policies.

The proposed access control framework uses sandboxing and containment methods according to the context-based
policies. Sandboxing allows controlled, and monitored movement of data with specific boundaries through defined
channels. The access to the data is explicitly controlled based on the context based access control policies, and the
movement is tracked and limited. Containment prevents the data from moving or being combined, which represents
passive isolation. In this method, data stay where they are; there is no transmission or access to data that should not
be. While sandboxing is for controlled data sharing, containment is about preventing the data from being shared.

The risk of revealing a specific person in a non-personal data mix has a higher potential risk in historical data
than in real-time data. Historical data contain relatively long-term observations compared to real-time data, which
facilitates the possibility of extracting data that can be easily correlated and produce identifying parameters. For real-
time data, fast data flow and decision-making are also important. An instant decision-making process is crucial for
AVs, and if this process is interrupted, the safe and reliable operation of the vehicle would be endangered, which may
cause crashes. This is why, for real-time data, containment would be a better option than sandboxing. The mix of
non-personal data becomes risky for historical data, which are mostly used for analysis purposes, such as training the
system for better operation. In this sense, sandboxing is a more suitable and safer option for historical data.

In this research, the proposed conceptual access control framework uses the containment and sandboxing in a
layered manner as shown in Fig. 3. In layer 1, which is called “pre-access control”, a containment method for the real-
time data is proposed. With this layer, the data are protected where it originated. This layer has two sub-layers: 1A is
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Fig. 2. Data Flow in AVs

“modularization of processing” and 1B is “raw data to metadata boundary control”. As mentioned, ADS is composed
of different modules that exchange data. In the sub-layer 1A, since all modules have different responsibilities, the data
flow between them is limited to the purpose of the data, and the sharing process is only accepted when needed. Raw
data are enriched with metadata, as explained, which makes the data meaningful. In the sub-layer 1B, the aim is to
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minimize the risk of leakage of this meaningful metadata. This sub-layer protects the raw data, which is very sensitive
when it gets out of the vehicle, and also the metadata, which reflects meaningful patterns of the user.

In layer 2, which is called “access control”, a sandboxing method for the historical data are proposed. With this
layer, the aim is to protect both personal and non-personal data from revealing a specific person by separating these
data types with sandboxing. This layer has two main groups; the first group of this layer is related to vehicle operation
data, and the second group is related to storage and data integration. In the sub-layer 2A, which is called “in-vehicle
access control”’: handles the sandboxing of the data generated by the vehicle sensors, its driver, passengers and apps
as well as enforcing of access control according to the context of each data. In the sub-layer 2B, which is called
“V2X access control”’: handles the data that comes from the external actors such as other vehicles, and infrastructure.
These two sub-layers create the first group of the sub-layer of layer 2. In the sub-layer 2C, which is called “storage
isolation”: process the storage of the historical data into a separate sandbox to prevent the combination of the personal
and non-personal data, as well as historical non-personal data that could lead to re-identification. In the sub-layer 2D,
which is called “temporal controls™: this sub-layer defines the rules for the time period of the data to be stored, and
also enforces who will get access to what data and when based on the defined access control policies. In sub-layer 2E,
which is called “data integration rules”, defines and continuously updates the set of rules on which data can or cannot
be stored together. The sub-layers 2C, 2D, and 2E are the second group of layer 2.

6. Conclusion

In this paper, we presented a conceptual context-based access control framework for AVs. The current practice of
data collection, processing and communication in AVs fail to adhere to the “privacy by design” requirement of GDPR
in the context of personal data. The proposed conceptual access control framework contributes towards achieving
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“privacy by design” requirement of GDPR. The access control has two layers with sensitivity classification of real-
time and historical data. It applies containment and sandboxing depending on the privacy sensitivity of the data and
according to the context-based policies. It contributes to privacy by design in AVs by restricting the combination of
different data types that could potentially risk the revelation of personally identifying data. The presented conceptual
access control framework will be implemented and evaluated in the future.
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