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Abstract. An important part of democracy is the premise of ballot
secrecy, where each individual can vote privately without interference,
and without anyone getting to say what they vote for. Legislation such
as GDPR also indicates that a person’s political opinion is sensitive per-
sonal data. Yet, in the modern technological era, there are countless ways
through which people’s political views can be probed, stored and in the
worst cases, manipulated. One avenue through which this can happen are
voting advice applications, online tools designed for helping people in se-
lecting optimal candidates during elections. In this work, we performed a
network traffic analysis of Finnish voting advice applications during the
parliamentary election of Spring 2023, to see whether any sensitive infor-
mation regarding, for example, the persons’ political opinions, is leaked
to third parties through the available voting advice applications. The re-
sults revealed that in 7 out of 11 analyzed applications, this was the case.
Our work offers empirical evidence showing that while there may still be
secrecy in the voting booth, the steps leading to the booth are paved
with data leaks. We conclude the study by discussing the assurance of
democratic processes and systems in our modern socio-digital society.

Keywords: Voting advice applications · third-party services · online
privacy

1 Introduction

Today, the internet is an important tool in politics, having transformed the way
people obtain information and participate in politics. It has changed the way
political campaigns are run, and transformed how people interact with candi-
dates and parties. Arguably, voters now have access to more information about
candidates and their history, and have the ability to make more informed deci-
sions before voting. Furthermore, there are websites and applications designed
to aid participants in making informed decisions. Voting advice applications and
political party websites are prime examples of this digital transformation [10,
16].

Voting advice applications are digital tools that help voters make informed
decisions during an election. These applications are prominently online, and
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became available in Europe in the early 2000s to promote awareness among citi-
zens during electoral campaigns [17]. They typically first create a set of questions
(concerning various contemporary political issues) and ask political candidates
to respond to these questions. They then provide users with the same questions,
and based on the user’s answers, the application then creates a list of political
parties or candidates compatible with the user’s views. Other supporting infor-
mation, e.g., regarding the positions and policies advocated by those parties or
candidates, can also be displayed. The main disclosed goal of these applications
is to make the process of choosing a candidate accessible and transparent by
providing voters with comprehensible information [1]. They can also help voters
overcome cognitive biases or misinformation that may affect their decisions. Ide-
ally, voting advice applications can offer the user an objective and data-driven
analysis of political positions, and encourage them to make more thoughtful
decisions [2].

In Finland, for example, the use of voting advice applications has surged in
recent years. Statistics Finland reported in 2019 that nearly half (49%) of eligible
voters in the country used one or several voting advice applications during the
election season [26]. According to this report, voting advice applications have
now become one of the primary means of gaining knowledge about candidates.
The situation seems to be similar in many technologically developed countries
across Europe. For example, in the Netherlands, a single voting advice appli-
cation named ”Stemwijzer” was used 4 million times during elections, which
corresponds to more than 50% of Dutch voters [22].

As the use of voting advice applications has gained popularity, modern web-
sites have also grown increasingly complex and regularly make use of various
third-party services such as pre-made plugins for improved functionality and
web analytics [31, 23, 30]. Understanding user behavior through analytics and
employing ready-made third-party components gives many benefits to website
maintainers, but it also raises serious concerns when it comes to confidentiality
and privacy. If developers are not careful, website users’ sensitive personal data
can be sent to these third-parties. This has repeatedly shown to be the case even
in many essential web services and public sector websites [12, 28].

Majority of the studies on voting advice applications seem to focus on impact,
models and algorithms of these applications [1, 8, 25, 21, 29]. These are important
issues, but at the same time, online privacy concerns are currently largely omitted
in this field of research. Kaskina et al. [15] presented a study introducing a
privacy framework for protecting their political profile and affiliations from other
users of voting advice applications in a setting where a voting advice application
is seen as a social platform enabling interaction and political discussion with
other users. However, the authors do not discuss means for avoiding leaks to
third parties such as analytics services.

To the best of our knowledge, the current paper is the first study to specif-
ically address the privacy of voting advice applications from the software en-
gineering point of view. Therefore, this study fills the gap in the research on
voting advice application privacy and, in particular, privacy issues caused by
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third-party analytics. By performing a network traffic analysis on 11 Finnish
voting advice applications, we show that these applications leak sensitive data
on users’ political opinions to third parties such as Google and Meta, which is a
great concern from both technological and political perspectives.

The remainder of this paper is organized as follows. Section 2 provides more
background on privacy of political opinions. Section 3 describes the selection
of the studied voting advice applications, and the network traffic analysis we
performed. Section 4 presents the results, describing the data leaks found in
the applications. Section 5 discusses the implications of our findings both from
political and technical perspectives. Finally, Section 6 concludes the paper.

2 Privacy of political opinions

The practice of secret ballots was first used in the Roman assemblies in the
second century in order to diminish the power of the upper classes over the
eligible voters, thus allowing citizens greater freedom of choice [11]. As Cicero
stated, ”everyone knows that laws which provide a secret ballot have deprived
the aristocracy of all its influence.” [19, p. 268] The similar reasoning was used in
the United States by the advocates of secret ballots. Implementing secret ballots
was seen as a solution to combat the problem of coercion and bribery [14]. It
promotes a fair and unbiased electoral process and allows voters to cast their
votes without fear of retaliation [20]. Today, confidentiality of ballots is seen as
a fundamental characteristic of legitimate elections, and Article 25 of the United
Nations’ Civil and Political Covenant acknowledges the significance of the secret
ballot as a prominent element of a just and fair electoral system.

While ballot secrecy might be the culmination point when it comes to privacy
of political opinion, privacy is also important before the actual voting to ensure
freedom from coercion and adverse influencing. This is also true when it comes to
voting advice applications. The same sentiment is also reflected in the General
Data Protection Regulation (GDPR): data on political opinions is considered
sensitive personal data (special category data) [6]. When the data on political
opinions is shared with third parties, the user should grant explicit consent for
this or there has to be a lawful basis for sharing. Additionally, the user should
be adequately informed of the purpose of the data processing and the categories
of personal data being processed. The user should also learn the identity of the
third parties receiving the data.

One prominent example of the dangers data leaks pose to democracy is the
Cambridge Analytica scandal. In 2018, it was revealed that Facebook had handed
over identifiable personal data of more than 87 million users to a British political
consulting firm, Cambridge Analytica [13]. Voter profiles were built using the
data and targeted advertisements were placed on Facebook and other online
platforms in order to sway voters’ opinions [3]. This caused a public outcry over
the misuse of personal data and increased concerns about online data leaks and
the impact targeted political advertisements can have on democratic elections.
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3 Method

We studied 11 popular Finnish voting advice applications. While there appears
to be no accurate statistics of popularity of voting advice applications, we aimed
to choose applications provided by the largest media outlets in Finland, as well
as applications having a high ranking in Google results. The media outlets or
organizations offering the selected applications are anonymously described in
Table 1. The goal was not to cover all Finnish voting advice applications, but
rather to choose some popular ones to demonstrate that third-party services
pose a serious threat to privacy of political opinion when using the applications.

Table 1. The applications and descriptions of media outlets and organizations provid-
ing these services

Application Provider description

VAA 1 An online job search platform

VAA 2 A Finnish daily newspaper

VAA 3 A daily tabloid newspaper

VAA 4 A regional newspaper

VAA 5 A daily tabloid newspaper

VAA 6 A regional newspaper

VAA 7 A regional newspaper

VAA 8 A commercial television channel

VAA 9 A regional newspaper

VAA 10 The national public broadcasting company
of Finland

VAA 11 Finnish National Youth Council

Our experiment involved testing the voting advice applications by first choos-
ing an electoral district (Varsinais-Suomi was chosen) or municipality (Turku),
completing the questionnaire and opening the page of the top candidate rec-
ommended by the application. All cookies were accepted upon accessing the
studied websites. We recorded the network traffic with Google Chrome’s Devel-
oper Tools. Caching was turned off and the traffic was filtered so that only the
requests going to third parties were analyzed. The recorded traffic was stored
as a log file for further analysis. We then analyzed the payloads of all third-
party web requests. Any data that could be interpreted as a political opinion (in
the case of voting advice applications, this usually means either the information
about top candidates or answers to political questions) and was sent to third
parties was extracted from the log file.

We also analyzed the privacy policies of the websites on which the selected
voting advice applications were found – or, in case a studied application had its
own privacy policy, we studied this document. The privacy policies were searched
for mentions of sharing data on political opinion to third parties. We also in-
vestigated whether the documents named the third parties that – according to
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our previous network traffic analysis – received sensitive personal data from the
website.

4 Results

Figure 1 shows an alluvial diagram of the data flows from voting advice applica-
tions to third parties. The diagram only shows the data flows where data on the
user’s political opinion was leaked. We can see that most of the studied appli-
cations, 7 in total, leaked this data. In all 7 cases, this happened by leaking the
information on the candidate pages the user visited after getting the results on
top candidates. When the user visits the pages of the top candidates, the third
parties receive the page URL. The URL often contains the candidate’s name
directly, but even if it does not, the information about the candidate can be
considered to be leaked because the third party can simply visit the candidate
page to further analyze it. This kind of analysis can easily be automatized with
the help of AI.

When looking at the applications, we can see that Voting advice application
1, provided a Finnish online job search platform, leaks the information about
top candidates to 7 different third parties, which is nearly half of all unique
third parties found in the current study! Voting advice application 7 provided
by a Finnish media company does not do much better: top candidates viewed by
the user are leaked to 6 third parties. Voting advice applications 2, 3, and 4 all
leak the viewed candidates to 3 third parties. These media outlets are all owned
by the same Finnish media company, which explains why they have the same
third parties in their applications. Voting advice applications 5 and 6 leak top
candidates to 2 third-parties. Finally, there were four voting advice applications
(applications 8, 9, 10 and 11) where no leaks of political opinions were detected.

Figure 1 also shows the third parties involved. The fact that Google, with
its various tools and services, is the most frequently found third party is hardly
surprising – 5 voting advice applications leak political opinions to Google. Meta,
UserReport (a tool for gathering user feedback) and Giosg (a live chat tool) are
present in 3 applications. Chartbeat, a content intelligence platform providing
data and analytics for publishers, has 2 instances. Finally, there are miscella-
neous third parties that are only found once in the analyzed applications. Many
of these services, such as Adform, AppNexus, Rubicon Project, Smart Adserver
and OneTag Advertising System, are related to online advertising. There are
also several well-known social media platforms like LinkedIn, Snapchat, TikTok
and Twitter, as well as New Relic, which provides performance monitoring and
optimization tools. While all of these third parties may not actively and know-
ingly collect sensitive user data such as political opinions, it is clear that this
information should not end up on their servers to begin with.

It is worth noting that the data sent to third parties, along with political
opinions of users, contains technical details like IP addresses, and device and
user specific identifiers. There are also many other technical pieces of information
such as the screen size, operating system and browser along with their versions,
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Fig. 1. An alluvial diagram showing the flows of sensitive political data from voting
advice applications to third parties.
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and so forth. It is safe to assume large analytics service providers usually know
who the user is, and consequently, whom the sensitive political data belongs to.

When it comes to privacy policies of the analyzed applications, none of the
7 applications leaking political opinions mentioned this in their privacy policies.
While the used third-party services were mentioned in privacy policies, the user
does not get a clear understanding what kind of data is sent to third parties.
Therefore, it can be argued that the user does not get appropriately informed in
these cases. Also, only providers of Voting advice applications 2, 3, and 4 specif-
ically addressed the voting advice application in their privacy policies. Other
privacy policy documents were more general and did not separately address the
application.

5 Discussion

We have seen that the majority of the studied voting advice applications leak
the candidates viewed by the user to third parties. When political opinions of
users leak to third parties without clear consent, this can have adverse effects on
democracy. Privacy of political opinions, usually deemed a fundamental principle
in democratic elections, is jeopardized. If voters have reason to believe that
their political opinions are no longer private, they can be afraid of expressing
their actual beliefs and opinions. Jeremy Bentham, a philosopher and founder of
modern utilitarianism, argued that disclosing an individual’s vote can undermine
the accuracy of their expression of political will [27]. Therefore, privacy leaks can
result in a distortion of the election outcome.

The GDPR is somewhat vague about the meaning of the term ”political
opinion”. It can be interpreted to mean a political ideology (e.g. liberal, con-
servative), more specific political party affiliation, or stances on various policies
(economical, environmental etc.) [4]. Although the definition is not completely
clear, the voting advice applications can leak political information in all of the
above categories. If a third party gets a couple of the top candidates returned
to the user by the application, political ideology and party affiliation can be
deduced. Moreover, even some opinions on policies may be approximately deter-
mined by looking at the answers by the user’s top candidates. In the light of the
previously discussed Cambridge Analytica scandal and continuously increasing
political microtargeting where malleable voters are targeted with highly person-
alized messages [5], the privacy of these applications should be a high priority.
If political opinions leak to third parties, public opinion can be manipulated
by large companies, foreign powers, political actors, or different interest groups.
Consequently, elections may no longer be ”fair and free” in the sense that Robert
Dahl, one of the most influential political theorists of the 20th century, consid-
ered to be characteristic of democracy [7, p. 233].

From a software engineering point of view, a significant factor contributing to
the privacy problem is the fact that many media outlets do not seem to treat their
voting advice applications any different from their main website, which means
the special nature of personal data concerning political opinions is not given
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necessery attention. The websites of media outlets often make use of different
software platforms which in turn may contain third-party web analytics or at
least make enabling them effortless by offering plugins for this purpose. Analytics
are then also enabled for voting advice applications without fully appreciating
the privacy consequences.

While letting personal data on political opinions leak to third parties is likely
to be completely unintentional, the implications can be very serious, as demon-
strated by the previously mentioned Cambridge Analytica case. Therefore, web-
site developers and data protection officers should always be aware of what kind
of data flows from their websites to third parties. This is not a difficult task –
at least the most critical functionalities on a website could be inspected with
an experimental setup similar to the one employed in the current study. Such
analysis should be an essential part of any web development project dealing with
sensitive personal data. It is also important to carefully justify the use of each
analytics service, and when analytics are deemed necessary, developers should
look into alternatives that store data locally (e.g. by using an open source solu-
tion such as Matomo [9]). This way, the data remains under the control of the
organization or media outlet, and will not be surrendered to a third party.

By looking at our findings, it is also apparent that the media outlets and
other providers of voting advice applications have failed to create clear and
transparent privacy policy documents. Sadly, this is a common problem in to-
day’s web services [18]. The privacy policy documents we studied did not, for
the most part, provide appropriate information about data processing activities.
On large websites, addressing services such as voting advice applications sepa-
rately in a privacy policy – or creating own privacy policy documents for these
services – would be very important. Transparently addressing third parties in
the privacy policy would no doubt also make the maintainers of a voting advice
application think twice whether it is wise to use third-party analytics services at
all. Moreover, using standardized templates when writing privacy policies could
make them easier to create and understand [24].

6 Conclusions

We have presented an overview of data leaks in Finnish voting advice applica-
tions. Although our dataset does not cover all Finnish voting advice applications,
the finding that 7 out of 11 studied applications leak sensitive political data is
alarming. In future, voting advice applications in other countries should also be
exposed to the same kind of network traffic analysis. Data leaks to third par-
ties could also be further analyzed by testing voting advice applications with
different consent choices.

Hopefully, our results serve as a reminder to software developers and data
protection officers responsible for web services that handle sensitive data. Service
operators have to understand their accountability for keeping the users’ personal
data safe and clearly informing users of what personal data is processed and what
third parties are involved. In web applications processing sensitive political data,
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it is difficult to find valid justifications for the use of external web analytics
services. Users should be able to trust that their political opinions stay safe
when looking for information about candidates and parties.
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