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A B S T R A C T

Strict privacy regulations pose challenges to the development of machine learning (ML) in the field of
health technology where data is particularly sensitive. Gathering and using robust, bias-free, and suitably
anonymized datasets required by ML models is difficult, time-consuming, and thus expensive. Parametric
synthetic data offers a solution by mimicking real-world processes with easily adjustable parameters that shape
the information content of the data as desired. This article presents a system demonstrating how synthetic data
can be used in conjunction with wearable edge devices. Importantly, the system preserves privacy as there
is no risk of leaking sensitive information from the model or during the use of the wearable device. The
system consists of (1) a synthetic photoplethysmogram (PPG) model, (2) convolutional neural network (CNN)
models trained with the synthetic signals, (3) a wearable edge device that computes heart rate from real-time
PPG signals using the developed CNN models, and (4) an accompanying mobile phone application receiving
the results. The synthetic model produces realistic PPG signals together with labels that can be used in CNN
model training. The quality of the synthetic data is sufficient to train even a tiny CNN model with only two
convolutional layers and 28 parameters to detect PPG waveform feet. The developed wearable device is able
to run the model smoothly and the performance of the model is on par with the more complex models and
other foot detection algorithms.
1. Introduction

The use of machine learning (ML) methods in the field of health
technology is typically hindered by privacy requirements, biased train-
ing data and insufficient amount of training data (Chen et al., 2021;
Rajotte et al., 2022). Tightened privacy regulations, such as the General
Data Protection Regulation (GDPR) 2016/679 of the European Union
(EU), have led some to demand to remove the barriers to sharing
health data to avoid potentially damaging effects on research and
therefore ultimately on patients (Bentzen et al., 2021). For example,
pseudonymized data are considered personal data under GDPR even
though the identifiers have been replaced by codes (Bentzen et al.,
2021). Bias in medical data can easily occur if the study participant
backgrounds are homogeneous (e.g., socioeconomic factors, gender,
age, and diseases) or the classes present in the data are imbalanced.
Gathering data with only one type of equipment is also prone to produc-
ing data that might not generalize well in reality Chen et al. (2021). The
lack of suitable existing data or access to them can also pose difficulties
in obtaining large datasets. Data sharing practices are intended to
facilitate the verification of published results and help build on existing
data, but challenges arise from obeying these practices (Naudet et al.,
2018).
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These challenges can be addressed with synthetic data, which is data
not originated directly from the observable world. Synthetic data can be
generated with ML-based generative models (e.g. generative adversarial
networks (GANs)), parametric models or physical simulations (Chen
et al., 2021; Jordon et al., 2022). The models-based approach allows to
efficiently generate data in large quantities, and the problem of bias is
easier to tackle. More importantly, parametric and physical simulation
models are inherently private, given that the data is generated with
purely mathematical models. The privacy aspect can be transferred
from the ML training phase to the deployment phase by securing
the data from which predictions are to be made. However, also here
tightening regulation, such as GDPR, can pose requirements for storing
and transferring the data, for example outside the EU in the case of
GDPR. Therefore, from a privacy point of view, the best approach is
not to move the data at all.

With the increased computing power of microcontroller units
(MCUs) and evolved software tools, running ML models close to the
data source has become feasible. This is known as edge ML (Merenda
et al., 2020; Murshed et al., 2021), and under the paradigm, ML models
are executed directly on less-powerful MCUs (compared to, e.g. laptops,
not to mention cloud-based ML-optimized tensor processing units),
vailable online 22 September 2023
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Fig. 1. Developed system. On the left: The generator is used to create a large number of synthetic PPG signals that are then bandpass-filtered and normalized to an interval of
[−1, 1]. The processed signals are used as training data for the ML models. On the right: The PPG and ECG sensors of the device record signals. The green PPG signal is bandpass
filtered and normalized to an interval of [−1, 1] before it is passed to the ML model. The output of the ML model (prediction array) is processed to detect the waveform feet that
are used to compute heart rate (HR). The computed HR reading is transmitted to a connected mobile phone over a Bluetooth Low Energy (BLE) connection. The developed device
is shown in the upper right corner.
skipping the transfer of data to servers where ML models are typically
executed. Additional benefits of edge ML include minimized latency
and bandwidth usage (Wu et al., 2019).

In this work, we present a system consisting of (1) a wearable
device including photoplethysmography (PPG) and electrocardiogram
(ECG) sensors, (2) a synthetic PPG generator, (3) a convolutional neural
network (CNN) model trained with purely synthetic signals and running
on the wearable (edge) device to detect PPG waveform feet in real time,
and (4) a mobile phone application that receives computed heart rate
(HR) values from the device. The system has been illustrated in Fig. 1.
The synthetic PPG signal generator is shown to produce realistic signals
that can be used to train neural network (NN) models. Usage of these
models is demonstrated in HR computation at the edge.

2. Related work

2.1. Synthetic photoplethysmogram signals

Synthetic PPG signals have been generated using parametric models
that sum Gaussian functions together (Martín-Martínez et al., 2013;
Tang, Chen, Ward et al., 2020) or, alternatively, Gaussian functions
with log-normal functions (Sološenko et al., 2017). In these models,
the PPG pulse waveform is reconstructed by controlling the Gaussian
function parameters so that the resulting set of bumps jointly form the
desired waveform shape. More complex physiological models have also
been developed that rely on simulation of cardiac function, including
cardiac chambers, valves, and systemic circulation (Mazumder et al.,
2022). Deep learning-based GAN models have generally become popu-
lar in synthetic data generation (Jordon et al., 2022) with synthetic PPG
signals being no exception (Kiyasseh et al., 2020). In this article, the
synthetic PPG generator falls into the first category and is inspired by
the work of McSharry et al. (2003) where synthetic electrocardiogram
(ECG) signals are generated with a set of differential equations that
model the characteristic points of the ECG waveform and Kaisti et al.
(2021) where the same generation principle is further simplified by
eliminating the need to solve a set of differential equations. Unlike
in Kaisti et al. (2021) where a parametric noise power spectral den-
sity (PSD) was used to transform synthetic signals into realistic noisy
signals, here, we sample time-domain noise realizations from measured
PSDs.
2

2.2. Neural networks and edge computing in health wearables

NN models have been widely used in classification and peak
detection in biosignals, especially in electrocardiogram (ECG) sig-
nals (Acharya et al., 2017; Kaisti et al., 2021; Laitala et al.,
2020; Sannino & De Pietro, 2018; Śmigiel et al., 2021) and PPG
signals (Aschbacher et al., 2020; Kazemi et al., 2022), and recently
in estimating blood pressure from PPG signals (Elgendi et al., 2019).
Edge ML has been used, for example, for ECG beat classification (Hou
et al., 2020) and detection of atrial fibrillation from ECG signals (Chen
et al., 2023). In the development of edge ML models, the limitations
of hardware in terms of computing capability and memory can quickly
become a factor to consider in model development. For example, the
long-short-term memory (LSTM)-based ECG R wave detection model
presented in Laitala et al. (2020) and Kaisti et al. (2021) has 132,737
trainable parameters with a model size of approximately 541 kB,
while the dilated convolutional neural network (CNN) model presented
in Kazemi et al. (2022) to detect PPG peaks has only 3169 trainable
parameters with a model size of approximately 17 kB. Although both
models are relatively small, the CNN model with its significantly
smaller memory requirement is more suitable for wearable devices
and was thus selected as the reference NN model in this study. This
reference model was further simplified into two smaller models.

3. Methods

3.1. Wearable device

The developed wearable device consists of a system on a chip (SoC)
(ESP32-S3 by Espressif Systems, China), a PPG sensor (MAX30101 by
Maxim Integrated, United States), an ECG module (AD8232 by Ana-
log Devices, United States), and an analog-to-digital converter (ADC)
(ADS1115 by Texas Instruments, United States). The components have
been presented as a system block diagram in Fig. 2. The SoC has 512
KB of static random access memory (SRAM), an additional 8 MB of
external pseudostatic random access memory (PSRAM), and 16 MB
of flash storage. Together with the dual-core 240 MHz processor, the
device has a lot of processing power, memory, and storage to execute
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Fig. 2. A system block diagram of the hardware components and a flowchart of the two main software tasks responsible for sampling the sensors and performing NN inference
& HR computation.
edge ML models and store raw sensor data together with the output of
the ML model. The PPG sensor has three light-emitting diodes (LEDs):
green (537 m), red (660 nm), and infrared (880 nm). The analog signal
produced by the ECG module is converted to a digital signal with the
16 bit ADC. The system can be powered through the universal serial
bus (USB) or with a rechargeable battery pack (950 mAh 3.7 V lithium
polymer) to allow measurements on the move.

The PPG sensor was encapsulated in a custom-made casing with
a Velcro strap that allows it to wrap around the finger so that the
sensor is approximately in the middle of the proximal phalanx (where
a ring is placed). Another larger casing was designed for the rest
of the electronics. The case has holes for the PPG I2C wires and
the ECG cable, a power switch and buttons to reset the device and
start/stop a measurement. The casing is wrapped around the wrist
with a Velcro strap. The resulting device is shown in Fig. 1. All parts
were designed with Autodesk Inventor Professional 2022 computer-
aided design (CAD) software. The polylactic acid (PLA) parts were 3D
printed using the fused filament fabrication (FFF) technique (CR-20 Pro
by Creality, China).

3.1.1. Firmware
The SoC was programmed in C/C++ using Espressif’s Internet

of Things (IoT) development framework, known as ESP-IDF, built
around the real-time operating system FreeRTOS. The software was
programmed to utilize the two cores of the SoC to achieve maximal
performance. The developed software has two main (FreeRTOS) tasks:
sampling of the PPG and ECG sensors and running inference on the ML
model. The inference task was assigned its own core because, together
with the preprocessing and HR computation steps, it can take a few
hundreds of milliseconds of time. The sampling task runs on the other
core and pushes data to the inference task using queues. The main parts
of these two main tasks have been illustrated in Fig. 2. An additional
third task is run on the ML core to listen for commands over the serial
port.

The SoC boot push button is programmed as a button to start and
stop a measurement. In the idle state, a push of the button notifies the
sampling and ML tasks of a request to start a new measurement. The
sampling task polls the PPG and ECG sensors at a sampling frequency
of 100 Hz (both for the sensors and for the three channels of the
PPG sensor). The samples are temporarily stored into buffers and once
four seconds (i.e., 400 samples per channel) of the signals have been
gathered, the data is transferred to the ML task using queues. The ML
task first runs the preprocessing steps for the selected PPG channel,
3

as described in chapter 3.3.1. The Butterworth filter was implemented
using the same digital biquad filter coefficients used in the Python anal-
ysis part. The ML inference is then executed and the raw data received
together with the model output are temporarily stored in buffers. The
measurement is automatically stopped after 128 s or alternatively with
another press of the button. The temporarily stored data is stored on
the flash storage. The serial task handles the reading of the stored data
over the serial port. This can be done using the developed computer
code.

The device firmware also allows performing real-time measure-
ments without saving the data. In this mode, the device performs only
ML inference and HR computation every four seconds. None of the
data is stored on the flash but instead the computed HR readings are
transmitted over Bluetooth Low Energy (BLE) to a developed mobile
application.

3.1.2. Computer software
A simple computer program was developed to read the measure-

ment data stored in the flash memory. The program can request the
stored filenames and read the data files one by one. The data received
are stored as a comma-separated value (CSV) file on the computer.

3.1.3. Mobile application
A mobile application was developed using the cross-platform Flut-

ter software development kit (SDK). The application has a button to
connect to the developed device and another one to enable or disable
the device data saving mode. With data saving disabled, the developed
device only makes predictions using the ML model and notifies the
connected device of the computed HR values without saving any data.
The HR values received are displayed to the application user as a
number together with a ripple animation with a rhythm that matches
the current HR. The main screen of the application is shown in Fig. 1.

3.2. Synthetic photoplethysmogram generation

The model used to generate synthetic PPG signals is inspired by
the work of McSharry et al. (2003) and Kaisti et al. (2021) presenting
the generation of synthetic ECG signals. The derivative of a single
synthetic PPG pulse waveform is modeled as a sum of Gaussian function
derivatives of the form:

𝑠′𝑠𝑦𝑛𝑡ℎ𝑒𝑡𝑖𝑐 =
𝑁
∑

−
𝐱𝐢
2
𝑓 (𝐱𝐢), (1)
𝑖=1 𝑐𝑖
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where 𝐱𝐢 is a phase signal for the 𝑖th Gaussian bump with values linearly
spaced in the range [−𝜋, 𝜋] (i.e., a PPG pulse waveform is modeled
as a rotation around a circle with values sampled at points 𝑥1,… , 𝑥𝑛,
where 𝑥1 = −𝜋 and 𝑥𝑛 = 𝜋) but with values shifted to the left or
ight of the center of the pulse waveform by 𝑑𝑖 (in radians from the

center point) depending on the location of the desired Gaussian bump
(e.g., the Gaussian bump modeling the systolic peak of a PPG pulse
waveform is shifted to the left), 𝑁 is the number of Gaussian bumps
(at minimum two, i.e., to model the systolic and diastolic parts of a
PPG waveform), 𝑐𝑖 is the width of the bump, and 𝑓 (𝐱𝐢) is a Gaussian
function:

𝑓 (𝐱𝐢) = 𝑎𝑖𝑒𝑥𝑝

(

−𝐱𝐢2

2𝑐2𝑖

)

, (2)

where 𝑎𝑖 is an amplitude modifier. The derivative, 𝑠′𝑠𝑦𝑛𝑡ℎ𝑒𝑡𝑖𝑐 , is then
moothed with a 2nd order Savitzky–Golay filter with a window length
f 11. Smoothing is included in the algorithm to handle cases where
Gaussian bump is wide enough to cause discontinuity in the final

ummed derivative. In practice, the effect of a potential discontinuity
s negligible, as shown in the supplementary information, and is not
eeded if the widths of the bumps are limited and the number of bumps
s increased, as also shown in the supplementary information. The final
ignal, 𝑠𝑠𝑦𝑛𝑡ℎ𝑒𝑡𝑖𝑐 , is calculated with cumulative numerical integration
sing the trapezoidal rule with an initial value of zero and a time step
f 1∕𝑓𝑠 where 𝑓𝑠 is the sampling frequency.

The model can be used to create a single PPG pulse waveform using
phase signal for a single cardiac cycle or a complete PPG signal by

oncatenating a series of [−𝜋, 𝜋]. The number of samples in any given
ulse waveform interval 𝑘 (≥ 1) is computed using the equation adapted
rom Kaisti et al. (2021):

𝑘 = 𝑓𝑠[𝑙 + 𝑏𝑠𝑖𝑛(2𝜋𝑓𝑏
𝑘−1
∑

𝑗=1

𝑛𝑗
𝑓𝑠

)], (3)

here 𝑓𝑠 is the sampling frequency (in Hz), 𝑙 is the mean pulse
aveform interval length (in seconds), 𝑏 is the breathing coupling

oefficient (assumed to be 0.1) and 𝑓𝑏 is the breathing frequency (in
z). Therefore, the calculated 𝑛𝑘 defines the heart rate for the pulse
aveform interval 𝑘. For example, 𝑛𝑘 = 80 together with a sampling

requency of 100 Hz is equal to an HR of 75 (= 60∕(80∕100)) beats per
inute (bpm).

Parametric waveform generation allows to find the waveform feet
ith simple rules. The first foot must be close to the beginning of the

ynthetic signal, whereas the rest of the feet must be close to the end
oints of the modeled pulse waveforms. Therefore, an array of potential
oot locations was created by adding the pulse length 𝑛𝑘 to the previous
otential location, starting from zero, that is, {0, 𝑛1, 𝑛1 + 𝑛2,…}. A foot
as defined as the minimum point within ± 100 ms of a potential

ocation. The resulting array of feet was then converted into a label
ignal, where each foot corresponds to five subsequent ones, the rest of
he signal being zero.

.2.1. Waveform fitting and model parameters
The synthetic model was fitted to a real PPG pulse waveform

ormalized to the range [0, 1] to find suitable model parameters. The
ollowing objective function was used:

in
𝐩

𝐿
∑

𝑗=1
(𝑠𝑠𝑦𝑛𝑡ℎ𝑒𝑡𝑖𝑐 (𝐩)𝑗 − 𝑠𝑟𝑒𝑎𝑙𝑗 )

2 (4)

.t. − 𝜋 ≤ 𝑑1 ≤ 𝑑2 ≤ 𝜋

≤ 𝑐1 ≤ 𝑐2 ≤ 3

≤ 𝑎1, 𝑎2 ≤ 10,

here 𝐩 is the synthetic model parameters
𝑑1, 𝑐1, 𝑎1,…) and 𝐿 is the length (number of samples) of the real PPG
aveform. The objective function was minimized using the differential
4

Table 1
Parameter ranges for generating randomized synthetic PPG signals.

(a) PPG waveform parameter ranges.

Parameter Waveform bump Unit

Systole Diastole

𝑑 (shift) [−2.0, −1.4] [0.4, 1.0] rad
𝑐 (width) [0.5, 0.9] [1.7, 2.1] arb. unit
𝑎 (amplitude) [5.0, 10.0] [5.0, 9.0] arb. unit

(b) Ranges for the rest of the parameters.

Parameter Range Unit

𝑙 (mean waveform length) [0.4, 1.3] s
𝑓𝑏 (breathing frequency) [0.15, 0.4] Hz
𝑎𝑛𝑜𝑖𝑠𝑒 (noise amplitude) [0, 1.5] arb. unit

evolution algorithm. In this study, the number of Gaussian functions
was selected to be two to keep the model intuitive, one Gaussian
function effectively fitting the systolic part of the pulse waveform
and the other modeling the diastolic part of the waveform. However,
as shown in the supplementary information, the number of Gaussian
bumps could be increased to, for example, four while simultaneously
making them narrower. The fitted pulse waveform, together with the
real pulse waveform and the optimal model parameters, is presented
in Fig. 3a. The parameters were then used to manually estimate
parameter ranges that yield a rich variety of pulse waveforms, from
waveforms with distinct diastolic peaks to more triangular waveforms
with less pronounced characteristic points, when randomly sampled.
These ranges have been listed in Table 1. Synthetic signals modeled
using the lower and upper boundaries of the pulse waveform ranges
along with their means have been presented in Fig. 3b and c.

3.2.2. Noise generation
The PPG signals generated with the model are unrealistically clean,

which is why a noise generator was added to render the signals re-
alistic, i.e. contaminated with noise arising from, e.g., the sampling
process (sensor-related) and movement. The noise generator used is
based on converting a PSD from the frequency domain to the time
domain using the algorithm presented in Timmer and Koenig (1995).
Three measurements (each a little more than two minutes long) were
recorded while sitting, walking, and moving the hand with the device in
random ways. These measurements were then divided into four-second
blocks and PSDs were computed for each block using the Welch’s
method (Welch, 1967). Then, the computed PSDs were averaged, and
an interpolation function was created. The mean PSD’s extracted from
the measurements have been presented in Fig. 4. The resulting three
interpolation functions can then be passed to another function that
converts them into time-domain noise. The generated noise is thus
representative of the device- and measurement-protocol-specific noise
without the need for separate generator processes for baseline wander
and white noise.

The noise generator, along with all other code related to synthetic
signals, was written in Python programming language. The code uses
parallel computing to speed up the generation process. As an exam-
ple, 200,000 4-s long signals can be generated in approximately two
minutes using a laptop with an Intel i7-11850H central processing
unit (CPU) having 16 logical processors and combined with 32 GB of
random access memory (RAM).

3.3. Neural network model

The selected reference model presented in Kazemi et al. (2022)
was used as a base for developing two additional CNN models: (1) a
small model with four convolutional layers and (2) a tiny model with
only two convolutional layers. Between the convolutional layers are
normalization layers inspired by the work of Liu et al. (2022) where

layer normalization was used for CNNs instead of perhaps more typical
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Fig. 3. Waveform fitting. a. A real PPG pulse waveform and its fitted synthetic waveform. The synthetic waveform was created with the optimized parameter values of:
𝑑1 = −1.81, 𝑐1 = 0.68, 𝑎1 = 8.35, 𝑑2 = 0.82, 𝑐2 = 1.89, 𝑎2 = 9.69. b. Generated synthetic PPG pulse waveforms with minimum, mean, and maximum parameter values along with
he original fitted waveform presented in Fig. a. At the lower end of the range the dicrotic notches are clearly visible, whereas at the other end of the range the pulse waveforms
re very triangular, reminding of a PPG signal typically obtained from elderly persons. c. Evolution of the waveform from a waveform generated with the minimum parameters
o a waveform generated with the maximum parameters.
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Fig. 4. PSDs used in noise generation. The figure on the upper left shows the mean
PSDs computed for each type of measurement (sitting, walking, and hand movement).
The rest of the figures show the same computed mean PSDs for each measurement type,
but now together with their sampled (synthetic) PSDs. The synthetic PSDs overlap with
the original ones, meaning that the noise generator works as intended.

batch normalization. The kernel size is five for each convolutional
layer. The activation function is sigmoid for the last layer and swish
otherwise. The input size is 400 samples long, i.e. equal to a 4-s signal
with the used sampling rate of 100 Hz. The NN model architectures
have been summarized in Table 2. The loss function is based on the
Wasserstein distance considering the good performance results in Sun
et al. (2022) where the systolic peaks were identified from remote PPG
signals. The loss function is defined as:

𝑙𝑤(𝐩, 𝐫) =
𝐿
∑

𝑗=1
|𝐹𝑗 (𝐩) − 𝐹𝑗 (𝐫)|, (5)

where 𝐩 is an array of predicted values and 𝐫 is the array of the input
label, 𝐹 denotes the cumulative sum (that is, for example, 𝐹 (𝐩) is the
5

o

Table 2
The NN models considered in this study. The layers are convolutional except for those
labeled ’’Norm.’’, which are normalization layers. The parameters in the convolutional
layers are ordered as follows: number of filters, dilation rate, and activation function.
The layers have been ordered so that the first layer is on the top row and the last
layer is on the bottom row. The output shape in each layer is the same as is the NN
input layer shape, i.e., 400 samples.

Reference NN model NN model 1 NN model 2

Kernel size 3 5 5
Parameters 3,169 296 28
Trainable parameters 3,169 265 23
Model size [kB] 21.3 7.7 3.6

Layers

4, 1, elu 2, 1, swish 2, 2, swish
8, 2, elu Norm. Norm.
8, 4, elu 4, 2, swish 1, 4, sigmoid
16, 8, elu Norm. –
16, 16, elu 8, 4, swish –
32, 32, elu Norm. –
1, 64, sigmoid 1, 8, sigmoid –

cumulative distribution of the predicted probability values) and 𝐿 is
he length (number of samples) of the arrays (𝐿 = 400 in this study).

The CNN model outputs are 400 samples long (i.e., the same length
s the input array) probability label arrays. Each value (∈ [0, 1]) in
he array is the probability of a sample being predicted as one. Five
ubsequent ones mark the location of a foot in the input array, as
etailed in chapter 3.2.

Model development was performed using TensorFlow 2.9.1 and the
ctual NN training was performed using NVIDIA T600 laptop graphics
rocessing unit (GPU). All models were trained with 200 epochs. The
atch size was 256 for all the models, and the generated synthetic
ignals were divided into training, validation, and test datasets using
plits of 80%, 10%, and 10%, respectively. The optimizer was Adam
ith a learning rate of 0.001. The final trained models were converted

o TensorFlow Lite models without any optimizations. These models
ere then further converted to C arrays that were compiled into the
evice firmware. Note that only one model was included in the device
irmware at a time and that the final analysis was performed offline.
t was verified that the NN model inputs (preprocessed PPG signals)
nd (inference) outputs computed using both online (in firmware) and

ffline (in Python) implementations matched each other.
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3.3.1. Preprocessing
Real and synthetic PPG signals were filtered with a forward–

backward (zero phase) 2nd order Butterworth bandpass filter with
cutoff frequencies set at 0.5 Hz and 5.0 Hz to remove baseline wander
and high-frequency noise components. The computed digital biquad
filter coefficients were used in both online (the filter was implemented
in the device firmware) and offline analysis. The initial filter conditions
were calculated using the sosfilt_zi function of SciPy’s signal module.
The real signals were flipped, i.e. the systolic peaks point up. Both
real and synthetic signals were normalized to the range [−1, 1].
The reference ECG signal was filtered with a zero-phase 4th order
Butterworth bandpass filter with cutoff frequencies set at 2 Hz and
40 Hz. The relatively high high-pass cutoff frequency of 2 Hz was
chosen to suppress motion-related baseline wandering and artifacts,
whereas the low-pass cutoff frequency of 40 Hz was chosen to remove
high-frequency noise while still meeting the Nyquist-Shannon sampling
theorem, i.e., sampling rate (in this study 100 Hz) must be at least
twice the bandwidth of the signal. These cutoff frequencies were
considered reasonable for HR measurement purposes considering that
the frequency content of the QRS complex of the ECG wave is generally
between 8–50 Hz (Tereshchenko & Josephson, 2015).

The PPG feet labels of the synthetic signals were corrected after the
above preprocessing steps to account for the fact that the locations
of ones might not be centered anymore with the true local minima
of the signal due to the added noise and subsequent filtering. The
labels were corrected by finding the closest local minimum within 9
(90 ms) samples from the original center point and shifting the ones
accordingly. This correction had a rather large impact on training and
validation losses, as shown in the supplementary information.

3.3.2. Postprocessing
The probability label array returned by the NN model is processed

by an algorithm to extract the waveform foot locations. Small values
are set to zeros with a threshold empirically set to 0.1. A lower/higher
threshold would improve/impair recall, but impair/improve precision.
Each probability peak is then checked, and the maximum probability
value within the peak (the starting/end point is the index at which
the value is above/below the threshold) along with the location are
recorded. The index corresponding to the minimum of the preprocessed
signal within ±50 milliseconds of the maximum probability value is
also stored in a list of possible feet. The probability locations and the
potential feet are then sorted using the probabilities and looped through
starting from the foot with the highest probability value. A potential
foot is added to a list of final feet if the corresponding probability
location is not within a 0.3 s window (which corresponds to a heart rate
of 200 bpm) from any of the probability locations already considered
earlier when including feet to the final list. Lastly, the final feet are
sorted in ascending order based on the location indices. The time
differences between subsequent feet are then computed, ignoring time
differences greater than 1.5 s (HR of 40 bpm) and smaller than 0.3 s
(HR of 200 bpm). HR during the 4-s interval is computed if there is at
least one time difference, that is, at least two waveform feet, and it is
computed by dividing 60 by the mean time difference (in seconds).

In order to evaluate the performances of the NN models, a set of
peak detection algorithms was selected. Based on the benchmarked
results in Charlton et al. (2022) automatic multiscale-based peak de-
tection (AMPD) algorithm (Scholkmann et al., 2012) and its optimized
version multi-scale peak and trough detection (MSPTD) (Bishop &
Ercole, 2018) were selected together with the HeartPy algorithm pre-
sented in van Gent et al. (2019). The AMPD algorithm was implemented
using the Python package pyampd, which also includes a modified
version of the algorithm trying to overcome the original algorithm’s
problems in finding peaks close to the beginning and end of a sig-
nal. This modified version of the algorithm was also considered in
this study. The MSPTD algorithm was implemented by converting the
6

original Matlab code into Python code. The HeartPy algorithm was
implemented using the Python package released by the authors of
the algorithm. Threshold-based algorithms, such as Shin et al. (2009),
were not considered because such algorithms typically do not work
well with short signals. Regarding HR values, an additional simple HR
algorithm based on autocorrelation (Das et al., 2016) was used along
the foot detectors. Autocorrelation was calculated for each 4-s signal
block, and the first peak location was considered as the length of the
pulse waveform. The same postprocessing steps were applied before
converting the value into HR.

The feet detected by the algorithms were compared with the ECG R
peaks. A foot was considered to be valid if it occurred after the R peak
and was not delayed by more than 300 ms with respect to the R peak.
This value was selected after considering that the pulse arrival time
(PAT) between the ECG R peak and the PPG waveform foot measured
from the finger is typically at rest 180–260 ms (Mukkamala et al.,
2015). The rather large window of 300 ms should cover the fact that
motion-related noise falling within the pass band of the filter can distort
the waveforms, and hence the waveform foot locations, in such a way
that the rather tight ranges of variation measured at rest, such as the
above 80 ms, would reject many of the feet.

3.4. Experiments

The developed device was tested on 20 volunteers (mean age
33.9 years ± 9.2 years, range [23, 65] years) of which 9 were females.
Three different measurements were taken from each subject: (1) sitting
comfortably on a chair, (2) walking, and (3) moving the hand with the
device in random ways. Each measurement was two minutes and eight
seconds long with approximately the first and last 20 s recorded with
no movement at all. Despite that the device recorded three different
PPG channels, only the green channel was used in this study, given the
results in Lee et al. (2013) where green light was shown to be more
suitable for tracking HR in normal daily life than shorter-wavelength
blue light or longer-wavelength red light. Due to the poor quality of the
ECG signal in five measurements, the total number of measurements
was 55 (of which 20 were sitting, 17 walking, and 18 with hand
movement).

4. Results and discussion

The output of the synthetic model is illustrated in Fig. 5a which
shows the clean signal together with its more realistic version after
adding a noise component to it. Fig. 5b shows longer snippets of
synthetic signals generated in each of the three noise scenarios together
with the clean signal on which all three noisy signals are based. The
synthetic signals presented in the figures are smooth and continuous
and also exhibit variations in amplitude and interval due to breathing
modulation. After adding noise, the signals represent realistic raw PPG
signals with low-frequency baseline wander and white noise. The syn-
thetic model was used to generate 200,000 four seconds long realistic
PPG signals by using uniform random variables and the parameter
ranges presented in the Table 1. Thus, in approximately 33% of the
generated synthetic signals the heart rate was lower than 60 bpm
(mean waveform length > 1 s) and in 22% of the signals the heart
rate was higher than 100 bpm (mean waveform length < 0.6 s). The
noise type (sitting/walking/hand movement) for each generated signal
was also selected using uniform random variables, meaning that the
share of each noise type was approximately the same in the generated
dataset. The noise amplitude parameter range (see Table 1) ensured
that the generated dataset contained signals ranging from completely
clean signals (i.e., signals recorded under perfect conditions) to very
noisy signals. The assumed breathing frequency range of [0.15, 0.4]
Hz translates into 9–24 breaths per minute, a range that approximately
covers the assumed activities, from resting to walking at a comfortable
pace.
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Fig. 5. Examples of synthetic PPG signals. a. The top figure shows a generated clean PPG signal together with the label signal denoting the foot locations. The middle figure
shows the generated noise signal, and the bottom figure shows the final realistic PPG signal created by summing the clean PPG and noise signals together. The final signal has
been normalized to the range [−1, 1]. b. Examples of generated longer (20 s) synthetic PPG signals with the different noise types used in the article. The underlying clean PPG
signal is the same in each figure. The noise realizations have been generated with the same random seed to guarantee similar noise PSD sampling. The signal representing a
measurement taken while sitting clearly has the lowest noise level, while the other two signals show significant motion-related noise.
Fig. 6. Training and validation losses of the CNN models. Training values have been
plotted with dashed lines while the validation values have been plotted with solid lines
with alpha colorings.

After the preprocessing steps, the signals, together with the auto-
matically created label arrays (where each waveform foot is marked
by five subsequent ones, the rest being zeros), were used as input data
in the NN model training. The training and validation losses for the
NN models are presented in Fig. 6. Overall, the training and validation
losses are very close to each other because the underlying synthetic
data distributions are the same for the two datasets. This is because all
the synthetic data were randomly generated in the same way. The NN
model 1 is close to the reference model with slightly larger losses, while
the tiny NN model 2 has significantly larger losses than the two larger
models. The losses on the test datasets were 1.79, 4.16 and 1.33 for the
NN model 1, the NN model 2 and the reference NN model, respectively.

The performance comparison between the NN models and the other
7

foot detection algorithms has been presented in Table 3. The reference
NN model is clearly the best foot detection method with the highest
count of top values. Interestingly, though, the two smaller NN models
do not perform significantly worse than the larger reference model.
Furthermore, the tiny NN model 2 performs better than the larger
NN model 1, and the model is almost as good as the reference NN
model in terms of F1 score. The small differences in how well all
the models perform on real data is quite unexpected based on the
differences in validation and test losses. The performance of the other,
non-ML, methods tends to be worse. The AMPD algorithm’s problem
in finding feet close to the end points of a signal is clearly visible in
the recall values. The performance-improved MSPTD algorithm suffers
from the same problem. However, the modified AMPD shows better
recall values, meaning that it is able to better detect the feet. However,
this seems to come at the cost of precision. The HeartPy algorithm is
somewhere in between the ML-based and AMPD-based algorithms.

The performance of the methods with respect to HR calculation
is quite in line with the foot detection results. The reference NN
model is the best over all the measurements followed by the NN
model 2 and Heartpy. The Heartpy algorithm performs surprisingly
well presumably due to the algorithm’s built-in feature to compute
and evaluate instantaneous HR along with peak-peak interval rejection
threshold. The ML-based methods are rather close to each other and
in general they tend to be close to the top with the exception of
the sitting measurements, where the more traditional methods are
better. The very simple autocorrelation method is the worst, except
for the sitting measurements. However, the differences between the
models, excluding the worst, are surprisingly small. With regards the
NN models, the results, interestingly, do not decrease significantly even
if the signal length used in the calculations is decreased from four
to three or even two seconds. The results of this experimentation are
presented in the supplementary information.

Fig. 7 shows an example of a challenging signal from a measurement
where the study participant was walking. The non-ML algorithms tend
to have more false positives (noise interpreted as feet) and false neg-
atives (missed feet) than the NN model-based foot detectors. The raw
outputs of the NN model (probability arrays) are quite similar, with
some differences in peak locations and amplitudes. The postprocessing
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Fig. 7. An example of a challenging signal during a measurement where the test subject was moving. The blue marker color indicates a correctly detected foot, whereas the red
marker color indicates a falsely detected foot. If a marker is missing from a green bar (which marks the period after an ECG R peak where a PPG foot is expected to occur), it
means that the detection method has failed to identify a foot. The vertical dashed black lines mark the boundaries of the 4-s (400 samples) long periods.
Table 3
Summary of the results of the algorithm comparison. The table presents the mean precision, recall, F1 scores and HR mean absolute error (MAE) relative to the ECG for each foot
detection algorithm and for each measurement type. The best and worst values in each column have been stylized with bold black and bold red fonts, respectively. The mean
values have been calculated over the entire measurement length (i.e. about 2 min).

Sitting Walking
Hand

movement
All

measurements
Algorithm Precision Recall F1 score HR MAE Precision Recall F1 score HR MAE Precision Recall F1 score HR MAE Precision Recall F1 score HR MAE

NN model 1 0.94 0.98 0.96 3.1 0.69 0.70 0.69 15.7 0.73 0.62 0.67 15.5 0.80 0.78 0.78 11.0
NN model 2 0.96 0.98 0.97 2.0 0.69 0.69 0.69 15.9 0.73 0.63 0.67 15.4 0.80 0.78 0.79 10.7
Ref. NN model 0.95 0.98 0.97 2.5 0.70 0.72 0.71 13.7 0.74 0.64 0.68 15.5 0.80 0.79 0.79 10.2
AMPD 0.99 0.80 0.89 1.3 0.72 0.53 0.61 17.9 0.75 0.50 0.60 16.6 0.83 0.62 0.71 11.4
AMPD (modified) 0.91 0.99 0.95 2.0 0.68 0.66 0.67 18.7 0.71 0.65 0.68 16.8 0.77 0.78 0.77 12.0
MSPTD 0.99 0.80 0.89 1.3 0.70 0.56 0.62 17.0 0.75 0.54 0.62 15.6 0.82 0.64 0.72 10.8
Heartpy 0.98 0.89 0.93 1.2 0.65 0.62 0.63 16.5 0.67 0.60 0.63 15.9 0.78 0.71 0.74 10.7
Autocorrelation - - - 2.7 - - - 20.2 - - - 19.0 - - - 13.4
algorithm with probability peak amplitude and distance thresholds
seems to equalize the NN models to some extent. Nevertheless, the
relatively good performance of the NN models implies that the models
trained with synthetic data work well even with real data. The fact
that even the tiny NN model works so well suggests that there is
a limited amount of information to learn from 1-dimensional, rather
tightly filtered, and short PPG signals.

The developed device was easily able to run all the NN models due
to their relatively small sizes. However, there were quite significant
differences in model inference times. The large reference NN model
takes approximately 109 ms to perform inference, whereas the smaller
NN models 1 & 2 take only approximately 22 ms and 3 ms, respectively.
Thus, the reference NN model takes significantly more computational
time, approximately 36 times, than the tiny NN model 2 and, as seen
earlier, without a significant performance difference in foot detection
and HR calculation. In a battery-powered wearable device, the two
smaller models could, hence, be more suitable to minimize current
consumption. In its current state, without any power optimizations, the
8

device draws approximately 185 mA of current while in the measure-
ment state, with a single roughly 2-minute measurement consuming
approximately 6.6 mAh.

The presented synthetic signal generator applied the principles of
generating synthetic ECG signals to PPG signals along with a method to
add realistic noise to the generated signals. Instead of summing directly
two Gaussian functions, as in Tang, Chen, Ward et al. (2020), the model
sums two or more Gaussian function derivatives together and then uses
numerical integration to construct the final signal. This approach allows
to create continuous and smooth signals without additional smoothing
interpolation between separate waveforms, as in Tang, Chen, Allen
et al. (2020). Multiple Gaussian functions have been used in PPG
waveform decomposition analysis (single PPG waveform) (Wang et al.,
2013) but the presented model also creates continuous signals.

Overall, synthetic data generators add a clear benefit to data-
intensive ML, since realistic data with accurate labels can be generated
quickly in large amounts for free (if the costs related to computation
are ignored). The generated data can be used alone (as in this article)
or augmented to a real dataset. In this article, we used synthetic data

to train NN models for the relatively straightforward task of calculating
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HR. However, the system could be extended to more complex health-
related monitoring tasks such as predicting arrhythmia and estimating
blood pressure and sleep quality. Of course, synthetic data is only as
good as the underlying model, and thus different diseases or physi-
ological conditions could prove difficult to model accurately without
adjusting the model, for example, in the case of arrhythmia.

This study emphasized the privacy preservation aspect of health
data, however, data security is also of significance importance in medi-
cal/healthcare IoT applications (Chanal & Kakkasageri, 2020). Without
data security, data privacy cannot exist and therefore data security
is a prerequisite for any system handling health-related data. Signif-
icant attack vectors in medical devices, such as firmware vulnerabil-
ities, communication protocols (BLE in our device), and applications
(the mobile application in our case) (Hernández-Álvarez et al., 2022),
should be taken into account to reduce the risk of security breaches.
The list of common security pitfalls to avoid in IoT systems maintained
by The Open Worldwide Application Security Project (OWASP) (The
Open Worldwide Application Security Project, 2018) should also be
considered when building secure wearable devices and related systems.
Future research should address these aspects to ensure the security of
the system.

5. Conclusion

Motivated by difficulties in gathering robust real-world datasets, we
demonstrated a system where synthetic data generator together with
wearable edge machine learning is used to preserve privacy without
the risk of leaking sensitive information. In our example, the system
consisted of a PPG signal generator, CNN models trained with synthetic
data, and a wearable device utilizing the CNN models to compute HR
in real time. The results demonstrated that even a tiny CNN model
trained with purely synthetic data performs well on unseen real-world
data. Future studies could explore the use of the synthetic PPG model
in different disease states together with more sophisticated NN models
to detect diseases in a portable form factor.
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