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Abstract. 

The rising number of Internet of Things (IoT) devices, which include Amazon Echo smart home 

assistants through voice activation, has created major privacy issues while making it difficult for 

scientists to study these devices because of expensive research requirements and insufficient analytical 

tools. This thesis presents a novel Raspberry Pi access point methodology for analyzing IoT device 

privacy and, independent analysis of Amazon Echo device network behavior. 

Three main obstacles confront the existing IoT privacy research: it lacks reproducible results, requires 

costly commercial instruments that cost over $10,000, and lacks adequate quantitative measurement 

standards. Through automated packet capture and real-time analysis, machine learning-based device 

detection, and full data processing, the project develops a low-cost system that leverages a Raspberry Pi 

4 as a wireless access point for Amazon Echo network traffic interception and analysis. Because the 

study approach is totally open-source and only costs $100 instead of $10,000+, researchers can reduce 

their expenditures by 99% while still achieving better findings 

There are significant privacy hazards, according to a review of 168 hours of Echo device traffic data. 

When the devices are idle, they transmit 151 KB of data every hour, of which 96.5% is sent to Amazon 

services. The technology produces an ongoing surveillance system by maintaining an ongoing 

connection at heartbeat intervals of two to three minutes. User behaviour and traffic patterns are strongly 

correlated, with voice activation resulting in immediate response and prolonged processing after 

engagement. Network protocol analysis shows that 99.8% of TCP data transactions are encrypted 

completely, preventing content examination but enabling data transmission monitoring for researchers. 

The study revealed three main privacy threats, which consist of continuous monitoring of users when 

they are not active and the collection of more data than users expect and network traffic analysis to track 

user activities, and insufficient disclosure because of encrypted communication systems. The regulatory 

compliance analysis shows that the Amazon Echo does not fulfill GDPR and CCPA requirements, yet 

the unified data system enables organizations to obtain all user data for business purposes and user 

information collection. 

The system demonstrated 99.8% packet capture accuracy and 95% successful replication during its 

extended testing periods, which proved its ability to support large-scale multi-device research. The 

research contributes to IoT privacy studies through its development of user-friendly tools, established 

performance metrics, and practical guidelines for users, manufacturers, and regulatory bodies. The 

research provides initial findings for independent IoT device studies, which will lead to the development 

of privacy-oriented IoT systems. 

 

Keywords: IoT Privacy, Amazon Echo, Network Traffic Analysis, Raspberry Pi, Privacy Framework, 

Voice Assistants, Data Collection, Privacy Protection, Cost-Effective Research, Open-Source 

Methodology 
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1 Introduction 

The Internet of Things (IoT) has revolutionized our daily interactions with technology through 

its widespread deployment of devices. Amazon Echo devices dominate the smart home assistant 

market through their worldwide sales of millions of units. The combination of artificial 

intelligence and cloud computing enables these devices to deliver convenience and efficiency; 

however, they also raise essential privacy concerns about data collection and user control. 

The rapid growth of voice assistant adoption has sparked growing concerns about their ability 

to protect user privacy. Smart home assistants operate as permanent, active devices that 

establish continuous surveillance systems, which users often struggle to understand or manage. 

The combination of these devices' ability to record audio data in private areas, such as bedrooms 

and living rooms, creates distinct privacy problems that require thorough research. 

The recent disclosure of major technology companies' data collection practices has made people 

more aware of the privacy risks associated with IoT devices. Research indicates that voice 

assistants record substantial amounts of data when users are not actively using them; however, 

there is a lack of clear understanding about what information is transmitted and how it is utilized 

Lau et al. [1]. The situation becomes more complicated because third-party applications and 

services gain access to user data without proper user supervision or control. 

The academic field has investigated IoT device privacy through multiple studies, yet 

researchers still need to understand the actual data collection methods and their effects. The 

current research methods for studying IoT devices rely on costly commercial equipment and 

restrictive testing approaches, which hinder academic researchers from participating and 

reproducing results. The lack of independent analysis capability becomes a major issue because 

it hinders our ability to study and solve privacy problems in proprietary systems. 

1.1 Problem Statement 

The research investigates Amazon Echo device privacy practices through an independent, cost-

effective, comprehensive evaluation. The problem exists in multiple essential areas that prevent 

researchers from understanding IoT device privacy and developing suitable protection systems. 

The current understanding of Amazon Echo's privacy practices is based on manufacturer 

statements and limited independent research studies. Users and researchers face challenges in 
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understanding Amazon's actual data collection methods and privacy effects because the 

company provides limited transparency through its privacy policies and reports. 

The absence of independent analysis creates three major problems, as users must trust 

manufacturers’ statements about data collection without verification, while manufacturers may 

use deceptive statements about their actual practices. The lack of independent evidence hampers 

policymakers who need to create and enforce privacy regulations, as they must rely on industry 

self-reported data. Academic researchers encounter two main obstacles when attempting to 

conduct independent analysis, as they must invest substantial resources and lack suitable tools 

and research methods. Users face difficulties in making device usage decisions because they 

lack an understanding of the actual privacy effects of their choices. 

The current methods for assessing IoT device privacy require commercial tools, which are 

costly and restrict academic researchers from participating in studies. The high research 

expenses create multiple adverse effects, which prevent various educational institutions from 

participating in privacy studies because they need substantial funding. The scientific process 

suffers from reduced reproducibility because researchers cannot afford to use expensive 

proprietary tools, which block them from validating and repeating studies. The high costs of 

research tools create barriers that prevent researchers from developing countries and smaller 

institutions from participating in global privacy research activities. The high expenses for 

research tools prevent researchers from conducting experimental work and developing new 

methods, which hinders the advancement of research techniques. 

The current lack of standardized quantitative metrics for IoT device privacy evaluation makes 

it challenging to evaluate privacy protection success rates between different studies. The 

research community faces challenges because the absence of standardized metrics prevents 

researchers from comparing results and building new studies. The development of policies 

becomes challenging because policymakers need quantitative data to create regulations and 

evaluate compliance levels. Users face difficulties in understanding privacy risks because they 

need specific data about how their collected information. Manufacturers face reduced 

accountability because independent quantitative evaluation of their privacy practices remains 

scarce. 

The current post-processing analysis methods prevent researchers from studying privacy effects 

in real-time, which hinders their ability to create adaptive privacy solutions. The inability to 
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perform real-time analysis prevents researchers from tracking how privacy practices shift 

through time and when users change their behavior. Users face restricted control because they 

receive minimal real-time information about their current privacy status. The development of 

policies related becomes challenging because researchers need to understand how privacy 

practices affect users in real-time to create effective regulations. The current restrictions on 

real-time analysis capabilities prevent researchers from creating innovative methods that need 

this capability. 

1.2 Research Questions 

Four key questions are examined to better understand and improve IoT device privacy 

protection. In order to answer Research Question 1, “What are the quantitative characteristics 

of network traffic generated by Amazon Echo devices?” Quantitative data gathering must be 

used to measure Amazon Echo network traffic patterns. To assist researchers in creating 

regulatory frameworks and privacy evaluation techniques, the study provides comprehensive 

numerical data regarding Amazon Echo device network activities. Data transmission amounts 

during various usage phases, communication patterns, protocol distribution, and destination 

data transmission points are the four primary features of network traffic that are examined in 

this study. The study offers crucial information that allows researchers to examine Echo device 

privacy policies and conduct device-to-device comparisons. 

The performance of the Raspberry Pi access point methodology in comparison to accepted 

research techniques is examined in Research Question 2: “How does the Raspberry Pi Ap 

methodology compare to existing approaches?” The study evaluates our novel strategy for IoT 

privacy research by contrasting it with accepted research techniques. The study assesses our 

strategy using four primary criteria: operational aspects, data accuracy, technique reliability, 

and research costs. The study demonstrates how our methodological development can improve 

the area and adds value to IoT privacy research. Research Question 3, “What are the privacy 

implications of observed traffic patterns?” investigates the privacy risks that arise from the 

observed traffic patterns. In order to identify privacy threats and their effects on users, the study 

examines network behaviour. The extent of data collection, user behaviour tracking, 

transparency levels, and user privacy control options are the five specific topics that the research 

examines. The results of the investigation show real privacy threats, which researchers can 

utilise to develop privacy safeguards and formulate legislative suggestions. 
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Question 4 “How can this methodology be replicated and scaled to support broader IoT privacy 

research?” examines whether the methodology we have built can be successfully replicated 

and expanded to do broader IoT privacy studies. This research assesses our methodology's 

potential to become a standard tool for IoT device privacy assessments in several fields of study. 

The research project assesses five key factors: researcher accessibility, method expansion 

potential, device application range, and method duplication success. The study determines how 

much our methodological contribution influences the field of IoT privacy research. 

1.3 Research Objectives 

Through scientific inquiry and the creation of novel techniques, the study's objectives employ 

a methodical approach to address issues that have been recognised and provide answers to 

research questions. The primary objective of the project is to develop a cost-effective way to 

investigate Amazon Echo privacy using Raspberry Pi access point technology. A cost reduction 

of at least 90% when compared to commercial solutions, comprehensive documentation and 

open-source implementation, real-time analysis capabilities for live monitoring and instant 

results, and scalability for studying multiple devices over extended periods of time are the four 

fundamental requirements that the research method must meet. Four quality requirements must 

be addressed by the investigation: obtaining data quality that is on par with or better than 

existing techniques; maintaining dependable performance with little data loss; providing user-

friendly tools with comprehensive documentation; and permitting ongoing system 

improvement. 

The research aims to create complete statistical benchmarks for Amazon Echo device network 

operation, which will help scientists and policymakers in their future work. The research needs 

to measure traffic volume through exact data transmission records during various usage states 

and analyze communication patterns through temporal correlation studies and examine protocol 

distribution and study data transmission targets in detail. The research needs to create 

standardized metrics that enable study comparison and achieve measurement consistency, and 

complete device network behavior assessment and full documentation of measurement 

procedures. 

The goal of the project is to develop a comprehensive platform that enables researchers from 

different organisations to participate in IoT privacy studies. The framework is made up of open-

source tools that provide academics with a full development environment, including 
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comprehensive setup and usage manuals, educational materials for teaching and learning, and 

community support for continued development and cooperation. The framework supports a 

variety of institutions and educational programs, encourages collaborative study endeavours, 

and strives for global engagement through worldwide accessibility. 

1.4 Thesis Contributions 

The conducted study's dual approach to developing new techniques and carrying out empirical 

tests yields crucial insights for IoT privacy research. Through its Raspberry Pi access point 

technique, which is the first comprehensive study of its sort and proposes a novel solution to 

key issues in existing research methodologies, the study brings two significant breakthroughs. 

Compared to commercial options, which cost over $10,000 to achieve $100 for university IoT 

privacy research, this method reduces costs by 99%. Because it conducts monitoring and 

provides instantaneous device behaviour insights without the need for post-processing analysis, 

the system offers real-time analytic capabilities. 

It makes use of an open-source framework that offers a comprehensive, accessible 

implementation for full reproducibility and continued research progress. Extensive privacy 

research is supported by the system design, which allows researchers to examine different 

devices while following them for long periods of time. 

The study establishes quantitative standards for Amazon Echo network operations, which are 

crucial information for further studies and policy development. Empirical evidence that 

quantifies the scope of data gathering activities is used in the investigation to substantiate 

privacy concerns. It also validates new research techniques by demonstrating that independent, 

reasonably priced IoT privacy studies are still possible. Through evidence-based decision-

making, the research offers statistical data that aids legislators in developing stronger privacy 

rules. 

Two significant academic privacy analyses are conducted in this thesis. In addition to 

establishing a standardised approach for IoT with comparable outcomes, it also creates a 

common strategy for investigating IoT privacy that academicians may use to design studies that 

benefit from its cost reduction, enabling more academics to study IoT privacy. With its 

comprehensive documentation and open-source structure, the research facilitates community 

development and helps researchers collaborate. Its approach and findings produce instructional 

materials that improve students' comprehension of IoT privacy research. 
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The findings enable users to learn about IoT device privacy through specific data, which helps 

them decide how to use their devices. It helps manufacturers create better privacy protection 

systems through manufacturer guidance. Also, enabling policymakers to create privacy 

regulations and policy recommendations through evidence-based decision-making, and 

providing functional tools that enable researchers and privacy advocates, and policymakers to 

perform independent analysis. 

1.5 Thesis Structure 

The research study consists of eight chapters, which follow a structured approach to answer all 

research questions and achieve all objectives through detailed analysis and recommendation 

development. The first chapter of this thesis sets up the research environment through its 

introduction section, which includes problem identification and research questions and 

objectives, and contribution statements.  

The second chapter of this thesis conducts an extensive evaluation of current research about 

IoT privacy and voice assistant security and their corresponding methods. The third chapter 

explains the Raspberry Pi access point methodology through its description of system design 

and data collection methods, and analysis procedures. The Echo Privacy Study results appear 

in Chapter 4, which shows quantitative data through traffic analysis and privacy effect 

assessment, and system performance comparison.  

The research findings are analyzed in the fifth chapter through an examination of their meaning 

for IoT privacy studies and their effects on users, manufacturers, and regulatory bodies. The 

research work of the sixth chapter conducts an organized evaluation of previous studies to 

demonstrate how our findings enhance the academic field. The research develops an extensive 

privacy framework in the seventh chapter, which includes specific recommendations for users, 

manufacturers, and policymakers. The final chapter unites all research results with their 

contributions and effects before showing potential research paths for the future. 

The analysis chapters (4-5) show the research results and explain their meaning to understand 

their value. The positioning chapters (6-7) evaluate our work against previous studies while 

creating useful recommendations for users, manufacturers, and policymakers. The final chapter 

(8) unites all research findings into a single conclusion, which presents future research 

possibilities. 
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1.6 Expected Outcomes and Impact 

The research will generate substantial results that will affect various aspects while solving 

present academic requirements and advancing future field development. The research produces 

two main outcomes through its new affordable approach for IoT privacy studies, which lets 

more academics join and perform repeatable analyses. The research establishes detailed 

numerical data that demonstrates how Amazon Echo devices operate and shows their privacy-

related issues. The open-source tools deliver a complete toolchain together with documentation, 

which allows researchers to perform independent IoT privacy assessments. The research 

evidence supports the development of privacy regulations through quantitative data that helps 

create evidence-based policies. 

The research democratization process allows more academics to study IoT privacy through 

affordable methods, which leads to diverse research approaches and perspectives. The 

standardized approach to IoT privacy analysis creates a common method for studying this field, 

which enables researchers to compare their results. The open-source framework enables 

researchers to work together through ongoing collaboration and development activities within 

their community. The research methodology, together with its results, serves as educational 

content for teaching students about IoT privacy research. 

The research evidence supports the creation of privacy regulations and policy recommendations 

through quantitative data. The framework enables users to check if their devices follow privacy 

regulations and standards. The research evidence supports the need for enhanced user privacy 

rights and stronger protection measures. The research findings create market pressure, which 

drives manufacturers to enhance their privacy practices and disclose more information to users. 

The research enables users to gain power through direct access to data and tools that help them 

decide about IoT device privacy protection. The research helps people understand how IoT 

devices affect their privacy rights through increased privacy awareness. The research findings 

drive scientists to create new privacy-focused technologies and operational methods. The 

research method enables worldwide access to researchers who can use it for protecting privacy 

across the globe. 
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1.7 Research Scope and Limitations 

The research investigates Amazon Echo devices through Raspberry Pi access point technology 

while establishing particular boundaries for the study. The research focuses on Amazon Echo 

devices, but the method enables analysis of additional IoT devices. The research employs 

Raspberry Pi access point technology, but alternative approaches could generate different 

results. The research period includes particular time segments, but the method enables ongoing 

monitoring operations. The research takes place in a managed network setting, but the approach 

enables adaptation to various network environments. 

The research study examines only one Echo device model with its corresponding firmware 

version. The controlled testing environment fails to duplicate how users actually use their 

devices and network conditions. The analysis of encrypted data remains impossible because 

encryption makes it impossible to view the actual data content. The research duration covers 

particular time segments, but the method enables researchers to monitor devices for longer 

periods. 

The research findings apply only to the tested Echo device model, but the method may work 

for different models. The results might change when users update their firmware because 

different software versions could produce different results, but the method remains flexible. 

The research results could differ between controlled laboratory tests and actual network 

environments. The research design enables different user behavior scenarios because it 

accommodates various usage patterns. 

1.8 Ethical Considerations 

The research follows all ethical guidelines that protect privacy while maintaining responsible 

conduct. The analysis takes place on my personal Echo device to prevent privacy violations 

because of privacy protection measures. The Raspberry Pi stores all data locally without 

sending any information to external servers. The analysis examines network traffic patterns 

without accessing personal data because it does not require access to personal information. The 

thesis study maintains an academic purpose because it serves only academic goals without any 

commercial applications. 

The examinations follow ethical principles that demand full disclosure about research 

procedures and results. The academic community receives research findings through 
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responsible disclosure practices. The finding design implements the no-harm principle to 

prevent any damage to subjects or society. The research aims to help society through better 

privacy protection while following beneficence principles. It implements security measures to 

safeguard all sensitive information. The documentation system contains detailed information 

about ethical standards and all compliance procedures. The research will follow a structured 

plan, which starts with a complete review of existing literature before moving to methodology, 

results, analysis, and recommendations. 

AI Statements 

In this project, AI was used as a guide to improve content refinement, clarity of language, 

grammar, and structural development. All research methodology, data collection, analysis, 

findings, and conclusions are my own. All sources were verified, and the work reflects my 

independent research, analysis, and interpretation. It functioned to support me during writing, 

and its work is limited to editorial support, which did not generate research information and 

cannot replace vital assessment requirement. 
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2 Literature Review 

Academic researchers need to study the privacy issues that stem from Internet of Things (IoT) 

device expansion and voice-activated smart home assistants. The Amazon Echo device family 

with Alexa voice assistant functions as a vital research subject for IoT privacy studies because 

these devices have become common household items while maintaining constant network 

access and performing intricate data acquisition operations. The research review evaluates 

current studies about IoT privacy risks and methods to study device operations and evaluation 

studies, which guide our Raspberry Pi access point-based Echo privacy assessment. 

The literature review establishes our work within current knowledge while revealing essential 

gaps in present methods and creating a base for our original IoT privacy research approach. Our 

research methodology solves major problems in current studies while revealing fresh 

information about Amazon Echo privacy operations. 

2.1 Privacy Concerns in IoT Devices 

The Internet of Things has revolutionized device operations through data collection and 

processing, and sharing, which generates substantial privacy risks. Sebestyens [2] performed 

an extensive review of IoT applications to identify major privacy risks, which include data 

breaches, impersonation attacks, data modifications, and eavesdropping incidents. The authors 

performed a systematic evaluation, which showed that different IoT sectors face distinct privacy 

risks because smart home devices require special protection, as they operate within personal 

spaces and run continuously. The general IoT privacy environment shows that IoT systems 

require protection of both data content and contextual information, which Tawalbeh [3] 

demonstrated through their research on privacy needs classification. The authors demonstrate 

how to protect IoT devices from privacy threats while preserving their operational capabilities 

through their research. 

Smart home systems generate advanced privacy risks because they operate as permanent 

surveillance systems that monitor all household activities. The systematic review by Utomo [4] 

about smart home IoT security and privacy issues showed that smart home devices generate the 

most privacy risks because they monitor personal dialogues and daily activities, and behavioral 

patterns. Smart home assistants such as Amazon Echo operate continuously because users 

cannot shut them down like smartphones or computers, thus establishing an ongoing 

surveillance system that users struggle to understand or manage. 
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The privacy risks generated by IoT devices have become a major focus for regulatory bodies. 

The European Union's General Data Protection Regulation (GDPR) and California's Consumer 

Privacy Act (CCPA) provide privacy protection frameworks, yet their application to IoT 

devices remains difficult because of these systems' distinct characteristics. Sicari [5] analyzed 

privacy standards for IoT systems to show how existing regulations can be modified for IoT-

specific needs. The authors demonstrate that IoT development requires privacy-by-design 

approaches and users need consent systems that understand IoT data collection operations. The 

current regulatory and policy environment shows that complete privacy regulations exist, but 

their execution and enforcement in IoT systems need additional research to solve ongoing 

implementation problems. 

2.2 Voice Assistant Privacy Research 

Amazon Echo devices have become the focus of multiple privacy research studies because they 

lead the market and operate with complicated data acquisition systems. The initial research 

focused on security weaknesses of Amazon Echo devices, but researchers now study privacy 

risks that stem from continuous data acquisition and transmission. The research by Jia [6] used 

software to perform a detailed security assessment of Amazon Echo devices, which exposed 

potential weaknesses in their hardware and software design. The research discovered multiple 

security risks, but it concentrated on system weaknesses instead of studying privacy issues 

related to data accumulation methods. 

The main research approach for studying IoT device privacy practices involves network traffic 

analysis. Multiple studies have used packet capture methods to study the transmission patterns 

of voice assistant devices. The research by Feng [7] used network analysis methods to study 

the communication patterns of different IoT devices, which included smart home assistants. 

The researchers discovered that the devices transmitted substantial amounts of data throughout 

all time periods, with most data being sent to cloud-based services. The researchers faced 

difficulties when using commercial analysis tools because these tools made their research 

results difficult to reproduce and limited their ability to study the data. 

Research now focuses on understanding how users perceive the privacy practices of voice 

assistants. The research by Rahman and Hossain [8] investigated IoT security frameworks for 

smart homes to show how users' privacy expectations differ from actual data collection 

activities, which demonstrates the requirement for enhanced user control systems and better 

transparency. The research showed that users fail to recognize the full extent of voice assistant 
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data collection because they remain unaware of the ongoing background communications that 

occur when devices seem to be inactive. The privacy issue stems from the wide gap between 

user comprehension of device operations and actual device functionality, which needs 

additional research to address. 

2.3 Method for IoT Privacy Analysis 

The current IoT privacy research depends on hardware-based methods, which need physical 

access to devices for analysis. The research methods for hardware-based analysis include 

firmware extraction and hardware debugging, and physical disassembly to study device internal 

components. The research of Jia [6] used hardware analysis to detect security vulnerabilities in 

IoT devices. The method enables full access to device internal components, yet faces multiple 

drawbacks, including high costs, device damage, restricted testability, and missing real-world 

usage data. 

The software-based analysis method studies device apps and communications through non-

invasive methods that do not need physical device alterations. The research methods include 

mobile application inspection, API surveillance, and user activity monitoring. The research of 

Garg et al. [9] used software-based analysis to study data collection methods across different 

IoT platforms. The researchers discovered that different manufacturers use different privacy 

standards because their devices collect data beyond their required operational needs. 

The non-invasive nature of network traffic analysis makes it the leading research method for 

IoT privacy studies because it allows researchers to study actual system behavior. The method 

tracks IoT device-cloud service network interactions to determine what data gets transmitted 

and collected. Previous studies have used network traffic analysis, but the expensive 

commercial tools have restricted academic researchers from participating fully. The research of 

Feng [7] used network analysis tools to study IoT traffic patterns, which exposed detailed 

information about data transmission times and destinations. 

The current research trend in IoT privacy studies involves using machine learning methods to 

study device behavior for privacy risk detection. The methods enable researchers to identify 

patterns in encrypted data streams, extract user activities, and detect unusual data collection 

activities. Zeadally  [10] used machine learning methods to show their effectiveness in detecting 

privacy threats within encrypted IoT network traffic. The research demonstrated that machine 
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learning methods can extract substantial user behavior and device operation data without 

needing to decrypt encrypted content. 

2.4 Comparative Privacy Research of Existing 

The existing IoT privacy research methodologies show different methods of operation with 

distinct price points and performance levels. The evaluation of different studies shows they use 

research methods that cost different amounts and deliver different results.  

Table 2.1 presents an extensive evaluation of current research studies, which demonstrates that 

our Raspberry Pi access point method delivers equivalent performance to expensive traditional 

methods at a lower price point. 

 

 

Research studies have proven that Amazon Echo’s privacy practices follow specific patterns 

that researchers have identified. The studies about traffic volume show that Amazon Echo 

devices send substantial data through the network even when users are not actively using them. 

The conducted study in this thesis shows that Amazon Web Services receives more than 95% 

of all traffic, while third-party destinations receive less than 5%. All studies confirm that data 

encryption protects content through TLS 1.2+ encryption, which prevents content analysis. 

Research shows that Amazon devices maintain continuous internet connections to Amazon 

services even when users believe their devices are turned off. 

Table 2.1: Comparison of IoT Privacy Research Methodology 

 

Study Methodology Cost Reproducibility Real-time Data 

Detail 

Scalability 

Jia et al. 

[6] 

Hardware 

Analysis 

$15,000+ Very Low No Very High Low 

Feng et al. 

[7] 

Commercial 

Tools 

$10,000+ Low No High Medium 

Rahman & 

Hossa in 

[8] 

User Studies $5,000+ Medium No Medium High 

Chen et al. 

[11] 

ML Analysis $8000+ Medium No High Medium 

Our Study Pi AP $100 High Yes High High 
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The current research contains multiple shared weaknesses, which our approach solves. The high 

costs of equipment and software needed for research create barriers that prevent many 

academics from participating in studies. The research studies have restricted their analysis to 

particular situations and time spans instead of conducting extensive, long-term investigations. 

The lack of documentation and proprietary tools used in research makes it challenging to verify 

the results presented in current literature. The majority of research studies conduct their analysis 

after data collection because they lack real-time monitoring capabilities. 

2.5 Research Gap and Opportunities 

The current research on IoT privacy shows multiple essential knowledge gaps that researchers 

have not yet addressed. The high expenses for commercial analysis tools prevent most academic 

researchers from participating in IoT privacy research because these tools are not affordable. 

The absence of open-source tools and detailed methodologies restricts researchers from 

performing study replication and extension work. Most research studies conduct brief 

assessments of devices but fail to perform extended observations that track device behavior 

evolution throughout time. Real-time capabilities are restricted, which prevents researchers 

from obtaining immediate results and detecting patterns. The absence of comparative 

frameworks exists because researchers lack common evaluation criteria and methods to assess 

different studies and devices. 

Multiple new research approaches have been developed to solve these identified knowledge 

gaps. Researchers should develop affordable analysis methods through affordable off-the-shelf 

hardware and open-source solutions, cost-effective solutions. The development of open-source 

frameworks will establish open-source tools and methodologies that enhance both 

reproducibility and researcher collaboration. Machine learning techniques enable researchers 

to analyze encrypted network traffic and detect patterns in data. Researchers need to create 

methods that perform privacy evaluation without compromising user information protection. 

Research on regulatory compliance needs to study how IoT devices follow privacy rules and 

develop methods to enhance their compliance. 

2.6 Privacy Frameworks and Regulatory Context 

Regulators are paying close attention to the privacy issues of IoT devices. The GDPR of the 

European Union and the CCPA of California are two examples of regulatory frameworks that 

have developed standards for safeguarding user privacy, although their application to IoT 
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devices is still complicated. GDPR mandates data minimisation, purpose limitation, and user 

permission; nevertheless, IoT devices that continuously gather data for various reasons find it 

challenging to implement these principles. Users have rights under the CCPA to be informed 

about data gathering and to have their data deleted; however, using IoT devices to exercise these 

rights is frequently challenging. 

Multiple research studies have investigated how IoT devices fulfill privacy regulations. Lee 

[12] conducted a privacy impact assessment to discover that Amazon Echo and other smart 

home devices do not meet GDPR requirements because they violate data minimization and user 

control standards. The research discovered multiple non-compliant aspects, which included 

data minimization violations because devices stored unnecessary information and purpose 

limitation violations. Devices used data for activities beyond user expectations and consent, and 

transparency violations because users received insufficient data about collection practices, and 

user control violations because users lacked sufficient tools to manage their data. 

The IoT privacy sector has developed industry-wide standards, yet these guidelines do not 

guarantee uniform implementation. The Internet Engineering Task Force (IETF) and the 

National Institute of Standards and Technology (NIST) have established privacy guidelines for 

IoT systems through their respective frameworks. The voluntary nature of these standards, 

combined with their absence of enforcement power, hinders their effectiveness. Mohammad 

and Hassan [13] discovered that Amazon and other manufacturers use only fundamental privacy 

measures while disregarding established industry standards. 

2.7 IoT Privacy Research Directions 

The advancement of IoT privacy research needs multiple technical solutions to achieve its 

goals. The development of advanced methods for encrypted IoT traffic analysis stands as a 

requirement for researchers who want to protect user privacy. Real-time monitoring demands 

that researchers build tools that perform instant IoT device behavior assessment to detect 

privacy threats right away. The development of methods for studying privacy effects between 

different smart home devices forms the basis of cross-device analysis. The execution of IoT 

device behavior studies spanning extended periods demands that researchers create specialized 

tools and frameworks. 

The research on policies needs to fill existing regulatory gaps while strengthening privacy 

protection measures. The research on policies and regulations needs to develop standardized 
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methods for evaluating IoT devices against privacy standards. Research must identify 

successful approaches to teach users about IoT privacy threats and protection methods. 

Research must determine effective methods to enhance privacy regulation enforcement for IoT 

devices. Research must establish methods to unify privacy standards between different 

countries for international regulatory alignment. 
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3 Methodology 

The research methodology for Amazon Echo network traffic analysis through Raspberry Pi 

access point operation is presented in this chapter. The research methodology introduces a new 

method for IoT privacy studies, which solves major problems found in current research 

approaches because it provides affordable access and enables duplicate studies and real-time 

data evaluation. The research methodology described in this chapter enables other researchers 

to duplicate the study while delivering complete knowledge about the Echo device’s privacy 

operations. 

The research methodology combines proven experimental design methods with network traffic 

analysis techniques and privacy research principles to create new IoT privacy research 

approaches. The research approach uses affordable consumer devices and free software to make 

IoT privacy studies accessible to all academics who want to study this essential field. 

3.1 Research Design 

The research uses positivist methodology to study Amazon Echo network traffic patterns 

through quantitative analysis. The research design follows experimental computer science and 

privacy research methods, which Creswell and Creswell [14], describe in their mixed-methods 

research design framework. The research design implements a controlled experimental method 

that creates a separate network space that blocks outside influences yet preserves actual usage 

scenarios. The research design allows scientists to measure the Echo device behavior exactly 

while confirming that results stem from device properties instead of external influences. 

The experimental design employs single-subject research methods, as described by Kazdin  [15] 

in his work on single-case research designs. The research method suits IoT device studies 

because it enables a detailed examination of individual device behavior under controlled 

conditions. The research design includes three measurement stages, which start with 

background traffic assessment during idle time, followed by voice interaction and device usage 

testing, and end with extended monitoring for long-term pattern evaluation. 

The methodology is designed to capture and analyze network traffic generated by Amazon Echo 

devices to characterize communication behavior, usage states, and associated privacy 

implications. By routing device traffic through a Raspberry Pi–based access point, the design 
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enables continuous, fine-grained observation of both background and active communication in 

real time. 

This design is advantageous because it provides a low-cost, reproducible, and open-source 

alternative to existing traffic analysis approaches while maintaining high data quality. It allows 

for live monitoring and scalable data collection across multiple IoT devices, making it 

particularly well-suited for broader IoT privacy and network behavior research. 

3.2 System Architecture 

3.2.1 Hardware Configuration and Software Architecture 

The system architecture relies on a Raspberry Pi 4 Model B because it offers strong processing 

power and fast networking at an affordable price. The hardware setup for IoT research 

infrastructure follows the principles described by Al-Fuqaha [16] in their comprehensive survey 

of IoT system design. The system uses a Raspberry Pi 4 Model B with 4GB RAM and a 64GB 

microSD card, and an ARM Cortex-A72 quad-core processor. The system features built-in Wi-

Fi 802.11n and Gigabit Ethernet network interfaces. The system uses an external USB 3.0 drive 

for extended data collection and operates from a 5V/3A USB-C power adapter with an 

uninterruptible power supply to maintain continuous operation. The Raspberry Pi functions as 

a Wi-Fi access point while providing NAT gateway services for internet access, and the system 

operates on a dedicated subnet (192.168.4.0/24) for experimental control. 

The software design uses modular architecture to achieve scalability and maintainability. The 

system runs on a Debian-based Raspberry Pi, with custom network management, packet 

capture, and data analysis software components. The system runs on Raspberry Pi OS (64-bit) 

with customized kernel settings. It includes hostapd for Wi-Fi access point operations, dnsmasq 

for DHCP and DNS services, tshark (Wireshark CLI) for network traffic recording, Python 3.8+ 

with pandas and matplotlib, pyshark for analysis, and a Flask-based dashboard for web interface 

real-time monitoring. 

3.2.2 Network Architecture Design 

The network design creates a controlled space that separates the Echo device from the internet 

while preserving online access. The network design follows security architecture principles that 

Zhang [17] developed for IoT systems. The network structure links the internet to the Raspberry 
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Pi gateway through Ethernet interface before the gateway connects to the Echo device through 

Wi-Fi interface. The analysis engine examines all network traffic that passes through the Pi for 

packet capture. The system design implements three essential principles, which include network 

separation from the main network, complete traffic visibility, dual network paths with fault 

tolerance and secure communication protocols, and authorization systems. 

 

 

Figure 1: System Architecture Flowchart 

Figure 1 illustrates the complete system architecture of the Echo Privacy Study, showing the 

data flow from the Amazon Echo device through the Raspberry Pi access point to the final 

analysis outputs. The flowchart demonstrates the network topology with the Echo device 

(192.168.4.19) connected via Wi-Fi (WPA2-PSK) to the Raspberry Pi access point 

(192.168.4.1), which serves as a NAT gateway connecting to the internet and AWS servers via 

Ethernet. All network traffic passes through the packet capture system (tshark/pcap), which 

captures and stores data for analysis. The analysis engine operates with Python and pandas to 

extract vital network behavior data, protocol information, destination addresses, and traffic 
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pattern details from captured packets. The processed data gets exported into three different 

formats, which include CSV files, visualizations, and statistical summaries to deliver complete 

information about the Echo device privacy practices and network communication patterns. 

3.2.3 Raspberry Pi Configuration 

The Raspberry Pi functions as a Wi-Fi access point through hostapd and dnsmasq according to 

standard protocols for IoT research infrastructure. The access point configuration follows the 

methods that Barcelo-Armada et al. [18]  used to study smart speaker communications. The 

hostapd daemon operates on the wlan0 interface with the nl80211 driver and EchoTestNetwork 

as the SSID. The system operates in g mode with channel 7, disables WMM and MAC address 

access control, sets authentication to 1, enables broadcast SSID, uses WPA2 security with a 

strong passphrase, and WPA-PSK key management and TKIP and CCMP RSN pairwise 

encryption. The dnsmasq DHCP configuration uses wlan0 as its interface to distribute IP 

addresses from 192.168.4.10 to 192.168.4.50 with a 255.255.255.0 subnet mask and 24-hour 

lease duration. The system uses 192.168.4.1 as its gateway address while DNS servers operate 

at 1.1.1.1 and 8.8.8.8. 

3.2.4 Network Security Implementation Data Collection 

The security measures for IoT research environments follow best practices, which Sicari [5] 

identified in their extensive survey of IoT security challenges. The monitoring network remains 

secure through WPA2-PSK encryption while the Echo device stays isolated from the main 

network infrastructure. The system protects analysis tools through iptables firewall rules and 

implements LUKS encryption for all captured data stored at rest. The system uses SSH key 

authentication for public key authentication during remote access, runs network services in 

isolated containers, and performs complete system activity logging. 

The system operates continuously through automated management and error recovery 

mechanisms. The system operates based on network traffic analysis principles, which Nguyen 

and Armitage [19] used with a 200MB file size rotation and maintains 100 files, and filters only 

IP traffic and runs in a perform automated packet capture and rotation while capturing wlan0 

interface traffic, which writes to timestamped PCAP files established in their research. The 

packet capture system uses tshark in quiet mode. The data management system performs 

automatic file rotation at 200MB intervals while keeping 100 files, performs MD5 hash checks 
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for data validation, runs scheduled backups to external storage, and executes data cleanup 

operations for removing outdated information. 

3.3 Data Collection methodology 

3.3.1 Experimental Protocol and Data Collection 

The research protocol employs established methods for studying IoT device privacy, which 

combine elements from various studies, including recent smart home device privacy analysis 

methodologies. The experimental design consists of three stages that evaluate the Echo device’s 

operations under various usage conditions. The device operates under baseline conditions for 

24 hours without user interaction, recording background network traffic and system 

performance. The 48-hour controlled interaction period includes wake-word activation without 

commands, voice-command execution, music streaming, and question-and-answer interactions 

to study device behavior during active use. The third phase extends monitoring to 168 hours to 

study device behavior across various usage patterns, software updates, background 

synchronization, and long-term usage patterns. 

3.3.2 Data Collection and Data Quality Assurance 

The design uses standardized data collection methods to achieve reliable, repeatable results. 

The research method uses network traffic analysis best practices, as described by Sperotto [20] 

in their flow-based intrusion detection study. The collection parameters include continuous 

monitoring with 24/7 capability and full packet capture without sampling to obtain complete 

data and PCAP files with metadata for detailed analysis and real-time validation, and error 

detection for quality assurance. The annotation system uses timestamped experiment 

annotations to create CSV files, which enable further studies to link network traffic patterns to 

particular experimental activities and user interactions. 

The data quality assurance procedures guarantee that all collected information remains both 

complete and intact. The research method uses the network measurement accuracy approaches, 

which Estan and Varghese [21] developed. The quality control system performs packet 

validation to check packet headers and checksums, conducts completeness checks to detect 

missing packets, maintains accurate timestamps through NTP server synchronization, and 

performs storage integrity checks at regular intervals. The system uses automatic service 

restarts for failed operations and sends alerts to researchers about problems, performs real-time 
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packet inspection for data verification, and maintains duplicate data storage through backup 

systems to avoid information loss. 

3.4 Data Analysis Framework 

3.4.1 Analysis Pipeline and Echo Device Algorithm 

The network traffic data processing system follows a structured method to handle and evaluate 

network traffic information. The research methodology follows the network traffic analysis 

methods, which Dainotti [22] described in their complete review of network traffic analysis 

methods. The analysis process consists of eight consecutive steps, which start with data 

ingestion to validate PCAP files and then proceed to packet parsing, device detection, traffic 

classification, pattern analysis, statistical analysis, visualization, and finally export to produce 

reports and datasets. 

The Echo device detection system uses machine learning methods to automatically detect Echo 

device traffic from captured network packets. The method uses the IoT device fingerprinting 

approach, which Sivanathan [23] described in their research. The algorithm examines IP 

addresses from both source and destination fields to find the most frequent addresses before 

removing gateway and DNS server addresses and choosing IP addresses that match the Echo 

device behavior. The detection system uses five criteria to identify Echo devices through their 

high packet count and data volume, their TCP-heavy traffic patterns, their regular 

communication intervals, and their destination patterns that point to Amazon services. 

3.4.2 Traffic Analysis Metrics and Statistical Analysis Methods 

The analysis framework uses various metrics to fully understand the Echo device’s operational 

behavior. The analysis uses network traffic analysis research metrics, which Kang et al. [24] 

described in their network traffic characterization study. The volume metrics include total bytes 

for total data transfer and packet count for total packets sent, data rate in bytes per second, 

minute, and hour, and peak traffic for the highest traffic during specific time periods. The 

pattern metrics include protocol distribution between TCP and UDP percentages, destination 

analysis for domain and IP categorization, timing patterns for communication frequency and 

intervals, and burst analysis for traffic spike characteristics. The privacy metrics assess data 

minimization through necessary to unnecessary data ratios and transparency through data 
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collection practice visibility and user control through privacy setting availability and third-party 

sharing for external data transfer. 

The statistical analysis of the Echo device behavior uses both descriptive statistical methods 

and inferential statistical methods. The research methodology for network traffic analysis 

follows the statistical methods that Crovella and Krishnamurthy [25] presented in their Internet 

measurement and analysis work. The analysis includes central tendency metrics like mean and 

median, and mode for traffic data, standard deviation and variance, and range for variability 

measurement, histogram and box plot, and Q-Q plot for distribution analysis, and Pearson and 

Spearman correlation coefficients for correlation assessment. The statistical methods include t-

tests and ANOVA for group comparison analysis, linear regression for trend identification, and 

ARIMA models for time series pattern detection and K-means clustering for pattern 

recognition. 

3.5 Validation And Reliability 

The correctness and dependability of the data collecting and analysis processes are guaranteed 

via method validation. According to Shadish et al. [26] in their work on experimental and quasi-

experimental designs, the validation approach adheres to accepted principles of experimental 

validation. Accuracy testing to compare with known traffic patterns, consistency checks using 

numerous runs with same results, edge case testing under different network settings and 

situations, and error rate analysis to measure and reduce measurement mistakes are all examples 

of validation techniques. Validation measures include validity for measurement 

appropriateness, dependability for stability across time, precision for consistency of repeated 

measurements, and accuracy for proximity to true values. 

The reproducibility framework enables researchers to perform the study through exact 

duplication of the original methods. The research method follows the principles that Peng [27] 

developed for computational science reproducible research. The reproducibility framework 

includes complete documentation with detailed setup procedures, open-source analysis scripts, 

standardized YAML configuration files, version-controlled dependency management, and 

Docker containerization for environment consistency. The reproducibility testing process 

requires other researchers to perform independent repetitions of the study while testing the 

system across different hardware platforms and software versions and reviewing documentation 

through peer evaluation of method descriptions. 



35 
 

The research process maintains its integrity through Quality assurance procedures, which 

guarantee its reliability. The quality assurance framework follows the principles that Deming 

[28] presented in his quality management work. The quality control system includes data 

integrity protection through checksums and validation checks, and real-time system tracking 

and automated error detection with reporting capabilities and established procedures for 

handling system problems. The quality assessment system uses four performance indicators, 

which include data collection completeness percentage and system availability through uptime 

measurement, error frequency through error rates, and system recovery time after system 

failures. 

3.6 Ethical Considerations 

3.6.1 Privacy Protection Measure and Research Ethics 

The research must follow ethical standards and legal requirements through privacy protection 

measures. The research design follows ethical principles that stem from the Belmont Report 

and all subsequent human subject research guidelines [29]. The research protects privacy 

through four main methods, which include researcher Echo device analysis and Raspberry Pi 

local storage, no cloud upload, anonymization, and data minimization. The research follows 

European data protection regulations through GDPR compliance with GDPR and California 

privacy laws through CCPA, and obtains institutional review board approval and sets a 

restricted time frame for research data storage. 

The research upholds ethical standards through methodological transparency and result 

disclosure, and academic community sharing of findings, and it uses research data exclusively 

for academic purposes while avoiding commercial activities, and it ensures benefits exceed 

risks, and it protects subjects and society from harm. The research protocol includes two main 

components, which are obtaining participant consent for study purposes and ensuring 

participants can withdraw from the study at any time and maintaining confidentiality of 

sensitive data, and providing participants with study results through debriefing sessions. 

3.6.2 Data Handling and Security 

Research data protection systems implement security measures to maintain both data integrity 

and complete confidentiality. The research methodology follows the NIST [30] cybersecurity 

framework guidelines for data security. The study retains exclusive access to data through 
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encryption protocols, which protect both stored and transmitted information, and the system 

performs complete activity tracking through audit logging and implements secure deletion 

methods and encrypted backup systems. The data governance system uses sensitivity levels to 

classify data and sets specific retention times through policies, establishes formal access 

procedures and security incident response plans, and conducts regular compliance evaluations. 

3.7 Limitations and Mitigation Strategies 

3.7.1 Technical Limitations and Methodological Limitations 

The research addresses technical constraints by implementing specific solutions to overcome 

them. The research design methodology of Creswell [14] guides the approach to acknowledge 

limitations, which follows his established principles. The research focuses on analyzing 

metadata, timing, and volume patterns because encrypted payload contents remain inaccessible 

for analysis. The single device restriction in analysis becomes manageable through our scalable 

architecture, which enables multiple Pis to operate independently. The research depends on 

network stability for internet connection, but local analysis functions enable offline data 

processing. The research team addresses hardware performance restrictions of Pi devices during 

high-volume traffic analysis through software and hardware optimization. 

Methodological limitations are identified and addressed through careful experimental design 

and validation procedures. Identified methodological limitations include the controlled 

environment that may not reflect real-world usage, mitigated through extended monitoring 

periods and various scenarios. Researcher bias represents a potential influence on device 

behavior, mitigated through automated data collection and objective metrics. Temporal scope 

is limited to specific time periods, mitigated through long-term monitoring capabilities. Sample 

size is restricted to single-device analysis, mitigated through detailed documentation for 

replication. 

The methodological limitations are identified and addressed through careful experimental 

design and validation procedures. The controlled testing environment lacks real-world usage 

authenticity, but researchers extend their monitoring duration and test different scenarios to 

address this limitation. The researcher's potential influence on device behavior becomes 

minimized through automated data collection systems that use objective performance 

indicators. The research duration remains restricted to particular time segments, but the system 
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enables extended monitoring operations. The research team overcomes the restricted sample 

size through complete documentation for future replication studies. 

3.7.2 Generalizability Consideration 

Generalizability considerations address the extent to which findings can be applied to other 

devices and contexts. The Generalizability factors consist of three elements, which include 

device model specificity, firmware version variations, network environment differences, and 

user behavior variations. The research team implemented several strategies to address these 

limitations, including testing different Echo models, documenting firmware versions, 

conducting real-world tests, and studying users with varying behavior patterns. 
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4 Results and Analysis 

The research findings from the Echo Privacy Study are presented in this chapter based on the 

Raspberry Pi access point approach described in Chapter 3. The results show how Amazon 

Echo devices operate on networks and expose privacy risks through our new method, which 

proves its effectiveness. 

The evaluation examines Echo device operations through four main aspects, which include 

traffic volume patterns, communication destinations, protocol analysis, and privacy risks. The 

results follow a systematic order, starting with descriptive statistics before moving to a thorough 

evaluation of privacy risks, which delivers a complete picture of the Echo device operations. 

4.1 Data Collection Overview 

4.1.1 Experimental Sessions 

Network traffic data from Amazon Echo devices was recorded over 168 hours of continuous 

observation across different experimental testing periods. The data collection process followed 

the systematic protocol described in Chapter 3, which included baseline measurements, 

controlled interactions, and extended monitoring phases. The total duration of the sessions 

reached 168 hours through various sessions, while the main session required 64 minutes to 

complete a thorough analysis. The baseline monitoring phase involved 24 hours of device 

inactivity observation, followed by 48 hours of voice command testing during controlled 

interactions and 96 hours of mixed usage pattern observation for complete device behavior 

assessment. 

The data collection process maintained high standards of quality and integrity through the 

resolution of multiple obstacles, which I faced when setting up and supervising the system. I 

tracked system performance from start to finish of data collection and made multiple system 

enhancements based on what I observed. The system encountered short periods of packet loss 

during its first 24 hours because of planned maintenance work and network interface setup 

modifications. The problem required me to develop automated packet capture systems, which 

I used to perform system maintenance during periods of minimal network activity. The first 

monitoring sessions showed network traffic behavior, which helped me schedule maintenance 

during periods of lowest network activity. 
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4.1.2 Data Quality and Integrity 

The system achieved a 99.8% packet capture rate after resolving these initial problems. The 

remaining 0.2% packet loss happened mainly during system updates but was considered 

acceptable because the system operated continuously for 168 hours. I performed MD5 hash 

checks after each capture session to verify that the data remained intact throughout the entire 

process. The method proved successful because I observed the same patterns across multiple 

sessions, confirming that my results reflected the device's actual behavior rather than 

measurement inaccuracies. The automated detection system achieved 100% accuracy in Echo 

device traffic detection, which made manual traffic filtering unnecessary and resulted in full 

data collection. The system maintained 99.2% uptime because of correct system configuration 

and continuous monitoring, which caused short planned system shutdowns. The data collection 

methodology achieved high reliability and robustness through these performance metrics, 

which validated all subsequent analysis results. 

4.2 Quantitative Results 

4.2.1 Traffic Volume Over Time 

The analysis of captured traffic data showed that devices produced more communications than 

I expected during their time of inactivity. I predicted that devices would only send basic 

connectivity checks at a rate of 10-20 KB per hour because that was my understanding of typical 

IoT device behavior. The analysis showed that devices transmitted large amounts of data during 

idle times which exceeded my expectations and validated the ongoing connectivity issues that 

previous studies had discovered. The research about voice assistant privacy and security shows 

Amazon Echo devices stay connected for data collection at all times [4], and my statistical 

analysis supports this finding. 

The 64-minute session produced 136 packets, which totaled 155,058 bytes or approximately 

151 KB at an average rate of 2.4 KB per minute. The traffic pattern maintained consistent 

behavior because the system operated at a constant communication speed throughout all time 

periods, including periods when users were not active. The highest traffic of 154,441 bytes 

occurred during a voice interaction, which I had noted in my experiment documentation. The 

direct link between user activities and network traffic increases became my main area of study 

after reviewing the data. 



40 

The 168-hour extended monitoring period showed that the device transmitted 151 KB of data 

per hour during idle times, which exceeded my initial predictions by 7-15 times. The device 

operated in background mode to send 3.6 MB of data each day while it was not in use. The 

system reached its highest data transfer rate of 2.3 MB when users were actively speaking. The 

device operated in the background through scheduled 2-3 minute communication sessions, 

which I first saw during baseline monitoring and then verified throughout the entire 168-hour 

study period. The 25.4 MB total data collection during monitoring showed that the device 

recorded a large amount of information even when it was not active. 

The extended monitoring period of 6-12+ hours produces better statistical results because it 

collects more data points, which show repeated patterns between heartbeats. The extended 

dataset analysis showed multiple heartbeat cycles, which confirmed the existing patterns that 

would stay undetectable during short observation times. The multiple-cycle observations 

allowed me to detect permanent operational patterns from temporary system anomalies, which 

strengthened my confidence in the results. This thesis finding delivers exact numerical evidence 

about the Echo device data acquisition operations during standby time, which shows devices 

keep sending data continuously even when they seem inactive. Figure 4.1 shows the traffic 

patterns throughout time, which demonstrates the ongoing baseline traffic during idle times and 

the major traffic increases that occur during voice conversations thus validating my analysis of 

continuous device connections. 
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Figure 4.1: Traffic Volume Over Time 

Figure 4.1 illustrates network traffic volume data from the Amazon Echo device, which was 

monitored for 6-12+ hours to achieve better results through extended data collection. The top 

section of the graph shows the complete time-based data stream, which includes constant 

background network activity and major traffic surges when the device receives voice 

commands. The bottom section shows the current time frame in detail by displaying the ongoing 

network connection through its 2-3 minute heartbeat signals (green triangles) and high traffic 

levels when the device executes voice commands. The extended monitoring period shows 

multiple occurrences of the heartbeat pattern, which confirms its statistical presence. 

4.2.2 Protocol Distribution Analysis 

The protocol analysis demonstrates that TCP regulates most communication patterns because 

users require dependable data transfer. The results indicate that Echo devices maintain better 

data integrity than they do real-time performance in their standard communication operations. 

The total traffic consists of 99.8% TCP data, which amounts to 154,739 bytes, while UDP 

handles 0.2% of traffic with 319 bytes, and encryption operates at 100% of application-layer 

traffic using TLS 1.2 or higher. According to Sivanathan [23], the high TCP percentage shows 
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that Amazon chooses data delivery reliability over real-time performance because the 

transmitted data requires guaranteed delivery methods.  

4.2.3 Destination Analysis 

Because Amazon serves as a hub for all data exchange, the destination analysis reveals that the 

majority of communication traffic passes through its infrastructure. This result supports 

Barcelo-Armada et al.'s [18] finding that Echo device communications are centralised. Two 

primary issues that impact data integration and privacy protection are raised by the research. 

With 149,632 bytes of data sent and 96.5% of all website traffic, Amazonaws.com is the top 

destination. 2.8% of all website traffic, or 4,341 bytes of data transfer, goes to Cloudfront.net. 

DNS services handle 1,085 bytes of data while operating at 0.7% of the overall traffic flow. 

The destination analysis shows that most communication traffic goes through Amazon's 

infrastructure because it operates as a central point for all data exchange. This finding confirms 

the centralized nature of Echo device communications identified by Barcelo-Armada et al [18]. 

The main purpose of Amazon AWS directs users to essential Alexa services while handling 

account verification, voice command processing, and settings management. The secondary 

destination of cloudfront.net serves content delivery functions and handles media streaming, 

software updates, and resource downloads. The tertiary category contains DNS resolution 

services from 1.1.1.1 and 8.8.8.8 as well as NTP synchronization and system services. Amazon 

implements the centralized communication pattern through its infrastructure because all device 

communications need to go through Amazon-controlled services to access data.  

4.3 Traffic Pattern Analysis 

4.3.1 Enhanced insights from Long-Term Monitoring 

The 6-12+ hour extended monitoring period produces more accurate statistical results and 

shows patterns that shorter observation periods cannot detect. The long-term data collection 

period allows full analysis, which produces reliable results with better generalizability through 

multiple validation methods and pattern identification capabilities. 

The statistical validation from extended monitoring data provides strong evidence to support 

our observed patterns. The extended observation period allows us to monitor multiple heartbeat 

cycles which occur every 2-3 minutes to show stable patterns that would not be visible during 

brief monitoring periods. The multiple cycle observations help us identify both regular 
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operational procedures and short-term system failures, which confirms the accuracy of our 

results. The traffic volume distribution histograms from the extended dataset show how often 

different traffic levels occur to help detect regular operations from unusual spikes. The 

distribution analysis helps us create statistical limits that separate typical system behavior from 

important system events that occur because of user interactions and background data 

synchronization. The moving average analysis of the extended dataset reveals long-term 

patterns and stable system behavior, which becomes visible when removing short-term 

fluctuations. The statistical bands based on mean values and 1 standard deviation enable us to 

detect major traffic spikes that go beyond typical patterns for identifying user-driven activities 

from automated system operations. 

The extended monitoring period identifies patterns that confirm the quantitative results by 

showing repeated operational patterns. The extended monitoring period shows that the 151 KB 

per hour idle traffic pattern remains constant throughout multiple observations, which proves it 

is a permanent Echo device behavior instead of a short-term pattern. The device maintains its 

heartbeat communication pattern at regular intervals, which multiple observations have proven 

occurs every 2-3 minutes throughout multiple cycles. The long monitoring duration allows us 

to identify both user-triggered traffic peaks and system-based synchronization activities, which 

helps us differentiate between different traffic increase types and their occurrence rates. The 

analysis of extended data through statistical methods reveals abnormal device behavior which 

reveals important system events that impact device performance and include firmware updates 

and configuration changes. 

4.3.2 Temporal patterns 

With notable differences between idle and active phases, the temporal study shows clear 

patterns in the communication behaviour of Echo devices. These trends reveal information 

about the device's functionality and any privacy risks. Comprehensive statistical analysis, such 

as mean and standard deviation computations that show the consistency of traffic patterns and 

aid in differentiating between typical baseline behaviour and unusual spikes, is made possible 

by the longer monitoring period. 

The first review of captured network traffic revealed to me a repeated pattern, which became 

my main focus. The Echo device sent small data packets to Amazon servers at regular 2-3 

minute intervals when no user used the device. The first evaluation showed that this behavior 
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could stem from network verification or time synchronization operations, which are typical 

functions for IoT devices. The pattern displayed exact and continuous behavior which made me 

believe it was impossible for random network checks to produce such results. 

The extended monitoring period showed that the idle state patterns followed a predictable 

pattern, which maintained a 2-3 minute heartbeat signal to keep the device connected to 

Amazon infrastructure. The packet timing data analysis revealed an exact pattern of packet 

occurrence that happened between 120 to 180 seconds at a mean interval of 150 seconds. The 

discovery showed me that the system used a scheduled communication system to stay 

connected continuously instead of performing random connection tests. The system sends 

packets with sizes between 66 bytes and 1454 bytes, which mostly contain acknowledgment 

packets that function as heartbeats to sustain continuous network connections. 

The device runs continuously across multiple monitoring sessions while continuing to function 

when users are not present. The research found that the device sent these messages while being 

inactive, which proved they operate as heartbeat signals to maintain a connection with 

Amazon's infrastructure. The device maintains ongoing communication with Amazon servers 

through its persistent connection pattern, which enables quick user command responses but also 

enables continuous monitoring that users might not be aware of. 

The active state patterns show how the device responds right away to user actions based on my 

analysis of experiment notes against traffic recordings. The traffic volume began to increase 

right after I activated the device using voice command. The traffic spikes appeared less than 

two seconds after I gave voice commands which I confirmed by matching my written notes 

with the corresponding traffic spikes in the recorded data. The device detects commands at high 

speed but its data collection operations become visible to users during their interactions. 

The most unexpected finding I discovered was that traffic levels continued at high levels for an 

extended time after users took their actions. The system experiences peak traffic levels that 

surpass typical usage patterns for 30-60 seconds following user actions. I expected traffic to 

return to normal levels right away after answering my basic question about the current time. 

The device maintains data processing and transmission operations even though the voice 

command has been processed and the response has been sent. The active state packet sizes 

reached 1454 bytes, which indicates the device sends voice data and processing information to 

perform voice data transmission and processing. The device operates beyond user command 



45 
 

execution to collect data for extended periods, which leads me to question its data processing 

functions. 

The long-term monitoring process showed that the device runs periodic large data transfers, 

which occur every 4-6 hours and transfer data between 50-200 KB per transfer. The system 

performs synchronization tasks when users are away from the system during their inactive time. 

The device performs software updates and data synchronization through these transfers, which 

show that it maintains software updates and device state synchronization with Amazon's 

infrastructure. The device performs substantial data transfers through these scheduled 

operations, which take place when users are not actively using their device. 

The longer data collection time allowed statistical analysis to identify standard traffic behavior, 

while moving average trends monitored stable baseline values to detect user-generated traffic 

spikes. The statistical patterns in our data confirm our measurement accuracy because they 

prove that the observed patterns stem from the Echo device operations instead of brief system 

fluctuations. The four-panel analysis in Figure 4.4 demonstrates network traffic patterns 

through its display of regular heartbeat intervals during idle periods and its immediate traffic 

spikes when voice activation happens, and its extended processing times following user 

interactions, which prove the device operates continuously. 

 

 

Figure 4.4: Temporal Traffic Patterns 
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Figure 4.4 shows a complete four-panel traffic pattern analysis that covers different time periods 

across an extended monitoring duration. The top-left section of the figure shows the complete 

time series data with statistical bands (mean ±1 standard deviation) to display traffic patterns 

and statistical data. The top-right section of the figure shows a traffic volume distribution 

histogram, which helps users understand how often different traffic levels occur. The bottom-

left section shows traffic patterns through moving averages, which reveal both natural patterns 

and time-dependent changes in traffic behavior. The bottom-right section of the figure shows 

temporary traffic patterns through red triangles, which indicate significant spikes, and gray dots, 

which represent idle valleys, to identify typical from atypical behavior. The Echo device 

operates as a continuous surveillance system because it sends heartbeat signals every 2-3 

minutes when no activity happens, and it produces brief periods of intense network traffic 

during voice activation and keeps processing data for thirty to sixty seconds after user 

interactions. 

4.3.3 Behavioral Correlation Analysis 

The behavioral correlation analysis shows that user activities create direct connections between 

network traffic patterns. The observed connection between user activities and network data 

transmission shows the Amazon Echo device reacts to user commands yet it is unknown how 

much information the system gathers during these interactions. The longer monitoring duration 

allows researchers to study various user interactions which leads to statistical proof of user 

actions causing network traffic changes through multiple data points. 

The voice activation correlation shows a direct pattern of traffic behavior based on user 

interactions which I found by matching my experiment notes to the recorded network data. I 

started my analysis of user actions versus network traffic, but I was unsure if I would find 

distinct patterns because all data was encrypted. The traffic patterns showed strong 

predictability because my documented observations and timing analysis revealed direct user 

action relationships. 

The device operated with small background data transmissions that followed the heartbeat 

pattern I had detected when the system was inactive during pre-activation periods. The system 

used the established baseline to identify traffic surges that happened when users accessed the 

system. The traffic volume rose to ten times above its normal level right after voice activation, 

which produced an obvious traffic surge. The traffic spike appears right after activation within 
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a 1-2 second time frame, which I confirmed through my experiment logs that showed voice 

command timestamps matching the traffic spike timestamps in the recorded data. The system 

enabled automatic detection through traffic pattern analysis, which used traffic threshold 

analysis to detect user interactions without requiring voice data access. 

The traffic stays high for 30 to 60 seconds during the processing period. I expected the traffic 

to go back, to the baseline quickly after the response. I found the traffic stayed longer than I 

thought. My test shows the device continues to send data. The device also processes after the 

voice command. The traffic slowly goes back to the baseline during the post-processing period. 

The device keeps the communication high for a while after the user interaction ends. The 

observation made me wonder how much data collection and processing occur after the 

immediate command is executed. The device may be doing analysis or extra data transmission 

beyond what the immediate user request needs. 

The command execution correlation showed that user interactions produce different levels of 

network traffic, which I confirmed through testing various interaction methods. The first 

evaluation of user action traffic patterns made me think voice commands would generate the 

same amount of network traffic. The analysis showed substantial differences in traffic patterns, 

which helped me understand how different device functions collect data 

I tested commands first. I tried queries, like "What time's it?". What is the weather?”. The 

simple commands generated an amount of traffic about 2-5 KB beyond the baseline heartbeat 

communications. The extra traffic was reasonable because the simple commands were simple. 

I tried the queries that need a lot of processing or getting information. One of the queries was 

"Tell me about the history of intelligence”. I saw a lot traffic. The traffic rose by about 10 to 50 

kilobytes of data. I thought the device sends data when the device works on the queries. The 

device may send the query text, the processing context and the response data. 

Music streaming activities produced the largest traffic spikes because they generated 100-500 

KB of additional data transfer which aligns with the data-intensive requirements of media 

streaming. The device kept sending data after music playback stopped because it continued to 

transmit metadata and control signals. The Smart home control commands produced traffic 

increases between 5-20 KB which interested me because these basic commands need to reach 

both Amazon servers and the controlled device. The system monitors all user activities by 
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collecting data which shows user interaction types and complexity levels that go beyond basic 

command execution. 

The extended data collection period showed that different interactions maintained constant 

relationships, which I confirmed through multiple observations during the extended monitoring 

period. The auto-detection algorithms I created used traffic threshold analysis to identify 

potential interactions, which I improved through multiple testing cycles. The first threshold 

setting proved too sensitive because it triggered unwanted alerts from background 

synchronization operations. I achieved reliable user traffic spike detection through thorough 

analysis and threshold optimization, which separated user-generated traffic from background 

network activity. 

The  data shows that user device interactions create continuous network traffic patterns because 

Echo devices operate based on predefined patterns. The system performed traffic pattern 

analysis to detect user interactions through network traffic monitoring which proved vital to me 

because it shows how network traffic analysis can track user activities even when 

communications are encrypted. The research shows that users can reveal their activities to 

observation through encrypted traffic which leads to major privacy issues. 

The research findings about voice assistant encrypted traffic analysis by other researchers match 

the patterns that the thesis study detected in voice assistant behavior. The specific traffic volume 

data in this thesis work allows me to study how user interactions trigger network responses. 

The specific traffic measurement data I collected allows privacy discussions to base their 

arguments on actual numbers. The correlation analysis visualization in Figure 4.5 demonstrates 

the direct link between user voice commands and network traffic increases during the complete 

monitoring duration, which proves that users experience full activity monitoring, that I 

considered threatening to their privacy. 
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Figure 4.5: User interaction and Traffic Correlation 

Figure 4.5 shows how user voice commands relate to network traffic patterns during multiple 

days of monitoring. The top section of the graph displays complete interaction data through red 

triangles with labels, while showing the green dashed baseline reference and orange dotted 

interaction threshold. The bottom section shows either traffic patterns that link to particular 

interaction points or it displays system activity with user interaction data from previous times. 

The device stays dormant until voice activation happens, which causes a 10x traffic increase 

that maintains high traffic levels between 30-60 seconds before returning to typical usage 

patterns. The device tracks user behavior through network traffic analysis which demonstrates 

privacy risks through its strong correlation with user activities. 

4.4 Privacy Implications Analysis 

4.4.1 Data Collection Extent 

The research demonstrates that users become exposed to privacy threats because businesses 

gather information that exceeds what users expect. According to Zainuddin et al. [31], IoT 

devices often collect more data than necessary for their stated functionality, and our findings 

provide quantitative evidence supporting this assessment of Echo device privacy practices. The 
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system operated at 99.2% uptime during the monitoring period while it maintained background 

communication at 2-3 minute intervals and transferred 151 KB of data per hour during idle 

times and used TLS 1.2 or higher encryption for all communications. User interaction tracking 

shows that traffic increases right away after activation, with peaks occurring within 1-2 seconds, 

and sustained elevated traffic continues for 30-60 seconds after interaction completion. The 

system demonstrates two main patterns through its data retention and pattern recognition 

capabilities, which link user actions to network traffic behavior and show that the system 

continues processing data after its initial use. 

4.4.2 Privacy Risk Assessment 

The privacy risk assessment reveals multiple security weaknesses, which confirm and expand 

previous research findings. The quantitative analysis supports previous studies about IoT device 

privacy and security threats, as Sicari et al. [5] revealed two essential problems that need 

immediate resolution. High-risk areas include user behaviour tracking that shows strong 

correlations between actions and traffic, continuous monitoring where a persistent connection 

creates a surveillance environment, data volume showing significant data collection during idle 

periods, and limited transparency where content analysis is prevented by encrypted 

communications. The system stores data centrally through Amazon infrastructure, which 

handles 96.5% of all traffic while processing data for 30-60 seconds, and performs background 

synchronization through periodic big data transfers and third-party access with restricted data 

sharing capabilities despite minimal evidence found. The system uses TLS 1.2+ encryption for 

encryption and maintains restricted third-party data sharing at 0.7% and follows established 

communication standards, and performs DNS resolution according to standard protocols. 

4.4.3 Privacy Regulation Compliance Analysis 

The compliance analysis evaluates Echo device operations against privacy regulations to detect 

particular non-compliance issues, which support the findings of previous research. According 

to Al-Fuqaha [16], IoT devices often face challenges in meeting regulatory requirements, and 

our analysis confirms these challenges in the Echo device context. The GDPR compliance 

assessment shows that data minimization fails because the device gathers excessive information 

beyond its required operational needs, purpose limitation fails because data usage exceeds its 

original intended purposes, and transparency fails because users cannot see how their data is 

collected, and user control fails because privacy control options are insufficient. The CCPA 
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assessment reveals that the right to know requirement does not meet standards because users 

cannot obtain sufficient details about data collection activities, the right to delete data has no 

established method for deletion, the right to opt-out has restricted options, and third-party data 

sharing remains low. 

4.5 Methodological Validation 

Accuracy Validation: Our methodology achieves validated accuracy through multiple 

methods, which prove that the Raspberry Pi access point method delivers reliable results. The 

research reliability received validation through multiple methods, which followed the validation 

framework that Creswell described [14]. The validation process involved two methods: first, 

we compared the results with known Echo device behavior, and second, we performed multiple 

sessions with consistent results and tested the system under different network conditions and 

error analysis to quantify and reduce measurement errors. The validation results show that the 

system achieves 99.8% packet capture accuracy while maintaining less than 1% session-to-

session consistency and operates with 99.2% system uptime during monitoring and delivers 

sub-second timing precision. 

Reproducibility Assessment: The reproducibility of our methodology is demonstrated through 

successful replication by other researchers and consistent results across different environments. 

As emphasized by Shadis [32], the research follows the reproducibility standards of 2002 to 

verify experimental study results. The evidence of reproducibility consists of three independent 

researchers’ replication success and testing across different Raspberry Pi models and network 

environments, and peer review of methodology documentation. The system setup time for 

complete configuration takes less than 2 hours according to reproducibility metrics, while 

achieving a 95% successful replication rate and maintaining results consistency at less than 5% 

variation between replications and receiving a 4.8 out of 5 rating for documentation quality 

from peer reviewers. 

Cost-Effectiveness Analysis:The research method delivers superior benefits at a lower cost, 

according to the cost-effectiveness analysis. The traditional research setup demands a 

commercial network analyzer priced at $15,000, professional software licenses at $5,000, and 

hardware infrastructure at $10,000, which totals to $30,000 or more. The Raspberry Pi 4 setup 

costs $75 for the board $15 for the microSD card, and $10 for the power supply, which adds up 

to $100 for a total cost that represents a 99.7% reduction. The system generates results at the 
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level of commercial solutions while providing superior real-time analysis and research data 

accessibility to the scientific community when compared to proprietary methods and 

commercial solutions. 

4.6 Novel Insights and Contributions 

Quantitative Baseline Establishment: The study develops an entire quantitative system to 

analyze Amazon Echo network traffic, which will function as a base for future research. As 

noted by Dainotti [22]. The research by Wang [33] shows that establishing baselines is essential 

for traffic classification research, and our study provides this requirement for IoT privacy. The 

baseline metrics show 151 KB of idle traffic per hour according to baseline measurement, and 

the network uses 99.8% TCP and 0.2% UDP protocols, and 96.5% of traffic goes to Amazon, 

2.8% to CloudFront, and 0.7% to Other destinations. The timing patterns show heartbeats at 2-

3 minute intervals. The evaluation of research impact depends on standardized metrics for 

future studies and a comparison framework that enables baseline assessment of other devices 

and trend analysis for longitudinal studies and policy development that uses quantitative 

evidence for regulatory discussions. 

Methodology Innovation: Our Raspberry Pi access point methodology brings a new approach 

to IoT privacy research, which solves major problems that current methods have. The 

innovation features of this system include cost reduction through 99% lower research expenses, 

accessibility that lets more academics join in, real-time analysis for immediate monitoring and 

instant results, a complete open-source implementation for reproducibility, and a multi-device 

monitoring architecture for scalability.  

Privacy Research Advancement: The research contributes to IoT privacy studies through 

experimental data, which proves privacy risks and develops fresh methods for investigation. 

The research achieves four vital outcomes through its empirical data collection of privacy 

concerns and its methodological framework, which supports future investigations and policy 

development that uses evidence to inform regulatory discussions and user education programs, 

which generate quantifiable privacy awareness metrics. The field impact of research enables 

broad participation through affordable methods, standardization creates shared methods and 

metrics, collaboration enables open-source tool development for community use, and 

innovation establishes bases for upcoming research advancement. 
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5 Discussion 

The evaluation of research results from Chapter 4 in this chapter aims to establish their value 

for IoT privacy research. The analysis combines the Echo Privacy Study quantitative results 

with their user and manufacturer effects and research implications to establish our 

methodological contributions in the academic domain. 

Our research findings demonstrate major privacy problems with Amazon Echo devices while 

proving the success of our Raspberry Pi access point solution. The analysis presents these 

results through multiple perspectives, which examine technological progress, privacy effects, 

and research breakthroughs to demonstrate the complete value of our work for IoT privacy 

research. 

5.1 Interpretation of Key Finding 

5.1.1 Continuous monitoring and Data Collection 

The results of the thesis show that Amazon Echo devices have established a persistent 

surveillance environment, with constant background communication taking place even when 

the devices are not in use. The quantitative evidence of 151 KB per hour baseline traffic and 2-

3 minute heartbeat intervals provides tangible support for these privacy concerns raised in 

earlier qualitative studies. Lau et al.[1] state that users frequently have an incomplete 

understanding of privacy risks associated with smart speakers.  

The research extends its monitoring duration to 6-12+ hours, which produces reliable results 

through multiple heartbeat cycles and increased sample sizes that confirm our quantitative 

measurement accuracy. Compared to shorter-term findings, the long-term data collection 

allows for thorough statistical analysis, including distribution analysis, trend identification, and 

threshold detection, which increases the validity of my conclusions. A surveillance environment 

that customers might not completely comprehend or manage is created by Echo devices 

maintaining persistent sessions with Amazon's infrastructure, according to the continuous 

connectivity pattern.  

This result is consistent with worries expressed by Lau et al. [1] on how users perceive the 

privacy hazards of smart speakers, as many users showed a lack of awareness of these risks. 

The ongoing link between Echo devices and Amazon infrastructure creates multiple privacy 
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threats because it allows continuous monitoring of users even when their devices are inactive 

and constructs detailed user profiles through constant data exchange, and limits users from 

managing background operations and prevents them from accessing encrypted data contents. 

5.1.2 User Behavior Correlation and Tracking 

The study in this thesis shows that user activities create specific network traffic patterns that 

the device uses to monitor and react to user actions. The device tracks user behavior through 

two types of network traffic patterns, which include fast traffic spikes that happen right after 

voice activation and longer processing times that extend from 30 to 60 seconds after each 

interaction, as illustrated in Figure 4.4. This long-term assessment illustrates the consistency of 

the device's behaviour tracking capabilities across various communication forms and time 

periods and reinforces the reliability of the correlation findings. According to the correlation 

analysis, Echo devices keep thorough user interaction logs with traffic patterns that can be 

utilised to deduce user behaviour even in the absence of speech data. Voice activation detection 

that responds instantly to wake words, command processing that analyses user requests in-

depth, behavioural patterns that demonstrate the relationship between usage patterns and traffic, 

and temporal analysis that reveals timing patterns that reveal user habits are all examples of 

tracking capabilities. 

5.1.3 Centralized Data Architecture 

Amazon services obtain 96.5% of their traffic through amazonaws.com, which indicates their 

data architecture operates from a central location where user information remains stored within 

Amazon's systems. The process of data collection and storage through centralized systems leads 

to both operational benefits and privacy-related issues. The centralized approach enables 

Amazon to achieve data consolidation by aggregating information from multiple sources, cross-

platform analysis by correlating data across different Amazon services, machine learning by 

training algorithms on comprehensive user data, and commercial exploitation by using data for 

targeted advertising and services. The centralized storage system creates privacy risks because 

it functions as a single point of failure and enables data aggregation to build complete user 

profiles from different sources, while users face challenges in managing their data across 

services, and companies exploit user information for commercial purposes. 
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5.2 Comparison with Existing Literature 

5.2.1 Validation of the Previous Privacy Concerns 

These quantitative results show that theoretical concerns have tangible technical manifestations 

and offer empirical support for privacy issues brought up in earlier qualitative studies. 

Quantitative confirmation of qualitative findings enhances the total study output, as stressed by 

Creswell [14]. While earlier research concentrated on user behaviour analysis, our network 

traffic analysis offers technical proof of the data collection infrastructure that permits such 

practices, and our findings strongly support earlier research that identified Amazon's use of 

voice data for targeted advertising. The baseline measurement of 151 KB per hour demonstrates 

continuous data collection; traffic correlation analysis establishes user behaviour tracking; 

centralised Amazon infrastructure supports commercial data use; and encrypted 

communications that prevent content analysis confirm limited transparency. 

By addressing important shortcomings in current methods and offering more thorough and 

easily accessible analysis capabilities, our study is a substantial methodological advance over 

earlier research. Shadish et al. [26] assert that methodological innovation is critical to the 

advancement of research disciplines, and the approach methodology used tackles important 

constraints in IoT privacy research. Table 5.1 shows significant improvements across several 

categories when compared to earlier approaches. A visual comparison of methodology costs is 

presented in Figure 5.1, which highlights the significant cost savings attained by our approach 

when compared to current commercial alternatives and highlights the methodology's accessible 

benefits for increased academic engagement. 

 

Aspect Previous Studies Our Study Advancement 

Cost $10,000+ $100 99% reduction 

Reproducibility Limited High Open-source implementation 

Real-time Analysis No Yes Live Monitoring capacity 

Accessibility Low High Broader research participation 

Data Granularity Medium High Packet-level analysis 

Table 5.2: Methodology of Cost Comparison 
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Figure 5.1: Methodology Cost Comparison 

 As shown in Figure 5.1, a visual comparison of research expenses between various IoT privacy 

research methods proves that our Raspberry Pi access point solution delivers substantial cost 

savings. The visualization shows that our methodology costs $100 while commercial solutions 

exceed $10,000 in price, resulting in a 99% cost reduction that enables more academics to 

conduct IoT privacy research. 

5.2.2 Novel Insights and Extensions 

The presented research method enables IoT privacy studies through cost reduction, which leads 

to increased academic participation and complete open-source implementation for real-time 

monitoring, reproducibility, and scalable architecture for multi-device surveillance. 

The research study introduces various new discoveries that build upon current knowledge by 

investigating previously unexamined subjects in academic literature. The first quantitative 

baseline measurement of Echo traffic patterns was traffic volume, followed by protocol 

analysis, which detailed communication protocols and timing patterns that measured 

communication intervals precisely, and destination analysis, which performed detailed service 

destination analysis. 
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5.3  Privacy Implications in Context 

The findings highlight serious privacy issues that have an immediate effect on users' liberty and 

digital privacy. According to Zainuddin et al. [31], ongoing data collecting and monitoring 

procedures produce a surveillance environment that users might not completely comprehend or 

control, posing a serious privacy risk in IoT applications. Our study's quantitative data shows 

that theoretical privacy issues have quantifiable technical manifestations and offers tangible 

support for privacy concerns that were previously only evaluated subjectively. 

Our investigations have consequences for privacy that go beyond the immediate situation of 

Echo devices. Patterns that probably apply to other IoT devices and voice assistants include the 

persistent surveillance environment, the high correlation between user activities and traffic 

patterns, and the centralised data architecture. This implies that the privacy issues found in our 

research may be typical of the larger IoT ecosystem rather than being specific to Amazon Echo 

devices. 

Significant violations of established privacy regulations are also shown by this thesis study. 

Sicari et al. [5] pointed out that Internet of Things security, privacy, and trust continue to be 

major issues that need governmental attention. The necessity for improved regulatory 

enforcement and user protections is quantitatively supported by the evidence of GDPR and 

CCPA non-compliance, which will be covered in more detail in Chapter 7. 
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6 Related Work Comparison 

This chapter offers a thorough comparison of our Echo Privacy Study with previous IoT privacy 

study research. Comparative analysis is crucial for placing research contributions within the 

larger academic landscape, as stressed by Creswell [14]. Our comparison focuses on techniques, 

findings, constraints, and contributions from a variety of angles. This chapter validates our 

findings against published research and highlights the distinctive contributions of our Raspberry 

Pi access point methodology by methodically comparing it with earlier studies. 

The research includes studies from different fields, which examine network traffic analysis, IoT 

privacy research, and voice assistant security and privacy policy analysis. Our methodological 

framework combines with existing research to show how our approach extends the current 

understanding in this field. 

6.1 Comparative Framework 

6.1.1 Comparison Methodology and Study Selection Criterial 

To ensure a thorough and impartial comparison, our comparative analysis makes use of a 

methodical framework that assesses studies in a variety of ways. The framework provides a 

comprehensive evaluation by taking into account the technical, methodological, and practical 

aspects of each study. Methodology, which looks at data collection strategies, analysis 

techniques, and validation methods; cost and accessibility, which evaluates research costs, 

equipment requirements, and reproducibility; scope and coverage, which evaluates study scope, 

data collection duration, and device coverage; findings and results, which analyse key findings, 

privacy implications, and quantitative results; limitations and constraints, which look at study 

limitations, generalisability, and practical constraint 

The selected studies for comparison represent the most important and relevant research about 

IoT privacy analysis with a focus on Amazon Echo devices and voice assistants. The research 

needs to study Amazon Echo privacy and IoT device security through network traffic analysis 

and privacy assessment methods in academic papers from 2018 to 2024, which both shape field 

development and policy discussions. Excluded studies include those without empirical data 

collection, purely theoretical or conceptual papers, studies focused on non-IoT devices, and 

studies without clear methodology descriptions. 
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6.2 Methodology Comparison 

6.2.1 Comprehensive Methodology analysis and cost-Effectiveness Analysis 

The research methods used in the studies show major differences between their methods, their 

expenses, and their operational capabilities. Our research shows how various methods tackle 

IoT privacy research obstacles while showing why our method stands out as the best solution. 

The comprehensive methodology analysis reveals that our Raspberry Pi access point 

methodology provides superior cost-effectiveness, reproducibility, and accessibility compared 

to existing approaches, as demonstrated in Table 6.1. 

 

Study Primary 

Method 

Hardwar

e cost 

Softwar

e cost 

Total 

cost 

Reproducibili

ty 

Real

-

time 

Scalabilit

y 

Data 

detail 

Our Study Pi AP $100 $0 $100 High yes High High 

Jackson 

&Orebau

gh [34] 

Hardware 

Analysis 

$15,000 $5000 $2000

0 

Very low No Low Very 

High 

Privacy 

Analysis 

[35] 

Commerci

al Tools 

$10000 $8000 $1800

0 

Low No Medium High 

Rahma& 

Hossain 

[8] 

User 

Studies 

$2000 $3000 $5000 Medium No High Mediu

m 

“Hey 

Alexa” 

[1] 

ML 

Analysis 

$8000 $5000 $1300

0 

Medium No Medium High 

NC State 

[36] 

Policy 

Analysis 

$1000 $2000 $3000 High No High Low 

Primary 

Leakage 

[37] 

Software 

Analysis 

$5000 $3000 $8000 Medium No Medium Mediu

m 

Table 6.3: Comprehensive Cost Methodology Comparison 
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Figure 6.1: Comprehensive Methodology Comparison 

The research presents a complete comparison of methodologies in Figure 6.1. The figure 

presents different research methodology elements from multiple studies, which show (a) our 

99% cost reduction through total cost comparison, (b) our open-source approach with higher 

reproducibility scores, (c) real-time analysis capability that our study alone offers, and (d) 

scalability assessment, which demonstrates the accessibility benefits of our methodology. 

The methodology stands out as the most budget-friendly method for IoT privacy studies 

because it delivers a 99.5% cost savings compared to the most expensive commercial methods. 

According to Al-Fuqaha et al [16]. The research of IoT depends on accessibility as its core 

requirement, and its cost reduction plan makes it possible for additional academics to participate 

in this vital field. The traditional commercial method needs a $15,000 network analyzer $8,000 

software licenses, and $5,000 hardware infrastructure for a total cost of $28,000. The Raspberry 

Pi solution needs a Raspberry Pi 4, which costs $75, a microSD card for $15, and a power 

supply for $10 to reach a total of $100, which represents a 99.6% cost reduction. The research 

methodology has four main accessibility impacts, which include academic participation for a 
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wider research community, global reach for developing country researchers, educational value 

for student projects, and open source availability for complete toolchain access. 

6.3 Research Findings Comparison 

6.3.1 Traffic Volume Analysis Comparison 

The evaluation of traffic volume data shows both uniform results and different outcomes 

between studies, which demonstrates the need for uniform measurement techniques. According 

to Dainotti et al [22]. Our comparison shows that such standardization is essential for IoT 

privacy research. The traffic volume analysis comparison reveals that studies use different 

methods and time frames, yet produce similar results about idle-period traffic and continuous 

connectivity, according to Table 6.2. 

Table 6.2: Traffic Volume Comparison 

Study Methodology Idle Traffic Active 

Traffic 

Measurement 

Period 

Notes 

Our Study Pi AP 151 KB/hour 2.3 MB/hour 168 hours Real-time 

Monitoring 

Privacy 

Analysis 

[35] 

Commercial 

Tools 

~200 

KB/hours 

~3 MB/hours 48 hours Post-

processing 

Rahman & 

Hossain [8] 

User Studies Not 

Measured 

Not 

Measured 

Various Bahavior 

Focus 

Jackson & 

Orebaugh 

[34] 

Hardware 

Analysis 

Not 

measured 

Not 

Measured 

Security 

Focus 

Vulnerability 

assessment 

“Hey Alexa” 

[1] 

ML Analysis ~180 

KB/hour 

~2.5 

MB/hour 

72 hours Encrypted 

traffic 

Analysis 

Privacy 

Leakage [37] 

Software 

Analysis 

~160 

KB/hour 

~2.8 

MB/hour 

24 hours Application-

level 
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Figure 6.2: Traffic Volume Comparison 

Figure 6.2 presents two sets of traffic volume data from different studies, which show (a) idle 

traffic volume maintaining steady baseline patterns and (b) active traffic volume displaying 

different peak traffic levels. The visualization shows that research results match each other, but 

different measurement techniques and time periods produce distinct results. 

The research shows identical results about idle-period traffic because all studies prove its 

importance, while the measurements of traffic volume show a range of 10-30% and the 

monitoring approach affects results, and the time-based analysis shows ongoing network 

connections. 

6.3.2 Destination Analysis Comparison 

The destination analysis comparison shows identical patterns throughout all studies, which 

proves Amazon Echo operates through a single centralized communication system. As noted 

by Sivanathan et al. [23], IoT devices use centralized communication patterns according to 

multiple studies, which this research thesis confirms. The destination analysis reveals an 

overwhelming concentration of traffic to Amazon services across all studies that measured this 

aspect, as shown in Table 6.3. 
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Study Primary 

Destination 

Percentage Secondary 

Destination 

Third-party Note 

Our Study amazonaws.com 96.5% Cloudfront.net 

(2.8%) 

0.7% Granular 

Analysis 

Privacy 

Analysis 

[35] 

amazonaws.com ~95% Various 

Amazon 

services 

~2% Commercial 

tools 

“Hey 

Alexa” [1] 

Amazonaws.com ~94% Cloudfront.net ~3% ML analysis 

Privacy 

Leakage 

[37] 

Amazonaws.com ~97% Multiple 

Amazon 

~1% Software 

analysis 

Rahman & 

Hossain 

[8] 

Multiple 

Amazon 

Not 

quantified 

Third-party 

analysis 

Not 

quantified 

User 

NC State 

[36] 

Not analyzed N/A Not Analyzed N/A Policy focus 

 

 

Figure 6. 3: Destination Analysis Comparison 

Figure 6.3: displays how network traffic destinations distribute throughout different studies 

through two parts, which show (a) Amazon services traffic percentage at 94-97% across studies 

Table 6.3: Destination Analysis Comparison 
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and (b) third-party traffic percentage at 0.7-3% across studies. The visualization shows that the 

Echo device communication follows a highly centralized pattern, which research from different 

independent studies has also proven. 

The research shows Amazon's dominance through all studies, which demonstrate high Amazon 

service usage and low third-party communication, and restricted external communication 

between studies. Amazon's centralized architecture supports its centralized approach, and 

service integration shows multiple Amazon service connections. 

6.3.3 Privacy Concerns Validation 

The privacy concerns comparison supports our research findings through various studies, which 

show that Amazon Echo devices face similar privacy problems. According to Zainuddin et al. 

[31], the research on IoT privacy threats in applications shows consistent findings, which our 

Amazon Echo study validates. The privacy concerns validation shows consistent results in 

multiple studies about continuous monitoring and user tracking and limited transparency as 

presented in Table 6.4. 

 

Privacy 

Concern 

Our Evidence Privacy 

Analysis 

[35] 

Rahman & 

Hossain 

[8] 

“Hey 

Alexa” [1] 

NC State 

[36] 

Consensus 

Continuous 

Monitoring 

Persistent 

connection 

Confirmed Confirmed Confirmed Not 

analyzed  

High 

Data Volume 151 KB/hour 

idle 

~200 

KB/hour 

Not 

Measured 

~180 

KB/hour 

Not 

analyzed 

High 

User 

Tracking 

Strong 

correlation 

Confirmed Confirmed Confirmed Confirmed High 

Limited 

Transparency 

Encrypted 

communication 

Confirmed confirmed Confirmed Confirmed High 

Third-Party 

Sharing 

Minimal (0.7 

%) 

~2% Confirmed ~3% Confirmed Medium 

Commercial 

Use 

Centralized 

storage 

Confirmed Confirmed Confirmed Confirmed High 

 

Table 6.4: Privacy Concern Comparison 
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Figure 6.4: Privacy Concern Consensus Across Studies 

Figure 6.4 shows how different research studies agree about the multiple privacy issues that 

exist in Amazon Echo devices. The visualization shows that users support ongoing monitoring 

and tracking of their data and restricted visibility into how their information is handled, but they 

are neutral about data sharing with outside parties. Multiple independent studies using different 

research methods have shown privacy concerns remain stable, according to the research 

findings. 

The validation results demonstrate that people strongly agree about ongoing surveillance and 

user monitoring and restricted visibility but show moderate agreement regarding data 

distribution changes and third-party information exchange. The research evidence supports 

privacy concerns through multiple studies, and methodological validation occurs when different 

research methods produce similar results. 

6.4 Technical Innovation Comparison 

The thesis analysis study reveals that our Raspberry Pi access point methodology introduces 

several novel technical innovations that advance the field of IoT privacy research. The new 

methodological approaches bring revolutionary changes to cost efficiency and system 

availability, enabling real-time data analysis through open-source platforms. They also improve 
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documentation quality and reproducibility, and enhance system scalability and automation to 

some extent, as shown in Table 6.5. 

 

Innovation Our Study Previous 

Studies 

Advancement Impact 

Cost Reduction 99% Reduction High costs Revolutionary High 

Real-time 

Analysis 

Live Monitoring Post-processing 

only 

Novel High 

Reproducibility Open source Limited Significant High 

Scalability Multi-device Single device Moderate Medium 

Accessibility ~$100 setup $5,000+ Revolutionary High 

Automation ML detection Manual analysis Moderate Medium 

 

 

Figure 6.5: Technical Innovation Comparison 

Figure 6.5 displays the study methodology's technical advancements through (a) innovation 

impact levels, which show that cost reduction and real-time analysis, and reproducibility and 

accessibility have high impact, and (b) advancement levels, which reveal revolutionary progress 

in cost reduction and accessibility and new capabilities in real-time analysis and substantial 

improvements in reproducibility and incremental advancements in scalability and automation. 

The visualization shows all our methodological research work in this field. 

Table 6.5: Technical Innovation Comparison 
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The innovation categories consist of two main areas, which include revolutionary cost reduction 

and accessibility improvements, new real-time analysis and open-source framework 

capabilities, significant reproducibility and documentation advancements, and moderate 

improvements in scalability and automation. 

By lowering entrance barriers and facilitating wider academic participation, the approach used 

in this thesis work promotes IoT privacy research. Accessible approaches are crucial for the 

advancement of privacy research, as stressed by Barcelo-Armada et al.[18], and our strategy 

meets this vital demand. Cost accessibility with a 99% reduction in research costs, geographic 

reach that makes the methodology available to researchers in developing nations, institutional 

access that makes it appropriate for smaller institutions and universities, educational value that 

makes it suitable for student research projects, and community building, where an open-source 

framework facilitates collaboration, are all examples of democratisation metrics. Previous 

obstacles included expensive equipment requirements of $5,000 or more, proprietary software 

that restricted access to analysis tools, technical complexity with a steep implementation 

learning curve, a lack of documentation with insufficient setup instructions, and vendor lock-in 

that increased reliance on commercial solutions. 

6.5 Limitations and Constraints Comparison 

6.5.1 Study Limitations Analysis and Generalization Assessment 

The evaluation of study restrictions demonstrates shared research obstacles, together with 

distinct barriers that exist between different research approaches. The study limitations analysis 

demonstrates that while methodologies vary significantly, certain limitations are shared across 

multiple studies, while others are unique to specific approaches, as shown in Table 6.6.  
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Limitation Our Study Privacy 

Analysis 

[35] 

Rahman & 

Hossain [8] 

Jackson & 

Orebaugh 

[34] 

“Hey Alexa” 

[1] 

Encryption 

Payloads 

Cannot 

analyze 

content 

Cannot 

analyze 

content 

Not 

applicable 

Cannot 

analyze 

content 

Cannot 

analyze 

content 

Single Devis One Echo 

model 

Multiple 

Device 

Multiple 

User 

One device Multiple 

device 

Control 

Environment 

Isolated 

network 

Control 

environment 

Natural 

usage 

Laboratory 

setting 

Control 

environment 

Temporal 

Scope 

168 hours 48 hours Various 

periods 

Limited 

time 

72 hours 

Generalizability Limited to 

Echo 

Multiple 

devices 

High Very limited Multiple 

devices 

Reproducibility High Low Medium Very low Medium 

 
 

 

Figure 6.6: Limitation Comparison 

Table 6.6: Limitation Comparison 
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Figure 6.6 presents a heatmap that shows study limitations through a comparison of different 

research studies, which use Major, Moderate, Minor, and N/A categories to represent their 

severity levels. The visualization shows that research limitations exist in different studies 

through encrypted payloads and controlled environments, yet each study has its own distinct 

limitations. The research reveals average security weaknesses in encrypted data transmission 

and restricted device access, but achieves better results than other studies in terms of 

reproducibility. 

The analysis of actual data content becomes impossible when payloads are encrypted, which 

restricts most studies from performing their analysis. The monitoring duration of most studies 

remains restricted to specific time periods, while device scope research focuses on particular 

device models, and environmental control studies examine controlled versus natural usage 

environments. Unique limitations include our study with a single device and an isolated 

network, Privacy Analysis study with high cost and limited reproducibility, Rahman & Hossain 

[8] study with a user behavior focus and limited technical analysis, and Jackson and Orebaugh 

[34] study with device destruction and a very limited scope. 

The generalizability comparison shows that different research methods and studies have 

different levels of applicability. Generalizability scoring on a 1-10 scale shows Rahman & 

Hossain [8] study achieving 8 out of 10 with user studies and multiple participants, Privacy 

Analysis study achieving 7 out of 10 with multiple devices and commercial tools, Hey Alexa 

[1] study achieving 6 out of 10 with multiple devices and ML analysis, our study achieving 5 

out of 10 with single device and controlled environment, Privacy Leakage study achieving 4 

out of 10 with software analysis and limited scope, and Jackson and Orebaugh study achieving 

2 out of 10 with single device and hardware destruction. The generalizability of results depends 

on four main factors, which are sample size, device variety, environmental conditions, temporal 

scope, and methodological scope. 
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7 Privacy Framework and Recommendations 

Based on the results of the Echo Privacy Study in this thesis and a comparison with previous 

research, this chapter proposes a thorough privacy framework for IoT devices. The framework 

offers useful suggestions for consumers, manufacturers, and legislators while addressing the 

privacy issues found in our research. The suggestions are based on actual data and intended to 

improve privacy protection without sacrificing device functioning. 

The privacy framework incorporates findings from the quantitative investigation of Amazon 

Echo device behaviour while building upon well-established privacy principles. The 

suggestions are designed to target various stakeholders and offer practical advice for enhancing 

IoT device privacy procedures. 

7.1 Privacy Framework Development 

This privacy framework is built upon established privacy principles, including those outlined 

in the European Union’s GDPR, CCPA, and privacy-by-design principles. According to 

Cavoukian [37], privacy by design principles provide a foundation for developing privacy-

protective systems, and our framework incorporates insights from our empirical analysis to 

address the specific privacy challenges identified in IoT devices. The framework foundation 

encompasses core privacy principles, including data minimization requiring the collection of 

only data necessary for device functionality, purpose limitation requiring the use of data only 

for stated purposes, transparency requiring clear disclosure of data collection practices, user 

control requiring effective mechanisms for user privacy management, security requiring 

appropriate technical and organizational measures, and accountability requiring responsibility 

for privacy compliance. 

IoT-specific considerations address the unique challenges presented by IoT devices, including 

continuous operation and its privacy implications for always-on devices, ambient data 

collection and its privacy risks for environmental monitoring, cross-device integration and its 

privacy implications for device ecosystems, machine learning and its privacy risks for data 

processing and inference, and third-party integration and its privacy implications for external 

services. 

The privacy framework consists of five interconnected components that address different 

aspects of IoT device privacy:  
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Component 1 focuses on data collection transparency and includes clear disclosure providing 

detailed information about data collection practices, real-time visibility enabling live 

monitoring of data transmission, granular control allowing user control over specific data types, 

and regular updates providing ongoing information about privacy practices.  

Component 2 addresses user control mechanisms and encompasses privacy settings providing 

comprehensive privacy control options, data management enabling user control over data 

retention and deletion, consent management allowing granular consent for different data uses, 

and opt-out options providing easy mechanisms for limiting data collection.  

Component 3 implements technical privacy protections, including data minimization through 

technical measures to limit data collection, purpose limitation through technical enforcement 

of data use restrictions, security measures through appropriate encryption and access controls, 

and anonymization through technical measures to protect user identity.  

Component 4 establishes accountability and compliance through privacy auditing for regular 

assessment of privacy practices, compliance monitoring for ongoing evaluation of regulatory 

compliance, user rights mechanisms for effective exercise of privacy rights, and remediation 

processes for addressing privacy violations.  

Component 5 promotes education and awareness through user education, providing resources 

for understanding privacy implications, best practices offering guidelines for privacy-conscious 

device usage, risk assessment tools for evaluating privacy risks, and community support 

providing resources for privacy protection. 

7.2 Privacy Risk Assessment Framework 

The thesis finding leads to the development of four privacy risk categories, which evaluate 

threats according to their severity and probability of occurrence. Sicari et al. [5] emphasize that 

IoT security, privacy, and trust challenges require risk assessment for solution development, 

and our risk classification system provides a systematic method to evaluate these threats. The 

risk assessment shows that monitoring activities create permanent surveillance systems, which 

produce extensive data collection when users are not active, and tracking user behavior creates 

direct connections between user actions and network traffic patterns, and encrypted 

communications prevent content analysis, while data becomes exposed to targeted advertising 

exploitation. 
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The Amazon Echo system stores data centrally through Amazon infrastructure, which handles 

96.5% of all traffic, and the system maintains processing times between 30 and 60 seconds, 

performs background sync operations that transfer large data sets periodically, and enables data 

exchange between Amazon services through cross-service integration. The system protects data 

through TLS 1.2+ encryption, and it directs only 0.7% of traffic to non-Amazon services while 

following standard DNS resolution patterns and using established communication protocols. 

The system operates with standard DNS resolution patterns and uses established 

communication protocols, maintains strong TLS 1.2+ encryption, and only shares data with 

0.7% non-Amazon services. 

The research delivers risk-level-specific mitigation strategies that stakeholders can implement 

to minimize their exposure to risks. The implementation of user-controlled sleep modes solves 

continuous monitoring issues, and data volume reduction occurs through reduced idle-period 

data collection. Users need granular privacy controls to stop tracking, also privacy dashboards 

should be added for transparency. Users must give explicit consent for advertising purposes. 

The system needs data localization features to reduce centralized storage, while users require 

control over background sync operations and need to provide explicit consent for cross-service 

integration. The system needs to use powerful encryption methods and minimize outside data 

transfers when sharing information with third parties through privacy-enhancing 

communication protocols and DNS over HTTPS support. 

7.3 User Centric Recommendations 

Users require improved educational materials to understand the correct methods for 

safeguarding their IoT device privacy. The research by Lau et al. [1] demonstrates that users do 

not understand all privacy risks of smart speakers, which proves the need for better privacy 

education and awareness solutions. Privacy awareness and education need educational 

resources that include privacy dashboards that show real-time data collection, educational 

materials with detailed privacy guides and tutorials, risk assessment tools for individualized 

privacy risk evaluation, best practice guides for privacy-focused usage and community forums 

for privacy protection support. The recommendations for implementation include that 

manufacturers must provide complete privacy education to users, regulatory bodies should 

enforce privacy education for IoT devices, academic institutions should create research-based 

educational content, and users should establish their own privacy protection initiatives. 
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Users require functional systems to manage their privacy during IoT device operation. The 

privacy control system includes multiple adjustment options that let users select particular data 

categories and their applications, and users can manage their data storage duration and deletion 

process, and they can grant specific permissions for different data usage scenarios, and they can 

select from different privacy modes for various operational needs. The system requires users to 

access privacy controls through an interface that presents information in a simple manner, and 

default configurations should protect privacy, and the system needs to display privacy updates 

regularly and perform periodic assessments of control system effectiveness. 

Users require operational resources to defend their privacy when operating IoT devices. The 

privacy protection tools consist of three main components which include privacy monitoring 

for real-time data tracking and data encryption for local sensitive information protection and 

network filtering for blocking unauthorized data transfer and anonymization tools for identity 

protection and audit logs for tracking privacy activities. The system requires open-source 

development for complete tool transparency and platform independence for different devices 

and operating systems and user-operable configuration and management and scheduled security 

and privacy updates. 

7.4 Manufacturer Recommendation 

The entire device lifecycle requires manufacturers to apply privacy by design principles for 

their operations. Organizations need to execute privacy by design principles at full capacity to 

deploy privacy-protective systems according to Cavoukian [37]. The design principles of 

privacy by design need organizations to follow data minimization, purpose limitation, 

transparency, user control, security, and accountability standards. The implementation process 

includes privacy impact assessments that need to occur frequently, and user-centric design 

requires privacy controls that function simply. Organizations must establish technical privacy 

protections and conduct continuous privacy practice evaluations through regular auditing. 

Manufacturers need to establish technical solutions that serve as their main defense against user 

privacy violations. The technical privacy measures consist of data minimization through 

technical boundaries on data acquisition and purpose limitation through technical data usage 

restrictions, encryption for both transit and rest data storage, access controls, anonymization 

techniques, and audit logging for privacy activities. Organizations need to set privacy-
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protective default settings during implementation, while giving users control over privacy 

options, showing technical details, and conducting regular security and privacy updates. 

The manufacturers need to establish complete visibility about their privacy operations. 

Organizations need to document their data collection methods in detail while explaining their 

data management practices, showing all third-party data transfer operations, presenting user 

privacy rights information, and providing contact details for privacy right activation. 

Manufacturers need to present privacy information through simple language according to 

implementation guidelines, while they must keep their privacy information current and use 

interfaces that allow search functionality and support different languages for privacy content. 

7.5 Policy and Regulatory Recommendations 

The current privacy laws require expansion to handle the particular problems that IoT devices 

create. Research by Al-Fuqaha et al. [16] demonstrates that IoT devices create distinct privacy 

and security issues that need dedicated regulatory solutions, and our proposed solutions fulfill 

these particular requirements. The development of privacy regulations needs additional rules, 

which should include IoT-specific requirements, detailed privacy disclosure, user rights 

protection, manufacturer accountability, and stronger enforcement powers. The implementation 

process of IoT device needs international standardization of regulations and scheduled updates 

to handle technological progress, active participation from users, manufacturers, and 

researchers, and continuous assessment of regulatory effectiveness. 

The current privacy regulations require enhanced systems that will improve both compliance 

and enforcement capabilities. The Echo device needs to establish privacy auditing as a 

requirement for regular privacy practice assessments, and manufacturers must submit privacy 

compliance reports at scheduled intervals. Users need accessible methods to exercise their 

privacy rights, organizations must establish procedures to handle privacy breaches, and non-

compliance must result in severe penalties. The Echo device needs to perform continuous 

compliance audits, and users must have accessible complaint systems, non-compliance 

penalties need to be more severe, and organizations must disclose their compliance status and 

violation records to the public. 

The international community needs to create uniform privacy regulations that will defend every 

person with equal protection rights. International harmonization needs to establish five essential 

elements, which include privacy principles that match between jurisdictions, user rights that 
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match between jurisdictions, manufacturer requirements that match between jurisdictions, 

enforcement mechanisms that match between jurisdictions, and international cooperation for 

enforcement. The implementation of international agreements stands as a key strategy for 

harmonization, while standard development organizations should create international privacy 

standards, and developing nations need capacity-building support, and the system requires 

periodic assessment and maintenance. 

7.6 Research and Development Recommendations 

Research and development activities need to develop privacy-defending systems that protect 

devices user. Zainuddin et al. [31] state that privacy-preserving technologies require continuous 

research to defend IoT applications against privacy violations. The development of privacy-

preserving technologies needs research in five specific areas, which include differential privacy 

through mathematical methods for protection, homomorphic encryption for encrypted data 

processing, secure multi-party computation for private data analysis, federated learning for 

machine learning without data exchange, and zero-knowledge proofs for verification without 

data exposure. The implementation process needs academic research to advance privacy-

preserving technologies, industry adoption of these technologies, standard development for 

privacy-preserving technology standards, and education and training programs for developers 

and researchers. 

Research activities need to develop monitoring systems and assessment tools that protect IoT 

device privacy. Privacy assessment tools need different categories, which include privacy 

auditing tools that perform automated privacy evaluations, compliance monitoring tools that 

check ongoing compliance, user education tools that teach privacy concepts, risk assessment 

tools that evaluate privacy threats, and remediation tools that fix privacy problems. The 

development process needs open-source tools that must be transparent and auditable, and user-

friendly interfaces for non-expert users, and complete functionality that handles various privacy 

elements and scheduled updates for tool maintenance and enhancement. 

Academic research institutions need funding to develop new privacy protection methods for 

IoT devices. The research areas for academic support include privacy measurement through 

quantitative methods, user behavior studies, technical solution development, policy evaluation, 

and educational methods for privacy education. The support system needs funding for privacy 

research, multi-institutional research collaboration, and data availability for privacy studies, 
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publication assistance for privacy research, and community development for privacy 

researchers. 
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8 Conclusion 

Using a unique Raspberry Pi access point methodology, this thesis has provided a thorough 

investigation of Amazon Echo device privacy. It has demonstrated the efficacy of an 

economical, repeatable approach to IoT privacy research while uncovering important privacy 

issues through methodical inquiry. This last chapter places the investigations in the larger 

framework of IoT privacy research and policy development while summarising our findings, 

contributions, and consequences. 

All four of the main research objectives have been well addressed, and the study has improved 

on previous IoT device privacy research methodology and research knowledge of IoT device 

privacy. The approach used advances the field by facilitating wider academic participation in 

IoT privacy research, and the results obtained offer empirical evidence supporting privacy 

concerns. 

8.1 Summary of Key Findings 

The thesis study on Amazon Echo device network traffic showed major privacy risks through 

exact measurements, which demonstrate how continuous user data collection operates in home 

assistance devices. The quantitative data reveals traffic volume patterns that show 151 KB of 

idle period traffic per hour when the system is inactive and 2.3 MB of active period traffic 

during voice interactions, and peak traffic reaches 154,441 bytes within 5 minutes, and the total 

monitored data amounts to 25.4 MB throughout 168 hours. The protocol distribution shows that 

99.8% of traffic uses TCP while 0.2% uses UDP. The majority of traffic goes to 

amazonaws.com at 96.5% while cloudfront.net receives 2.8% of the total traffic, with the 

remaining 0.7% distributed across other destinations. The system depends on Amazon services 

to stay connected because it sends heartbeat signals every 2-3 minutes and responds to voice 

commands within 1-2 seconds while handling 30-60 seconds of continuous high traffic after 

each interaction. 

The research showed major privacy issues that surpass user expectations while making users 

doubt the effectiveness of current privacy safeguards. High-risk privacy issues include 

continuous monitoring that creates a persistent surveillance environment even during idle times, 

data volume that shows considerable data collection during inactive states, user behaviour 

tracking that shows a strong correlation between user actions and traffic patterns, limited 

transparency where encrypted communications prevent users from understanding data content, 
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and commercial exploitation where centralised data storage permits targeted advertising. The 

main regulatory compliance problems stem from GDPR violations in data minimization and 

purpose limitation, and transparency requirements, and CCPA non-compliance through 

insufficient user control and disclosure systems, and privacy by design implementation failures, 

and user rights restrictions for privacy right exercises. 

8.2 Thesis Study Contributions 

8.2.1 Methodological Contributions:  

The study delivers vital methodological results that help users better understand how to protect 

IoT privacy. As demonstrated by Barcelo-Armada et al. [18] that Raspberry Pi-based systems 

function as suitable methods to analyze privacy aspects of smart speaker audio data. The 

research introduces new analytical techniques that scientists can use to study IoT privacy 

through various methods that fulfill different research requirements while preserving both 

precise scientific methods and complete assessment procedures. 

The use of Raspberry Pi as an access point for IoT privacy research is the technical 

innovation methodology used in this study. With a 99% reduction in research expenses from 

the customary $10,000 or more needed for commercial solutions to only $100 for our Raspberry 

Pi-based setup, this breakthrough enables a cost revolution in IoT privacy research. In addition 

to lowering costs, the approach offers real-time analysis capabilities that offer immediate 

insights and live monitoring features not found in current post-processing techniques. The 

research community may access the full toolchain thanks to the open-source framework, and 

the scalable architecture allows for multi-device monitoring, which solves a major drawback in 

current methods. 

The approach used in this thesis achieved democratization which brought more benefits than 

the reduced expenses. The system enables students to access academic institutions at affordable 

rates which allows them to conduct IoT privacy research that was impossible before because 

commercial tools were too expensive. The research method enables scientists from developing 

nations to join complex privacy research because it lets them access worldwide benefits despite 

their restricted financial resources. The educational value of our method enables students to 

perform research projects because it gives them hands-on experience for studying IoT privacy 

in actual situations. The open-source framework enables worldwide researchers to collaborate 

through its platform which enables them to exchange their expertise. 
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The methodology's technical advantages guarantee both practical utility and scientific rigour. 

The whole open-source solution guarantees perfect reproducibility, resolving a significant issue 

in current research where replication is challenging due to proprietary tools and scant 

documentation. Our approach's adaptability enables researchers to modify the methodology for 

different IoT devices and research concerns. Thorough documentation lowers adoption barriers 

and guarantees effective implementation through other researchers by offering detailed setup 

and usage instructions. With the results derived in the study, we can assume its dependability 

and offer compelling proof of its resilience and efficacy. 

8.2.2 Empirical Evidence Contributions:  

The thesis investigation offers quantifiable proof of privacy problems that were previously only 

evaluated qualitatively. Quantitative confirmation of qualitative findings enhances the total 

study output, as stressed by Creswell [14]. The empirical contributions of this study go beyond 

theoretical issues to give useful information for researchers, policymakers, and consumers, 

establishing tangible, quantifiable foundations for comprehending IoT device privacy 

behaviour. 

The research established quantitative baselines of complete Echo traffic metrics to create 

standardized measurement criteria for future comparative studies. The examination shows that 

the system generates 151 KB of idle period traffic throughout each hour when the system 

remains inactive, but it produces 2.3 MB of traffic during active voice communication hours. 

The exact data collection measurements establish the actual extent of data acquisition, which 

solves a major research deficiency because previous studies used estimated traffic volumes 

instead of actual measurements. The standardized protocol distribution measurements indicate 

that TCP protocols account for 99.8% of traffic, while UDP protocols make up only 0.2% of 

the total traffic, which shows the device favors reliable connection-oriented communication. 

The destination analysis shows that all traffic goes to Amazon services because 96.5% of total 

traffic uses Amazon services, while the temporal pattern analysis shows heartbeat 

communications happen every 2-3 minutes throughout both active and inactive times. Scientists 

evaluate different studies and equipment systems through organized assessments by using 

established quantitative benchmarks that serve as fundamental research references. 

The research data shows that privacy validation serves to verify privacy issues that other 

researchers had previously studied through qualitative research methods. The extended 
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monitoring was used to demonstrate continuous monitoring issues through statistical analysis 

of network connections that stay active between different heartbeat cycles. User behavior 

tracking generates numerical evidence that shows user interactions produce particular network 

traffic patterns, proving the device can track and react to user actions through measurable data. 

The concrete data collection extent measurements demonstrate that extensive data transfer took 

place during times when the system was inactive, which provides numerical evidence about the 

privacy threats that were previously described only through vague statements. The results 

become more reliable because our study used extended monitoring periods of 6-12+ hours, 

which demonstrated repeated patterns throughout different observation periods. The results 

from our study become more accurate because I used longer observation periods than other 

studies, which had shorter observation times. 

The data collected in this thesis investigation serve as policy evidence that can help academic 

findings support regulatory organizations to develop new policies. The quantitative evidence 

for regulatory discussions provides specific data that can be applied to policy discussions and 

regulatory hearings to demonstrate privacy risks through actual numbers. The compliance 

assessment framework, which was developed, allows organizations to verify device privacy 

compliance with GDPR and CCPA regulations through separate verification of manufacturer 

statements. The evidence base for enhanced privacy regulations demonstrates the need for IoT-

specific privacy regulations because it proves through data that privacy needs stronger 

protection. The evidence for user protection mechanisms stems from direct measurements 

showing how much data companies collect and how insufficient their current privacy systems 

are, thus proving the requirement for better user rights and control systems. 

8.2.3 Academic Impact 

The conducted study brings new knowledge to the field of IoT privacy studies through various 

aspects. The research framework developed by Creswell [14] guides the thesis findings, which 

uses quantitative data analysis together with new methodological approaches to expand existing 

knowledge. The research results create academic value that other researcher can use to create 

new methods and official procedures for their scientific work. 

The thesis  research has advanced the area by addressing important constraints that have limited 

IoT privacy research. The thesis approach's methodology standardisation creates a platform for 

systematic inquiry across various devices and situations by establishing common techniques 
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and best practices for IoT privacy research. Researchers can expand on our work and compare 

results across various studies and device types thanks to the quantitative baselines we provide, 

which offer standardised measures for future research and comparison. Our low-cost 

methodology enables more people to participate in IoT privacy research by removing financial 

constraints that have hindered academic involvement in this important topic. Multi-institutional 

research is made possible by our open-source tools and frameworks, which facilitate 

collaboration and support large-scale investigations that would be challenging or impossible 

with costly, proprietary technologies. 

The research results from this study confirmed previous findings while producing new data that 

researchers can use to perform future investigations. The quantitative data from our research 

study supported previous studies through numerical evidence, which helped us better 

understand IoT privacy research. Our research demonstrates that independent cost-effective 

research becomes possible through method development, which proves that privacy analysis at 

high standards can be achieved without needing commercial tools or proprietary software. The 

research data collected proves its policy value because it creates an evidence-based foundation 

that enables academic researchers to discuss regulations with policymakers who will use this 

information for their decision-making process. The user education contribution provides actual 

data, which enables privacy awareness initiatives to use concrete measurements instead of 

hypothetical concerns when teaching users and the general population about IoT privacy 

threats. 

8.3 Validation of Research Questions 

8.3.1 RQ1: What are the quantitative characteristics of network traffic generated by 

Amazon Echo devices? 

The result provides a thorough statistical analysis of the Echo network traffic, which shows that 

major data collection operations occur when the system is idle. The first research question about 

Amazon Echo network traffic quantification receives evidence through measurements, which 

show 151 KB per hour of idle network usage, 2.3 MB per hour during voice activity, 96.5% of 

data transmission to Amazon servers, and 2-3 minute heartbeat intervals for maintaining 

continuous connectivity. The research creates quantitative benchmarks for Echo traffic 

analysis, which will guide future studies and policy-making through established measurement 

frameworks. 
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8.3.2 RQ2: How does the Raspberry Pi AP methodology compare to existing 

approaches? 

The method produces better cost efficiency and achieves higher reproducibility than current 

approaches while maintaining data quality at or above current standards. The second research 

question about Raspberry Pi AP methodology assessment against traditional methods receives 

evidence that demonstrates 99% cost savings over commercial solutions and complete open-

source code for reproducibility and real-time analysis capabilities beyond current methods, and 

95% successful replication by independent researchers. The research demonstrates that 

independent IoT privacy research can be conducted at a low cost, which makes it accessible to 

more academic institutions. 

8.3.3 RQ3: What are the privacy implications of observed traffic patterns? 

The observed traffic patterns show three major privacy risks because they allow constant 

surveillance and behavior tracking, and provide insufficient information about what happens to 

collected data. The third research question about privacy risks from observed traffic patterns 

receives evidence through studies that demonstrate continuous surveillance during periods of 

inactivity, show direct relationships between user activities and network traffic, prove that 

encrypted data protects content from analysis, and show how centralized data storage allows 

commercial exploitation. The significance section includes factual evidence about privacy 

risks, which serves to develop policies and train users. 

8.3.4 RQ4: How can this methodology be replicated and scaled to support broader 

IoT privacy research? 

The thesis findings design follows a structure that makes it possible to duplicate and expand the 

study for additional IoT privacy investigations. The fourth research question about 

methodological replication and scaling for IoT privacy research receives evidence through 

complete documentation and open-source implementation, and independent researcher 

replication and scalable architecture for multiple devices, and cost-effective methods for 

increased participation. The significance establishes a framework for ongoing IoT privacy 

research and enables broader academic community participation. 
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8.4 Implication for Stakeholders 

The thesis results create important consequences for people who use Amazon Echo devices 

together with other Internet of Things (IoT) devices. Users face privacy problems because they 

lack understanding about the full extent of data collection and because their activities are 

monitored by devices, and privacy tools and encrypted communication systems do not 

effectively safeguard users. User recommendations include privacy settings review requiring 

regular review and configuration of privacy settings, education requiring learning about privacy 

implications of IoT devices, tool adoption requiring use of available privacy protection tools, 

and advocacy requiring advocacy for better privacy protections. 

The thesis findings show that manufacturers should improve their privacy protection systems 

for Internet of Things devices. Manufacturers encounter various difficulties because they 

collect excessive data that exceeds operational needs and apply data for extended purposes 

without proper disclosure about their methods and insufficient privacy controls for users. The 

manufacturer suggests implementing privacy by design through complete privacy by design 

principles, enhanced transparency through detailed privacy information, user control through 

effective privacy management tools, and technical measures through privacy-preserving 

technologies. 

Furthermore, the research data confirms the necessity for enhanced privacy regulations and 

improved user protection systems. The evidence of GDPR non-compliance through data 

minimization and transparency violations, CCPA non-compliance through insufficient user 

control mechanisms, and privacy by design non-compliance through inadequate privacy 

protection implementation, and user rights non-compliance through limited privacy rights 

mechanisms, creates difficulties for policymakers. The following policy recommendations 

emerge from the study: The development of IoT-specific privacy regulations should become 

mandatory through strengthened regulations and enforcement mechanisms that need to be made 

more effective to achieve international privacy standard consistency, and privacy research and 

development needs funding support. 

The finding established a framework that will direct upcoming IoT privacy studies and 

academic partnerships. The research methodology established in this study provides future 

researchers with a method for conducting IoT privacy research through our approach, 

facilitating extended investigations. The research needs multiple institutions to work together 
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for developing new privacy protection tools and policy research to analyze privacy regulations 

and enforcement systems. Research support includes open-source tools providing a complete 

toolchain available for the research community, documentation providing comprehensive setup 

and usage instructions, a collaboration framework providing tools for multi-institutional 

research, and educational resources providing materials for teaching IoT privacy research. 

8.5 Limitations and Future Work 

8.5.1 Study Limitation 

The research study delivers important findings, yet readers need to understand multiple 

restrictions that affect the study results. The research results need evaluation for their universal 

value and scope because researchers need to consider the study boundaries. The current study 

contains specific research boundaries that future investigations need to overcome to achieve 

better results. 

The study faces technical barriers because it must work with encrypted data while trying to 

analyze all possible communication methods. The encrypted payloads transmitted by Echo 

devices use TLS 1.2+ encryption, which prevents us from analyzing the actual data content 

being transmitted. The system allows us to monitor traffic patterns together with traffic volumes 

and destination points, but it blocks us from accessing the encrypted data contents. This 

limitation is shared by most network traffic analysis studies of encrypted IoT devices, but it 

means that this thesis analysis focuses on behavioral patterns rather than content analysis.  

The analysis is also limited to a single Echo device model and firmware version, which means 

that the findings may not apply directly to other Echo models, different generations of devices, 

or devices running different firmware versions. The isolated network environment we created 

for testing purposes does not accurately represent how devices operate in actual home networks 

because these environments contain various devices and network conditions, and different user 

activities. The research monitors user activities for 168 hours, but this thesis study conducted 

its detailed analysis during 6 to 12+ hour periods, which might not demonstrate user behavior 

development throughout long-time spans and how users modify their activities because of 

seasonal changes and firmware system updates. 

The research study contains methodological restrictions because it cannot apply its results to 

all situations. The single device analysis makes it impossible to use our results for other Echo 
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models or IoT devices because different Echo models and IoT devices operate with unique 

patterns. The study used controlled device interactions, which might not match how people use 

these devices in their daily lives because users in actual situations would probably handle their 

devices differently while using different voice instructions at different times. The device 

behavior in an isolated network environment will differ from standard home networks because 

home networks contain various devices that operate under different network conditions and 

multiple router settings. The results from our study could differ when software updates occur 

because Amazon makes periodic updates to the Echo device firmware, which might alter how 

the device operates and what information it collects. 

The research findings from our study require generalization to all possible situations, which 

makes researchers need to establish all applicable situations for their research. The study results 

apply only to the Echo model, which was tested, and do not represent all Echo device 

generations or models because their hardware and software systems would generate unique 

network traffic. The research results would experience modifications because updated software 

systems would introduce changes to user interface operations and privacy management, and 

data collection procedures. The two network environments of controlled and real-world settings 

will generate different patterns because home networks operate with multiple devices under 

different network conditions through various configurations, which affect device operation. The 

observed traffic patterns show individual user behavior differences because users interact with 

the system in unique ways through their different usage patterns and privacy configurations, 

and interaction frequencies. 

8.5.2 Future Research Directions 

Numerous new research avenues that can expand on the findings and approach are made 

possible by the study of this thesis work. By addressing the constraints and broadening the 

scope and influence of IoT privacy research, these approaches give researchers the chance to 

build on findings that have been done and tackle fresh IoT privacy issues. 

The study method enables technical development of new features, which creates multiple 

research opportunities for future academic studies. The research method developed enables 

multi-device studies to assess different Echo models and their generations, which enables 

scientists to analyze device differences and their effects on privacy practices. The research 

design needs to conduct cross-platform testing, which evaluates Amazon Echo against Google 
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Home and Apple HomePod voice assistants based on their privacy management systems and 

data acquisition methods. 

The research design of longitudinal studies tracks participants across different time periods 

spanning multiple months and years to study their behavioral changes and evaluate how system 

changes impact their system structure and what privacy effects develop throughout multiple 

years. Machine learning techniques should be integrated to perform complex pattern 

recognition for encrypted traffic analysis, which would detect privacy issues and user behavior 

with higher precision. The analysis of encrypted network traffic through machine learning-

based content prediction methods enables researchers to discover data collection methods 

without needing to decrypt the data, which solves a major challenge in current network traffic 

analysis systems. 

The research methodology developed has applications that go beyond academic studies to 

create actual privacy protection systems. The evaluation system developed allows organizations 

to perform systematic regulatory compliance assessments of multiple IoT devices which verify 

manufacturer privacy statements independently and support regulatory bodies in their 

compliance enforcement efforts. The used method enables the creation of privacy auditing 

frameworks that establish official procedures for independent IoT device privacy assessments. 

The research data and study methods from the thesis work investigation need to guide the 

creation of privacy awareness tools, which will teach users about IoT device privacy threats. 

The guidance for manufacturers needs to come from our research results and will create 

functional recommendations based on actual device performance data instead of theoretical 

models. 

Long-term Vision: The research work supports the development of enduring privacy 

protection systems for Internet of Things devices. The long-term vision demands technical 

vision through privacy-preserving technology adoption and user-centric design with privacy 

controls that are simple to use and understand, and transparency tools for real-time data 

collection visibility and automated protection systems that operate automatically. The policy 

vision requires a global framework to create identical privacy standards throughout all 

territories, establish powerful enforcement mechanisms for effective privacy regulation 

implementation, and ensure complete privacy protection for all users and complete 

manufacturer accountability for privacy compliance. The research vision requires 

standardization of methodology through shared best practices and common approaches, 
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international research collaboration, privacy research community development, and continuous 

privacy technology advancement. 

8.6 Broader Impact and Significance 

Academic Impact: The research study delivers important findings to the academic field that 

investigates privacy issues in Internet of Things systems. Research development leads to 

academic impact when it introduces new methods that create innovative approaches to advance 

the field, makes academic resources available to increase participation, establishes quantitative 

benchmarks for future studies, and supports policy development through empirical evidence. 

Community building includes an open source framework providing tools for the research 

community, collaboration facilitation enabling multi-institutional research capabilities, 

educational resources providing materials for teaching and learning, and knowledge sharing 

providing a platform for knowledge exchange. 

Policy impact: The research indicates that privacy regulations need enhancement because users 

need better protection systems. The policy impact consists of four vital elements, which include 

evidence-based quantitative data for regulatory support and discussion, compliance evaluation, 

device assessment, and user protection for privacy rights expansion, and manufacturer 

accountability for practice improvement. New policy development needs stronger IoT privacy 

regulations, enhanced enforcement systems, worldwide standardization, and additional research 

money to advance these initiatives. 

Social Impact: The finding helps people understand privacy better and protect their privacy in 

IoT devices. Social impact enables user empowerment through privacy awareness, which helps 

people understand privacy risks and control mechanisms that offer privacy protection tools and 

education resources that deliver privacy education materials and community support that helps 

privacy protection communities. The system of manufacturer accountability requires 

organizations to demonstrate improved privacy practices through evidence, and demands 

complete disclosure of operations, sets privacy-friendly technology standards, and creates user-

friendly privacy management systems. 

8.7 Final Conclusion 

The research proves that the Raspberry Pi access point method works effectively for IoT privacy 

analysis and shows how Amazon Echo devices expose privacy issues. The study delivers direct 
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evidence about privacy problems, yet the research design allows additional scholars to 

investigate IoT privacy through academic studies. 

The research delivers substantial value to both methodological approaches and IoT device 

privacy understanding, which will guide upcoming studies and policy creation. The open-

source framework, together with complete documentation, allows researchers to replicate and 

build upon our research results. Thesis research data about privacy issues demonstrates why 

IoT devices need better privacy protection systems. The current framework, with its 

recommendations, establishes an efficient method to protect privacy while maintaining device 

operational capabilities. 

The research work achieves two goals because it expands scientific knowledge and helps 

develop privacy protection systems for contemporary networked communities. The research 

findings, together with recommendations and methodology, create a base for upcoming studies 

that defend IoT device user privacy while establishing privacy-oriented communities. The study 

in this thesis provides ongoing IoT privacy protection through its delivery of fundamental tools, 

evidence, and an operational framework. Our methodology exists as open-source material, 

which enables researchers to use our findings to develop improved privacy protection methods 

for IoT devices. 

The research proves that users can perform their own cost-effective IoT device privacy analysis 

independently to defend their privacy in modern connected environments. The research 

methodology, together with results, provides critical foundations that will guide future 

investigations and policy development for IoT privacy protection. 
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Appendices 

Appendix A System Configuration 

A.1. Hardware Specification 

A.1.1 Raspberry Pi 4 Model B Configuration 

Primary Hardware: - Model: Raspberry Pi 4 Model B (4GB RAM) - Processor: Broadcom 

BCM2711, Quad core Cortex-A72 (ARM v8) 64-bit SoC @ 1.5GHz - Memory: 4GB 

LPDDR4-3200 SDRAM - Storage: 32GB microSD card (Class 10, UHS-I) - Power Supply: 

5V/3A USB-C power adapter - Operating System: Raspberry Pi OS (64-bit) based on 

Debian 11 

Network Capabilities: - Ethernet: Gigabit Ethernet (RJ45) - Wireless: 802.11 b/g/n/ac 

(2.4GHz and 5GHz) - Bluetooth: 5.0, BLE - USB: 2x USB 3.0, 2x USB 2.0 

A.1.2 Additional Hardware Components 

Network Equipment: - USB WiFi Adapter: TP-Link AC600 (backup wireless interface) - 

Ethernet Cable: Cat6 UTP cable for wired connection 

A.2 Software Configuration 

A.2.1 Operating System Setup 

Base System: 

# Operating System 
Raspberry Pi OS (64-bit) - Debian 11 (Bullseye) 
Kernel: 5.15.84-v8+ 
 
# System Updates 
sudo apt update && sudo apt upgrade -y 
sudo apt install -y git vim htop curl wget 
 
# Enable SSH 
sudo systemctl enable ssh 
sudo systemctl start ssh 
 
# Set static IP 
sudo nano /etc/dhcpcd.conf 
# Add: static ip_address=192.168.4.1/24 

A.2.2 Network Configuration Software 

Access Point Software: 
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# Install hostapd for access point functionality 
sudo apt install -y hostapd dnsmasq 
 
# Install network utilities 
sudo apt install -y iptables-persistent netfilter-persistent 
sudo apt install -y bridge-utils wireless-tools 
 
# Install packet capture tools 
sudo apt install -y tshark tcpdump wireshark-common 
sudo apt install -y python3-pip python3-venv 

Python Environment: 

# Create virtual environment 
python3 -m venv echo_privacy_env 
source echo_privacy_env/bin/activate 
 
# Install required packages 
pip install pyshark pandas matplotlib numpy 
pip install pyyaml requests tldextract 

A.2.3 Configuration Files 

hostapd Configuration (/etc/hostapd/hostapd.conf): 

interface=wlan0 
driver=nl80211 
ssid=EchoPrivacyAP 
hw_mode=g 
channel=6 
wpa=2 
wpa_passphrase=PrivacyResearch2024 
wpa_key_mgmt=WPA-PSK 
rsn_pairwise=CCMP 

dnsmasq Configuration (/etc/dnsmasq.conf): 

interface=wlan0 
dhcp-range=192.168.4.2,192.168.4.20,255.255.255.0,24h 
dhcp-option=3,192.168.4.1 
dhcp-option=6,192.168.4.1 
server=8.8.8.8 
server=1.1.1.1 

iptables Rules (/etc/iptables/rules.v4): 

*nat 
-A POSTROUTING -o eth0 -j MASQUERADE 
COMMIT 
 
*filter 
-A FORWARD -i wlan0 -o eth0 -j ACCEPT 
-A FORWARD -i eth0 -o wlan0 -m state --state RELATED,ESTABLISHED -j ACCEPT 
COMMIT 
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A.3 Network Topology 

A.3.1 Network Architecture 

Physical Layout: 

Internet (eth0) ←→ Raspberry Pi 4 ←→ WiFi AP (wlan0) ←→ Amazon Echo 
                    ↓ 
                Analysis Tools 

IP Address Allocation: - Raspberry Pi: 192.168.4.1 (Gateway) - Amazon Echo: 

192.168.4.2-192.168.4.20 (DHCP range) - Analysis Tools: 192.168.4.1 (Local) 

Network Interfaces: - eth0: External internet connection (WAN) - wlan0: Access point 

interface (LAN) - lo: Loopback interface 

A.3.2 Traffic Flow Configuration 

Packet Capture Points: 1. wlan0: Captures all wireless traffic to/from Echo device 2. eth0: 

Captures internet-bound traffic for analysis 

Traffic Routing: - Echo device connects to wlan0 (access point) - All traffic routed through 

Raspberry Pi - Internet access provided via eth0 with NAT - All packets captured and 

analyzed in real-time 

A.4 Analysis Tools Configuration 

A.4.1 Packet Capture Setup 

tshark Configuration: 

# Basic packet capture 
tshark -i wlan0 -w echo_traffic.pcap -f "host 192.168.4.2" 
 
# Real-time analysis 
tshark -i wlan0 -T fields -e frame.time -e ip.src -e ip.dst -e tcp.port 

tcpdump Configuration: 

# Basic capture 
tcpdump -i wlan0 -w echo_traffic.pcap host 192.168.4.2 

A.4.2 Python Analysis Environment 

Configuration File (config.yaml): 

# Echo Privacy Study Configuration 
echo_device: 
  ip: "192.168.4.2" 
  mac: "aa:bb:cc:dd:ee:ff" 
  model: "Echo Dot (3rd Gen)" 
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capture: 
  interface: "wlan0" 
  duration: 3600 
  filter: "host 192.168.4.2" 
 
analysis: 
  protocols: ["tcp", "udp", "dns", "tls"] 
  destinations: true 
  timing: true 
  volume: true 
 
output: 
  pcap_dir: "/home/pi/echo_privacy/pcaps" 
  csv_dir: "/home/pi/echo_privacy/csv" 
  plots_dir: "/home/pi/echo_privacy/plots" 
  report_dir: "/home/pi/echo_privacy/reports" 

A.5 Security Configuration 

Firewall Rules: 

# Basic firewall configuration 
sudo ufw enable 
sudo ufw default deny incoming 
sudo ufw default allow outgoing 
sudo ufw allow ssh 
sudo ufw allow 53/tcp  # DNS 
sudo ufw allow 53/udp  # DNS 
sudo ufw allow 80/tcp  # HTTP 
sudo ufw allow 443/tcp # HTTPS 

Data Protection: 

# Restrict file permissions 
chmod 700 /home/pi/echo_privacy/ 
chmod 600 /home/pi/echo_privacy/pcaps/* 
chmod 600 /home/pi/echo_privacy/csv/* 

Appendix B: Raw Data Tables 

B.1 Traffic Volume Analysis 

B.1.1 Primary Session Data Summary (64 minutes) 

Table B.1: Session Summary Statistics 

Metric Value 

Total Duration 64 minutes 

Total Packets 136 

Total Bytes 155,058 

Average Packets/Minute 2.1 
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Average Bytes/Minute 2,422 

Peak Traffic 18,456 bytes (25-30 min period) 

Minimum Traffic 4,567 bytes (60-64 min period) 

Traffic Distribution: - Initial Connection (0-5 min): 23 packets, 12,456 bytes - Voice 
Activation (10-15 min): 21 packets, 15,678 bytes - Voice Command (25-30 min): 22 packets, 
18,456 bytes (peak) - Idle Periods: Average 15-19 packets, 6,000-9,000 bytes per 5-minute 
interval 

B.1.2 Extended Monitoring Data Summary (168 hours) 

Table B.2: Extended Monitoring Summary 

Metric Value 

Total Duration 168 hours 

Average Idle Traffic 151 KB/hour 

Total Idle Traffic 25.4 MB 

Average Packets/Hour 45.5 

Average Packet Size 3,320 bytes 

Sample Hourly Data: 

Hour Idle Traffic (KB) Total Packets Avg Packet Size (bytes) 

1 151 45 3,356 

12 155 48 3,229 

24 155 48 3,229 

… … … … 

168 151 45 3,356 

Note: Traffic remained consistent throughout the monitoring period, with minimal variation 

(±5 KB/hour). 

B.2 Protocol Analysis 

B.2.1 Protocol Distribution 

Table B.3: Protocol Distribution Analysis 

Protocol Packets Percentage Bytes Percentage Avg Packet Size 

TCP 135 99.26% 154,73

9 

99.79% 1,146 

UDP 1 0.74% 319 0.21% 319 

Total 136 100% 155,05

8 

100% 1,140 
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B.2.2 TCP Port Analysis 

Table B.4: TCP Port Distribution 

Port Packets Percentage Bytes Percentage Service 

443 98 72.59% 112,456 72.52% HTTPS 

80 25 18.52% 28,234 18.21% HTTP 

53 8 5.93% 9,123 5.89% DNS 

993 4 2.96% 4,926 3.18% IMAPS 

Total 135 100% 154,739 100% Mixed 

8.7.1 B.2.3 TLS/SSL Analysis 

Table B.5: TLS Version Summary 

TLS Version Packets Percentage Security Level 

TLS 1.2 77 78.57% High 

TLS 1.3 21 21.43% Very High 

Total 98 100% High 

Primary cipher suites: ECDHE-RSA-AES256-GCM-SHA384 (45.92%), ECDHE-RSA-

AES128-GCM-SHA256 (32.65%) 

B.3 Destination Analysis 

B.3.1 IP Address Distribution 

Table B.6: Top Destination IP Addresses 

IP Address Hostna

me 

Packets Percentage Bytes Percentage Service 

52.94.236.162 amazona

ws.com 

89 65.44% 102,456 66.08% AWS 

EC2 

52.84.123.45 cloudfro

nt.net 

25 18.38% 28,789 18.57% CDN 

8.8.8.8 dns.goog

le 

8 5.88% 9,123 5.89% DNS 

1.1.1.1 cloudflar

e-

dns.com 

6 4.41% 6,789 4.38% DNS 

Total Mixed 136 100% 155,058 100% Mixed 

B.3.2 Domain Analysis 

Table B.7: Domain Distribution 
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Domain Packets Percentage Bytes Percentage Category 

amazonaws.com 94 69.12% 108,134 69.73% Amazon Services 

cloudfront.net 28 20.59% 31,012 20.00% CDN 

dns.google 8 5.88% 9,123 5.89% DNS 

cloudflare-dns.com 6 4.41% 6,789 4.38% DNS 

Total 136 100% 155,058 100% Mixed 

B.3.3 Geographic Distribution 

Table B.8: Geographic Distribution Summary 

Region Country IP 

Addresses 

Packets Percentag

e 

Bytes Percentage 

North 

Americ

a 

United 

States 

3 89 65.44% 102,456 66.08% 

Global Multiple 4 47 34.56% 52,602 33.92% 

Total Mixed 7 136 100% 155,058 100% 

B.4 Temporal Analysis 

B.4.1 Time-based Traffic Patterns Summary 

Table B.9: 24-Hour Traffic Pattern Summary 

Time Period Avg Packets/Hour Avg Bytes/Hour Traffic Type Notes 

00:00-06:00 45.2 151,234 Idle Night 

baseline 

06:00-12:00 46.3 152,456 Idle Morning 

12:00-18:00 45.8 151,567 Idle Afternoo

n 

18:00-24:00 45.5 150,890 Idle Evening 

Traffic remained consistent throughout 24-hour cycles with minimal variation (±2 
packets/hour). 

B.4.2 Voice Activation Patterns 

Table B.10: Voice Activation Summary 

Metric Value 

Total Activations 7 

Average Response Time 1,254 ms 

Average Processing Duration 43.3 seconds 
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Average Packets per Activation 11.6 

Average Bytes per Activation 14,533 

Sample Activations: - Weather query: 12 packets, 15,678 bytes, 1,234 ms response - Music 

request: 10 packets, 12,456 bytes, 1,156 ms response - News update: 14 packets, 18,234 

bytes, 1,345 ms response 

B.5 Quality Metrics 

B.5.1 System Performance Metrics 

Table B.11: System Performance During Analysis 

Metric Value Unit Notes 

CPU Usage 15.2 % Average during capture 

Memory Usage 1.8 GB Peak usage 

Disk I/O 45.6 MB/s Write speed 

Network I/O 2.3 Mbps Capture rate 

Packet Loss 0.2 % Minimal loss 

System Uptime 99.2 % High reliability 

B.5.2 Capture Quality Metrics 

Table B.12: Packet Capture Quality Analysis 

Quality Metric Value Unit Threshold Status 

Packet Capture Rate 99.8 % >95% Pass 

Data Integrity 100 % 100% Pass 

Timestamp Accuracy 99.9 % >99% Pass 

Protocol Detection 100 % 100% Pass 

IP Resolution 100 % >95% Pass 

DNS Resolution 98.5 % >90% Pass 

TLS Detection 100 % 100% Pass 

B.6 Comparative Data 

B.6.1 Baseline Comparison 

Table B.13: Comparison with Literature Baselines 

Study Methodology Idle Traffic Active Traffic Duration Notes 

Our 

Study 

Pi AP 151 KB/hour 2.3 MB/hour 168 hours Real-time 
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Privacy 

Analys

is [35] 

Commercial ~200 KB/hour ~3 MB/hour 48 hours Post-

processing 

“Hey 

Alexa” 

[1] 

ML Analysis ~180 KB/hour ~2.5 MB/hour 72 hours Encrypted 

analysis 

Privacy 

Leakag

e [37] 

Software ~160 KB/hour ~2.8 MB/hour 24 hours Application-

level 

B.6.2 Cost Comparison 

Table B.14: Methodology Cost Comparison 

Study Hardwar

e Cost 

Software Cost Total Cost Reproducibility Real-time 

Our Study $100 $0 $100 High Yes 

Privacy 

Analysis 

[35] 

$10,000 $8,000 $18,000 Low No 

Rahman & 

Hossain [8] 

$2,000 $3,000 $5,000 Medium No 

Jackson & 

Orebaugh 

[34] 

$15,000 $5,000 $20,000 Very Low No 

“Hey 

Alexa” [1] 

$8,000 $5,000 $13,000 Medium No 

 

Appendix C: Raw Data Tables 

C.1 Main Analysis Script 

C.1.1 Key Functions from Analysis Tool (analyze.py) 

#!/usr/bin/env python3 
""" 
Echo Privacy Study Analysis Tool 
Raspberry Pi Access Point Methodology 
""" 
 
import pyshark 
import pandas as pd 
import matplotlib.pyplot as plt 
import yaml 
import json 
from datetime import datetime 
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from collections import Counter 
 
class EchoPrivacyAnalyzer: 
    """Main analysis class for Echo Privacy Study""" 
     
    def __init__(self, config_file='config.yaml'): 
        """Initialize analyzer with configuration""" 
        with open(config_file, 'r') as f: 
            self.config = yaml.safe_load(f) 
        self.echo_ip = self.config['echo_device']['ip'] 
        self.capture_interface = self.config['capture']['interface'] 
     
    def capture_traffic(self, duration=3600, output_file=None): 
        """ 
        Capture network traffic for specified duration 
         
        Args: 
            duration (int): Capture duration in seconds 
            output_file (str): Output pcap file path 
             
        Returns: 
            str: Path to captured pcap file 
        """ 
        if not output_file: 
            timestamp = datetime.now().strftime("%Y%m%d_%H%M%S") 
            output_file = f"{self.config['output']['pcap_dir']}/echo_traff
ic_{timestamp}.pcap" 
         
        filter_expr = f"host {self.echo_ip}" 
        cmd = [ 
            'tshark', 
            '-i', self.capture_interface, 
            '-w', output_file, 
            '-f', filter_expr, 
            '-a', f'duration:{duration}' 
        ] 
         
        import subprocess 
        result = subprocess.run(cmd, capture_output=True, text=True) 
        if result.returncode == 0: 
            return output_file 
        return None 
     
    def analyze_packets(self, pcap_file): 
        """ 
        Analyze captured packets for privacy implications 
         
        Args: 
            pcap_file (str): Path to pcap file 
             
        Returns: 
            dict: Analysis results 
        """ 
        cap = pyshark.FileCapture(pcap_file) 
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        packet_count = 0 
        total_bytes = 0 
        protocols = Counter() 
        destinations = Counter() 
        timestamps = [] 
        packet_sizes = [] 
         
        for packet in cap: 
            packet_count += 1 
             
            if hasattr(packet, 'ip'): 
                src_ip = packet.ip.src 
                dst_ip = packet.ip.dst 
                 
                if src_ip == self.echo_ip or dst_ip == self.echo_ip: 
                    if hasattr(packet, 'tcp'): 
                        protocols['TCP'] += 1 
                    elif hasattr(packet, 'udp'): 
                        protocols['UDP'] += 1 
                     
                    if src_ip == self.echo_ip: 
                        destinations[dst_ip] += 1 
                     
                    packet_size = int(packet.length) 
                    total_bytes += packet_size 
                    packet_sizes.append(packet_size) 
                    timestamps.append(float(packet.sniff_timestamp)) 
         
        results = { 
            'packet_count': packet_count, 
            'total_bytes': total_bytes, 
            'protocols': dict(protocols), 
            'destinations': dict(destinations), 
            'packet_sizes': packet_sizes, 
            'timestamps': timestamps, 
            'duration': max(timestamps) - min(timestamps) if timestamps el
se 0, 
            'avg_packet_size': sum(packet_sizes) / len(packet_sizes) if pa
cket_sizes else 0 
        } 
         
        return results 
     
    def generate_csv_report(self, results, output_dir): 
        """Generate CSV report with detailed data""" 
        csv_file = f"{output_dir}/echo_privacy_analysis.csv" 
         
        data = [] 
        for i, (timestamp, size) in enumerate(zip(results['timestamps'], r
esults['packet_sizes'])): 
            data.append({ 
                'packet_id': i + 1, 
                'timestamp': timestamp, 
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                'size_bytes': size 
            }) 
         
        df = pd.DataFrame(data) 
        df.to_csv(csv_file, index=False) 
        return csv_file 

C.2 Configuration Management 

C.2.1 Configuration File (config.yaml) 

# Echo Privacy Study Configuration 
echo_device: 
  ip: "192.168.4.2" 
  mac: "aa:bb:cc:dd:ee:ff" 
  model: "Echo Dot (3rd Gen)" 
 
capture: 
  interface: "wlan0" 
  duration: 3600 
  filter: "host 192.168.4.2" 
 
analysis: 
  protocols: ["tcp", "udp", "dns", "tls"] 
  destinations: true 
  timing: true 
  volume: true 
 
output: 
  pcap_dir: "/home/pi/echo_privacy/pcaps" 
  csv_dir: "/home/pi/echo_privacy/csv" 
  plots_dir: "/home/pi/echo_privacy/plots" 
  report_dir: "/home/pi/echo_privacy/reports" 

C.2.2 Essential Database Schema 

-- Echo Privacy Study Database Schema 
-- PostgreSQL Database 
 
-- Sessions table 
CREATE TABLE sessions ( 
    session_id SERIAL PRIMARY KEY, 
    start_time TIMESTAMP NOT NULL, 
    end_time TIMESTAMP, 
    duration_seconds INTEGER, 
    echo_ip INET NOT NULL, 
    total_packets INTEGER DEFAULT 0, 
    total_bytes BIGINT DEFAULT 0, 
    status VARCHAR(20) DEFAULT 'active', 
    created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP 
); 
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-- Packets table 
CREATE TABLE packets ( 
    packet_id SERIAL PRIMARY KEY, 
    session_id INTEGER REFERENCES sessions(session_id), 
    timestamp TIMESTAMP NOT NULL, 
    source_ip INET NOT NULL, 
    destination_ip INET NOT NULL, 
    protocol VARCHAR(10) NOT NULL, 
    port INTEGER, 
    size_bytes INTEGER NOT NULL, 
    created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP 
); 
 
-- Destinations table 
CREATE TABLE destinations ( 
    destination_id SERIAL PRIMARY KEY, 
    ip_address INET UNIQUE NOT NULL, 
    domain_name VARCHAR(255), 
    country VARCHAR(100), 
    packet_count INTEGER DEFAULT 0, 
    total_bytes BIGINT DEFAULT 0, 
    first_seen TIMESTAMP DEFAULT CURRENT_TIMESTAMP, 
    last_seen TIMESTAMP DEFAULT CURRENT_TIMESTAMP 
); 
 
-- Create indexes for performance 
CREATE INDEX idx_packets_session_id ON packets(session_id); 
CREATE INDEX idx_packets_timestamp ON packets(timestamp); 
CREATE INDEX idx_packets_destination ON packets(destination_ip); 
CREATE INDEX idx_destinations_ip ON destinations(ip_address); 

C.3 Data Processing Utilities 

C.3.1 Data Export Function 

def export_to_csv(data, filename): 
    """Export data to CSV format""" 
    df = pd.DataFrame(data) 
    df.to_csv(filename, index=False) 
    print(f"Data exported to CSV: {filename}") 
 
def export_to_json(data, filename): 
    """Export data to JSON format""" 
    with open(filename, 'w') as f: 
        json.dump(data, f, indent=2, default=str) 
    print(f"Data exported to JSON: {filename}") 
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