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implement the EU’s NIS2 Directive using the ISO/IEC 27001:2022 framework as
their primary compliance instrument. Through a systematic, control-by-control
mapping between NIS2 provisions-particularly risk management (Article 21), in-
cident reporting (Article 23), and supply chain security (Article 21(2)(d))-and the
93 controls of ISO 27001, the study identifies direct alignments, partial overlaps, and
complete gaps. The analysis reveals that approximately 63.6% of NIS2’s risk man-
agement requirements are fully addressed by existing ISO controls, while critical gaps
remain in binding incident reporting timelines (24-hour, 72-hour, and one-month
deadlines), multi-factor authentication prescriptiveness, individual supplier vulner-
ability assessment granularity, and management liability. To address these gaps,
the thesis proposes six supplementary measures (S1-S6), including a dedicated NIS2
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their existing Information Security Management Systems (ISMS) for full NIS2 com-
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for practitioners navigating the evolving regulatory landscape in Finland, particu-
larly in light of the national implementation proposal HE 57/2024, and contribute to
the broader academic discourse on standard-regulation alignment in cybersecurity
governance.
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1 Introduction

In the contemporary digital epoch, the complexity and prevalence of cyberattacks
present substantial hurdles for organizations globally. Empirical data reveal a signif-
icant escalation in both the occurrence and economic ramifications of cyber incidents
impacting organizations. For instance, as reported in IBM’s Cost of a Data Breach
Report 2025, the global average expenditure associated with a data breach in 2025 is
projected to be USD 4.44 million, reflecting a 9% reduction from the preceding year,
while simultaneously indicating a 15% augmentation over the last three years, with
incidents involving multiple environments incurring an average cost of USD 5.05
million [1]. This, coupled with the 4,875 incidents documented within the EU from
July 2024 to June 2025, underscores the imperative for more stringent cybersecurity
policies within the European Union |2].

Acknowledging the necessity for robust and uniform cybersecurity protocols
across member states, the European Union has initiated measures to confront the
dynamic landscape of cybercrime through the revised Network and Information Se-
curity Directive (NIS2), broadening its applicability to additional sectors [3]. By
accentuating augmented measures for risk management, reporting responsibilities,
and resilience, NIS2 renders critical industries, along with their senior management,
accountable for their cybersecurity practices. While the NIS2 Directive compels
organizations to implement specific strategies to guarantee resilience against cyber

threats, it refrains from directly stipulating a particular implementation framework
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or supplying detailed methodologies for assessing and attaining the requisite level
of compliance [3]. The transposition deadline of 17 October 2024 has elapsed, and
on 7 May 2025, the European Commission issued a reasoned opinion to 19 Mem-
ber States-including Finland-for their failure to notify full transposition of the NIS2
Directive [4].

Organizations may encounter challenges in executing the stipulations delineated
in the directive owing to a deficiency in comprehension regarding the efficacy and
scope of their pre-existing cybersecurity measures. Through individualized interpre-
tation and implementation of the requirements predicated on the unique contexts
of organizations, discrepancies may manifest concerning the compliance approaches
adopted by various entities. Given that disproportionate and inadequate implemen-
tations, ambiguous definitions, and insufficient cooperation among member states
have been identified as significant deficiencies of the original Network and Informa-
tion Security Directive [5], the necessity for standardized, internationally recognized
frameworks to guide organizations toward compliance becomes increasingly appar-
ent.

The ISO/IEC 27001:2022 framework offers a methodical, risk-centric approach
for organizations to establish, execute, sustain, and perpetually enhance an Infor-
mation Security Management System (ISMS) [6]. With its extensive array of 93
controls reorganized into four thematic categories (organizational, people, physi-
cal, and technological), ISO 27001 furnishes a globally acknowledged baseline for
information security management that numerous international corporations have
already adopted. An appropriate alignment between the requirements of NIS2 and
the controls of ISO 27001 can serve as a powerful instrument to address regulatory
deficiencies and delineate essential measures for compliance. This thesis aspires to
bridge the divide between the stipulations of the NIS2 Directive and the ISO 27001

framework by examining their alignment, identifying gaps and synergies, and formu-
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lating an integrated implementation model for international enterprises operating in

Finland.

1.1 Background and Problem Statement

The increasing frequency and financial impact of cyberattacks-the global average
cost of a data breach reached USD 4.44 million in 2025, with 4,875 incidents ob-
served in the EU-have driven the EU to adopt the NIS2 Directive [1]-[3]. NIS2
mandates stricter risk management, incident reporting (early warning within 24
hours), supply chain security, and management accountability, but it does not pre-
scribe a specific implementation framework [3]. International companies in Finland
must also navigate the national implementation proposal (HE 57/2024) and other
regulations such as GDPR and DORA [7], [8]. This flexibility creates uncertainty:
organisations lack a structured, auditable pathway to demonstrate compliance. The
ISO/IEC 27001:2022 framework, with its 93 controls and certifiable ISMS, offers a
globally recognised foundation that many international firms already use [6]. How-
ever, a systematic, control-by-control mapping between NIS2 requirements (as trans-
posed into Finnish law) and ISO 27001 controls-including an analysis of gaps and

supplementary measures-is missing.

1.2 Research Objectives and Questions

The primary objective of this thesis is to provide a systematic analysis of how inter-
national companies operating in Finland can leverage the ISO /IEC 27001 framework
to achieve compliance with the NIS2 Directive. To achieve this, the study pursues

the following specific objectives:

e RO1: To map the cybersecurity requirements of the NIS2 Directive - as im-
plemented in Finland through HE 57/2024 - onto the controls of ISO/IEC
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27001:2022, identifying direct alignments, partial overlaps, and complete gaps.

e RO2: To evaluate the strengths and limitations of using ISO 27001 as a
primary compliance tool for NIS2, with particular focus on three critical pro-

visions: risk management, incident reporting, and supply chain security.

e RO3: To identify supplementary measures required where ISO 27001 controls
fall short of NIS2 obligations, and to propose an integrated implementation

model for international companies in Finland.
Based on these objectives, the thesis addresses the following research questions:

1. RQ1: How can the ISO/IEC 27001 framework be systematically mapped
and utilized to achieve comprehensive compliance with the NIS2 Directive’s

cybersecurity requirements?

2. RQ2: What are the strengths, limitations, and identified gaps when employing
ISO 27001 controls to address NIS2 provisions on risk management, incident

reporting, and supply chain security?

1.3 Scope and Delimitations

The scope of this thesis is limited to the analysis of how the ISO/IEC 27001:2022
framework can be used to implement the NIS2 Directive (EU 2022/2555) in the
context of international companies operating in Finland. The study focuses exclu-
sively on the twelve cybersecurity risk management measure categories outlined in
the Finnish government proposal HE 57/2024, which transposes NIS2 into national
legislation [7]. The analysis is conducted through systematic document analysis and
control mapping, without empirical data collection such as interviews or surveys.
Several delimitations apply. First, the thesis considers only the

ISO/IEC 27001:2022 standard as the primary compliance framework; other frame-
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works (e.g., NIST CSF, C2M2, Kybermittari) are referenced for context but not
systematically mapped [6], [9]. Second, the study focuses on three specific NIS2
provisions - risk management (Article 21), incident reporting (Article 23), and sup-
ply chain security - as these represent the most challenging areas for organisations [3].
Other provisions, such as those concerning national cybersecurity strategies or su-
pervisory authorities, are outside the scope.

Third, the geographical scope is limited to Finland. While NIS2 applies across
all EU Member States, the national implementation (HE 57/2024) introduces
country-specific interpretations and timelines [7]. International companies are de-
fined as those with headquarters outside Finland but with operational presence in
Finland; purely domestic Finnish companies are not explicitly analysed, though find-
ings may be transferable. Fourth, the thesis excludes detailed analysis of overlapping
regulations such as GDPR, DORA, the EU Al Act, and the Cyber Resilience Act,
except where they directly intersect with NIS2 requirements [8]. Fifth, the study
does not address sector-specific variations (e.g., manufacturing vs. energy) except
where noted in the NIS2 Directive’s classification of essential and important enti-
ties [3].

Finally, the research is conducted as a qualitative, document-based study without
practical case validation. Implementation recommendations are derived from control
mapping and literature review, not from live organisational testing. Future empirical

research is suggested to validate the proposed model.

1.4 Structure of the Thesis

This thesis is organised into six chapters that progressively build a comprehensive
analysis of how international companies in Finland can implement the NIS2 Directive
through the ISO/IEC 27001 framework. The first chapter introduces the research by

presenting the background and problem statement, outlining the research objectives
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and questions, and defining the scope and delimitations of the study. The second
chapter provides a literature review, covering the NIS2 Directive’s objectives and
key requirements, the ISO 27001 framework and ISMS structure, the intersection
between regulation and standards, and the identification of the research gap and
contribution. The third chapter establishes the theoretical framework, conceptu-
alising compliance through management systems, introducing control mapping as
an analytical lens, and proposing a tailored analytical model for NIS2-ISO 27001
alignment. The third chapter describes the research methodology, including the
qualitative document-based approach, the systematic control mapping methodol-
ogy, and a discussion of validity and limitations. The fourth chapter presents the
core analysis, mapping NIS2 provisions on risk management, incident reporting, sup-
ply chain security onto ISO 27001 controls, and identifying gaps and supplementary
measures. The fifth chapter discusses the findings, developing an integrated imple-
mentation model, examining practical implications for international companies in
Finland, and reflecting on the study’s limitations. Finally, the six chapter concludes
with a summary of key findings, actionable recommendations for practitioners, and

suggestions for future research directions.



2 Literature Review

This chapter reviews the existing literature and official documentation relevant to
the implementation of the NIS2 Directive through the ISO/IEC 27001 framework.
It begins by examining the NIS2 Directive, detailing its objectives, key cybersecu-
rity requirements (including risk management, incident reporting, and supply chain
security), and its transposition into Finnish national legislation via HE 57/2024.
The review then turns to the ISO/IEC 27001:2022 framework, outlining its struc-
ture as an Information Security Management System (ISMS), its 93 controls or-
ganised into four thematic areas, and its emphasis on continuous improvement
through the Plan-Do-Check-Act cycle. Subsequently, the chapter explores the inter-
section between regulation and standards, discussing how internationally recognised
frameworks such as ISO 27001 can serve as operational tools for achieving regu-
latory compliance, and highlighting prior studies that have mapped standards to
EU cybersecurity requirements. Finally, the literature review identifies the research
gap: while individual mappings of NIS2 to various frameworks exist, a system-
atic, control-by-control alignment between NIS2 (as implemented in Finland) and
ISO/IEC 27001:2022 - including an analysis of gaps and supplementary measures
for risk management, incident reporting, and supply chain security - is absent from
the current body of knowledge. This chapter thereby establishes the foundation for

the theoretical framework and methodological approach that follow.
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2.1 The NIS2 Directive: Objectives and Key Re-

quirements

The NIS2 Directive (Directive (EU) 2022/2555) constitutes the European Union’s
foremost legislative initiative to counter the rising frequency and sophistication of
cyberattacks, superseding its predecessor to establish a uniformly high level of cy-
bersecurity across all Member States [3]. Formally adopted in December 2022 and
mandated for transposition by 17 October 2024, NIS2 broadens the regulatory scope
from 7 to 18 critical sectors, encompassing an estimated 100,000 to 300,000 entities
across the Union [10]. The directive introduces stringent incident reporting obliga-
tions (an early warning within 24 hours, a detailed notification within 72 hours, and
a final report within one month), mandates comprehensive risk management mea-
sures under Article 21, requires supply chain security oversight, and holds senior
management personally accountable for compliance, with fines reaching up to €10
million or 2% of global annual turnover for essential entities [3], [11], [12].

For the purposes of this thesis, three specific NIS2 provisions are given partic-
ular focus due to their complexity and the challenges they pose for international

companies operating in Finland.

e Risk management (Article 21) requires entities to adopt a risk-based approach
covering policies, network security, vulnerability handling, asset management,

access control, encryption, and business continuity [3], [7].

e Incident reporting (Article 23) introduces binding timelines and detailed no-
tification stages, moving beyond the vague and inconsistently applied require-

ments of the original NIS Directive [3], [13].

e Supply chain security (Article 21(2)(d)) obliges entities to assess risks related

to their direct suppliers and service providers, a requirement that is par-
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ticularly demanding for international firms with global, multi-tiered supply

chains [3], [14].

These three focus areas exemplify the operational and regulatory challenges that
international companies face when aligning their existing ISO 27001-based ISMS

with NIS2’s mandates.

2.1.1 Risk Management (Article 21)

Article 21 of the NIS2 Directive establishes the foundational cybersecurity
risk-management obligations for all essential and important entities within the
scope [3]. Paragraph 1 requires that Member States ensure these entities take "ap-
propriate and proportionate technical, operational and organisational measures to
manage the risks posed to the security of network and information systems" [3]
used for their operations or services, while also preventing or minimising the im-
pact of incidents on service recipients. The required measures must be based on
an "all-hazards approach" and, under paragraph 2, include at least ten enumerated

categories [3]:
1. Policies on risk analysis and information system security
2. Incident handling

3. Business continuity (including backup management, disaster recovery, and cri-

sis management )
4. Supply chain security

5. Security in network and information systems acquisition, development and

maintenance (including vulnerability handling and disclosure)

6. Policies and procedures to assess the effectiveness of cybersecurity

risk-management measures
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7. Basic cyber hygiene practices and cybersecurity training

8. Policies and procedures regarding the use of cryptography and, where appro-

priate, encryption
9. Human resources security, access control policies and asset management

10. The use of multi-factor authentication or continuous authentication solutions

where appropriate

Paragraph 3 further specifies that entities must consider vulnerabilities specific
to each direct supplier and service provider, as well as the overall quality of products
and cybersecurity practices of those suppliers, including their secure development
procedures [3]. The Commission Implementing Regulation (EU) 2024 /2690, adopted
on 17 October 2024, lays down the technical and methodological requirements for
these risk-management measures for digital infrastructure providers [12], and ENISA
has subsequently issued technical guidance to support implementation across all

sectors [14].

2.1.2 Incident Reporting (Article 23)

Article 23 of the NIS2 Directive introduces the most prescriptive incident reporting
regime ever imposed on network and information system operators across the Eu-
ropean Union, replacing the vague and inconsistently applied requirements of the
original NIS Directive [3|, [14]. Paragraph 1 establishes that each Member State
shall ensure that essential and important entities notify their Computer Security
Incident Response Team (CSIRT) or competent authority, without undue delay, of
any incident that has a significant impact on the provision of their services, while
also requiring entities to inform affected service recipients where appropriate [12].
Paragraph 3 defines a "significant incident" as one that has caused, or is capa-

ble of causing, either severe operational disruption or financial loss for the entity
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concerned, or considerable material or non-material damage to other natural or le-
gal persons [3|, [12]. The test is disjunctive - an incident need only meet one of
these criteria - and crucially, the language covers both actual and potential impact,
meaning organisations cannot wait for harm to materialise before reporting [14].
The Commission Implementing Regulation (EU) 2024 /2690, adopted on 17 October
2024, further specifies when an incident shall be considered significant for digital
infrastructure providers, including DNS service providers, cloud computing service
providers, data centre service providers, and managed service providers, establishing

sector-specific thresholds [12].

2.1.3 Supply Chain Security (Article 21(2)(d))

Article 21(2)(d) of the NIS2 Directive explicitly identifies supply chain security as
a mandatory element of cybersecurity risk management, requiring essential and im-
portant entities to implement appropriate technical, operational and organisational
measures that address security-related aspects concerning the relationships between
cach entity and its direct suppliers or service providers [3], [12]. Paragraph 3 further
specifies that entities must consider the vulnerabilities specific to each direct sup-
plier and service provider, as well as the overall quality of products and cybersecurity
practices of those suppliers, including their secure development procedures [3]. The
NIS2 Directive provides three mechanisms to guarantee supply chain security [3],

[12]:
e Coordinated risk assessments carried out at EU level under Article 22
e National risk assessments
e The internal risk assessment obligation under Article 21(2)(d) itself

The Commission Implementing Regulation (EU) 2024/2690, adopted on 17 Octo-

ber 2024, further elaborates supply chain security requirements for digital infrastruc-
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ture providers, and ENISA subsequently issued technical implementation guidance
that translates these high-level obligations into a 170-page playbook with actionable

controls across supply chain security and other domains [12], [14], [15].

2.2 TheISO/IEC 27001 Framework and ISMS Struc-
ture

The ISO/TEC 27001 standard is the internationally recognised benchmark for es-
tablishing, implementing, maintaining, and continually improving an Information
Security Management System (ISMS) [3]. Published jointly by the International
Organization for Standardization (ISO) and the International Electrotechnical Com-
mission (IEC), it provides a systematic, risk-based framework for managing sensitive
information assets through a combination of policies, procedures, and security con-
trols [6]. Certification to the standard is awarded by accredited third-party auditors
after a successful Stage 1 (documentation review) and Stage 2 (implementation
audit) [16]. The current version, ISO/IEC 27001:2022 [6], represents the most sig-
nificant update to the standard since 2013 and has been the sole version for new
certifications since 31 October 2025 [17].

The ISO 27001 framework is structured into two complementary parts: the main
body (Clauses 4 to 10) and Annex A. The main body follows the Annex SL high-level
structure, which is shared across all ISO management system standards to facilitate
integration with other frameworks such as ISO 9001 (quality management), ISO
22301 (business continuity), and ISO 27701 (privacy management) [6]. These seven
mandatory clauses establish the requirements that every organisation must satisfy

to achieve certification:

e Clause 4 (Context of the Organisation) defines the scope of the ISMS

and identifies the needs and expectations of interested parties [6].
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e Clause 5 (Leadership) requires top management commitment, the estab-
lishment of an information security policy, and the definition of clear roles and

responsibilities [6].

e Clause 6 (Planning) mandates a risk assessment methodology, risk treat-
ment planning, and the definition of measurable information security objec-

tives [6].

e Clause 7 (Support) addresses resource allocation, competence and aware-
ness of personnel, communication strategies, and the management of docu-

mented information [6].

e Clause 8 (Operation) requires the implementation of risk treatment plans

and the operational control of security processes [6].

e Clause 9 (Performance Evaluation) mandates ongoing monitoring, peri-

odic internal audits, and regular management reviews [6].

e Clause 10 (Improvement) covers the handling of nonconformities, correc-

tive actions, and the continual improvement of the ISMS [6].

The 2022 revision introduced several targeted refinements to the main body.
Clause 4.2 now requires organisations to identify which interested party require-
ments will be addressed through the ISMS [6]. Clause 6.2 adds a requirement to
monitor information security objectives [6]. Clause 6.3 is entirely new, requiring
organisations to plan changes to the ISMS in a structured manner [6]. Clause
8.1 extends operational planning to require criteria for security processes and their
control [6]. Organisations are now also required to control "externally provided
processes, products or services" relevant to the ISMS, expanding the scope beyond

internal processes to include the entire supply chain [6].
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The most visible transformation in the 2022 revision is the complete restructur-
ing of Annex A. The previous version contained 114 controls organised across 14
domains; this has been consolidated and reorganised into 93 controls grouped into

four thematic categories [6]:

e Organisational Controls (37 controls) focus on governance, risk man-
agement, policy implementation, asset management, access control, supplier
relationships, and incident management, embedding information security into

the organisation’s culture and strategic decision-making [6].

e People Controls (8 controls) address the human element of information
security, including screening, terms of employment, awareness training, disci-
plinary processes, and responsibilities after termination, ensuring that employ-

ees understand their security obligations and minimise human-related risks [6].

e Physical Controls (14 controls) protect an organisation’s infrastructure,
facilities, and assets against unauthorised access, theft, and environmental
threats, including physical security perimeters, entry controls, equipment se-

curity, clear desk policies, and secure disposal [6].

e Technological Controls (34 controls) secure digital assets, networks, and
IT systems through measures such as authentication, encryption, logging, net-
work security, configuration management, and secure coding, playing a crucial

role in preventing unauthorised access and data breaches [6].

The 2022 revision also introduced eleven entirely new controls that reflect the
evolving threat landscape, many of which align closely with NIS2 requirements [6],

[18]:
1. Threat Intelligence (A.5.7)

2. Information Security for Cloud Services (A.5.23)
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3. ICT Readiness for Business Continuity (A.5.30)
4. Physical Security Monitoring (A.7.4)

5. Configuration Management (A.8.9)

6. Information Deletion (A.8.10)

7. Data Masking (A.8.11)

8. Data Leakage Prevention (A.8.12)

9. Monitoring Activities (A.8.16)
10. Web Filtering (A.8.23)

11. Secure Coding (A.8.28)

Each control now includes attributes: control type, information security prop-
erties, cybersecurity concepts, operational capabilities, and security domains, facil-
itating more precise mapping to regulatory requirements [19].

As proposed in this thesis, the ISO 27001 framework serves as a critical op-
erational foundation for achieving NIS2 compliance. The structured, risk-based
approach of the ISMS, coupled with the comprehensive control set of Annex A, pro-
vides a certifiable and auditable management system that international companies
in Finland can leverage to demonstrate adherence to NIS2’s twelve risk manage-
ment measure categories [3|, [6]. However, as the analysis in subsequent chapters
will demonstrate, gaps remain - particularly in incident reporting timelines, supply
chain oversight, and management liability - requiring supplementary measures that

extend beyond the scope of ISO 27001 alone [13].
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2.3 The Intersection of Regulation and Standards

The relationship between cybersecurity regulations and technical standards has be-
come increasingly interdependent as policymakers seek to translate high-level legal
obligations into measurable, auditable practices [20]. Regulations such as the NIS2
Directive, the General Data Protection Regulation (GDPR), and the Digital Opera-
tional Resilience Act (DORA) establish mandatory outcomes - for example, "imple-
ment appropriate technical and organisational measures" [3] or "ensure the ability
to restore operations after an incident" - but typically refrain from prescribing spe-
cific technical solutions or management frameworks [3|. This legislative approach,
often described as "principle-based regulation," offers flexibility to accommodate
sector-specific and organisational contexts but simultaneously creates uncertainty
for regulated entities regarding how to demonstrate compliance [13].

Standards, by contrast, provide detailed, tested, and internationally recognised
specifications for processes, controls, and management systems [6]. The ISO/IEC
27000 family, the NIST Cybersecurity Framework, and sector-specific standards such
as IEC 62443 for industrial automation and control systems offer structured method-
ologies for risk assessment, control implementation, and continuous improvement [9].
These standards are developed through multi-stakeholder consensus processes and
are regularly updated to reflect evolving threats and best practices, making them
valuable operational tools for translating regulatory mandates into day-to-day secu-
rity management [19].

The intersection between regulation and standards manifests in three primary
forms. First, regulations may directly reference specific standards as a means of
demonstrating conformity. For example, the NIS2 Directive’s Commission Imple-
menting Regulation (EU) 2024 /2690 explicitly references ISO/IEC 27001, ETSI EN
319 401, and CEN/TS 18026:2024 as examples of standards that can support com-

pliance with technical and methodological requirements [12]. Second, regulators
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may recognise certification to a standard as presumptive evidence of compliance
with corresponding regulatory provisions, reducing audit burden and providing le-
gal certainty |21]. Third, organisations may voluntarily adopt standards to structure
their compliance programmes, even where no direct regulatory mandate exists, as a
means of demonstrating due diligence and risk-based decision-making [22].

The alignment of an Information Security Management System (ISMS) with an
internationally recognised standard such as ISO 27001 offers several advantages for
navigating complex regulatory landscapes. A standard-based ISMS provides a doc-
umented, repeatable, and auditable framework that covers risk management, asset
control, incident handling, business continuity, and supplier oversight - all of which
are recurring themes across multiple EU regulations [23]. By adopting a single ISMS
that is designed to be extensible, organisations can avoid the inefficiency of main-
taining separate compliance silos for NIS2, GDPR, DORA, and other overlapping
requirements [19]. This approach, sometimes referred to as "integrated compliance,"
relies on the principle that a well-designed management system can be mapped to
multiple regulatory frameworks through a common set of controls, with supplemen-
tary measures added only where specific regulatory obligations exceed the standard’s
scope [13].

However, the intersection between regulation and standards is not without chal-
lenges. Standards are developed independently of regulatory cycles [5], meaning that
a standard may not fully address the most recent regulatory updates. Conversely,
regulations may reference standards that have since been revised, creating version-
ing mismatches. Organisations must therefore maintain current mappings between
their chosen standards and applicable regulations, a process that requires ongoing
monitoring and periodic reassessment [24|. Additionally, the language of standards
is often permissive ("should" rather than "shall"), whereas regulations use manda-

tory language, necessitating careful interpretation to ensure that alignment claims
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are substantiated [13].

For international companies operating in Finland, the intersection of NIS2 with
ISO 27001 represents a strategic opportunity. The directive’s twelve risk manage-
ment measure categories correspond broadly to the structure of an ISMS, and the
standard’s 2022 revision introduced controls - such as threat intelligence, cloud se-
curity, and ICT business continuity - that directly address modern cyber risks [3],
[6]. By designing an ISMS that is explicitly aligned with NIS2’s provisions while
remaining flexible for future regulatory developments [13], organisations can trans-
form compliance from a reactive burden into a strategic enabler of cyber resilience.
The subsequent chapters of this thesis will develop a systematic methodology for
achieving such alignment, demonstrating how a well-structured ISMS can serve as

the operational backbone for multi-regulatory compliance in the Finnish context.

2.4 Research Gap and Contribution

To establish the research gap, a systematic literature search was conducted across
different major academic databases: TEEE Xplore, Google Scholar, ACM Digital
Library, ScienceDirect, and Wiley Online Library. The following keyword combi-
nations were used: (1) "NIS2" AND "ISO 27001" AND "compliance"; (2) "NIS2"
AND "control mapping"; (3) "NIS2" AND "Finland" AND "implementation"; (4)
"cybersecurity regulation” AND "ISO 27001" AND "gap analysis"; and (5) "NIS2"
AND "risk management" AND "incident reporting" AND "supply chain security".
The search was limited to peer-reviewed articles, conference proceedings, and offi-
cial technical reports published between 2018 and 2025. The search returned few
direct matches: most results were either high-level overviews of the NIS2 Direc-
tive without technical depth, or generic discussions of ISO 27001 implementation
without specific reference to NIS2. No studies were found that provided a sys-

tematic, control-by-control mapping between NIS2 (as transposed into Finnish law)
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and ISO/IEC 27001:2022 with an analysis of gaps and supplementary measures.
Semi-related articles - such as those discussing GDPR compliance through ISO
27001, or sector-specific NIS2 interpretations for energy or finance - were identi-
fied and are discussed below to illustrate the boundaries of existing research.

Despite the growing body of literature on the NIS2 Directive and the widespread
adoption of ISO/IEC 27001 as a cybersecurity management framework, several sig-
nificant gaps remain in both academic research and practical guidance.

First, systematic control-level mappings are lacking. While Vandezande (2024) [13]
provides a comprehensive legal analysis of the NIS2 Directive and its differences from
the original NIS Directive, the study does not extend to a technical control-by-control
mapping between NIS2’s twelve risk management measure categories and ISO 27001’s
93 controls. Similarly, Monica et al. (2021) [24] examine the implementation chal-
lenges of the original NIS Directive across Member States but stop short of providing
a granular alignment with any standard. Existing industry resources, such as the
ENISA NIS2 Technical Implementation Guidance (2025) [14], offer high-level recom-
mendations ("ISO 27001 can support compliance") but do not identify which spe-
cific Annex A controls address which NIS2 provisions. Sector-specific studies (e.g.,
energy or finance) [25], [26] provide partial mappings but lack the cross-sectoral ap-
plicability needed for international companies operating across multiple industries
in Finland.

Second, operational integration has not been addressed. While scholars such as
Mettler (2011) [22] and Song et al. (2024) [23] have discussed maturity models and
risk management frameworks in general, no empirical or design-based study provides
a step-by-step methodology for extending an existing ISO 27001-certified ISMS to
cover NIS2-specific requirements. The 24-hour incident reporting timeline, explicit
supply chain due diligence obligations, and personal management liability provisions

are not adequately addressed in existing ISO 27001 implementation guides. Prac-
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titioners therefore rely on fragmented, vendor-driven guidance - such as checklists
from consulting firms - that lack academic validation and generalisability [18], [27].

Third, the Finnish national context has received minimal attention. Although
the Finnish government has published a detailed national implementation proposal
(HE 57/2024) [7] and the National Cyber Security Centre Finland (NCSC-FI) has
developed the Kybermittari maturity assessment tool 28], no peer-reviewed study
has systematically examined how international companies operating under Finnish
jurisdiction can leverage ISO 27001 to meet both EU-level and Finnish-specific
requirements. Existing theses, such as those by Bowo (2025) [29] and Fransila
(2024) [30], focus on maturity assessments or company-specific implementation
projects but do not provide a generalisable, control-by-control mapping. This gap
is particularly problematic given Finland’s high digital maturity and the presence
of numerous international firms in manufacturing, digital infrastructure, and energy
sectors that fall under NIS2’s scope.

Fourth, an integrated implementation model is missing. While some resources
provide checklists (e.g., "implement ISO 27001 and you will be compliant") or overly
technical control mappings that lack strategic guidance on governance, documen-
tation, and audit preparation, no validated model combines control mapping with
practical implementation steps and gap remediation strategies. Studies such as those
by Trent (2023) [31] and Suksi (2025) [32] address compliance in specific domains
(marine and IoT) but do not offer a comprehensive framework applicable to the
broad range of international companies in Finland.

In response to these gaps, this thesis makes the following contributions:

1. It provides a systematic, control-by-control mapping between the NIS2 Direc-
tive (as implemented in Finland via HE 57/2024) and ISO/IEC 27001:2022,
with particular emphasis on the three most challenging provisions: risk man-

agement (Article 21), incident reporting (Article 23), and supply chain security
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(Article 21(2)(d)).

2. It identifies and categorises gaps where ISO 27001 controls fall short of NIS2

requirements, and proposes specific supplementary measures to address those

gaps.

3. It develops an integrated, step-by-step implementation model that interna-
tional companies in Finland can use to extend their existing ISMS for NIS2
compliance, including guidance on documentation, internal audit, and man-

agement review.

4. Tt synthesises findings into actionable recommendations for practitioners, pol-
icymakers, and future researchers, thereby bridging the divide between regu-

latory mandates and operational reality.

By delivering these contributions, this aims to accomplish the RO1, RO2, and
RO3 and ultimately aims to serve as a practical reference for international compa-
nies seeking to transform NIS2 compliance from a regulatory burden into a strategic

component of their cybersecurity management system.



3 Research Methodology

This chapter presents the research methodology employed to address the two re-
search questions formulated in Chapter 1. The study adopts a mixed-methods
research design that combines doctrinal legal research, comparative analysis, and
content analysis, culminating in a critical framework evaluation that directly sup-
ports RQ2. First, doctrinal legal research is applied to systematically interpret the
binding legal requirements of the NIS2 Directive (EU 2022/2555) and their trans-
position into Finnish national legislation via HE 57/2024 [7], establishing a precise,
article-by-article specification of what regulated entities must achieve. This step
addresses the regulatory-interpretive dimension of RQ1 (how ISO 27001 can be
mapped and utilised). Second, comparative analysis is conducted to juxtapose the
identified NIS2 requirements against the 93 controls of ISO/IEC 27001:2022, identi-
fying direct alignments, partial overlaps, and complete gaps. This comparative phase
also provides the empirical basis for answering RQ1 by revealing which ISO controls
can be leveraged for each NIS2 provision. Third, content analysis is performed on
the text of the directive, the Finnish implementation act, and the ISO 27001:2022
standard to extract not only explicit obligations but also implicit expectations, such
as the required rigour of risk assessments or the evidentiary standards expected by
supervisory authorities. The output of these three analytical strands feeds directly
into a critical framework evaluation, which constitutes the core of RQ2: assessing

the strengths, limitations, and identified gaps when employing ISO 27001 controls
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for NIS2 compliance. This evaluation goes beyond mere mapping by weighing the
sufficiency, efficiency, and audit-readiness of an ISO 27001-based ISMS in the specific
context of international companies operating in Finland. The following sub-sections
detail the research approach, the document analysis and control mapping method-

ology, and the validity and limitations of the chosen methods.

3.1 Research Approach

The methodological foundation of this thesis rests on a qualitative, interpretivist
paradigm, chosen because the study investigates how legally binding norms (the
NIS2 Directive and its Finnish transposition) intersect with a voluntary technical
benchmark (ISO/IEC 27001:2022) within the operational settings of internation-
ally owned enterprises based in Finland [33]. Two core research questions drive
the inquiry, and to answer them the study employs a tripartite qualitative strat-
egy that integrates doctrinal legal analysis, comparative assessment, and thematic
content extraction, followed by an evaluative synthesis. Figure 3.1 provides a visual
overview of this stepwise mixed-methods design, showing how the three parallel ana-
lytical strands feed into a central synthesis and ultimately into the critical framework
evaluation.

The first strand, doctrinal legal research, systematically unpacks the enforceable
duties imposed by the NIS2 Directive (left column of Figure 3.1). Attention cen-
tres on Articles 21 (risk management), 23 (incident reporting) and 21(2)(d) (supply
chain security), alongside their domestication into Finnish law through the govern-
ment proposal HE 57/2024 [3], [7]. This type of legal analysis goes beyond a plain
reading of the text: it considers recitals, preparatory documents, and the overar-
ching legislative purpose, thereby constructing a detailed normative yardstick. The
outcome directly supports the first research question RQ1 by defining precisely what

"comprehensive compliance" entails from a legal-technical standpoint.
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Figure 3.1: Research Approach Overview Visualization

Doctrinal Legal Research Comparative Analysis
Interpret NIS2 + HE 57/2024 Pairwise NIS2 vs ISO 27001 Extract implicit expectations
Output: Obligation inventory Output: Mapping matrix Output: Supplementary needs

|

Triangulation & Synthesis

Combine normative, comparative and thematic findings - RQ1

|

Critical Framework Evaluation (RQ2)

Strengths | Limitations | Gaps
Criteria: Coverage - Sufficiency - Efficiency - Audit-readiness

All methods rely exclusively on documentary sources (NIS2, HE 57/2024, ISO 27001, literature)

The second strand consists of comparative analysis, which places the previously
identified NIS2 obligations alongside the control set of ISO/IEC 27001:2022 (mid-
dle column of Figure 3.1). Each regulatory requirement - for instance, "deploy
multi-factor authentication where circumstances warrant it" - is compared with the
corresponding ISO control (e.g., A.5.17 Authentication information) and assessed
for the degree of correspondence: full alignment, partial overlap, or no coverage [6],
[13]. This comparison is carried out at a granular, control-by-control level and is
organised around the thesis’s three focal areas (risk management, incident reporting,
supply chain security). The output provides the empirical backbone for addressing
the first research question RQ1.

The third strand, content analysis, examines the textual substance of both the
NIS2 Directive and the ISO 27001:2022 standard in a more interpretive manner
(right column of Figure 3.1). Unlike doctrinal analysis, which focuses on legal norms,
content analysis surfaces implicit themes, hidden expectations, and evidentiary re-

quirements that are not stated outright yet are critical for practical compliance [34].
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For example, while the directive speaks of "policies to assess the effectiveness of
cybersecurity measures," a content-analytic reading reveals that supervisory bodies
anticipate documented proof of periodic management reviews coupled with measur-
able performance indicators. This layer of interpretation closes the gap between
legislative wording and audit-room reality.

The findings from the three analytical strands converge in a critical framework
evaluation, which directly tackles the second research question RQ2 concerning the
strengths, weaknesses, and gaps of ISO 27001 when used for NIS2 compliance. This
convergence is represented by the "Triangulation & Synthesis" and "Critical Frame-
work Evaluation" stages in the lower part of Figure 3.1. The evaluation applies
a multi-criteria lens derived from both the legal requirements and the hallmarks
of an effective ISMS: coverage (does the control meet the obligation?), sufficiency
(is the control alone enough, or are add-ons required?), efficiency (can it be im-
plemented without disproportionate cost or effort?), and audit-readiness (does it
generate verifiable, auditable evidence?) [22], [23]. The evaluation does not assume
that ISO 27001 is either flawless or inadequate; instead, it pinpoints areas where
the standard performs well (e.g., structured risk assessment) and areas that demand
supplementary measures (e.g., the 24-hour incident notification timeline).

All three methods rely exclusively on documentary sources, as indicated in the
bottom annotation of Figure 3.1. These include primary legal materials (the NIS2
Directive, HE 57/2024 |7|, Commission Implementing Regulation (EU) 2024,/2690),
the technical standard ISO/TEC 27001:2022, and peer-reviewed academic literature.
No primary data collection - such as interviews, surveys, or organisational case
studies - is undertaken. This documentary-only design ensures that the resulting
mapping and evaluation are generalisable and can be applied by any international
company in Finland without access to confidential internal data [35]. The qualita-

tive, interpretivist stance is well suited to the exploratory and analytical aims of
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the thesis and mirrors established approaches in the field of cybersecurity regulation
and standard alignment [13], [22].

The following sub-sections elaborate the concrete steps for document analysis
and control mapping (Section 3.2), followed by a transparent discussion of validity

considerations and methodological limitations (Section 3.3).

3.2 Document Analysis and Control Mapping

Methodology

This section details the concrete procedures used to extract, compare, and synthe-
sise information from the primary documents. The methodology follows a struc-
tured, replicable workflow consisting of five sequential phases: (i) document sam-
pling and preparation, (ii) extraction of normative requirements from NIS2 and
HE 57/2024 [7], (iii) extraction of control statements from ISO/IEC 27001:2022,
(iv) pairwise mapping and gap classification, (v) supplementary mapping for Finnish
national specificities, and (vi) documentation and replicability. Figure 3.2 provides
a visual overview of this entire six-step process, from document sampling through
to the final output matrix, including the parallel extraction steps and the supple-

mentary mapping for Finnish specificities.

3.2.1 Document Sampling and Preparation

The document corpus was deliberately limited to sources that carry binding or
authoritative weight for international companies subject to NIS2 supervision in Fin-
land. Three document categories were included. The first category comprises the
NIS2 Directive (EU 2022/2555) itself, specifically Articles 21 (risk management mea-
sures), 23 (incident reporting), and the corresponding recitals that provide interpre-

tive context, as well as the Commission Implementing Regulation (EU) 2024 /2690,
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Figure 3.2: Document Analysis and Control Mapping Methodology Diagram

3.2.1 Document Sampling & Preparation

Select primary sources: NIS2, HE 57/2024, I1SO 27001:2022
Corpus defined & version controlled

l l

3.2.2 Extraction of NIS2 Requirements

Doctrinal reading - obligation inventory Transcribe Annex A controls + Clauses
Tagged: article, focus area, prescriptiveness Plain language summaries, thematic tags

3.2.4 Pairwise Mapping & Gap Classification

Independent mapping by the author and scrutinized by the supervisor - consensus

Coding: F (full) | P (partial) | G (gap) | N/A

l

3.2.5 Supplementary Mapping for Finnish Specificities

Compare HE 57/2024 categories + NCSC-FI guidance

Identify national-level additions beyond NIS2

l

3.2.6 Documentation & Replicability

Research log, all matrices stored, version control

Auditable traceability link

l

Output: Structured Mapping Matrix (Appendix A)

Traceable, replicable, and auditable NIS2-1SO 27001 alignment

Stepwise workflow for systematic NIS2-ISO 27001 control mapping

which adds technical specifications for digital infrastructure providers [3], [12]. The
second category is the Finnish government proposal HE 57/2024 [7]|, which trans-
poses the directive into national law and supplies the twelve risk management mea-
sure categories that supervisory authorities will use during inspections [7]. The
third category is the full text of ISO/IEC 27001:2022, including Clauses 4-10 and
all 93 Annex A controls [6]. All documents were accessed in their official English
versions (where available) to ensure terminological consistency. Each document was

converted into a plain-text format and scrutinized thoroughly for qualitative data
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analysis to facilitate systematic coding. As shown in the top box of Figure 3.2, this

step results in a defined and version-controlled document corpus.

3.2.2 Extraction of NIS2 Requirements

A doctrinal reading of the NIS2 Directive and HE 57/2024 was performed to iden-
tify every distinct obligation expressed using mandatory language ("shall," "must,"
"is required to"). Each obligation was recorded as a separate requirement state-
ment and tagged with three attributes: (a) the article or section number, (b) the
specific focus area (risk management, incident reporting, or supply chain security),
and (c) the level of prescriptiveness (exact specification, principle-based direction,
or optional guidance). For example, Article 23(4) of NIS2 stating "the entity shall
submit an early warning within 24 hours" was captured as a precise, time-bound
obligation, whereas Article 21(2)(b) requiring "appropriate measures regarding in-
cident handling" was recorded as a principle-based obligation that leaves room for
interpretation [3|. This extraction yielded a structured inventory of NIS2 require-
ments that served as the left-hand column of the subsequent mapping matrix. This
phase corresponds to the left-hand box in Figure 3.2, labelled "3.2.2 Extraction of

NIS2 Requirements".

3.2.3 Extraction of ISO 27001 Control Statements

A parallel extraction was performed on ISO/TEC 27001:2022. Instead of taking
the standard’s own grouping (organisational, people, physical, technological), each
Annex A control was transcribed verbatim and then summarised in plain opera-
tional language to facilitate comparison. For instance, control A.5.24 ("informa-
tion security incident management planning and preparation") was summarised as
"the organisation shall establish documented incident management plans, proce-

dures and responsibilities before any incident occurs" [6]. Clause-level requirements



3.2 DOCUMENT ANALYSIS AND CONTROL MAPPING
METHODOLOGY 29

(e.g., Clause 6.1 on risk assessment and treatment) were also extracted because
they impose process obligations that complement Annex A controls. Each extracted
statement was tagged with its unique control or clause identifier and its thematic
area (governance, incident response, continuity, supplier management, etc.). This
parallel extraction step is visualised in the right-hand box of Figure 3.2, labelled

13.2.3 Extraction of ISO 27001 Controls".

3.2.4 Pairwise Mapping and Gap Classification

The core of the methodology is a pairwise mapping between each NIS2 requirement
and the ISO 27001 controls. For each NIS2 requirement, the following question
was asked: "Does ISO 27001:2022 contain a control or clause that, when imple-
mented, would satisfy this requirement in whole or in part?" Where a direct match
was identified (e.g., NIS2 Article 21(2)(j) on multi-factor authentication mapping
to ISO 27001 A.5.17), it was recorded as a full alignment. Where the requirement
was partially addressed but left gaps (e.g., NIS2’s 24-hour reporting timeline ver-
sus ISO 27001’s "as quickly as possible" language in control A.5.25), the pair was
recorded as partial overlap with a note on the missing element. Where no rele-
vant control could be found (e.g., NIS2’s requirement that management bodies "be
held liable for infringements" has no equivalent in ISO 27001), the requirement was
flagged as a complete gap. To ensure consistency, a four-point coding scheme was
used: "F" (full - the ISO control entirely covers the NIS2 requirement), "P" (partial
- some but not all elements covered), "G" (gap - no coverage), and "N/A" (not
applicable - the NIS2 requirement addresses a purely supervisory matter outside the
ISMS scope). The student author performed all mapping decisions and recorded
them in a structured matrix table, which is presented in Appendix A of the thesis
and serves as the empirical foundation for the analysis in Chapter 4. The mapping

process was iterative: when a NIS2 requirement appeared to map to more than one
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ISO control, all relevant controls were listed, and the combination was assessed for
sufficiency. The output is a transparent, auditable traceability link between regu-
latory text and standard controls. This central mapping activity is depicted in the

middle of Figure 3.2 under "3.2.4 Pairwise Mapping & Gap Classification".

3.2.5 Supplementary Mapping for Finnish National Specifici-
ties

As this thesis focuses on international companies in Finland, an additional map-
ping step was added. The twelve risk management measure categories listed in
HE 57/2024 [7] were extracted and compared against the same ISO 27001 controls.
While these categories largely mirror NIS2 Article 21, the Finnish proposal adds
national-level interpretation notes (e.g., specifying that "secure development" in-
cludes mandatory vulnerability disclosure processes). Any category that introduced
a requirement exceeding the plain text of the NIS2 Directive was flagged and, where
necessary, cross-referenced to Finnish guidance documents [28| (e.g., NCSC-FI rec-
ommendations) to identify supplementary measures not found in ISO 27001. This
step ensures that the final implementation model is tailored to the Finnish super-
visory landscape. Figure 3.2 shows this step as "3.2.5 Supplementary Mapping for
Finnish Specificities", placed after the main pairwise mapping to reflect its role in

adapting the generic alignment to the Finnish context.

3.2.6 Documentation and Replicability

All extraction sheets, mapping matrices, and coding decisions were stored in a re-
search log maintained by the student author. The entire procedure is designed to be
replicable by other researchers or practitioners using the same document versions.
Any future update to NIS2 (e.g., further implementing acts) or to ISO 27001 would

require the mapping to be repeated, but the methodological steps described here
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would remain unchanged. The final box in Figure 3.2, labelled "3.2.6 Documentation
& Replicability", summarises this commitment to transparency and reproducibility,

and the arrow leads to the output matrix (Appendix A) at the bottom of the figure.

3.3 Validity and Limitations

This section briefly discusses the trustworthiness of the study’s findings and ac-

knowledges the inherent constraints of the chosen methodology.

3.3.1 Validity

To ensure internal validity (that the mapping truly reflects the relationship be-
tween NIS2 and ISO 27001), the student author applied a systematic, consistent
coding scheme and documented all mapping decisions in a research log. External
validity (generalisability) is supported because the core NIS2-ISO 27001 mapping
applies across EU Member States, while a separate step adapts the model to Fin-
land’s national legislation (HE 57/2024) [7]. Construct validity was addressed
by using well-defined coding categories (full, partial, gap) drawn from prior litera-
ture [13], [23]. Reliability (replicability) is ensured through detailed documentation
of all steps, the research log, and the mapping matrix provided in Appendix A, al-

lowing another researcher to repeat the procedure with the same document versions.

3.3.2 Limitations

Several limitations should be noted. First, the study uses only documentary sources
(laws, standards, literature) and no empirical data from real organisations; therefore,
the findings are normative, not descriptive of actual practice. Second, the mapping
is static and tied to the 2022 versions of NIS2 and ISO 27001; future updates may

require revision. Third, some classification decisions involve interpretation (e.g.,
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principle-based requirements), though the student author mitigated this by using
explicit coding criteria and documenting all decisions. Fourth, the study does not
assess the cost or proportionality of the recommended supplementary measures,
leaving that to practitioners. Fifth, the analysis focuses exclusively on ISO 27001;
other frameworks are not compared. Sixth, the proposed implementation model
remains conceptual until validated by future empirical research (e.g., case studies).
These limitations do not undermine the study’s objectives but should be kept in

mind when applying the results.



4 Analysis: Mapping NIS2 to ISO
27001

This chapter presents the core empirical analysis of the thesis, systematically exam-
ining the alignment between the NIS2 Directive (Articles 21 and 23, with particular
emphasis on risk management, incident reporting, and supply chain security) and
the control set of ISO/IEC 27001:2022. The analysis follows the methodological
framework described in Chapter 3, applying doctrinal legal interpretation, com-
parative assessment, and content analysis to produce a granular, control-by-control
mapping. For each of the three focal areas - risk management (Section 4.1), incident
handling and reporting (Section 4.2), and supply chain security (Section 4.3) - the
chapter identifies whether ISO 27001 controls fully satisfy the corresponding NIS2
obligation, partially cover it, or leave a complete gap. Where partial coverage or
gaps exist, the analysis explains the nature of the deficiency and flags the need for
supplementary organisational measures. Section 4.4 then synthesises the findings
into a consolidated list of gaps and proposes targeted supplementary measures that
international companies operating in Finland must adopt to bridge the remaining
distance between an ISO 27001-based Information Security Management System
(ISMS) and full NIS2 compliance. The mapping tables summarised in Appendix A
provide the detailed evidence base for the conclusions drawn in this chapter, drawing

on the NIS2 Directive [3], the ISO/IEC 27001:2022 standard [6], and the Finnish
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national implementation proposal HE 57/2024 [7].

4.1 Risk Management Requirements

Article 21 of the NIS2 Directive establishes the foundational cybersecurity

risk-management obligations for essential and important entities [3]. Paragraph 2
enumerates ten distinct measures, ranging from risk analysis policies and incident
handling to business continuity, supply chain security, access control, and the use
of multi-factor authentication. Paragraph 3 adds a specific requirement concerning
vulnerability assessments of each direct supplier. The systematic mapping of these
provisions onto ISO/TEC 27001:2022 is presented in Table A.1 of Appendix A, with
each classification denoted as F (full alignment), P (partial overlap), or G (gap).
This section interprets the mapping results thoroughly to justify the research ob-
jectives. The mapping reveals that the majority of NIS2 Article 21 requirements
are fully addressed by ISO 27001:2022, while three areas require supplementary

measures.

4.1.1 Full Alignments (F)

The following provisions of Article 21 are fully satisfied by implementing the corre-

sponding ISO 27001 controls as written, without the need for modification:

i) 21(2)(a) - Policies on risk analysis and information system security

ISO 27001 controls A.5.1 (policies for information security), A.5.8 (information
security in project management), and Clause 6.1 (actions to address risks)
mandate management-approved documented security policies and a formal
risk assessment process [6]. Organisations with a certified ISMS already meet

this requirement fully.
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ii)

iii)

iv)

vi)

21(2)(d) - Supply chain security

Controls A.5.19 (supplier relationships), A.5.20 (supplier agreements), and
A.5.21 (ICT supply chain management) collectively require supplier risk iden-
tification, contractual security obligations, and ongoing monitoring of ICT
supply chain risks. This triad directly mirrors NIS2’s expectations for direct

supplier management.

21(2)(e) - Security in acquisition, development, maintenance and

vulnerability handling

Multiple controls - A.5.14 (secure development), A.5.8 (project management),
A.8.25 (secure development life cycle), and A.8.8 (management of technical
vulnerabilities) - cover the entire lifecycle. Vulnerability handling (A.8.8) ex-

plicitly includes disclosure processes, fully aligning with NIS2.

21(2)(f) - Policies to assess effectiveness of cybersecurity

risk-management measures

Clause 9.1 (monitoring, measurement, analysis, evaluation), Clause 9.2 (inter-
nal audit), and Clause 9.3 (management review) embed the Plan-Do-Check-Act
(PDCA) cycle, requiring regular effectiveness assessments, internal audits, and

management reviews - a complete match.

21(2)(g) - Basic cyber hygiene and cybersecurity training

Controls A.6.3 (information security awareness, education, training) and A.5.36
(compliance with policies) mandate ongoing awareness programmes and veri-

fication of policy adherence, covering hygiene and training obligations.

21(2)(h) - Policies on cryptography and encryption

Controls A.5.31 (legal, regulatory and contractual requirements - encryption

aspects) and A.8.24 (use of cryptography) require a documented cryptographic
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policy, key management, and appropriate encryption use, fully satisfying NIS2.

vii) 21(2)(i) - Human resources security, access control, asset manage-

ment

A comprehensive set of controls - A.5.9 (asset inventory), A.5.15 (access con-
trol), A.5.16 (identity management), A.5.17 (authentication information), A.5.18
(access rights), and the entire Clause 6 people controls (A.6.1 to A.6.8) -
provides exhaustive coverage of asset management, access governance, and
human-centric security measures (screening, responsibilities, disciplinary pro-

cesses).

4.1.2 Partial Alignments (P)

The following provisions require supplementary measures because ISO 27001 pro-

vides a procedural foundation but lacks specific NIS2 mandates:

i) 21(2)(b) - Incident handling Controls A.5.24, A.5.25, and A.5.26 estab-
lish the incident management lifecycle (preparation, detection, assessment,
response, learning). Gap: ISO 27001 states that incidents shall be reported
"as quickly as possible," whereas NIS2 mandates binding timelines: an early
warning within 24 hours, a detailed notification within 72 hours, and a final
report within one month [3]. Supplementary measure: a dedicated NIS2

incident notification protocol with tracked deadlines.

ii) 21(2)(c) - Business continuity, backup, disaster recovery, crisis man-
agement Control A.5.30 (ICT readiness for business continuity, added in the
2022 revision) and A.5.29 (information security during disruptions) align well
with continuity requirements. Gap: NIS2 explicitly lists "crisis management"
as a separate element; ISO 27001 addresses crisis response only indirectly un-

der A.5.29. Supplementary measure: a dedicated crisis communication
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iii)

iv)

and management protocol.

21(2)(j) - Multi-factor authentication or continuous authentication
Controls A.5.17 (authentication information) and A.8.5 (secure authentica-
tion) require secure authentication but allow discretion ("where appropriate").
NIS2 is more prescriptive, expecting MFA as a default for remote access and
sensitive systems. Supplementary measure: a stricter internal MFA policy
that removes the "where appropriate" discretion and mandates MFA in all

relevant scenarios.

21(3) - Supply chain vulnerability assessment (each direct supplier)
Controls A.5.19-A.5.21 and Clause 8.1 (operational planning for external

providers) address supplier risk assessment. Gap: ISO 27001’s risk-based ap-
proach does not explicitly require an individual vulnerability assessment for
each direct supplier, whereas NIS2’s phrasing ("vulnerabilities specific to each
direct supplier") implies greater granularity. Supplementary measure: en-
hance supplier assessment templates to document per-supplier vulnerabilities,

especially for critical or high-risk providers.

4.1.3 No Alignments (G)

None of the risk management provisions in Article 21 are completely uncovered.

Every measure has at least partial coverage. However, the binding timeline for

incident notification is not a control gap but a procedural gap, as noted above.

In summary, ISO 27001:2022 provides an excellent foundation for NIS2 Arti-

cle 21, with full alignments covering approximately 63.6% of the requirements. The

remaining partial gaps are narrow and remediable through targeted supplementary

procedures - predominantly in the areas of incident reporting timelines, crisis man-

agement specificity, MFA prescriptiveness, and supplier vulnerability granularity.
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Figure 4.1: Bar Chart Representation of NIS2 Risk Management Requirements -
Alignment with ISO/IEC 27001:2022

= Full alignment (F)
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Figure 4.2: Proportion of Full vs. Partial Alignments (NIS2 Article 21)

Partial alignment (P)

Full alignment (F)

None of these gaps require abandoning or fundamentally restructuring an existing

ISMS. Section 4.4 consolidates these gaps and proposes actionable supplementary
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measures.

4.2 Incident Handling and Reporting

Article 23 of the NIS2 Directive introduces the most prescriptive incident reporting
regime imposed on network and information system operators across the European
Union [3]. Unlike its predecessor, which allowed Member States broad discretion,
Article 23 establishes binding timelines (early warning within 24 hours, detailed no-
tification within 72 hours, and a final report within one month), a clear definition
of a "significant incident" (severe operational disruption, financial loss exceeding
€500,000, or material damage), and mandatory notifications to both competent au-
thorities and affected service recipients [3], [12]. The mapping of these provisions
onto ISO/IEC 27001:2022 is summarised in Table A.2 of Appendix A, revealing that
while the ISO standard provides a strong internal incident management framework,
it leaves critical gaps concerning external reporting timelines and notification for-
mats. The mapping shows that ISO 27001:2022 partially covers three requirements,

fully covers none, and leaves two requirements completely uncovered.

4.2.1 Partial Alignments (P)

i) 23(3) - Definition of "significant incident" (severe operational dis-

ruption, financial loss, material damage)

ISO 27001 control A.5.25 (assessment and decision on information security
events) requires the organisation to classify events as incidents based on pre-
defined criteria. Gap: The standard does not prescribe the quantitative
thresholds (e.g., financial loss > €500,000) or the qualitative criteria (e.g.,
"severe operational disruption") used by NIS2. Organisations must therefore

adopt the NIS2 significance thresholds into their internal incident classifica-
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i)

iii)

tion scheme. Supplementary procedure: amend the incident classification
matrix to incorporate the exact NIS2 criteria, and train personnel on applying

them consistently.

23(4)(c) - Final report within one month (root cause, mitigation,

cross-border impact)

ISO 27001 control A.5.26 (response to information security incidents) and
Clause 10.1 (nonconformity and corrective action) require root cause analysis,
corrective actions, and documented lessons learned. Gap: ISO 27001 does not
mandate a final report to an external CSIRT or competent authority, nor does
it specify a one-month deadline. The content (root cause, mitigation) is cov-
ered, but the external reporting format and timeline are not. Supplementary
procedure: establish a formal final report template that includes root cause,
applied mitigations, and cross-border impact, and enforce the one-month sub-

mission deadline.

23(2) - Notify affected service recipients of significant cyber threats

and remediation measures

ISO 27001 control A.7.4 (communication with specific interest groups) provides
a framework for external communication but does not specifically require noti-
fying recipients of a cyber threat or prescribing the content of such notification.
Gap: The standard leaves the decision to communicate up to the organisation,
whereas NIS2 mandates notification "without undue delay." Supplementary
procedure: develop a standardised customer/recipient notification template

and embed it into the incident response playbook.
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4.2.2 No Alignments (G)

i)

ii)

23(4)(a) - Early warning within 24 hours (including malicious act

suspicion and cross-border impact)

ISO 27001 contains no binding timeline for initial notification. The standard’s
wording ("as quickly as possible" in control A.5.25) is not equivalent to 24
hours. Moreover, the requirement to indicate whether the incident is suspected
of being caused by unlawful or malicious acts, and whether it could have a
cross-border impact, is absent from ISO 27001. Supplementary measure:
implement a dedicated early-warning procedure that triggers within 24 hours of
becoming aware of the incident, including a checklist for malicious act suspicion

and cross-border implications.

23(4)(b) - Incident notification within 72 hours (severity, impact,

indicators of compromise)

ISO 27001 does not specify a 72-hour detailed notification to an external au-
thority. The standard’s communication clauses (Clause 7.4) are generic and
do not prescribe submission of severity assessments, impact analyses, or IoCs
to a CSIRT. Supplementary measure: develop a structured incident noti-
fication template that captures severity, impact assessment, and known I[oCs,
and ensure it is submitted to the competent authority within 72 hours of the

early warning.

In summary, ISO 27001:2022 provides a sound internal incident management

process but is wholly inadequate for meeting NIS2’s external reporting timelines and

formats. The standard’s "as quickly as possible" language is not legally enforceable

against the directive’s 24-hour and 72-hour deadlines. Organisations cannot rely

on their existing ISMS alone for incident reporting compliance. Instead, they must

overlay a dedicated NIS2 notification procedure that includes:



4.3 SUPPLY CHAIN SECURITY 42

1. 24-hour early warning template with malicious act and cross-border checks
2. A 72-hour detailed notification template with severity, impact, and IoCs

3. A one-month final report template with root cause, mitigation, and cross-border

impact, and
4. A mandatory customer/recipient notification process

These supplementary measures are elaborated in Section 4.4.

4.3 Supply Chain Security

Article 21(2)(d) and Article 21(3) of the NIS2 Directive place explicit and detailed
obligations on entities to manage cybersecurity risks arising from their supply chains.
Paragraph 2(d) requires entities to address security-related aspects concerning re-
lationships with their direct suppliers or service providers, while paragraph 3 goes
further by mandating that entities consider vulnerabilities specific to each direct
supplier, the overall quality of products, and the cybersecurity practices of those
suppliers, including their secure development procedures [3|. The mapping of these
provisions onto ISO/IEC 27001:2022 is presented in Table A.3 of Appendix A, which
classifies one requirement as a full alignment and one as a partial overlap. The map-
ping shows that ISO 27001:2022 fully aligns with one requirement and partially
aligns with the other. No complete gaps are present in the supply chain security

domain.
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4.3.1 Full Alignment (F)

21(2)(d) - Address security-related aspects concerning relationships with
direct suppliers or service providers

ISO 27001 controls A.5.19 (supplier relationships), A.5.20 (supplier agreements),
and A.5.21 (ICT supply chain management) collectively require organisations to:
(a) define and implement processes to manage risks associated with supplier ac-
cess to the organisation’s information assets; (b) establish and document supplier
agreements that include information security requirements; (¢) monitor and review
supplier service delivery; and (d) manage risks specifically arising from the ICT
supply chain (e.g., hardware, software, and services). These three controls directly
mirror NIS2’s expectations for addressing security aspects of direct supplier rela-
tionships. Organisations with a certified ISMS that implements these controls fully

satisfy Article 21(2)(d) without supplementary measures.

4.3.2 Partial Alignment (P)

21(3) - Consider vulnerabilities specific to each direct supplier, product
quality, and cybersecurity practices (including secure development pro-
cedures)

The same ISO 27001 controls (A.5.19-A.5.21) address supplier risk assessment
and ICT supply chain management at a general level. However, NIS2 Article 21(3)
introduces a higher degree of granularity. Gap: The ISO standard’s risk-based ap-
proach typically allows organisations to categorise suppliers by criticality and per-
form risk assessments proportionally. It does not explicitly require an individual vul-
nerability assessment for each direct supplier - especially for low-risk or non-critical
suppliers - nor does it mandate that organisations assess the quality of products
and the security development practices of each supplier. NIS2’s phrasing ("vul-

nerabilities specific to each direct supplier") implies a supplier-by-supplier analysis
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that may exceed the standard’s conventional scope. Supplementary measure:
Enhance the supplier risk assessment template to explicitly document, for every di-
rect supplier, (i) identified vulnerabilities specific to that supplier, (ii) an evaluation
of the supplier’s product quality, (iii) a review of the supplier’s secure development
procedures (where applicable), and (iv) a risk rating based on this granular analysis.
For suppliers deemed critical, this assessment should be conducted at least annually
and prior to contract renewal.

I[SO 27001:2022 provides a robust foundation for supply chain security, fully
covering the general obligation to manage supplier relationships (21(2)(d)). The
only gap concerns the explicit requirement to assess each direct supplier individually
for vulnerabilities and product quality (21(3)). This gap is narrow and remediable:
organisations need only to supplement their existing supplier management process
with a more granular, per-supplier vulnerability assessment checklist. No major
restructuring of the ISMS is required. Section 4.4 consolidates this gap together
with those identified in Sections 4.1 and 4.2 into a unified set of supplementary

measures.

4.4 Identified Gaps and Supplementary Measures

The preceding sections have systematically mapped the three focal areas of the
NIS2 Directive - risk management (Article 21), incident reporting (Article 23),
and supply chain security (Articles 21(2)(d) and 21(3)) - against the controls of
ISO/IEC 27001:2022. The analysis reveals that while ISO 27001 provides a strong
and largely compatible foundation, several specific gaps remain where the stan-
dard either lacks binding requirements or prescribes less granular measures than
the directive demands. This section consolidates all identified gaps and proposes ac-
tionable supplementary measures that international companies operating in Finland

can implement to achieve full NIS2 compliance without abandoning their existing
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Information Security Management System (ISMS).

The gaps fall into four categories: (i) incident reporting timelines and external
notification formats; (ii) multi-factor authentication prescriptiveness; (iii) individ-
ual supplier vulnerability assessment granularity; and (iv) management liability (a
regulatory gap not addressed by ISO 27001). Each gap is presented below with a

corresponding supplementary measure.

4.4.1 Gap: Binding Incident Reporting Timelines and Exter-

nal Notifications

Origin: Section 4.2 (Article 23(4)(a), (b), (c) and 23(2)).

Nature: ISO 27001 controls (A.5.24-A.5.26) establish an internal incident man-
agement process but contain no binding deadlines. The standard’s "as quickly as
possible" is not equivalent to NIS2’s 24-hour early warning, 72-hour detailed noti-
fication, or one-month final report [3], [6]. Moreover, ISO 27001 does not mandate
external reporting to a CSIRT or the notification of affected service recipients.

Supplementary measures:

1. S1 - Adopt a NIS2 incident reporting procedure. Create a documented
process that is separate from, but linked to, the existing ISO 27001 incident

management workflow. This procedure must specify:

e A 24-hour early warning template that includes: incident date and time,
nature of the incident, suspected malicious act (yes/no), and potential

cross-border impact.

e A 72-hour detailed notification template that includes: severity assess-
ment (based on NIS2’s €500,000 threshold or 5% global turnover), oper-
ational disruption level, initial impact analysis, and any known indicators

of compromise (IoCs).
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e A one-month final report template that includes: root cause analysis,
applied and planned mitigation measures, cross-border implications, and

lessons learned.

e Designation of a responsible person (e.g., CISO or Data Protection Of-
ficer) authorised to submit notifications to the competent authority or

CSIRT within the prescribed timelines.

e A customer/recipient notification template to be used when a significant

cyber threat affects service recipients (Article 23(2)).

2. S2 - Integrate timeline tracking into the ISMS. Modify the incident
response log or use a dedicated ticketing system to record the exact time of
awareness and track the 24-hour, 72-hour, and one-month deadlines. Include

automated reminders and escalation procedures for missed deadlines.

4.4.2 Gap: Multi-Factor Authentication Prescriptiveness

Origin: Section 4.1 (Article 21(2)(j)).

Nature: ISO 27001 controls A.5.17 and A.8.5 require secure authentication but
allow discretion ("where appropriate"). NIS2 expects MFA as a default for remote
access, administrative access, and access to sensitive systems [3].

Supplementary measure:

1. S3 - Implement a mandatory MFA policy that removes discretion.
Amend the organisation’s access control policy to state: "Multi-factor authen-
tication shall be required for all remote access to the corporate network, for all
administrative accounts, and for access to any system or application handling
personal data, operational technology, or critical business data." Exceptions
(if any) must be justified in writing and approved by the CISO or a desig-

nated security committee. This policy should be referenced in the Statement
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of Applicability (SoA) as a supplement to ISO 27001 A.5.17.

4.4.3 Gap: Individual Supplier Vulnerability Assessment

Granularity

Origin: Section 4.3 (Article 21(3)).

Nature: ISO 27001 controls A.5.19-A.5.21 require supplier risk assessments but
do not explicitly mandate an individual vulnerability assessment for each direct
supplier. NIS2’s phrasing ("vulnerabilities specific to each direct supplier") implies
a more granular, per-supplier analysis [3], [6].

Supplementary measures:

1. S4 - Enhance supplier assessment templates to per-supplier granu-
larity. Modify the existing supplier management process to require, for every
direct supplier (including cloud service providers, software vendors, and man-

aged service providers):

e A documented identification of supplier-specific vulnerabilities (e.g., known
CVEs affecting their products, weak security controls, sub-supplier de-

pendencies).

e An evaluation of the supplier’s product quality (e.g., availability of secu-

rity patches, incident history).

e A review of the supplier’s secure development procedures (e.g., compli-

ance with ISO 27001, SOC 2, or equivalent standards).
e A risk rating for the supplier based on the above granular analysis.

e For critical suppliers (e.g., those with access to sensitive data or opera-
tional systems), reassessment at least annually and upon any significant

change (e.g., acquisition, major software release).
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2. S5 - Maintain a supplier vulnerability register. Create a central regis-
ter that lists all direct suppliers, the identified vulnerabilities specific to each,
and the status of mitigation (e.g., accepted, transferred, remediated by sup-
plier). This register serves as auditable evidence for NIS2 compliance and is

not required by ISO 27001 alone.

4.4.4 Gap: Management Liability

Origin: Not explicitly covered in the mapping tables, but referenced in the sum-
mary of gaps (Appendix A).

Nature: ISO 27001 Clause 5 (Leadership) requires top management to demon-
strate leadership and commitment, but it does not impose personal legal liability for
non-compliance. NIS2 Article 20 explicitly states that management bodies "shall be
held liable for infringements" and must approve the cybersecurity risk-management
measures |[3].

Supplementary measure:

1. S6 - Formalise management accountability in governance documents.

e Amend the board or management committee’s terms of reference to ex-
plicitly state that responsibility for NIS2 compliance rests with a desig-

nated legal representative (e.g., CEO or managing director).

e Document formal approval (e.g., board resolution or signed policy) of
the NIS2-related risk management measures and incident reporting pro-

cedure.

e Include a standing agenda item on NIS2 compliance status at every man-

agement review meeting (as required by ISO 27001 Clause 9.3).

e Retain meeting minutes and approval records as evidence that manage-

ment has been actively involved and can demonstrate due diligence.
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4.4.5 Summary of Supplementary Measures

Table 4.1 consolidates the six supplementary measures and their alignment with
the identified gaps. This table replaces the multiple figures previously used, pro-
viding a clear and concise overview of all gaps, their NIS2 references, corresponding

supplementary measures, and implementation effort.

Table 4.1: Summary of identified gaps and corresponding supplementary measures

Gap  Cate- | NIS2  Refer- | Supplementary Measure Implem-
gory ence entation
Effort

Incident Art. S1: NIS2 incident reporting pro- | Medium
reporting 23(4)(a),(b),(c); | cedure (templates, responsible per-
timelines & | 23(2) son, customer notification)
external notifi-
cations
Timeline Art. 23(4) S2: Integrate deadline tracking into | Low
tracking ISMS (ticketing system, reminders)
Multi-factor Art. 21(2)(j) S3:  Mandatory MFA policy (no |Low
authentication "where appropriate" discretion)
Individual Art. 21(3) S4: Per-supplier granular assess- | Medium
supplier  vul- ment templates; S5: Supplier vul-
nerability nerability register
assessment
Management | Art. 20 S6: Formal governance documenta- | Low
liability tion (board approval, meeting min-

utes)

All supplementary measures are designed to be layered onto an existing ISO 27001-certified
ISMS without requiring re-certification or major structural changes. Organisations should
prioritise the incident reporting measures (S1 and S2) because non-compliance with time-
lines carries immediate financial penalties. The remaining measures can be implemented

within standard ISMS continuous improvement cycles.



5 Discussion

This chapter interprets the findings presented in Chapter 4, synthesising the

control-by-control mapping analysis into a coherent discussion of how international com-
panies operating in Finland can leverage ISO/IEC 27001:2022 to achieve NIS2 compliance.
The discussion is structured around three main sections. First, Section 5.1 develops an
integrated implementation model that translates the identified gaps and supplementary
measures into a practical, step-wise roadmap for organisations. Second, Section 5.2 exam-
ines the practical implications for international companies operating in the Finnish context,
addressing sector-specific considerations, resource constraints, and the broader regulatory
environment. Third, Section 5.3 reflects on the limitations of the study, distinguishing
these from the methodological limitations already discussed in Chapter 3 by focusing on

the applicability, generalisability, and interpretational constraints of the findings.

5.1 Towards an Integrated NIS2-ISO 27001 Imple-

mentation Model

The analysis in Chapter 4 demonstrated that ISO/IEC 27001:2022 provides a robust foun-
dation for NIS2 compliance, with approximately 63.6% of the risk management require-
ments under Article 21 fully aligned with existing ISO controls [3], [6]. However, the
remaining gaps - particularly in incident reporting timelines, multi-factor authentication
prescriptiveness, individual supplier vulnerability assessment granularity, and management

liability - require targeted supplementary measures that extend beyond the standard’s
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scope. Building on these findings, this section outlines an integrated implementation model
that organisations can follow to systematically extend their existing ISMS for full NIS2
compliance.

The proposed model follows a phased, risk-prioritised approach that reflects the itera-
tive nature of both ISO 27001’s Plan-Do-Check-Act (PDCA) cycle and the NIS2 Directive’s

emphasis on ongoing risk management and continuous improvement 3|, [6].

5.1.1 Phase 1: Gap Assessment and Prioritisation

Organisations should begin by conducting a systematic gap assessment using the map-
ping tables presented in Appendix A. This involves reviewing each NIS2 provision against
existing ISO 27001 controls and documenting whether each requirement is fully satisfied,
partially covered, or completely gapped. Table 4.1 (presented in Section 4.4) provides a
consolidated summary of the identified gaps and their corresponding supplementary mea-
sures, serving as a practical starting point. Based on the gap assessment, remediation
efforts should be prioritised according to risk exposure and regulatory urgency. Incident
reporting measures (S1 and S2) should be accorded the highest priority, as non-compliance
with the 24-hour, 72-hour, and one-month reporting timelines carries immediate financial
penalties, with fines reaching up to €10 million or 2% of global annual turnover for es-
sential entities [3]. Multi-factor authentication (S3) and supplier vulnerability assessment
(S4 and S5) should follow, as these address high-impact security risks that are explicitly
mandated by NIS2. Management liability (S6), while important for governance and ac-
countability, can be addressed through documentation and procedural changes without

significant technical investment.

5.1.2 Phase 2: Supplementary Measure Implementation

The second phase involves implementing the supplementary measures identified in Sec-
tion 4.4. For incident reporting (S1 and S2), organisations must establish a dedicated

NIS2 incident notification procedure that operates in parallel with the existing ISO 27001
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incident management workflow. This procedure should include standardised templates
for the three mandated reports (24-hour early warning, 72-hour detailed notification, and
one-month final report), clear designation of responsible personnel, and integration of time-
line tracking mechanisms. The procedure must also address customer and recipient notifi-
cations as required by Article 23(2) [3]. For multi-factor authentication (S3), organisations
should amend their access control policy to mandate MFA by default for all remote access,
administrative accounts, and systems handling sensitive data, removing the discretion per-
mitted by ISO 27001 controls A.5.17 and A.8.5 [6]. For supplier vulnerability assessment
(S4 and S5), organisations should enhance existing supplier management templates to in-
clude per-supplier vulnerability assessments, documenting supplier-specific vulnerabilities,
evaluating product quality and secure development procedures, and assigning risk ratings
based on a granular analysis. A central supplier vulnerability register should be main-
tained to provide auditable evidence. For management liability (S6), organisations should
formalise accountability through governance documentation, including board resolutions,
policy approvals, and standing agenda items on NIS2 compliance at management review

meetings.

5.1.3 Phase 3: Integration, Documentation, and Continuous
Improvement

The third phase focuses on integrating the supplementary measures into the organisation’s
existing ISMS documentation and governance structures. The Statement of Applicability
(SoA) should be revised to include the supplementary measures as additional controls, with
clear justifications. The rigsk treatment plan and incident response plan should be updated
accordingly. All documentation should be version-controlled and stored in the research log
described in Section 3.2.6, ensuring traceability and audit readiness. Organisations should
conduct regular reviews of their NIS2 compliance status, incorporating lessons learned
from incidents, audits, and regulatory updates, and internal audits should include specific

checks for NIS2-related controls.
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5.2 Practical Implications for International Compa-

nies in Finland

The findings of this thesis carry significant practical implications for international compa-

nies operating in Finland that are subject to the NIS2 Directive.

5.2.1 Strategic Opportunity: Leveraging Existing ISMS In-
vestments

The analysis demonstrates that international companies with existing ISO 27001-certified
ISMS are already well positioned to achieve NIS2 compliance. The full alignment of ap-
proximately 63.6% of NIS2 Article 21 requirements means that organisations can avoid
substantial investment in building a compliance programme from scratch. For many large
firms in manufacturing, digital infrastructure, and energy sectors that already maintain
ISO 27001 certification, the incremental effort required to address the identified gaps is
substantially lower than the cost of developing an entirely new compliance programme.
The supplementary measures proposed in Section 4.4 are designed to be layered onto ex-

isting ISMS without requiring major structural changes or re-certification.

5.2.2 Operational Challenges: Resource Constraints and Reg-
ulatory Complexity

Despite this strategic opportunity, organisations face significant operational challenges.
The most immediate challenge is the resource burden associated with documentation and
procedural changes. Even where existing security practices are already strong, the supple-
mentary measures - particularly incident reporting (S1 and S2) and supplier vulnerability
assessment (S4 and S5) - require dedicated administrative effort. The NIS2 Directive
acknowledges this through its principle of proportionality, requiring that measures be "ap-
propriate and proportionate" to the entity’s size, risk exposure, and sector [3]. The sup-

plementary measures are designed to be scalable, with low-effort measures (S2, S3, S6)
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prioritised for rapid implementation, and higher-effort measures (S1, S4 and S5) addressed
through phased implementation plans. Additionally, the complexity of the regulatory land-
scape - with overlapping regulations such as GDPR, DORA, and the EU AI Act - requires
organisations to maintain a single, extensible ISMS rather than separate compliance si-

los [8].

5.2.3 Sector-Specific Considerations: Finland’s National Im-
plementation

The Finnish national implementation of NIS2, as articulated in HE 57/2024 [7], introduces
several sector-specific considerations. First, the proposal transposes the twelve risk man-
agement measure categories into binding national requirements, with supervisory authori-
ties such as Traficom responsible for enforcement. Second, the Finnish National Cyber Se-
curity Centre (NCSC-FI) has developed the Kybermittari maturity assessment tool, which
maps directly to the NIS2 risk management measures and provides a practical framework
for self-assessment [36]. International companies can leverage Kybermittari to complement
the ISO 27001-based mapping presented in this thesis. Third, Finland’s high digital matu-
rity and the presence of numerous international firms in critical infrastructure sectors mean
that sector-specific variations may be significant. The implementation model is designed

to be extensible, allowing organisations to incorporate sector-specific controls as needed.

5.2.4 Practical Recommendations

Based on the analysis, the following practical recommendations are offered: (1) conduct
a systematic gap assessment using the mapping tables in Appendix A, prioritising inci-
dent reporting measures (S1 and S2); (2) update the ISMS Statement of Applicability to
include the supplementary measures (S1-S6); (3) develop standardised incident reporting
templates for the 24-hour, 72-hour, and one-month reports; (4) amend access control poli-
cies to mandate MFA by default; (5) enhance supplier management processes to include

per-supplier vulnerability assessments and maintain a central supplier vulnerability regis-
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ter; (6) formalise management accountability through governance documentation; and (7)

leverage Finnish national tools such as Kybermittari to validate ISMS alignment.

5.3 Limitations of the Study

This section reflects on the limitations of the study, distinguishing these from the method-
ological limitations already discussed in Chapter 3. While Chapter 3 addressed limitations
related to the research methodology - including the documentary-only approach, static
mapping, and lack of empirical validation - this section focuses on the limitations of the

applicability, generalisability, and interpretational constraints of the findings.

5.3.1 Interpretational Constraints

The mapping analysis involved a degree of interpretative judgement, particularly in clas-
sifying NIS2 requirements as "full alignment," "partial overlap," or "gap." While a sys-
tematic coding scheme was applied and documented by the student author, all mapping
decisions, including certain principle-based provisions - such as "appropriate and propor-
tionate measures" - were not considered in binary classification. Different practitioners
might draw the boundary between "full" and "partial" differently. This thesis mitigates
this by providing detailed justifications for each coding decision and proposing concrete

supplementary measures.

5.3.2 Generalisability Constraints

The findings are based on the NIS2 Directive as transposed into Finnish national legislation
via HE 57/2024 [7]. While the core mapping applies across all EU Member States, the
Finnish national implementation introduces country-specific interpretations that may affect
the applicability of the supplementary measures. Organisations operating in other Member
States should adapt the model to their own national transposition. Additionally, the thesis

focuses exclusively on ISO /TEC 27001:2022; other frameworks - such as NIST CSF, C2M2,
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or sector-specific standards - may offer alternative pathways to compliance, and the findings

are conditional on the organisation having or intending to adopt an ISO 27001-based ISMS.

5.3.3 Assumptions about Organisational Maturity and Tem-
poral Constraints

The integrated implementation model assumes a baseline level of organisational maturity in
information security management, specifically that organisations have already implemented
an ISO 27001-certified ISMS. For organisations with less mature security programmes, the
supplementary measures alone will be insufficient. The model also assumes that organ-
isations have the resources and commitment to implement the measures; while they are
designed to be scalable, smaller or resource-constrained organisations may struggle with
administrative effort. The mapping analysis is static and tied to the 2022 versions of both
the NIS2 Directive and ISO 27001. Future amendments - such as the Commission Imple-
menting Regulation (EU) 2024/2690 - may affect the alignment, and the findings should

be re-evaluated when official updates occur [12].

5.3.4 Lack of Empirical Validation

Finally, the proposed implementation model remains conceptual and has not been empir-
ically validated through case studies or action research in actual international companies
operating under NIS2 supervision in Finland. This thesis demonstrates that the mapping
and supplementary measures are theoretically sound and grounded in established stan-
dards, but the practical feasibility and effectiveness have not been tested. Future research
should validate the model through case studies or action research, examining implementa-
tion costs, practical obstacles, and unforeseen gaps that a purely document-based analysis
cannot detect. Despite these limitations, the findings provide a robust foundation for in-
ternational companies in Finland to navigate NIS2 compliance using their existing [SO

27001-based ISMS.



6 Conclusion and Recommendations

This final chapter concludes the thesis by summarising the key findings, offering action-
able recommendations for practitioners, and suggesting directions for future research. The
chapter is organised into three sections: Section 6.1 synthesises the main contributions of
the study in relation to the research questions and objectives; Section 6.2 provides prac-
tical recommendations for international companies operating in Finland; and Section 6.3

identifies avenues for further investigation.

6.1 Summary of Key Findings

This thesis set out to examine how international companies operating in Finland can im-
plement the NIS2 Directive through the ISO/IEC 27001:2022 framework. Two research
questions guided the inquiry: RQ1 (how ISO 27001 can be systematically mapped and
utilised for NIS2 compliance) and RQ2 (what are the strengths, limitations, and gaps of
ISO 27001 for addressing NIS2 provisions on risk management, incident reporting, and
supply chain security). These questions were addressed through three research objectives:
RO1 (mapping NIS2 requirements onto ISO 27001 controls), RO2 (evaluating strengths
and limitations), and RO3 (identifying supplementary measures and proposing an imple-
mentation model).

The analysis in Chapter 4 demonstrated that ISO/TEC 27001:2022 provides a robust
foundation for NIS2 compliance, with approximately 63.6% of Article 21 risk management
requirements fully aligned with existing ISO controls [3], [6]. Seven provisions of Article 21

were classified as full alignments, including policies on risk analysis, supply chain security,
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secure development, effectiveness assessment, cyber hygiene, cryptography, and human re-
sources security. Four provisions were classified as partial overlaps requiring supplementary
measures: incident handling (binding timelines), business continuity (crisis management),
multi-factor authentication (prescriptiveness), and supplier vulnerability assessment (gran-
ularity). No provisions were completely uncovered.

For Article 23 on incident reporting, the findings revealed more significant gaps.

ISO 27001 provides a sound internal incident management framework but lacks binding
external reporting timelines. Three provisions were partially covered (definition of signif-
icant incidents, final reporting within one month, and notification of affected recipients),
while two provisions were completely gapped (24-hour early warning and 72-hour detailed
notification). These findings confirm that ISO 27001 alone is insufficient for meeting NIS2’s
prescriptive reporting obligations.

For supply chain security (Articles 21(2)(d) and 21(3)), ISO 27001 fully addresses the
general obligation to manage supplier relationships but only partially covers the require-
ment for individual vulnerability assessments of each direct supplier. This granularity gap
requires organisations to enhance their existing supplier management templates.

In response to these gaps, six supplementary measures (S1-S6) were proposed: (S1) a
dedicated NIS2 incident reporting procedure with standardised templates; (S2) integration
of timeline tracking into the ISMS; (S3) a mandatory MFA policy removing discretion; (S4)
per-supplier granular assessment templates; (S5) a central supplier vulnerability register;
and (S6) formalised management accountability through governance documentation. These
measures are designed to be layered onto an existing ISO 27001-certified ISMS without
requiring re-certification.

The thesis thus answers RQ1 by demonstrating that ISO 27001 can be systematically
mapped to NIS2 requirements through a control-by-control comparison, and RQ2 by iden-
tifying specific strengths (full alignment of most risk management controls) and limitations
(gaps in reporting timelines, MFA prescriptiveness, supplier granularity, and management
liability). These contributions satisfy RO1, RO2, and RO3 by providing a complete

mapping, evaluating the framework’s adequacy, and proposing a practical implementation
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model.

6.2 Recommendations for Practitioners

Based on the findings, the following actionable recommendations are offered for interna-

tional companies operating in Finland that are subject to the NIS2 Directive:

1. Conduct a systematic gap assessment using the mapping tables in Appendix A as
a reference. Prioritise incident reporting measures (S1 and S2) as the highest pri-
ority due to regulatory deadlines and financial penalties, with fines reaching up to

€10 million or 2% of global annual turnover for essential entities [3].

2. Update the ISMS Statement of Applicability (SoA) to include the supplementary
measures (S1-S6) as additional controls, with clear justifications and traceability to
NIS2 requirements. This ensures that the ISMS documentation remains comprehen-

sive and audit-ready.

3. Develop and implement standardised incident reporting templates for the 24-hour
early warning, 72-hour detailed notification, and one-month final report. Include
timeline tracking mechanisms and designate responsible personnel for submission to

the competent authority or CSIRT.

4. Amend access control policies to mandate MFA by default for all remote access,
administrative accounts, and systems handling sensitive data. Remove the discretion
permitted by ISO 27001 controls A.5.17 and A.8.5, and reference the revised policy

in the SoA [6].

5. Enhance supplier management processes to include per-supplier vulnerability assess-
ments. Maintain a central supplier vulnerability register listing identified vulnera-
bilities, product quality evaluations, secure development procedure reviews, and risk

ratings. For critical suppliers, conduct reassessments at least annually.
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6. Formalise management accountability through governance documentation. Desig-
nate a specific legal representative responsible for NIS2 compliance, document for-
mal approval of NIS2-related policies, and establish a standing agenda item on NIS2
compliance status at management review meetings. Retain meeting minutes and

approval records as evidence.

7. Leverage Finnish national tools such as Kybermittari to validate ISMS alignment
with supervisory authority expectations and to support continuous improvement [36].
The Kybermittari maturity assessment tool maps directly to NIS2 risk management

measures and provides a practical framework for self-assessment.

6.3 Future Research Directions

While this thesis has provided a systematic mapping and implementation model, several

avenues for future research remain:

1. Empirical validation of the implementation model through case studies or action
research in actual international companies operating under NIS2 supervision in Fin-
land. Such research would examine implementation costs, practical obstacles, and

unforeseen gaps that a purely document-based analysis cannot detect.

2. Comparative analysis of compliance frameworks across different sectors (e.g., man-
ufacturing vs. energy vs. digital infrastructure) to identify sector-specific variations
that may require tailored supplementary measures beyond the general model pro-

posed here.

3. Future research should include longitudinal studies tracking the evolution of the
Finnish national implementation now that the final legislation (the Cybersecurity
Act) has been enacted. This would provide insights into how national-level interpre-
tations affect the practical application of the supplementary measures proposed in

this thesis.
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4. Integration of other overlapping EU regulations such as GDPR, DORA, and the
EU AI Act into the implementation model [8]. Future research could develop a
unified compliance framework that addresses multiple regulatory obligations through

a single, extensible ISMS.

5. Development of automated mapping tools that can dynamically update the align-
ment between NIS2 requirements and ISO 27001 controls as both instruments evolve.
This would help organisations maintain compliance over time without repeating man-

ual mapping exercises.

By pursuing these research directions, the academic and practical understanding of
NIS2 implementation through ISO 27001 can be further advanced, supporting interna-
tional companies in their journey towards effective cybersecurity governance and regulatory

compliance.
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Appendix A NIS2-ISO 27001:2022

Control Mapping Matrix

Table A.1 — Risk Management Requirements (INIS2 Article

21)
Table A.1: Risk Management Requirements — NIS2 Art. 21
mapped to ISO/IEC 27001:2022
NIS2 Re- | ISO/IEC  27001:2022 | Alignment | Justification
quirement Control(s)
(Art. 21)

21(2)(a) Policies
on risk analysis
and information

system security

A.5.1 (Policies for informa-
tion security); A.5.8 (Infor-
mation security in project
management); Clause 6.1

(Actions to address risks)

ISO 27001 mandates doc-
umented security policies
approved by management
and a formal risk assess-
ment process, fully cover-

ing the requirement.

Continued on next page




Appendix A.  NIS2-ISO 27001:2022 Control Mapping Matrix A-2
Table A.1 — continued from previous page

NIS2 Re- | ISO/IEC  27001:2022 | Alignment | Justification

quirement Control(s)

(Art. 21)

21(2)(b)  Inci- | A.5.24 (Incident manage- p Controls cover prepara-

dent handling | ment planning); A.5.25 tion, classification, and
(Assessment and decision response, but ISO 27001

A.5.26 (Re-

on events);

sponse to incidents)

does not prescribe binding

timelines (e.g., 24-hour
early warning). Sup-
plementary procedure

needed for NIS2 timeline

compliance.

21(2)(c) Busi-
ness continuity,
backup, disaster
recovery, Crisis

management

A.5.29 (Information secu-
rity during disruptions);
A.5.30 (ICT readiness for

business continuity)

The 2022 revision added

A.5.30,  which

control
aligns well with continuity
requirements.

However,

NIS2 explicitly includes
“crisis management” — ISO
27001 covers this indirectly
under

A.5.29, but may

need reinforcement.

Continued on next page



Appendix A.  NIS2-ISO 27001:2022 Control Mapping Matrix

A-3

Table A.1 — continued from previous page

risk-management

measures

9.3 (Management review)

NIS2 Re- | ISO/IEC  27001:2022 | Alignment | Justification

quirement Control(s)

(Art. 21)

21(2)(d) Supply | A.5.19 (Supplier relation- F The three supplier-related

chain security | ships); A.5.20 (Supplier controls collectively ad-

agreements); A.5.21 (ICT dress identification, con-
supply chain management) tractual security, and ICT

supply chain risks, match-
ing NIS2’s requirements
for direct suppliers.

21(2)(e) Se- | A.5.14 (Secure develop- F Multiple controls cover the

curity in | ment); A.5.8 (Project entire lifecycle. Vulnerabil-

acquisition, management); A.8.25 ity handling (A.8.8) explic-

development, (Secure development life itly includes disclosure pro-

maintenance cycle); A.8.8 (Management cesses.

and vulnerabil- | of technical vulnerabilities)

ity handling

21(2)(f)  Poli- | Clause 9.1 (Monitoring, F The  Plan-Do-Check-Act

cies to assess | measurement, analysis, (PDCA) cycle requires

effectiveness of | evaluation); Clause 9.2 regular effectiveness as-

cybersecurity (Internal audit); Clause sessment, internal audits,

and management reviews —

fully aligned.

Continued on next page
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A-4

Table A.1 — continued from previous page

NIS2 Re- | ISO/IEC  27001:2022 | Alignment | Justification

quirement Control(s)

(Art. 21)

21(2)(g) Basic|A.6.3 (Information secu- F ISO 27001 requires ongo-
cyber  hygiene | rity awareness, education, ing awareness programmes

and cybersecu-

rity training

training); A.5.36 (Compli-

ance with policies)

and verification of adher-
ence to policies, covering

hygiene and training.

21(2)(h)  Poli- | A.5.31 (Legal, statutory, F Controls mandate a docu-
cies on cryp- | regulatory and contractual mented cryptographic pol-
tography  and | requirements — encryption icy, key management, and
encryption aspects); A.8.24 (Use of appropriate use of encryp-
cryptography) tion.
21(2)(i) Human | A.5.9 (Asset inventory); F Comprehensive  coverage
resources secu- | A.5.15 (Access control); of asset management,
rity, access con- | A.5.16 (Identity manage- access governance, and
trol, asset man- | ment); A.5.17 (Authentica- human-centric security
agement tion information); A.5.18 measures (screening, re-
(Access rights); Clause 6 sponsibilities, disciplinary
(People controls — A.6.1 to process).

A.6.8)

Continued on next page
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A-5

Table A.1 — continued from previous page

direct supplier)

NIS2 Re- | ISO/IEC  27001:2022 | Alignment | Justification

quirement Control(s)

(Art. 21)

21(2)(j) A.5.17 (Authentication in- p ISO 27001 requires secure

Multi-factor formation); A.8.5 (Secure authentication but does

authentication | authentication) not mandate MFA as a de-

or  continuous fault. The standard states

authentication “where appropriate”’, leav-
ing discretion.  NIS2 is
more prescriptive.  Sup-
plementary MFA policy
needed.

21(3)  Supply | A.5.19 to A.5.21 (as above) p ISO 27001 addresses sup-

chain  vulner- | plus Clause 8.1 (Opera- plier risk assessment but

ability  assess- | tional planning — external does not explicitly require

ment (each | providers) individual vulnerability as-

sessment for each direct
supplier at the level of de-
tail implied by NIS2. A

more granular procedure

may be needed.




Appendix A.  NIS2-ISO 27001:2022 Control Mapping Matrix

A-6

Table A.2 — Incident Reporting Requirements (NIS2 Article

23)
Table A.2: Incident Reporting Requirements — NIS2 Art. 23
mapped to ISO/IEC 27001:2022
NIS2 Re- | ISO/IEC  27001:2022 | Alignment | Justification
quirement Control(s)
(Art. 23)
23(3) Definition | A.5.25 (Assessment and p ISO 27001 requires clas-
of  “significant | decision on events) sification of events as
incident”  (se- incidents but does not
vere operational prescribe the quantitative
disruption, thresholds (e.g., financial
financial  loss, loss > €500k) or qual-
material dam- itative criteria of NIS2.
age) Organisation must adopt
NIS2 criteria into its
classification scheme.
23(4)(a) Early | A.5.25 (Assessment) and G ISO 27001 contains mno

warning within

24 hours (in-
cluding ma-
licious act
suspicion  and

cross-border

impact)

A.5.26 (Response) — but no

timeline

binding timeline for initial
notification.  “As quickly
as possible” is not equiv-
alent to 24 hours. Dedi-
cated early-warning proce-

dure required.

Continued on next page
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A-7

Table A.2 — continued from previous page

NIS2 Re- | ISO/IEC  27001:2022 | Alignment | Justification

quirement Control(s)

(Art. 23)

23(4)(b)  Inci- | None G ISO 27001 does not specify

dent  notifica- a 72-hour detailed notifica-

tion within 72 tion to an external author-

hours (severity, ity. The standard’s com-

impact, IOCs) munication clauses (Clause
7.4) are generic.

23(4)(c) Final | A.5.26 (Response) and p ISO 27001 requires root

report  within | Clause  10.1  (Noncon- cause analysis and correc-

one month | formity and corrective tive actions, but it does

(root cause, | action) not mandate a final report

mitigation, to an external CSIRT or

cross-border

impact)

within a one-month dead-
line.  The content (root
cause, mitigation) is cov-

ered; the external report-

ing format and timeline are

gaps.

Continued on next page
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A-8

Table A.2 — continued from previous page

NIS2 Re- | ISO/IEC  27001:2022 | Alignment | Justification

quirement Control(s)

(Art. 23)

23(2) Notify | A.7.4 (Communication p ISO 27001 provides a
affected ser- | with  specific  interest framework for external
vice recipients | groups) communication but does
of  significant not specifically require
cyber  threats notifying recipients of a

and remediation

measures

cyber threat or prescrib-
ing the content of such

Additional

notification.

procedure needed.




Appendix A.  NIS2-ISO 27001:2022 Control Mapping Matrix A-9

Table A.3 — Supply Chain Security (Detailed from Art. 21(2)(d)

and Art. 21(3))

Table A.3: Supply Chain Security — Detailed NIS2 Requirements mapped to
ISO/IEC 27001:2022

NIS2 Re- | ISO/IEC Alignment | Justification
quirement 27001:2022

Control(s)
21(2)(d) A.5.19 (Supplier F The three controls together require
Address relationships); risk assessment, contractual secu-
security-related | A.5.20 (Supplier rity clauses, monitoring, and sup-
aspects con- | agreements); ply chain-specific risk management,
cerning rela- | A.5.21 (ICT fully aligning with the provision.
tionships  with | supply chain
direct  suppli- | management)
ers or service
providers
21(3) Consider | A.5.21 (ICT p ISO 27001 covers product quality
vulnerabilities | supply chain and secure development expecta-
specific to each | management) tions in supplier agreements but
direct supplier | plus A.5.19 (risk does not explicitly mandate individ-
and the over- | assessment) ual vulnerability assessment for each
all quality of direct supplier. The phrase “each di-
products  and rect supplier” implies a more gran-
cybersecurity ular level of analysis than the stan-
practices, in- dard’s typical ‘“risk-based” approach.
cluding secure Organisations may need to enhance
development their supplier assessment templates.
procedures




Appendix A.  NIS2-ISO 27001:2022 Control Mapping Matrix A-10

Summary of Gaps Requiring Supplementary Measures

e Incident reporting timelines - ISO 27001 lacks the 24-hour early warning, 72-hour
detailed notification, and one-month final report deadlines. A dedicated NIS2 inci-

dent notification procedure must be added to the ISMS.

e Multi-factor authentication - ISO 27001 allows discretion (“where appropriate”),
whereas NIS2 expects MFA as a default for remote access and sensitive systems. A

stricter MFA policy should be embedded.

e Individual supplier vulnerability assessment - The level of granularity required
by NIS2 Art. 21(3) (each direct supplier) may exceed the standard’s risk-based

sampling. Consider a formalised supplier-by-supplier assessment template.

e Management liability - ISO 27001 requires top management commitment (Clause
5) but does not impose personal legal liability. This is a regulatory, not a techni-
cal, gap; it must be addressed through governance documentation and board-level

accountability statements.

How to read this matrix: The classification “F” (full alignment) indicates that
implementing the ISO control as written will satisfy the corresponding NIS2 requirement
without modification. “P” (partial overlap) means the ISO control provides a foundation
but must be supplemented by an organisational procedure to fully meet the NIS2 obligation.
“G” (gap) means ISO 27001 provides no relevant control, and a completely new measure
must be implemented. The justifications column explains each decision and directs the

reader to the supplementary measures proposed in Chapter 5.5.

Note on version control: This mapping is based on NIS2 Directive (EU 2022/2555)
as published in December 2022 and ISO/IEC 27001:2022. Future amendments to either
instrument may require revision of this matrix. The methodological steps described in

Section 3.2 remain applicable for updating the mapping.
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